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ABSTRACT

Traffic safety applications relying on cooperative systems are currently being considered by
several research projects worldwide. An important question is if existing wireless
technologies can meet the communication requirements from this emerging field of
applications? Part of the answer to the question is that the communication requirements
depend on implementation. The data traffic from realizations based on “cooperative
awareness” or on ‘“hazard warnings” are very different. This article discusses the
communication requirements of some typical traffic safety applications, how these
requirements are affected by different realizations and finally what is required from a wireless
access technology to support these applications.
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INTRODUCTION

There are a number of traffic safety applications, relying on cooperative systems, currently
being considered by several research projects both in Europe, the US and in Japan, [1]. Three
typical examples are “Overtaking Vehicle Warning”, “Forward Collision Warning” and
“Critical Road Segment Assistance”, [2]. An important question is if existing wireless
technologies can be used for this specific field of applications? For example, what
functionalities are needed and expected of the applications in terms of communication system
response times and reliability? Do these functionalities require 100% penetration? Is the
frequency spectrum sufficient for this penetration rate? Are the systems scalable and can they
be made sufficiently reliable and robust? One part of the answer to these questions is that
applications such as these can be implemented in several different ways and these different
implementations entail a very different set of communication requirements. Whether the
realization is based on ‘“cooperative awareness” or on ‘“hazard warnings” [2], [3], it results in
very different sets of data traffic which in turn have different communication requirements.
The typical requirements on wireless access technologies when used for traffic safety
applications are: high system predictability, high data reliability as well as low latency, [4].
The actual numerical values of these parameters depend both on the specific application and
the realization of it. Different data contents imply different packet sizes and interest zones and
thereby different requirements on bandwidth and communication range.
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Each wireless access technology is typically developed for a particular purpose and as such
they are at their best if used for this purpose [5]. Therefore, it is important to know the
benefits and the drawbacks of each access technology before choosing one for a particular
application. In some cases it may also be relevant to use more than one access technology for
increased robustness. The two most influential factors regarding predictability and latency is
the type of network topology and medium access control (MAC) method used by the wireless
access technology. Rather than going through and commenting on all existing wireless access
technologies and their appropriateness for specific traffic safety applications, this article
focuses on two types of wireless technologies: cellular networks such as GSM, UMTS or
LTE and vehicular ad hoc networks such as ETSI ITS-G5 or IEEE 802.11p. This since both
types of technologies are relevant for traffic safety applications, and also since they represent
two very different technical solutions with different network topologies and MAC methods.

COMMUNICATION REQUIREMENTS

Mobile telephony and internet are examples of existing applications that are using wireless
communication. Mobile telephony implies transmission of voice and consequently support for
low delay, time-critical communications is required from the wireless access technology,
typically at the expense of reduced data reliability. Note however that reduced reliability can
be tolerated for voice applications whereas this is not the case for most applications carrying
data traffic. Wireless internet applications usually require high data rate and high reliability
but no support for time-critical communications. E-mailing for example, requires reliable
communications since data rather than voice is being transferred and thus retransmissions are
used to increase reliability at the expense of increased and often random delay. Consequently,
wireless access technologies have so far been designed to provide either reliable
communications, suitable for emailing and different types of data traffic, or time-critical
communications, typically used for voice and video applications. Few, if any of the existing
wireless access technologies can support high reliability, low latency, time-critical
communications. The main reason for this is that existing applications have requirements on
either reliable or time-critical communications, but not both and therefore one requirement
has been traded off for the other (typically reliability is increased with increased delay using
retransmissions), [4], [6].

Intelligent transport systems (ITS) aiming to increase traffic safety through cooperative ITS
stations, need low-delay, scalable, reliable, real-time wireless communications [4]. By real-
time communication is meant time-critical communication such that a message needs to be
delivered to the receiver before a predefined deadline, since late delivery of information has
the same effect as lost or erroneous information. In order to meet real-time deadlines, a
system does not necessarily need to be fast — but it does need to be predictable such that the
maximum delay can be upper bounded. Due to this, the traditional performance measure
throughput is of less importance in a real-time communication system, and instead the
“deadline miss ratio” is used. Note that a lost message is regarded as having infinite delay and
hence the measure captures both the delay and the probability of loosing messages. Basically
all traffic safety applications have real-time requirements. Either it is critical that a message
reaches its intended recipient before a particular time instant, e.g., a crash, or the deadline
simply tells us that the message is now expired and no longer of interest, possibly because a
newer version is available. Further, since the data to be transmitted by traffic safety
applications typically constitute control traffic from sensors and actuators, reliability and real-



time predictability are now required concurrently. In addition, many vehicular communication
links will have to share the same radio spectrum in a limited geographical area and thus
applied protocols need to scale properly so that no vehicle is denied access to the network.
Finally, since road safety can be increased if a driver is notified early, the data traffic is also
delay-sensitive. Note that the requirement on low delay is not the same as having real-time
requirements. A low delay refers low response time and possible the deadline being early in
time, whereas the real-time requirement indicates the existence of a deadline.

Vehicular ad hoc networks constitute a particularly challenging wireless communication
environment due to the unfavourable properties of the radio channel and the rapidly changing
network topology. It is therefore significantly more difficult to support reliability and timing
constraints on the wireless links in-between nodes moving at vehicular speeds than in e.g., a
static network. So how reliable, scalable and low-delay do the systems need to be? Well, this
depends partly on implementation.

COOPERATIVE AWARENESS OR HAZARD WARNINGS?

The traffic safety applications “Overtaking Vehicle Warning”, “Forward Collision Warning”
and “Critical Road Segment Assistance” could be implemented either as a “hazard warnings”
system or as a “‘cooperative awareness” system. There is also a third realization referred to
here as “autonomous cooperative driving”. We thus differentiate between three types of
realizations:

A) Enhance existing sensors: hazard warnings in case of incidents. Already today there
are several examples of traffic safety applications that do not use communications, but
merely different types of sensors (radar, cameras, accelerometers, etc). Forward Collision
Warning and Blind Spot Detection are examples of this. Introducing communications into
these types of applications, they can be enhanced. For example, Forward Collision
Warning can be enhanced by information communicated from traffic signs or fellow road
users braking beyond line of sight. Blind Spot Detection can be enhanced by information
from the vehicle located in the blind spot or by an overtaking vehicle (e.g., weight,
bumper height, number of passengers, hazardous goods). Further, applications like
Intersection Collision Warning can be introduced since the cooperative systems introduce
a sensor that can be used beyond line of sight. In this realization, information is
communicated only in the event of a hazard. This system would thus typically use event-
driven messaging which would require very low delay and very high reliability since the
hazard is imminent and the data is critical. However, the system is useful also at moderate
penetration rates since it is simply an enhancement of existing sensors. Scalability is in
most cases not critical since the network traffic typically is light.

B) Local Dynamic Map: cooperative awareness. If all vehicles are equipped with
communication devices and broadcast their positions, speed and directions, a so-called
Local Dynamic Map (LDM) can be constructed, [7]. This LDM can be used to predict
dangerous situations before they actually occur. For example, “it will be a collision
within four seconds if all vehicles maintain the same speed and direction”. The system
can hence extend the horizon of awareness of the driver. This realization requires that all
vehicles are equipped with a communication system and implies that periodic time-
triggered messages are broadcasted. Since the messages are repeated periodically and do
not signal imminent hazard the requirements on delay and reliability are moderate.
However, in order not to have a system with invisible, mute vehicles, a very high



penetration is likely needed and scalability is more important than for event-driven
systems.

C) Autonomous cooperative driving: hazard warnings and cooperative awareness. This
system is likely to require both an LDM and hazard warnings. In addition, information
from road signs and GPS would be needed. Not only is this system required to warn or
predict and advice — but also to act. An autonomous cooperate driving system would
typically be using both periodic time-triggered and event-driven messages, requiring
some sort of service differentiation between the two types of messages, and very likely
close to 100% penetration will be needed.

As can be seen, the three different realizations have different requirements in terms of
communication system response times and reliability. Not all of them require close to 100%
penetration. The data traffic generated is also different, ranging from sporadic messages of a
critical nature to periodic updates. Note that the requirements on bandwidth and throughput
and thereby frequency bands depend not only on the penetration rate but also on the amount
of data traffic generated by each user.

WIRELESS ACCESS TECHNOLOGIES

This article focuses on two types of wireless technologies: cellular networks such as GSM,
UMTS or LTE and vehicular ad hoc networks such as ETSI ITS-G5 or IEEE 802.11p. The
reason for this is that while both types of technologies are relevant for traffic safety
applications, they also represent two very different technical solutions with different benefits
and drawbacks. Cellular networks such as GSM or UMTS are centrally controlled networks
where all communication between two mobile terminals takes place via some sort of
communications infrastructure, typically an access point or a base station. Cellular networks
are mainly focused on high bandwidth and high transfer rates rather than low response times
even if this can be expected to change with the introduction of LTE. A vehicle ad hoc
network, on the other hand, implies no base stations and communication therefore takes place
directly between two mobile terminals. A vehicular ad hoc network has two main benefits for
traffic safety applications: it eliminates the problem of guaranteeing coverage (by base
stations or access points) and it reduces the average communication delay since direct
communications between vehicles (without the detour via an access point) is enabled.
However, using an ad hoc network implies that problems with scalability become more
imminent since the network cannot be centrally orchestrated. Further, guaranteeing real-time
communications in a vehicular ad hoc network requires not only that the MAC method is
predictable but also decentralised.

Delay or Latency

Different wireless access technologies use different network topologies, i.e., ad hoc or
centrally controlled and this influences latency. The MAC method also introduces delay, the
access or queuing delay, which is different from the network delay (that depends on
topology). The total latency is the sum of all delays in all layers in an application-to-
application scenario, including any intermediate routers etc. With some technologies the layer
latencies cannot be differentiated and we have to consider the total latency.

Wireless access technologies are associated with different MAC methods. Some methods are
centralized, e.g., TDMA used in GSM and CDMA used in UMTS, whereas some are
decentralized such as CSMA/CA of IEEE 802.11p or ITS-G5. Decentralized MAC methods
are typically used in decentralized network topologies (such that they can become self-



organizing) and centralized MAC methods in centralized network topologies. The cellular
structure introduces increased delay since the communication always takes place via a base
station. However, UMTS or LTE can still provide reasonably low delay such that a periodic
time-triggered messaging system like (B) most likely could be supported. The support for
high bandwidth at vehicular speed enables the exchange of detailed map information. Recall
that when using a LDM as in (B), many hazardous events can be predicted locally, thus
reducing the requirement on very low latency. However, coverage is absolutely vital and a
high penetration is most likely called for. This implies a challenge for deployment. IEEE
802.11p operating in ad hoc mode could provide a system with a delay low enough to support
an event-driven messaging system such as (A). However, the bandwidth is often more limited
and ad hoc systems often scale badly.

Real-Time Communications

In order to support real-time communications the MAC method needs to be predictable such
that it will allow any node access to the channel within a certain time frame that is upper
bounded [8]. The real-time literature typically differentiates between two types of MAC
methods in this context: contention-based and contention-free. Contention-based MAC
protocols let the nodes compete for access to the channel and therefore the individual channel
access delay is unpredictable. Contention-based protocols perform at their best when the data
traffic is light and event-driven, or unbalanced such that most traffic originates from one or a
few nodes. If the data traffic is heavy, the number of collisions increases and thereby
bandwidth is wasted. Contention-free protocols reserves some bandwidth for each node and
thus the channel access delay for an individual node becomes upper bounded and predictable.
Contention-free MAC protocols can therefore support real-time communication, but if traffic
is unbalanced, bandwidth is wasted on silent nodes [8].

Centrally controlled MAC methods such as TDMA used in GSM and CDMA used in UMTS
are contention-free and thus support real-time communications. The decentralized MAC
method CSMA/CA of IEEE 802.11p or ITS-GS5 is contention-based, access is random and
consequently it does not support real-time communications. Typically, decentralized MAC
methods are contention-based and therefore ad hoc networks generally do not support real-
time communications — but there are exceptions [9].

Priorities are often used in real-time communication so that a system can support both real-
time and non-real-time messages. Typically non-real-time messages have lower priority and
are only allowed to be transmitted when no real-time messages are waiting. The fieldbus
CAN is an excellent example of this. CAN uses the contention-based MAC method
CSMA/CD but is still able to support real-time communications. This is due to the priority
arbitration function in CAN that makes sure that the message with the highest priority gets
transmitted first. Thereby a distributed FIFO queue among messages with the same priority is
provided. This great feature with CAN cannot be used in IEEE 802.11p since the priority
arbitration mechanism requires that a node is able to transmit and receive simultaneously —
something that is currently not possible for wireless transceivers. The other benefit with a
wired bus is that it is possible to know exactly which and how many nodes are attached to the
shared medium. This means that, through knowledge of each node and its data traffic pattern,
the randomness can be removed (at least for the highest priority messages) and real-time
communication can be supported. Still, CAN has restrictions on the data traffic load, in order
not to starve lower priority messages. In IEEE 802.11p there is also a priority mechanism
with four different local queues for internal priority within each node. Each queue also has
different lengths of the interval from which the random backoff times are selected. This



provides an increased probability that a node with a higher priority message is allowed to
transmit first. However, channel access delay is still random with IEEE 802.11p and ITS-G5
and the priorities do not imply support for real-time communications.

It should be noted that real-time traffic can still be transmitted using contention-based MAC
methods with or without priorities, but then the network typically needs to be over-
dimensioned. The problem with non-real-time MAC protocols is that the worst case channel
access delay is not upper bounded and consequently the probability of the worst case actually
occurring needs to be minimized.

Scalability

The support for a certain network load when using a specific wireless access technology is
determined by a number of factors, e.g., frequency spectrum, number of channels, MAC
method and transmission rate. The network load consists of data traffic originating from one
or several nodes. A system can be defined as fully loaded when a perfect MAC protocol
would not be able add more data traffic. A fully loaded system can either be filled with the
maximum number of users or, in the other extreme, one user transmitting the maximum
amount of data traffic. The ability of a MAC method to cope with heavy data traffic loads is
referred to as the scalability of the MAC method. Some MAC algorithms scales well when it
comes to number of users and whereas other methods scale better when increasing the amount
of data traffic from the same limited number of users.

TDMA as used in GSM scales badly when it comes to the number of users. If there are more
users than available time-slots (overloaded system) no more users can join. However, adding
more data traffic for existing users works better. Note though that GSM is a centrally
controlled system, and thus a higher number of users can be supported simply by adding more
base stations, with the limit being cost and the frequency band available. CDMA as used in
UMTS scales well in terms of number of users. When all orthogonal PN-sequences have been
exhausted, non-orthogonal codes can be used, thereby little by little lowering performance,
but allowing more nodes to join (i.e., graceful degradation). It also scales well in terms of
adding more data traffic to existing users and since it is centrally controlled more base station
can also be added to increase performance. CSMA/CA from IEEE 802.11p or ITS-G5U also
degrades gracefully in terms of number of users. It can support almost infinitely many users
as long as they do not all try to transmit at the same time. However, then the data traffic in the
system increases, CSMA causes most nodes to backoff a randomly selected time and since the
random numbers to choose between are discrete and not that many, collisions will occur
frequently and without controlling who collides with whom. This may punish some, randomly
selected users harder than others and thus there is a high probability of unfairness between
nodes. This has been observed in the wired case with CSMA/CD and it is why switches were
introduced in wired Ethernet so that collision domains could be broken up by adding
hardware. In a wireless, decentralized system such as a vehicle ad hoc network, hardware can
not be added to solve the problem and therefore systems using CSMA/CA typically needs to
be over-dimensioned. With over-dimensioned is meant that the technology has support for a
higher network load than it will encounter. For TDMA it is possible to give a number
(quantitative value) on when the network becomes fully loaded, namely when then number of
users equals the number of slots. For CSMA/CA it is not possible since in theory it degrades
gracefully, but in practice this depends on the data traffic patterns. Consequently, care must
be taken to properly design the systems and introduce e.g., congestion control mechanisms or
power control to keep the data traffic well below a fully loaded system.



Reliability

Data reliability refers to the correctness of the delivered data. It depends on many parameters
including data rate, output power, coding and modulation, frequency band, and instantaneous
interference. The reliability values listed in existing standards are typically voice call drop
percentage for mobile telephony or measures including the TCP protocol (i.e.,
retransmissions) for mobile internet. For real-time data applications these measures are of
little importance. For IEEE 802.11p, a target reliability measure is a packet error rate (PER)
of less than 10 % for vehicles driving in the same direction at the same speed of 140 km/h.
However, depending on the distribution of these 10 % it could potentially be devastating for
some applications. Instead the deadline miss ratio for event-driven data traffic or the
distribution of packet errors among users for time-triggered data traffic are more important
measures of reliability.

For wired Ethernet using CSMA/CD the number of collisions is often used as a performance
measure related to data reliability. However, for wireless communication, it is not enough to
define a “collision” as two nodes transmitting simultaneously (at the same time) — we also
need to know their position. This is even more important in a broadcast scenario since then
some nodes may still get a correct message even if we have a “collision” in one point in the
network. Collisions are thus a function of time and space and if the network is carefully
organized, capacity can be increased since multiple nodes can transmit simultaneously as long
as they are sufficiently far apart.

Static wireless networks are often said to be limited in performance by the hidden terminal
problem. However, this is not necessarily a big problem in vehicular ad hoc networks since
the network topology is highly dynamic. In addition, if messages are broadcasted periodically,
the hidden node problem becomes even less important, both since the messages are repeated
periodically and since it is mainly the nodes on the boarder between the hidden terminals that
experience problems. However, in a broadcast scenario there is more than one recipient and
thus many nodes may still get the message correctly. It is also difficult to define the
traditional performance measure throughput in a broadcast scenario.

Regardless of how good the communication system is, it can never be made 100% reliable
and thus all applications must be design to handed transient errors.

MULTIPLE ACCESS TECHNOLOGIES FOR INCREASED ROBUSTNESS

If a vehicle has multiple wireless access technologies available, these can be seen as a “set of

complementing sensors” to increase robustness. An example is a “Queue Warning System”:

1.  An onboard system downloads the traffic situation over UMTS as the vehicle approaches
the highway entrance and warns about a queue on the vehicle’s route.

2. Aninfrared unit on a gantry sends lane specific speed advice based on congested traffic.

3. A microwave unit on a motionless truck sends out queue tail warning messages to the
approaching vehicle.

Each sensor by itself gives useful information to the driver, and also adds complementing

information about the overall traffic situation. This complementing information can help

increase the overall robustness of the traffic safety system. The more robust the system is, the

higher level of autonomy can be given to the application: "Inform — Warn — Advice — Guide —

Steer”, such that we eventually approach a system like (C).



CONCLUSIONS

The wireless access technologies available today have been designed to either handle time-
critical communication at the expense of lowered reliability or to provide reliable
communication at the expense of increased and often random delay. The combination of
reliable, time-critical, low-delay and wireless communication required by emerging traffic
safety applications is very challenging and existing standards are typically able to provide two
or three, but not all of these requirements. The high speeds of the vehicles and the harsh
wireless communication environment renders the problem even more difficult. The
performance of traffic safety applications is determined both by the choice of wireless access
technology and by the selected realization, e.g., hazard warnings or cooperative awareness.
Ideally these two things should be designed jointly so that the drawbacks of one are
compensated by the benefits of the other. Finally, regardless of how good the communication
system is, it can never be made error free and thus all applications must be designed to handed
transient errors.
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