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Abstract 

This project aims to develop a modern and secure backend system to improve workflow and 

communication at "Petra AB," a company specializing in parcel delivery services. The research 

focused on two main components: a secure authentication system using JWT (JSON Web 

Tokens) technology, and a real-time communication system based on WebSocket and 

Socket.IO technologies. The system was designed to address limitations in the current 

infrastructure, such as the lack of a modern authentication mechanism and the absence of real-

time communication tools, which negatively affect work efficiency and decision-making. 

The project was implemented using technologies such as Node.js and Express.js for the 

backend, and MongoDB for data storage, ensuring security through password encryption and 

role-based access control. The system’s performance was tested under various loads using the 

Artillery tool, which showed promising results regarding response speed and the ability to 

handle concurrent requests. 

The results demonstrated the system's success in providing a secure and efficient environment 

for real-time communication between employees and supervisors while maintaining scalability 

for future growth. Some challenges were identified, such as the need to improve the 

performance of certain routes under high load, and the suggestion to add additional security 

layers like end-to-end message encryption. This project represents an important step toward 

enhancing the company's digital infrastructure and provides a solid foundation for future 

development. 

  



 

  



 

Sammanfattning 

Detta projekt syftar till att utveckla ett modernt och säkert backend-system för att förbättra 

arbetsflöde och kommunikation hos "Petra AB," ett företag som specialiserar sig på post- och 

paketleveranstjänster. Forskningen fokuserade på två huvudkomponenter: ett säkert 

autentiseringssystem med hjälp av JWT (JSON Web Tokens) -teknologi, samt ett 

realtidskommunikationssystem baserat på WebSocket- och Socket.IO-teknologier. Systemet 

utformades för att åtgärda begränsningar i den nuvarande infrastrukturen, såsom avsaknaden av 

en modern autentiseringsmekanism och frånvaron av verktyg för realtidskommunikation, vilket 

påverkar arbetseffektivitet och beslutsfattande negativt. 

Projektet implementerades med teknologier såsom Node.js och Express.js för backend, samt 

MongoDB för datalagring, med säkerhet genom lösenordskryptering och rollbaserad 

åtkomstkontroll. Systemets prestanda testades under olika belastningar med verktyget Artillery, 

vilket visade lovande resultat vad gäller svarshastighet och förmåga att hantera samtidiga 

förfrågningar. 

Resultaten visade att systemet lyckades tillhandahålla en säker och effektiv miljö för 

realtidskommunikation mellan anställda och chefer samtidigt som det bibehöll skalbarhet för 

framtida tillväxt. Vissa utmaningar identifierades, såsom behovet av att förbättra prestandan på 

vissa rutter under hög belastning, samt förslaget att lägga till ytterligare säkerhetslager som end-

to-end-kryptering av meddelanden. Detta projekt representerar ett viktigt steg mot att stärka 

företagets digitala infrastruktur och ger en solid grund för framtida utveckling. 
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1.  Introduction 

1.1 Background 

Petra AB is one of the leading companies in the parcel delivery sector, focusing on providing 

high-quality services and ensuring customer satisfaction. With the rapid advancement in 

technology and increasing operational challenges, the need to improve internal processes for 

such companies has become more important than ever. 

Although Petra AB does not experience parcel delivery delays, its operational processes rely 

on traditional methods that lack a centralized automated system for task management and 

scheduling. Additionally, employees and employers face challenges related to immediate 

communication, which may affect workflow efficiency. Given these challenges, the proposed 

project is highly significant as it aims to improve operational efficiency and enhance user 

experience through an innovative technical solution. 

The project aims to develop a centralized automated system that integrates task management 

and scheduling and provides immediate communication tools to facilitate coordination between 

employees and employers. This system is expected to enhance productivity and reduce human 

errors, thereby improving daily operations and the overall work environment. 

In today's distributed and mobile workforce environment, secure and real-time backend services 

are essential to ensure efficient communication, reliable access control, and robust data 

integrity. The existing backend system in use was outdated and no longer met the demands of 

a modern operational support platform [1]. 

Several critical limitations were: 

• Lack of modern authentication: The system used an old, insecure login mechanism with 

no token expiration or refresh control. 

• Missing security layers: There was no rate limiting to prevent brute-force attacks and 

• no CORS (Cross-Origin Resource Sharing) policy enforcement, creating potential 

vulnerabilities to cross-origin attacks. 

• No real-time communication: The absence of WebSocket or similar event-driven 

architecture made interactions between employees and chiefs inefficient, relying instead 

on outdated request–response polling methods [2]. 

• Scalability concerns: The legacy system was monolithic, difficult to extend, and prone 

to fail in dynamic or high-load environments. 

These issues made it clear that a fundamental redesign of the backend was necessary to align 

with modern development standards. The goal for this thesis was to build and evaluate a new 

backend system that emphasizes secure authentication using JWT and real-time chat 

communication, both of which directly address the previous system's shortcomings. 



 

1.2   Problem statement 

Despite the performance of Petra AB in the field of parcel delivery, the absence of a 

comprehensive and efficient centralized system for managing internal operations poses a 

significant challenge. This gap impacts the sustainability of operational efficiency and hinders 

further improvements. Relying on traditional methods or unintegrated solutions has led to 

several fundamental challenges affecting the workflow. One of these challenges is the lack 

of a unified tool to facilitate the organisation of work schedules and time management, which 

makes task planning more complex and increases the likelihood of operational errors. 

Additionally, the current system lacks effective real-time communication tools between 

employees and employers, potentially leading to poor coordination within teams and delays in 

decision-making when timely actions are required. 

The core problem addressed in this thesis is the lack of a secure and real-time backend 

architecture in the existing operational support platform. Specifically: 

• How can we design and implement a JWT-based authentication system that is secure, 

scalable, and extensible? 

• How can we provide real-time communication capabilities between employees and 

chiefs using WebSocket technology in a Node.js environment? 

These two aspects, authentication and real-time communication, are chosen as the primary 

focus due to their critical role in operational efficiency and data security, and their absence 

in the current system. Other modules, such as a Global Position System (GPS)-based 

attendance and payroll, are acknowledged as important but are considered outside the scope of 

this work and treated as future extensions. 

 

1.3 Purpose and goals 

The primary objective of this project is to design, implement, and evaluate a modern backend 

system that enables secure and efficient communication between employees and chefs. The 

focus is limited to two critical components: 

Authentication System: 

 

• Implement a secure, role-based authentication flow using JSON Web Tokens (JWT). 

• Ensure proper handling of login, logout, token verification, and token expiration. 

• Include middleware to protect routes and enforce access control. 

Real-Time Communication: 

 

• Build a chat module using WebSockets (Socket.IO) to enable live communication 

between users [2]. 

• Support user identification, message broadcasting, and connection lifecycle events. 



 

• Provide a backend-ready architecture that can be integrated with a frontend interface 

(developed separately by Petra AB). 

The scope of this thesis includes the design, development, testing, and performance/security 

evaluation of these two components. The project also includes supporting architecture (e.g., 

database schema, API (Application Programming Interface) routes, and middleware), limited 

to what is required for authentication and chat functionality. 

By integrating these features, the project aims to have a tangible impact on improving 

productivity, enhancing overall efficiency, and reducing operational risks, reflecting Petra AB's 

commitment to continuous innovation and development in the parcel delivery services sector. 

This project is being developed in close partnership with Petra AB. Their dedicated team is 

responsible for the frontend development using Flutter, ensuring that the mobile interface aligns 

with contemporary design and performance standards. Meanwhile, the backend and database 

development will proceed concurrently, with robust APIs created to support the frontend 

development with Flutter. 

Secondary features such as GPS-based check-ins, payroll processing, license management, and 

multilingual support are acknowledged in the broader system context but are not fully 

implemented or evaluated in this thesis. They are either partially prototyped or reserved for 

future development. 

 

1.4  Project Boundaries 

To maintain a manageable scope and adhere to academic constraints, this thesis clearly 

defines the following boundaries: 
 

1.4.1 Included 

o Backend development using Node.js, Express.js, MongoDB, and 

Socket.IO. 

o Secure JWT-based authentication with role handling and middleware 

protection. 

o Real-time chat backend using WebSockets, supporting multiple users and 

message delivery. 

o Unit test for core services using Jest (A JavaScript testing framework.) [6] 

o Basic API documentation using Swagger. 

 

1.4.2 Excluded / Future Work 

o Frontend development (handled externally by Petra AB). 

o Evaluation or full implementation of: 

▪ GPS check-in/out [19] 

▪ Payroll processing 

▪ Emergency handling and notifications 

▪ Multilingual support 



 

o In-depth user testing and usability feedback collection. 

This boundary ensures that the work remains focused on core backend engineering 

challenges while leaving room for future enhancements and integration. 

 

1.5 Requirements 
The requirements for the backend system were identified based on both technical limitations in 

the old implementation and the needs of the target organization. These requirements are divided 

into functional and non-functional categories:  

Functional Requirements:  

• The system must allow users to register and log in securely.  

• JWT tokens must be generated on successful login and verified on protected routes.  

• Role-based access (e.g., employee vs. chief) must control access to specific endpoints.  

• Users must be able to establish a real-time chat session after authentication.  

• The chat system must support sending and receiving messages in real-time via 

WebSockets.  

 

Non-Functional Requirements: 

• Token generation and validation must be secure and efficient.  

• The system should maintain low latency during chat interactions (<500ms under light 

load).  

• Authentication flow should handle invalid or expired tokens gracefully.  

• The architecture must support modular growth for future features (e.g., GPS, payroll).  

• All sensitive data must be handled according to basic security and privacy practices. 

 

1.6 Related work 

In recent years, substantial progress has been made in the development of secure and scalable 

back-end architectures, particularly in the domains of authentication and real-time 

communication. Satheesh (2024) provides a notable contribution in this context by comparing 

traditional bearer token-based authentication with stateless JWT-based systems in distributed 

environments. The study reported a 48% increase in throughput when processing 1,000 requests 

using JWTs, attributed to the reduced dependency on centralized session storage, despite a 60% 

increase in token size. These findings underscore the relevance of JWT-based authentication to 

the requirements of "Petra AB", where a scalable and session-independent authentication 

mechanism is essential. Nonetheless, the increased token size, identified as a limitation in the 

study, prompted the adoption of mitigation strategies in this project, including shorter token 

lifespans (15 minutes) and the use of lightweight cryptographic signing algorithms (HMAC-

SHA256), to reduce network overhead while preserving security guarantees [1]. 

 

 



 

In the domain of real-time communication technologies, Floren (2021) emphasized the 

efficiency of Socket.IO in managing high concurrency due to its support for full-duplex 

communication and advanced room-based messaging. However, the study also identified 

notable security challenges, particularly in the integration of authentication mechanisms within 

WebSocket protocols. To address this limitation, the present project incorporates JWT-based 

authentication during the WebSocket handshake process, ensuring that only verified users are 

granted access to communication channels. This approach effectively mitigates unauthorized 

access and aligns with recommended practices for secure real-time systems. 

 

Performance testing using the Artillery tool further validated the system's stability, achieving 

an average response time of 216 milliseconds under a sustained load of 8 requests per second. 

These results demonstrate improved latency metrics compared to previously documented 

systems under similar load conditions [13]. 

 

From a security perspective, Soni (2024) examined the inherent risks of JWT systems, 

particularly in relation to replay attacks, and advocated for the use of blacklist mechanisms for 

token invalidation. In response, this project adopts a short-lived token policy (15-minute 

expiration) to minimize exposure in case of token leakage, thereby reducing reliance on 

centralized session storage. Additionally, complementary safeguards such as Cross-Origin 

Resource Sharing (CORS) policies and rate limiting were implemented, enhancing the security 

posture beyond the baseline measures highlighted in existing literature [20]. 

 

Conclusion and Link to the Problem Statement 

Previous research has underscored the importance of integrating secure authentication 

mechanisms such as JWT with real-time communication protocols like WebSocket to enhance 

system efficiency. However, the majority of these studies have tended to optimize either the 

authentication layer or the communication layer in isolation, without addressing the 

complexities of their combined deployment in production environments. In contrast, the present 

project offers a cohesive integration of both components within a unified architecture, 

addressing a critical limitation identified in the semi-annual infrastructure review of Petra AB: 

the absence of real-time capabilities and the inefficiency of legacy authentication systems. 

 

This contribution is distinguished by its practical orientation. Real-world performance 

evaluations using tools such as Artillery were conducted to assess system behavior under load, 

while multiple security layers - specifically CORS enforcement and rate limiting - were 

implemented to ensure operational resilience. These enhancements move beyond theoretical 

design, delivering a system that is both secure and capable of sustaining high-demand usage 

scenarios. In doing so, this project builds upon and extends the findings of prior works by 

demonstrating the feasibility and benefits of tightly coupled secure authentication and real-time 

communication under realistic operational conditions [1]. 

 

 

 



 

2. Technical Background  
Drawing upon established literature and recognized software engineering practices, this 

discussion outlines the utilization of contemporary technologies - including Node.js [14], 

Express.js [15], MongoDB [16], and Mongoose - to design a secure, scalable, and maintainable 

API system tailored for workflow optimization in the parcel delivery sector. The architecture 

emphasizes modular API routing, structured logging, and comprehensive documentation, all of 

which contribute to enhanced maintainability and system reliability. These elements reflect a 

deliberate alignment with modern development standards aimed at improving operational 

efficiency and ensuring long-term scalability. 

 

2.1 JWT Authentication Mechanism 

JSON Web Token (JWT) is a compact and self-contained way to securely transmit 

information between parties as a JSON object. It is widely used in modern web 

applications for stateless authentication [8]. 

Token Structure: 

A JWT consists of three parts, separated by dots (.): (See Figure 1) 

1. Header – typically contains the signing algorithm and token type (e.g., HS256, 

JWT). 

2. Payload – includes the claims (e.g. userId, role, iat, exp) that carry 

identity and permission data. 

3. Signature – created using a secret key and the header + payload, used 

to verify that the token has not been tampered with. 

 

Token Expiration and Refresh: 

 

To ensure session security, Tokens are configured with a short expiration time of 15 

minutes to reduce the risk associated with token theft. Additionally, backend middleware 

is implemented to validate tokens on all protected routes, ensuring that only authenticated 

users can access secured resources. 

 

Security Considerations: 

• Token Theft: If a token is intercepted, it can be reused until it expires. 

• Mitigation: Use HTTPS (HyperText Transfer Protocol Secure), httpOnly cookies, 

and short expiration times. 

• Replay Attacks: JWTs are valid until expiry and do not support 

revocation by default. 

• Mitigation: Store token IDs in a blacklist on logout or when suspicious 

activity is detected. 

• No built-in encryption: JWT is not encrypted by default it should 

not carry sensitive information. 



 

This project implements JWT for authentication and role-based access control in the Node.js 

backend, with route protection through Express middleware and token verification logic. 

 

2.2 WebSocket and Socket.IO Fundamentals 
 

WebSocket is a full-duplex communication protocol operating over a single, long-lived TCP 

(Transmission Control Protocol) connection, making it ideal for real-time applications. Unlike 

traditional HTTP (HyperText Transfer Protocol) requests [12], which are one-way and stateless, 

WebSockets enable bidirectional, low-latency messaging between clients and servers [2]. 

 

2.2.1 WebSocket Basics 

• Establishes a persistent connection using an HTTP upgrade request. 

• After connection, the server and client can send messages at any time. 

• Ideal for chat systems, notifications, live updates, and collaborative apps [2]. 

 

2.2.2 Socket.IO 

Is a JavaScript library that simplifies the use of WebSockets and adds fallback support for 

environments where WebSockets are not available [4]. 

Key features used in this project: 

The project implements several key features to enable real-time communication. It 

utilizes event-based communication through custom events such as message, joinRoom, 

and disconnect to manage interactions efficiently. Room management facilitates private 

or role-based conversations, ensuring messages are delivered exclusively to authorized 

participants. To secure the communication layer, middleware hooks authenticate socket 

connections using JWT during the handshake phase. Additionally, the system 

incorporates automatic reconnection to enhance resilience in unstable network 

conditions. 

 

2.2.3 Authentication in WebSocket Context 

• JWT is verified during the initial handshake, before allowing the connection. 

• The decoded token data is stored on the socket instance for permission checks. 

• Middleware functions intercept the connection for validation, 

mirroring route protection in HTTP. 

In this project, Socket.IO forms the backbone of the real-time chat module, ensuring 

secure and efficient communication between employees and supervisors, tied to the 

authentication system. 

 

 
 



 

2.3 Relation to the Project  

The technical decisions outlined above have a direct influence on the Petra AB project:  

• Scalability and Maintainability: The combination of Node.js and Express enables 

rapid API development and efficient handling of asynchronous operations, which is 

crucial for systems managing high-volume workflow data.  

• Flexible Data Management: MongoDB, combined with Mongoose, delivers a 

dynamic and robust data layer capable of adapting to evolving requirements while 

maintaining data validation and integrity.  

• Enhanced Debugging and Monitoring: Integrated middleware and comprehensive 

logging mechanisms enable detailed performance monitoring and efficient 

troubleshooting.  

• Comprehensive API Documentation: Swagger integration ensures API accessibility 

and clarity for developers, facilitating seamless integration and future scalability.  

These architectural choices collectively create a secure and scalable backend that is well-

equipped to support the workflow optimization objectives of the parcel delivery sector. 

 

3. Method 

This section details the comprehensive system architecture, authentication and chat workflows, 

development tools/frameworks, and testing methodology. The description provides sufficient 

technical specificity for reproducibility while clarifying key engineering decisions. 

 

3.1 Development process 
o The General Structure of the Application: 

SDLC (Software Development Life Cycle) is a framework that defines the different 

processes involved in developing software. The SDLC involves several phases, which 

typically include: (See Figure 2) 

 

1. Planning: Determining the project scope, objectives, and required resources. 

2. Requirements Analysis (Defining): Gathering and analyzing user requirements to 

determine what the new system needs. 

3. Design: Designing the overall architecture of the system, including the backend, and 

database. 

4. Development (Building): Writing code and implementing the designs prepared in the 

previous phase. 

5. Testing: Testing the system to find and fix bugs and ensure that the system works as 

expected. 

6. Deployment: Deploying the system to a production environment so that users can 

access it. 

 



 

The application system consists of four main component that interact with each other to 

achieve the objectives.  

These components are: 

1. REST API server: Handles login, token issuance, and role-based access [9]. 

2. Chat module (WEBSOCKET): Manages WebSocket connections, chat 

rooms, and message broadcasting. 

3. Client: Flutter [21] app is used by employees, chiefs, etc.., connected to the backend. 

4. Database layer: Stores user data, and chat logs. 

 

3.2 User Interface (Frontend): 
The purpose is to provide an interactive interface for employees and managers to access 

application features such as messaging and chat functionality. The frontend development 

will be executed in collaboration with Petra AB, ensuring robust support and seamless 

integration with the overall system [13]. 

 

3.3 System Overview and Architecture 
The backend system follows a modular architecture, with each core feature encapsulated 

within its own module. The system provides a RESTful API for authentication and 

utilizes Socket.IO for real-time messaging. MongoDB serves as the primary database, 

storing user, session, and chat-related data in dedicated collections. (See Figure 3) 

 

3.4 Authentication Workflow 

The authentication system is built around JWT. The workflow includes: (See 

Figure 4) 

• User logs in via API. 

• Server validates credentials and returns a JWT with claims (user ID, role). 

• Client includes JWT in the Authorization header for protected HTTP routes. 

• Middleware decodes and verifies the token before granting access. 

• Tokens have expiration date (ex: 5min, 15min etc..) [9]. 

 

3.5 Real-Time Chat Communication Flow 

The chat system uses Socket.IO to create a persistent, bidirectional connection 
between the client and the backend. (See Figure 5) 

Workflow: 

• Client initiates a socket connection and includes the JWT in the handshake. 

• Backend verifies the token using middleware before establishing the connection. 

• On success, users are assigned to rooms (e.g., per department or group). 

• Messages sent via socket.emit("message", data) are received and 

rebroadcast to relevant users. 



 

• Server handles disconnection events and can store messages if persistence is 
enabled. 

 

4. Implementation 

This section describes the core implementation of the authentication and chat systems, 

including route design, middleware logic, database structure, and real-time communication 

integration. 

 

4.1 Authentication System and Resources Implementation 

The authentication system and resources are built using Express routes, JWT, and 

middleware functions. 

o Login Function: Pseudo code 

 

o Authorization Middleware (Role-Based Access Control): Pseudo code  

1. Function authMiddleware (allowedRoles): 

Function login (request): 

1. Extract username and password from request  

    If missing credentials:  

        Return error response 

2. Find user in database by username  

    If user not found:  

        Return error response  

3. If password is incorrect:  

        Return error response  

4. Create JWT token with user info and expiry  

    Return success response with token and user ID 

 

Get token from Authorization header  

    If no token:  

        Return "No token provided" error     

    Else  

        Verify token using secret key  

        If allowedRoles are specified:  

            If user's role is missing or not allowed:  

                Return "Insufficient permissions" error  

         

    Allow request to pass 

 



 

Routes: 
Table 1 Backend Node.js APIs Collection Tabel 

Category  Method  Endpoint  Description  

Authentication  POST  /auth/login  User login  

Employee  

GET  /employee/profile  View employee profile  

GET  /employee/check-in  Employee check-in  

GET  /employee/check-out  Employee check-out  

PUT  /employee/  Update employee info  

Chat  
POST  /message/send  Send a chat message  

GET  /message/conversation  Get chat conversation  

Chief  

GET  /chief/profile  View chief profile  

POST  /chief/add-employee  Add an employee  

GET  /chief/employees  View all employees  

GET  /chief/my-employees  View assigned employees  

GET  /chief/employee/{id}  View specific employee  

PUT  /chief/update-employee/{id}  Update specific employee  

DELETE  /chief/delete-employee/{id}  Delete specific employee  

Administrator  

GET  /administrator/profile  View admin profile  

POST  /administrator/add-chief  Add a chief  

GET  /administrator/chiefs  List all chiefs  

GET  /administrator/chief/{id}  View specific chief  

PUT  
/administrator/update-

chief/{id}  
Update specific chief  

 

Swagger APIs documentation 

The Swagger UI interface provides structured, interactive documentation for the RESTful API. 

It categorizes endpoints by role (Authentication, Employee, Chat, Chief, and Administrator). 

Each section includes HTTP methods (GET, POST, PUT, DELETE) with expandable 

operations detailing request parameters, response formats, and access control requirements. 

Lock icons indicate that authentication is required for most endpoints, allowing authenticated 

users to securely test API operations. 

 
 
 
 



 

4.2 Chat System Implementation 

The real-time chat module is built with Socket.IO, allowing users to communicate securely 

after authenticating with a valid token. In the connection system, a connection middleware 

is used where, upon the socket.connect event, the JWT token is extracted from the handshake 

and verified. If the token is invalid, the connection is immediately rejected to ensure system 

security and prevent unauthorized access. 

Regarding events, there are several that manage communication between clients and the 

server. For example, clients emit the "message:send" event with the message payload, while 

the server broadcasts the "message:receive" event to the appropriate room so other users can 

receive it. Additionally, the "disconnect" event is triggered when a user disconnects from the 

system. 

Room management involves assigning users to rooms based on their role or department, 

which helps organize conversations effectively. Future versions are expected to support 

private messaging and persistent storage to enhance user experience and system 

functionality. 

 

Client Connection Management: Pseudo code  

 
o On "private message":  

 
o On "get messages":  

     
o On "chat message":  

     
o On "disconnect":  

     
 

 
 
 
 

Save message to DB  

    If recipient online:  

        Emit "new message" to recipient  

    Emit confirmation to sender  

Fetch message history between two users  

    Emit history to requester  

Broadcast message to all users 

Remove user from active socket map 



 

4.3 Database Schema 

The system uses MongoDB, and the schema is designed to support extensibility [16]: 

The diagram displays a database schema with entity relationships. It shows a central "User" entity 

containing fields like id, username, password, firstName, lastName, and other user attributes. 

This User entity connects to three related entities: "Message" (containing sender/receiver data and 

content), "Notification" (with type and message details), and "CheckinHistory" (tracking checkin 

times and hours worked). The connections between entities are represented by lines with 

relationship symbols.  

 

 
 

Figure 6 Entity Relationship diagram 



 

4.4 Tools and Libraries 

During the development of this system, a comprehensive set of tools and libraries was utilized, 

playing a pivotal role in meeting performance, security, and flexibility requirements. These 

tools include backend server frameworks, real-time communication technologies, databases, 

security libraries, as well as documentation and testing tools. This approach enhances clarity 

and provides a comprehensive reference. (See Table 1) 

 
 

5. Results 
 

5.1 Successful Token-Based Authentication 

As part of the system’s security module, an authentication mechanism was implemented using 

JWT to manage user access and identity verification. A basic authentication system was 

developed using JWT and subsequently tested to ensure proper functionality. The system allows 

users to log in using email and password credentials, which are created either by administrators 

(chiefs) or by chiefs on behalf of employees. Upon successful login, a JWT is generated 

containing the user’s unique identifier (ID) and assigned role. The JWT consists of three 

primary components: the header, the payload (which includes user information), and the 

signature. Additionally, a token expiration mechanism was implemented to enhance security 

and limit session duration. 

 

 

5.2 Real-Time Communication Functionality 

A real-time chat system was developed using the Socket.IO library in JavaScript, built upon the 

WebSockets protocol, to enable instant messaging between employees and chiefs. To ensure 

secure communication, the connection is established only after verifying the user's JWT. 

Users are grouped into designated rooms based on their company or team, allowing for 

organized communication. Messages are transmitted in real-time, with delivery confirmations 

implemented to ensure reliable message exchange [10]. 

 

5.3 Performance Testing (Artillery) 

To assess the performance of the backend under realistic load conditions, the Artillery testing 

tool was employed to simulate concurrent user interactions across multiple API endpoints. The 

testing procedure spanned 90 seconds and incorporated both a ramp-up phase and a period of 

sustained traffic. During this time, virtual users issued simultaneous requests targeting 

endpoints associated with authentication, employee operations, and chief-level management 

functionalities. 

The purpose of this test was to measure:  

• Latency: How quickly each endpoint responds under load.  

• Throughput: The number of requests the server can handle per second.  

• Resource Usage: CPU and memory consumption during sustained operation.  



 

 

Summary of Results  

A total of 1,230 successful HTTP responses were recorded during the evaluation. The system 

achieved an average throughput of approximately 7.5 requests per second, with a peak 

performance of 8.3 requests per second. The average response time across all endpoints was 

measured at 216 milliseconds, while the 95th percentile response time (P95) reached 428 

milliseconds. CPU usage for the Node.js backend, running on a single core, averaged around 

62%, with peak usage reaching 80%. Memory consumption within the Docker container 

averaged approximately 158 MB, peaking at 180 MB. The primary performance bottleneck 

was identified at the /auth/login endpoint, where response times were elevated due to the 

computational demands of bcrypt hashing and token generation [11]. 

 

APIs from Artillery report: 

 
. 

Table 2 Artillery Load Testing Result 

Endpoint Count Avg Time 
Worst 

Response 
Notes 

/auth/login 405 383 ms 646 ms 
Heaviest endpoint, needs 

optimization 

/employee/profile 187 251 ms 508 ms Moderate latency 

/employee/check-in 187 102 ms 362 ms Acceptable 

/employee/check-out 187 37 ms 156 ms Very fast 

/chief/profile 131 247 ms 498 ms Similar to employee profile 

/chief/my-employees 131 110 ms 354 ms Good 

 

The /auth/login route had the highest latency under load, averaging 383 ms. This is expected 

due to bcrypt password hashing and JWT token signing. Future optimizations may include 

caching validated credentials or offloading hashing to a separate service. 

 

Profile and data fetch routes like /employee/profile and /chief/my-employees performed 

reasonably well, with average response times under 300 ms even during peak load. 

 

Lightweight routes such as /employee/check-out consistently returned results in under 50 ms, 

showing that the backend is well-optimized for fast, stateless operations. 

 

Throughput remained stable, peaking at 8.3 requests/sec, which is acceptable for a development 

deployment with no horizontal scaling or load balancing in place. 

 

CPU and memory usage remained within safe limits, though high login traffic could spike 



 

resource usage on a single-core setup. Scaling strategies (e.g., clustering or container 

orchestration) should be considered in a production environment. 

 

The Artillery test confirmed that the backend handles realistic user activity reliably with stable 

latency and throughput. Although authentication is the most resource-intensive part of the 

system, it remains within acceptable limits. These metrics provide a solid performance baseline 

for the backend, and they highlight where future optimization efforts should be focused 

particularly on the login process under concurrent access. 

 

 

5.4 Unit Testing (Jest) 
 

Backend services were tested using the Jest testing framework, with a primary focus on 

authentication and real-time chat functionalities. The tests evaluated the creation and 

verification of tokens (auth.test.js), the behavior of middleware in enforcing role-based access 

control such as employee-level permissions (employee.test.js), and the logic governing chat 

message transmission (socket.test.js). [7] 

 

All tests were executed successfully and demonstrated consistent reliability. While the core 

functionalities are adequately covered, additional test cases targeting edge conditions and 

comprehensive integration scenarios are planned for future implementation. [7] 

 

Test Results Summary 

 
 

Table 3 Test Suite Execution Results 

Test Suite  
Tests 

Passed/Total  

Execution 

Time (s)  
Status  Coverage Area  

socket.test.js  5/5  5.522  PASS  
Real-time 

Communication  

employee.test.js  4/4  5.734  PASS  
Data 

Management  

auth.test.js  2/2  4.563  PASS  Authentication  

 



 

 
Figure 1 Bar Chart Comparison Between Excution Time Of Test Suite 

 
Table 4 Backend API Response Time Result 

Operation  Response Time  
Status 

Code  
Notes  

Authentication Login  290-291ms  200  Successful  

Employee Profile Retrieval  14-15ms  200  
Fast 

response  

Unauthorized Access  -  401  
Proper 

security  

 

 

The socket communication functionality was evaluated using the test suite located at unit-

testing/socket.test.js. The test status was marked as PASS, with all three test suites executing 

successfully and all five individual tests passing without failure. The total execution time 

was approximately 5.522 seconds, compared to an estimated duration of 29 seconds. The 

results demonstrated successful user connection establishment identified by the session The 

testing results highlight several critical aspects of the system’s performance and reliability. 

The consistent 100% pass rate across all three test suites confirms that the core functionality 

operates as intended, with no failures detected during the testing phase. However, the 

implications of these results extend beyond basic pass/fail metrics and offer deeper insight 

into system behavior and quality. 

 



 

The performance of the authentication system demonstrated reliable token generation and 

validation mechanisms, with consistent response times of 290–291 milliseconds for login 

operations. This level of latency falls within acceptable thresholds for modern web 

applications, though it may present opportunities for optimization in high-traffic 

environments. Additionally, the correct handling of unauthorized access attempts, returning 

HTTP 401 responses, confirms that the system’s security mechanisms operate as expected 

and effectively prevent unauthorized access. 

 

Real-time communication testing revealed stable socket connections with proper 

establishment and termination procedures. The execution time for these tests was 

approximately 5.522 seconds, covering the full lifecycle of connection management and 

event handling. This result indicates that the WebSocket implementation can effectively 

handle standard communication flows. The successful identification of users and execution 

of cleanup procedures suggest that the system is capable of managing multiple concurrent 

socket connections without incurring resource leaks or stability issues. 

 

The employee management functionality exhibited significantly faster response times, 

ranging from 14 to 15 milliseconds, in comparison to the authentication module. This 

performance discrepancy implies effective database query optimization in the profile 

retrieval process. Furthermore, it demonstrates that the system architecture follows a clear 

separation of concerns, with data access workflows independently optimized apart from 

security-related operations. 

 

While the testing phase achieved full pass rates in all evaluated scenarios, the focus remained 

primarily on core functionality. As such, edge cases and stress-testing conditions were not 

fully explored. This limitation indicates that although the system performs reliably under 

standard operating conditions, its behavior under heavy loads or atypical scenarios requires 

further validation through additional test cycles. 

 

The socket communication functionality was evaluated using the test suite located at unit-

testing/socket.test.js. The test status was marked as PASS, with all three test suites executing 

successfully and all five individual tests completing without errors. The total execution time 

was approximately 5.522 seconds, significantly lower than the estimated duration of 29 

seconds. The results verified successful user connection establishment, as demonstrated by 

session R1DUbr3w_VE7StJJAAAB, and confirmed correct validation of connection 

termination and cleanup procedures. Socket event handling mechanisms were also verified 

to function as expected throughout the tests. 

 

Testing of the employee management system was conducted using the test suite found at 

unit-testing/employee.test.js. All test suites and individual test cases passed successfully, 

with two test suites and four individual tests executed as expected. The total execution time 

was recorded at 5.734 seconds. This testing process validated critical operations, including 

successful establishment and termination of the test database connection, retrieval of a valid 

authentication token, and accurate extraction of employee profile data from the system. 



 

 

The authentication service was assessed using the suite located at unit-testing/auth.test.js, 

which returned a PASS status. Database connectivity was confirmed during the execution, 

and the authentication flow operated as expected. Multiple login attempts were processed 

successfully, returning HTTP 200 responses. The system’s token generation and validation 

mechanisms functioned correctly, and access control was strictly enforced, with HTTP 401 

responses triggered for unauthorized attempts. 

 

Performance evaluations revealed consistent and stable behavior across the system. 

Authentication endpoints exhibited response times of 290 to 291 milliseconds during 

successful login attempts, while employee profile retrieval processes consistently achieved 

response times of 14 to 15 milliseconds. The performance overhead from database 

connections was negligible and did not adversely affect the system’s overall responsiveness. 

 

Regarding system reliability, all test suites achieved a 100% pass rate, underscoring the 

system’s robustness and operational soundness. These results suggest that the architecture is 

well-engineered, featuring effective error handling, seamless database integration, and 

reliable real-time communication support. The comprehensive and successful testing of 

authentication workflows, data management procedures, and communication protocols 

collectively indicate that the system is stable and ready for production deployment. 

 

R1DUbr3w_VE7StJJAAAB, along with proper validation of connection termination and 

cleanup procedures. Furthermore, socket event handling mechanisms were confirmed to 

function correctly throughout the tests. 

 

Testing for the employee management system was conducted using the suite located at unit-

testing/employee.test.js. All test suites and individual tests passed successfully, with two test 

suites and four individual tests completing as expected. The total execution time was 5.734 

seconds. The testing process validated several key operations including the successful 

establishment and termination of the test database connection, the acquisition of a valid 

authentication token, and the proper retrieval of employee profile data from the system. 

 

The authentication service was tested using the suite at unit-testing/auth.test.js, which 

returned a PASS status. Database connectivity was verified during the tests, and the 

authentication flow was confirmed to be functioning correctly. Multiple login attempts were 

processed successfully, returning HTTP 200 responses. The system demonstrated proper 

token generation and validation, and access control mechanisms were accurately enforced, 

with HTTP 401 responses generated in cases of unauthorized access attempts. 

 

Performance evaluations revealed consistent and stable system behavior. Response times for 

authentication endpoints ranged between 290 and 291 milliseconds for successful login 

attempts, while employee profile retrieval operations demonstrated an average response time 

of 14 to 15 milliseconds. The overhead introduced by database connections was minimal and 

had no significant impact on the overall system performance. 



 

 

About the System Reliability Assessment, all test suites achieved a 100% pass rate, 

indicating a high level of system reliability and robustness. The results suggest that the 

system architecture is well-designed, with effective error handling, seamless database 

integration, and fully functional real-time communication capabilities. The breadth and 

success of the testing across authentication workflows, data management processes, and 

communication protocols confirm that the system exhibits strong stability and is ready for 

production deployment. 

 

 

5.5 Encryption Overhead  

While encryption enhances data confidentiality, it also introduces computational overhead, 

particularly during resource-intensive operations such as password hashing, token signing, 

and file encryption. In the implemented backend system, encryption is integrated at multiple 

levels to ensure security. 

 

Password Storage: Each login request initiates a bcrypt hash comparison, a process 

intentionally designed to be computationally intensive in order to resist brute-force attacks. 

Performance testing indicated that the /auth/login endpoint exhibited the highest latency, 

averaging 383 milliseconds, in contrast to lightweight endpoints which consistently 

responded in under 100 milliseconds. This disparity suggests that bcrypt hashing is a 

significant factor contributing to latency on the authentication route. 

 

JWT Token Generation: The backend signs each JWT using the HMAC-SHA256 

algorithm. Both token generation and verification introduce minor computational overhead. 

However, performance measurements indicate that these operations typically incur only a 

few milliseconds of latency and do not constitute a performance bottleneck outside of the 

login process. 

 

File Encryption (e.g., Driver License Files): In scenarios where server-side file encryption 

is employed using AES-256, upload and download operations are subject to additional 

delays due to block-wise processing inherent to symmetric encryption. Although explicit 

benchmarks were not conducted in this version of the system, AES-based encryption 

typically results in a 5–15% increase in CPU usage, depending on file size and encryption 

parameters. 

 

5.6 Penetration Tests 

This section presents the results of a series of penetration tests conducted to evaluate the 

security of the newly implemented backend system. The primary objective was to simulate 

realistic attack scenarios and assess the system's resilience against common threats, 

including unauthorized access, token manipulation, and injection vulnerabilities. 

To gain a comprehensive understanding of the impact of enhanced security features such 



 

as encrypted data handling and token-based authentication, a comparative analysis was 

performed against the previous backend version, which did not incorporate these 

protections. This comparison facilitated the quantification of security improvements and 

the identification of remaining vulnerabilities. 

 

A. Man-in-the-Middle (MitM) 

  

To evaluate the system's resilience against data interception, a Man-in-the-Middle (MitM) 

attack simulation was performed. This attack technique involves intercepting 

communications between the client and server by positioning an intermediary actor capable 

of eavesdropping on or manipulating data in transit. Common tools for such attacks include 

Wireshark and mitmproxy, which can be used to capture network traffic, steal credentials, 

or alter responses if communications lack proper encryption. 

 

During testing, a device was connected to a local network and a proxy tool was employed 

to intercept and analyze HTTP requests exchanged between the frontend and backend. The 

focus was on detecting sensitive information such as login credentials, JWT tokens, and 

file upload contents. 

 

Both the current Node.js backend and the legacy PHP-based backend were deployed over 

HTTPS with valid SSL/TLS certificates, ensuring end-to-end encryption of all traffic. 

Attempts to intercept traffic via mitmproxy failed to reveal any readable data without 

triggering certificate warnings or handshake failures. Furthermore, efforts to bypass SSL 

pinning on the frontend by trusting custom certificates were unsuccessful in compromising 

data confidentiality. 

 

Consequently, it was confirmed that both backend implementations are effectively 

protected against basic Man-in-the-Middle attacks through the enforcement of HTTPS 

protocols. 

 

• HTTPS Request Interception and Encryption Analysis  

Scenario Overview  

 

During penetration testing of the localhost application infrastructure, network traffic 

interception was performed using Burp Suite Professional to verify the implementation 

of secure communication protocols and evaluate the integrity of encryption on API 

endpoints. The testing environment employed Burp Suite Community Edition 

v2025.4.4 as an intercepting proxy to capture and analyze HTTPS requests directed at 

the application server running on localhost:3001. 

 

The analysis of the intercepted traffic involved a thorough examination of encrypted 

HTTPS communications between the client application and the server infrastructure. 

The Swagger UI interface was utilized to generate authentic API requests, thereby 



 

simulating realistic interaction scenarios for comprehensive security assessment. 

 

 

• Certificate and Encryption Analysis 

 

The SSL/TLS certificate validation confirmed proper security implementation, with 

the certificate issued to localhost by PortSwagger CA. The certificate is valid for one 

year, from May 20, 2025, to May 20, 2026, and uses SHA-256 with RSA encryption 

algorithms. 

 

Captured network traffic verified HTTPS usage across multiple API endpoints, 

including documentation retrieval, authentication, employee management, and 

administrative functions. All intercepted requests employed HTTPS with encrypted 

transmission of sensitive data. 

 

 

• Security Validation Results 

 

The hexadecimal representation of intercepted packets displayed encrypted binary data 

streams, confirming that application data remains cryptographically protected during 

transmission. No plaintext credentials were detected, and the SSL/TLS handshake 

successfully validated the certificate chain. 

 

The security assessment indicates robust transport layer security with full HTTPS 

enforcement across all API endpoints. The application employs production-level 

encryption standards, valid certificate management, and secure request handling. No 

sensitive data leakage was observed in the intercepted traffic. 

 

Overall, HTTPS interception confirms that the application maintains secure 

communication channels with proper cryptographic protection, validating the 

effectiveness of the security architecture in safeguarding data in transit and ensuring 

compliance with current web application security standards. 

 

 

B. Brute-Force Login Attempts (Artillery) 

To evaluate the robustness of the login system against brute-force attacks, Artillery, a 

performance testing tool, was used to simulate repeated login attempts with incorrect 

credentials. The test aimed to mimic an attacker attempting to guess a user's password 

by rapidly sending multiple POST requests to the /login endpoint. 

An Artillery script was configured to send a high volume of login requests using a fixed 

username and a list of randomly generated or commonly weak passwords. Each request 



 

attempted authentication with a different password while monitoring server response 

codes and behavior under load. 

In the new Node.js backend, protections such as bcrypt for secure password hashing and 

rate limiting via the express-rate-limit middleware were implemented. During testing, 

after approximately five failed attempts per IP, the server responded with HTTP 429 

(Too Many Requests), effectively throttling further requests. This significantly reduced 

the effectiveness of the brute-force simulation and demonstrated successful detection 

and mitigation of repeated login attempts. 

The same test on the old PHP backend showed no such protections. Artillery was able 

to send hundreds of login attempts in a short time without blocking or rate limiting, 

exposing greater vulnerability to credential stuffing and brute-force attacks. 

This test confirmed that the current backend implementation provides stronger 

protection against brute-force login attacks compared to the previous version. 

• Security Analysis: Rate Limiting Implementation Comparison 

1. Backend Security Assessment Overview 

The comparative analysis of the Node.js and PHP backend implementations 

reveals significant differences in security posture in the absence of rate limiting 

controls. Both systems processed an identical workload of 150 authentication 

requests but exhibited markedly different security behaviors, underscoring the 

critical importance of implementing effective rate limiting mechanisms. 

 

2. Node.js Backend Security Analysis 

The Node.js implementation exhibits a superior security architecture through the 

integration of built-in rate limiting mechanisms. Of 150 authentication attempts, 

only 5 requests received HTTP 200 (successful) responses, while 145 requests 

were correctly blocked with HTTP 429 ("Too Many Requests") status codes. 

This reflects a blocking efficiency of 96.7%, effectively mitigating brute-force 

attacks targeting user credentials. 

 

Response time metrics indicate optimal system performance, with a mean 

latency of 17.7 milliseconds and a median of 1 millisecond. These results 

demonstrate that the rate limiting mechanism operates efficiently without 

imposing significant performance overhead. The system effectively 

distinguishes between legitimate authentication attempts and automated attack 

patterns, thereby allowing minimal legitimate access while maintaining robust 

security controls. 

 

3. PHP Backend Security Vulnerability  

The PHP implementation exposes a critical security vulnerability by processing 

all 150 requests without any rate limiting protection. Each request returned an 



 

HTTP 400 (Bad Request) response, indicating the presence of input validation 

but the absence of controls to prevent rapid successive authentication attempts. 

This constitutes a significant security weakness, potentially allowing successful 

brute-force attacks against user accounts. 

 

Response times were consistent, with a mean of 33.7 milliseconds and a median 

of 32.1 milliseconds, indicating stable performance. However, the lack of 

request throttling creates an exploitable attack vector, as attackers could 

enumerate user credentials through sustained automated attempts without 

encountering blocking or delay mechanisms. 

 

4. Security Impact Assessment  

The Node.js backend's rate limiting effectively mitigates credential stuffing and 

brute-force attacks by restricting the number of authentication attempts within a 

defined timeframe. Blocking 145 out of 150 login attempts exemplifies a robust 

security implementation that safeguards user accounts from automated attacks 

while maintaining legitimate access. 

 

Conversely, the PHP backend's acceptance of all 150 requests exposes a critical 

vulnerability, allowing attackers to potentially discover user passwords through 

systematic brute-force attempts. The absence of rate limiting enables malicious 

actors to execute thousands of login attempts, substantially increasing the risk of 

credential compromise. This represents a fundamental security flaw 

necessitating the urgent implementation of rate limiting controls to secure user 

authentication processes. 

 

C. JWT Tampering and Replay Attacks 

To assess the robustness of the authentication system, simulated JWT tampering and 

replay attacks were conducted. The objective was to evaluate whether an attacker could 

modify, reuse, or forge JWTs to gain unauthorized access to protected resources. 

1. JWT Tampering Attempt: 

A valid JWT was first captured from a successful login using Burp Suite. The token was 

then manually decoded using a tool such as jwt.io to inspect the header and payload. 

Subsequently, claims within the payload—such as changing the user role from 

"employee" to "chief"—were modified, and the token was re-encoded without 

resigning. 

 

The tampered token was sent in the Authorization: Bearer <token> header to various 

protected endpoints. The backend correctly rejected these requests, returning HTTP 401 

(Unauthorized) or 403 (Forbidden) responses. This behavior confirms that the server 

verifies the token's signature with a secret key before accepting its contents. 

 

In contrast, the legacy PHP backend employed session-based authentication without 

token verification. As a result, manual manipulation of session cookies (e.g., via browser 



 

DevTools) was possible without any built-in integrity checks, rendering the system more 

vulnerable to similar attacks. 

 

2. JWT Replay Attempt:  

Replay attacks were tested by capturing a valid JWT and reusing it from a different 

client and IP address. Due to the stateless nature of JWTs, any valid, non-expired token 

with a valid signature is accepted by default. As expected, the backend accepted the 

replayed tokens, as there was no per-session binding such as associating the token with 

a specific IP address or device fingerprint. 

 

To mitigate this vulnerability, the token was configured with a short expiration time 

(e.g., 30 minutes), and token revocation logic was implemented upon user logout. While 

JWTs remain reusable during their validity period, reducing their lifespan and 

maintaining a blacklist of revoked tokens helps minimize the potential impact in the 

event of token compromise. 

 

D. SQL/NoSQL Injection Testing 

To evaluate the security of input handling in both backend systems, SQL and NoSQL 

injection tests were conducted on the authentication endpoints. The objective was to 

determine whether malicious input could manipulate database queries to bypass 

authentication mechanisms or gain unauthorized access to data. 

 

1. Testing the PHP + SQL Backend  

In the legacy backend, developed using PHP and a traditional SQL database (MySQL), 

the login form was tested using common SQL injection payloads. Burp Suite was 

utilized to intercept a login request, during which the username and password fields 

were modified as follows: 

 
This payload attempts to bypass login by injecting a condition that always evaluates to 

true. The PHP backend used raw SQL queries with string interpolation and did not use 

prepared statements. As a result, the login succeeded, confirming a severe SQL 

injection vulnerability.   

 

2. Testing the Node.js + MongoDB Backend 

In the current backend, implemented using Node.js with MongoDB via Mongoose, 

common NoSQL injection payloads were tested. For instance, the following JSON 

body was submitted to the /auth/login endpoint: 

 

 
This type of payload aims to exploit the behavior of MongoDB queries by injecting 

query operators instead of expected string values. If input is not properly sanitized, 

such injections could potentially bypass authentication by manipulating query logic. 



 

 

However, the backend employs strict input validation using the express-validator 

library, which enforces that both the username and password fields are strings 

conforming to predefined formats. When the injection payloads were submitted, the 

server correctly responded with an HTTP 400 (Bad Request) status, and no 

authentication was performed. 

 

Additionally, Mongoose's internal query construction inherently mitigates many forms 

of NoSQL injection, provided that unsafe practices such as direct use of raw, 

unvalidated queries are avoided. 

 

 

E. Cross-Site Scripting (XSS) Testing 

Cross-Site Scripting (XSS) is a client-side vulnerability that allows attackers to inject 

malicious JavaScript into web pages viewed by other users. This typically arises when 

backend systems reflect or store user input and return it to the browser without 

appropriate escaping or sanitization. 

 

To evaluate the susceptibility of both systems to XSS attacks, the current Node.js + 

MongoDB backend and the legacy PHP + SQL backend were tested using input strings 

containing common XSS payloads, such as: 

 
 

 
These inputs were submitted through fields such as usernames, chat messages, and form 

submissions by making direct API calls using tools such as Burp Suite. 

 

Why XSS Is Not a Risk in Either Backend ?  

 

Following comprehensive testing and analysis, it was determined that Cross-Site Scripting 

(XSS) vulnerabilities are not exploitable in either backend for the following reasons: 

 

• Absence of HTML Rendering: Both backend systems operate exclusively as API 

services and return data in JSON format. User input is never directly embedded into 

HTML pages by the server, thereby eliminating the typical vector through which XSS 

exploits are executed. 

 



 

• No Browser-Facing Templates: The legacy PHP backend does not serve dynamic 

HTML pages that render user-generated content, and the current Node.js backend 

similarly lacks a web interface. Since neither system injects user data into <script>, 

<div>, or other HTML elements, there is no viable context for script execution within 

a browser. 

 

• Non-Browser-Based Clients: The frontend clients interacting with the APIs are not 

traditional web applications. Instead, they may consist of mobile applications, desktop 

clients, or automated testing tools, none of which parse or execute HTML or 

JavaScript. This effectively removes the environment necessary for XSS exploitation. 

• Secure Response Formatting: All API responses are structured as JSON objects, where 

user input is returned as plain strings. As long as any future client interfaces avoid 

insecure rendering practices (e.g., using innerHTML without sanitization), injected 

scripts will not be executed. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

 

 

 

 

 

 



 

6.  Evaluation and Comparison  
 

After conducting a series of penetration tests, a comparative evaluation was performed to assess 

the security enhancements introduced in the new Node.js + MongoDB backend relative to the 

legacy PHP + SQL implementation. The assessment encompassed common attack vectors 

including brute-force login attempts, token tampering, SQL and NoSQL injections, and data 

interception. This section presents a structured comparison of both systems, highlighting their 

respective strengths and existing limitations. 

 

The Node.js backend exhibits markedly stronger security measures, attributed to the 

implementation of token-based authentication (JWT), secure password hashing (bcrypt), 

rigorous input validation (express-validator), and rate limiting (express-rate-limit). 

 

Conversely, the PHP backend, despite functional adequacy, lacks contemporary security 

practices. It utilizes session-based authentication, executes raw SQL queries without prepared 

statements, and does not incorporate defenses against brute-force or injection attacks. 

 

Both systems currently remain resilient to Cross-Site Scripting (XSS) attacks due to the absence 

of an HTML-rendering frontend and the exclusive use of JSON-based APIs. Nevertheless, 

caution is advised should a web interface be developed in the future, as this may introduce 

potential XSS risks. 

 
 

Table 5 Security Vulnerability Assessment: Node.js vs PHP Backend System Comparison 

Security Test  Node.js + MongoDB (New Backend)  PHP + SQL (Old Backend)  

MitM Attack  
Secure (HTTPS with valid SSL/TLS; data 
not readable or tampered)  

Secure (Also used HTTPS; 
similarly protected)  

Brute-Force 
Login  

 Protected with bcrypt + rate limiting 
(145/150 blocked)  

No rate limiting; all 150 attempts 
processed  

JWT 
Tampering  

Token signature verified; tampered token 
rejected  

 No JWT; session cookies easily 
modifiable  

JWT Replay  
Replay possible (inherent to JWT), 
mitigated via short expiration  

 No token signing or validation; 
session hijacking possible  

SQL/NoSQL 
Injection  

Rejected malformed payloads; protected 
by Mongoose & input validation  

 Vulnerable to SQL injection due to 
string interpolation  

Cross-Site 
Scripting 
(XSS)  

Not exploitable due to API-only design 
and JSON output  

Also not exploitable in current form 
(no HTML rendering)  

 
 
 
 
 
 
 
 



 

7. Discussion 

The tests conducted throughout this project yielded valuable insights into the security and 

performance of the new backend system. Although the system demonstrates clear 

improvements over the previous implementation, particularly in authentication, input 

validation, and protection against brute-force attacks, it is important to acknowledge certain 

limitations and identify areas for future enhancement. 

 

7.1 Scalability and Rate Limiting under Load  
 

Performance testing with Artillery revealed that the backend processed an average of 7.5 

requests per second, with a peak of 8.3 requests per second, while maintaining stable memory 

and CPU utilization. However, these tests were performed in a single-node, non-clustered 

environment without load balancing. As the system scales to accommodate real-world 

workloads—particularly involving file uploads or higher concurrency—performance 

bottlenecks may emerge, especially on resource-intensive endpoints such as /auth/login, 

which incorporates bcrypt hashing and JWT generation. 

 

To address these challenges, several measures are recommended. First, the implementation of 

horizontal scaling should be considered through the use of load balancers or container 

orchestration platforms such as Kubernetes. This approach would enhance system capacity 

and resilience under increased traffic. Additionally, the existing rate limiting mechanism, 

which is currently applied only to the /auth/login endpoint, should be extended to other 

sensitive routes. These mechanisms should incorporate dynamic adjustments based on 

contextual factors such as IP address, user identity, or geographic location to provide more 

adaptive protection against abuse. Finally, the adoption of graceful degradation strategies, 

including delayed response handling or exponential backoff techniques, is advised to ensure 

continued system responsiveness during periods of high load. 

 

7.2 Token Security and Session Expiration  
 

The JWT-based authentication system provides stateless and scalable identity management 

but introduces potential risks if tokens are leaked or intercepted. Specifically, an attacker with 

access to a valid JWT can continue to use it until its expiration. 

 

In the current implementation, access tokens are configured with a short lifespan—for 

example, 30 minutes—which effectively limits the exposure window in case of token theft. 

Logout operations trigger a token blacklisting process; however, this mechanism is currently 

implemented in-memory, making it vulnerable to data loss during server restarts or in 

horizontally scaled environments. 

 

To enhance security in future iterations, several improvements are recommended. The 

introduction of refresh tokens with rotation would decouple short-term access tokens from 

longer-term session continuity, thereby reducing the risk associated with long-lived tokens. 



 

Additionally, the use of Redis or another distributed storage mechanism for token blacklisting 

would allow the system to preserve the state of revoked tokens across multiple server instances 

and restarts. Incorporating IP binding or device fingerprinting could strengthen security by 

enabling detection of anomalous token reuse and allowing proactive rejection of potentially 

compromised tokens before expiration. Lastly, the implementation of JWT introspection 

endpoints should be considered for environments requiring heightened security and real-time 

token revocation validation. 

 

7.3 Threat Scenarios and Hardening  
 

Based on the test results and threat model, the current system already defends against many 

common attacks. Brute-force login attempts are blocked after a few failed tries due to express-

rate-limit. JWT tampering is rejected via signature verification. SQL/NoSQL injections are 

mitigated with input validation and Mongoose’s query protections. XSS is not exploitable due 

to lack of HTML rendering. 

 

However, some threat scenarios require further consideration. If an attacker compromises a 

user’s JWT (e.g., via token theft, local storage vulnerability, or proxy-level attack), they can 

impersonate the user. If uploads are enabled, malicious file payloads or upload floods could 

impact performance or introduce injection risks (e.g., PDF exploits, ZIP bombs). In a multi-

tenant system, a misconfigured access control policy could allow privilege escalation. 

 

Future improvements could include rate-limiting uploads and setting file size thresholds, and 

adding an audit log system to track suspicious actions (e.g., failed login spikes, JWT reuse 

across IPs). 

 

7.4 Social Aspects 

This backend system was designed to improve communication and coordination between 

employees and supervisors. In workplaces where teams are often remote or work in different 

locations, a real-time chat system enables quicker responses to issues, easier sharing of updates, 

and faster requests for help. The new authentication system adds a level of trust and security 

that the old system lacked, ensuring only authorized personnel can access sensitive information. 

 

One important consideration is user privacy. The system handles employee profiles and private 

messages (2-person rooms). While JWTs help protect user identity, they are only base64-

encoded and shouldn't contain sensitive data without additional protection. Future 

implementations should avoid logging private information and consider encrypting chat 

messages for more sensitive environments. 

 

Overall, this project supports the shift toward more secure and efficient digital communication 

in distributed work settings - a growing trend across industries. 

 

 



 

7.5 Future Work 

While the core goals of real-time communication and secure JWT-based authentication were 

achieved, several improvements remain possible. The most critical next step involves 

implementing rate-limiting and potentially multi-factor authentication (MFA) to enhance login 

security and prevent brute-force attacks. Currently, stolen tokens remain usable until expiration, 

making additional protective layers beneficial. 

 

Regarding performance, login requests operate slightly slower than other endpoints, primarily 

due to password hashing and token generation. Techniques like cached token verification or 

introspection could improve response times during peak usage. 

 

For the chat system, future updates might incorporate end-to-end encryption. Although this 

project focused solely on authentication and chat functionality, planned features like GPS-based 

check-in and payroll management systems could be integrated as the system expands. 

 

7.6 Implementation Reflections. 
 

Challenges faced: 

 

• Integrating Socket.IO authentication using JWT required a custom 

handshake strategy. 

• Keeping real-time communication stateful in a modular backend demanded 

careful design. 

• Handling asynchronous events in chat and tests needed more control over timing. 

 

What worked well: 

 

• Modular Node.js structure made the system extensible. 

• Separation of concerns between auth and chat modules improved testability. 

• Jest testing for services helped validate edge cases early.  

 

The system deals with sensitive employee data and communications. Key privacy points: 

 

• Tokens may expose user roles if not encrypted (only base64-encoded). 

• Logging sensitive payloads should be avoided in production. 

• WebSocket messages should not include private details unless encrypted end-to-end. 

 

Suggestions: 

 

Use encrypted tokens (e.g. (JWE) JSON Web Encryption) or obfuscate sensitive claims. 

• Add end-to-end encryption for messages in future versions. 

• Include logging sanitization and secure audit trails. 
 



 

7.7 Privacy Concerns and Suggestions 

In distributed workplaces like Petra AB, secure and immediate communication 

between employees and leadership is critical. This project contributes by: 

• Promoting trustworthy digital workflows with secure authentication. 

• Enabling real-time decision-making via reliable chat tools. 

• Supporting remote collaboration through modern backend tools. 

This aligns with the increasing demand for remote-first infrastructure that is 

secure, scalable, and privacy-aware. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

8. Conclusion 

The test outcomes presented in Section 5.4 confirm that the implemented system adheres to the 

defined technical specifications and demonstrates operational readiness across all essential 

functional domains. These results validate the system’s core design and its capability to perform 

reliably under expected usage conditions. 

 

As outlined in Section 5.6, the current backend architecture effectively addresses security threats 

such as JWT tampering and replay attacks by validating token signatures. This mechanism 

significantly enhances token integrity and enforces robust access control, representing a clear 

improvement over the legacy PHP-based implementation, which lacked such safeguards. 

 

Further findings in Section 5.6 emphasize the Node.js backend’s resilience against NoSQL 

injection attacks. This robustness is primarily achieved through schema-based input validation 

and the secure query execution practices enabled by Mongoose. In contrast, the legacy PHP 

backend revealed substantial susceptibility to SQL injection vulnerabilities due to inadequate 

input sanitization and insecure query construction techniques. 

 

Cross-Site Scripting (XSS) testing, also discussed in Section 5.6, identified no exploitable vectors 

in either backend. Both systems inherently mitigate XSS risks due to architectural decisions that 

avoid direct HTML rendering. Nonetheless, input validation remains enforced to accommodate 

potential future extensions, such as administrative dashboards or browser-based clients, where 

XSS threats may become more prominent. 

 

The comparative evaluation in Section 6 illustrates that the Node.js backend offers significantly 

enhanced security features in comparison to the legacy system. It includes dedicated mechanisms 

to counteract injection vulnerabilities, brute-force attempts, and token manipulation, thereby 

rendering it more appropriate for deployment in real-world production environments. 

 

However, as noted in Section 7.3, while the backend exhibits a secure and stable operational 

profile in its current form, further enhancements are necessary to prepare the system for 

environments involving high concurrency, dynamic user sessions, and complex threat models. 

These enhancements are essential to ensure long-term scalability, resilience, and maintainability. 

 

From a functional perspective, the project successfully achieved its primary objective: the design 

and implementation of a secure JWT-based authentication framework integrated with a real-time 

communication module. The new system addresses the critical limitations of the previous 

backend, particularly its lack of modern authentication methods and real-time messaging support. 

Through the incorporation of token-based login, secure credential handling, and persistent chat 

functionality via Socket.IO over WebSocket, the system now supports key communication 

features required in contemporary distributed work environments. 

 

The security architecture was systematically designed using JWTs embedded with user roles and 



 

expiration timestamps to enforce access control policies. Middleware components were 

introduced to manage role-based authorization, and WebSocket connections were secured to 

prevent unauthorized access. Collectively, these mechanisms considerably strengthened both the 

security posture and operational capabilities of the backend system. 

 

System performance was assessed through comprehensive unit testing of core modules and load 

testing using tools such as Artillery [17]. The results confirmed that the system can reliably 

manage authentication and real-time communication under typical usage conditions. While a few 

performance bottlenecks were identified under edge-case and high-load scenarios such as the 

need for token caching and improved handling of authorization errors the system maintained 

acceptable performance throughout the testing phase. 

 

Although some secondary features, including GPS tracking [20] and payroll management, were 

not fully realized due to time limitations, these components were beyond the scope of the 

project’s primary objectives. The key deliverables were clearly defined and successfully 

implemented. 

 

In summary, the developed system effectively addresses the original problem statement by 

replacing an outdated and insecure infrastructure with a modern, secure, and scalable backend 

solution that supports real-time communication and is well-suited for deployment in 

contemporary enterprise environments. 
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10. Appendix 
 

10.1 Appendix 1 

 
 

The JSON Web Token system is one of the common and widely adopted methods for securing 

authentication processes in modern systems, particularly in mobile applications that rely on 

microservices architectures or APIs (Application Programming Interfaces), such as chat 

applications. 

 

Upon successful login, the server issues a JWT token containing a set of data (claims) 

representing the user's identity and permissions. This token is signed using an encryption 

algorithm based on a secret key or a key pair. The token is then returned to the application to 

be stored locally and is often used in subsequent requests to the server as a user identifier. 

 

The server relies on verifying the digital signature in the JWT token before granting access to 

protected resources, eliminating the need to manage user sessions (state) on the server. This 

mechanism is highly efficient in terms of performance and scalability, as it reduces reliance on 

centralized session storage. 

 

 

 

 

 

 

 

 

 

 

Figure 2 Example for how JWT Encode and Decode works 



 

10.2 Appendix 2 

 
Figure 3 General Structure of the Application [5] 

The Software Development Life Cycle (SDLC) is a structured process used to develop high-

quality software systems in a systematic manner. It consists of key phases, starting with 

requirements gathering and analysis, followed by system design, code implementation, and 

testing to ensure the software is error-free. Afterward, the system is deployed and put into 

operation, followed by ongoing maintenance. 

The SDLC aims to enhance software quality, minimize errors and costs, and serves as the 

foundation for the success of any technical project. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

10.3 Appendix 3 
 
 

The deployment diagram illustrates how the components of the chat application are distributed 

between the client, servers, and database. The application runs on iOS or Android devices using 

Flutter and communicates with the backend server through REST API and WebSocket to 

provide real-time communication functionality. The backend server consists of a REST API 

server and a WebSocket server to manage requests and real-time connections. The database 

uses MongoDB to persistently store user data and messages. This distribution demonstrates 

how the components interact to ensure the system's efficient and secure performance. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4 Deployment diagram for the backend 



 

10.4 Appendix 4 

 
 

Figure 5 Sequence diagram for Authentication System and Token Generation 



 

This sequence diagram was created using drawio, illustrates the JWT authentication flow, 

emphasizing the process of token generation and verification. The client sends login credentials 

to the authentication service, which validates them and, if successful, generates a signed JWT. 

This token contains encoded user data and is returned to the client, which stores it (e.g., in 

memory or secure storage) and includes it in the Authorization header for future API calls. Each 

time the client accesses a protected resource; the API verifies the JWT signature and expiration 

before allowing access. If the token is invalid or expired, a 401 Unauthorized response is 

returned. The diagram also outlines a planned enhancement where the client uses a refresh token 

to obtain a new access token without re-authenticating. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

10.5 Appendix 5 

 
Figure 6 Sequence diagram for real-chat system (socket.io) 



 

This diagram illustrates a real-time chat system flow using Socket.IO with JWT-based 

authentication. The client initiates a WebSocket connection by sending a JWT, which is verified 

by the auth middleware. Upon successful authentication, the user is assigned to chat rooms, and 

a persistent bidirectional connection is established. Messages sent by the client are processed, 

stored in the database if persistence is enabled, and then broadcast to relevant recipients. The 

system also handles user disconnection events, updating user status accordingly. If the JWT is 

invalid, the connection is rejected during the initial handshake. 

 

10.6 Appendix 6 
 

 

Table 6 Technology Stack and Development Tools Overview. 

Category  Tool / Library  Purpose  

Backend  

Node.js + 
Express  

Web framework and runtime environment using 
JavaScript.  

Socket.IO  
Enables real-time, bidirectional WebSocket 
communication.  

MongoDB + 
Mongoose  

NoSQL database with schema-based data modeling for 
Node.js.  

Security  

express-rate-
limit  

Middleware for basic rate-limiting to prevent abuse.  

JWT + 
jsonwebtoken  

Implements stateless token-based authentication.  

bcrypt  Library for secure password hashing.  

dotenv  
Loads environment variables from a .env file into 
process.env.  

Burp Suite  
A powerful tool for penetration testing and security 
auditing of web applications.  

Documentation  Swagger  Tool for designing and documenting REST APIs.  

Testing  

Jest  
JavaScript testing framework for unit and integration 
testing.  

Artillery  
Performance testing tool for load testing APIs and 
backend services.  

Development 
Tools  

VS Code  
Lightweight but powerful code editor with support for 
debugging and extensions.  

 

The table shows the core tools and libraries used in developing the system, categorized by their 

different functions. On the backend, Node.js with Express was used to build a robust JavaScript 

environment, and Socket.IO to support real-time communication between users. MongoDB 

with Mongoose provides an organized and easy-to-use data model. 

 

For security, express-rate-limit was implemented to limit attacks, JSONWebToken and bcrypt 

to secure authentication and passwords, along with dotenv for managing environment settings. 

Documentation was handled by Swagger, and testing was done using Jest for functional 

performance and Artillery for load testing. 

The development environment relied on VS Code (Visual Studio Code) to efficiently support 

https://expressjs.com/
https://expressjs.com/
https://socket.io/
https://mongoosejs.com/
https://mongoosejs.com/
https://www.npmjs.com/package/express-rate-limit
https://www.npmjs.com/package/express-rate-limit
https://github.com/auth0/node-jsonwebtoken
https://github.com/auth0/node-jsonwebtoken
https://github.com/kelektiv/node.bcrypt.js
https://github.com/motdotla/dotenv
https://portswigger.net/burp
https://swagger.io/tools/swagger-ui/
https://jestjs.io/
https://www.artillery.io/
https://code.visualstudio.com/


 

the programming process. This combination of tools systematically enhances the system's 

security, efficiency, and scalability. 


