
 

 

Master thesis 
Master’s program in Digital Service 
Innovation, 120 credits 

Social Media Literacy: Empowering 
Users with a Browser Extension for 
Recognizing and Addressing Machine-
Generated Content on X 
Informatics, 30 credits 

Halmstad, Sweden, 09.05.2025 

Daniela Isabel Dottolo



Social Media Literacy: Empowering Users with a Browser Exten-
sion for Recognizing and Addressing Machine-Generated Content
on X

Master thesis in partial fulfilment of the requirements for
the degree of

Master of Science

Author: Daniela Isabel Dottolo

Submitted to the Master degree program MultiMediaTechnology, Salzburg University of Ap-
plied Sciences. In fulfillment of the requirements for the double degree program with Halmstad
University.

Advisor Salzburg University of Applied Sciences: Dr. Mascha Beuthel, MSc
Advisor Halmstad University: Dr. Amir Mohagheghzadeh

Salzburg, Austria, 08.05.2025



Affidavit

I herewith declare on oath that I wrote the present thesis without the help of third persons and
without using any other sources and means listed herein; I further declare that I observed the
guidelines for scientific work in the quotation of all unprinted sources, printed literature and
phrases and concepts taken either word for word or according to meaning from the Internet and
that I referenced all sources accordingly.

In fulfillment of the requirements for the double degree program, this thesis has been submitted
in identical form for grading by the examiners at Salzburg University of Applied Sciences and
Halmstad University

Date Signature

First Name Last Name

i



Kurzfassung

Diese Masterarbeit untersucht, wie eine Bot-Erkennungs-Browserextension in Echtzeit die So-
cial Media Literacy und das kritische Denken von Nutzer*innen auf der Plattform X beeinflusst.
Da sich Fehlinformationen zunehmend über Social Bots verbreiten, benötigen Nutzer*innen
Tools, die nicht nur unauthentische Accounts erkennen, sondern auch die eigene Entscheidungs-
findung unterstützen. Zu diesem Zweck wird eine Browserextension entwickelt, die visuelle In-
dikatoren direkt in die X-Timeline integriert. Mithilfe dieser und eines zusätzlichen Informati-
onspanels liefert sie unmittelbares Feedback zur Authentizität von Accounts und berücksichtigt
dabei Explainable AI Prinzipien, um die Autonomie von Nutzer*innen und Transparenz zu un-
terstützen.

Die Studie folgt einer dreiphasigen Methodik: einer Vorab-Erhebung mit Think-Aloud-Protokollen
und Interviews zur Erfassung von Nutzer*innenverhalten und Erwartungen, einer Entwick-
lungsphase basierend auf dem Nutzer*innenfeedback sowie einer abschließenden Evaluation
mit denselben Teilnehmer*innen. Die Ergebnisse zeigen, dass die Browserextension das Be-
wusstsein für Bots steigert, zu einem vorsichtigeren Medienkonsum beiträgt und die Fähigkeit
zum kritischen Denken fördert, in einigen Fällen führt sie jedoch auch zu einer übermäßigen
Abhängigkeit.

Die Masterarbeit leistet einen Beitrag zu Social Media Literacy, indem sie zeigt, dass Interven-
tionen in Echtzeit das Nutzer*innenverhalten hinsichtlich der Einschätzung von Glaubwürdigkeit
von Inhalten positiv beeinflussen können. Sie verdeutlicht das Potenzial KI-gestützter Tools zur
Förderung digitaler Kompetenzen. Zukünftige Forschung sollte langfristige Effekte sowie die
Anwendbarkeit auf andere Plattformen untersuchen.

Schlüsselwörter: Social Media Literacy, X, Kritisches Denken
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Abstract

This thesis explores how a real-time bot detection browser extension can influence Social Me-
dia Literacy and critical thinking among personal users on the platform X. As misinformation
increasingly spreads through social bots, users require tools that not only detect inauthentic ac-
counts but also support informed decision-making. To address this, a browser extension was
developed that integrates visual indicators directly into the X timeline. Using these and a con-
textual side panel, it provides immediate feedback on account authenticity while incorporating
Explainable AI principles to maintain user autonomy and transparency.

The study employed a three-phase qualitative methodology: a pre-assessment using think-aloud
protocols and interviews to understand user behavior and expectations, a development phase in-
formed by user feedback, and a final evaluation with the same participants. Findings show that
the extension increased awareness of bot behavior, supported more cautious media consump-
tion, and fostered critical evaluation skills but also cause overreliance in some cases.

The results contribute to the field of Social Media Literacy by demonstrating that real-time
interventions can positively influence how users assess content credibility. The thesis highlights
the potential of AI tools to support digital literacy while underscoring the risks of overreliance.
Future research should explore long-term effects and broader platform applicability to ensure
sustainable literacy development.

Keywords: Social Media Literacy, X, Critical Thinking
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1 INTRODUCTION 1

1 Introduction

In todays world, social media is seamlessly integrated into our daily lifes. As of October 2023,
5.07 billion people, equivalent to 62.6% of the global population, engage with Online Social
Networks (OSN) like X and Facebook1. These platforms influence our connections, communi-
cation methods, and access to news. However, the widespread use of OSNs also brings chal-
lenges, such as the spread of misinformation and focused targeting of crucial topics to sway
public opinion. Bots, or automated entities, are often the source of misinformation. Because
they are designed to mimic human behaviour, these automated entities have the ability to spread
misleading information very quickly. They are used for several purposes like promoting politcal
views or financial trends, spamming, malware, harmful links and more (Alarifi, Alsaleh, and Al-
Salman 2016, 332). Users need to be very careful in their media consumption, as the difference
between human and bot is difficult to detect. The fact that users often share messages with-
out verifying their authenticity is an issue that supports the spread of false information. These
people act as distributors for false information, influenced by their own political tendencies
(Ferreira Dos Santos et al. 2019, 545–546).

In light of these challenges, the significance of Media Literacy education becomes increasingly
apparent. Media Literacy is defined as ”the ability of a citizen to access, analyze, and produce
information for specific outcomes” (Aufderheide 1993, 6). There is research in the technical
field of bot detection, focusing on finding patterns in text (Loyola-González et al. 2019), (Car-
daioli et al. 2021) or analyzing networks (Cao et al. 2012), (Danezis and Mittal 2009), but less
focus on educating users to detect bots themselves or understand the choices made by those
algorithms. Ferreira Dos Santos et al. (2019) propose a method to teach users how to identify
bots by their textual patterns and focus on enhancing bot classification models by introducing a
Media Literacy approach. An automatically generated guide assists users in manually deciding
whether a message originates from a bot or a human user. The guide is created through post-
processing the output of a machine learning algorithm, revealing the important textual features
for the classification of a message. The authors mention the limitation of the approach being
based on textual features only, which leaves discriminating profile and network features out of
the learning experience. Additionally, the model accuracy is lower than current state-of-the-art
machine learning models with 72% (Ferreira Dos Santos et al. 2019, 548).

In response to the growing sophistication of social bots and the potential harm they pose, this
thesis proposes a real-time bot detection tool designed to analyze content on X. By developing a
browser extension that provides immediate, accessible feedback on the likelihood of an account
being a bot, this research seeks to address the practical needs of social media users for clear,
actionable insights on suspicious content.

The main objectives of this research are:

• To empower literacy and critical thinking regarding content authenticity on social media.

• To create a user-friendly, real-time bot detection browser extension that informs users on
bot likelihood while also offering understandable indicators for its decisions.

1. https://www.statista.com/statistics/617136/digital-population-worldwide/

https://www.statista.com/statistics/617136/digital-population-worldwide/


2 RELATED WORK 2

These contributions fill a gap in current bot detection research, which lacks real-time feedback
and a focus on transparency, limiting its practical application in everyday social media use.
Beyond technical detection capabilities, this research also aims to assist users in comprehending
the reasons for the flagging of specific accounts as bots and increase Social Media Literacy. The
extension highlights particular characteristics of accounts like tweeting frequency, that go into
the bot classification, allowing transparency into the decision-making process through the use
of Explainable AI (XAI) approaches. The goal of this component is to improve users critical
navigation skills on social media and give them an improved understanding of bot behaviour.
By providing the necessary tools to assess the legitimacy of online content and continued use,
the extensions intended purpose is to help recognize patterns in bot activity and become more
aware of the content users encounter, fostering improved Social Media Literacy and safer, more
informed interactions.

In this thesis, Twitter will be referred to as ”X” reflecting the platforms renaming in 2023
following Elon Musks acquisition in 20222. Although the cited papers originally refer to the
platform as Twitter, X will be consistently used for clarity and coherence with its current name.

1.1 Research Question

The research question is defined as: ”How does a real-time bot detection extension influence
users Social Media Literacy, critical thinking, and media consumption behaviors when engaging
with content on X?”. The following hypotheses have been formulated to support the research
question:

• H0: The use of the bot detection extension does not significantly influence users social
media behaviour, such as critical thinking.

• H1: Users who engage with the tool will feel empowered in distinguishing between
human-generated and machine-generated content on X.

• H2: Users who engage with the tool will adopt more cautious media consumption behav-
iors, leading to increased awareness of content credibility on X.

2 Related Work

2.1 Literacy

Media Literacy, Digital Literacy, and Social Media Literacy build on a common basis of in-
formation interaction, critical thinking, and analysis. The foundation is Media Literacy, which
includes all forms of media. Digital Literacy expands these ideas in online and interactive

2. https://www.nytimes.com/2022/10/27/technology/elon-musk-twitter-deal-complete.html

https://www.nytimes.com/2022/10/27/technology/elon-musk-twitter-deal-complete.html


2 RELATED WORK 3

situations, highlighting the special abilities needed to use, assess, and produce in digital envi-
ronments. This focus is further narrowed by Social Media Literacy, which addresses the unique
opportunities and problems offered by social media platforms such as X, where peer interac-
tions, algorithm-driven feeds, and content creation come together. By examining these interre-
lated literacies, this thesis seeks to demonstrate the range of skills needed to assess information
critically in complex and dynamic media environments.

2.1.1 Media Literacy

Media actively shape our perceptions of reality. They have political and ideological influence
and function within commercial contexts and embody different aesthetics while forming content
in unique ways. Ultimately, viewers interact with media by interpreting and navigating its
meanings (Aufderheide 1993, 10). Media Literacy is ”the ability of a citizen to access, analyze,
and produce information for specific outcomes” (Aufderheide 1993, 6). Fundamentally, the
primary goal of Media Literacy is to develop critical independence in interacting with all forms
of media. Critical thinking is considered a primary skill.

Potter (2021) defines the key idea behind Media Literacy as a

“set of perspectives that we actively use to expose ourselves to the media and in-
terpret the meaning of the messages we encounter. It is multidimensional and a
continuum”(Potter 2021, 13)

. These perspectives are influenced by knowledge structures, which are composed of personal
motivation (willingness), information from the media and the outside world (raw materials),
and tools (our abilities). Using these knowledge structures helps in improving understanding of
media messages by organizing information which can be retrieved when needed. Combining
these elements is necessary to have a complete understanding of media messaging. Moreover,
Media Literacy is viewed as a continuum instead of a set category, meaning that people’s skills
may grow and improve over time (Potter 2021). Potter (2021) developed a list of seven skills
that Media Literacy relies on:

“

1. Analysis - Breaking down a message into meaningful elements.

2. Evaluation - Judging the value of an element; the judgement is made by com-
paring a message element to some standard.

3. Grouping - Determining which elements are alike in some way; determining
how a group of elements are different from other groups of elements.

4. Induction - Inferring a pattern across a small set of elements, then generalizing
the pattern to all elements in the set.

5. Deduction - Using general principles to explain particulars.

6. Synthesis - Assembling elements into a new structure.
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7. Abstracting - Creating a brief, clear, and accurate decription capturing the
essence of a message in a smaller number of words than the message itself.

” (Potter 2021, 16)

In the context of this thesis, these skills are crucial for interacting with and comprehending
information on social media. Breaking down messages might include identifying recurring
words, linguistic patterns, or irregular syntax. These elements could be the first indication
that the person or the message are questionable. A more thorough examination of an entire
profile, including e.g. post frequency, interactions, and engagements, can provide even more
evidence of an accounts legitimacy. Evaluating involves judging the value or credibility of the
elements identified during the analysis. Users can evaluate the authenticity of the source by
comparing the features of the account with other groups of e.g. verified or reliable profiles.
Additionally, users consider behavioral standards, comparing the accounts activities to typical
human behaviour. Building upon the understanding that Media Literacy involves using various
perspectives to engage with and interpret media messages, Potters seven skills encompass core
competencies and a foundational approach.

One opportunity for users to self-evaluate their skills was developed by Renee Hobbs, who
published a five-part Media Literacy Scale34 with 48 items and a five point Likert scale. The list
of skills categorizes Media Literacy into the areas Access, Analysis, Evaluation, Creation, and
Reflection, and provides concrete items for self-evaluation, such as distinguishing between fact
and opinion or identifying persuasive techniques in media. Her scale reflects goals similar to
Potter (2021) in enhancing media users critical abilities. The skills of Analysis and Evaluation
in Hobbs framework are highlighted below, as these are overlapping with the seven foundational
skills by Potter (2021) and are particularly relevant to the scope of this thesis, underscoring their
importance in empowering literacy.

“

1. Access

2. Analysis
I can distinguish between fact and opinion in media messages.
I can distinguish between news and entertainment media.
I can identify the persuasive techniques used in media messages.
I can identify the different elements that make up a media message.
I can analyze the message of a media text.
I can analyze the social, political, or economic implications of a media

text.

3. http://web.archive.org/web/20240807162213/https://researchmethods.imem.nl/CB/index.php/research/
concept-scales-and-quationaires/115-media-literacy-scale-mls-complete

4. The source was available during initial research and informed the design of the evaluation interview guide.
Since the guide was finalized and used before the URL became unavailable, the link has been updated to the
archived version for reference. See Appendix D for the source.

http://web.archive.org/web/20240807162213/https://researchmethods.imem.nl/CB/index.php/research/concept-scales-and-quationaires/115-media-literacy-scale-mls-complete
http://web.archive.org/web/20240807162213/https://researchmethods.imem.nl/CB/index.php/research/concept-scales-and-quationaires/115-media-literacy-scale-mls-complete
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I can recognize the different purposes of different media messages.
I can compare and contrast different media messages.
I can describe the different genres of media messages.

3. Evaluation
I can identify the source of a media message.
I can evaluate the credibility of a media source.
I can evaluate the accuracy of a media message.
I can evaluate the fairness of a media message.
I can evaluate the completeness of a media message.
I can evaluate the relevance of a media message.
I can evaluate the appropriateness of a media message.
I can evaluate the potential effects of a media message.
I can recognize when a media message is biased.

4. Creation

5. Reflection

” (Hobbs 2023, 1)

The shared focus on Analysis and Evaluation reveals a common ground in Media Literacy
objectives. This comparison highlights the need of critical interpretation and assessment as fun-
damental elements of Media Literacy education by showing that, despite their varied origins,
frameworks overlap in key competencies. They specifically highlight how to responsibly inter-
act with media messages, which are relevant skills for this thesis. As media consumption has
shifted towards interactive platforms, a more specialized form of literacy called Digital Liter-
acy focuses on these. This form of literacy centers around how users create, interact with, and
critically evaluate content in a highly interconnected online environment.

2.1.2 Digital Literacy

The term Digital Literacy has been used since the 1990s as an expression for the skill of reading
and comprehending texts including multimedia elements (Bawden 2001, 246). This concept
has been fundamentally shaped by Paul Gilster, who published the book with the title ”Digital
Literacy” in 1997. He defines the term as ”the ability to understand and use information in
multiple formats from a wide variety of sources when it is presented via computers” (Gilster
1997, 1). The author argues the importance of teaching how to absorb, assess, and reintegrate
information.

Since then, multiple frameworks and interpretations of Digital Literacy have been published, for
example (Eshet 2004), (Martin 2005) or (Ng 2012). One widely recognized framework is the
Digital Competence Framework for Citizens (DigComp 2.25) from the Joint Research Center

5. https://joint-research-centre.ec.europa.eu/scientific-activities-z/education-and-training/
digital-transformation-education/digital-competence-framework-citizens-digcomp/digcomp-framework en

https://joint-research-centre.ec.europa.eu/scientific-activities-z/education-and-training/digital-transformation-education/digital-competence-framework-citizens-digcomp/digcomp-framework_en
https://joint-research-centre.ec.europa.eu/scientific-activities-z/education-and-training/digital-transformation-education/digital-competence-framework-citizens-digcomp/digcomp-framework_en
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of the European Comission, which outlines key competencies needed for digital proficiency.
DigComp 2.2 is divided into five dimensions:

1. Areas of Digital Competence

2. Competence descriptors

3. Proficiency levels

4. Examples of knowledge, skills and attitudes

5. Use cases

The first two dimensions, Areas of Digital Competence and Competence descriptors, build a
reference model based on five key competence areas, see figure 3. The details of the five areas
are illustrated in figure 1, which provides a high-level overview of the core domains essential
for digital proficiency, such as information and data literacy, communication and collaboration,
and problem-solving. Each of these areas is further divided into 21 specific components detail-
ing each area, as shown in figure 2. This subdivions detail the precise skills, knowledge, and
attitudes required for proficiency within each dimension.

Figure 1: Competence
areas

Figure 2: 21 key components of digital competence.

Figure 3: Conceptual reference model (Vuorikari, Kluzer, and Punie 2022)

The framework is designed to be used for multiple purposes including employment, educa-
tion and training as well as lifelong learning (Vuorikari, Kluzer, and Punie 2022, 2). It has
been implemented at european, national, and regional levels, with numerous examples demon-
strating its application in various contexts. For example, DigComp has been integrated into



2 RELATED WORK 7

the Europass CV6, which allows users to list their digital skills, or the DigCompSat, which is a
self-assessment questionnaire based on the 21 competences (Vuorikari, Kluzer, and Punie 2022,
51). DigComp addresses the challenge of providing structured guidelines to develop neccessary
literacy skills accessible for everybody. While it provides self-assessment and conceptual guid-
ance, it does not offer real-time support in digital environments. This thesis builds on point
1.2 in figure 2, trying to offer an applied solution for users to assist them in evaluating data,
information and digital content.

As seen in figure 1, the framework is covering many different core areas like information re-
trieval, content creation or safety under one umbrella term of Digital Literacy. While this ef-
fectively summarizes the competencies to navigate digital environments, for this thesis it is also
valuable to examine specific literacies within the realm of social media to address particular
skill sets and competence areas more precisely.

2.1.3 Social Media Literacy

Social media brings distinctive characteristics with it, including its emphasis on (mass) content
creation as well as the opportunities for interactions and social comparisons with perceived
peers. As with all literacies, the need for critical thinking is mentioned. Festl (2021) highlights
that the creation and pursuit of knowledge objectives are becoming more difficult due to the
quick development and technological advancements of digital media. Social media platforms
often operate on similar principles, so there is a demand for knowledge and skills that are
transferable across various outlets. Knowledge remains a fundamental component but must
be flexible and aligned with the individual’s actual behaviour (Festl 2021, 4–5). The content
individuals encounter on social media differs for each user as their networks, interests and
beliefs form their own, constructed bubble of information. Therefore, Cho et al. (2024, 948)
emphasize that Social Media Literacy involves an understanding of three important dimensions:
the self, the medium and the reality.

The self refers to understanding that this environment is self-constructed and managed. This
type of selective engagement strengthens preexisting beliefs instead of encouraging critical re-
flection, building on information from like-minded people. Being self-aware of this circum-
stance is one of the foundations of Social Media Literacy (Cho et al. 2024, 948).

The medium focuses on the importance of understanding the characteristics and dynamics of
each social media platform. X for example is more used for information in contrast to Instagram,
which serves a more self-presentation purpose. Unlike traditional mass media, each social
media platform has its own set of authenticity standards. Social media enables users to actively
engage in agenda-setting and public framing, in contrast to traditional media’s one-way effect.
But in the absence of clear journalistic standards, these sites have turned into places for spread
of hate speech and false information. They are giving dangerous content legitimacy and gaining
momentum in public discourse. These platforms provide considerable freedom because of loose
regulations, which frequently results in inconsistent content control (Cho et al. 2024, 950).

6. https://europass.europa.eu/en/how-describe-my-digital-skills

https://europass.europa.eu/en/how-describe-my-digital-skills
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The reality as a concept on social media becomes more complex and significant. Unlike mass
media, which involved a binary perception of media and reality, social media presents multiple
media worlds and realities. Previously, only a few mass media institutions, using frameworks
reflecting existing power structures, had the resources to produce content. These producers
were trained experts in journalism and filmmaking. In contrast, social media allows countless
creators, previously consumers of mass media, to generate a variety of content. These realities
are fluid and shaped by various ”motivations, viewpoints, and experiences that are steeped in
specific cultures, times, locations, and economic, political, and social contexts” (Cho et al. 2024,
951).

The browser extension developed in this thesis addresses all three dimensions of Social Me-
dia Literacy, but primarily targets the medium. By providing real-time information about bot
activity, the extension helps users understand the unique dynamics of the platform, such as its
vulnerability to misinformation and the lack of consistent authenticity standards. This enables
users to critically evaluate the content they encounter and make more informed decisions about
its trustworthiness. While the extension also supports the self by promoting awareness of how
bots influence user beliefs and the reality by aiding users in distinguishing between genuine and
manipulated content, its core functionality is closely aligned with improving understanding of
the platforms dynamics. One of the most prominent environments where Social Media Literacy
is tested is microblogging platforms like X, which this thesis is focused on. These platforms
provide unique opportunities for real-time information sharing, but they also present significant
challenges in identifying credible content.

2.2 Microblogging

Microblogging platforms facilitate the sharing of digital content, such as brief posts, instant
messages, and multimedia, allowing users to publish their daily activities, opinions, thoughts,
or information. Prominent platforms include X, Instagram, Snapchat, or Mastodon. These
platforms are distinguished from traditional blogging by the frequency of content updates, with
users often posting multiple times a day as opposed to weekly blog updates (Java et al. 2007,
2). This behaviour is further reinforced by features such as the character limit of 280 imposed
by platforms like X on non-premium users7.

These platforms have become crucial for disseminating timely information during mass crises
and emergency situations, offering real-time updates that traditional media cannot match, be-
cause microblogging enables immediate and widespread information sharing. The rapid distri-
bution of messages makes assessing their importance challenging. Retweeting, a user-driven
feature on X, acts as an informal recommendation system that helps spread content found in-
teresting, important, or entertaining. The likelihood of retweeting is influenced by heuristic
factors such as the users trustworthiness, expertise, and attractiveness (Liu, Liu, and Li 2012,
444–445). This rapid form of sharing information can facilitate the spread of misinformation
significantly (Vosoughi, Roy, and Aral 2018, 1146).

7. https://help.x.com/en/using-x/how-to-post

https://help.x.com/en/using-x/how-to-post
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Vosoughi, Roy, and Aral (2018) investigate the spread of true and false news distributed on
X from 2006 to 2017. The authors analyzed a dataset, consisting of approximately 126.000
news related tweets, spread by around three million users in this time span. The tweets were
categorized as true, false or mixed (partially true, partially false) by verifying them through
six independent fact-checking organizations (e.g. factcheck.org8 or politifact.com9). The study
concluded that false news spread significantly more than true news across various topics. The
researchers attribute this difference to the novelty of false news, which makes it more likely to
be shared. False information reached a substantially larger audience than truthful information.
While truthful content rarely got to over 1.000 individuals, the most widely spread 1% of false
news reached audiences ranging from 1.000 to 100.000 people. Falsehoods were more fre-
quently retweeted at every level, not only spreading through broadcast mechanisms but also via
a viral, peer-to-peer process. The dissemination of false information occurred at a much faster
rate. It took false content six times less time to reach 1.500 individuals and twenty times less
time to reach a cascade depth of ten, compared to truthful content. In particular, false political
news spread deeper and wider, reached a larger number of individuals, and exhibited greater
virality than other types of false information, reaching more than 20.000 people almost three
times faster than other categories of false news (Vosoughi, Roy, and Aral 2018, 1146–1148).

Microblogging platforms, particularly X, play a pivotal role in shaping public discourse and the
spreading of information as Vosoughi, Roy, and Aral (2018) highlight. The authors show a crit-
ical disparity in the spread of false and true news on X, especially in political news, reinforcing
the decision to focus this thesis on X as a medium and political content. The unique character-
istics of microblogging, its immediacy, fast content sharing, and frequent retweeting, create an
environment where information can spread rapidly, often without careful fact-checking. This
raises important questions about user behaviour and perception, particularly regarding how dif-
ferent types of users interact with and engage with content on X. Understanding these user
dynamics is essential for addressing misinformation effectively, as it informs how individuals
discern and respond to the information they encounter online.

2.2.1 User behaviour and perception

Uddin, Imran, and Sajjad (2014, 2) categorize users on X into two broad types: real users and
digital actors, the latter includes automated accounts and marketing services. The authors divide
real users, which are the broad group focused on in this thesis, into three sub-types:

“Personal users, professional users and business users” (Uddin, Imran, and Sajjad
2014, 2)

These types of accounts differ in their use of the platform and are described below (Uddin,
Imran, and Sajjad 2014, 2):

8. https://www.factcheck.org/
9. https://www.politifact.com/

https://www.factcheck.org/
https://www.politifact.com/
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1. Personal users are individuals who create X profiles for personal reasons such as enter-
tainment, learning, or staying informed. They do not promote businesses or products,
nor are they affiliated with organizations. Their profiles are for personal use and their
interactions are minimal to moderate.

2. Professional users use X to share relevant and useful information related to their field of
expertise. They engage in meaningful discussions about their area of interest, and their
interactions tend to be more frequent and involved. Professional users often follow and
are followed by a large number of individuals.

3. Business users on X focus on marketing and business objectives. Their profiles clearly re-
flect this intent, and their tweeting behaviour aligns with their goals. Unlike personal and
professional users, business users tend to tweet frequently but engage less in interactions.

This thesis will focus specifically on personal users. These users, who are primarily engaged in
casual social interactions, content sharing, and news consumption, lack the specialized knowl-
edge or professional intent that characterizes other user groups. As a result, they are more
vulnerable to misinformation and manipulation, especially from social bots. By targeting per-
sonal users, this thesis aims to empower their Social Media Literacy and equip them with the
tools to critically assess content, improving their ability to recognize bot-generated information
and make more informed decisions.

McClain et al. (2021) conducted a study about the use of X in the U.S, highlighting behaviours
consistent with those of personal users. The study found that 42% of 2.548 U.S. adults reported
entertainment as the most important reason to use the platform, staying informed coming in
second with 20%. It is primarily used to see what others are posting rather than expressing
ones personal opinion (McClain et al. 2021, 8–9). Users aged 18-29 report being more politi-
cally engaged through the use of the platform, increasing their understanding of current events
- whether positively or negatively (McClain et al. 2021, 11). The authors differentiate their par-
ticipants, which were recruited through the Center’s American Trend Panel, into high-volume
and low-volume tweeters. During their analysis of tweets from June to September 2021, a
small part of the former were responsible for 97% of all tweets in the time frame, generating the
vast majority of content. Interestingly, only 14% of the content were original tweets, the rest
consisting of retweeting information or replying to others (McClain et al. 2021, 16–17). Low-
volume tweeters live more in the shadow and consume content rather than create. Mosleh et
al. (2021) demonstrate that cognitive reflection also correlates strongly with account behaviour
on X. Users with higher reflection levels tend to avoid misinformation and favor reliable infor-
mation sources, emphasizing the role of cognitive ability in shaping trust and credibility online
(Mosleh et al. 2021, 7).

The results from McClain et al. (2021) are used to put personal user behaviour on X in perspec-
tive, which contributes to knowledge about this thesis’ choice of participants. According to the
study, many users only participate in modest content production and mostly retweet or com-
ment to other users, making them passive content consumers. This fits the previously described
profile of personal users, who are less inclined to interact critically with the platforms material.
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2.2.2 Trust and Credibility

The rise of social media as a key information source has naturally led to increasing concerns
around trust, especially with the prevalence of fake news. Sterrett et al. (2019) point out that
social media has emerged as a major information source where content comes from an array
of sources, ranging from public figures, celebrities, friends, family, to complete strangers. It
is essential to comprehend the elements that affect trust in news as they come from so many
different directions. The inability to distinguish clearly between various content categories such
as news, political advocacy, entertainment, and advertising makes it more difficult for people to
judge the reliability of the information they encounter online (Sterrett et al. 2019, 1–2).

On social media, users interact with content to differing degrees. Individuals primarily consider
two factors when evaluating news on social media: the person sharing the information, and the
storys original source. These cues are essential in influencing how consumers view and engage
with news material (Sterrett et al. 2019, 3). The authors state that the encountered news is often
filtered through others rather than the original source, with users tending to trust content shared
by a trusted public figure. The credibility of the source, whether reliable or fictional, has little
influence on this trust. While source trustworthiness has a minor impact on users willingness
to engage with the content, this effect is overshadowed by the influence of the sharer. This
indicates that when users are unfamiliar with a news source, they evaluate its content much like
they would content from a trusted source (Sterrett et al. 2019, 12–13).

Abbasi and Liu (2013) propose a method to measure user credibility through the CredRank
algorithm, which identifies coordinated disinformation campaigns by clustering users with sim-
ilar behaviour patterns. This method assigns credibility scores based on behavioral analysis,
helping to filter out non-credible users and improve the overall trustworthiness of interactions.
In environments where anonymity is prevalent, as in many social media platforms, such be-
havioral analysis becomes key in assessing user-to-user credibility. However, one significant
limitation of the algorithm is its computational intensity, which makes it impractical for real-
time analysis. As a result, it is best suited for post-event evaluations, where behaviour can
be reviewed in hindsight rather than during live social media interactions. This highlights the
need for real-time tools like the one developed in this thesis, that supports users as soon as they
encounter content to foster literacy.

While trust and credibility on social media are shaped by who shares content and the perceived
reliability of sources, these factors also create opportunities for exploitation. This environment
is particularly prone to manipulation by automated agents, or social bots, that can mimic human
behaviour and leverage trust dynamics to spread disinformation. The next chapter explores
social bots, examining how these automated accounts are designed.

2.3 Social Bots

Social bots, which are automated users designed to mimic human behaviour on social media
platforms, have evolved to entitites capable of influencing and manipulating digital discourse.
Ferrara et al. (2016) point out that social bots of today are intelligent enough to generate content,
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interact with humans, engage in or start conversations, and even imitate specific individuals’ be-
haviours. These bots can follow human-like patterns, making detection increasingly difficult.
Social bots can be categorized based on their intentions: they may be benign, serving roles like
collecting content or providing customer service, or malicious, aimed at spreading misinfor-
mation, manipulating public opinion, or influencing markets. Particularly concerning are the
political uses of bots, such as during elections, where they can artificially create the appear-
ance of support or opposition. These cases are referred to as astroturf (Ferrara et al. 2016).
Ratkiewicz et al. (2011) describe it as

“ politically-motivated individuals and organizations that use multiple centrally-
controlled accounts to create the appearance of widespread support for a candidate
or opinion. ” (Ratkiewicz et al. 2011, 297)

The authors research confirmed such an attack in the 2010 U.S. midterm election with the in-
jection of thousands of tweets redirecting users to fake news websites. They identified two
centrally-controlled accounts,@CSteven and @CStevenTucker, who were used to spread con-
servative narratives through the #ampat hashtag. Controlled by a single individual, these ac-
counts posted identical content to create an illusion of widespread engagement, generating
over 41.000 tweets in the process. Another example was the account @PeaceKaren 25, who
posted over 10.000 tweets in four months in support of several Republican candidates, and
@HopeMarie 25, who did not post but retweet the same accounts as well as @PeaceKaren 25s
tweets (Ratkiewicz et al. 2011, 302).

To better understand the types of bots identified by Ratkiewicz et al. (2011), it is important
to note that the selection of bots in social attacks varies according to the specific objectives
intended to be achieved. Here is a list of bot categories tailored to meet these various goals.

1. Sybils
Sybils are fake accounts created to undermine and attack online social networks, partic-
ularly on well-known platforms such as X and Facebook (Gao et al. 2018, 1). These
sybils are strategically deployed to exploit the anonymity and lack of verification pro-
cesses inherent in these networks. According to Benevenuto et al. (2010, 1), sybils often
target trending topics, as these attract high levels of traffic and engagement from numer-
ous users, making them prime targets for spreading misinformation or malicious content.
Gao et al. (2018, 3) further explain that X allows users to maintain anonymity through
the use of usernames or pseudonyms. As a result, individuals have complete control over
their network of connections, choosing who to follow without requiring reciprocal ac-
tions. This scenario provides an opportunity for sybils to exploit the system, particularly
targeting ”social capitalists” - users who, in the hope of increasing their own follower
count, will follow everbody back regardless of the content they post (Dugué and Perez
2014, 1). By taking advantage of such users, sybils can build a seemingly legitimate net-
work, enhancing the illusion of authenticity. Gao et al. (2018) suggest that while some
sybil accounts can be sophisticated, many are relatively simple to identify. These less
sophisticated sybils often exhibit identifiable traits, such as a very recent account creation
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date and an unusually high volume of tweets, or conversely, very few tweets. Human
experts, with their ability to discern these patterns, can effectively detect these accounts
and mitigatie the impact of sybil attacks on the network (Gao et al. 2018, 13).

The types of bots identified by Ratkiewicz et al. (2011), using multiple centrally-controlled
accounts to simulate widespread support, fit into the Sybil category described here, demon-
strating how this tactic can be used to amplify certain narratives.

2. Collusion attacks
In these type of attacks, strength in numbers is the key. In order to harm other OSN users
or launch attacks on the platform, several people participate their destructive activities in
this attack. Specifically, users have the ability to instigate campaigns of slander or ballot
stuffing, enhance their own reputations, influence the results of public surveys, and impact
public discourse. What makes this type of attack difficult to detect is that no fake profiles
are needed, as all users have valid profiles (Cutillo, Manulis, and Strufe 2010, 519).

3. Spamming
Spammers exploit X’s reply feature to send unsolicited messages to users, post numerous
identical updates containing harmful links, and hijack trending topics by posting large
amount of tweets containing specific words. A legitimate user would not repeatedly post
the same content. To avoid detection by X’s automated systems, spam bots use tactics
such as mentioning different usernames at the start of a tweet while keeping the rest of
the message identical. This approach helps these bots evade detection algorithms, as each
tweet appears slightly different (Wang 2010, 3–6). However, from a human perspective,
these bots can be identified more easily upon closer inspection of their profiles, as they
consistently post similar or repetitive content.

Highlighting these bot behaviours and attack patterns is important for understanding the chal-
lenges that detection systems, like the one proposed in this thesis, must address. These examples
underscore the need for real-time tools capable of identifying deceptive bot activities across a
range of scenarios, from political manipulation to spam, enabling users to recognize and re-
spond to potentially harmful bot-generated content. The next section explores various technical
methods of social bot detection, examining how researchers and platforms have attempted to
identify and counteract bot activity.

2.3.1 Social Bot Detection

The fast growth of social media platforms has presented numerous difficulties in keeping the
authenticity of virtual interactions. A critical area of research among these issues is the identi-
fication of social bots. Social bots may be used for a variety of dangerous purposes as seen in
section 2.3, ranging from benign activities to more dangerous ones. These bots are becoming
more and more sophisticated, so identifying and reducing their influence will need sophisticated
technical methods.
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Ferrara et al. (2016) propose a taxonomy to divide existing bot detection approaches into
classes:

1. Graph-Based Social Bot Detection. Strategies, such as SybilRank by Cao et al. (2012),
work by examining the social graph structure, assuming that sybils have less links to
real users and connect mostly to other sybils. Nevertheless, attackers could pretend to
be connected to legitimate accounts in order to imitate authenticity, making conventional
detection techniques that only use community detection less efficient. Certain systems
apply the concept of ”innocent by association,” which regards accounts that communicate
with authentic users as genuine. However, this approach is predicated on the idea that
authentic users refrain from communicating with unfamiliar accounts. Connecting and
interacting with before unknown users is a main feature for OSNs like X, which makes
this assumption unrealistic (Ferrara et al. 2016, 100).

2. Crowdsourcing Social Bot Detection. This approach uses the human mind to manually
label bots. Wang et al. (2012) evaluate how well undergraduates, experts as well as online
hires, can identify social bot accounts based solely on the data in their profiles. The results
are sufficient for use in majority voting that determines the final decision. This approach
is very time and cost expensive and expert workers are needed to make up for the lesser
knowledge of online hires.

3. Feature-Based Social Bot Detection. The focus is on patterns that can be encoded into
machine-readable features to be used in Machine Learning (ML) algorithms to classify
humans and bots. Davis et al. (2016) took this approach to develop the platform ”Botome-
ter X”10, formerly known as ”Bot or Not” or ”Botometer”. Through more than 1000 fea-
tures, classified as network, user, friends, temporal, content and sentiment features, the
model decides on human or bot and presents the decision to the user through the web
interface (Davis et al. 2016, 273–274).

Davis et al. (2016) give users the possibility to check suspicious accounts themselves through
Botometer X. Through an input field, the username or ID of an account can be submitted and
the result shows a score between zero and five, where higher scores equal more bot-like activity.
As a free social bot evaluation service, it requires no signing-in and is accessible to everybody.
This technology helps people to critically analyze the information they come across online by
providing them with the ability to independently check the validity of an account. This is in
line with the objectives of Social Media Literacy, which includes the capacity to identify and
sort through potentially false information, evaluate the reliability of sources, and make choices
on the content they interact with. Essentially, Botometer X helps not just identify bots but also
cultivate a user base that is more educated and knowledgeable, a necessary skill for navigating
the digital environment of today. Due to the changes in the X API (Application Programming
Interface) policies the platform uses historical data and pre-calculated scores11. This is an

10. https://botometer.osome.iu.edu/
11. https://botometer.osome.iu.edu/faq#faq-q4

https://botometer.osome.iu.edu/
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successful example of supporting users in critically evaluating accounts they encounter, but
requires a conscious effort to use the website.

Bot detection technologies in general advance at a rapid pace due to improvements in artificial
intelligence or natural language processing. At the same time, bots get more sophisticated
in trying to evade these detection techniques. One novel challenge is also detecting bots in
real-time, as the large amount of data being generated on social media platforms needs to be
processesed almost instantly to be able to mitigate the potential harm (Ferrara 2023, 8).

In response to the need for efficient, real-time bot detection, this thesis proposes a tool that is
designed to assess bot likelihood instantly as new content appears on the platform. This solution
addresses the gap in existing approaches by focusing on rapid, live data analysis, offering a
practical solution for real-time bot mitigation in the X timeline. While effective bot detection
is essential, understanding how these classifications are made is equally as important. In the
following chapter, XAI will be examined, assessing methods that can make AI-driven social
bot detection transparent and interpretable for users, which is crucial for building trust and
empowering literacy.

2.4 Explainable AI

Explainability is necessary for developers to find and fix biases, mistakes, and areas for im-
provement in AI models. Users need to understand AI decisions in order to establish trust and
use the technology efficiently. Individuals impacted by AI decisions also need to be able to
understand the reasoning behind these decisions (Xu et al. 2019, 4–5). The concept of XAI is
not novel and has been mentioned in literature almost 50 years ago (Scott et al. 1977). Modern
technologies such as Deep Neural Networks, which are considered black boxes due to their un-
known internal functionings, have resurfaced the importance of explainability (Xu et al. 2019,
2). The challenge of balancing model performance and explainability is visually represented
in figure 4 from Gunning and Aha (2019, 46). Different learning strategies are depicted in the
figure as bubbles that are positioned along two axes: explainability (on the x-axis) and learn-
ing performance (on the y-axis). The diagram shows how explainability and performance are
traded off. A models explainability tends to decline when its performance increases and vice
versa. This trade-off highlights the constant difficulty in developing AI, as increasing accuracy
frequently results in a more challenging model to understand.

Transparency can be achieved by offering explanations that clarify why a particular algorithm or
decision should be trusted (referred to as ”explanation-for-confidence”) and explaining how de-
cisions are made by sharing about its internal operations (referred to as ”explanation-for-trust”).
This distinction is important because explanations that develop confidence help users feel more
at ease with using the system. Explanations that generate trust help users comprehend how
the AI works internally (Glikson and Woolley 2020, 638). The design of the extension devel-
oped in this thesis is influenced by the concept of explanation-for-trust, ensuring that users can
critically engage with the systems outputs and develop a deeper understanding of its decision-
making process.



2 RELATED WORK 16

Figure 4: Learning Technique vs. Explainability (Gunning and Aha 2019, 46).

Users frequently modify their dependence on AI in response to perceived system reliability,
which is closely related to the AI’s operational transparency (Glikson and Woolley 2020, 638).
Too much details can be overwhelming for users, since they may find it difficult to understand
the (technical) specifics and consequently lose trust in the system (Glikson and Woolley 2020,
641). This demonstrates the fine balance that XAI must consider between giving consumers just
enough information to foster confidence and not overload them with unnecessary or complex
details. However, users also default to trusting AI without critically evaluating its decisions
just because the it is being made by an AI. Klingbeil, Grützner, and Schreck (2024) found that
the mere knowledge increased user reliance, even when the AI suggestion contradicted avail-
able contextual information or their own judgment (Klingbeil, Grützner, and Schreck 2024,
8). These findings support the design of the extension, suggesting that users need transparency
about the reliability of the model’s predictions. For example, providing a confidence percentage
with each decision can foster trust and help mitigate automation dependency, encouraging users
to engage in critical assessment rather than blindly accepting AI-generated outputs. Further-
more, users must understand limitations, such as potential false positives or missed detections,
to help in deciding how much to rely on the system.

An AI applications accuracy is frequently the main factor that determines user trust. This,
however, may be deceptive as the performance of a model might differ greatly based on the
data on which it is applied. Bias is an important consideration since a model may work well on
some datasets but not well enough to generalize. These biases may be revealed by explaining the
models behaviour, which will help users comprehend and interpret the AI’s choices and outputs
(Jacovi et al. 2021, 625–626). Aechtner et al. (2022) conducted an experiment to evaluate
user, more precisely students, perceptions of XAI explanations. Apart from finding the most
preferred method for their specific case, the results also showed that experts and beginners in
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AI saw explanations differently, with experts finding some easier to understand and novices
finding them more difficult. This highlights the significance of customizing XAI techniques
according on the users proficiency level and informed the design of the tool developed for this
thesis. Tailoring this thesis extensions take on explanations to the intended user is important.
Personal factors, such as AI expertise, greatly influence how explanations are perceived.

One successful example of combining XAI and Media Literacy has been developed by Ferreira
Dos Santos et al. (2019). The authors designed a tool to enhance Media Literacy by helping
users identify bot-generated messages on social media platforms with an XAI approach. The
tool utilizes textual features from bot and human-written messages to provide both classification
and explanation. This approach is rooted in the idea that Media Literacy is crucial for main-
taining trust in OSNs. The tool developed in this project is designed to educate users through
a transparent decision-making process. The decision tree model used is simplified to make its
decision path interpretable by ordinary users. The guide operates by breaking down messages
into features such as the use of uppercase letters, hashtags, and pronouns and explains how these
elements contribute to the likelihood of a message being bot-generated, see figure 7.

Figure 5: Response for a bot tweet Figure 6: Response for a human tweet

Figure 7: Plugin functionality (Ferrara et al. 2016, 6)

While the accuracy with 72% is lower than other models that incorporate additional data (e.g.,
account metadata), the trade-off is a model that provides clear, interpretable explanations that
are valuable for non-expert users. Additionally, the browser plugin tackles the problem of
allowing users to interact with the model in real-time as Ferrara (2023, 8) mentioned, receiving
both a classification and an explanation for any X message they select. The project encourages
users to engage critically with the content and learn how to spot bots. This work inspired
the research conducted in this thesis, demonstrating that it is feasible to offer users real-time
information on whether a message is bot- or human-generated while also providing explanations
for these decisions. The authors only used textual features based on the tweet on the timeline,
which identifies a gap in adding profile features into consideration, strenghtening the decision
and giving users more information to consider.
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3 Methods

This thesis adopts a multi-phase qualitative approach to explore user perceptions, interactions,
and decision-making processes regarding the identification of social bots on X. The research
is designed to assess both the usability and the effectiveness of a browser extension that uses
a feature-based model to detect and indicate bot-like behaviour in real-time. This approach
draws on the multi-phase framework of Daraz and Bouseh (2021), whose use of semi-structured
interviews and focus groups provided insights into user heuristics for evaluating credibility.
Their emphasis on integrating user feedback into the design, development, and evaluation of
a credibility assessment tool serves as a valuable framework for this study. Instead of focus
groups, this thesis uses the Think-Aloud method to gain insights from each person individually.

Think-Aloud (Van Someren, Barnard, and Sandberg 1994). Participants are instructed to solve
a task while ”thinking aloud”, describing their thoughts while doing so. During this process,
interruptions are kept to a minimum to not disturb the thoughts.

Semi-structured Interviews. After, each participant is asked a series of questions. To be able
to add further questions or ask for clarification following the Think-Aloud, a semi-structured
approach is chosen.

This study consist of three phases, each of them serves distinct purposes and all collectively
contribute to the development and evaluation of the chosen solution. The methods described
above are used in both Phase One and Phase Three.

1. Phase One: Pre-Assessment.

2. Phase Two: Design & Implementation.

3. Phase Three: Evaluation & Results.

By incorporating user perspectives from the Pre-Assessment throughout the Design and Imple-
mentation and Evaluation phases, this research ensures that the resulting bot detection tool is
both effective and aligned with real-world user needs. The details for each phase are explained
below.

3.1 Participants

The participants for this study are twelve people aged 23 to 35, all of whom have prior ex-
perience with X and use it on a daily basis. These users all fall into the personal users and
low-volume tweeter type mentioned in section 2.2.1, as their use of the platform is mostly pas-
sive and they consume content rather than create. The participants are six females and six males,
coming from diverse backgrounds to ensure a range of perspectives. Their professions include
five tech students, two software engineers, one massage therapist, one accountant, one radio
presenter and two social media managers. All participants signed an informed consent prior
to their participation, ensuring they fully understood the studys purpose, procedures, and their
rights, including the option to withdraw at any time.
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Participant ID Gender Age Occupation
P1 Female 27 Software Engineer
P2 Female 26 Social Media

Manager
P3 Male 31 Software Engineer
P4 Female 26 Tech Student
P5 Female 30 Massage Therapist
P6 Male 23 Social Media

Manager
P7 Male 26 Tech Student
P8 Male 27 Tech Student
P9 Female 35 Radio Presenter
P10 Male 25 Tech Student
P11 Male 31 Accountant
P12 Female 29 Tech Student

Table 1: Participant Demographics

The participants for this study were recruited through an email invitation, which outlined the
purpose of the research and explained that the study would take place in two phases, requiring
their availability for both the Pre-Assessment and Evaluation phases. Interested individuals
reached out after reading the email to confirm their willingness to participate.

3.2 Pre-Assessment Phase

Inspired by Ngo et al. (2023), this study incorporates a Pre-Assessment Phase to identify which
aspects of social media accounts users rely on to become suspicious of bots. Their use of
qualitative interviews with real users to explore detection cues, such as content characteristics,
account behaviour, and profile features, aligns closely with the methods employed in this study.
The insights of this phase are used to inform the design of the chosen solution in the next phase.

Data collection during the Pre-Assessment Phase is designed to gain an in-depth understand-
ing of how users perceive and interact with social media content on X, particularly regarding
bot activity. Using a combination of Think-Aloud and semi-structured interviews, this phase
gathers qualitative data on users cognitive processes when interacting with X. The primary ob-
jective of this phase is to investigate which features the participants rely on when assessing the
authenticity of X accounts, whether they perceive any critical information as lacking, and what
specific cues trigger suspicion about an account or message.

The Think-Aloud protocol is designed to observe participants decision-making when identify-
ing bot-like behaviour during two different scenarios. In the first, participants analyze a printed
screenshot of a X timeline, where they are prompted to vocalize their thoughts while evaluating
the authenticity of tweets. This exercise provides valuable insights into the specific features or
cues participants rely on when assessing the authenticity of tweets in the timeline, which can
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inform the design of the extension. In the second exercise, participants are asked to evaluate
two printed X profiles that are preselected from the timeline they see earlier, marking features
that indicate whether an account may be a bot or a legitimate user. This scenario further helps
to refine the understanding of which profile characteristics are most important in bot detection
from the users perspective. All participants are shown the same printed profiles and timeline
to ensure consistent conditions, and they are informed beforehand that there were no right or
wrong answers. The sessions are audio-recorded.

The interview questions afterwards aim to investigate general knowledge and concerns about
social bots, as well as interactions with content, such as tweets and profiles, when browsing
the timeline. This phase also seeks to identify any perceived limitations in the current interface
and explore potential areas for improvement. All interviews are fully transcribed by hand, with
anonymization performed during transcription to protect participant privacy.

The study is conducted over the course of a month with meeting each participant in person. To
ensure the tool effectively meets user needs and aligns with actual user behaviours, the results
of the Pre-Assessment are combined to inform the design and implementation of the extension.
The full guide for the interview and Think-Aloud can be found in Appendix C.2.

3.3 Extension Design and Implementation

This phase does not involve the collection of new data, but utilizes the insights collected from
the Pre-Assessment Phase to inform the development process. This phase is also guided by
principles of XAI from Glikson and Woolley (2020) mentioned in section 2.4, ensuring that
users are not only provided with real-time bot detection but also given explanations for why a
particular account or tweet has been flagged.

3.4 Evaluation Phase

The evaluation phase aims to test the extension in an authentic environment after its final devel-
opment. It involves the same group of participants from the Pre-Assessment Phase, who will
now interact with the fully developed extension in real-time. By recruiting them again, it allows
for a direct comparison of their experience with and without the extension. Participants interact
with the extension while logged into their own X profiles to ensure a sense of authenticity. This
approach allows participants to navigate a familiar environment and engage with real-time con-
tent, mirroring their typical social media usage. The study is conducted over the course of two
weeks with meeting each participant in person.

Data collection during this phase again employs Think-Aloud, where participants vocalize their
thought processes as they interact with the extension. Following this, the participants will take
part in a semi-structured interview with open-ended questions, designed to assess the browser
extensions efficiency. Both the Think-Aloud sessions and interviews are audio-recorded to
ensure accurate data capture for subsequent analysis.
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The evaluation focuses on three key metrics: autonomy, helpfulness, and literacy skills develop-
ment. These metrics guided the design of the interview questions, ensuring alignment with the
studys overarching objective of empowering users to critically engage with and analyze digital
content.

Autonomy examines whether the extension supports users in maintaining control over their
assessments, fostering confidence and independent critical thinking. This metric is particu-
larly important because tools that over-direct users risk creating dependency, contradicting the
extensions goal of long-term skill development. Questions will explore instances where the
extensions recommendations may have conflicted with users judgments, the level of control
participants felt over their decision-making process, and whether the tools guidance felt intru-
sive or overly directive.

Helpfulness evaluates how effectively the extension meets users needs and supports them in
identifying machine-generated content. Tools perceived as helpful may be more likely to be
adopted in daily routines, thereby increasing their real-world impact. The evaluation will in-
vestigate whether users received the information they expected, identify features they found
most useful, and explore cases where the extension enhanced their ability to evaluate content.
Feedback on confusing or unhelpful aspects and suggestions for improvement will provide ac-
tionable insights to refine the tool in future iterations.

The literacy skills in this evaluation are adapted from Renee Hobbs original Media Liter-
acy scale described in section 2.1.1, which is originally quantitative and designed for self-
evaluation. To align with the context of Social Media Literacy and the goals of this study,
the five main skill areas identified by Hobbs are modified into qualitative, open-ended questions
tailored to participants interactions with the browser extension.

The results of this evaluation will determine the extensions overall effectiveness and its potential
for adoption in real-world settings. The full guide for the interview and Think-Aloud can be
found in Appendix C.4.

3.5 Data Analysis

This chapter outlines the methods used to analyze the qualitative data collected during the study,
focusing on thematic patterns and key insights derived from the Think-Aloud sessions and semi-
structured interviews.

Think-Aloud Sessions. During the Think-Aloud sessions, participant behaviours and verbal-
ized thoughts are captured through note-taking rather than full transcription. Notes focus on
behaviours of interest, such as hesitation, interactions with the extension, and specific verbal-
izations that indicate decision-making processes or reactions. These observations are integrated
into the analysis alongside the interview data and informed additional, spontaneous questions.

Semi-structured Interviews. All interviews are fully transcribed by hand. To maintain partic-
ipant privacy, all identifying information is anonymized during transcription, with references to
names or personal details removed. In instances where participants provide lengthy pauses or
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responses that stray from the research focus, ellipses ”(...)” are used to indicate omitted content
while preserving the coherence of the transcripts.

Thematic Analysis. The qualitative data collected from the sessions is analyzed using the-
matic analysis, following the six-step framework outlined by Braun and Clarke (2006). This
method was selected for its structured approach to identifying and interpreting patterns within
qualitative datasets, ensuring alignment with the research objectives. The analysis involves a
systematic process with the data:

“

1. Familiarizing yourself with your Data

2. Generating initial codes

3. Searching for themes

4. Reviewing themes

5. Defining & naming themes

6. Producing the report

” (Braun and Clarke 2006, 87)

Both deductive and inductive approaches are employed: the predefined categories autonomy,
helpfulness, and literacy skills guide the initial coding, while additional insights emerge organ-
ically from the data.

The following chapters will describe the realization of each of the three phases outlined in
section 3, with each discussed in its respective chapter including execution and results.

4 Phase One: Pre-Assessment

For selecting a fitting technical solution to address the problem of bot detection on X, multiple
Think-Alouds and semi-structured interviews are conducted to better understand user percep-
tions of the platforms interface in relation to identifying inauthentic accounts.

The flow of the semi-structured interviews can be seen in figure 8. It begins with general ques-
tions about participants X usage, such as their frequency of use, any encounters with bots, and
how they personally define or recognize a bot. After these initial questions, participants are
presented with a Think-Aloud in which they are shown a printed screenshot of a X timeline, see
figure 10, specifically from the Explore page, focusing on the U.S. presidential election 2024
(#POTUS2024). The decision to focus on a political hashtag is made because of the increased
acitvity and risk in these topics, as mentioned by Ferrara et al. (2016) and Vosoughi, Roy, and
Aral (2018). As a task they are asked to verbally walk through their typical behaviour while
browsing the timeline, pointing out any accounts or posts they find suspicious and explaining
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their reasoning. As a second task, all participants are shown printed screenshots of two indi-
vidual X profiles, see figure 9, and instructed to evaluate the profiles for suspicious elements,
using the same Think-Aloud method. They are encouraged to describe any features that help
their assessments, as well as any interface elements they find confusing or unhelpful in deter-
mining authenticity. After finishing the Think-Aloud, the interview continues and participants
are asked a series of targeted questions regarding their overall perceptions of the X interface.
These questions focus on which features they consider essential or redundant, and whether they
believe any additional information or visual cues can enhance their ability to detect bots.

General questions about X usage Experience with bots

Scenario 1: Think-Aloud X feed analysisScenario 2: Think-Aloud profile analysis

Bot assessment factors X interface feedback

Additional comments from participantsEnd

Figure 8: Interview Flow.

The study uncovers several key insights regarding user behaviour and perceptions of X’s in-
terface in relation to bot detection. One of the most consistent findings is the existence of
obstructing features, such as trending topics and promoted tweets, which are considered dis-
tracting by all participants. These elements are seen as irrelevant or unhelpful when attempting
to identify suspicious accounts, suggesting that they divert attention away from the cues users
rely on to assess account authenticity. A number of participants expressed the need for clearer,
more accessible indicators of account activity patterns directly within the tweet view. Features
such as posting frequency and account creation dates were identified as potentially valuable
additions, as they could provide immediate context to help users evaluate the legitimacy of an
account without needing to visit the profile. The reason why users did not look up this infor-
mation themselves was having to click on the profile, which meant leaving the current timeline.
After going back, X reloads content and you can not be sure to end up at the same spot again,
making it seem meaningless.

The findings revealed a significant discrepancy in how users assess accounts based on context.
In the first task, where participants reviewed a timeline of tweets, none flagged two specific pro-
files as suspicious. However, when these same profiles were presented in isolation during the
second task, participants began to suspect that the accounts might be bots. This shift suggests
that the timeline context may dilute or obscure the cues users rely on for bot detection, while
viewing accounts in isolation brings these cues into sharper focus. Another prominent theme
that emerged from the interviews was that many users heavily relied on their personal judgment
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Figure 9: Shortened screenshot of X time-
line with a focus on the #POTUS2024
hashtag. Profile pictures and names are re-
moved for privacy reasons.

Figure 10: Shortened screenshot of one
profile.

Figure 11: Interview material. Profile pictures and names are removed for privacy reasons.

and common sense when determining account authenticity. Several participants mentioned that
they ”just knew” an account was suspicious based on the content it shared, such as spreading
false or misleading information. Participants with a stronger awareness of misinformation tac-
tics appeared to be more adept at distinguishing between human and bot behaviour, indicating
that educational efforts could play a significant role in enhancing users ability to identify bots
effectively. This contextual and educational discrepancy points to a potential limitation in how
X presents account information within the timeline. It suggests that combining timeline views
with additional indicators, such as account activity patterns and supporting users with greater
Social Media Literacy could improve their ability to assess the authenticity of accounts without
needing to switch between the timeline and individual profiles.

In summary, participants expressed frustration with distracting interface elements, such as
trending topics and promoted tweets, and emphasized the need for clearer indicators of ac-
count activity, such as posting frequency and account creation dates. Additionally, the study
revealed that users often rely on subjective judgement or common sense, particularly in relation
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to misinformation, when determining whether an account is authentic or a bot. This suggests
that while users have some intuition for identifying bots, their assessments could be signifi-
cantly improved through better access to contextual information. During the study, participants
expressed a preference for tools that could seamlessly integrate into their existing browsing
experience, without requiring additional effort or external applications. This underscores the
importance of providing information at the point of interaction, which is either through a mo-
bile phone or the browser. In response to these findings, this thesis aims to develop a browser
extension focused at enhancing users ability to detect bots directly within the X timeline. This
decision is made because an extension can be integrated into a browser window seamlessly and
offers flexibility, accessibility, and compatibility across different devices and platforms as well
as offering a bigger area for information without disturbing the current view. By providing
real-time bot detection with intuitive visual cues and immediate access to relevant account in-
formation, the extension seeks to reduce reliance on subjective judgment alone, offering users
the data they need to make more informed decisions. It addresses the challenges identified in
the study through two key features:

1. Real-Time Bot Detection with Visual Indicators: Profiles in the timeline are checked
in real-time against a bot detection algorithm, and the results are displayed through a
color-coded border around the profile picture. This allows users to quickly assess account
authenticity while browsing the timeline and not rely on subjective judgement alone.

2. Additional Account Information in a Side Panel: If users wish to learn more about
why an account was flagged, they can click on the profile picture, prompting a side panel
to open with additional information, such as posting frequency and account creation date,
that they would typically need to research manually. This feature empowers users to
verify their intuitions with objective data, particularly in cases where misinformation may
cloud their initial judgments. The integration also enables users to stay in the current
context. Not having to change windows or leave the timeline ensures that the content
stays the same and is not reloaded.

5 Phase Two: Extension Design

Multiple iterations were done in order to refine the design on how bot likelihood and extra
contextual data could be presented in the most user-friendly and accessible manner. This section
presents design decisions for visual bot indicators and the side panel, and the rationale for each
choice.

5.1 Visual Bot Indicators

Initially, the bot likelihood was presented as a round button placed beside the username in the
timeline. However, user feedback revealed that this approach is too subtle and often overlooked,
particularly when users are scanning the timeline quickly. For most it seems like a badge from X
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that they do not spend any interest to. To address this issue, the design is changed to incorporate
color-coded borders around profile pictures, which are more visually prominent and noticeable.
The decision to use borders tailored to the shape of the pictures is also because they can be
integrated into the timeline in a natural way. It is not an extra component or button that is not in
the original X environment. The color of the border visually represents a likelihood, which is
represented by three colors: red for high bot probability, orange for medium, and green for low.
See figure 12 for a visual presentation of the three states.

Figure 12: Example for each of the three states, from high probability to medium to low.

5.2 Side Panel

The side panel is designed to complement the visual indicators by providing users with detailed
contextual information about flagged accounts. After clicking on the border, the panel opens to
the side. To enhance usability, the information displayed is grouped into four distinct categories:

1. Basic User Data. This section provides basic metadata such as the accounts username,
name, location and profile description. On top of this section is also the bot probabil-
ity in percent, previously users only got the indication but not the actual number. This
percentage element is the largest in the set, making it visible at first glance.

2. Activity Data. This section highlights metrics like posting frequency, account age, tweet,
like and listed numbers as well as followers versus following, which offer insights into
the accounts behaviour patterns.

3. Verification Data. This section includes information about the accounts verification status.
On X there are multiple possible verification types: blue, business, government and none.
The user is made aware what each means for the account through text. For example, the
blue subscription has three different tiers itself, the more a user pays for the subscription
the more features are available, among other things larger reply prioritization. The user is
made aware of this situation with the following text: ”This user has a paid subscription to
X, which offers additional features. Be aware that there are three different payment tiers
in this subscriptions, which offer continuously larger reply prioritization”
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4. Recent Tweets. This section presents the last ten tweets of the selected account, where
users can analyze the content or linguistic features. It is represented through a button, as
this feature is limited through the X API to only be used once every fifteen minutes. This
gives users the oppportunity to decide themselves when they want to check the tweets
from a specific user.

To make these four sections easier to separate visually, each is assigned a distinct background
color in a slightly transparent shade: Blue for basic user data, yellow for activity data, red for
verification data. The colours are chosen because they are visually equidistant to ensure they
section off each information block. See figure 13 for the sidepanel design.

Figure 13: Sidepanel design

The percentage probability, which is visually represented as color-coded borders in the time-
line, is numerically shown in the sidepanel. This percentage is intended to help users interpret
the evaluation and act as a supporting number to help in their own ciritcal thinking and deci-
sion making. In addition to this, incriminating features are visually highlighted by a red dot
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Figure 14: Example indicator

(corresponding to the high probability), see figure 14. This marker alerts users to specific indi-
cators that can influence the classification. These parts of the extension are inspired by the XAI
principles mentioned in section 2.4, ensuring that users can interpret the reasoning behind the
bot probability assessment. The color-coded borders, numerical probability score, and red dot
highlighting incriminating features serve as indicators of the models decision-making process.
During development, there was consideration of incorporating additional explanations about
the internal technical workings of the model. However, this idea was ultimately set aside due to
space constraints and concerns about overloading users with excessive technical information.

6 Implementation

This chapter describes developing of the extension with respect to the core components, archi-
tecture, and features/functionality. To implement the browser extension, initially two versions
for both Chrome12 and Firefox13 were developed. However, ultimately the decision was made
to focus exclusively on Chrome due to its superior ease of use. The extension is built using
Chromes Manifest V3 and utilizes standard web technologies, including HTML, JavaScript,
and CSS, to create the user interface.

A browser extension is required to have a manifest.json file, which holds all the information
about structure, versions and also funcionality. The primary user interface for the extension is a
side panel that opens on user interaction, providing additional information as needed. This side
panel is registered in the manifest.json file, with a path pointing to the underlying html file. As
this extension does not need to run in every browser window, the functionality in the panel is
restricted by using the ”matches” key. It is set to only run in tabs where the URL matches one
of the two cases. As the twitter.com domain still exists but reroutes to x.com, it is included in
the statement.

1 "content_scripts": [
2 {
3 "js": [
4 "content.js"
5 ],
6 "css": [
7 "content.css"
8 ],
9 "matches": [

10 "*://*.twitter.com/*",

12. https://developer.chrome.com/docs/extensions
13. https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions

https://developer.chrome.com/docs/extensions
https://developer.mozilla.org/en-US/docs/Mozilla/Add-ons/WebExtensions
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11 "*://*.x.com/*"
12 ]
13 }
14 ]

Listing 1: Match key which restricts the scripts to only run in matching URLs

If the domain the user is on matches the case, the content files are allowed to run. Content
scripts are specifically designed to inject JavaScript and CSS directly into the Document Object
Model (DOM) of the web page as they can access and read the details of web pages and pass
information to the extension. The content script in this extension has the key functionality of
observing the DOM. X does not load all content immediately but sequentially as the user scrolls
down. This has the benefit of reducing the load time as you can request the content when it is
needed and in smaller chunks. As one of the key features is the visual bot indicator that is
injected directly into the X feed, it is important to observe when X loads these new posts and
evaluate them immediately. To achieve this, a Mutation Observer is used. The observer is
initialized in line 22 in listing 2 and watches for changes to the document body after the first
page load.

1 function observeForTweets() {
2 const observer = new MutationObserver((mutationsList) => {
3 mutationsList.forEach((mutation) => {
4 if (mutation.type == "childList") {
5 // Check for added nodes that are tweets
6 mutation.addedNodes.forEach(function (node) {
7 let tweetNodes = node.querySelectorAll("article[data-testid=tweet

]");
8 tweetNodes.forEach((tweetNode) => {
9 if (!tweetElementsSet.has(tweetNode)) {

10 // Add the tweet to the Set to track it
11 tweetElementsSet.add(tweetNode);
12
13 handleNewTweet(tweetNode);
14 }
15 });
16 });
17 }
18 });
19 });
20
21 // Observe the entire body where tweets are inserted
22 observer.observe(document.body, { childList: true, subtree: true });
23 }

Listing 2: Mutation Observer function

Every change to the DOM is saved into a mutationlist, where it is checked if it is a change in the
childlist because this means something is added to the observed body. X labels all their tweets
with a data-testid=tweet, which simplifies the filtering. Then the found tweet is saved into a
set to check if it is new or not. If it is new, it is added to the set and sent to the handleNewTweet
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function in line 13, where it is sent to the API for evaluation. This initial assessment results in
a number, the higher the more likely to be a bot, and is visually added into the timeline with a
border around the users profile pictures, as shown in figure 12 in the design chapter.

If the user requires further information about an account, they can click on the border to open
the side panel, which provides additional context. The content script sends the initial assessment
to the side panel using a messaging system. This is a mechanism that allows scripts to exchange
data in the form of JSON objects, see listing 3. This approach allows both the content script
and side panel to listen for and respond to messages on a shared channel. After receiving
the data, the side panel makes an additional request to the X API to retrieve detailed profile
information. This information is then displayed in the side panel with additional calculated
features to provide the user with more context about the selected account.

1 chrome.runtime
2 .sendMessage({
3 from: "content",
4 to: "popup",
5 subject: "checkTwitterUser",
6 content: {"username": usernameClean, "percentage": percentage},
7 })
8 .then((response) => {
9 console.log("Got this response: " + response.message);

10 })
11 .catch((error) => {
12 console.warn("Content could not send message", error);
13 });

Listing 3: Message passing

This thesis uses the X API access to gather the user and tweet data for the browser extension.
The API is divided into four tiers: Free, Basic, Pro and Enterprise. As the name says, the first
tier is free and therefore the tier used for this project. This comes with several rate limits, which
restrict how often you can query an endpoint, as well as the endpoints you can use. In this
case, it affects the querying of account data and tweet data. The user lookup is capped at three
requests per fifteen minutes and the tweets at one request per fifteen minutes14.

6.1 Bot Detection Algorithm

The initial plan for this project was to use a custom-built machine learning algorithm developed
in previous research, called ”Spot A Bot” 15, which focuses on analyzing bot activity on X.
Spot A Bot aims to estimate the existence of bots by analyzing trending topics once a day
and aggregating the results by country (United Kingdom, United States, and Germany). This
algorithm relies on querying data from the X API and extracting features from the most recent
tweets of an account. However, this approach presents two significant challenges:

14. https://docs.x.com/x-api/fundamentals/rate-limits
15. https://spot-a-bot.net/

https://docs.x.com/x-api/fundamentals/rate-limits
https://spot-a-bot.net/
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1. API Restrictions: The strict limits imposed by X on the number of API queries that can
be made within a specific timeframe. For this project, which requires real-time evaluation
of many accounts, these restrictions made the approach not possible.

2. Lack of Historical Data: The algorithm does not store previous queries, meaning every
account would need to be queried as if it is the first time. This dependency on real-time
data introduces inefficiencies and further deepens the limitations imposed by the API.

After testing this approach and manually evaluating its performance, the results were unsatis-
factory. Without reliable access to recent tweets, many of the features critical to the algorithm,
such as tweet content and patterns, can not be calculated and lead to unsatisfying results. These
constraints led to a decision to abandon the initial algorithm in favor of an alternative.

6.1.1 Botometer X

The alternative approach adopted is Botometer X, as described by Yang et al. (2020), previously
mentioned in section 2.3.1. Botometer X is a rebranded version of the original Botometer, de-
signed to operate under the constraints of the updated X API policies. This decision is informed
by several key factors:

Independence from API constraints. Botometer X utilizes pre-calculated scores based on
historical data collected before May 31, 2023. This archival approach not only avoids the lim-
itations of the current API but also ensures broad coverage of accounts with historical records.
For accounts created before the cutoff date, it provides bot likelihood scores, enabling the sys-
tem to analyze accounts without the need for real-time data collection.

Focus on metadata. Botometer X relies on account metadata, such as follower counts and
account creation dates, which are more readily available and still provide meaningful insights
into bot-like behaviour.

Ease of integration. Botometer X provides pre-calculated bot scores that can be readily ac-
cessed through its API, which provides different tiers and rate limits. This eliminates the need
for feature extraction on the client side, streamlining the integration process and allowing for
faster deployment within the browser extension.

Proven performance. Botometer X has been validated in prior research and is supported by a
robust framework designed to balance scalability and accuracy. Its use in multiple studies (see
for example Unlu et al. (2024), Pozzana and Ferrara (2020), Beatson et al. (2023)) demonstrates
its reliability and effectiveness in detecting bot-like behaviour.

By addressing the challenges posed by API restrictions and offering a practical, efficient, and
proven alternative based on historical metadata, Botometer X ensures the feasibility of real-time
bot detection within the scope of this project. Although it relies on historical data and cannot
detect changes in recent account behaviour after May 31, 2023, its advantages outweigh these
drawbacks and maintain the systems overall utility and relevance.
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7 Phase Three: Evaluation & Results

Following its development, the extension is tested by the same twelve participants involved in
the Pre-Assessment Phase. Using a combination of Think-Aloud sessions and semi-structured
interviews, qualitative data is collected to evaluate the ability to support autonomous decision-
making, improve helpfulness in identifying bot-like behaviour, and foster the development of
literacy skills. As a task for the Think-Aloud, participants are instructed to browse through the
Explore page focusing on the hashtag #Trump while the extension is active, vocalizing every
thought. Afterwards, they are asked a series of questions focused on the three core evaluation
metrics autonomy, helpfulness, and literacy skills development explained in section 3.4. The
evaluation sessions are conducted in person, with each session averaging one hour in length.
The following sections highlight recurring themes from participant feedback and emphasize the
three core metrics , offering insights into the extensions successes and areas for improvement.
The themes mentioned emerged from the Thematic Analysis explained in section 3.5. The
detailed guide for the Think-Aloud and interview with all questions can be found in Appendix
C.4.

7.1 Autonomy

Reinforcement of Critical Thinking and Independent Judgments. The extension generally
served as a reliable reference point, reinforcing participants existing judgments or prompting
them to critically reflect on their initial impressions. The responses from the interviews re-
veal that the majority of participants (eleven out of twelve) did not encounter situations where
the extensions recommendations conflicted with their own judgments. They expressed overall
agreement with the bot decisions suggested, either immediately or after verifying the support-
ing information provided in the side panel. P2 explained: ”I feel confirmed. Even if I think
otherwise, purely hypothetically, it might give me a basic direction and encourage me to do
more research into the account”. Similarly, P6 highlighted the extensions role in improving
decision-making by providing additional insights: ”More information means better decisions. I
can always check the facts and change my mind, even if the extension says otherwise”.

In one instance, a participants initial judgment of a tweet conflicted with the orange border
displayed by the extension. Upon further investigation into the users profile and tweet history,
the participant identified suspicious patterns of content repetition and ultimately agreed with
the extensions assessment. These findings suggest that the extension reinforced users decision-
making processes, providing an additional layer of confidence and encouraging more deliberate
evaluation of social media content.

Guidance Without Overriding Autonomy. Participants generally indicated that the extension
provided valuable guidance without undermining their ability to make independent choices. P1
explained: ”My decision is still mine. I still want to make my own. But in any case, it is
helpful and gives you a basic direction, subconsciously too”. This sentiment was echoed by
other participants, who emphasized that the tools role was supportive rather than directive. This
suggests that while the extension provided guidance, it did not override users ability to make
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independent choices. By providing recommendations and contextual information, the extension
enhanced users evaluations while allowing them to maintain control over their decision-making
processes.

There were no significant reports of the extension being perceived as intrusive or overly direc-
tive. Instead, participants described the tool as a subtle yet effective aid, aligning with the goal
of fostering autonomy in evaluating content.

Influence of Visual Indicators on Engagement. The design of the visual indicators, particu-
larly the color-coded borders, was noted by participants for being subtle yet effective in guiding
their attention. One participant described the green borders as not extremely noticeable and
mentioned that they blended into the background when multiple green borders appeared af-
ter another. In contrast, the red borders really stand out, signaling something wrong with the
account. P11 explained: ”Green is always there, if it is red, there is something wrong with
it”. Another participant highlighted how the extensions visual cues encourage more mindful
engagement with content, preventing them from ”doom scrolling” through the whole timeline
without another thought. This concludes that the color-coding did not feel intrusive but instead
provided a reassuring sense of safety, with red borders drawing more attention when some-
thing required further investigation. While subtle, it prompted more deliberate interactions with
content, moving beyond passive scrolling.

Potential for Overreliance. Although the majority of participants felt the extension supported
their autonomy, one participant acknowledged a tendency to rely too heavily on the color-coded
borders. P5: ”I think that I personally would accept the green as okay, do not need to investigate
this further, this is an authentic user. I guess this behaviour is not the best, but I do know that
I am lazy and would take this for granted, not always of course, but a lot of the time”. This
highlights the potential for users to passively accept the visual cues without further investigation
and underscores the importance of ensuring that the extension encourages critical engagement
rather than fostering overreliance. It is important to note that this perspective was shared by
only one participant out of twelve and therefore does not represent a significant trend across the
group.

In conclusion, the findings suggest that the extension had a generally positive influence on par-
ticipants autonomy, with most users indicating that it did not over-direct their decision-making
process. While it provided useful visual indicators and supporting information, participants
retained control over their judgments and were able to verify the extensions recommendations
independently. The reinforcement of critical thinking and the non-intrusive nature of the vi-
sual indicators contributed to participants confidence and independence in evaluating content.
However, there were some indications that the visual cues, particularly the green and red bor-
ders, subtly influenced participants engagement with content. A tendency to trust the green
borders as an indicator of authenticity without further investigation could potentially reduce
their motivation to question or assess the content further. This subtle influence could lead to a
passive acceptance of the extensions suggestions, which may contradict the goal of promoting
long-term skill development and independent critical thinking.
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7.2 Helpfulness

Participants found several features of the extension to be helpful in evaluating content.

Statistical Data. Eight out of twelve participants highlighted the yellow cube, which displayed
account-related statistics such as followers, following, account age, and tweet frequency, and
it was mentioned as particularly valuable in comparison to the other information in the side
panel. Participants noted that discrepancies in follower-following ratios or unusually high tweet
frequencies often raised suspicions of bot-like behaviour. For example, accounts with a large
number of followers but very few followings, or vice versa, were flagged as potentially auto-
mated. Similarly, participants used low engagement rates alongside high tweet frequency as
indicators of suspicious activity. The inclusion of profile descriptions was also appreciated,
particularly when these descriptions aligned with the content being posted. Participants noted
that this feature provided further context about an accounts authenticity, helping them confirm
or challenge initial judgments.

Border Visualization. The border visualization was another feature participants found par-
ticularly useful. The clear color coding, with red and orange borders signaling potential bot
activity, enabled them to quickly assess the likelihood of a user being a bot. It also made them
more aware, with P2 stating: ”I would consider the content more, think about it more seriously
as before”. This aligns with the goal of fostering more critical thinking in social media usage.

Access to Tweets. The possibility of looking at other tweets was found highly valuable, as
it offered participants insights into both the content and patterns of users tweets. This feature
enabled them to identify accounts that posted repetitive content or appeared to promote specific
agendas. As mentioned in section 7.1, one participant initially disagreed with the algorithms
decision to mark an account as a bot. However, after reviewing additional tweets from the same
account, the participant identified a pattern of repetitive content, which led to agreeing with
the algorithms initial assessment. This example underscores the significance of this feature in
supporting the identification of suspicious behaviours.

Improved Awareness of Machine-Generated Content. Regarding the ability to recognize
machine-generated content, it was generally agreed upon that the extension helped increase
their awareness, especially when it was marked with a red or orange border. All noted that the
borders acted as a cue to pay closer attention to the content, particularly in cases where they
might have previously overlooked potential bot activity. P12 mentioned: ”Regarding to my
own ability, I think the extension heightens your senses, if I would use it longer I do think that
I would be more aware of machine-generated content, but I do not know if I would recognize
it better as I need the extra information from the side panel to make an informed decision”.
This sentiment was directly mentioned or can be read from context for seven out of twelve
participants. So while the extension made it easier to spot more obvious bot-like behaviour,
participants acknowledged that, in the absence of the extension, they would likely struggle
to identify machine-generated content themselves without the additional information provided
through the side panel.

Challenges and Limitations. The last portion of questions asked for this metric was focused
on how to improve the extensions content and usability. Participants generally felt it provided
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sufficient information, but several suggested improvements for greater usefulness. In response
to expected information, one participant expressed a desire for additional details, such as pat-
terns related to the followers and following network. One participant noted that the profile pic-
ture could be presented bigger, because details are not really visible from the timeline. When
asked about confusing or unhelpful aspects, participants largely found the extension intuitive,
although three individuals suggested that the clickability of the border could be more obvious,
recommending a hover effect for clearer interaction. During their sessions, these participants
did not realize the interactivity of the border and had to be steered in this direction. Lastly, in re-
sponse to improvements, participants proposed that the extension could benefit from linguistic
analysis or indicators to track repetitive tweeting behaviour, alongside enhancements like more
detailed insights into tweet patterns.

In conclusion, the helpfulness metric evaluates how effectively the extension meets user needs
and supports them in identifying machine-generated content. The responses indicate that the ex-
tension was generally well-received, with participants identifying several features that enhanced
their ability to evaluate content. The statistical data, the colour-coded borders and the ability
to check out participants last tweets were found helpful in identifying suspicious behaviour and
contributed positively to the extensions effectiveness and helped confirm the assessments. Al-
though features such as verification type, subscription explanation, and name and location were
not specifically mentioned by participants, they still remain relevant to the overall functionality
of the extension. These features provide valuable context and additional layers of information
that contribute to a more comprehensive assessment of a users authenticity. While participants
may not have explicitly highlighted them, their inclusion can still play a crucial role in support-
ing users decision-making processes by offering this supplementary data that can inform their
evaluation of social media profiles. When asked, only four out of twelve participants knew the
new rules of twitter verification. It can be bought for money and is a subscription to a pre-
mium version instead of going through a verification process. This knowledge gap validates
that the information is there, even though participants did not deem it significant enough to be
mentioned.

7.3 Social Media Literacy Skills

7.3.1 Access

Access refers to the ability to locate and effectively use media content. Adapted from the
original Media Literacy scale, this skill area was contextualized for Social Media Literacy to
suit the particular goals of this study. Where the original scale put an emphasis on the ability to
navigate through different sources of media, evaluate their quality, and keep oneself informed,
the adaptation focuses on tasks related to assessing the information on authenticity of social
media accounts and content. Questions developed for this skill area were to reflect how well the
extension supports users in accessing this information. For example, questions like ”How easy
was it to find relevant information using the extension?” address the ease of access, while ”In
what ways does the extension make it easier than manual searches to locate credible content?”
assesses if the tool reduces the effort needed for credibility assessment.
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Ease of Locating Relevant Information using the Extension. Participants found the extension
intuitive and direct in how information is presented. Comments throughout emphasized the ease
of retrieving information. Participants noted, for example, that ”everything is listed directly one
after the other” or that ”one click basically” retrieves information. Participants for whom the
clickable border were not immediately obvious indicated the interface was easy to use once
the elements were explained. These findings suggest that the extensions design effectively
minimizes cognitive load, allowing users to access key insights quickly and without confusion.

Comparison to Manual Searches for Credible Content. All participants reported that the
extension outperformed manual searches in facilitating the discovery of credible content. P2
explained that the extension ”says everything I want to know” while P1 noted that its struc-
tured presentation of data, such as tweet frequency ratios, provided information that is either
unavailable on the timeline or an effort to deduce manually. They liked that one could view
summarized information without having to leave the timeline, which they contrasted with the
inefficiency and inconvenience of manually navigating to and from profiles. One more time, the
concise and organized format of the extension was put as its strong point: providing structured
information at one glance, saving effort or memorization.

Overall, responses from participants show that the extension simplifies not only access to in-
formation but also increases the users ability to interact and benefit from data that is well-
organized, central to the Access skill area. By reducing cognitive load and centralizing relevant
insights, it supports the development of the Access skill area. These findings suggest that the
extension effectively meets its goal of fostering literacy by making credibility assessments more
accessible and less effortful.

7.3.2 Analyze

The Analyze dimension focuses on the ability to identify the structure and purpose of media
messages. This includes recognizing persuasive techniques, identifying the elements that make
up a media message and understanding its social, political, or economic implications. The orig-
inal items from the scale were adapted to reflect how well the extension supports the analysis of
online content on X. The questions were tailored to address two key areas. First, how effectively
the extension breaks down a media message, asking participants how well the tool dissects and
presents information from social media profiles, such as tweet content and user behaviour pat-
terns. Second, the question explored whether the extension helps participants identify patterns
in the tweets, assessing if the tool aids in seeing repetitive behaviours, agendas or other signs
in a users activity. These adaptations are aimed at evaluating how the extension encourages
critical analysis of social media content by making the intent of messages more transparent.
Participants showed a range of responses in the extensions ability to help them deconstruct and
analyze.

Focus on Account-Level Analysis. Three participants found that the extension primarily an-
alyzed the account rather than the content itself. P8 said: ”It does not really break down the
message but the account”, acknowledging that while the tool offers insights into the profile the
breakdown of a media message still required the users effort. They further emphasized that,
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although the extension does not directly analyze tweet content, such as sentiment, the informa-
tion provided about the user could contribute to a broader understanding of the content being
posted. The extension provided a structure for users to recognize patterns in behaviour, with
P1 noting that: ”The account is also part of the media message in a way”. The importance of
the profile and other metadata in providing context to the tweets was recognized by eight out of
twelve participants. While the extension did not directly analyze the tweet content, it provided a
framework for users to analyze the behaviour and potential intent behind the account, fostering
critical engagement with the media messages.

Limited Text Analysis. The limited ability of the extension to analyze tweet-level content was
identified as a significant limitation. Several participants pointed out that the tool could not offer
insights into specific tweet text, which left aspects of content analysis incomplete. P8 remarked:
”It does not analyze text. And one tweet is not enough to know an agenda”, reflecting the need
for more advanced content analysis features, such as sentiment evaluation or recognition of
political and ideological agendas. This limitation was seen as a barrier to fully understanding
persuasive techniques or the specific intent behind media messages. While the tool facilitated
an understanding of account-level behaviour, participants noted that a deeper analysis of tweet
content would provide a clearer picture of the purpose and implications of the media messages.

Contribution to Identifying Patterns. Despite the lack of tweet-level analysis, participants
valued the extensions ability to identify patterns of behaviour and agendas at the account level.
For example, repetitive content or behaviour indicative of automation was easier to identify
using the tool. The structured data presentation allowed users to detect patterns that might not
have been apparent from examining individual tweets alone. One participant noted that seeing a
users tweet history provided crucial context for understanding their behaviour and intent. This
ability to highlight behavioral patterns aligns with the Analyze dimensions goal of recognizing
the purpose behind media messages.

The responses reflected two perspectives on the extensions role in media message analysis.
Some participants felt that the account-level analysis was sufficient to foster critical engage-
ment with the content, arguing that context from the profile was often more insightful than the
individual tweets themselves. Others, however, emphasized that text analysis was essential for
understanding persuasive techniques and agendas, suggesting that the tools capabilities would
be enhanced by integrating these features. The extensions contribution to identifying repeti-
tive behaviours and agendas corresponds to recognizing different purposes of media messages,
though participants suggested that more in-depth analysis of the content would provide a clearer
picture. Therefore, the extension supports some elements of the Analyze skill area, but further
improvements to text analysis would deepen its impact and provide a more comprehensive tool
for media message analysis.

7.3.3 Evaluate

The Evaluate skill focuses on assessing the credibility, reliability, and intent behind media mes-
sages. The original scale emphasizes the ability to critically evaluate the accuracy, fairness, and
bias of media messages, as well as the credibility of their sources. For the purposes of this
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study, these concepts were adapted into two qualitative questions to explore how effectively the
browser extension equips users to assess the credibility of online accounts and their content.

Sufficient for Credibility Assessment. All participants agreed that the information provided
by the extension was sufficient for judging the credibility of a user or their content. The or-
ganized presentation of account-level data, such as tweet frequency, follower-following ratios,
and account age, allowed participants to assess the authenticity of accounts. P2 noted: ”(...),
everything I need to judge the user is in one place”. This reflects the extensions ability to sim-
plify credibility evaluation by consolidating key data into an accessible format. However, the
emphasis on the word sufficient highlights that while the extension supports credibility assess-
ment, there is room for improvement. Several participants pointed out that the tools focus on
account-level data often left gaps in their ability to fully evaluate the content itself. This mirrors
findings from the Analyze dimension in 7.3.2, where this is already mentioned as a constraint.
P10 remarked: ”It’s hard to separate credible and non-credible if I can’t always see other tweets.
I can’t always deduce that just from the account”. This sentiment underscores a key limitation:
the extensions API restrictions limit its ability to consistently provide access to tweet content,
reducing its effectiveness in evaluations.

The findings suggest that the browser extension provides sufficient support for assessing the
credibility of online accounts, particularly through account-level data. The lack of direct content
analysis remains a significant limitation, constraining the tools ability to help users evaluate
bias, intent, or reliability at the message level. Expanding the extensions capabilities to include
text analysis could address these gaps and enhance its utility in fostering critical Media Literacy.

7.3.4 Create

The Create skill area, which focuses on developing content to express ideas effectively, was not
included in this evaluation, as the primary purpose of the browser extension is to support users
in critically assessing online content rather than creating it. Therefore, this aspect falls outside
the scope of the study and is not relevant to the extensions objectives.

7.3.5 Act

The Act skill area focuses on participants ability to engage actively and responsibly with media.
In the context of this study, it examines whether the tool fosters more thoughtful consumption
of online content, encourages users to question what they see, and empowers them to feel more
confident in their decisions. Based on the responses, the extension had a significant impact on
participants critical engagement with content.

Promoting Thoughtful Media Consumption. Many noted that the extension prompted them
to examine content more thoroughly, often leading them to question the authenticity of posts
they would have otherwise dismissed. As P3 stated: ”I would normally scroll over things
without giving them a second thought, but the extension made me stop and think”. This shift in
behaviour reflects the extensions role in fostering greater awareness during media consumption
and encouraging users to engage more thoughtfully with social media.
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Encouraging Critical Thinking. Participants also reported that the extension encouraged crit-
ical thinking, with several expressing that they were more likely to seek additional information
and analyze content. This aligns with the goal of the Act skill area, which emphasizes active
and responsible engagement with media. The structured information provided by the tool ap-
peared to reduce the cognitive load associated with such tasks, making it easier for participants
to adopt these behaviours.

Enhancing Decision-Making Confidence. Participants also reported a sense of increased con-
fidence in their ability to make decisions about the authenticity of accounts, with many noting
that the extension provided a sense of reassurance and made them feel more empowered to
make informed decisions. For example, P1 mentioned: ”I feel more confident with it. If I was
alone, I wouldn’t dare make a distinction between human and bot, but with the tool, I feel more
empowered to make a decision”. This increased confidence was a recurring theme, with par-
ticipants acknowledging that the tool supported their ability to make judgments they would not
have attempted independently.

Overall, the extension demonstrated its capacity to positively influence users critical engage-
ment with social media content and enhance their confidence in evaluating online information.
By fostering thoughtful media consumption, encouraging critical thinking, and empowering
users to make informed decisions, the extension aligns strongly with the goals of the Act skill
area. These findings highlight the tools potential to improve Social Media Literacy by promot-
ing active and responsible media engagement.

8 Discussion

This study examined how a real-time bot detection extension influences Social Media Literacy,
critical thinking and media consumption on X. By integrating visual bot cues into the timeline
and providing users with the option to gain additional contextual information on the accounts,
the extension gives the opportunity to critically evaluate content that is encountered online. This
discussion is structured into three main parts. First, each of the study’s hypotheses is examined,
then the case of a unique participant who exhibited different behaviour is explored and lastly
the broader implications of the findings are discussed in the context of Social Media Literacy.

8.1 Influence on User Behaviour

The null hypothesis (H0) defined in section 1.1 implies that the tool would not influence users
social media behaviour, such as critical thinking. Results in section 7.1 indicate that participants
did modify their behaviour when engaging with social media content, rejecting the assumption
that the tool had no meaningful effect. Participants became more cautious, actively analyzed bot
classifications and reported increased awareness of digital content. This supports Potter (2021)
definition, that literacy is a continuum and develops the needed skills progressively. Users
demonstrated a greater intention to critically analyze content and benefitted from the additional
information provided by the tool, positively influencing their literacy. Connecting to Sterrett
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et al. (2019) findings that unfamiliar sources are treated similarly to trusted ones, the exten-
sion interrupts this behaviour by visually distinguishing suspicious accounts. However, not all
users exhibited an increased sense of autonomy in their decision-making. While many engaged
critically with the tool, one participant relied entirely on the classification system without ver-
ifying content independently, demonstrating a potential overreliance. This suggests that while
the tool supports critical engagement, it may also discourage self-directed evaluation in certain
cases. This aligns with the findings of Klingbeil, Grützner, and Schreck (2024), that users often
default to trusting automated decisions without critical assessments. This behavioral outcome
could be influenced by the specific way the XAI elements were presented in the extension. The
tool provided immediate visual indicators (color-coded borders depending on the bot likeli-
hood percentages) and contextual information, which simplified the evaluation process. While
these elements improved interpretability and accessibility, they may have also fostered a false
sense of certainty. The null hypothesis (H0) is rejected, as the findings demonstrate that the
tool did influence user behavior by enhancing critical engagement and Media Literacy. While
one participant exhibited overreliance, this isolated case does not outweigh the overall trend of
increased engagement from the majority of participants.

8.2 User Empowerment in Distinguishing Bots

The first alternative hypothesis (H1) suggests that users who engage with the bot detection ex-
tension will feel empowered in distinguishing between human-generated and machine-generated
content on X. Empowerment in this context is interpreted as increased confidence and auton-
omy. The findings in section 7.3 and 7.1 show that the tool increases confidence in evaluating
accounts, serving as both a means of reinforcing judgment and an additional resource for refin-
ing assessments. Participants reported that they either felt validated by the tools classifications
or used the contextual information to refine their evaluations. The tool was not perceived as in-
trusive or overly directive, reinforcing the idea that users remained in control of their decisions
rather than being led by AI classifications. This highlights a critical aspect of empowerment -
users retained autonomy over their evaluations, utilizing the tool as a guiding mechanism rather
than a final authority. Participants mentioned the contextual information provided by the tool as
a key element that helped them recognize patterns from automated accounts. The ability to see
account activity details (e.g., post frequency, further tweets) allowed users to engage more criti-
cally with content and interpret for themselves. While Klingbeil, Grützner, and Schreck (2024)
found that providing contextual information does not guarantee that users will incorporate it into
their reasoning process, all participants except for one did vocalize their consideration of the in-
formation during the think-aloud. The results partially accept H1, as most participants reported
feeling empowered and more confident in distinguishing between human- and bot-generated
content. The tool was perceived as a guiding mechanism, helping users structure evaluations
without overriding their autonomy. As seen in Abbasi and Liu (2013), credibility scoring meth-
ods can have great results, but their impact is limited when not integrated into live interactions.
The results indicate that users felt more empowered precisely because the tool allowed them to
engage critically at the moment of exposure, strengthening the argument that H1 is supported.
However, the case of one participant who exhibited overreliance suggests that empowerment
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was not uniform across all users. These findings underscore the potential of AI-assisted literacy
tools to enhance user decision-making in real-time, provided they are designed to support rather
than replace human judgment.

8.3 Cautious Media Consumption

The second alternative hypothesis (H2) proposes that users who engage with the bot detection
extension will develop more cautious media consumption behaviours, demonstrating increased
awareness of content credibility when using X. As outlined in section 2.1.3, social media plat-
forms function according to their own logic, norms, and standards of authenticity, which influ-
ence how users interpret and engage with content (Cho et al. 2024). The results demonstrate that
targeting the medium, in this case X, has been successful in increasing user awareness of bot
presence. Several participants stated that they had never considered the extent of bot activity on
the platform before using the extension. While they may have implicitly known that bots exist,
visually seeing them highlighted in real time fostered a deeper awareness. Participants men-
tioned increased sensitivity towards bot presence and plans to evaluate content more strongly in
the future. However, these findings are primarily self-reported, raising the question of whether
these behaviours will persist over time. The results support H2, as the majority of participants
demonstrated increased skepticism and more cautious content evaluation behaviours. However,
because these findings are self-reported, further research is required to determine whether these
persist over time.

8.4 Critical Thinking vs. Blind Trust: Participant 5

This chapter explores the experiences and insights gained from the participant mentioned in sec-
tion 8.1 and 8.2. While the majority demonstrated increased critical engagement with content
on X, P5 deviated significantly from this pattern. She fully relied on the bot classification with-
out attempting to independently think about its assessment. Instead of using the extension as a
supportive mechanism, she adopted a passive approach, treating the classifications as definitive
rather than an indicator. During the think-aloud session, she simply glanced at the color-coded
borders and the bot likelihood score, accepting these outputs without further analysis. Unlike
other participants, who engaged with contextual information, she moved on immediately after
seeing the AI’s decision. P5 mentioned thinking that AI is smarter than her because it has more
knowledge to build a decision on. This unquestioning trust in AI may be rooted in her not
actively using any tools that incorporate it or know the inner workings of this technology. P5s
professional background as a massage therapist, which does not subject her to any advanced
technology in her day-to-day life, could be a factor. During the interview, she also mentioned
not using any AI tools and when asked, did not know ChatGPT. She did not encounter any
trouble using the extension, indicating that the behaviour was not due to interface complexity
but rather a lack of motivation to critically engage with the information.

This case demonstrates that while AI-assisted tools can enhance literacy, they may also rein-
force overreliance in individuals who already trust AI without question. While the hypotheses
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are accepted/rejected based on the overall findings, this case serves as a reminder that this con-
clusion must be considered with this user type in mind. It highlights the complexity of AI
decision making and the need for cautious interpretation and also data presentation, raising the
question of how to get these users to engage in more thoughtful media consumption.

9 Conclusion and Outlook

This study explored the question: ”How does a real-time bot detection extension influence
users Social Media Literacy, critical thinking, and media consumption behaviors when engaging
with content on X?”. The findings indicate that the tool influences user behavior by altering
how participants engage with content on the platform. Specifically, the extension led users to
pause before interacting with content, increasing their awareness of potential bot activity and
prompting a more cautious and analytical approach to evaluating posts. Instead of passively
consuming information, users actively questioned the authenticity of accounts and used the
tools features to understand why an account was classified as a bot. However, one participant
relied too heavily on the AIs classifications, demonstrating a potential risk of overreliance. The
tool positively impacts Social Media Literacy by making the presence of bots more visible
and understandable. Many participants acknowledged that they had never realized how many
automated accounts there were until using the extension. This demonstrates that explicit visual
cues can help uncover hidden agendas on the platform. The explainability features supported
critical thinking by prompting users to engage with bot classification criteria rather than relying
solely on intuition. The impact varied, with some relying more heavily on the AIs classifications
while others used the tool as an additional aid in their decision-making process. Participants
reported that they planned to scrutinize posts more thoroughly in the future and became more
skeptical of content they might have previously engaged with uncritically.

In addition to the insights gained from this study, several limitations must be acknowledged.
One key limitation is content variability, as participants tested the extension on different days
and were therefore exposed to different content. Some users encountered a high number of bot-
like accounts, while others saw significantly fewer, which may have influenced their perception
of the tool. Standardizing content exposure in future research could ensure more consistent find-
ings. Another limitation is the short duration of the study, which primarily captured immediate
reactions and self-reported behavioral changes. While participants expressed increased aware-
ness and an intention to evaluate content more critically, it remains uncertain whether these
behavioral shifts will stay over time. Long-term studies would be necessary to determine the
tools impact on media consumption and critical engagement. The studys sample size was rela-
tively small with twelve participants, which may limit the generalizability of the results. Even
though the research was intended to be of qualitative nature, future research should incorporate
a more representative sample to explore how different user groups engage with the tool and
whether different literacy backgrounds influence its effectiveness. The voluntary participants
were mostly individuals with technical backgrounds, like tech students or software engineers.
Their familiarity with digital systems may have led to higher baseline levels of literacy and a
more favorable reception of AI-supported tools. Additionally, the functionality of the exten-
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sion is influenced by the limitations of the X API. Access to more data and higher rate limits
requires subscribing to higher-tier API plans, which may not be feasible for all researchers due
to financial constraints.

Building upon these limitations, future research should consider conducting longitudinal studies
to assess the sustained impact of this AI-assisted tool on users media consumption behaviors
and critical thinking skills. Such studies would help determine whether initial increases in
awareness and critical evaluation are maintained over time or go away without continued in-
tervention. Additionally, expanding the sample size and diversity to include participants from
various demographic backgrounds would provide a more comprehensive understanding of the
tools effectiveness across different user groups. Assessing each participants literacy levels be-
fore any testing should make the results more interpretable and help in understanding varying
results. Exploring the integration of other or more explainability features within the tool could
also be beneficial, as clearer justifications for classifications may reduce the experienced over-
reliance. Investigating the applicability and impact for such a tool across various social media
platforms would offer insights into versatility and potential for broader application.

In conclusion, this study underscores the potential of real-time AI-assisted interventions in en-
hancing Social Media Literacy and critical thinking among users. The findings suggest that
while such tools can significantly enhance users ability to identify automated content and en-
gage more critically with online information, challenges remain regarding user dependency on
AI outputs and the longevity of behavioral changes. Future work should ensure that these tools
act as enablers of independent thinking rather than replacements for critical evaluation skills.
Addressing these challenges through targeted future research and tool refinement is essential
to ensure that AI serves as a facilitator of independent critical thought, thereby contributing
effectively to the development of informed social media users.
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Appendices

A AI Methodology

A.1 DeepL

I used the tool (https://www.deepl.com/en/translator) to find synonyms or translate text for bet-
ter understanding.

A.2 Grammarly

I used the tool (https://app.grammarly.com/) simultaneously to writing because of its ability to
proofread and catch mistakes in real-time.

A.3 ChatGPT

I used the tool (https://chatgpt.com/) to generate summaries from academic papers to be able to
quickly decide if it is relevant for this thesis. Additionally, I used it for spell-checking and writ-
ing recommendations. For example, a prompt I used was ”You are now an expert in academic
writing. Please review the following text and give me feedback on how to improve the structure
as well as the wording”. I estimate that 5% of the text was modified with this tool.

A.4 Practical Part

No generative AI was used for the practical part of this thesis.

B git-Repository

https://gitlab.mediacube.at/fhs43707/masterarbeit-mmt-daniela-dottolo

C Vorlagen für Studienmaterial

C.1 Informed Consent Pre-Assessment

https://www.deepl.com/en/translator
https://app.grammarly.com/
https://chatgpt.com/
https://gitlab.mediacube.at/fhs43707/masterarbeit-mmt-daniela-dottolo


 

 

Datenschutzinformation und Einwilligungserklärung 
zur Erhebung personenbezogener Daten in Interviews 

 

Sehr geehrte Teilnehmerin, sehr geehrter Teilnehmer! 

Im Rahmen meines Masterstudiums MultiMediaTechnology an der Fachhochschule Salzburg GmbH 

verfasse ich gerade meine Masterarbeit.  

Im Rahmen dieser wissenschaftlichen Arbeit werden personenbezogene Daten erhoben und 

verarbeitet, deshalb finden Sie im Folgenden alle Informationen, zu deren Mitteilung ich als 

Verantwortliche/r gemäß der Datenschutz-Grundverordnung (DSGVO) verpflichtet bin. 

Ihre Teilnahme am Interview erfolgt freiwillig und unentgeltlich. Sie können jederzeit ohne Angaben von 

Gründen ausscheiden. Ist die Datenverarbeitung nicht gewünscht, kann jedoch keine Teilnahme am 

Interview erfolgen. 

1. Verantwortliche/r für die Datenverarbeitung 

Interviewer/in, Verfasser/in der Masterarbeit und Verantwortliche/r für die Datenverarbeitung iSd Art 4 

Z 7 DSGVO ist: 

Name des/der Studierenden 

Daniela Isabel Dottolo 

Kontaktdaten 

Email: ddottolo.mmt-m2021@fh-salzburg.ac.at 

2. Thema der Masterarbeit 

Titel der wissenschaftlichen Arbeit:  

Social Media Literacy: Educational Impact of an Online Tool for Recognizing and Addressing Machine-

Generated Content on Twitter (Working Title) 

Beschreibung (Kurzabstract): 

Diese Masterarbeit konzentriert sich auf die Verbesserung der digitalen Kompetenz durch die 

Entwicklung eines innovativen Tools, das Nutzern hilft, Bot-Accounts auf der Plattform X zu erkennen. 

3. Darstellung und Zweck der Datenverarbeitung 

Im Rahmen dieser wissenschaftlichen Arbeit werden personenbezogene Daten erhoben und 

verarbeitet, um eine Auswertung von Interviews zur Erkennunng  von Bots auf Twitter zu ermöglichen. 
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Die Daten werden mittels eines Diktiergeräts aufgenommen und danach transkribiert sowie 

anonymisiert. 

4. Welche Daten werden erhoben bzw. verarbeitet? 

Alle im Rahmen des Interviews mit Ihnen erhobenen Daten werden für die wissenschaftliche Arbeit 

weiterverarbeitet. Die Erhebung der Daten erfolgt ausschließlich bei Ihnen. 

5. Rechtsgrundlage 

Die Rechtsgrundlage zur Verarbeitung dieser personenbezogenen Daten stellt Ihre Einwilligung nach 

Art. 6 Abs 1 lit a bzw. Art. 9 Abs 2 lit a DSGVO bei besonderen Kategorien personenbezogener Daten 

dar. Sie haben das Recht Ihre Einwilligung jederzeit zu widerrufen, was jedoch nicht die Rechtmäßigkeit 

der bis dahin erfolgten Verarbeitung berührt. 

6. Übermittlungsempfänger und/oder Übermittlung an ein Drittland/an eine internationale 

Organisation 

Die personenbezogenen Daten werden nicht an Dritte weitergegeben. 

 

7. Veröffentlichung und etwaige Publikationen 

Gemäß § 19 Abs 3 FHG sind positiv beurteilte Master- und Diplomarbeiten durch Übergabe an die 

Bibliothek der Fachhochschule zu veröffentlichen. Auch Bachelorarbeiten können veröffentlicht werden 

oder deren Inhalt für wissenschaftliche Publikationen genutzt werden. 

Die Abschlussarbeit enthält lediglich anonymisierte Daten, wodurch bei einer Veröffentlichung oder 

Publikation jedenfalls keine Rückschlüsse auf einzelne Personen möglich sind. 

8. Speicherdauer  

Sofern Ihre personenbezogenen Daten nicht nach der Erhebung anonymisiert werden, werden sie so 

lange gespeichert, wie sie zur Erfüllung des vorgesehenen Zwecks notwendig sind oder gesetzlich 

vorgesehen Aufbewahrungsfristen bestehen. Zum Nachweis der Einhaltung guter wissenschaftlicher 

Praxis können Forschungsdaten 10 Jahre aufbewahrt werden. 

9. Betroffenenrechte 

Ihnen stehen in Bezug auf ihre personenbezogenen Daten folgende Rechte zu: 

• Sie können Ihre Einwilligung jederzeit bei der oben angeführten Kontaktperson widerrufen.  

• Recht auf Auskunft, Berechtigung oder Löschung, Einschränkung der Verarbeitung, 

Datenübertragbarkeit, welche Sie durch Kontaktaufnahme mit der oben angeführten 

Kontaktperson geltend machen können. 

• Wenn Sie der Ansicht sind, dass Ihre personenbezogenen Daten nicht im Einklang mit dem 

bestehenden Datenschutzrecht verarbeitet werden, steht Ihnen weiters das Recht auf 

Beschwerde bei der österreichischen Datenschutzbehörde zu (Barichgasse 40-42, 1030 Wien, 

Telefon: +43 1 52 152-0, E-Mail: dsb@dsb.gv.at). 

 

10. Einwilligungserklärung  
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Hiermit willige ich ein, dass die im Rahmen der Masterarbeit erhobenen personenbezogenen Daten 

durch die verantwortliche Person für die genannten wissenschaftlichen Zwecke in der beschriebenen 

Art und Weise verarbeitet werden dürfen. Sofern ich besondere Kategorien von personenbezogenen 

Daten angegeben habe, sind diese von der Einwilligungserklärung ausdrücklich umfasst.  

Hinweis: Ihre Einwilligung ist freiwillig. Sie können die Einwilligung ablehnen, ohne dass Ihnen dadurch 

Nachteile entstehen. Sie haben das Recht Ihre Einwilligung jederzeit zu widerrufen, was jedoch nicht 

die Rechtmäßigkeit der bis dahin erfolgten Verarbeitung berührt. 

 

 

 

____________________________________________  
Name der interviewten Person  

 

 

 

____________________________ _____________________________________       

Ort, Datum          Unterschrift 
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C.2 Pre-Assessment Interview Guide



Vorbereitung: 

 

• Fokus des Interviews erklären (handelt sich um Masterarbeit mit Bezug auf 

maschinengenerierten Content) 

• Informed Consent 

o Teilnehmer informieren dass Ihre Antworten vertraulich behandelt sowie 

anonymisiert werden 

o Einwilligung zu Audio-Aufnahme  

o Teilnehmer können jederzeit austreten 

o Unterschreiben lassen 

 

Interview Fragen 

 

Allgemeine Fragen 

1. Nutzt du Twitter regelmäßig?  

a. Kannst du deine Nutzung eingrenzen in täglich/2x die Woche/3x etc. 

2. Wofür nutzt du Twitter? 

3. Wie würdest du einen Bot auf Twitter definieren? 

a. Wie würdest du einen Bot allgemein beschreiben? Was ist ein Bot überhaupt? 

 

Erfahrung mit Bots 

1. Hast du jemals einen Bot auf Twitter erkannt? 

a. Wenn ja, kannst du diese Erfahrung bitte beschreiben? 

2. Wofür denkst du werden Bots verwendet? 

 

Szenarios 

Szenario 1: Twitter Feed Analyse 

(Teilnehmer bekommt Bild eines Twitter Feeds) 

(Sicherstellen, dass Twitter-Feed und die Profilbilder repräsentativ für die gängige Bot- und Nicht-Bot-

Merkmale sind)  

• Bitte markiere die Informationen, die du für nützlich hältst, um zu erkennen, ob die Tweets 

authentisch sind. 

• Bitte sprich während der Ausführung der Aufgabe bei jedem Gedanken laut mit. 

• Auf welche Merkmale achtest du? Und warum? 

Szenario 2: Twitter Profil Analyse 

(Teilnehmer bekommt  Bild eines Twitter Profils) 
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(Hier je nach angezeichneten Merkmalen Follow-Up Fragen stellen)  

Bitte markiere Merkmale, die für dich darauf hindeuten, dass der Nutzer ein Bot sein könnte. (rot) 

• Streiche Informationen durch, die du nicht für nützlich hältst. (schwarz) 

• Bitte sprich während der Ausführung der Aufgabe bei jedem Gedanken laut mit. 

• Welche Merkmale sind für dich Indikatoren, dass der Benutzer ein Bot ist? Und warum? 

o Sind diese Merkmale für dich überhaupt sichtbar? 

 

Einflussnehmende Faktoren 

1. Hinterfragst du oft die Echtheit von Konten oder Tweets?  

a. Warum oder warum nicht? 

2. Wie viel Zeit verbringst  du normalerweise damit, dir Tweets anzusehen, bevor du dir eine 

Meinung zur Authentizität des Autors bildest? 

a. Passiert das überhaupt oder liest du Tweets ohne Hintergedanken? 

3. Was lässt dich an der Authentizität eines Accounts oder Tweets zweifeln? 

4. Auf welche spezifischen Anzeichen oder Merkmale achtest du, wenn du feststellen willst, ob 

ein User ein Bot ist? 

5. Siehst du dir die Profile von Verfassern von Tweets an, die dir verdächtig erscheinen? 

a. Wenn ja, nach welchen spezifischen Informationen suchst du auf deren Profilen? 

b. Wenn nein, warum nicht? 

6. Was könnten Schwierigkeiten bei der Erkennung von Bots auf Twitter sein? 

 

Twitter Interface 

1. Findest du, dass die aktuelle Twitter-Oberfläche genügend Informationen bietet, um eine 

fundierte Entscheidung über die Authentizität von Accounts zu treffen?  

a. Warum oder warum nicht? 

2. Welche zusätzlichen Funktionen oder Änderungen an der Twitter-Oberfläche würden helfen, 

Bots besser zu erkennen? 

 

Ende 

1. Möchtest du noch etwas zu deinen Erfahrungen mit Bots auf Twitter hinzufügen oder hast du 

Vorschläge zur Verbesserung der Erkennung von Bots? 

2. Dankeschön 
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C.3 Informed Consent Evaluation



 

 

Datenschutzinformation und Einwilligungserklärung 
zur Erhebung personenbezogener Daten in Interviews 

 

Sehr geehrte Teilnehmerin, sehr geehrter Teilnehmer! 

Im Rahmen meines Masterstudiums MultiMediaTechnology an der Fachhochschule Salzburg GmbH 

verfasse ich gerade meine Masterarbeit.  

Im Rahmen dieser wissenschaftlichen Arbeit werden personenbezogene Daten erhoben und 

verarbeitet, deshalb finden Sie im Folgenden alle Informationen, zu deren Mitteilung ich als 

Verantwortliche/r gemäß der Datenschutz-Grundverordnung (DSGVO) verpflichtet bin. 

Ihre Teilnahme am Interview erfolgt freiwillig und unentgeltlich. Sie können jederzeit ohne Angaben von 

Gründen ausscheiden. Ist die Datenverarbeitung nicht gewünscht, kann jedoch keine Teilnahme am 

Interview erfolgen. 

1. Verantwortliche/r für die Datenverarbeitung 

Interviewer/in, Verfasser/in der Masterarbeit und Verantwortliche/r für die Datenverarbeitung iSd Art 4 

Z 7 DSGVO ist: 

Name des/der Studierenden 

Daniela Isabel Dottolo 

Kontaktdaten 

Email: ddottolo.mmt-m2021@fh-salzburg.ac.at 

2. Thema der Masterarbeit 

Titel der wissenschaftlichen Arbeit:  

Social Media Literacy: Empowering Users with an Online Tool for Recognizing and Addressing Machine-

Generated Content on X (Working Title) 

Beschreibung (Kurzabstract): 

Diese Masterarbeit konzentriert sich auf die Verbesserung der digitalen Kompetenz durch die 

Entwicklung eines innovativen Tools, das Nutzern hilft, Bot-Accounts auf Social-Media-Plattformen zu 

erkennen. 

3. Darstellung und Zweck der Datenverarbeitung 
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Im Rahmen dieser wissenschaftlichen Arbeit werden personenbezogene Daten erhoben und 

verarbeitet, um eine Auswertung von Interviews zur Erkennunng  von Bots auf Twitter zu ermöglichen. 

Die Daten werden mittels eines Diktiergeräts aufgenommen und danach transkribiert sowie 

anonymisiert. Zusätzlich wird der Screen des Bildschirms aufgenommen. 

4. Welche Daten werden erhoben bzw. verarbeitet? 

Alle im Rahmen des Interviews mit Ihnen erhobenen Daten werden für die wissenschaftliche Arbeit 

weiterverarbeitet. Die Erhebung der Daten erfolgt ausschließlich bei Ihnen. 

 

5. Rechtsgrundlage 

Die Rechtsgrundlage zur Verarbeitung dieser personenbezogenen Daten stellt Ihre Einwilligung nach 

Art. 6 Abs 1 lit a bzw. Art. 9 Abs 2 lit a DSGVO bei besonderen Kategorien personenbezogener Daten 

dar. Sie haben das Recht Ihre Einwilligung jederzeit zu widerrufen, was jedoch nicht die Rechtmäßigkeit 

der bis dahin erfolgten Verarbeitung berührt. 

6. Übermittlungsempfänger und/oder Übermittlung an ein Drittland/an eine internationale 

Organisation 

Die personenbezogenen Daten werden nicht an Dritte weitergegeben. 

 

7. Veröffentlichung und etwaige Publikationen 

Gemäß § 19 Abs 3 FHG sind positiv beurteilte Master- und Diplomarbeiten durch Übergabe an die 

Bibliothek der Fachhochschule zu veröffentlichen. Auch Bachelorarbeiten können veröffentlicht werden 

oder deren Inhalt für wissenschaftliche Publikationen genutzt werden. 

Die Abschlussarbeit enthält lediglich anonymisierte Daten, wodurch bei einer Veröffentlichung oder 

Publikation jedenfalls keine Rückschlüsse auf einzelne Personen möglich sind. 

8. Speicherdauer  

Sofern Ihre personenbezogenen Daten nicht nach der Erhebung anonymisiert werden, werden sie so 

lange gespeichert, wie sie zur Erfüllung des vorgesehenen Zwecks notwendig sind oder gesetzlich 

vorgesehen Aufbewahrungsfristen bestehen. Zum Nachweis der Einhaltung guter wissenschaftlicher 

Praxis können Forschungsdaten 10 Jahre aufbewahrt werden. 

9. Betroffenenrechte 

Ihnen stehen in Bezug auf ihre personenbezogenen Daten folgende Rechte zu: 

• Sie können Ihre Einwilligung jederzeit bei der oben angeführten Kontaktperson widerrufen.  

• Recht auf Auskunft, Berechtigung oder Löschung, Einschränkung der Verarbeitung, 

Datenübertragbarkeit, welche Sie durch Kontaktaufnahme mit der oben angeführten 

Kontaktperson geltend machen können. 

• Wenn Sie der Ansicht sind, dass Ihre personenbezogenen Daten nicht im Einklang mit dem 

bestehenden Datenschutzrecht verarbeitet werden, steht Ihnen weiters das Recht auf 

Beschwerde bei der österreichischen Datenschutzbehörde zu (Barichgasse 40-42, 1030 Wien, 

Telefon: +43 1 52 152-0, E-Mail: dsb@dsb.gv.at). 
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10. Einwilligungserklärung  

Hiermit willige ich ein, dass die im Rahmen der Masterarbeit erhobenen personenbezogenen Daten 

durch die verantwortliche Person für die genannten wissenschaftlichen Zwecke in der beschriebenen 

Art und Weise verarbeitet werden dürfen. Sofern ich besondere Kategorien von personenbezogenen 

Daten angegeben habe, sind diese von der Einwilligungserklärung ausdrücklich umfasst.  

Hinweis: Ihre Einwilligung ist freiwillig. Sie können die Einwilligung ablehnen, ohne dass Ihnen dadurch 

Nachteile entstehen. Sie haben das Recht Ihre Einwilligung jederzeit zu widerrufen, was jedoch nicht 

die Rechtmäßigkeit der bis dahin erfolgten Verarbeitung berührt. 

 

 

 

____________________________________________  
Name der interviewten Person  

 

 

 

____________________________ _____________________________________       

Ort, Datum          Unterschrift 
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C.4 Evaluation Interview Guide



Evaluierung 

 
1. Extension testing 

a. Think-aloud 
b. Task: Twitter timeline scrollen (#Trump) wie du es sonst auch tun würdest, mit der aktiven 

Extension.  
2. Interview 

Perceived Autonomy  
1. (Einstiegsfrage) 
2. Gab es jemals eine Situation, in der die Extension mit 

deinem eigenen Urteil in Konflikt stand? 
3. Wie wurde dein Selbstbewusstsein in deiner Entscheidung 

durch die Extension beeinflusst? 
a. Selbstbewusster oder nicht? 

4. Inwiefern fühlt sich die Erweiterung jemals “einmischend” 
oder übermäßig direktiv an? Beschreibe. 

5. Wie hat die Extension dich geleitet? 
Perceived Helpfulness  

1. Welche spezifischen Funktionen des Tools waren bei der 
Bewertung von Inhalten am hilfreichsten? 

2. Wie hat das Tool deine Fähigkeit beeinflusst, maschinell 
erstellte Inhalte zu erkennen? 

a. Beispiel? 
3. Gab es Informationen, die du von der Extension erwartet, 

aber nicht erhalten hast? 
a. Wenn ja, wie wichtig waren diese fehlenden 

Informationen? 
4. Welchen Aspekt der Extension fandest du verwirrend oder 

nicht hilfreich? 
5. Welche Verbesserungen würden die Erweiterung noch 

hilfreicher machen? 
Literacy Skills  

1. Access (Understanding how to locate and use media 
content) 
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a. Wie einfach war es, mit der Erweiterung relevante 
Informationen zu finden? 

b. Erleichtert die Erweiterung das Auffinden von 
Information im Vergleich zur manuellen „Suche“? 

2. Analyze (Identifying and deconstructing the structure and 
purpose of media messages) 

a. Wie effektiv kann die Erweiterung eine 
„Medienbotschaft“ aufschlüsseln? 

b. Hat Ihnen die Erweiterung geholfen, versteckte 
Absichten im Kontext zu erkennen? 

3. Evaluate (Assessing credibility, reliability, and intent behind 
media messages) 

a. Hat die Extension ausreichende Informationen 
geliefert, um die Glaubwürdigkeit zu beurteilen? 

b. Verbessert es die Fähigkeit, zuverlässige od. 
unzuverlässige Quellen zu erkennen? 

4. Act (Engaging actively and responsibly with media) 
a. Hat die Extension dich beeinflusst, dich kritischer 

mit Online-Inhalten auseinanderzusetzen? 
b. Hat dich das Tool in deinem Selbstbewusstsein 

empowered? 
 
 
Abschließende Frage (Anmerkungen, Verbesserungen etc.)
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a. DigComp 2.2 
1. 1.2 Evaluation of data, information and digital content 

a. 4 Level: 
i. Foundation (Users can recognize obvious 

signs of reliability and credibility.) 
ii. Intermediate (Users can validate sources 

and identify subtle biases with contextual 
understanding.) 

iii. Advanced (Users can critically synthesize 
information, reflect on evaluation processes, 
and identify manipulative or deceptive 
patterns.) 

iv. Specialized (exceptional proficiency in 
complex, innovative, and context-specific 
tasks.) 

b. Skills 
i. Knows how to analyse and critically evaluate 

search results and social media activity 
streams, to identify their origins, to 
distinguish fact-reporting from opinion, and to 
determine whether outputs are truthful or have 
other limitations 

ii. Knows how to find the author or the source of 
the information, to verify whether it is 
credible 

iii. Able to recognise that some AI algorithms 
may reinforce existing views in digital 
environments by creating “echo chambers” 
or “filter bubbles” 
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Media Literacy Scale (MLS) complete
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Renee Hobbs developed a 5-part Media Literacy Scale with 48 items that cover the following categories:

1. Access
2. Analysis
3. Evaluation
4. Creation
5. Reflection

Here are the 48 items with their corresponding categories:

Access:

1. I know how to find information on the Internet.
2. I know how to evaluate the quality of information found on the Internet.
3. I can use different media sources to find information.
4. I can find and use different sources of news to stay informed.
5. I know how to find information on social networking sites.
6. I can use media to help me learn new things.

Analysis: 7. I can distinguish between fact and opinion in media messages.

8. I can distinguish between news and entertainment media.
9. I can identify the persuasive techniques used in media messages.

10. I can identify the different elements that make up a media message.
11. I can analyze the message of a media text.
12. I can analyze the social, political, or economic implications of a media text.
13. I can recognize the different purposes of different media messages.
14. I can compare and contrast different media messages.
15. I can describe the different genres of media messages.

Evaluation: 16. I can identify the source of a media message.

17. I can evaluate the credibility of a media source.
18. I can evaluate the accuracy of a media message.
19. I can evaluate the fairness of a media message.
20. I can evaluate the completeness of a media message.
21. I can evaluate the relevance of a media message.
22. I can evaluate the appropriateness of a media message.
23. I can evaluate the potential effects of a media message.
24. I can recognize when a media message is biased.

Creation: 25. I can create a media message that conveys a message.

26. I can create a media message that uses different media forms.
27. I can use media to express myself.
28. I can use media to tell a story.
29. I can use media to persuade others.
30. I can use media to create and share content.

Reflection: 31. I can reflect on my own media use.

32. I can reflect on the media's impact on my values and beliefs.
33. I can reflect on the ways that media messages affect the way I view the world.
34. I can reflect on the role that media play in shaping our culture.
35. I can reflect on the power of media to shape public opinion.
36. I can reflect on the ways that media shape our understanding of current events.

The complete Media Literacy Scale developed by Renee Hobbs with 48 items is widely used in research and education.
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