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A B S T R A C T

The automotive industry is increasingly facing growing cybersecu-
rity challenges as vehicles become more connected and autonomous.
Modern cars equipped with sophisticated electronic systems are be-
coming more susceptible to cyber threats. Enhancing detection and
forensic capabilities within automotive systems is essential for mit-
igating these risks. This work builds upon and extends a previous
systematic literature review of automotive digital forensics, covering
2006 to early 2021. However, recent advancements in the field have
introduced new challenges and opportunities, particularly in light of
an evolving, dynamic threat landscape and growing vehicle complex-
ity. These developments have driven numerous advancements, par-
ticularly in artificial intelligence, machine learning, and blockchain
technologies.

In response, we review the latest state-of-the-art developments from
2021 to 2025, addressing critical challenges and technical solutions to
provide a comprehensive understanding of the evolving landscape
and its implications for both researchers and practitioners. By cate-
gorizing and comparing these advancements with prior research, we
highlight key trends and innovations, analyze security concerns, and
ultimately offer valuable insights into future research directions and
emerging trends.
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P U B L I C AT I O N S

A conference publication based on this thesis with the title Advances
in Automotive Digital Forensics: Recent Trends and Future Directions has
been accepted for publication at the 20th International Conference on
Availability, Reliability and Security (ARES 2025) conference.
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1
I N T R O D U C T I O N

Digital forensics, a subset of forensics, includes various domains, in-
cluding automotive digital forensics (ADF), focusing specifically on
vehicles. Generally, digital forensics considers all devices that can
store or process data and communication between such devices. Dig-
ital forensics investigations must follow a strict process, and the data
used must meet cybersecurity requirements to ensure forensic sound-
ness. The process can vary but typically includes the following phases:
identification, preservation, acquisition, verification, analysis, and reporting
[1]. Cybersecurity requirements ensuring forensic soundness can in-
clude fulfilling common security properties, such as Confidentiality
(C), Integrity (I), and Availability (A), commonly known as the CIA
triad. In addition, the CIA is typically extended with other proper-
ties, such as Non-Repudiation (N) and Privacy (P), where the former
extends upon (I) to additionally ensure data origin, and fulfilling the
latter infers that privacy-sensitive data is secured and all storage jus-
tified both considering the type of data and how long the data is kept
[2]. A modern vehicle is a complex safety-critical system containing
over 150 computers, known as Electronic Control Modules (ECUs),
and over 100 million lines of code. These ECUs, along with their
code, control various functionalities, such as safety-critical steering,
braking, and engine control, as well as more straightforward tasks,
such as door nodes that check the status of open or closed doors. For
instance, steering or braking typically involves a sensor that detects
the position of the brake pedal or steering wheel and sends this data
to an ECU. The data is processed and validated by the ECU, and a
signal is sent from the ECU to an actuator, that performs the actual
response, such as aligning the wheel and brakes according to the sig-
nal.

Infotainment systems tend to be more complex, with the potential
to run various applications. ECUs are part of the vehicle’s electrical/-
electronic (E/E) architecture, can run different operating systems, and
use various communication buses. Vehicles are becoming more con-
nected to the outside world via Vehicle-to-Everything (V2X) commu-
nication, which includes communication with other vehicles (V2V),
infrastructure (V2I), the cloud (V2C), the grid (V2G), and pedestrians
(V2P). Thus, forensically relevant data is not only found in the vehicle
itself but also distributed across various locations. ADF is a distinct
and rapidly evolving field, separate from similar fields such as the
Internet of Things (IoT), i.e., devices with Internet connectivity, such
as smartphones, sensors, and actuators. Although there are similari-
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2 introduction

ties, such as the use of IoT devices in vehicles, the main distinction
is that vehicles are safety-critical cyber-physical systems (CPS) with
real-time requirements. Therefore, failures can lead to serious and
potentially fatal consequences for drivers, passengers, or people in
the surroundings. As an example, a hypothetical scenario for forensic
investigation follows:

The airbag system unexpectedly deploys, causing the driver to lose control
and crash. The driver is seriously injured and placed in a medical coma. A
forensic investigation reveals that the incident was caused by a cyberattack
targeting the communication between the airbag sensors and the control sys-
tem, where signals were spoofed. Given the driver’s political importance and
the attack’s complex routing through multiple servers, it’s suspected that
the attack originated from a foreign entity seeking to influence political out-
comes.

For this hypothetical incident, it is imperative that the data is Avail-
able (A), meaning sufficient data has been detected and logged. Fur-
thermore, the data must be accessible only by authorized individuals,
ensuring Confidentiality (C) and Privacy (P) considerations are main-
tained. Additionally, the data must be trustworthy, guaranteeing both
Integrity (I) and Non-repudiation (N). In summary, vehicle manufactur-
ers are required to ensure the appropriate cybersecurity properties
are in place when needed, such as the aforementioned CIANP (Con-
fidentiality, Integrity, Availability, Non-repudiation, and Privacy) [3].

There are various regulations and standards that include require-
ments affecting ADF, such as UN Regulation No. 155 [4] for cyber-
security and digital forensics, UN Regulation No. 156 [5] for vehicle
software updates (which impact the ability to update and adapt mech-
anisms), UN Regulation No. 160 [6] for Event Data Recorders (EDRs),
and the ISO 21434 [7] standard for vehicle cybersecurity. However,
no standard specifically addresses ADF or defines key aspects such
as format, tools, processes, and data management. While related stan-
dards and regulations exist, they offer limited detail, particularly with
regard to ADF. As a result, vehicle manufacturers are responsible for
demonstrating to authorities how regulations, such as UN Regulation
No. 155 [4], are being met.



2
R E L AT E D W O R K

In [2], K. Strandberg et al. conducted a comprehensive systematic lit-
erature review (SLR) in the field of ADF, covering the most relevant re-
lated work from 2006 to 2021. A list of relevant data sources for ADF
is identified and presented in Table 3 of the referenced SLR. Addi-
tionally, articles are organized into categories based on their purpose
in Table 1 (technical solutions) and Table 2 (surveys), respectively. In
addition, recommendations are provided for securing various data
by maintaining security properties, and stakeholders are identified
for the data. The SLR discusses that the automotive industry relies
primarily on traditional methods for root cause analysis of incidents,
such as examining component integrity, service history logs, and fault
codes. Additionally, there are very few tools specifically adapted for
vehicle data extraction. Examples include Berla iVE [8] for infotain-
ment systems and the Bosch Crash Data Retrieval System for diag-
nostics and fault codes [9].

A few of the main challenges identified in the SLR include the lack
of cybersecurity mechanisms to ensure trustworthy forensic data and
considerations for privacy. There is a significant risk of data compro-
mise and misuse, such as data tampering. Additionally, there is a lack
of standardization for ADF, including format, tools, and procedures.
Currently, the ability to establish the chronological order of events
across different communication buses and align with, for example,
other vehicles potentially involved in an incident, is limited. The cost
of securely detecting and storing forensic data is another significant
challenge.

Regarding the most relevant related work from the more recent
period (2021-2025), this will fall within the scope of this work and
will be addressed in the following sections.
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3
S C O P E A N D M E T H O D O L O G Y

An extensive approach to an SLR was employed, using four databases,
covering the period from 2006 to early 2021 [2]. However, in contrast
to [2] and as shown in Figure 1, this thesis focuses on the most re-
cent advancements from 2021 to early 2025, comparing these devel-
opments with the findings of previous work included in the SLR.

Papers were included based on relevance to the automotive do-
main, publications between 2021-2025, and being published in jour-
nals or conferences, and excluded based on being unrelated to auto-
motive digital forensics, not written in English, or already included
in the previous SLR [2].

Figure 1: Visualization of the methodology: Database searches and analysis.

We used the following search terms: digital forensics in conjunction
with vehicle, car, or automotive. Google Scholar1 returned 133 candi-
dates, with 17 selected. IEEE Xplore2 returned 41 candidates, with 16

selected. SCOPUS3 returned 14 candidates, with 5 selected. Web of
Science4 returned nine candidates, with one selected. This resulted
in 197 candidates, of which 39 were selected. We started with Google
Scholar, which was less specific and returned most papers, but many
were not relevant. The other three databases returned more specific
and relevant articles, but due to duplicate removal, fewer articles were

1 Google Scholar search performed on 2025-01-21

2 IEEE Xplore search performed on 2025-01-28

3 SCOPUS search performed on 2025-01-28

4 Web of Science search performed on 2025-01-28
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6 scope and methodology

selected in each subsequent database search. With some adjustments
to better align with recent developments, the categories established
in [2] are applied to classify and analyze the publications, enabling a
comparison with the latest advancements.
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C O N T R I B U T I O N S

Our main contributions are as follows:

• Comprehensive Review of ADF: We provide a detailed review
of existing ADF research, focusing on critical challenges, techni-
cal solutions, and data collection methods, serving as a valuable
resource for researchers and practitioners.

• Categorization, Comparative Analysis, and Relevance Assess-
ment: We categorize and compare research from 2021-2025 with
an SLR from 2006-2021 [2], highlighting trend shifts and innova-
tions reshaping the field. We also assess the technical solutions
in terms of security and practical relevance.

• Recent Trends and Future Directions: We provide a perspec-
tive on the future direction of ADF by analyzing recent develop-
ments, offering insights into emerging trends and key research
areas, and providing practical guidance for researchers and en-
gineers.
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5
C AT E G O R I Z AT I O N O F PA P E R S

We have divided the results into two main categories: technical so-
lutions (Table 1) and surveys (Table 2). Articles proposing technical
solutions are included in the former category, while all other articles
are placed in the latter. Additionally, each paper is assigned to one or
more identified focus categories. We also specify whether the papers
were published in a conference or journal. Furthermore, we explicitly
state whether the technical solution considers and emphasizes the
CIANP properties and, if so, which ones. We begin with a summary
of each category based on the period from 2006 to early 2021 [2], fol-
lowed by the addition of the most recent advancements from 2021 to
early 2025. We acknowledge that there is some overlap between cate-
gories for the papers, and we have chosen to summarize each paper
under the category we believe is most applicable. Additionally, we
use main categories when subcategories are more prone to overlap;
for example, data collection and extraction are similar, with only a
slight difference in emphasis.

1. Data: different types of forensic data, data retrieval, and extrac-
tion techniques. 1a. Data Collection. 1b. Extraction Techniques. This cate-
gory discusses various aspects of data management and forensic tech-
niques. Forensic data is considered from both the front- and back-end
perspectives. The former focuses on data inside the vehicle, address-
ing challenges such as the lack of standardized interfaces for data ex-
traction and formatting, as well as the absence of debug ports, which
often require dismantling storage circuits. Additionally, it explores
data extraction techniques, proposing methods using the JTAG (Joint
Test Action Group) port, and mentions the issue that debug ports
are commonly closed in production vehicles for security reasons. To
some extent, tools related to data extraction, such as Alientech KTag
[47], and PEmicro Cyclone [48], are discussed, with the compatibility
issue highlighted. Blockchain for data management is also explored,
emphasizing both potential benefits and challenges, including secu-
rity and privacy concerns.
Recent Trends. In [12], J. Lee et al. perform a study specifically on how
data relevant to forensics are stored and transmitted in Tesla vehicles
through the concept of software-defined vehicles (SDVs) and the cen-
tralized data storage provided by Tesla’s SDV architecture. The study
details the technical process of identifying, acquiring, analyzing, and
verifying data from EDRs, multiple sensors, over-the-air (OTA) up-
dates, and logs, with an emphasis on cross-referencing and integrat-
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10 categorization of papers
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Ref.

(Co)Conference
(Jo)Journal

Author
Publ.
Year

(C)Confident-
iality
(I)Integrity
(A)Availability
(N)NonRepud-
iation
(P)Privacy

Details 1a
.D

at
a:

D
at

a
C

ol
le

ct
io

n

1b
.D

at
a:

Ex
tr

ac
t.

te
ch

ni
qu

es

2a
.C

ha
ll

en
ge

s:
G

en
er

al

2b
.C

ha
ll

en
ge

s:
R

eq
./

G
ui

dl
in

es

3a
.C

om
.:

C
lo

ud
/F

og
/E

dg
e

3b
.C

om
.:

VA
N

ET
s/

V
2
X

4a
.S

of
tw

ar
e:

A
pp

./
SW

4b
.S

of
tw

ar
e:

To
ol

s

5a
.H

ar
dw

ar
e:

A
rc

hi
te

ct
ur

e

5b
.H

ar
dw

ar
e:

Se
ns

or

5c
.H

ar
dw

ar
e:

ED
R

/B
la

ck
bo

x

6a
.A

lg
.:

A
I/

M
L

6b
.A

lg
.:

O
th

er
al

g.

7a
.C

ry
pt

og
ra

ph
y:

Bl
oc

kc
ha

in

7b
.C

ry
pt

og
ra

ph
y:

O
th

er
cr

yp
t.

8.
Fr

am
ew

or
k

an
d

Pr
oc

es
se

s

9.
Pr

ac
ti

ca
l

Ex
pe

ri
m

en
ts

10
.I

nf
ra

st
ru

ct
./S

m
ar

t
C

it
ie

s

11
.T

EE
/V

ir
tu

al
iz

at
io

n

[10] Y.Li et al. 2025 Jo. C.I.P • • • • • •
[11] T.Menard et al. 2024 Co. C.I.N.P. • • •
[12] J.Lee et al. 2024 Jo. I.A.N. • • •
[13] Y.Yoon et al. 2024 Co. • • •
[14] J.Liang et al. 2024 Jo. • • • •
[15] J.Li et al. 2024 Jo. I.N. • • • •
[16] Q.Tao et al. 2024 Jo. I.N.P. • • •
[17] Y.Chen et al. 2024 Jo. • •
[18] M.Rayno et al. 2024 Co.I.A.P • • • • •
[19] J.Jung et al. 2024 Jo. • • • •
[20] Z.Chen et al. 2024 Jo. • • • • •
[21] L. Ahmeti et al. 2024 Co. C.I.A. • • •
[3] K.Strandberg et

al.
2023 Co. C.I.A.N.P. • • • • • •

[22] M.Rayno et al. 2023 Co. C.I.A. • • • • •
[23] Y.A.Daraghmi et

al.
2023 Jo. I.P. • • • •

[24] R.Amala et al. 2023 Jo. • • • •
[25] T.Bakhshi et al. 2023 Jo. • • • • • • •
[26] J.Han et al. 2023 Jo. • • • •
[27] B.Gadekar et al. 2023 Co. • • • • • • •
[28] M.Nicho et al. 2023 Jo. • • • • • •
[29] F.Iqbal et al. 2023 Co. • • •
[30] R.Tyagi et al. 2022 Co. C.I.N.P. • • • • • • •
[31] M.Y.AlKhanaf. et

al.
2022 Co. C.I.P • • •

[32] A.R.Vieira et al. 2022 Co. I. • • • •
[33] K.G.Buquerin et

al.
2022 Co. I. • • • •

[34] X.Li et al. 2021 Co. I. • • • •
[35] S.Jabeen et al. 2021 Jo. • • • • • •
[36] T.Long et al. 2021 Co. I. • • •
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[37] S.Hussain et al. 2024 Co. • • •
[38] M.A.Shayer et al. 2024 Co. • • • •
[39] N.I.Chowdhury

et al.
2024 Co. • • •

[2] K.Strandberg et
al.

2023 Jo. • • • • • • • • • • • • • • • • • • •

[40] R.Kurachi et al. 2022 Co. • • • • • •
[41] C.Stathers et al. 2022 Co. • • • • • • • • •
[42] J.Repas et al. 2022 Co. • •
[43] S.Rizvi et al. 2022 Jo. • • • • • •
[44] P.Sharma et al. 2022 Jo. • • • • •
[45] R.Rak et al. 2021 Jo. • • • •
[46] S.Ebbers et al. 2021 Co. • • • • • •



categorization of papers 11

ing diverse data sets to strengthen the reliability of the forensic pro-
cess. However, the legal and ethical concerns, particularly regarding
privacy and the confidentiality of the data, require more attention.
In [38], M.A. Shayer et al. conducts a comparative study of Gener-
ative Adversarial Networks (GANs), specifically DCGAN, VSGAN,
and CGAN, for vehicle identification. The authors highlight VSGAN
as an architecture specifically designed for vehicle image generation,
emphasizing its superior performance in generating clearer and more
accurate car images compared to DCGAN and CGAN.

In [39], N.I. Chowdhury et al. analyze challenges, issues, and de-
fenses for vehicles in three main areas: forensics, communication, and
over-the-air updates. The Mitre ATTACK database is used to identify
attack scenarios and mitigation. In [33] K.G. Buquerin et al. investi-
gate the Tesla autopilot with an emphasis on its file system, address-
ing questions such as who, where, when, and how events occurred.
They identify relevant timestamps, user accounts, media files, and
system logs. The authors used Python and Magnet AXIOM [49] for
their analysis, highlighting the integrity of the data while making
assumptions, such as the accuracy of timestamps and the absence
of tampering. In [41], C. Stathers et al. survey and perform prac-
tical experiments focusing on data extraction using mobile forensic
techniques and On-Board Diagnostics (OBD) software on a 2008 Mit-
subishi Colt. They examine data from sources such as the dashboard
camera, the head unit, and other ECUs. The main conclusion is that
even older cars contain a significant amount of data. However, the se-
curity and privacy aspects should be emphasized more in the investi-
gation process. In [45], R. Rak et al. focus on digital vehicle identifiers
across various components in over 250 vehicle models and their ap-
plicability for forensic practices in identifying vehicles. The authors
highlight the challenges and the need for standardization in the meth-
ods and devices used to collect such data.
2. Challenges: general challenges, requirements and guidelines.
2a. General Challenges. 2b. Requirements, Guidelines. Automotive sys-
tems are becoming increasingly complex, with modern vehicles func-
tioning as computers on wheels. However, many of these systems lack
reliable security measures, making data extraction easier for forensic
investigators. Still, these vulnerabilities present significant challenges,
as the absence of security mechanisms in ADF reduces trust in the ev-
idence and exposes data to cyberattacks. Major issues include the lack
of authentication for in-vehicle communication, limited storage capac-
ity, and difficulties in maintaining data integrity and authenticity dur-
ing forensic investigations. The lack of standardization forces manu-
facturers to develop and implement their own strategies for data stor-
age, interfaces, and forensic processes, further complicating forensic
investigations.



12 categorization of papers

The vast amount of data and its distributed nature require exten-
sive manual effort for collection and extraction. Adherence to laws for
both privacy and data collection for digital forensics is a significant
concern. The lack of forensic tools is also discussed. Several sugges-
tions have been made to improve the security of forensic data. For
instance, the telematics unit is proposed to be used for storage with a
circular buffer and additional memory. Requirements for event recon-
struction and the need for detection and secure storage, such as using
hashes to detect manipulation, are also highlighted. Machine learn-
ing (ML) is proposed to identify patterns, predict crimes, and link
vehicles to individuals through data sources like cell phone logs and
vehicle communication. A proposal for an organizational framework
for traffic police is suggested to guide further research into accidents
and crimes by integrating multiple data sources, such as vehicles, cell
phones, and traffic data.
Recent Trends. In [37], S. Hussain et al. survey the potential integra-
tion of blockchain technology for vehicle communication, focusing
on secure communication, forensics applications, secure data stor-
age, trust and reputation management, and privacy. A comparison of
Ethereum and Hyperledger consensus algorithms, along with chal-
lenges, is performed, with the author favoring Ethereum in terms of
performance, efficiency, and scalability. In [42] J. Repas et al. conduct
a study focusing on various challenges in ADF. However, most of the
conclusions have already been discussed in other papers. Nonethe-
less, the authors emphasize the increasing complexity in the evolu-
tion of vehicles and the need for new and better-aligned methodolo-
gies for timely evidence collection in forensic investigations. In [44],
P. Sharma et al. analyze the components of Connected Autonomous
Vehicles (CAVs), including sensors, communication networks, and ac-
tuators, and discuss the current cybersecurity and forensic challenges.
The paper reviews various mitigation techniques, with a primary fo-
cus on security issues. It emphasizes the need for enhanced foren-
sic solutions to detect, investigate, and understand security breaches,
while also highlighting the critical role of strong cybersecurity mea-
sures in protecting forensic evidence and facilitating effective post-
incident analysis.
3. Communication:cloud, fog, edge node communication, Vehicular
Ad hoc Networks, and Vehicle-2-Everything 3a. Cloud/Fog/Edge. 3b.
VANETs/V2X. The emphasis is on communication systems and cloud,
fog, and edge computing, considering data transfer and storage, in-
cluding VANETs for forensic data collection. For cloud computing,
mechanisms for collecting and transferring data to the cloud using
interfaces like Bluetooth or WiFi connected to the OBD-II port, are
proposed, along with a discussion around the security risk intro-
duced with such connections. The move toward fog/edge comput-
ing to reduce bandwidth by processing data closer to the source,
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such as utilizing RSUs (roadside units), is proposed to address is-
sues with large data volumes. Still, issues remain in terms of secu-
rity and data processing capacity. A solution for Multi-access Edge
Computing (MEC) is proposed to improve accident handling by col-
lecting driving data (position, speed, and acceleration) before and
after an accident and analysing this data in an edge infrastructure to
determine accident liability. An Algorithm to embed location, times-
tamp, and other data, i.e., digital watermarking, into real-time ac-
cident photographs in VANETs, adding properties of authentication
and integrity for digital evidence is introduced. Still, privacy and trust
issues due to the fact that potentially sensitive information, such as
videos and pictures of individuals, may be present remain significant
challenges for making this feasible in a practical setting. Addition-
ally, a vehicle witness system is proposed to use moving vehicles and
RSUs as witnesses for incidents, sending forensic data anonymously
to the cloud to preserve privacy. Still, videos and pictures can, as men-
tioned, contain sensitive information that must be taken into account.
Thus, privacy concerns remain.
Recent Trends. In [10], Y. Lee et al. propose SA-Dedup, a Secure Ap-
proximate Deduplication scheme for forensic images in fog-assisted
crowdsensing vehicular networks. The system divides the forensic
region into geospatial grid cells based on vehicle positions, with the
help of fog nodes. One key benefit highlighted is the reduction in stor-
age requirements, as the system efficiently minimizes communication
and storage overhead by detecting and eliminating near-duplicate im-
ages. The authors perform experimental validation to confirm the
effectiveness and practicality of their approach. In [16], Q. Tao et
al. propose a blockchain-based dynamic, extensible privacy protec-
tion and message authentication scheme for VANETs. The scheme
uses elliptic curve-based point multiplication and batch message ver-
ification to reduce computational costs, while the Chinese Remain-
der Theorem (CRT) ensures secure message transfers and adaptive
responses for RSUs. In [31], M.Y. Alkhanafseh et al. propose a frame-
work for securing VANETs utilizing blockchain, Intrusion Detection
Systems (IDS), and forensics mechanisms. The framework is built
upon four layers: blockchain for authentication, cluster formation to
avoid data collisions, IDS enhanced with AI technology for attack de-
tection and forensics techniques to secure data collection and storage.
The authors acknowledge that the framework is still in the concep-
tual phase. Thus, implementation and evaluation are left as future
work. Although solutions such as [10, 16, 31] seem promising, several
challenges remain in making these approaches viable, such as infras-
tructural dependencies, high storage and bandwidth demands, and
significant computational requirements, factors that come with high
costs and may not be prioritized in practice.
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4. Software: applications, software, and tools. 4a. Applications and
Software. 4b. Forensic Tools. This category focuses on applications and
software, specifically road safety systems and forensic tools. It covers
systems monitoring vehicle data to detect road disturbances and ac-
cidents, highlighting security vulnerabilities, such as communication
protocol issues. Forensic tools are essential for extracting forensically
relevant data from sources like EDRs, OBD, USB, and JTAG ports.
While several tools are available, many lack support for automotive-
specific file systems like QNX. This highlights the need for more se-
cure, automotive-compatible tools and solutions for ADF.
Recent Trends. In [19], J. Jung et al. propose a process for collect-
ing automotive forensic data using an Android phone connected to
a vehicle’s OBD-II port. They utilize Android apps such as Infocar
and Torque Pro, Bluetooth HCI snoop logs, and the Android sys-
tem’s main log buffer. The extracted data includes vehicle velocity,
speed, braking events, refueling, and Bluetooth connection times. The
authors claim that this data can be used to reconstruct driver be-
havior. Notably, the approach does not address security or privacy
concerns. In [24], R. Amala et al. focus on Vehicle Tracking Systems
(VTS) within the transportation domain, presenting methods for ex-
tracting and analyzing forensic data. They introduce the IoT Forensics
Suite (IFS), a tool developed by the authors, and demonstrate its use
for VTS. Data extraction was performed over the SPI interface, but
whether these methods also apply to other interfaces remains uncer-
tain. Security also needs to be emphasized more in their approach.

In [28], M. Nicho et al. simulate a use case involving a 2015 Toy-
ota Land Cruiser SUV to demonstrate the application of established
forensic tools for data extraction and analysis prior to a hypothet-
ical incident. While the scenario effectively highlights the practical
need for forensics in the automotive domain, it may not fully reflect
real-world investigations due to its hypothetical nature. The authors
emphasize the importance of ensuring security throughout the pro-
cess, but the primary focus is on demonstrating the use of existing
forensic tools and processes, rather than addressing broader secu-
rity challenges. In [46] S. Ebbers et al. investigate vehicle assistant
apps from various car manufacturers from a digital forensic perspec-
tive, such as reconstructing driver patterns, e.g., routes, parking, and
unlock/lock. Their findings include that appz leaves forensic traces,
thus, demonstrating that data from vehicle assistant apps is useful for
digital forensic investigations.
5. Hardware: architectural digital forensic design. Solutions, and mech-
anisms for sensors such as GPS, LIDAR, and cameras. Requirements
for Event Data Recorders (EDRs) and Blackboxes. 5a. Architecture. 5b.
Sensor. 5c. EDR and Blackbox. This category highlights different hard-
ware solutions applicable to ADF. For instance, a blockchain archi-
tecture is proposed for use as a black box, utilizing a consensus al-
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gorithm to validate transactions. However, this approach is less prac-
tical due to the real-time requirements of vehicles and the cost of
implementing a new architecture in which all ECUs would be able
to sign and validate messages. In the context of forensic data sources,
the CAN bus is emphasized, providing examples like error messages,
and the infotainment system, which includes media content, inter-
nal logs, and GPS data. Dashboard cameras are also discussed in the
context of ADF. For example, an algorithm is proposed to extract
engine vibration patterns from video blur for vehicle identification,
achieving around 90 percent accuracy. However, privacy concerns
arise when the media content contains unrelated individuals or ve-
hicles. Additionally, audio is proposed for vehicle identification, such
as sound from the engine and air conditioner. However, challenges in-
clude sound disturbances and security and privacy concerns related
to data collection and storage. Another important topic discussed is
the use of data recorders, such as EDRs, and cryptographic methods,
like encryption and hashing, to ensure data integrity for evidence.
Recent Trends. In [18] M. Rayno aims to improve the utilization of
EDRs by identifying functional, privacy, and security requirements
while also considering regulatory constraints. A model-based sys-
tems engineering (MBSE) approach is presented, using the Magic-
Grid V2 methodology. Challenges are highlighted, such as the issue
of satisfying the availability of forensic data with privacy (e.g., GDPR
[50]) and protecting the manufacturer’s intellectual property. In [22],
M. Rayno et al. continue their work and present a system model de-
tailing how to balance the need for forensic data, securing it, and
protecting OEM’s Intellectual Property (IP). They define specific EDR
requirements and explain how these can address forensic investiga-
tion needs (e.g., data availability) and cybersecurity concerns (e.g., IP
protection).

In [20], Z. Chen et al. propose a model for digital forensic inves-
tigations of networked terminal devices to aid in determining liabil-
ity in automobile accidents. The model is validated with three T-box
devices, demonstrating its feasibility. However, the paper provides
limited attention to security considerations regarding the model. In
[3], K. Strandberg et al. propose the Automotive BlackBox architec-
ture to support ADF, detailing data collection, storage, and analysis
guidelines. The architecture introduces a specific data format and re-
quirements within an automotive context, aligned with both current
and envisioned future regulations and standards. The authors em-
phasize security while also recognizing several challenges, including
balancing privacy with forensic capabilities and security. In [27], B.
Gadekar et al. investigate challenges surrounding event-based foren-
sic analysis and apply established forensic methods to automotive
systems. The challenges are particularly highlighted in relation to the
growing number of vehicles, the volume of data generated, and the
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need for real-time analysis. Although security issues are highlighted
as well, addressing them is not the authors’ main focus. Instead, their
goal is to improve data management efficiency, scalability, and real-
time analysis. The authors propose a clustering-based architecture for
more efficient data management in response to these challenges.

In [36], T. Long et al. introduce a tampering detection framework
that utilizes a dynamic watermarking technique. The framework was
evaluated using real-world data, demonstrating its effectiveness in de-
tecting tampered data. However, since static datasets were used, the
framework’s effectiveness in real-world driving scenarios remains un-
clear. Although the main goal is to ensure tampering detection, i.e.,
integrity, their solution could benefit from also addressing other se-
curity and privacy considerations. In [40], R. Kurachi et al. explore
the potential of using EDRs for ADF, with an emphasis on detecting
evidence tampering, such as hacking attempts. They also perform
aligned experiments and propose security measures to counteract
these threats, including message authentication and IDS. The authors
conclude that while EDRs can be useful for forensic investigations,
they need to be strengthened in terms of cybersecurity to ensure the
trust in the data.
6. Algorithms: Artificial Intelligence (AI), Machine Learning (ML),
and other algorithms. 6a. AI/ML. 6b. Other Algorithms. This category
emphasizes AI, ML, and other algorithms to improve forensic inves-
tigations and data analysis in contexts such as vehicle sensor data,
driver behavior, and accident reconstruction. For instance, a protocol
to detect sensor manipulation, such as spoofing and jamming, is pro-
posed using deep neural networks. However, the analysis relies on
simulated data rather than real-world sensor data, which raises ques-
tions about its practical value. A dataset is used to classify drivers
based on their behavior in a hypothetical hit-and-run scenario. How-
ever, more research is required to demonstrate its value for forensic
use. ML is discussed for automating driver identification, but practi-
cal implementation remains challenging since a standardized forensic
data format is not yet available. The CASE standard is proposed as a
solution to address this challenge. Furthermore, the lack of a public
specification for data communication in Vehicle Networks (IVN) is
highlighted as a challenge. READ, an algorithm to reverse-engineer
CAN messages to detect deviations, is proposed to help identify ab-
normal driving patterns before accidents. Additionally, a method is
proposed to estimate the likelihood that a suspect was near a crime
scene using data such as GPS, acceleration, and braking patterns. This
approach aims to recalculate routes and determine suspects’ locations
in hit-and-run accidents, offering the main benefit of saving time com-
pared to manual methods.
Recent Trends. In [17], Y. Chen et al. introduce the CPBW (Change-
Point-Detection and Bag-of-Words-Based Mechanism) for driver iden-
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tification, leveraging a smartphone’s triaxial accelerometer. CPBW
uses change point detection (CPD) and the Bag-of-Words (BoW) method
to identify drivers based on driving behavior efficiently. The system
was evaluated using real-world data from two vehicle models (Hyundai
and Toyota) with around 400 km of driving. While the study fo-
cuses on efficiency and accuracy, the approach does not prioritize
security, which may expose the system to potential cyberattacks and
reduce trust in the data collected. Environmental factors, such as
varying road and weather conditions, could also challenge the po-
tential for driver identification. In [30], R. Tyagi et al. introduce a
blockchain-based system to securely store forensic data while utiliz-
ing AI and ML techniques to process large volumes of data and en-
sure privacy by randomizing signatures to mask witnesses’ true iden-
tities. Their approach is evaluated for feasibility through simulations
on an Ethereum blockchain platform, which demonstrates that secu-
rity and privacy concerns are addressed and that the AI/ML-based
techniques improve data processing. The authors believe their ap-
proach is applicable to future 5G/V2X networks. However, although
the evaluation shows improved processing, computational costs and
communication overhead in a practical setting are likely to remain
challenging.

In [43] S. Rizvi et al. explores the use of AI in the field of network
forensics, focusing on the application of techniques such as ML, deep
learning (DL), and hybrid approaches. While the primary focus is
not specifically on automotive forensics, the authors highlight the rel-
evance of AI in addressing challenges within the automotive domain.
Specifically, AI is seen as a key solution for processing and analyzing
the large amounts of data generated by modern vehicles, improving
the accuracy of investigations, and ensuring the identification of au-
thentic, relevant, and correct data. In [35], S. Jabeen et al. focus on
the challenge of Vehicle Make and Model Recognition (VMMR) and
use both structural and pattern-based feature descriptors. Four dif-
ferent descriptors are employed to capture both structural and tex-
tural features of vehicles, which are then processed using two classi-
fiers: Support Vector Machine (SVM) and K-Nearest Neighbor (KNN).
The evaluation demonstrates high accuracy in recognizing the vehi-
cle make and model, with structural-based descriptors proving to be
more effective than pattern-based. The paper also highlights various
challenges, such as difficulties in obtaining high-quality frontal im-
ages and the required computational complexity. Additionally, secu-
rity and privacy considerations need to be emphasized more for real-
world applications.

In [29], F. Iqbal et al. introduce a method for detecting and catego-
rizing unusual events in audio recordings, including a dataset called
the Unusual Occurrences in Audio Forensics Database (UOAFDB).
The dataset consists of sounds from events such as car crashes, ex-
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plosions, and gunshots, along with sounds from various background
environments. Their method employs a deep-learning approach for
sound event detection and classification, with the authors claiming to
achieve a detection rate of over 80 percent. However, real-world con-
ditions can present more complex and unpredictable noise scenarios,
deep-learning models are also known to be resource-intensive, and
security and privacy are not emphasized.
7. Cryptography: blockchain technology or other cryptos. 7a. Blockchain.
7b. Other Cryptography. The main content of this category focuses on
various blockchain-based solutions to improve digital forensic inves-
tigations, including strengthening IVN security. A high-level traffic
investigation framework is proposed using decentralized identity dis-
tribution on a blockchain with sensor data. However, its industrial
use seems impractical due to its abstract nature. Another blockchain
framework is proposed to secure IVN by tracking previous transac-
tions in ECUs. While it offers historical traceability, its use is limited
as it only covers actions from OEMs, service technicians, and commu-
nications with RSUs, and not events from other actors. A blockchain-
based event recording system with Proof of Event mechanisms is pro-
posed, where an election algorithm selects a verifier from a network
of participants. The goal is to provide trust in event data related to ac-
cidents. However, considering the complexity of IVN data, it is likely
only applicable to a small subset of forensic data. Another approach
for collecting and storing forensic data, AVGuard, is proposed to se-
cure integrity using hash chains and Bloom filters. However, the ap-
proach lacks further consideration of privacy and securing web com-
munication and storage.
Recent Trends. In [11], T. Menard et al. highlight privacy challenges in
ADF data collection, where previous approaches mainly prioritized
user anonymity over data unlinkability, making them less efficient at
preserving privacy. The authors’ approach uses group signatures and
secure communication to ensure both privacy and traceability to spe-
cific events. They claim their approach outperforms existing methods
in terms of privacy and security and demonstrate its efficiency regard-
ing computation and communication overhead. However, like other
similar approaches, infrastructure dependencies and scalability issues
exist, which may limit the practical applicability of their solution. J.
Li et al. [15] propose a secure in-vehicle digital forensic scheme with
public auditing to ensure data integrity and authenticity in cloud stor-
age. Their approach utilizes verifiable delay functions (VDFs), which
enable public verification of the data, allowing for the detection of
tampering. The scheme aims to ensure that driving-related data up-
loaded to the cloud can be publicly audited and verified for authen-
ticity. Future work should include incorporating trusted timestamps
to ensure the correct time sequence of the data, as well as design-
ing a more comprehensive vehicle forensics tool. While the scheme
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addresses data integrity and non-repudiation, it lacks emphasis on
other security attributes such as confidentiality, availability, and pri-
vacy.

In [32], A.R. Vieira et al. introduces BEDR, a blockchain-based dis-
tributed EDR solution for VANETs, designed as an alternative to tra-
ditional centralized EDRs. The paper presents a practical experiment
using Hyperledger Iroha to simulate the BEDR solution and evaluate
its feasibility, particularly in terms of performance. However, BEDR
and similar solutions face several challenges for practical use in real-
world scenarios, mainly related to scalability, bandwidth, computa-
tional demands, and the associated costs. In [34], X. Li et al. propose
a blockchain-based cooperative transaction scheme designed to en-
sure data integrity, incorporating mechanisms to prevent malicious
actors, enforced through blockchain and smart contracts. The authors
highlight challenges such as intermittent internet connectivity, which
prevents real-time updates and transaction validation, and the diffi-
culties in ensuring security and scalability in dynamic environments.
8. Framework and Processes: management of automotive digital ev-
idence and simplification of automotive digital forensics processes.
This category focuses on incorporating ADF practices into systems
to enhance accident prediction, traffic violation detection, and foren-
sically sound data collection. Deep learning and blockchain are used
in a proposal for a framework for road accidents, utilizing data from
road conditions, climate, and driving patterns to predict incidents
for specific road segments, accompanied by vehicle warnings from
RSUs. Another framework uses a permission-based blockchain along
with a public vehicle key infrastructure (VPKI) to securely collect var-
ious types of data, such as health data (e.g., from wearable devices)
and automotive diagnostics. Yet another data collection system for
distributed, decentralized, and mobile entities is proposed to ensure
secure storage, including an algorithm for evidence integrity verifi-
cation. A use case is outlined utilizing the OBD-II port and the tool
WireShark, addressing forensic readiness, acquisition, analysis, and
documentation. Another proposal applies a Desktop IT forensic pro-
cess model to the automotive domain, including preparations, data
gathering, investigation, and documentation, covering both live and
static data from ECUs, sensors, and actuators. Lastly, a proposal for
route reconstruction, considering data transmitted over the CAN bus,
is suggested to either clear or link individuals to incidents.
Recent Trends. J. Liang et al. [14] proposes a block-chain based attribute-
based access control model to ensure the integrity and authenticity of
forensic data, along with an incentive mechanism based on reputa-
tional value creation to classify user behaviors and encourage partici-
pation. This aims to reduce insurance disputes and assist law enforce-
ment investigations. A Raspberry Pi represents resource-constrained
light nodes, and the framework is deployed via a Hyperledger Fab-
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ric blockchain platform. Experiments show that the proposed frame-
work ensures data integrity and promotes user participation. How-
ever, challenges exist in terms of scalability, resource limitations, and
ensuring fairness in the incentive-based mechanisms. In [23], Y.A.
Daraghmi et al. propose a framework for the automatic analysis of
dashcam videos, extracting data such as time, date, speed, and GPS
coordinates. The framework enables mapping both temporal and spa-
tial evidence to track vehicle routes. Still, as with all video data, pri-
vacy concerns arise, as unrelated information, such as individuals
and license plates, may be captured.

In [25], T. Bakhshi et al. conducted a survey across law enforce-
ment agencies and identified significant gaps in automotive forensics,
such as a lack of standardized methods and reliance on invasive data
extraction. In response, they introduced SAFE (Standardized Auto-
motive Forensic Engine), an ML-based tool designed to guide foren-
sic investigators through a step-by-step process. The authors aim to
release SAFE as a public web-based application to improve forensic
workflows. However, challenges remain, including differences in reg-
ulations and jurisdictions, as well as privacy concerns related to the
data. Additionally, the framework does not emphasize security mea-
sures. In [26], J. Han et al. introduce a conceptual Vehicle Security Op-
erations Center (VSOC) framework aimed at guiding future research
and applications. The framework provides a structured approach for
managing, detecting, orchestrating, and responding to cybersecurity
threats. While the paper discusses various cybersecurity threats and
existing countermeasures, the authors acknowledge the challenges of
addressing security concerns due to the complex and evolving threat
landscape. Additionally, they highlight practical challenges in inte-
grating their solution, given the diversity of automotive technologies
and regulatory environments.

In [21], L. Ahmeti et al. propose a forensic approach for handling in-
cidents involving autonomous vehicles within the Gaia-X framework.
They emphasize the importance of ensuring security and resilience.
The authors present two key use cases: one involves manipulating
the vehicle’s control unit to enable unauthorized autonomous driv-
ing, and the other concerns a Distributed Denial-of-Service (DDoS)
attack disrupting communication. The paper applies existing foren-
sic guidelines, to these scenarios and suggests how the Gaia-X frame-
work can assist in investigations. A key challenge discussed is the
evolving nature of both autonomous vehicle technology (including
V2X communication) and the Gaia-X infrastructure, which is decen-
tralized and complex, making it difficult to establish standardized
forensic approaches.
9. Practical Experiments: practical cases for forensic investigation, or
proposals for data management. This category centers around prac-
tical experiments on ADF data and related components that can be
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used in digital investigations. One study explored vulnerabilities in
a Skoda Octavia vRS and proposed that components and data, such
as infotainment data, GPS, ECU memory, and diagnostics, could be
useful for forensic investigations. Another study focused on foren-
sic artifacts using the iVe tool from Berla Corporation [8] for two in-
fotainment systems (Uconnect and Toyota Extension Box), revealing
differences in the available data. The former provided only location
data, while the latter contained additional information, such as con-
tact and call logs, and GPS data. Additionally, crash data from the
NHTSA database were analyzed in the proprietary EDRX format us-
ing a Bosch EDR tool [9]. The analysis revealed that post-2000, vehi-
cle speed, airbag deployment, and engine throttle were recorded, and
over time, more data, including diagnostic information, were added.
Privacy and security issues were highlighted, raising concerns about
the admissibility of such data in court. Other studies extracted data
from infotainment systems and communication traffic from various
networks (e.g., GSM/3G/4G) with the aim of identifying evidence,
such as call records and packet captures (PCAP). Finally, a case study
on a Volkswagen Golf highlighted issues, such as how to avoid data
loss.
Recent Trends. In [13], Y. Yoon et al. conduct a forensic investigation
of an Android Jellybean-based infotainment system installed in a Kia
K5 2017. The focus is on collecting system logs and navigation logs
to analyze their potential for reconstructing events and activities re-
lated to accidents or crimes. The system logs contain user data such
as Bluetooth connections and navigation guidance, while the naviga-
tion logs provide detailed data from the navigation app, including
user routes and search destinations. Notably, the approach lacks cy-
bersecurity considerations, such as ensuring data integrity, and the
general value is limited due to the study’s focus on the specific An-
droid Jellybean-based AVN system.

The categories 10-11 below, as derived from [2], have been outdated;
for instance, infrastructure is included in other categories, while we
did not find any recent research around ADF and smart cities. Neither
TEE nor virtualization has been emphasized in recent research. Thus,
we summarize previous research and refer to the discussion section.
10. Infrastructure/Smart Cities: infrastructure communication and
smart cities. Issues are highlighted in handling forensic data from
autonomous vehicles (AVs), such as the lack of integrity validation
and unprofessional data extraction, compared to other forensic fields.
It is argued that methods used both for analysis and for acquiring
data for legal purposes are insufficient. A mechanism for securely ac-
quiring AV sensor data and uploading it to the cloud is proposed as
a response. Additionally, the integration of smart cars into smart city
infrastructure is emphasized. As a case in point, a hypothetical use
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case is provided involving a reckless driver and its interaction with
other smart entities, along with a forensic investigation process.
11. TEE/Virtualization: securing digital evidence using Trusted Exe-
cution Environments (TEEs) and/or virtualization. This category em-
phasizes isolated environments. Not much has been done in this area.
However, one study proposes a data recording system for automo-
tive applications, i.e., T-BOX, that operates inside a TEE with the pur-
pose of detecting data manipulations, such as removal, replacement,
replaying, and truncation of data. However, their approach remains
platform-dependent and does not protect data against manipulation
before storage. Additionally, confidentiality and privacy considera-
tions are not addressed with regard to the stored data.
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Recent Trends. Recent trends emphasize the challenges of data col-
lection and extraction [12, 38]. Earlier studies used tools like Alien-
tech KTag [47] and PEmicro Cyclone [48], while [33] demonstrates
the successful use of Magnet AXIOM [49]. Current trends reflect a
continued effort to adapt existing tools and methodologies to various
vehicle systems, enhancing the accuracy and reliability of forensic
data extraction. Recent challenges are linked to the increasingly dy-
namic threat landscape and the expanded vehicle ecosystem, where
there is growing dependence on services and connections outside the
vehicle (V2X), along with evolving complexities related to software
and architectures [44]. There is an urgent need and a clear shift to-
ward adopting newer technologies to address these challenges, with
blockchain being notably emphasized [37]. We can also see a trend
toward more advanced solutions, such as [10], [16], and [31], which
focus on reducing computational and storage demands, enhancing
security utilizing blockchain technologies. However, challenges such
as cost, infrastructure dependencies, and computational complexity
remain.

The IoT Forensics Suite [24] is introduced, practical tool usage is
demonstrated [46, 28], and smartphones and apps, such as Android-
based tools, are used for collecting vehicle data [19]. However, secu-
rity remains a significant challenge. Various papers emphasize im-
proving and extending EDRs while balancing privacy, security, and
intellectual property protection, using models like MBSE and Magic-
Grid V2 [18]. Real-time analysis and scalability are highlighted through
novel approaches like clustering [27] and tampering detection via wa-
termarking [36]. Challenges remain, such as mitigating cyberattacks
and detecting tampering to ensure trust in forensic evidence [40].

Recent trends highlight the need for more advanced approaches to
address challenges such as managing enormous amounts of data. In
response, advancements in AI/ML have emerged, along with solu-
tions that integrate blockchain with AI/ML. For instance, the CPBW
mechanism is introduced for driver identification using smartphones,
and AI/ML integration with blockchain is explored for secure foren-
sic data storage with real-world data [17]. Another blockchain-based
solution also utilizes AI/ML techniques as a promising approach [30].
Other efforts focus on data integrity [14], dashcam video analysis for
evidence mapping [23], and the SAFE tool for forensic investigations
[25]. Additionally, responding to cybersecurity threats is emphasized
in [26]. However, despite these advancements, challenges remain in
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making blockchain a practical solution. There is also a tendency to
address challenges with privacy, traceability, and security for practi-
cal applications [11, 15, 32, 34]. For instance, recent approaches focus
on privacy through group signatures and secure communication [11],
and enhanced integrity using verifiable delay functions [34].

Future Directions. The field of ADF is likely to move toward stan-
dardization, regulation, and more structured processes and frame-
works for data handling (e.g., collection, extraction, and storage), en-
suring that common tools and techniques can be applied universally
across vehicle systems and manufacturers. As shown in Tables 1 and
2, there is a strong focus on these categories, along with practical
experiments that demonstrate their value (categories 1, 2, 8, and 9).
While blockchain continues to be explored as a potential solution for
enhancing ADF and security, its cost, performance constraints, and
infrastructure dependencies make it challenging for broad practical
application. Despite its promise, blockchain suffers from various in-
herent limitations, such as scalability, and is unlikely to serve as a
complete solution for ADF with the current limitations in mind. How-
ever, blockchain may serve as a supplementary technology integrated
with other approaches to enhance ADF. The integration of AI and ML
is emerging as a critical response to address and extract value from
the massive volume of data generated by modern vehicle systems due
to increasing communication and the use of services (both in-vehicle
and V2X data). These technologies will be invaluable in automating
data analysis, identifying anomalies, and facilitating scalability for
ADF.

However, as shown in Tables 1 and 2, there is an important gap in
recent research regarding virtualization and TEE. These are cutting-
edge technologies that could enhance ADF by securing sensitive data
(such as cryptographic keys) through execution in isolation, thus en-
hancing tamper resistance and preventing data leakage. Additionally,
the concept of smart cities has not been widely explored in the context
of ADF. Future research is likely to consider how vehicles, through
their V2X communication, interact with other smart systems, and the
related forensic data that can be inferred from these interactions.

In summary, we forecast the field of ADF to evolve toward stan-
dardization and clearer regulations. The integration of AI/ML tech-
nologies will become imperative to address the increased volume of
data, while blockchain will remain secondary but potentially useful
for specific tasks. TEE and virtualization represent potential areas
for further research to enhance ADF security. Lastly, as vehicles be-
come more integrated into other smart systems, such as smart city
ecosystems, future research will likely explore how this increasingly
interconnected environment can benefit ADF with relevant data.
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We have provided an updated and comprehensive SLR of the field
of ADF, categorizing and comparing recent developments with prior
research, while highlighting state-of-the-art trends, such as emerging
solutions in artificial intelligence, machine learning, and blockchain.
By analyzing these solutions from both a security and practical per-
spective, we offer valuable insights and implications for future re-
search. This SLR not only emphasizes the latest advancements but
also presents a forward-looking perspective on the future of ADF. As
the automotive industry continues to evolve, we believe our work
will be of value to both researchers and practitioners navigating this
dynamic and critical field.
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