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A B S T R A C T 
 

 
With the rapid advancements in technology scaling, the occurrence 

of both transient and permanent faults has increased, even as MP- 

SoCs (multiprocessor system-on-chips) achieve higher performance 

levels. Despite the development of numerous fault detection tech- 

niques, some faults still go unnoticed, leading to silent data corrup- 

tions and system failures. In this work, we propose a novel approach 

to monitor bus transactions and detect anomalies that could lead to 

critical data corruption or system failure, leveraging different deep 

learning models. 

Our research focuses on data extracted from the AMBA-AHB bus 

in an MPSoC environment based on NOEL-V processors. By evalu- 

ating different data representations we demonstrate the effectiveness 

of using image representations for anomaly detection. 

The results highlight that utilizing deep learning with optimized 

data representations improves the detection of anomalies, offering a 

robust framework for identifying faults in MPSoCs. This study pro- 

vides a foundation for future research in fault detection and con- 

tributes to the development of more reliable MPSoC systems. 
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We have seen that computer programming is an art, 

because it applies accumulated knowledge to the world, 

because it requires skill and ingenuity, and especially 

because it produces objects of beauty. 

— Donald E. Knuth [24] 
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Technology has transformed from small transistors to powerful sys- 

tems that can fit on a single chip. This is mainly due to the advances 

in the semiconductor industry with transistors getting smaller fol- 

lowing Moore’s law [47]. This makes the chips compact, denser, and 

more powerful. This creates the way for complex systems like the 

multiprocessor system on chips (MPSoCs). MPSoCs integrate mul- 

tiple processors, communication interfaces, memory units, and var- 

ious other components on a single chip [3]. These systems can be 

used in areas such as artificial intelligence, telecommunications, and 

embedded systems. This is beneficial because it provides powerful 

parallel processing, more computing in smaller space, and can work 

efficiently with lower clock frequencies [3]. 

Although MPSoCs are designed to satisfy these applications, they 

have complexities in monitoring, maintaining, and detecting faults 

because these systems are dense. Since technology keeps advancing 

and semiconductor components becoming smaller, the scaling of tech- 

nology has both positive and negative impacts on the industry.The 

reduction in size for components allows more components to be in- 

tegrated on a chip. This contributes to increased performance and 

functionality. But it also faces challenges such as increased sensitivity 

to environmental factors, manufacturing variability, quantum effects, 

and signal integrity problems[42]. 

Several studies have shown a significant rise in hardware errors as 

technology scales down. Hard errors arise from permanent or inter- 

mittent hardware faults caused by defects in the silicon and wear over 

time. Additionally, soft errors, often caused by transient faults, radi- 

ation, or electromagnetic interference, lead to random bit changes. 

While transient faults don’t cause permanent damage, they can dis- 

rupt program execution by modifying signal transfers or stored data, 

thereby leading to soft errors [17]. 

In large electronic device technologies such as 250nm and above, if a 

high energy particle hits an electronic device, it causes only a single 

bit error that changes the content of a single memory cell [53]. But 

as technology down scales toward 90nm and below, a high energy 

particle strike can affect multiple memory cells [8][51]. In short, due 

to technology scaling, chances of having more than single bit error 

increases. For example, in 40nm technology, around half of the er- 

rors are multiple bit errors.[15]. These issues impact the functionality, 

reliability, and performance of MPSoCs,where soft errors can cause 

temporary disruptions and hard errors result in unrecoverable faults, 
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reducing reliability. 

To detect these faults, error detection mechanisms must be imple- 

mented to identify soft errors without significantly affecting the sys- 

tem. Error correction codes can help resolve these issues, although 

they come with increased power consumption and delays. One of the 

most concerning faults is silent data corruption (SDC), which occurs 

when errors go undetected by traditional detection mechanisms, po- 

tentially leading to serious system failures [34]. For example, SDC 

can cause incorrect calculations and performance degradation, de- 

pending on the severity of the data corruption and the criticality of 

the affected components [23][18]. When these errors go undetected, it 

leads other faults to different causes which makes the detection more 

complicated. 

So, anomaly detection is considered as a challenging part in the sys- 

tem as it distinguishes the faulty behaviour of the system from the 

normal behaviour of system. Conventional anomaly detectors and 

hardware-based anomaly detectors may fail to identify SDC since 

it goes undetected. Machine learning is an effective approach for 

anomaly detection. However, traditional machine learning techniques 

has had many limitations including its difficulty in handling high di- 

mensional data, its limited ability to capture complex patterns etc. 

[30]. To address these limitations, deep learning techniques can be 

applied due to their excellence in representation learning enabling 

the detection of subtle patterns and deviations in highly complex 

datasets. Additionally, deep learning models are highly scalable, im- 

proving performance as data volume increases. [30]. These abilities 

enable deep learning models to identify anomalies and detect devia- 

tions from normal patterns more effectively[30]. 

In this work, we design an anomaly detector to detect soft errors in 

MPSoCs by online monitoring of the bus traffic which assumes that 

soft errors can affect the bus traffic which can be used to differen- 

tiate the faulty behaviour of the system from the normal behaviour 

of the system. To do this,we convert bus traffic data into images us- 

ing different image generation methods like 2D matrix representa- 

tion, wavelet transforms, Hilbert transforms and different space fill- 

ing curves. These images are then analysed by a system based on 

Convolutional Neural networks (CNN). Because CNNs are good at 

recognizing and classifying patterns in visual data. Data augmenta- 

tion techniques in CNNs can enhance the efficiency of anomaly detec- 

tor by a more diverse training set. CNNs can automatically identify 

and learn important features without needing manual help. Addi- 

tionally, we apply LSTM and MLP to the original data to validate the 

performance with CNN for a comparative analysis of their respective 

performances. Because LSTM is used for processing time-series data, 

it can effectively handle long sequences of data.[13]. In the context of 

anomaly detection, LSTMs are suitable for temporal corelations inher- 
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ent in time series data. On the other hand, [44][26]MLP can be used to 

detect outliers in static datasets where each data point is treated inde- 

pendently without considering time or order.MLP can also be applied 

to binary data for anomaly detection, where it identifies irregularities 

by analyzing each data point independently, without considering any 

temporal relationships or sequence[44][26]. 

 
1.1 PROBLEM FORMULATION  

 
With the rapid development in the IC technology with scaling down, 

the IC industry has achieved impressive and significant performance 

improvements. But along with this positive metrics what is trouble- 

some is the occurrence of faults both transient and permanent.After 

conducting a detailed literature study we came to know about the fact 

that despite having many advanced techniques for the detection and 

recovery of faults in an MPSoCs, many faults may go undetected by 

this mechanism which can eventually cause what we call a silent data 

corruption and cause a partial or complete system failure. Silent Data 

Corruption (SDC) refers to errors that occur within a computer sys- 

tem, including Multiprocessor System-on-Chips (MPSoCs), without 

any explicit notification or indication to the user or the higher-level 

software applications. In other words, the corruption of data takes 

place, but the system doesn’t detect or report the error. This can be 

problematic because it may lead to incorrect results or unpredictable 

behavior without any visible signs of a problem. 

Several reasons contribute to silent data corruption in MPSoCs: 

• Soft Errors: Soft errors, such as single-event upsets (SEUs) 

caused by radiation or electrical noise, can lead to transient 

changes in the state of memory or logic elements. If these errors 

occur in critical areas without being detected, they may result 

in silent data corruption. 

• Undetected Memory Errors: Memory systems in MPSoCs may 

experience errors that go undetected due to the lack of proper 

error detection and correction mechanisms. If a memory corrup- 

tion occurs in an area not protected by error-correcting codes 

(ECC) or other error-detection techniques, it might lead to silent 

data corruption. 

• Interference and Crosstalk: In MPSoCs where multiple pro- 

cessing cores share resources and communication pathways, in- 

terference or crosstalk between components can lead to data 

corruption. This may happen in communication buses or shared 

memory regions. 

• Faults in Communication Networks:: Silent data corruption can 

occur when data is transmitted between different components 
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through on-chip communication networks. Faults in these net- 

works, such as packet drops or undetected errors, can lead to 

corrupted data. 

Other sources of silent data corruption include, Faults in Com- 

munication Networks, Power Supply Issues, Process Variation. 

Software Bugs or Faulty Algorithms, Lack of Redundancy and 

Error Handling. 

To avoid silent data corruption in MPSoCs, it’s essential to im- 

plement robust error-detection mechanisms, such as Error cor- 

recting codes (ECC) for memory and employ redundancy and 

fault-tolerant techniques. Regular testing, validation, and moni- 

toring are crucial to identifying and addressing potential sources 

of silent data corruption in complex systems. 

 
1.2 RESEARCH  QUESTIONS  

 
From the literature we have studied and reviewed, we have 

observed that traditional fault detection in MPSoC-based envi- 

ronments primarily relies on hardware performance counters 

to detect anomalies. Therefore, we aimed to explore alternative 

methods and investigate the use of different forms of data for 

anomaly detection in MPSoCs. Our research questions are: 

1. What kinds of novel data can be used for anomaly detec- 

tion in MPSoCs? 

2. Is it more effective to use this data in its original form or as 

images for anomaly detection using deep learning models? 

3. Among various image representation techniques, which 

one is the most efficient for detecting anomalies? 

 
1.3 NOVELTY 

 
After conducting a detailed literature study, we have identified 

that, despite the various techniques available for fault detection 

in MPSoCs, Silent Data Corruption (SDC) [34][17][41] remains 

prevalent. This issue has become more pronounced with aggres- 

sive technology scaling, along with factors like software bugs 

and hardware Trojans. As a result, we propose a new approach 

to detect such faults early by monitoring system bus transac- 

tions. By analysing the bus activity, certain types of attacks or 

software vulnerabilities, intentional or unintentional can be de- 

tected before they affect the destination node. Online monitor- 

ing of these bus transactions is a novel approach that could en- 

hance fault detection in MPSoCs. 

To implement this, we plan to design two additional blocks in 
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the MPSoC architecture. The first block will collect runtime data 

traffic from the system bus and encode it into a format suitable 

for anomaly detection. This data, including binary information 

or other relevant metrics such as Address, Data Payload, Trans- 

action Size, Transaction Timing, and Bus Utilization, will be fed 

into the second block: an anomaly detection system. This block 

will analyze the data and classify it as either normal or abnor- 

mal. 

We aim to experiment with different anomaly detection tech- 

niques, primarily focusing on Convolutional Neural Networks 

(CNN) and other models like Multi-Layer Perceptrons (MLP) 

or Long Short-Term Memory (LSTM) networks. CNNs excel in 

image-based feature extraction, which necessitates converting 

the collected bus data into a 2D image for training purposes. 

However, we also intend to assess how well models like MLP 

and LSTM handle the raw, untransformed data. 

 

Data encoder: This block is responsible for monitoring the bus 

transactions and converting the data into a suitable format, which 

is then used as the input to the anomaly detector. The data col- 

lected from the bus could be binary or may include other infor- 

mation, such as Address, Data Payload, Transaction Size, Trans- 

action Timing, Bus Utilization, etc. In either case, the data needs 

to be converted into a 2D image for the CNN-based anomaly 

detector during the training phase. For binary-to-image con- 

version, we will explore several methods, including those dis- 

cussed in [50][38]. Space-filling curves, such as Peano curves, 

Sierpinski curves, and Hilbert curves, are some of the options 

to create these images[22][9] [39]. Additionally, we can choose 

other custom programs for this purpose. 

Our aim is to convert the data into an image using an efficient 

yet simple method that generates high-quality images. The logic 

for effectively converting data into an image is the first scope of 

our research. By preserving data locality, space-filling curves 

can efficiently map 1D binary data to 2D images, making them 

promising for this task. 

Apart from space-filling curves, we plan to explore other trans- 

formation methods, such as direct binary-to-2D image conver- 

sions, to compare their performance. The goal is to find an opti- 

mal approach for representing binary data as images that retain 

the data’s structure, aiding in accurate anomaly detection. 

 

Anomaly Detection Algorithms: Deep learning models are known 

for their ability to extract complex patterns and representations 

from data. CNNs, with their powerful feature extraction capabil- 

ities, are well-suited for detecting anomalies in high-dimensional, 
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complex MPSoC environments. Using deep learning models al- 

lows us to automatically learn relevant features that help iden- 

tify deviations from normal bus transaction behaviors and mem- 

ory access patterns. 

We aim to conduct a comparative study among different deep 

learning models for anomaly detection. Specifically, we plan to 

compare how CNNs work with the image representation of bus 

transaction data versus how MLP and LSTM models perform 

on raw data. Our goal is to identify which deep learning model 

best captures the underlying behavior of the system bus and 

can detect SDC more efficiently. 

So, this thesis aims to detect the presence of SDC in an MPSoC 

platform using deep learning models. We will compare CNN’s 

performance on image converted data with MLP’s performance 

on raw data. Additionally, we plan to evaluate different im- 

age generation methods, especially space-filling curves, to de- 

termine which one represents binary data most effectively as 

an image. Through this research, we aim to develop a robust ap- 

proach to SDC detection using anomaly detection models and 

efficient data representation techniques. 

 
1.4 EVALUATION OF THE WORK 

 

1.4.1 Anomaly Detector 

 
For Evaluating the quality of the anomaly detector, we will be 

using some standard metrics such as Accuracy, Recall, Precision 

and F1 score[36][48][12] [14]. 

 
• TP (True Positives):Number of instances that are correctly iden- 

tifies as anomalies. That means the model correctly predicted an 

anomaly when it is actually an anomaly 

• TN (True Negatives):Number of instances that are correctly iden- 

tifies as normal. That means the model correctly predicted a 

normal instance when it is actually normal 

• FP (False Positives):Number of instances that are incorrectly 

identifies as anomalies. That means the model predicted an 

anomaly, but it is actually normal. 

• TP (False Negatives):Number of instances that are incorrectly 

identifies as normal.That means the model predicted a normal 

instance, but it is actually an anomalous case. 
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Accuracy: Accuracy measures the overall correctness of the model. 

It is the ratio of correctly predicted instances to the total number 

of instances. 

Accuracy = 
TP + TN 

TP + TN + FP + FN 
(1) 

 
Precision: Precision gives the accuracy of the positive predic- 

tions. It calculates the ratio of true positives to the sum of true 

positives and false positives. 
 

Precision = 
TP 

TP + FP 
(2) 

 
Recall (Sensitivity or True Positive Rate): Represents the ability 

of the model to capture all the positive instances. It is the ratio 

of true positives to the sum of true positives and false negatives. 

 

Recall =  
TP 

TP + FN 
(3) 

 
F1 Score: F1 score is the mean of precision and recall and pro- 

vides a balance between precision and recall, especially when 

there is class imbalance. 

2 × Precision × Recall 
F1 = 

Precision + Recall 
(4) 
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L I T E R AT U R E R E V I E W 
2 

 

 
”According to Webster’s dictionary, an anomaly is something 

different, abnormal or peculiar, a deviation from the common 

rule, a pattern or trait taken to be a typical of the behavior of 

phenomenon under scrutiny” [33]. In the context of an MPSoC, 

an anomaly refers to an event that deviates from some standard 

or reference event, the reference effect is considered as the nor- 

mal behavior of the system [33]. 

It is very important to understand different faults that can hap- 

pen in multiprocessor system on chips. This literature survey 

explores conventional anomaly detection methods, hardware 

based anomaly detectors, traditional machine learning techniques 

and deep learning approaches to address various faults in MP- 

SoCs. 

 
2.1 FAULTS IN MPSOCS 

 
Studies have been conducted to know and reduce the sensitiv- 

ity of individual devices connected to LSI towards high energy 

particles [53]. This is mainly conducted to address the funnel- 

ing effect [53], which in fact leads to changes in the stored data 

thereby causing faults in MPSoCs. By introducing an n-grid [53] 

below active circuit to prevent the fields produced by an ioniz- 

ing particle can prevent full charge being absorbed by the cir- 

cuit whereas this leads to the formation of a junction which 

obstructs the full charge returning to the active circuit. In our 

research, similar faults may arise in MPSoCs, as we are using 

them in space applications where radiation effects are a con- 

cern. We are considering this scenario in our context. 

Soft errors [6][35], caused by radiation effects such as Single- 

Event Transients (SETs) and cosmic neutron interactions, can 

lead to temporary faults like bit flips in memory and logic cir- 

cuits, as well as Silent Data Corruption (SDC), where errors 

remain undetected and cause incorrect system behavior. Silent 

Data Corruption (SDC) is a key challenge in MPSoCs, especially 

in virtualized environments. Research by IBM and LANL [11] 

showed that SDCs can be caused or corrected by the virtualiza- 

tion layer, suggesting the need for better detection techniques at 

this layer. Another study [43] found that in large data centers, an 

SDC event occurs monthly, and SDC rates are higher on Linux 
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compared to bare-metal systems. They also identified that cer- 

tain microprocessor components, like the Re-Order Buffer, are 

less likely to experience SDC due to checks before committing 

data [43]. This highlights the importance of both hardware and 

software solutions to minimize SDC in MPSoCs. These issues 

become more frequent with advanced technology scaling and 

present significant challenges in critical applications like space 

systems [6][35]. In our research, we are focused on detecting 

these errors, including bit flips and SDC, to enhance the relia- 

bility of MPSoCs in radiation-prone environments. 

 
2.2 CONVENTIONAL FAULT DETECTION  AND CORRECTION  

METHODS 

 
Several fault tolerance techniques have been explored to han- 

dle transient faults in VLSI circuits in different papers. Com- 

mon methods include watchdogs, signatures, and duplication, 

but these often fail to detect errors in specific circuit parts like 

latches [31]. Active redundancy [34] enhances fault detection by 

replicating tasks and using majority voting for reliability but at 

the cost of higher resource usage and processing overhead. 

Error correction codes (ECC) have been proposed for address- 

ing memory faults, especially in SRAM [16]. New ECCs can 

correct multiple cell upsets, but their performance declines for 

burst errors beyond four bits and requires significant hardware 

resources [16]. On-chip sensors have also been suggested to de- 

tect soft errors caused by radiation or noise, providing a cost- 

effective solution without major hardware changes[27]. But their 

efficiency depends on sensor placement and network perfor- 

mance for communication [27]. 

In MPSoCs, fault detection methods include hardware redun- 

dancy (e.g Dual modular redundancy and Triple Modular Re- 

dundancy), temporal redundancy, and parity-based techniques 

[4]. Hardware redundancy is highly reliable but requires extra 

hardware while Temporal redundancy reduces hardware needs 

but introduces time delays, making it less suitable for critical 

applications [4]. Lock-V’s dual-core lockstep (DCLS) strategy 

corrects single-event upsets in RISC-V processors but struggles 

with common-mode failures [32]. 

For silent data corruptions (SDC), tools like RIVA detect errors 

in data transfer from memory to disk using integrity verifi- 

cation algorithms, though they introduce delays due to cache 

clearing [10]. Fault injection studies, like SDCInfer, track in- 

struction traces leading to SDCs and optimize detection at the 

program level, aiding in the development of program-level de- 

tectors [28]. Continuous monitoring systems in RISC-V proces- 
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sors extract processor features and use anomaly detection pro- 

grams to identify abnormal behavior[7]. But hardware-software 

co-design complexities remain a challenge [7]. So in this con- 

text it is proving that deep learning methods provides better 

fault coverage while avoiding the high hardware costs and lim- 

itations of earlier approaches [40]. This makes deep learning 

a strong tool for improving reliability and detecting faults in 

MPSoCs[40]. 

 
2.3 SPACE FILLING  CURVES 

 
Space-filling curves like Peano, Hilbert, and Sierpinski curves 

are useful for converting one-dimensional binary data into two- 

dimensional images while keeping nearby data points close to 

each other and this property is very helpful when analyzing 

data with Convolutional Neural Networks (CNNs) [46]. Peano 

curves move through a 2D space in a smooth, systematic way, 

making them great for converting binary data into structured 

images [46]. Hilbert curves also follow a specific pattern to main- 

tain the order of nearby data points, which is key for recogniz- 

ing patterns in high-dimensional data [46]. Sierpinski curves, 

built using a fractal approach, similarly ensure that data points 

remain well-organized [46]. 

These curves make it easier to represent binary data as images, 

which can then be analyzed by CNNs to detect anomalies. Its 

ability to preserve spatial relationships is critical where under- 

standing patterns in data is important [46]. 

 
2.4 TRADITIONAL MACHINE LEARNING TECHNIQUES  

 
Traditional machine learning techniques for anomaly detection 

like Support Vector Machines (SVM), Principal Component Anal- 

ysis (PCA), and neural networks, are commonly used to identify 

unusual patterns in various systems[37]. For example, the Mem- 

ory Heat Map (MHM) method uses the Expectation-Maximization 

(EM) algorithm to analyze processor memory behavior and de- 

tect any deviations from normal usage patterns[52]. This ap- 

proach helps identify abnormal memory behavior that could 

indicate an issue. 

In multicore embedded systems, anomaly detection can be achieved 

using Artificial Neural Networks (ANN) [21]. This system col- 

lects data from running tasks and uses it to train the ANN, 

which can then detect anomalies in real-time without affecting 

the system’s performance [21]. However this method struggles 

to identify anomalies that are very similar to normal behavior 
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indicating a need for improvement[21]. 

Another method in anomaly detection is presented in the study 

by the authors of [49], who focus on detecting anomalies in im- 

age datasets using both supervised and semi-supervised meth- 

ods. In the supervised case, they enhance a neural network 

typically used for image classification by adding techniques 

such as center loss, which modifies the deep feature distribu- 

tion [49]. This adjustment enables the neural network to simul- 

taneously perform image classification and detect anomalies 

[49]. In semi-supervised anomaly detection, they use out-of- 

distribution (OOD) detection, which involves identifying sam- 

ples that belong to the test dataset but were not part of the 

training dataset [49]. This helps detect unexpected samples that 

might not need to be included in the training set after detec- 

tion. Although these traditional methods are effective, they have 

some challenges. They rely heavily on good-quality data and 

struggled with complex or changing datasets[37]. Because of 

these limitations, we are turning to deep learning methods which 

can automatically learn important features, adapt to new data 

and perform better in complex tasks like anomaly detection in 

MPSoCs. 

 
2.5 DEEP LEARNING  TECHNIQUES  

 
our research has focused on using different deep learning tech- 

niques, especially Convolutional Neural Networks (CNNs), for 

detecting anomalies in different areas like network traffic, hard- 

ware performance etc. 

For example, He and Li [19] used CNNs for classifying en- 

crypted network traffic. They converted network data into bi- 

nary format and then into grayscale images, which helped the 

model accurately classify different types of encrypted traffic 

[19]. In other studies [29], a hybrid model is designed which 

combines CNN with Long Short-Term Memory (LSTM) net- 

works have improved the ability to detect anomalies especially 

in complex attacks that look like normal traffic. The data is 

transformed into images that the CNN can process more effec- 

tively. CNNs have also been used in Intrusion Detection Sys- 

tems (IDS). A study by [25] combined CNN and LSTM to im- 

prove performance. This combination is good for detecting both 

known and unknown intrusions while keeping the system effi- 

cient. 

Other researchers have used CNNs to monitor hardware perfor- 

mance. In [38] authors found that LSTM outperformed Hidden 

Markov Models (HMM) in detecting performance issues using 

hardware counters . Research by [25] showed that shallow CNN 



2.5 DEEP LEARNING TECHNIQUES 13 

[ April 12, 2025 at 20:58 – classicthesis version 4.0 ] 

 

 

 
models worked better than deeper ones. In binary classification 

tasks LSTM models performed very well, achieving 99% accu- 

racy, which was better than other models like Fully Connected 

Networks (FCN) and Variational Autoencoders (VAE) [30]. 

Also, CNNs and their variations such as CNN-RNN and CNN- 

LSTM, have been shown to outperform traditional machine learn- 

ing models in network intrusion detection [45]. These models 

excel at extracting high-level features from data, helping them 

detect anomalies more accurately. 

In summary, deep learning techniques like CNNs have proven 

to be very effective at identifying anomalies in various fields, 

such as network traffic, hardware performance, and security ap- 

plications. These models can learn complex patterns, making 

them valuable tools for improving detection accuracy. 

The following are the various techniques explained so far and 

its drawbacks: 
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Table 1: Anomaly Detection Techniques and Their Drawbacks 

Techniques Drawbacks 

Conventional anomaly detec- 

tion methods 

Limited ability to detect complex anomalies. 

Difficulty in adapting to dynamic changes 

or new patterns. 

Hardware-based Anomaly de- 

tectors 

Increased hardware complexity and cost, 

may require specialized hardware compo- 

nents, and difficulty in upgrading exist- 

ing systems with new hardware-based solu- 

tions. 

Active Redundancy Increased resource utilization due to task 

replication, complexity in managing redun- 

dant tasks and ensuring synchronization be- 

tween replicas. May not be suitable for all 

types of fault scenarios. 

Error Correction Codes (ECC) Decreased performance for burst errors. 

Limitation in handling intermittent faults or 

multiple simultaneous errors. 

RIVA (Robust Integrity Verifica- 

tion Algorithm) 

Cache clearing and reading data from the 

disk increases the execution time. 

On-chip sensors for Soft-error 

Detection 

Challenges in coverage and placement of 

sensors and difficulty in integrating into cer- 

tain chip designs. Efficiency depends on sen- 

sor accuracy and reliability. 

Memory Heat Map Mechanism Computational overhead in analyzing mem- 

ory behavior patterns, sensitivity to varia- 

tions in workload. 

Traditional Machine Learning 

(SVM, PCA, Neural Networks) 

Requires large amounts of high-quality 

training data. Has difficulty in handling 

complex or changing datasets. 

Deep Learning Techniques 

(CNN, LSTM,CNN-LSTM) 

High computational complexity, requires 

large amount of training data, and may over- 

fit if data is limited. 
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For our work we mainly focus on NOEL-ARTYA7 processor 

based MPSoC for evaluating noel processors in system on chips. 

In our work, we have chosen NOEL due to our collaboration 

with Front Grade Gaisler. Since we are taking data from bus 

traffic, which provides binary data, it can be applied to any MP- 

SoC that offer binary data. The NOEL-ARTYA7-EX features a 

RISC-V NOEL-V processor with a 64-bit architecture with 16 

KiB instruction and 16 KiB data caches [1]. It has a memory 

management unit, hardware multiplier and divider, available 

in single and multi-core configurations and it incorporates stan- 

dard RISC-V components including a Platform-Level Interrupt 

Controller, PMP, and debug support [1]. It ensures a Level 2 

cache and DDR4 SDRAM for efficient data handling and mem- 

ory access. Additionally, it offers essential peripherals such as 

UART, timers, GPIO port, and status registers, facilitating versa- 

tile system integration [1]. With an Ethernet 10/100 Mbit MAC 

interface, it enables network connectivity. The NOEL-ARTYA7 

FPGA bitstreams, derived from the GRLIB IP library utilizing 

Xilinx Artix7 devices, has example designs suitable for evalu- 

ating NOEL microprocessors in system-on-chip configurations, 

offering a robust platform for development and assessment [1] 

 
3.1 BUS DATA -AMBA AHB 

 
GRLIB is based on AMBA AHB which is used as a standard 

interconnect interface [2]. The Advanced Microcontroller Bus 

Architecture (AMBA) is an open standard developed by ARM 

Holdings for on-chip communication buses within system-on-a- 

chip (SoC) designs[5]. AMBA defines a set of protocols that al- 

lows the connection and management of different components 

within an SoC, such as processors, memory controllers, periph- 

eral interfaces, and other hardware accelerators [5][2]. The in- 

creasing complexity and performance requirements of modern 

system-on chip is the reason for using a high-performance bus 

protocol like AMBA AHB [5]. AHB supports multiple managers 

and subordinates connected to the bus, allowing for the inte- 

gration of various components within an SoC. Managers are 

the units that initiate data transfers, such as processors, DMA 

controllers, or other bus peripherals. Subordinates are the units 
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Figure 1: AHB system design with single manager and three 

subordinates[5] 

 

that respond to data transfer requests, such as memory units, 

peripheral interfaces, or bus controllers[5]. 

Manager provides address and control information to initiate 

read and write operations by sending address and control sig- 

nals. Subordinate responds to the operations initiated by man- 

agers. An interconnect component connects managers and sub- 

ordinates in a system. The above figure is a single manager AHB 

design which uses a decoder and multiplexor. Decoder decodes 

the address of each transfer and gives a select signal for the 

Subordinate which is involved in the transfer [5] [20]. It also 

gives a control signal to the multiplexor. Multiplexor combines 

the read data bus and response signals from the Subordinates 

to the Manager. has a range of control, data and address signals 

that coordinate the flow of information between managers and 

subordinates on the bus. 

– HCLK: 

HCLK is the clock signal used to synchronize the operation 

of the AHB bus. It drives the timing for all bus transactions. 

– HRESETn: 

HRESETn is the active-LOW reset signal used to reset the 

AHB bus and its connected components. 

– HADDR: 

HADDR is the bus used by the manager to specify the ad- 

dress of the desired memory location or peripheral register 

for read or write operations. 

– HTRANS: 

HTRANS indicates the type of transfer. Common transfer 
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types include BUSY, NONSEQ (Non-sequential), SEQ (Se- 

quential), and IDLE (Idle). 

– HWDATA: 

HWDATA carries data from the manager to the subordi- 

nates during write transactions. Width of data can be 8, 16, 

32, 64, 128, 256, 512, or 1024. 

– HWRITE: 

HWRITE indicates the transfer direction. It indicates a write 

transfer when it is HIGH. 

– HRDATA: 

HRDATA carries data from the subordinate to the manager 

through a multiplexor during read transactions. 

– HSEL: 

HSEL indicates which subordinate is being accessed by the 

manager. It is used to select the subordinate for reading or 

write operations. 

– HREADY: 

HREADY is used by the slave to indicate its readiness to 

accept or transfer data. When asserted high, it indicates 

that the slave is ready to proceed with the transaction. 

– HRESP: 

HRESP is the response signal sent by the subordinate to 

the manager to indicate the status of the transaction. Pos- 

sible responses include OKAY (LOW) (successful transac- 

tion) and ERROR (HIGH) (error occurred). 

– HBURST: 

HBURST indicates the number of transfers in the burst. 

– HSIZE: 

HSIZE provides the size of the transfer. 

 

3.1.1 Operation 

 
A manager initiates a data access transaction by placing the de- 

sired address on the address bus (HADDR). Then, it selects the 

subordinate using the subordinate select signal(HSEL). For writ- 

ing data, the manager puts the data on the write data bus(HWDATA) 

and waits for the subordinate to be ready(HREADY). After re- 

ceiving the ready signal, manager proceeds with the transaction. 

Subordinate responds with a response signal(HRESP) which in- 

dicates its outcome. For reading the data, if the transaction is 

successful, the manager reads it from the read data bus pro- 

vided by the subordinate(HRDATA). For a write transaction, the 

manager puts the target address on the address bus(HADDR) 
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Figure 2: Flow of fault detection process 

 

and selects the target subordinate(HSEL). The manager then 

waits for the ready signal from subordinate to proceed with the 

transaction(HREADY). Subordinate responds with a response 

signal(HRESP) which indicates its outcome(HRESP). For burst 

transfers, the manager does consecutive read or write transac- 

tions to transfer multiple data items efficiently. This helps mini- 

mize bus overhead and improve data throughput. AMBA AHB 

supports both sequential and non-sequential transfers, allowing 

access to consecutive and non-consecutive transfers. 

 
3.2 DATASET 

 
This dataset presents a log of transactions occurring on an AHB 

(Advanced High-performance Bus) interface, commonly used 

in system-onchip architectures. Each entry provides detailed 

information about a specific transaction. The "Time" column 

records the timestamp of each transaction, revealing the chrono- 

logical order of events. Memory addresses involved in the trans- 

actions are captured in hexadecimal format under the "Memory 

Address" column, indicating the locations within the system’s 

memory hierarchy where data is accessed. The "Read/Write" 

column distinguishes between read and write operations, indi- 

cating whether data is being retrieved from or written to the 

specified memory address. Additionally, the "Size" column spec- 

ifies the volume of data transferred in each transaction, typically 

measured in bytes. Finally, the "Instructions" column contains 

the details about the instructions fetched and is represented as 

hexadecimal codes. 
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Figure 3: Dataset before preprocessing 

 

 
Figure 4: Dataset after preprocessing 

 

3.3 DATA ENCODER  

 
The data encoder is an important part of the research as it is 

used to represent the binary data into an image, which is used 

as the input to the CNN for anomaly detection. Here we will 

be discussing 6 different methods used to represent the binary 

data as image. 

 

3.3.1 Method 1 : 2D matrix representation 

 
In this method, the binary string is split into groups of 18 bits 

each, corresponding to rows in the resulting matrix. Each bit in 

the binary string is then converted into an integer and stored 

as elements in the matrix. This forms a 2D matrix where each 

row represents a group of 8 bits from the binary string. Sub- 

sequently, the matrix is converted into a numpy array, a data 

structure suitable for numerical operations. The imshow func- 

tion from matplotlib is then employed to visualize the matrix 

as an image, with the ’binary’ colormap specified. In this col- 

ormap, ’0’ values are mapped to black and ’1’ values to white, 

resulting in a binary image where each black pixel represents 

a ’0’ and each white pixel represents a ’1’. The resulting image 

accurately reflects the binary data provided, with pixel inten- 

sity corresponding to the binary values. Figures above shows 

the normal and faulty sample of the image data. 
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Figure 5: Normal data- Bi- 

nary representa- 

tion 

Figure 6: Faulty data- 

Binary represen- 

tation 

 

3.3.2 Method 2 : Peano Space filling curves 

 
Peano curves are a specific type of fractal curve designed to 

fill space in a continuous manner [20][46]. First developed by 

mathematician Giuseppe Peano, these curves offer a way to 

systematically traverse a 2D grid. Peano curves are a type of 

fractal that continuously fills a two-dimensional space. These 

curves systematically traverse a grid, ensuring that every point 

in each area is visited without overlaps. This unique property 

is particularly useful in applications that require the preser- 

vation of local data structures, such as image processing and 

data visualization. When converting binary data into images, 

Peano curves excel at maintaining the proximity of neighbour- 

ing data points. This is essential for translating one-dimensional 

binary sequences into two-dimensional representations, as it al- 

lows the spatial relationships within the data to be retained. 

Such preservation is crucial for convolutional neural networks 

(CNNs), which depend on spatial configurations to effectively 

detect patterns. Converting Binary Data to Images with Peano 

Curves The transformation of binary data into an image using 

Peano curves involves several steps 

– Binary Data Collection: 

Data from system bus transactions is collected in binary 

form, which can include various elements like addresses 
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and transaction details. For example, a 64-bit binary se- 

quence may be utilized for analysis. 

– Peano Curve Generation: 

The Peano curve is constructed by recursively subdivid- 

ing a two-dimensional space. As the order of the curve 

increases, the detail of the grid improves, allowing for a 

more comprehensive mapping of the data. 

– Data Mapping: 

Each bit from the binary sequence is mapped to a specific 

point on the Peano curve. For instance, if the curve pro- 

duces 64 points, each point will correspond to one bit in 

the binary sequence. 

– Image Visualization: 

The mapped binary data is visualized as an image, where 

’1’ is typically represented by a black pixel and ’0’ by a 

white pixel. This image preserves the original data’s struc- 

ture due to the nature of the Peano curve’s path. 

The strength of using Peano curves lies in their ability to up- 

hold data locality. This is especially beneficial for CNNs, which 

require an organized input to recognize patterns and detect 

anomalies. By ensuring that adjacent bits remain close in the 

image representation, Peano curves enhance the potential for 

accurate anomaly detection [46]. 
 

Figure 7: Peano space filling curve 

 

 

Figure 8: Faulty data- Peano 

space filling curve 

Figure 9: Normal data-Peano 

space filling curve 

 
For the 32-bit binary data 11000000000000000000000000000000 

can be plotted onto a grid using the Peano curve, which is a 

recursive space-filling curve that maps a one-dimensional se- 
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quence into a two-dimensional grid while preserving spatial lo- 

cality. For this example, the binary data is represented on a 4Ã8 

grid. The Peano curve defines the traversal order through the 

grid, starting from the lower-left corner and recursively mov- 

ing through the cells in a structured pattern. The binary data is 

mapped to the grid based on the curve’s traversal order, where 

the first two bits (1 and 1) correspond to the first two positions 

along the curve, and the remaining bits (0s) are assigned to 

the subsequent positions. When plotted, the first two grid cells 

along the curve’s path are marked to represent the 1s, while the 

rest remain unmarked, corresponding to the 0s. The resulting 

visualization shows the binary sequence translated into a 2D 

spatial representation, with the Peano curve connecting the po- 

sitions in the defined order. This method preserves the data’s 

structural locality, making it suitable for analyzing patterns or 

detecting anomalies using deep learning models like CNN. 
 

Figure 10: Peano space filling curve for the 32-bit data 
 

 

3.3.3 Method 3 : Hilbert Space Filling Curves 

 
Hilbert curves, a type of fractal space-filling curve, follow a re- 

cursive pattern that allows them to traverse a two-dimensional 

space by covering every point without intersecting themselves 

[46]. A defining feature of Hilbert curves is their ability to pre- 

serve locality: points that are near to each other along the curve 

remain close together in the two-dimensional grid. This prop- 

erty is particularly beneficial in applications where the relation- 

ships between adjacent data points are critical, including image 

processing, data visualization, and multidimensional data in- 

dexing. 

This means that Hilbert curves facilitate the transformation 

of high-dimensional data into lower-dimensional forms with- 

out losing essential spatial characteristics[46]. This capability 

is especially useful for converting binary or one-dimensional 

data into informative two-dimensional images, where the spa- 
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tial dependencies among bits are maintained, enhancing pattern 

recognition. 

In this research, Hilbert curves are employed to transform bi- 

nary data from system bus transactions into images suitable for 

input into Convolutional Neural Networks (CNNs) for anomaly 

detection. This conversion preserves the spatial relationships be- 

tween consecutive bits, which is vital for effective anomaly de- 

tection. 

Binary data, such as system bus addresses, transaction timings, 

or data payloads collected from bus transactions, are typically 

represented as sequences of 32 bits or more. The Hilbert curve is 

generated through a recursive process that systematically subdi- 

vides the space into smaller sections. As the order of the Hilbert 

curve increases, the coverage of the grid becomes more detailed, 

allowing for a more refined mapping of data points. Each bit 

from the binary sequence is assigned to a specific point along 

the Hilbert curve. The locality-preserving nature of the Hilbert 

curve ensures that adjacent bits in the binary sequence remain 

close in the resulting two-dimensional image. 

Once the mapping is complete, the binary data is visualized 

as an image, where ’1’ bits are depicted as black pixels and ’0’ 

bits as white pixels. This results in a two-dimensional image 

that retains the original structure of the binary data, making it 

suitable for CNN-based anomaly detection or classification. 

 

 
Figure 11: Hilbert space filling curves 

 

The primary advantage of utilizing Hilbert curves in this con- 

text is their capacity to map high-dimensional binary data into 

a two-dimensional format while preserving the relationships be- 

tween neighboring data points. This enhances the accuracy of 

CNNs in identifying patterns or anomalies within the data[46]. 
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To represent the given 32-bit binary data 

11000000000000000000000000000000. The Hilbert curve tra- 

verses a 2D grid in a recursive, continuous pattern that 

preserves spatial locality. For this example, the binary data is 

mapped onto a 4Ã8 grid, following the Hilbert curve’s specific 

path. 

The traversal starts at the bottom-left corner, moving through 

the grid in the Hilbert-defined sequence. Each bit in the binary 

data corresponds to a specific cell along the Hilbert path. The 

first two bits (1 and 1) of the binary data mark the first two 

positions on the curve, represented as filled circles in the grid. 

The remaining bits (0s) are assigned to subsequent positions, 

which remain unfilled, indicating no active data in those cells. 

The Hilbert curve’s ability to preserve the proximity of data in 

its mapping ensures that closely related binary values remain 

adjacent in the 2D representation. This spatially coherent map- 

ping is highly useful for image-based anomaly detection using 

deep learning, as it translates 1D data into a meaningful 2D 

layout while maintaining patterns inherent in the original se- 

quence. 
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Figure 12: Hilbert space filling curves for the 32 bit data 

 

3.3.4 Method 4 :Sierpinski Space-Filling Curves 

 
The Sierpinski curve is another type of space-filling curve, 

which is defined as a continuous curve that passes through 

every point in a two-dimensional area. As in [46] the Sierpin- 

ski curve is constructed recursively, creating a self similar frac- 

tal structure. Each iteration of the curve divides the plane into 

smaller triangular sections thereby maintaining the property of 

locality where nearby points in the one-dimensional sequence 

remain close in the two-dimensional representation [46]. This 

characteristic makes the Sierpinski curve particularly useful for 

converting linear binary data into structured two-dimensional 

images. In the context of MPSoC anomaly detection, the data 

collected from system bus transactions can be represented as a 

binary sequence. By mapping each bit of this sequence on the 

points of a Sierpinski curve, we can create an image that retains 
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Figure 13: Normal data- 

Hilbert space 

filling curve 

Figure 14: Faulty data- 

Hilbert space 

filling curve 

 
the spatial relationships of the original data. This preservation 

is crucial for effective analysis using convolutional neural net- 

works (CNNs), as it allows the model to recognize patterns and 

anomalies in the data. 

To represent binary data using the Sierpinski curve, the binary 

data, typically consisting of a series of bits representing vari- 

ous aspects of the MPSoC’s operation, serves as the input for 

the conversion process. [46] The Sierpinski curve is generated 

through a recursive algorithm, where each iteration adds com- 

plexity and density to the curve. This allows for sufficient points 

to map the entire binary sequence effectively [46]. Each point on 

the Sierpinski curve is assigned a bit from the binary sequence. 

The recursive nature always ensures that bits that are sequen- 

tially close in the binary string remain spatially close on the 

curve, thereby preserving the data’s locality. Each bit is repre- 

sented as a pixel in the resulting image, with a ’1’ typically 

represented as black and a ’0’ as white. This visual representa- 

tion allows to analyze the data patterns and facilitates anomaly 

detection. 

The generated image can be analyzed using CNNs, which excel 

at detecting features and patterns within image data. The Sier- 

pinski curve’s ability to maintain spatial relationships within 
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the binary data enhances the modelâs effectiveness in identify- 

ing deviations that may indicate anomalies. 
 

Figure 15: sierpinski space filling curve 

 

This approach not only helps in visualizing complex data sets 

but also significantly contributes to enhancing the performance 

of machine learning models in tasks such as anomaly detection 

in embedded systems. 

The Sierpinski curve is a recursive, fractal-based space-filling 

curve that divides a grid into triangular regions and follows a 

zigzag pattern while preserving spatial locality[46]. 

For this example, To represent the binary data 

11000000000000000000000000000000 on a 2D grid is mapped 

onto the grid along the Sierpinski path. Each bit in the binary 

sequence corresponds to a specific position on the curve. 

Starting at the bottom-left corner, the first two bits of the binary 

data (1 and 1) are mapped to the initial two positions along the 

curve, represented as filled circles in the grid. The subsequent 

bits (0s) are placed along the curve, leaving the corresponding 

grid positions unfilled since they do not carry active data. 

The Sierpinski curve’s recursive nature ensures that adjacent 

bits in the binary sequence are placed near each other in the 

2D representation, even as the curve grows in complexity. This 

feature makes the Sierpinski curve particularly effective for rep- 

resenting patterns in binary data for anomaly detection, as it 

highlights spatial relationships while preserving the sequential 

structure of the original data. 

 

3.3.5 Method 5:Wavelet Transform 

 
Wavelet Transform is a mathematical technique that decom- 

poses a signal into components at various levels of detail, pro- 
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Figure 16: sierpinski space filling curve for the 32 bit binary data 
 

 

Figure 17: Normal  data-  Sierpin- 

ski space filling curve 

Figure 18: Faulty  data-Sierpinski 

space filling curve 

 
viding both time and frequency information, so that it can be 

used for analyzing non-stationary signals. The Discrete Wavelet 

Transform (DWT), used for discrete data sets like digital signals, 

has applications in signal processing, image compression, and 

feature extraction. In the provided program, a binary data se- 

quence is converted into a NumPy array of integers, and the 

DWT is applied using the ’db1’ wavelet. This transformation 

yields approximation and detail coefficients, which are then 

plotted and saved. Wavelet Transform is useful for creating im- 

ages because it can analyze different levels of detail at the same 

time. It helps capture both broad and detailed parts of an im- 

age and can accurately identify features like edges and textures. 

Additionally, wavelets are effective for image compression by 

retaining significant components and discarding less important 

details, and for denoising while preserving essential features. 

The flexibility of choosing different types of wavelets to suit 

specific applications further enhances its suitability for complex 

image processing tasks, making the Wavelet Transform a supe- 

rior technique for handling the complexities of image data. 

The DWT breaks the binary data into two sets of coefficients: 

approximation coefficients (low-frequency components) and 

detail coefficients (high-frequency components). These coeffi- 

cients show the main trends and finer details of the original 

data. 
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Figure 19: Wavelet transformed data 

 

 

Figure 20: Normal data- Wavelet 

transform 

Figure 21: Faulty  data-  Wavelet 

Transform 

 
 
 

 

3.3.6 Method 5 : Radial cascade curve 

 
So here we are presenting a novel logic for representing the 

binary data developed by us. We termed it as the radial cascade 

curves. The Radial Cascade Curve is a method for transforming 

binary data into a spatial representation using concentric circles. 

In this approach, binary data, typically a sequence of 0s and 1s, 

is mapped onto a series of evenly spaced circular layers, with 

each bit assigned to a specific point on the circles. Each circle 

has a fixed radius, increasing outward in a uniform manner, 

and the points on the circle are evenly distributed along its 

circumference. Binary values of ’0’ and ’1’ are distinguished by 

using different markers, allowing easy identification of the bits 

in the visual layout. The points on each circle are connected to 

form a closed loop, and adjacent circles are linked to create a 

continuous cascade effect. 

This design helps to visually highlight patterns in binary data, 

such as clustering or regularity, and enables an intuitive analy- 

sis of data structure and relationships. By employing this radial 

arrangement, the method offers a clear and structured way to 

represent binary sequences, making it useful for applications 
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Figure 22: Radial cascade curve 

 

anomaly detection. 

 

Figure 23: Radial cascade curve for 32bit data 

 

For example, The binary data 

11000000000000000000000000000000, consisting of a sequence 

of 0s and 1s, is mapped onto a set of evenly spaced concentric 

circular layers, with each bit assigned to a distinct point on the 

circles. 

 
 
 
 
 

3.4 THE CNN MODEL 

 
The CNN model used for binary classification is designed to be 

both simple and effective for detecting anomalies in images. It 

has three convolutional layers, where the number of filters in- 

creases from 32 to 64, and then to 128. Each layer is followed 
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Figure 24: Normal data- Radial 

cascade curve 

Figure 25: Faulty data- Radial cas- 

cade curve 

 
by a ReLU activation and max pooling, which helps reduce 

the size of the images while keeping the important features. 

These layers work together to extract patterns from the input 

images. After the feature extraction, the output is flattened and 

passed through two fully connected layers: the first with 256 

neurons to process the extracted features, and the second with 

2 neurons to classify the data into two categories. The model 

uses CrossEntropyLoss, which is ideal for classification prob- 

lems, and is trained using the Adam optimizer, which adjusts 

the learning rate automatically for better results. Even though 

the architecture is simple, it is powerful enough to handle pat- 

tern recognition in image-based data, and it trains quickly and 

efficiently. 

 
3.5 THE MLP (MULTILAYER PERCEPTRON) MODEL 

 
In this work, a Multilayer Perceptron (MLP) was employed as 

one of the deep learning models for anomaly detection in MP- 

SoC fault identification. The MLP is a type of feedforward neu- 

ral network composed of multiple layers, with each layer fully 

connected to the next. The MLP model in this study is designed 

to classify data into one of two classes, making it suitable for 

binary classification tasks. 

The architecture of the MLP used in this research is as follows: 

– Input Layer: The model accepts an input of size 32, corre- 

sponding to 32-bit data. This input represents the binary 

data obtained from the bus transactions in the MPSoC sys- 

tem. Each bit in the data is treated as a feature for classifi- 

cation. 
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– Hidden Layers: The network contains two hidden layers. 

The first hidden layer has 50 neurons, and the second hid- 

den layer also contains 50 neurons. These layers use the 

ReLU (Rectified Linear Unit) activation function, which in- 

troduces non-linearity into the model. This enables the net- 

work to learn complex patterns and relationships in the 

data. 

– Output Layer: The final layer of the model outputs a vector 

of size 2, corresponding to the two possible output classes 

in binary classification (e.g., anomaly or normal). The out- 

put layer applies the Softmax activation function, which 

normalizes the outputs to represent probabilities for each 

class, ensuring that the modelâs predictions sum up to 1. 

– Loss Function: The model utilizes the CrossEntropyLoss as 

the loss function. This is commonly used for classifica- 

tion tasks and measures the difference between the pre- 

dicted probability distribution (from the Softmax output) 

and the true labels. The goal during training is to minimize 

this loss function, thereby improving the model’s ability to 

make accurate predictions. 

– Optimizer: The Adam optimizer is used to update the 

model’s weights during training. Adam is an efficient opti- 

mization algorithm that adjusts the learning rate based on 

the gradients of the loss function, allowing the model to 

converge faster compared to traditional gradient descent. 

The MLP model is trained using the input data, where the 

network learns to detect patterns that can distinguish between 

faulty and non-faulty bus transactions. 
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Our research was mainly intended to demonstrate the enhanced 

capability of CNN to identify anomalous patterns in data, com- 

pared to data in its raw form. We expected a significant per- 

formance difference between CNN using image data generated 

from raw data and other deep learning models such as MLP . 

To showcase this, we introduced various types of faults into the 

binary data and experimented with different methods of image 

representation. 

 
4.1 FAULTS AT FIXED POSITION  

 
The data extracted from the AHB bus of the MPSoC contains 

information such as memory addresses, data values, type of 

operation performed, data size, and data type. For this study, 

we used only the memory addresses from the dataset, which 

followed an identifiable pattern. To create faulty data, we intro- 

duced faults by flipping specific binary bits at fixed positions. 

For instance, in 32-bit memory addresses, the error would al- 

ways occur at the nth bit position. 

Fault scenarios were simulated by introducing bit flips at LSB, 

MSB, and middle positions. To explore the impact of data repre- 

sentation on anomaly detection, we experimented with different 

window sizes for generating image representations. In the base- 

line case, each row of data was converted into a single image. 

However, using the windowing concept, we concatenated mul- 

tiple rows of data into a single entity and converted it into an 

image. For a window size of n, we combined n rows of data to 

generate a single image. 

The choice of window size significantly influenced model per- 

formance. Smaller window sizes provided a more granular rep- 

resentation of data, capturing fine details of the memory ad- 

dress patterns and fault locations. However, this granularity 

reduced the model’s generalizability, as the fine-scale details 

sometimes led to overfitting. On the other hand, larger window 

sizes aggregated information across multiple rows, enabling the 

model to recognize broader patterns and enhancing its ability to 

generalize. This trade-off between granularity and generalizabil- 

ity highlights the importance of optimizing window size based 

on the specific requirements of the anomaly detection task. 

 

 
33 



[ April 12, 2025 at 20:58 – classicthesis version 4.0 ] 

34 RESULTS 
 

 

 

4.1.1 Method 1: Binary 2D image of 32 bit data 

 
In this case, we used only the memory addresses from the bus 

data, which exhibited a clear pattern. This resulted in signifi- 

cantly better performance compared to using the entire row of 

162 bits. In this section, faults were introduced at various posi- 

tions in the data, and experiments were conducted with differ- 

ent window sizes to generate images. As discussed in the previ- 

ous chapter, the data was converted into binary 2D images. We 

experimented with window sizes ranging from 1 to 16 and in- 

troduced faults at fixed positions in different parts of the data. 

The details of these experiments are summarized in the table 

below. 

 
Table 2: Performance metrics for detecting faults by toggling 2 bits at the 

Least Significant Bit (LSB) position. 

Window size Precision Recall F1 score Accuracy 

2 1 1 1 1 

4 0.9970 0.9960 0.9960 0.9970 

8 0.9860 0.9920 0.9890 0.9890 

16 0.9921 1 0.9950 0.9960 

 

 
Table 3: Performance metrics for detecting faults by toggling 2 bits at Middle 

position 

Window size Precision Recall F1 score Accuracy 

2 1 1 1 1 

4 0.9934 0.9060 0.9470 0.9050 

8 0.9939 0.9880 0.9910 0.9910 

16 0.9920 0.9960 0.9930 0.9940 

 

 
Table 4: Performance metrics for detecting faults by toggling 2 bits at the 

Most Significant Bit (MSB) position. 

Window size Precision Recall F1 score Accuracy 

2 1 1 1 1 

4 0.9960 0.9980 0.9970 0.9970 

8 1 1 1 1 

16 1 1 1 1 

 

Table 1,2 and 3 presents the results of the binary 2D image rep- 

resentation after injecting faults at different positions (LSB, mid- 

dle, and MSB) demonstrate strong performance across various 
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window sizes, with perfect or near-perfect scores in most cases. 

For LSB (Least Significant Bit) faults, the classifier achieves flaw- 

less results . for smaller window sizes (2 and 4), with slightly 

lower but still high values as the window size increases to 8. For 

middle position faults, the classifier performs perfectly at win- 

dow sizes 2 and 4, and high metrics are observed at window 

size 8. In the case of MSB (Most Significant Bit) faults, perfect 

scores are maintained for window sizes 2 and 4, and for win- 

dow size 8, all metrics also reach 1.0. These results show that 

the binary 2D image representation is highly effective in detect- 

ing faults, particularly in the LSB and MSB positions, with a 

slight drop in performance for the middle position. 
 

 

Figure 26: Window size 2 flipping 

bits at middle position 

Confusion matrix 

Figure 27: Window size 4 flipping 

bits at middle position 

Confusion matrix 

 

  
 

Figure 28: Window size 8 flipping 

2 bits at LSB 
Figure 29: Window  size  16  flip- 

ping 2 bits at LSB 

 
The confusion matrices depicted in Figures 26 through 29 pro- 

vide insights into the performance of the anomaly detection 

model for different window sizes and fault scenarios. Here’s 

a brief explanation of their significance: 

In Figure 26 (Window size 2, flipping bits at middle position), 

the confusion matrix shows perfect performance, with all true 

labels (both 0 and 1) correctly classified. This indicates that for 
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a small window size of 2, the model effectively captures the 

patterns of flipped bits at the middle position without any mis- 

classifications. 

In Figure 27 (Window size 4, flipping bits at middle position), 

As the window size increases to 4, the model exhibits slight 

degradation in performance, with 48 false positives (0 classified 

as 1) and 47 false negatives (1 classified as 0). This suggests that 

while increasing the window size enhances pattern aggregation, 

it can also introduce an uncertainty in fault detection at this size. 

The confusion matrix in Figure 28 (Window size 8, flipping 2 

bits at LSB) shows improved accuracy, with only 7 false posi- 

tives and 4 false negatives. This indicates that the model effec- 

tively leverages a larger window size to aggregate data while 

maintaining its ability to detect faults, especially for flipped bits 

at the LSB. 

As in Figure 29 (Window size 16, flipping 2 bits at LSB), With 

a window size of 16, the confusion matrix reflects near-perfect 

performance, with only 4 false positives and no false negatives. 

This suggests that a larger window size enhances the model’s 

ability to generalize and recognize broader patterns, making it 

particularly effective for detecting faults in this scenario. 

These results emphasize the trade-off between granularity and 

generalization when choosing the window size. Smaller win- 

dows excel in detecting specific patterns, while larger windows 

provide robustness by aggregating more information, thereby 

improving overall fault detection accuracy. 

 

4.1.2 Method 2: Results of Sierpinski curves 

 
In this section we present the results of the performance when 

Sierpinski curves are used to plot the binary data. Here we have 

the results of the CNN classifier with Sierpinski space-filling 

curves as the image representation. Results are provided for 

various window sizes. 

The table below shows the results of various experiments we 

conducted. 

 
Table 5: Performance metrics for Sierpinski curves at different window sizes 

Evaluation metrics Window size 2 Window size 4 Window size 8 Window size 16 

Accuracy 1 0.9910 0.9860 0.9920 

F1 score 1 0.9890 0.9860 0.9920 

Precision 1 0.9860 0.9860 0.9920 

Recall 1 0.9920 0.9860 0.9920 
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The results for Sierpinski curves with 2-bit faults at different 

bit positions (LSB, middle, and MSB) show strong performance 

in all evaluation metrics. For the least significant bit (LSB) po- 

sition, the classifier achieves perfect scores across accuracy, F1 

score, precision, and recall (all 1.0). As we move to the mid- 

dle and most significant bits (MSB), there is a slight reduction 

in performance, with accuracy, F1 score, precision, and recall 

values dropping to 0.9920 and 0.9680, respectively. Despite this 

minor drop, the classifier still maintains high performance in 

detecting faults across all bit positions. 

The results of the Sierpinski curves as in table 4 across differ- 

ent window sizes indicate that the classifier performs exception- 

ally well, achieving near-perfect metrics in precision, recall, F1 

score, and accuracy. In analyzing the evaluation metrics for dif- 

ferent window sizes (2, 4, 8, and 16), window size 2 provides 

the best performance across all metrics, with perfect scores of 

1.00 for accuracy, F1 score, precision, and recall. This suggests 

that when using the smallest window size, it can capture essen- 

tial patterns or features more effectively. In contrast, window 

size 4 shows a slight decrease in performance, with accuracy 

and F1 score dropping to 0.9910 and 0.9890, respectively. While 

precision drops slightly to 0.9860, recall improves to 0.9920, im- 

plying that the model is better at identifying true positives but 

compromises a little in overall precision. Window size 8 per- 

forms similarly to window size 4, but with a slight reduction 

in recall which suggests that a larger window may lead to over- 

fitting or less precise feature extraction. Finally window size 

16 achieves the second-best performance, with accuracy and F1 

score improving to 0.9920, while precision and recall also reach 

0.9920.Overall, Sierpinski curves provide robust performance 

across different window sizes, with marginal fluctuations in 

evaluation metrics. 

 

4.1.3 Method 3: Results of Peano curves 

 
Here we have the results of then CNN classifier with Peano 

space filling curves as the image representation. Results are pro- 

vided for various window sizes. 

 
Table 6: Performance metrics at different window sizes 

Evaluation metrics Window size 2 Window size 4 Window size 8 Window size 16 

Accuracy 1 0.9640 0.9680 0.968 

F1 score 1 0.9620 0.9670 0.966 

Precision 1 0.9591 0.963 0.964 

Recall 1 0.970 0.974 0.972 
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The evaluation metrics in Table 5 demonstrate the performance 

of the CNN classifier using Peano space-filling curves for image 

representation in different window sizes. The accuracy remains 

consistently high across all window sizes, with minimal varia- 

tions observed. The highest accuracy is achieved with a window 

size of 2, showing perfect classification, while window sizes 8 

and 16 exhibit a slight decrease in accuracy, stabilizing at 96.8 

The F1 score follows a similar trend, peaking at 1.0 for a window 

size of 2 and gradually decreasing as the window size increases. 

This indicates that smaller window sizes capture spatial correla- 

tions more effectively, resulting in better-balanced precision and 

recall. In particular, precision is highest for a window size of 2 at 

0.9591, reflecting the model’s ability to minimize false positives. 

However, recall consistently improves with larger window sizes, 

reaching a maximum of 0.974 for a window size of 8, suggesting 

the model’s ability to capture more true positives. 

In summary, the results reveal a trade-off between precision and 

recall across different window sizes. Smaller window sizes op- 

timize overall classification performance, while larger window 

sizes improve recall at a slight expense of precision. This indi- 

cates that the choice of window size in the Peano space-filling 

curves should be guided by the specific priorities of the applica- 

tion, such as reducing false positives or maximizing sensitivity. 

 

4.1.4 Method 4: Results of Hilbert curves 

 
Here we have the results of the CNN classifier with Hilbert 

space-filling curves as the image representation. Results are pro- 

vided for various window sizes. 

 

 
Table 7: Performance metrics for Hilbert curves at different window sizes 

Evaluation metrics Window size 2 Window size 4 Window size 8 Window size 16 

Accuracy 1 0.9980 0.9860 0.9960 

F1 score 1 0.9980 0.9860 0.9960 

Precision 1 0.9961 0.9860 0.9960 

Recall 1 1 0.9860 0.9960 

 

Table 6 presents the results of the CNN classifier using Hilbert 

space-filling curves as image representation for different win- 

dow sizes (2, 4, 8, and 16). The evaluation metrics in Table 

5 demonstrate the performance of the CNN classifier using 

Hilbert space-filling curves for image representation across dif- 

ferent window sizes. Similar to the results obtained with Peano 

curves, the classifier performs consistently well across all win- 

dow sizes. 
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For accuracy, the classifier achieves a perfect score of 1.0 for win- 

dow size 2, with only slight decreases for larger window sizes, 

stabilizing between 0.9860 and 0.9980. This shows the robust- 

ness of the classifier, which maintains near-perfect performance 

regardless of window size. 

The F1 score, which balances precision and recall, remains at 

1.0 for window sizes 2 and 4, but slightly decreases to 0.9860 for 

window size 8 and 0.9960 for window size 16. Despite this drop, 

the model still achieves a strong balance between precision and 

recall across all window sizes with minimal fluctuations. 

For Precision, the model performs perfectly at 1.0 for window 

sizes 2, with a small decrease to 0.9961 for window size 4, and 

remaining constant at 0.9960 for the larger window sizes. This 

suggests that the model is very effective at minimizing false pos- 

itives, with only minimal change as the window size increases. 

Recall shows a perfect score of 1.0 for window size 2, dropping 

slightly for window size 8, and stabilizing for window size 16. 

This indicates that the model’s ability to correctly identify true 

positives decreases slightly as the size of the window increases, 

although it remains strong. 

In summary, the CNN classifier with Hilbert space-filling curves 

shows consistently strong performance across all evaluation 

metrics, with slight variations depending on the window size. 

Similarly to the results with the Peano curves, the trade-off be- 

tween precision, recall, and accuracy is minimal, allowing for 

flexibility in selecting the optimal window size based on spe- 

cific needs. 
 

 
 

Figure 30: ROC curve for Hilbert  
Figure 31: Confusion matrix for 

Hilbert curve 



40 RESULTS 

[ April 12, 2025 at 20:58 – classicthesis version 4.0 ] 

 

 

 

4.1.5 Method 6: Comparison of MLP and Sierpinski curve 

 
Here we have included the results of Sierpinski curves and the 

MLP with faults injected at different parts of the 32 bit memory 

address. 

 
Table 8: Comparison of Sierpinski and MLP at different positions 

Bit position Sierpinski (%) MLP (%) 

LSB 99.8 99.7 

Middle 99.2 76.0 

MSB 96.8 95.6 

 

Table 7 shows that the Sierpinski curve representation consis- 

tently outperforms the MLP, especially in the middle bit po- 

sition, where Sierpinski achieves 0.992 accuracy compared to 

MLP’s 0.76. Both models perform similarly in the LSB, with 

Sierpinski slightly ahead (.998 vs .997), and Sierpinski also has a 

slight edge in the MSB (.968 vs .956). Overall, Sierpinski shows 

better performance across all bit positions, particularly in the 

middle bit. In the results section for faults at random positions, 

if we look at the values of various evaluation metrics, we can see 

that across all metrics, the Radial method consistently outper- 

forms the other representations, suggesting that it is the most 

effective in detecting anomalies in MPSoCs. 

 
4.2 FAULTS AT RANDOM POSITIONS  

 
In this section, we present the results of all the methods, demon- 

strating their performance when faults are injected at two ran- 

dom positions within the 32-bit binary data. 

 
Table 9: Comparison of results when faults are introduced at 2 random bit 

positions in the 32 bit binary data 

Evaluation metrics Peano Sierpinski Hilbert Radial Binary 2D 

ROC AUC 0.6900 0.7820 0.7050 0.9310 0.5948 

Accuracy 0.6900 0.7820 0.7050 0.9310 0.5948 

Precision 0.7162 0.8710 0.7464 0.8870 0.5948 

Recall 0.6900 0.6620 0.7050 0.9880 0.5837 

F1 score 0.6803 0.7520 0.6921 0.9360 0.6061 

 

The tables compares different methods for representing binary 

data Peano, Sierpinski, Hilbert, Radial, and Binary 2D in terms 

of their effectiveness in anomaly detection, using metrics like 
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Table 10: Comparison of results when faults are introduced at 1 random bit 

position in the 32-bit binary data 

Evaluation metrics Peano Sierpinski Hilbert Binary 2D 

ROC AUC 0.6500 0.7400 0.6700 0.5600 

Accuracy 0.6500 0.7400 0.6700 0.5600 

Precision 0.6800 0.8300 0.7100 0.5600 

Recall 0.6500 0.6200 0.6700 0.5500 

F1 score 0.6400 0.7100 0.6600 0.5700 

 
Table 11: Comparison of results when faults are introduced at 3 random bit 

positions in the 32-bit binary data 

Evaluation metrics Peano Sierpinski Hilbert Binary 2D 

ROC AUC 0.7096 0.7875 0.7411 0.5672 

Accuracy 0.7231 0.8071 0.7561 0.5806 

Precision 0.6800 0.7863 0.7154 0.5455 

Recall 0.6296 0.6970 0.6617 0.4286 

F1 score 0.6538 0.7390 0.6875 0.4800 

 

ROC AUC, accuracy, precision, recall and F1 score. 

The Radial method consistently outperforms the others, achiev- 

ing the highest scores across all metrics, including a ROC 

AUC of 0.9310 and an F1 score of 0.9308, making it the most 

effective at detecting anomalies. The Sierpinski curve also 

performs well with a ROC AUC of 0.7820 and an F1 score of 

0.7788. In contrast, the Binary 2D method shows the weakest 

performance in all areas, with a ROC AUC of 0.5948 and lower 

precision and recall, indicating it is less effective for this task. 

The Sierpinski curve also performs well, but the Binary 2D 

representation shows poor results, making it the least effective 

method for this task. This analysis highlights the importance 

of how binary data is represented when using deep learning 

models for anomaly detection, with the Radial and Sierpinski 

methods showing notable advantages. 

 
 

 
4.3 RESULTS OF COMBINATION OF DIFFERENT  TYPES OF 

FAULTS 

 
Here, we have used combinations of faults, such as random and 

fixed faults at 1, 2, and 3 bit positions, to introduce diverse types 



42 RESULTS 

[ April 12, 2025 at 20:58 – classicthesis version 4.0 ] 

 

 

 

 
 

 
Figure 32: Sierpinski-   CM   for 

2bits at random posi- 

tions 

 

Figure 34: Radial curve Confusion 

matrix when flipping 

2 bits at random posi- 

tions 

 

 

 
Figure 36: Radial curve confusion 

matrix when flipping 2 

bits at fixed positions 

Figure 33: Sierpinski-  CM  for  2 

bits flipping at fixed 

position for a window 

size 8 
 
 

 

 
Figure 35: Radial curve ROC 

curve 
 
 

 

 
Figure 37: Hilbert  confusion  ma- 

trix when flipping 2 

bits at random posi- 

tions 

 
of anomalies. The rationale behind this approach is to simulate 



4.3 RESULTS OF COMBINATION OF DIFFERENT TYPES OF FAULTS 43 

[ April 12, 2025 at 20:58 – classicthesis version 4.0 ] 

 

 

 
a wide variety of fault scenarios, thereby enabling the model 

to recognize and adapt to different patterns of anomalies effec- 

tively. 

By incorporating both random and fixed faults at multiple bit 

positions, the dataset becomes richer and more representative 

of real-world fault occurrences. This diversity in fault types and 

positions allows the model to learn complex patterns and varia- 

tions in data, improving its ability to generalize across different 

scenarios. Consequently, the model becomes more robust and 

capable of accurately detecting anomalies in a variety of situa- 

tions, enhancing its applicability in real-world MPSoC environ- 

ments. 

 
Table 12: Comparison of results when random and fixed bit faults are com- 

bined 

Evaluation metrics Peano Sierpinski Hilbert Binary 2D Wavelet 

ROC AUC 0.8670 0.9140 0.9590 0.5920 0.9030 

Accuracy 0.8670 0.9140 0.9590 0.5920 0.9030 

Precision 1 0.8750 1 0.7640 0.8500 

Recall 0.7340 0.9660 0.9180 0.2660 0.9780 

F1 score 0.8460 0.9010 0.9560 0.3940 0.9090 

 

 

Figure 38: Hilbert curve Confu- 

sion matrix 
Figure 39: Sierpinski curve confu- 

sion matrix 

 
Based on the results from table 9, Hilbert representation is the 

most effective method for anomaly detection achieving the high- 

est scores on all metrics making it ideal for tasks that require 

high accuracy,precision and reliability. Sierpinski follows closely 

with excellent recall, meaning it correctly identifies most pos- 

itive instances, but its precision is lower than Hilbert’s thus 

making it a good alternative. Wavelet also gives good results 

with good recall, but its precision is slightly weaker, which 

impacts its overall performance. Peano has perfect precision, 

but its lower recall and F1 score indicate it misses some pos- 
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itive cases. Binary 2D performs the worst especially in recall 

and F1 score which means it misses many positive samples. In 

summary, for high-performance anomaly detection, Hilbert and 

Sierpinski are the recommended methods with Hilbert being 

the top choice while Binary 2D is the least reliable method. 

Our results demonstrate that the CNN model significantly out- 

performs MLP and LSTM in detecting anomalies, particularly 

for transient fault scenarios. Among the image representation 

techniques, the Hilbert space-filling curve achieved the highest 

accuracy for detecting faults introduced at multiple fault posi- 

tions, making it the most reliable choice for anomaly detection. 

The Sierpinski method performed better under scenarios involv- 

ing multiple fault positions, offering a strong alternative due to 

its excellent recall. However, Binary 2D was found to be the 

least reliable, especially under conditions where fault diversity 

was high, as it struggled to generalize effectively. These findings 

highlight the importance of choosing optimal data representa- 

tion methods for robust anomaly detection in MPSoCs. 
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The results and analysis highlight the effectiveness of different 

binary data representation methods for anomaly detection in 

MPSoCs, with notable differences in performance across the 

methods. 

The bar chart in figure 40 compares the accuracy of vari- 
 

 
Figure 40: Accuracy Comparison for Faults at 2 Random Bit Positions 

 

ous methods used for fault detection at two random bit po- 

sitions. The Radial method achieves the highest accuracy at 

0.931, demonstrating its superior performance, while the Binary 

2D method shows the lowest accuracy at 0.595. Sierpinski and 

Hilbert methods perform moderately well, with Peano slightly 

trailing behind them. This visualization highlights the variation 

in effectiveness among the methods, emphasizing the Radial 

method’s advantage in this context. 

The bar chart as in figure 24 above provides a comparison 
 

 
Figure 41: Accuracy Comparison for Multiple fault types 

 

of accuracy values across various methods for detecting mul- 

tiple kinds of faults. The Hilbert method achieves the highest 
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accuracy, indicating its strong performance, followed by Sierpin- 

ski and Wavelet, which also demonstrate reliable results. Peano 

shows slightly lower accuracy, while the Binary 2D method lags 

significantly behind, displaying the lowest performance. The 

graph effectively highlights the variation in accuracy, empha- 

sizing the superior capabilities of the Hilbert method in this 

context. 

The Hilbert and Wavelet representations consistently demon- 

strate the highest performance metrics (accuracy, F1 score, 

precision, recall, and ROC AUC), making them the most suit- 

able choices for tasks that demand reliability and precision in 

anomaly detection. The Radial method also shows exceptional 

performance, particularly in detecting anomalies at random 

fault positions, indicating its robustness. Sierpinski curves 

provide strong, balanced results across various types and 

positions of faults, particularly excelling in middle-bit faults, 

suggesting that they are effective for balanced accuracy and 

recall. In contrast, the binary 2D representation consistently 

performs the weakest, indicating limitations in handling com- 

plex anomaly detection tasks. Overall, the study underscores 

the importance of choosing an optimal representation method, 

with Hilbert and Radial emerging as the most effective for 

accurate and robust anomaly detection, while Wavelet and 

Sierpinski serve as viable alternatives depending on the fault 

type and desired balance in metrics. 

In comparison with traditional fault detection techniques like 

Error Correction Codes (ECCs), our approach presents notable 

advantages, especially in scenarios where the fault patterns 

are complex or subtle. ECCs are highly effective at correcting 

simple errors, particularly in the case of single-bit faults or 

burst errors. They are widely used in many systems, such as 

memory devices and communication protocols, where bit-flips 

are the primary concern. However, ECCs typically rely on 

predefined error patterns and might struggle to identify more 

complex anomalies, such as multiple simultaneous errors or 

errors in specific locations of the data structure, which could be 

more common in MPSoCs with intricate architectures. 

 
On the other hand, deep learning-based methods, such as 

the CNN approach presented here, can handle more complex, 

non-linear fault patterns and are capable of learning from 

the data without relying on predefined assumptions. This 

ability to detect diverse anomaly patterns makes CNNs more 

adaptable to MPSoC environments, where faults may arise 

from various sources, including hardware degradation, cross- 

talk, or dynamic environmental changes. Our results show 
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that CNNs with image representations, such as space-filling 

curves and binary 2D formats, can identify such faults with 

high precision and recall, which might be difficult for ECCs to 

handle efficiently. 

In general, the results obtained explain the strengths, weak- 

nesses, and future possibilities of the research. It highlights how 

CNNs work well with image-based data because they can recog- 

nize patterns, and space-filling curves like Hilbert and Sierpin- 

ski help by keeping data points close together, improving model 

performance. The methodology for generating faulty datasets, 

including fixed and random faults, is robust and realistic, mim- 

icking real-world fault scenarios.However, there are some chal- 

lenges, such as the difficulty in detecting random or mixed 

faults and the high computational cost of complex methods, 

which may make real-time use difficult. For future work, ideas 

include using data from other MPSoC parts, testing lightweight 

CNNs for faster real-time use, improving space-filling curve 

methods to lower computation costs, and adding more complex 

fault scenarios to improve fault detection. 

 
5.1 LIMITATIONS  

 
The dataset we used has 6000 samples, split into 70% for train- 

ing, 15% for validation, and 15% for testing. Faulty and normal 

data were included in a 5% faulty to 95% normal ratio in all 

sets. This ratio was chosen to match real-world MPSoC systems, 

where faults happen less often than normal events. 

However, this imbalance has some limitations. Since faulty data 

is rare, the model might learn to predict normal conditions 

more often and miss some faults. On the other hand, using a 

balanced dataset (like 50% normal and 50% faulty) would not 

reflect real-world conditions and could give overly optimistic 

results. 

In the future, techniques like creating more synthetic fault sam- 

ples, or using weighted loss functions could help reduce the 

impact of this imbalance while keeping the dataset realistic. 

 

5.1.1 Advantages of Using Image Representations with CNNs 

 
CNNs have proven to be highly effective for pattern recogni- 

tion and feature extraction, especially in high-dimensional data. 

Transforming binary data into images allows CNNs to lever- 

age spatial correlations and local structures, which may reveal 

complex patterns that are not easily detectable in raw binary 
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sequences. Techniques like space-filling curves (e.g., Hilbert, 

Peano) can help preserve locality in the binary data, potentially 

enhancing anomaly detection accuracy. 

In our experiments, we observed that CNNs outperformed 

MLPs, particularly when space-filling curves were used for im- 

age representation. These curves helped maintain the spatial 

continuity of the binary sequence, making it easier for the CNN 

to learn distinguishing features of anomalies. This resulted in 

higher detection accuracy and more robust anomaly classifica- 

tion. 

 

5.1.2 Disadvantages and Trade-offs of Image-Based Approaches 

 
Despite these advantages, image-based representations come 

with limitations. The transformation process itself may intro- 

duce information loss or distortion of the data structure, es- 

pecially if the mapping technique is not carefully chosen. For 

example, small changes in the binary sequence may lead to dis- 

proportionately large changes in the image space, which could 

introduce noise or artifacts. 

CNNs also require significantly more computational resources 

for both training and inference compared to MLPs. Image repre- 

sentations increase data dimensionality, leading to higher mem- 

ory requirements and longer training times. This could be a 

limiting factor for real-time or resource-constrained MPSoC en- 

vironments. 

Furthermore, while CNNs are excellent at capturing spatial fea- 

tures, they may struggle to learn the temporal or sequential 

patterns that are inherent in raw binary data. MLPs, despite 

being simpler, can directly process binary sequences and may 

outperform CNNs when anomalies are better characterized by 

sequential bit patterns rather than spatial features. 

However, the motivation for transforming 1D binary sequences 

into 2D image representations lies in leveraging the CNN’s 

strength in local spatial pattern recognition. By using space- 

filling curves or 2D binary image mappings, we aim to pre- 

serve locality and contextual structure that might otherwise be 

overlooked in raw 1D data. This dimensionality expansion al- 

lows the model to uncover subtle correlations and spatially dis- 

tributed features associated with fault patterns, which are of- 

ten more distinguishable in 2D form. Although this introduces 

added complexity, the potential improvement in detection per- 

formance justifies the trade-off, particularly when the fault pat- 

terns manifest in ways that benefit from spatial abstraction and 

visual interpretation. 
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5.1.3 Research Implications and Comparative Evaluation 

 
By evaluating both MLPs on raw binary data and CNNs on 

image-transformed data, we aim to understand the trade-offs 

between these approaches. Our results indicate that CNNs, par- 

ticularly with space-filling curve-based image representations, 

achieved significantly better anomaly detection accuracy than 

MLPs. This suggests that transforming binary data into a spa- 

tial domain can enhance the modelâs ability to capture complex 

fault patterns. 

However, the computational cost and potential risk of data dis- 

tortion during transformation remain important considerations. 

Our study will empirically assess detection accuracy, computa- 

tional efficiency, and model interpretability for both methods. 

This analysis will help determine whether the benefits of lever- 

aging image-based representations with CNNs outweigh the 

costs in the context of real-world MPSoC anomaly detection. 

 
5.2 THE LEARNING  CURVE 

 
We created a learning curve to see how the model’s performance 

changes with more data samples. The graph shows how well a 

CNN detects anomalies when using Hilbert curves to turn 32- 

bit binary data into images, with faults randomly introduced at 

2 bit positions. With 6000 samples, accuracy is about 70.5% be- 

cause the model doesnât have enough data to learn the patterns 

well. 
 

 
Figure 42: Accuracy vs. Number of Data Samples for hilbert curves 

 

As the number of samples increases to 12000, accuracy rises 

to 79.4% since the model sees more examples and gets better 

at spotting faults. After 18000 samples, the accuracy improves 

more slowly, reaching 83.3% at 24000 samples. This slowdown 

happens because the model has already learned most fault pat- 

terns, and the randomness of 2-bit faults makes some patterns 
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harder to detect. Using Hilbert curves helps the model capture 

local patterns in the data, but further improvements might need 

more complex models or extra data techniques. 
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In our thesis, we propose a novel method for extracting data 

from an MPSoC system to identify potential faults or anoma- 

lies that could lead to critical data corruption or system failure. 

For our research, we utilized an MPSoC environment based on 

NOEL-V processors. The data collection method we developed 

focuses on monitoring and processing data from the AMBA- 

AHB bus and applying Convolutional Neural Networks (CNN) 

for anomaly detection. Beyond this novel data collection ap- 

proach, our second aim was to identify and develop the most 

effective image representation of the data, demonstrating that 

using image representations with CNN can yield significantly 

better results compared to using raw binary data with models 

such as MLP for anomaly detection. 

After collecting and preprocessing the data, we applied several 

image representation techniques, including conventional 2D 

matrix representation, wavelet transforms, space-filling curves, 

and a custom method we developed. Fault injection techniques 

were used to generate faulty data for testing purposes. 

Our results show that CNN with image-based data representa- 

tion outperforms the MLP models. Nearly all image representa- 

tion techniques produced excellent results. 

In this thesis, various image representations were investigated 

for detecting anomalies caused by fault injection in MPSoCs, 

using deep learning models such as Convolutional Neural Net- 

works (CNN) and Multi-Layer Perceptrons (MLP). The focus 

was on evaluating the effectiveness of different space-filling 

curves (Peano, Sierpinski, Hilbert) and binary 2D representa- 

tions in detecting faults through a series of comparative exper- 

iments. The primary objective was to identify the optimal ap- 

proach for fault detection, considering precision, recall, F1 score, 

accuracy, and ROC AUC as key evaluation metrics. 

The results highlight the importance of choosing the appropri- 

ate image representation for fault detection in MPSoCs. The 

use of space-filling curves provided superior accuracy and ro- 

bustness in identifying faults. Furthermore, binary 2D represen- 

tations, while simpler, proved to be effective, especially when 

faults were injected at specific bit positions (LSB and MSB). 

In conclusion, this research highlights the potential of deep 

learning-based anomaly detection using image representations 

derived from space-filling curves and binary data. The promis- 
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ing results indicate that these approaches could be applied effec- 

tively in real-world MPSoC fault detection systems, providing 

a basis for future work to refine and expand upon these tech- 

niques for more complex and fault-prone systems. While ECCs 

remain a critical tool for basic error correction, our approach of- 

fers a more robust and flexible solution for detecting a broader 

range of anomalies in MPSoC-based systems. 
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While this thesis focused on evaluating the performance of 

space-filling curves in anomaly detection for MPSoCs,several 

ways exist for expanding and refining this research. One area 

for future work is to explore additional space-filling curves. 

Although this study concentrated on Peano,Sierpinski, and 

Hilbert curves, there are other space-filling curves like Z-order 

or Dragon curves that could be examined for their impact 

on anomaly detection. Comparing these curves will help 

determine if they offer superior accuracy or computational 

efficiency. 

Another potential direction is the exploration of more advanced 

deep learning architectures. This thesis employed Convolu- 

tional Neural Networks(CNN), Multi-Layer Perceptrons(MLP), 

and Long Short-Term Memory (LSTM) networks. However, 

newer models such as Transformer-based architectures or 

attention mechanisms could be incorporated in future studies 

to better capture complex dependencies in data. Additionally, 

ensemble learning approaches, which combine multiple mod- 

els, could be considered to enhance performance. 

 
This research focused on analyzing pre-recorded data for 

anomaly detection, but real-time anomaly detection could be 

an exciting area for future exploration. Implementing and 

testing the proposed approach in real-time embedded systems 

would be a crucial next step to assess the practical applicability 

of the model in dynamic and time-sensitive environments 

like MPSoCs. The binary-to-image transformation technique 

using space-filling curves demonstrated effectiveness, but 

there is room for optimization. Further work could explore 

alternative methods for encoding binary data into images, such 

as leveraging machine learning-based feature extraction or 

more sophisticated mathematical transformations. Optimizing 

the image representation technique could improve the accuracy 

and computational efficiency of the model. 

 
Lastly, exploring data preprocessing techniques, such as noise 

filtering, feature normalization, or dimensionality reduction, 

could help optimize model performance. Evaluating the im- 

pact of different preprocessing methods could contribute to 

enhancing the model’s robustness and accuracy, especially in 
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cases of noisy or high-dimensional data. Finally, comparing the 

deep learning-based anomaly detection method with other tra- 

ditional techniques such as statistical methods, clustering, or 

unsupervised learning could provide valuable insights. By eval- 

uating the performance of hybrid or alternative models, future 

research could determine whether these approaches offer im- 

provements in detection accuracy, efficiency, or scalability. By 

pursuing these future directions, the research conducted in this 

thesis can be extended, optimized, and applied to real-world 

MPSoC systems, advancing the field of anomaly detection in 

embedded systems. 
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