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ABSTRACT

The increasing application of Neural Networks (NNs) in various fields
has heightened the demand for specialized hardware to enhance per-
formance and efficiency. Field-Programmable Gate Arrays (FPGAs) have
emerged as a popular choice for implementing NN accelerators due
to their flexibility, high performance, and ability to be customized for
specific NN architectures. However, the trend of outsourcing Integrated
Circuit (IC) design to third parties has introduced new security vul-
nerabilities, particularly in the form of Hardware Trojans (HTs). These
malicious alterations can severely compromise the integrity and func-
tionality of NN accelerators.

Building upon this, this study investigates a novel type of HT that
degrades the accuracy of Convolutional Neural Network (CNN) accel-
erators over time. Two variants of the attack are presented: Gradually
Degrading Accuracy Trojan (GDAT) and Suddenly Degrading Accu-
racy Trojan (SDAT), implemented in various components of the CNN
accelerator. The approach presented leverages a sensitivity analysis
to identify the most impactful targets for the trojan and evaluates the
attack’s effectiveness based on stealthiness, hardware overhead, and
impact on accuracy.

The overhead of the attacks was found to be competitive when
compared to other trojans, and has the potential to undermine trust
and cause economic damages if deployed. Out of the components tar-
geted, the memory component for the feature maps was identified
as the most vulnerable to this attack, closely followed by the bias
memory component. The feature map trojans resulted in a significant
accuracy degradation of 78.16 % with a 0.15 % and 0.29 % increase in
Look-Up-Table (LUT) utilization for the SDAT and GDAT variants, re-
spectively. In comparison, the bias trojans caused an accuracy degra-
dation of 63.33 % with a LUT utilization increase of 0.20 % and 0.33 %
for the respective trojans. The power consumption overhead was con-
sistent at 0.16 % for both the attacks and trojan versions.
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INTRODUCTION

The increasing applications of neural networks have spurred inter-
est in specialized hardware to enhance performance and efficiency.
FPGAs are gaining popularity in machine learning due to their flexi-
bility, high performance, and efficiency [8, 9, 30]. They allow for the
customization of hardware to specific NN architectures, facilitating
optimized computation and faster inference times compared to tradi-
tional processors.

However, the high cost of chip design has made it infeasible for
companies to manage the entire development cycle in-house. Conse-
quently, the industry has shifted towards a horizontal process model,
leading to increased outsourcing of IC design to third parties [16, 22].
This shift allows for third parties to insert malicious functionalities,
such as HTs, during the design phase [2, 16, 18, 22].

If not effectively addressed, HTs can lead to significant financial
losses, unauthorized access to sensitive information, compromise of
system integrity through backdoors, performance degradation, or denial-
of-service attacks.

Attackers generally use two strategies for triggering a trojan: timer-
based and data-based triggers. Timer-based triggers are designed to
activate after the machine has been powered on for a certain number
of cycles, while data-based triggers are activated by a predefined se-
quence of data in the input stream. Timer-based triggers offer several
benefits, including better deployability, as they do not require post-
deployment interaction [27]. Despite this, current research on trojans
targeting CNNs focuses mainly on inducing misclassifications through
external triggers [4, 6, 11, 31]. Additionally, there is a lack of investi-
gation on trojans that degrade the overall accuracy of CNN over time.
Gradual accuracy degradation can erode trust in the model’s perfor-
mance, leading users to question its reliability, and potentially result-
ing in significant economic damages and reputational harm when the
degradation is eventually noticed.

Therefore, this thesis will investigate the effects of an accuracy-
degrading attack and identify vulnerabilities to such an attack within
a FPGA-based CNN accelerator. The research will be conducted through
the following steps: (1) examining the inherent properties of a FPGA-
based CNN accelerator at the hardware abstraction level to determine
how individual weights, biases, and feature maps can be targeted,
(2) maximizing the attack’s effectiveness in terms of accuracy degra-
dation while remaining hidden, and (3) conducting a comparative
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analysis with other hardware trojans to assess the footprint of the
attack.

This thesis is organized as follows: Chapter 1 introduces the prob-
lem statement and research questions. Chapter 2 provides the nec-
essary background, detailing the foundational knowledge required
to understand the work presented. Chapter 3 reviews relevant litera-
ture and identifies the research gap this thesis addresses. Chapter 4
outlines the proposed method, the metrics for evaluation and the im-
plementation of the proposed attack. Chapter 5 presents the results.
Chapter 6 discusses the results, the feasibility of the attack, and po-
tential future works. Finally, Chapter 7 presents the conclusions.

1.1 PROBLEM STATEMENT

Third-party tools used during the design process could potentially
have adversarial intent, and the effects of a trojan being inserted by
these tools must be carefully studied. Additionally, while most at-
tacks in this field are input-triggered, the potential impact of an attack
that could gradually diminish the functionality of an NN accelerator
without requiring an external trigger also warrants further investi-
gation. This investigation should assess the potential impact of such
attacks and identify the vulnerabilities where these attacks are most
successful and can remain hidden.

1.2 RESEARCH QUESTIONS

This study explicitly focuses on the security threat introduced by a
novel form of accuracy degradation HTs, specifically targeting hard-
ware accelerators tailored for machine learning applications. The pri-
mary objective is to expand the scope of potential attacks against NN
accelerators by introducing, implementing, and assessing the viability
of such an attack.

To that end, the thesis aims to answer the following research ques-
tions:

¢ From an adversary’s perspective, which components of a neural
network accelerator are susceptible to an accuracy-degrading
hardware trojan that deteriorates accuracy over time?

¢ In real-world scenarios, how well would an accuracy-degrading
hardware trojan be hidden compared to other types of hardware
trojans targeting neural network accelerators?

1.3 ASSUMPTIONS & LIMITATIONS

Certain assumptions have been made to narrow the project’s scope.
It is assumed that the attack would occur during the synthesis, place
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and route, or bitstream generation stages. The tools used in these
processes are considered unsafe, implying a potential risk of them in-
serting a HT into the design. Figure 1 provides a visual representation
of the anticipated attack vector for the project.

CAD Tools
- — T -~~~
el [ TN B s [of Ticend | f Diswen .
! [
Safe Unsafe

Figure 1: Visualization of the assumed unsafe parts of the design process.

1.4 NOVELTY & CONTRIBUTION

This research project focuses on identifying vulnerabilities in the hard-
ware components of NN accelerators susceptible to accuracy degrad-
ing HT insertions. Since trojans embedded within FPGAs can conceal
themselves within unused or underutilized resources, the associated
hardware and power overhead may differ from that in Application
Specific Integrated Circuit (ASIC) implementations. Although, in the-
ory, the attacks presented in this thesis can be implemented in ASICs,
they will not be evaluated in such an environment.

To our knowledge, the type of attack presented in this thesis — an
HT degrading accuracy over time targeting NN accelerators, has never
been done before.

Therefore, the contributions of this paper will be:

* A novel accuracy degrading HT targeting the hardware con-
cerned with writing and storing of weights, biases, or feature
maps within a NN accelerator.

* An analysis of where FPGA-based NN accelerators are vulnerable
to HT insertions by the CAD tools during the synthesis, place
and route, or bitstream generation stages.
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This section aims to provide the essential knowledge to understand
the work presented in this thesis. In Section 2.1, the implementation
of a CNN on FPGAs is explained, and Section 2.2 will detail the dis-
tinctions between Register-Transfer-Level (RTL) and gate-level simu-
lations. Section 2.3 explains the basics of HT attacks, and Section 2.4
introduces the fixed point representation used in this study. Finally,
Section 2.5 gives an overview of the core FPGA components.

2.1 CNNS ON FPGAS

FPGA platforms are great candidates for accelerating CNNs because of
their inherent parallelism. The numerous computational units (con-
volutions, pooling, etc.) that compose a CNN can be mapped directly
onto the FPGA’s reconfigurable fabric. This allows many layers to op-
erate simultaneously and parallelizes the computations within each
layer. FPGAs achieve this through dedicated hardware blocks for core
CNN operations.

Further efficiency gains come from quantization techniques, where
numbers are represented with lower precision, reducing memory foot-
print and speeding up computations within the hardware blocks. Al-
though these blocks are powerful, careful design of the dataflow is
critical. A well-designed dataflow efficiently moves image data and
intermediate results between blocks to ensure maximum utilization
of the FPGA resources.

The design and implementation phases for a typical CNN accelera-
tor is depicted in Figure 2, where a suitable CNN model and training
data are selected based on the target application. The model is trained
using frameworks such as TensorFlow, PyTorch, etc.

Upon completion of the training phase, the next step involves a
thorough analysis of the model and its parameters. This stage, known
as the toolchain step, which translates the conceptual architecture of
CNN into Hardware Description Language (HDL) code.

Following the translation to HDL, the design is synthesized. The
synthesis converts the RTL into a gate-level netlist. Subsequently, the
placement and routing step occurs, which involves mapping the logi-
cal design onto the array of programmable logic blocks, interconnects,
and I/O blocks on the FPGA. Finally, a bitstream file is generated,
which can be uploaded onto an FPGA.



BACKGROUND

»
— N
= af
I:L‘::::_._.:= )_)2(0 z
=]
CNN N ol S
Model and Train o =8
Dataset dataset g_
o
=5

A

Tool Chain Optimization and Mapping

/ J-I-[npu( Data \

=
=}
g
Sl |5
CNN R
N
Accelerator EINE
=
3
O

utput
v Classification
Data

Figure 2: Design and implementation phases of a CNN accelerator from
CNN model. Adapted from [11].

2.2 REGISTER-TRANSFER-LEVEL VS GATE-LEVEL

RTL and gate-level are two different levels of abstraction used in digi-
tal design and simulation. RTL simulation operates at a higher level of
abstraction, focusing on the behavior of the digital design at the reg-
ister transfer level to do functional verification and validation. These
simulations are typically faster and require fewer computational re-
sources. Gate-level simulation, on the other hand, operates at a lower
level of abstraction, where the digital design is represented using
logic gates and flip-flops. These simulations provide a more detailed
view of the digital circuit’s behavior but are more computationally
intensive and slower than RTL simulations. Therefore, the gate-level
abstraction level can be used to estimate the power and hardware
footprint of the design while the functionality of the design can be
simulated on the RTL level.
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2.3 HARDWARE TROJAN ATTACKS

A HT is a malicious alteration or addition to physical hardware or
hardware design. The target is the hardware itself or the logic that
the hardware executes. This includes ICs, processors, FPGAs, and the
logic or firmware running on them. HTs are introduced during the
manufacturing process or the design phase, such as by modifying the
HDL code used to program an FPGA. A HT consists of a conditional
trigger and a payload. The trigger for HTs can be varied, including
specific signals or time-based triggers. The payload of a HT can range
from altering the function of the hardware, leaking sensitive informa-
tion, and degrading system performance, for example, targeted /un-
targeted misclassification and accuracy degradation. Figure 3 shows
a simple example of a simple circuit with its trojan-inserted counter-
part.

Trojan circuit

Cmodified

(a) Original circuit (b) Trojaned circuit

Figure 3: Visualization of original and trojaned circuit.

2.4 FIXED POINT REPRESENTATION

The model that will be used in the project is a modified LeNet-5
model written in SystemVerilog. With the model being written in HDL
there are some limitations within the precision of weights and com-
putations. In Table 1 a list of the different Q notations ranging from
Qo.15 to Q15.0.
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Table 1: Q notation. Adapted from [17].

Format | Largest positive integer | Least negative value | Precision

Qo.15 0.999969482421875 -1 0.000030517578125
Q1.14 1.99993896484375 -2 0.00006103515625
Q2.13 3.9998779296875 -4 0.0001220703125
Q3.12 | 7.999755859375 -8 0.000244140625
Q.11 15.99951171875 -16 0.00048828125
Q5.10 | 31.9990234375 -32 0.0009765625
Q6.9 63.998046875 -64 0.001953125

Q7.8 127.99609375 -128 0.00390625

Q8.7 255.992187 -256 0.0078125

Q9.6 511.984375 -516 0.015625

Q1o0.5 1023.96875 -1024 0.03125

Q114 | 2047.9375 -2048 0.0625

Q123 4095.875 -2096 0.125

Q13.2 8191.75 -8192 0.25

Q1i4.1 16383.5 -16384 0.5

Qi5.0 | 32767 -32768 1

The weights of the model are represented in the Q1.14 binary fixed-
point format as seen in Figure 4. In this format, two bits are dedicated
to the integer part, where one is the signed bit. The remaining 14 bits
of the 16-bit field are dedicated to the fraction part [21].

Q1.14
16-bit field

ENEEEEEEEEEEEEEN

Integer Fraction

Part Part
Lle] [fofaofofefufofufofofofe]r]
21 50 21 22 33 4 25 56 57 3-8 39 510 5-11 p-12,-13 ,-14

gragoyl 1 L ! L L L 0349426269531
—-2" + +§+2_3+¥+7+§+2T3+27_7' 626953125

Figure 4: Q1.14 binary fixed-point format.

2.5 FPGA COMPONENTS

At the core of an FPGA’s architecture are the logic cells, which are
the basic building blocks for digital designs. These logic cells han-
dle both combinational and sequential logic functions. Each logic
cell includes a LUT and a register, among other parts. Logic cells are
connected through a network of programmable routing resources, al-
lowing for the creation of complex digital circuits. This combination
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of programmable interconnects and configurable logic cells gives the
FPGA its reconfigurability and versatility.

LUTs are an essential part of the logic cells. They function as small
truth tables programmed to implement any desired boolean function,
like NAND, XOR, etc. During the FPGA configuration process, these
LUTs are programmed to perform the specific logic functions needed
for the application, providing the core functionality of the combina-
tional logic.

Registers are used within logic cells to handle sequential logic.
They temporarily store data and are crucial for creating state ma-
chines, pipelining data, and other sequential processes, such as stor-
ing and updating the state of variables that change over time.

Overall, the combination of LUTs for combinational logic, registers
for sequential logic, and programmable interconnects for flexible rout-
ing forms the backbone of FPGA architectures. This setup enables the
FPGA to adapt to various applications, from simple logic functions to
complex digital systems, making it an important platform in modern
electronic design.






RELATED WORKS

This chapter explores the existing body of work related to security in
NNs, with a specific focus on the hardware perspective. The section is
structured as follows: In Section 3.1, various attacks will be explored,
including Neural Trojan (NT) and HT attacks. Section 3.2 will address
the current countermeasures against these attacks. Finally, Section 3.3
presents a summary of the related works.

3.1 ATTACKS

A threat faced by NNs is NTs. In NT insertion attacks, the attacker’s
aim is usually not to degrade the model’s performance but rather to
hide malicious functionality that can be triggered by specific patterns
present in the input to the model. Not degrading the model’s overall
performance is actually very important, as it hides the fact that the
model has been infected. The hidden functionality implanted could
be misclassifying specific inputs as a different target class. According
to the Liu et al. [20], the most commonly researched way to insert the
trojan functionality is by training data poisoning.

Training data poisoning involves adding a few malicious training
samples, including triggers, into the regular training dataset. That
way, the model is taught to associate data with the trigger in it with
the chosen target class. Since the model is also trained on the ma-
jority of clean training data, data without the trigger would still be
classified correctly.

Instead of using training data poisoning that hides the NT function-
ality in the weights, NT functionality could also be realized by attack-
ing the computing operations used by layers in a model. Clements
and Lao [5] propose targeting the computing operations of the neu-
rons to inject malicious functionality into a trained NN. Their pro-
posed method involves a stepwise approach: choosing a specific layer
as the target and then iteratively calculating how the target operation
within that layer should change to generate the malicious output. In
essence, this approach can be used to identify the operation modifica-
tion that produces the perturbation required for either a targeted or
untargeted version of a misclassification attack. The same authors in-
vestigate the practicality of their proposed method in a later paper [4],
where they realize the attack using HTs to modify computing opera-
tions of different layers to induce the required perturbation for both
the targeted and untargeted versions of the attack. HTs are malicious
alterations to the circuitry, which consists of a trigger and a payload.

11
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The trigger is activated under rare conditions and activates the pay-
load, achieving malicious functionality. In a similar approach, they
implement an HT into the activation function of one layer. The trigger
and payload are designed using simple logic gates and implemented
into the activation function block [6].

Ye et al. [31] implant a HT within a specific Multiply and Adder-
Tree in the first convolution layer of an FPGA-based CNN accelerator.
This setup enables adversaries to manipulate the CNN’s classification
output by making minor input image adjustments, activating the HT.
The trojan leverages two key modules: the Malicious Category Recog-
nition (MCR) and the Trigger Recognition (TR) modules. The TR mod-
ule is responsible for assessing the operational status of the accel-
erator. If the HT is not activated, the accelerator functions normally,
processing input images without interference. However, when the HT
is triggered, it switches the output category to a malicious one prede-
fined by the MCR module.

Instead of focusing on computing operations within Processing El-
ements (PEs) like Ye et al.. Hou et al. [11] created a method for launch-
ing an attack to take advantage of a HT within the reconfigurable in-
terconnection network of an FPGA-based Deep Neural Network (DNN)
accelerator. This attack aims to alter the data pathway upon activation
of the HT. As a result of this alteration, the interconnection of the PEs
potentially produces erroneous computations.

A HT, as presented by Li and Hou [19], deviates from typical tro-
jans, which are usually triggered by input images. In the DNN ac-
celerator, the processing elements are reused across layers and upon
completion of one layer, an interrupt signal is sent to the host CPU.
This signal serves as an indication that intermediate results from the
next layer are ready for processing. The trojan leverages this signal
since different model configurations will lead to differing sequences
of interrupt signals. Thus, model parameters can be used as a trig-
gering condition. Once this triggering condition is met, the trojan is
activated.

The payload of this trojan specifically targets the global bias buffer
and modifies the values of the bias register to prevent the activation
of intermediate data. Consequently, the neurons become inactive and
the neural network forward-propagation stops. This disruption leads
to the DNN accelerator malfunctioning.

3.2 COUNTERMEASURES

In the context of ICs, defending against HTs is a critical concern to
ensure the security of electronic systems. In a comprehensive survey
[7]1, Dong et al. explores strategies to detect and thwart HTs inser-
tions. It is important to note that the protective techniques discussed
herein are primarily tailored for general IC security and are not explic-
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itly targeted at hardware accelerators for NNs. However, the insights
obtained from these approaches can offer valuable perspectives on
improving the security against HTs on hardware accelerators for NNs.

Dong et al. categorizes the HT protection scenario into two main
domains: HT detection and HT prevention.

From the detection domain, with a focus on pre-silicon design, the
authors present auxiliary detection, runtime monitoring, and static
detection. Auxiliary detection, for example, improves the effective-
ness of logic testing and channel analysis by comparing HT-free ICs
and HT-infected ICs. Meanwhile, runtime monitoring operates contin-
uously during IC usage, making it capable of detecting HTs through-
out the IC’s operational lifecycle, although at the cost of extra per-
formance overhead. Moreover, the static detection strategy examines
specific features in-circuit parameter information, employing these
features to train a machine learning model that distinguishes between
clean and infected ICs.

As a proactive measure to prevent HT insertions, the authors intro-
duce design for trust. This approach incorporates security measures
from the onset of the IC design process. In terms of HT defense, logic
locking and ‘obfuscation and filling” are utilized to conceal the func-
tion of the IC or fill out unused space in the design to minimize the
attack area, thereby complicating attackers” efforts to inject HTs.

Instead of developing a universal protective measure, Trippel et al.
[25] recommend adopting a divide-and-conquer approach to detect-
ing HTs. This strategy involves breaking down the trojan design space
and methodically eliminating each type of trojan. They define a cat-
egory of hardware trojans termed Ticking Timebomb Trojans (TTTs),
characterized by triggers that gradually approach activation as the
system continues to operate. These triggers are built around a non-
repeating sequence counter that increments following specific events
within the hardware. Moreover, they developed Bomberman, a dy-
namic trojan verification framework designed to identify potential
TTTs within a design’s HDL. This is achieved by monitoring the se-
quences handled by all state-saving components — the critical ele-
ments in TTTs that manage and monitor the time counter’s trigger-
ing state. In practical tests, Bomberman successfully detected all TTT
variants across four real-world hardware designs, significantly out-
performing previous methods with a false positive rate of less than
1.21 %.

Current countermeasures against neural trojans in NNs are sum-
marized by Kaviani and Sohn in their survey [15]. They empathize
that the current focus within the research community is primarily
on detection and mitigation techniques. Detection occurs when the
defenders try to identify suspicious inputs using anomaly detection
techniques or try to detect the presence of trojan in the NNs by search-
ing for specific indicators of trojan attacks. Detection of NTs is there-

13
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fore divided into subcategories in the survey paper [15], and some of
those subcategories will be introduced below.

Malicious input detection occurs when defenders try to identify
suspicious inputs using anomaly detection techniques. One such way
is introduced in a paper [3] by Chen et al.. The intuition behind their
proposed method is that the reason why a clean input gets its classifi-
cation will differ from an input that contains the trigger and gets the
same classification. This can be determined by looking at the activa-
tions of the last hidden neuron layer when querying the model with
training data. Suppose that a particular label in the training data has
been poisoned. In that case, the resulting activations for that label ob-
served during the queries will result in two distinct clusters. One is
the accurate classification caused by the class features and the other
is the classification caused by the presence of the trigger.

Another subcategory of NT detection is trigger detection. The core
concept of trigger detection comes down to the fact that NT insertion
through training data poisoning will create a shortcut to the feature
space of the target label. In other words, a large input perturbation
is not required to change the original label to the target label. This
attack feature can be used to defend against it, which is what Wang
et al. does in their paper [28]. Their approach focuses on determin-
ing how much modification (perturbation) is required for the model
to misclassify any input as another label. When this has been done
for all classes as the target label, outlier detection can be used to
determine if a specific label requires less input modification to be
misclassified as. If an outlier is found, the trigger has basically been
reverse-engineered since the defender knows the required perturba-
tion. The authors use this fact to propose mitigating the NTs by first
identifying the infected neurons active when the trigger is present.
Then, they could either filter out inputs that activate those neurons
or prune the infected neurons.

Model-level detection involves the classification of an entire model
as either trojaned or clean without relying on specific input data. One
method of this is presented by Xu et al. in their paper [29]. The au-
thors introduce a technique where a classifier is trained to determine
if a given target model contains a trojan based on some properties
of the model itself. The first step involves training shadow models.
These are clean or trojaned models trained on the same task as the
target model. The classifier can then be trained on the clean and tro-
janed shadow models and, lastly, be used to predict which class a
target model belongs to.

The mitigation methodologies highlighted in the paper [15] can
also be categorized further into specific techniques.

Neuron Pruning involves the removal of neurons from the NN. This
process can be carried out arbitrarily without specific knowledge of
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the trojaned neurons. Alternatively, it may only remove neurons iden-
tified as compromised, as demonstrated by Wang et al. [28].

Unlearning entails retraining the model to achieve accurate classifi-
cation even when exposed to triggers.

Filtering involves passing inputs through a filter mechanism de-
signed to exclude inputs containing detected triggers. On the other
hand, pre-processing functions similarly by eliminating triggers from
inputs and preventing the trojan from activating.

While existing research delves into preventive techniques against
HTs in general ICs, the scenario changes when considering specialized
methods to counter HTs in NN accelerators. The only recent research
into this specific area was by Hou et al., who in their work [11] de-
veloped a detection technique to protect the reconfigurable intercon-
nection network from HTs. The countermeasure, based on physical
unclonable functions, serves a dual purpose: it can detect the trojan
and identify their specific locations within the system.

3.3 SUMMARY

Recent literature reveals that NNs, including their hardware designs
for FPGAs, are vulnerable to various forms of attacks, such as NTs and
HTs. While numerous methods have been suggested to counter HT
threats, a complete solution capable of identifying and neutralizing
all potential trojans remains elusive. Specifically, the field lacks robust
defensive measures against trojans aimed at NN accelerators.

Current attacks are triggered primarily on the basis of data, such
as those detailed in [4, 6, 11, 31]. The works [4, 31] focus on com-
putational operations within convolutional layers, while [6] target ac-
tivation function blocks, and [11] manipulate the data paths of PEs
used in convolutional computations, leading to incorrect outcomes.
Although these attacks are well-concealed within the designs, they
typically impact only a single prediction when triggered. In contrast,
a timer-based attack discussed in [19], when triggered, completely
disables the pre-set model of the accelerator from producing any pre-
dictions.

There is still a gap in research regarding attacks that gradually
reduce accuracy over time. While previous studies have focused on
computational operations or reconfigurable networks, this study sug-
gests a novel approach. It explores an attack that decreases accuracy
over time by targeting hardware responsible for storing and manipu-
lating weights, biases, and feature maps. Furthermore, the results of
this attack can offer insight into the specific vulnerabilities of neural
network accelerators against such attacks, considering the overhead
introduced and whether the trojans remain undetected during func-
tional testing.
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METHODOLOGY AND IMPLEMENTATION

This chapter describes the methodology used in conducting this the-
sis project. First, Section 4.1 introduces the proposed method. Section
4.2 explains the weight sensitivity analysis and proposed attack strat-
egy. Following that, Section 4.3 details the evaluation methods used
in the project. Next, Section 4.4 describes the model and tools used.
Section 4.5 explains the memory structure of the weights and biases
in the attacked network. Section 4.6 presents the functional valida-
tion and retraining process. Section 4.7 discusses the establishment
of baseline metrics. Finally, Section 4.8 covers the implementation.

4.1 PROPOSED METHOD AT A GLANCE

Addressing the first research question outlined in Section 1.2, this the-
sis conducts a sensitivity analysis of the CNN model to identify the
most impactful weights and biases. Based on this analysis, a trojan
is implemented to degrade the accuracy of the accelerator over time.
The trojans implemented will be evaluated using the metrics defined
in Section 4.3. These metrics will determine the most susceptible com-
ponents among those observed.

To respond to the second research question regarding how effec-
tively our trojan remains concealed compared to other trojans, we
will evaluate the hardware and power consumption overheads intro-
duced by our trojan and compare these to those associated with other
state-of-the-art hardware trojans. Figure 5 shows a flow diagram of
the proposed method.

Gather Baseline
Metrics for Resource »{ Sensitivity Analysis
Utilization

Attack » Selection of Payload
Implementation [ and Target

Functional Validation
of RTL model

Y

-

Attack Evaluation

-

Comparative Analysis

A

Figure 5: Flowchart of the method.
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4.2 THE PROPOSED ATTACK

The proposed attack is a white box attack that requires knowledge
of model architecture, weights, and biases. Specifically tailored for
CNNs running on embedded platforms, it capitalizes on the unique
characteristics of neural networks, such as weights and biases, while
navigating the limitations imposed by the fixed Q1.14 resolution used
in embedded systems. What makes this attack particularly dynamic is
its adaptability. By leveraging a sensitivity analysis, multiple poten-
tial target weights or biases can be identified. Moreover, the behav-
ior of the HT can be tailored to suit the attacker’s specific objectives.
The outcome of the attack can also be customized, attackers aren’t re-
stricted to targeting weights or biases that cause the most significant
drop in accuracy. For example, they can opt for a payload where only
a 10 % reduction in accuracy occurs when the attack is fully executed.

The attack can be divided into three stages: Sensitivity Analysis, Se-
lecting the Trojan Payload, and Hardware Trojan Design. These three
stages are described below.

4.2.1  Sensitivity Analysis

The first part of the attack aims to identify the best weights or biases
to target. This is done by conducting a sensitivity analysis, where one
weight at a time is set to 0.9999, and the resulting accuracy over 100
images is recorded. While simulating only 100 images is not suffi-
cient to determine an exact accuracy, it is enough to gauge whether a
specific weight or bias is important.

Weights are set to 0.9999 because this value is significantly higher
than the weight distribution, shown in Figure 6, making the impact of
high-importance weights on accuracy more noticeable. At the same
time, it is small enough to avoid overflowing the Q1.14 format.
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Figure 6: Weight distribution of model.
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4.2.2  Selecting the Trojan Payload

One of the defining characteristics of this attack is the customizable
outcome of the attack. While the result from the sensitivity analysis is
an excellent indicator of potential targets, it doesn’t show the range of
possibilities each of those targets offers. For example, Table 2 shows
the effect of an attack on bias ¢ (By) in the last fully connected layer
with different payloads.

Table 2: Accuracies with different payloads.

Bias ? payload Resulting accuracy

None 99.00%
0.1 99.80%
0.2 98.20%
0.3 97.50%
0.4 95.80%
0.5 91.80%
0.6 84.40%
0.7 73.90%
0.8 61.20%
0.9 51.10%

Therefore, the second part of the attack is to decide on the desired
outcome and select a payload that achieves that while avoiding over-
flowing the Q1.14 format.

4.2.3 Hardware Trojan Design

Through the sensitivity analysis, weights and biases that are partic-
ularly sensitive are pinpointed. This sensitivity also implies that the
resultant feature maps from these weights and biases operating on
an input are vulnerable and can be targeted. Therefore, this study
will examine attacking three different components of the CNN acceler-
ator: the components responsible for storing and writing the weights,
biases, and feature maps. To address the dynamic nature of the at-
tack and ensure broad application coverage, two versions of accuracy
degradation trojans, sudden and gradual, will be implemented.

4.2.3.1  Gradually Degrading Accuracy Trojan

The Gradually Degrading Accuracy Trojan, as its name indicates, achieves

its effect by gradually increasing an offset added to the target weight,
bias, or feature map. This offset is incremented by the minimum offset
that the Q1.14 format allows, ensuring a slow but steady degradation
of accuracy until the desired payload is reached. At the same time,
it is crucial for the target to be incremented slowly enough so that
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no significant accuracy drop is noticed during functional testing. In
Figure 7, a GDAT is depicted, showing a slow and gradual decrease in
accuracy compared to the non-trojan CNN.
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Figure 7: Gradually Degrading Accuracy Trojan.

4.2.3.2  Suddenly Degrading Accuracy Trojan

The Suddenly Degrading Accuracy Trojan, compared to the GDAT,
will lay dormant for a long time and have no impact at all during
functional testing. When it activates, a large offset is added to the
target weight, bias, or feature map, causing a sudden drop in accuracy.
In Figure 8 below, a SDAT trojan is depicted, showing an abrupt drop
in accuracy compared to the non-trojan CNN.
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Figure 8: Suddenly Degrading Accuracy Trojan.
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4.3 EVALUATION METHOD

This section outlines the specific metrics used to evaluate the effec-
tiveness of the proposed trojan attacks and presents a comparative
analysis with other state-of-the-art HT attack methods against NN ac-
celerators.

4.3.1  Metrics

Three critical factors must be considered to assess the effectiveness
of the accuracy-degradation HTs: stealthiness, resource overhead, and
accuracy impact. Initially, it is crucial to determine whether the com-
promised accelerator can pass the functional testing phase, which ver-
ifies that the hardware meets functional specifications. Secondly, the
overhead introduced by the trojan should be minimal to evade de-
tection and maintain the functionality and performance of the accel-
erator. Finally, the long-term effectiveness of the trojan is measured
by the extent of accuracy degradation observed when the accelerator
operates in real-world applications.

By analyzing these metrics in combination, the most vulnerable
component among those targeted can be identified. The evaluation
will focus on the following metrics:

e Stealthiness

To assess the attack’s stealthiness, the trojan will be embedded
in the design and undergo a two-week functional testing phase.
In this simulation environment, the CNN accelerator is limited
to 30 samples each second, which results in 36,288,000 samples
during the functional testing phase.

¢ Resource Overhead

Examining the differences in power consumption and hardware
utilization between the original and trojan-inserted RTL models.
The objective is to minimize the increase in both hardware and
power consumption.

® Accuracy Impact

The accuracy of the trojan-inserted model is compared to the
original RTL model over an extended period to evaluate the long-
term impact of the attack.

4.3.2 Comparative Analysis

Given that this attack introduces a novel behavior with different ob-
jectives and outcomes compared to existing HTs targeting NN accelera-
tors, direct comparisons in terms of stealthiness and accuracy impact
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are challenging. Specifically, the attack features a "once triggered, al-
ways on'" time-based trigger that degrades the accuracy of the NN ac-
celerator. Unlike other trojans that have data-based triggers and aim
to misclassify samples only when activated, a decline in accuracy is
caused by the proposed trojans, either suddenly (SDAT) or gradually
over an extended period (GDAT).

Therefore, the comparative analysis is limited to the resource over-
head introduced by the trojans, which provides a common ground for
evaluation across different types of attacks. This focus allows the ad-
ditional resources required by the proposed trojans to be objectively
assessed in comparison to others, despite variations in their attack
behaviors and goals.

4.4 MODEL AND TOOLCHAIN

This section provides a brief overview of the tools utilized for the
implementation and experiments conducted during this project, in-
cluding the model itself, as well as the tools employed for simulation
and synthesis.

4.4.1  LeNet-5 model

The experiments will use a slightly modified 7-layer LeNet-5 model
found online [32]. This model uses 16-bit fixed-point resolution in the
Q1.14 format and is written in SystemVerilog. The model is trained on
the MNIST dataset for handwritten digit classification. Table 3 shows
the model architecture and parameters.

Table 3: LeNet-5 model configuration.

Layer Dimension  Filter Size  Feature Maps
Input 30X30 - -
Conv1 28x28 3x3 16
AvgPool1 14X14 2Xx2 -
Conv2 12X12 3x3 32
AvgPool2 6x6 2x2 -
FC1 64X1 - 64
FC2 10X1 - 10

Figure 9 visually represents the model from input to output.



4.5 MEMORY STRUCTURE AND ATTACK IMPLICATIONS

1 ?3-1&;“5'_ e T
L= - 2 ‘.:.,_ | .
=]
- o
64

Figure 9: Visualization of model configuration. From [32].

4.4.2 Quartus

Quartus is a versatile Programmable Logic Device (PLD) design soft-
ware enabling designers to analyze, synthesize, and compile their
HDL designs [14]. It facilitates various stages of the design and testing
process, including simulations and programming onto target devices.
Quartus additionally provided data for the power and hardware over-
head evaluation metrics.

4.4.3 MATLAB

MATLAB is a high-level programming language created by Math-
Works, which is widely used for numerical computing, visualization,
and programming. It is particularly good at matrix manipulations
and plotting data. For this project, a CNN library available in MAT-
LAB has been used to perform faster high-level simulations of the
CNN [26].

4.4.4 ModelSim

ModelSim is a HDL simulation and verification tool used in digital de-
sign and electronic engineering. It enables designers to simulate and
validate Verilog, VHDL, and SystemVerilog designs before hardware
implementation. It supports both RTL and gate-level simulations [24],
which is essential to be able to calculate the desired accuracy impact
evaluation metric.

4.5 MEMORY STRUCTURE AND ATTACK IMPLICATIONS

Weights and biases are stored in separate Read-Only Memory (ROM)
blocks. Since there are significantly more weights than biases, the im-
plementation divides the weights into 16 different memory blocks,
with an additional block for biases. Specifically, 8 of the weight mem-
ory blocks store all weights related to the two convolution layers and
the last fully connected layer, while the remaining 8 blocks store all
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weights for the first fully connected layer. In contrast, feature maps
are stored in Read-Write Memory (RWM) because new feature maps
are generated each time a new image is processed and these memory
blocks are thus constantly being written and read from. Based on this
storage scheme, an attack targeting a weight, a bias, and a feature
map will be implemented to target the three different components as-
sociated with the storage and writing of weights, biases, and feature
maps.

While it is likely that other implementations use ROM for weight
and bias storage and RWM for feature map storage, this cannot be
guaranteed. Additionally, other implementations may structure their
memory differently, such as using fewer but larger memory blocks or
consolidating each layer’s weights and biases into a single block. Fur-
thermore, another implementation might use a different Q format for
binary number representation. Therefore, while the attacks presented
in this thesis could potentially be replicated on another NN imple-
mentation with some adjustments, they are not directly transferable
to another accelerator implementation.

46 FUNCTIONAL VALIDATION & RETRAINING

An initial assessment was conducted in a non-adversarial environ-
ment. The goal of this evaluation was to verify that the HDL model
implementation was working correctly. This involved extracting the
weights from the HDL implementation and converting them from
Q1.14 fixed-point notation to 32-bit floating-point representation. These
converted weights were then tested within a LeNet-5 architecture
using Matlab to ensure functional equivalence. The tests in Matlab
yielded an accuracy of 73.7 %, matching the accuracy seen in RTL sim-
ulations and thus validating the HDL model implementation.

With this validation, the model was subsequently retrained using
TensorFlow [1] on the MNIST training set to enhance model perfor-
mance, resulting in a significant accuracy increase to 98.91%. The
refined weights were then converted back into Q1.14 notation and in-
tegrated into the original HDL code. Verification of the updated model
was performed by running RTL simulations in ModelSim, using the
validation samples from the MNIST dataset. The performance metrics
obtained corresponded closely to those observed during the Matlab
simulations with an accuracy of 98.697 %.

4.7 ESTABLISHING BASELINE PERFORMANCE METRICS

The RTL design was synthesized using Quartus Prime v20.1 on a Cy-
clone IV EP4ACET15 FPGA [12] to establish baseline performance met-
rics and resource utilization of the neural network accelerator.
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Table 4 shows the hardware usage of the accelerator without any
trojan present. This will be used as the baseline to measure the addi-
tional hardware overhead introduced by the proposed attack.

Table 4: Baseline hardware utilization of accelerator.

Cyclone® IV EP4CE115 LUTs Registers Memory bits DSP elements
Available 114 480 114 480 3 981 312 532
Baseline 36 260 37 071 2 192 896 288
Usage 31.67 % 32.38 % 55.08 % 54.14 %

The baseline power consumption of the accelerator when no trojan
is present is 1.237 W, as estimated by the Intel Early Power Estimator
for a Cyclone IV running at 125 MHz [13].

48 IMPLEMENTATION

This section will introduce all the steps leading up to the insertion
and evaluation of the trojans.

4.8.1  Sensitivity analysis

Figure 10 presents the accuracy loss of weights in each layer of the
neural network when individually set to 0.9999. Each pie chart corre-
sponds to a separate layer within the network, with segments repre-
senting the proportion of weights that contributed to various levels of
accuracy degradation. Initially, the accuracy of the 100 samples was
100 %. This visualization highlights the sensitivity of the model to
large perturbations in weights across different layers, thereby identi-
tying critical weights.
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Figure 10: Model accuracy degradation when individual weights are set to
0.9999.

In Table 5, the weights with the most harmful effects on accuracy in
each layer are illustrated. In the first convolutional layer, the weights
in kernels K4 5,15 significantly impact accuracy, reducing it to as low
as 41 %. In contrast, the weights in the second convolutional layer
seem to have a lesser effect, with the lowest recorded accuracy being
96 %. In the second fully connected layer, W9 in neuron 9 (Ng) sub-
stantially decreases accuracy to 56 %, while other weights in neurons
N3 49,10 also affect accuracy, although to a lesser extent.



4.8 IMPLEMENTATION

Table 5: The twenty most harmful weights in each layer.

Conv1 Conv2 FC1 FC2

Kernel | Weight | Accuracy | Kernel | Weight | Accuracy | Kernel | Weight | Accuracy | Neuron | Weight | Accuracy
15 9 0.41 210 1 0.96 41 486 0.97 9 48 0.56
15 8 0.5 210 3 0.97 8 9 0.98 10 48 0.73
15 6 0.56 210 5 0.97 8 304 0.98 3 48 0.78
15 7 0.61 1 2 0.98 9 3 0.98 9 9 0.79
15 2 0.69 1 3 0.98 9 4 0.98 9 36 0.79
15 5 0.75 1 4 0.98 9 11 0.98 6 9 0.8
4 1 0.76 1 5 0.98 9 14 0.98 4 48 0.81
4 2 0.76 1 6 0.98 9 17 0.98 8 9 0.81
15 4 0.76 1 9 0.98 9 18 0.98 3 9 0.82
15 3 0.77 2 2 0.98 9 82 0.98 10 9 0.83
4 5 0.8 2 3 0.98 9 83 0.98 10 33 0.83
4 4 0.82 2 4 0.98 9 86 0.98 10 36 0.85
4 6 0.83 2 5 0.98 9 88 0.98 10 55 0.85
15 1 0.83 2 6 0.98 9 89 0.98 6 48 0.86
4 3 0.86 2 8 0.98 9 90 0.98 10 39 0.86
4 9 0.86 2 9 0.98 9 95 0.98 10 63 0.86
5 3 0.86 3 2 0.98 9 96 0.98 1 48 0.87
4 7 0.89 3 3 0.98 9 117 0.98 9 10 0.87
4 8 0.89 5 1 0.98 9 121 0.98 9 55 0.87
5 6 0.89 5 2 0.98 9 123 0.98 10 21 0.87

In Table 6, the biases with the most harmful effects on accuracy in
each layer are illustrated. While the bias impacts the accuracy even
more than a single weight could, each bias belongs to a kernel. There-
fore, it makes sense that the kernels or neurons to which the most
dangerous weights belong are correlated to the most dangerous bi-
ases. As mentioned earlier, the top twenty most dangerous weights
for the first convolutional layer all came from kernels K4 515, which
also are the most dangerous biases for the first convolutional layer.

Table 6: The ten most harmful biases in each layer

Conv1 Conv2 FC1 FC2

Bias | Accuracy | Bias | Accuracy | Bias | Accuracy | Bias | Accuracy
4 0.16 1 0.54 59 0.96 9 0.45
15 0.17 14 0.55 8 0.97 10 0.48
5 0.19 25 0.69 13 0.97 3 0.62
10 0.20 3 0.76 41 0.97 4 0.63
8 0.23 26 0.77 49 0.97 8 0.63
3 0.47 18 0.82 63 0.97 5 0.65
16 0.70 8 0.84 2 0.98 1 0.71

0.92 6 0.87 9 0.98 6 0.72
9 0.96 17 0.87 12 0.98 7 0.73
11 0.97 4 0.88 14 0.98 2 0.75

The Figures and Tables above clearly illustrate that the percentage
of weights significantly impacting accuracy is remarkably low, partic-
ularly in the second convolutional layer and the first fully connected
layer.
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4.8.2  Selecting target of trojan

After conducting the sensitivity analysis, the most harmful weights
and biases in each layer are identified. To observe the maximum im-
pact of the trojans, parameters causing the most substantial accuracy
reduction are selected for further analysis. Specifically, Wo in K15 of
the first convolutional layer, lowering accuracy to 41 %, and By in the
second fully connected layer, reducing accuracy to 45 %, are targeted.
For the feature map attack, the 15th feature map (Fmjs) of the first
average pool layer is chosen based on the sensitivity of the weights
and bias used to create that feature map.

4.8.3  Payload of trojan

In further analyzing the payloads of the selected targets, it is impor-
tant to note that the accuracy obtained from the sensitivity analysis
serves as a baseline and does not represent the theoretical maximum
degradation achievable for a specific target. The trojans implemented
in this thesis will attempt to reduce the accuracy as much as possible,
and thus, the maximal payload that does not overflow calculations
will need to be estimated.

For the first target, a weight in the first convolutional layer, the
theoretical worst-case scenario is when all positive weights in a filter
are multiplied by 1, and all negative weights are multiplied by 0. The
target weight is located in K75, which looks like this:

0.1694  0.0687  0.2518
Kis =10.0084 0.1072 —0.0043
—0.2630 —0.2125 —0.2501

One can determine the maximum increase of a specific weight such
that the worst-case result does not exceed 1.9999, by setting the weight
of interest to 0 and using the following equation.

Wiax =1.9999—> W, —B (1)

Since the chosen target is weight W and the bias for K5 is 0.0321,
the maximum payload for weight Wy is:

Womax = 1.9999 —0.6055 — 0.0321 = 1.3623 (2)

For the bias attack, the amplitude of the prediction values for the
corresponding neuron is investigated. Figure 11 is a histogram of pre-
diction values for neuron Ny, where the red corresponds to the values
when number 8 (No) was predicted and blue corresponds to when
number 8 was not the prediction.



4.8 IMPLEMENTATION

250

[ Not predicted
[ Predicted

200
150
100

50 -

Figure 11: Histogram of prediction values of neuron 9.

From these values, the maximum payload for B¢ without overflow-
ing the Q1.14 format was calculated to be 1.045.

Lastly, the maximum payload for the feature map attack was de-
cided by conducting simulations to figure out the most significant
value that did not overflow calculations in the following layers. That
payload was estimated to be 0.45. With higher values, a significant
difference in accuracy between MATLAB and RTL simulations was
seen, indicating that overflows occurred.

In summary, Table 7 shows the payloads chosen for the trojans
demonstrated in this thesis.

Table 7: Payload of trojans.

Target Layer Payload
Weight 9, kernel 15 Conv 1 1.3623
Bias 9 Fc2 1.045
Fmap 15 AvgPool 1 0.45

4.8.4 Time to activation of trojan

In the assumed scenario, the functional testing duration is set at two
weeks. During this period, the accuracy should remain closely consis-
tent with the baseline accuracy. However, after this period, the accu-
racy may begin to degrade more noticeably.

Given the accelerator’s assumed rate of predicting 30 samples per
second, the trojan must process approximately 36,288,000 samples
before significantly impacting the accuracy to pass the functional test-
ing phase.
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4.8.4.1  Gradually Decreasing Accuracy

Due to the limitations imposed by the Q1.14 format, the GDAT incre-
ments the payload by one bit, equivalent to 2~ 4. The hardware over-
head for this trojan largely depends on the size of the counter, which
increases the payload each time it reaches its maximum value. To
increase the chance of the trojan remaining undetected, this counter
should be as small as possible, and the accuracy is not allowed to de-
viate more than 1% from the baseline 98.91 % during the functional
testing phase. Considering the impracticality of conducting 14 days
of continuous simulation, the trojan is instead simulated over 10,000
validation samples from the MNIST dataset. The resulting counter
size required to not go above 1% accuracy loss is then scaled by mul-
tiplying the counter size in each test by 3628.8, reflecting the ratio of
the actual functional testing duration to the simulation period.

Table 8 below showcases the minimum bit-size required for a counter
such that attacks pass functional testing. This is the minimum value
of the counter, meaning it is also the fastest-acting version of the tro-
jan. Opting for a larger counter size could make passing functional
testing easier, albeit at the expense of increased hardware usage.

Table 8: Bit-size of counter compared to accuracy impact in Matlab.

Layer & Parameter Ci,Kj5, W9 AVG;,FM; 5 FCy, By

Counter bit-size Accuracy after functional testing

15

14 95.98%

13 79.62%

12 96.96% 52.02% 97.12%

4.8.4.2  Suddenly Decreasing Accuracy

The time to activation for the SDAT was decided to be six months.
Based on the assumption of samples per second mentioned earlier,
this translates to the CNN needing to process 473,040,000 samples
before the trojan activates. Consequently, the trojan necessitates a 29-
bit counter to accommodate this duration. In contrast, if the trojan
were to activate after two weeks, a 26-bit counter would suffice.



RESULTS

This chapter presents the results obtained throughout the course of
the project. First, Section 5.1 discusses the attack effectiveness of the
trojans. Next, Section 5.2 examines the overhead introduced by the
trojans. Finally, Section 5.3 compares the trojans with other state-of-
the-art trojans.

5.1 IMPACT OF TROJAN ATTACKS ON ACCURACY

This section will present the functional results after the accelerator
was infected by the two different trojans with three targets each.

5.1.1 Gradually Degrading Accuracy Trojan

The GDATs functional impact is detailed in Table 9. The baseline accu-
racy of the RTL model was 98.697 %. When infected by a trojan that
targets a weight in the first convolutional layer, the accuracy after the
functional testing period was 98.597 %. It would take 74 days for the
trojan to reach its desired value, which would lead to an accuracy of
22.144% in the long term. When attacking a bias in the second fully
connected layer, the accuracy after the functional testing period was
98.297%; This would take 47.3 days to reach its desired value, result-
ing in an accuracy of 35.371% in the long term. For the feature map
attack, it had a 98.096% accuracy after the functional testing period
and 83.3 days to reach its desired value, leading to an accuracy of
20.541% long term.

Table 9: Accuracy of the GDATs compared to baseline.

Baseline  Weight Trojan  Bias Trojan  Feature Map Trojan

Accuracy after 2 weeks 98.697% 98.597% 98.297% 98.096%
Time to reach max effect - 74 days 47,3 days 83,3 days
Long term accuracy - 22.144% 35.371% 20.541%

5.1.2  Suddenly Degrading Accuracy Trojan

The SDAT functional impact is shown in Table 10. Baseline accuracy
stays the same, but compared to its incrementing counterpart, the
SDAT has no effect on the accuracy after two weeks, since it is de-
signed to activate after six months and therefore has not yet been
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triggered. The long-term accuracy of both trojans also stays the same

since they have the same payloads.

Table 10: Accuracy of the SDAT compared to baseline.

Baseline  Weight Trojan  Bias Trojan

Feature Map Trojan

Accuracy after 2 weeks 98.697%
Time to reach max effect -

Long term accuracy -

98.697% 98.697%
6 months 6 months
22.144% 35.371%

6

98.697%
months

20.541%

5.2 RESOURCE UTILIZATION AND OVERHEAD

This section will present the overhead introduced by the different
versions and the trojan. In Section 5.2.1, the hardware overhead by
the different versions of the trojans is shown. Section 5.2.2 presents
the power overhead introduced by the trojans.

5.2.1  Hardware Overhead

Figure 12 and 13 showcases the resource utilization before and after

the different trojans were injected.
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Figure 12: GDATs hardware utilization of total available hardware.
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Figure 13: SDATs hardware utilization of total available hardware.

Since the memory and Digital Signal Processors (DSP) usage were
not increased by any of the trojans, the following Tables will exclude
those as a measurement. Table 11 showcases the hardware usage of a
CNN containing the GDATSs.

Table 11: Hardware utilization of accelerator with GDATs.

Baseline  Weight Trojan  Bias Trojan  Feature Map Trojan

LUTs 36260 36958 36379 36365
Registers 37071 37228 37103 37102
LUTs Increase - 1.92% 0.33% 0.29%
Registers Increase - 0.42% 0.09% 0.08%

Table 12 showcases the hardware usage of a CNN containing the
SDATS.

Table 12: Hardware utilization of accelerator with SDATS.

Baseline  Weight Trojan  Bias Trojan = Feature Map Trojan

LUTs 36260 36883 36333 36316
Registers 37071 37227 37101 37100
LUTs Increase - 1.72% 0.20% 0.15%
Registers Increase - 0.42% 0.08% 0.08%

5.2.2  Power Consumption Overhead

Table 13 showcases the power consumption of a CNN containing the
trojans as estimated by Intels Early Power Estimator for a Cyclone IV
running at 125 MHz [13].
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Table 13: Power estimation of accelerator with GDATs.

Baseline  Weight Trojan  Bias Trojan = Feature Map Trojan

Power usage (W) 1.237 1.248 1.239 1.239
Difference (W) - 0.011 0.002 0.002
Increase - 0.89% 0.16% 0.16%

Table 14 showcases the estimated power consumption usage of a
CNN containing the SDAT.

Table 14: Power estimation of accelerator with SDATSs.

Baseline  Weight Trojan  Bias Trojan  Feature Map Trojan

Power usage (W) 1.237 1.247 1.239 1.239
Difference (W) - 0.010 0.002 0.002
Increase - 0.81% 0.16% 0.16%

5.3 COMPARATIVE ANALYSIS WITH EXISTING TROJANS

Table 15 presents the hardware overhead results of the implemented
trojans compared to two state-of-the-art trojans sorted in LUT over-
head. The first attack from Hou et al. [11] is a data-based triggered
trojan that attacks the reconfigurable network; introduced a 0.24 %
overhead in LUT utilization while not providing any data on register
utilization. The second comparison involves a time-based trojan Int-
Monitor [19], which, when synthesized on a ZCU102 board, resulted
in a 0.37 % LUT overhead and 0.03 % register overhead.

The trojan with the least hardware overhead, Feature Map SDAT, in-
creased LUT utilization by 0.15% and register utilization by 0.08 %.
The trojan with the most hardware overhead, Weight GDAT, recorded
a 1.92% LUT overhead and a 0.42 % register overhead. Like the Int-
Monitor trojan, our implementations did not increase BRAM and DsP
utilization

Table 15: Hardware utilization of HTs.

Trojans LUT Overhead Register Overhead
Feature Map SDAT 0.15% 0.08%
Bias SDAT 0.20% 0.08%
Hou et al. [11] 0.24% -
Feature Map GDAT 0.29% 0.08%
Bias GDAT 0.33% 0.09%
Int-Monitor NVDLA [19] 0.37% 0.03%
Weight SDAT 1.72% 0.42%

Weight GDAT 1.92% 0.42%




5.3 COMPARATIVE ANALYSIS WITH EXISTING TROJANS

In Table 16, the power consumption overhead of the implemented
trojans with that of the Int-Monitor trojan [19] is listed. Both the GDAT
and SDAT trojans, when targeting bias and feature maps, introduced
a power consumption increase of 0.16 % compared to the baseline.
These trojans outperformed the Int-Monitor trojan in terms of power
overhead. However, the trojans that targeted the weights incurred sig-
nificantly higher power overheads, at 0.81 % and 0.89 %, respectively.

Table 16: Power consumption overhead.

Trojans Power overhead
Feature Map SDAT 0.160%
Bias SDAT 0.160%
Feature Map GDAT 0.160%
Bias GDAT 0.160%
Int-Monitor NVDLA [19] 0.187%
Weight SDAT 0.810%

Weight GDAT 0.890%
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DISCUSSION

This chapter provides an in-depth discussion of the findings and their
implications. Section 6.1 offers an analysis of the results presented in
the previous chapters. In Section 6.2, we explore the practical realiza-
tion of these attacks and their potential impacts. Section 6.3 outlines
potential directions for future research. Finally, Section 6.4 revisits the
research questions of this thesis.

6.1 DISCUSSION OF RESULTS

Among our implementations, the best-performing trojan in terms of
hardware overhead was the feature map SDAT. It demonstrated more
efficient LUT usage compared to the two other trojans in our study. It
increased LUT usage by only 0.15 %, which is favorable compared to
the 0.24 % increase observed with Hou et al. ’s trojan and the 0.37 %
increase by Int-Monitor. The efficient LUT usage is not entirely unex-
pected since a time-based trigger design requires very little hardware
to be realized. They rely solely on counters and comparators, unlike
data-based triggers, which may necessitate more complex logic units.
Although it is simpler, this does not imply it is worse. A time-based
trigger has the advantages of being very small and not requiring an
external trigger.

However, all of our trojans incurred a higher register overhead com-
pared to the Int-Monitor trojan. The SDATs required a large counter,
enabling the trojan to remain dormant for an extended period, while
the GDAT used a smaller counter but required additional registers to
store the payloads.

When comparing our implementations, the increased complexity
of the GDATs compared to the SDATs led to greater LUT overhead, as it
required additional hardware to increase the payload applied to the
target periodically. Among our implementations, the best-performing
GDAT was the one inserted into the feature maps, closely followed by
the bias GDAT. When synthesizing a design, a lot of optimization is
done with performance, power, and area in mind. Therefore, these
components likely had the most underutilized LUTs, enabling the
synthesis optimization to better conceal these trojans in existing hard-
ware, compared to the trojan targeting the weights. The results clearly
show that the trojan implemented within the weights had the most
hardware overhead.

Similar to hardware overhead, the power consumption increase for
both SDAT and GDAT attacks on biases and feature maps was lower
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than that of the Int-Monitor trojan. According to Li and Hou, "the
Int-Monitor’s power overhead is so negligible that it could rarely be
detected by defense technologies such as on-chip sensors." Our tro-
jans further improve upon this result. However, for the trojans attack-
ing the weights, the power consumption significantly increased, most
likely related to the increase in hardware needed for these trojans.

Regarding attack effectiveness, we were able to significantly reduce
accuracies with all attacks by targeting one of the few weights, biases,
or feature maps identified as vulnerable by the sensitivity analysis.
This finding aligns with studies on pruning in neural network archi-
tectures like LeNet-5, which found that a lot of neurons and weights
contributed very little to the final classification and could be removed
[10].

By offering multiple potential targets and payloads, the attacks can
degrade the accuracy anywhere from 1% to 78.16 %, based on how
noticeable the attack is intended to be when fully executed. For in-
stance, an accuracy degradation of only 5 % might go unnoticed dur-
ing inference, depending on the application of the accelerator. How-
ever, if the accuracy is significantly degraded, it is likely to eventually
be detected during inference, potentially leading to product recalls
and damaging the reputation of companies distributing the accelera-
tors.

6.2 FEASIBILITY OF ATTACK

Considering the potential real-world implications of this attack, in-
cluding economic damage, erosion of trust, and even safety hazards
depending on the application, it’s important to discuss the feasibility
of the attack and what version of the trojan to employ.

While it may seem improbable for reputable companies like Intel
or AMD to have compromised CAD software, the possibility cannot
be dismissed outright and is one of the attack vectors discussed by
both Li et al. and Zhang and Qu [18, 33]. The CAD tools are incred-
ibly powerful, and if you can’t trust them, you are severely limited.
For example you can’t really create a golden sample of your design,
since you need the CAD tools to create it. The only alternative would
be designing the component using different CAD tools. However, any
subtle variations in hardware or power consumption could easily be
attributed to differing optimization between tools or the diverse plat-
forms for which the design is synthesized. Furthermore, the trojan
could be introduced by a rogue designer and does not necessarily
need to originate from the synthesis tools.

Taking into account these potential attack vectors and the assertion
by Li and Hou that the best trojans should go unnoticed due to its
overhead being less than 1% [19], there is a possibility that these
trojans could find its way into a product and have real consequences.



6.2 FEASIBILITY OF ATTACK

What sets this attack apart is that unless you marginally reduce ac-
curacy, it’s not necessarily designed to remain undetected indefinitely.
Rather, it aims to evade detection during functional testing and for a
period during field inference. Some of the damage it inflicts actually
occurs after detection, particularly when the product requires recall.
Since this novel attack focuses on undermining trust and causing eco-
nomic harm, its ultimate objective is distinct and can’t be compared
to other trojans.

Comparing the two versions of our trojan, the SDAT is superior in
both terms of hardware efficiency and power consumption. Further-
more, it trivializes passing functional testing. However, the choice be-
tween the sudden and gradual version of the trojan depends on the
specific scenario, as they are not functionally identical. Although both
eventually lead to the same long-term outcome, their intermediate
stages differ significantly. With SDAT, everything appears normal un-
til a sudden drop in accuracy occurs. On the other hand, the GDAT op-
erates stealthily in the background, slowly diminishing accuracy over
time. This prolonged intermediate stage, which can vary depending
on the time to activation of the implemented trojan, can cause certain
damages that the sudden trojan version cannot. The gradual degrada-
tion may not be immediately noticeable, and consequently, there will
be a period where users receive and potentially trust less accurate
predictions. For instance, in automated license plate identification, a
gradual degradation will lead to a slight increase in misclassifications,
necessitating more human intervention and correction. This incurs a
gradual increase in need for additional man hours and financial costs
during the intermediate stage, until inevitably suspicion grows and
the attack gets detected. This kind of attack would not be possible
with the sudden and abrupt change in performance the SDAT would
produce.

Therefore, while the sudden trojan version may offer advantages
in terms of efficiency and simplicity, the gradual version can be a
strategic choice in situations where subtle, incremental changes are
preferred over abrupt disruptions.

It's worth discussing the sensitivity analysis due to its demand-
ing and time-consuming process. Although an attack could theoret-
ically proceed without it, the sensitivity analysis plays a vital part
in highlighting critical vulnerabilities within the network. Without
such analysis, the effects of an attack targeting random weights or bi-
ases become unpredictable. Additionally, the results of the sensitivity
analysis show that only a small fraction of weights significantly im-
pact overall accuracy when manipulated. Specifically, just 0.15% of
all weights in the network degrade accuracy by over 5 %.

If a target were to be randomly selected, once the bitstream file is
generated, the attack target is effectively locked, meaning the same
infected bitstream file is uploaded to all FPGAs expecting the same
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design. If the randomly chosen target does not impact accuracy, all
FPGAs will receive an ineffective attack and a new target can only be
chosen the next time a bitstream file is generated from the CAD tool.

Consequently, an attack that randomly targets an individual weight
across the network is unlikely to lead to significant accuracy degrada-
tion and has thus not been studied.

6.3 FUTURE WORK

This section explores potential directions for future research, focusing
on both detectability and the expansion of the attack.

6.3.1 Stealthiness to trigger detection methods

While out of this project’s scope, an extensive evaluation of these tro-
jans’ stealthiness against current trigger detection methods is needed.
A paper by Trippel et al. introduced a trigger detection program. They
argue that "one-size-fits-all approaches are incomplete and akin to
proving a design is bug-free." Instead of attempting to verify that a
design is free of all types of trojans, they advocate for a divide-and-
conquer approach. Consequently, this defense strategy is specifically
tailored to identify timer-based triggers. Their defense mechanism
can be implemented at the RTL stage or after synthesis. This implies
that it has the capability to detect our attack, whether it was injected
by the synthesis tool as intended or by a rogue designer since there
is nothing about this attack that specifically requires the attack vector
to be the CAD tools. The paper outlines two defining properties of a
timer-based trigger they look for [25].

* Property 1: The timer-based trigger does NOT repeat a value
without a system reset.

* Property 2: The timer-based trigger does NOT enumerate all
possible values without activating.

Drawing from these two properties, their defense mechanism should
theoretically be capable of detecting the SDAT trojan but may strug-
gle to identify the incrementing variant. The GDAT triggers repeat-
edly to increase its payload. According to property 1, this defense
would likely fail to flag the GDAT because each trigger event resets
the timed trigger, causing it to repeat values without a system reset,
potentially making it indistinguishable from a normal loop behav-
iorally. However, these conclusions are speculative, based on the prop-
erties defined by the authors. The paper also discusses various other
defense strategies aimed at identifying timer-based triggers, which
could serve as a valuable starting point for future research into under-
standing the stealthiness of trojans against current detection method-
ologies.



6.3 FUTURE WORK

6.3.2 Attacking other model architectures

The LeNet-5 model used in this thesis, relatively speaking, is a small
CNN with only 79,242 parameters. How sensitive a larger CNN archi-
tecture like Alexnet, which has 62.3 million parameters [23], would
be to this kind of an attack could be of interest to research.

6.3.3 Intentionally overflowing Trojan

One intriguing observation made was that despite extensive efforts
to determine the maximum payload that would fit within the Q1.14
format without overflowing, there were instances where overflowing
actually resulted in greater accuracy degradation compared to not
overflowing. While the unpredictability can be a significant drawback,
if an attacker desired even further accuracy degradation, additional
exploration could involve leveraging overflowing to achieve this. We
conducted some preliminary experiments deliberately causing over-
flow in neuron 10 (number 9) of the last fully connected layer by se-
lecting a bias trojan payload large enough to push the output above
1.9999 when the neuron output naturally tended to be high (indicat-
ing a correct prediction). In contrast, this attack would also increase
the output value in cases where the natural output tended to be low.
Basically, what this attack tries to achieve is predicting the number 9
every time, except the times the number ¢ is correct, in which case it
overflows. When testing it, we were able to achieve a long-term accu-
racy of 7.6 %. Figure 14 showcases the output values of neuron 10
with the idea of pushing correct predictions over the overflow thresh-
old while only increasing the rest.
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Figure 14: Histogram of prediction values of neuron 10.

Exploring the feasibility of this approach and extending it to exper-
iment with overflowing layers other than the output layer could be
worth further investigation.
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6.4 ADRESSING RESEARCH QUESTIONS

From an adversary’s perspective, which components of a neural network ac-
celerator are susceptible to an accuracy-degrading hardware trojan that dete-
riorates accuracy over time?

An attacker aiming to maximize the effectiveness of an attack (i.e.,
degrade accuracy as much as possible) would focus on targets iden-
tified as particularly susceptible through the sensitivity analysis. As
the attacker is also interested in introducing minimal additional hard-
ware, they would focus on the target with the most underutilized
LUTs and registers in order to hide their presence better. In the case
of this particular design this would be targeting the memory compo-
nents for the feature maps and biases.

In real-world scenarios, how well would an accuracy-degrading hardware
trojan be hidden compared to other types of hardware trojans targeting neu-
ral network accelerators?

Since the trojans used in the comparison in this thesis have differ-
ent objectives compared to ours, it is not possible to directly com-
pare their stealthiness. However, from a hardware perspective, the
accuracy-degrading trojans introduced in this study do not add sig-
nificant overhead. In fact, they often introduce similar or even less
overhead compared to the other trojans.



CONCLUSION

This study presents a new type of attack that can degrade the accu-
racy of a CNN accelerator over time. Two variants (GDAT and SDAT) of
this attack were injected into three components of a CNN accelerator
to evaluate their effectiveness from the perspectives of stealthiness,
hardware overhead, and attack effectiveness. All of the attacks man-
aged to stay stealthy throughout functional testing, having a mini-
mal impact on accuracy during this period. The attacks implemented
in feature maps induced the lowest amount of overhead, closely fol-
lowed by the biases. The attack effectiveness of all attacks was high.
However, attacking feature maps resulted in the most significant degra-
dation of accuracy, potentially reducing it to as low as 20.5 %, as seen
in Table 9. Despite these trojans remaining hidden in terms of hard-
ware overhead, further investigation is needed to evaluate their re-
silience against state-of-the-art trigger detection methods. Addition-
ally, exploring the potential expansion of this attack to other model
architectures could provide deeper insights into its versatility and im-
pact.

In conclusion, this type of attack presents a realistic threat with
applications for both types of trojans. Attackers can customize the
trojan to suit their objectives, providing a dynamic approach where
they can select the target, timing of activation, and whether to im-
plement gradual or sudden degradation, ultimately determining the
long-term impact on accuracy.
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