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Abstract

In the continuously evolving field of malware investigation, a Trojan horse,
which appears as innocent software from the user's perspective, represents a
significant threat and challenge for antivirus solutions because of their
deceptive nature and the various malicious functionalities they provide. This
study will compare the effectiveness of three free antiviruses for Linux
systems (DrWeb, ClamAV, ESET NOD32) against a dataset of 1919 Trojan
malware samples. The evaluation will assess their detection capabilities,
resource usage, and the core functionalities they offer. The results revealed a
trade-off between these three aspects: DrWeb achieved the highest detection
rate (93.43%) but consumed the most resources and provided the most
comprehensive functionalities. While ClamAV balanced detection and
resource usage with less functionality, ESET NOD32 prioritised low resource
usage but showcased a lower detection rate than the other engines (80.93%).
Interestingly, the results showed that the category of Trojan horse malware
and the file format analysed can affect the detection capabilities of the
evaluated antiviruses. This suggests that there is no “silver bullet” for Linux
systems against Trojans, and further research in this area is needed to assess
the detection capabilities of antivirus engines thoroughly and propose
advanced detection methods for robust protection against Trojans on Linux
systems.

Keywords: Malware analysis, Antivirus, Linux, Malware, Static analysis,
Dynamic Analysis, Hybrid Analysis, Trojan horse
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1. Introduction

1.1 Context

In May 2022, the “Vivalia” hospital group in Belgium witnessed a cyber-
attack on their infrastructure. This cyberattack shut down more than 200
servers and 1500 host machines in the hospital, which prevented caregivers
from using much of their computer system, including access to patient records
that are now fully computerised. Fortunately, this cyberattack was quickly
dealt with, and no patient was killed by it [1]. This scenario shows the
importance of setting up a system to prevent infection of any systems, as it
could lead to death in the worst case.

In this ever-evolving world of digitalisation, security analysts serve as
watchful defenders against sophisticated cyber threats. In this domain,
malicious software, also called “malware”, aims to perform an unauthorised
action on a system and has become highly elaborated. This threat takes
diverse forms, including ransomware encryption, spyware data exfiltration
and trojan horse deception. In fact, attackers continuously improve their
obfuscation techniques to get through any analysis systems set up by the
defenders. The most efficient and accurate analysis of the software is essential
to countering malicious actions. According to the European Union Agency
for Cybersecurity (ENISA) Threat Landscape 2023 [2], the beginning of 2023
has observed a growing trend related to malware, primarily focused on
stealing information from different sectors (health, public administrations,
drinking water suppliers, etc.).

To illustrate the need for malware analysis and detection, let’s consider a
company where employees continuously receive files from the outside on
their e-mail address. If those files are not correctly analysed, an employee
may unintentionally download malware and compromise the company
network and/or hosts, as it might have happened in the “Vivalia” hospital
group. This could lead to a breach of data confidentiality, integrity or
availability in the company. To prevent this scenario, security software such
as antivirus should be installed on all machines the employees use to access
their e-mail accounts. The effectiveness and performance of this software are
also crucial to ensure a high level of security.



Trojan horses are one of the most subtle kinds of cyber threats. This type of
malware is hidden in a file that seems quite legitimate from the outside, just
like the legendary Trojan Horse of Greek mythology. These malware threats
come in different forms, from Rootkits, which give attackers access via the
kernel to a computer or an application, to Backdoors, which create permanent
remote access on the machine for the attackers. All of these are hidden in
seemingly harmless applications. Just as the Trojans thought the Horse was
harmless and brought it back inside their city, the hacker tricks the user into
downloading a program that seems innocuous inside their computer to carry
out malicious activities.

This study will focus especially on Trojans malware because of the deception
techniques used that can make them much more difficult to detect than other
types of threats, such as worms or viruses that spread themselves via the
exploitation of vulnerabilities in a system, are self-replicating and are not
masked in legitimate programs like Trojans. Trojan horse malware also
represents a wide range of functionality available in various formats on
different platforms, from installing a backdoor for remote access, stealing
sensitive banking information, or even downloading and executing other
malware [3]. This diversity represents a complex challenge for antivirus
solutions. There is a need for research on what type of Trojan and file formats
are poorly analysed by antivirus solutions. This research is even more critical
for Linux systems since many companies nowadays, and in the future, will
decide to use Linux systems to host their data because of the cost-
effectiveness, scalability, and flexibility of those systems [4].

1.2 Research Questions
In this thesis, the main objective will be to focus on answering two research
questions (RQ1 and RQ?2) related to the detection and analysis of Trojans
malware by antivirus solutions for Linux systems that have not been
addressed by previous research:

- RQ1: How do different free antivirus solutions for Linux systems
perform with respect to their detection capabilities and resource usage,
and which one shows the most efficient analysis for different types of
Trojan horse malware (Backdoor, Exploit, Rootkit, DDoS, etc.)?

- RQ2: How does the effectiveness of antivirus solutions in detecting
Trojan malware differ between executable and non-executable files
and files for other platforms (e.g. Windows PE files)?

The hypothesis (H1) behind this study is that Trojan horse malware is one of
the most subtle kinds of malicious programs and is actually a challenge for
current antivirus solutions in terms of detection compared to other types of
malware.



This study aims mainly to provide an understanding of the capabilities of
antivirus programs freely available on Linux platforms to detect and ward off
those threats in different forms. The novelty of this work, in contrast to
previously published antivirus comparisons for Linux systems, resides mainly
in analysing those antivirus solutions against the major type of Trojan horse
malware and the most common file format for Linux and non-Linux
platforms.

1.3 Organization of the Work
Chapter 2, Method, will focus on explaining the different methodologies used
for this thesis to answer the different research questions. This includes the
literature search methodology, the collection of the various malware samples,
the selection of the antivirus solutions, the methodology used to conduct the
experiment to assess and evaluate the different antivirus solutions, and the
metrics used to evaluate them.

In Chapter 3, Literature Review, multiple sections will illustrate the current
state of malware analysis, followed by a special focus on the use of machine
learning algorithms for Trojan horse detection and previous antivirus
comparisons made.

Chapter 4, Results, will present the dataset created for this study and expose
the different findings that help answer the research questions.

Chapter 5, Discussion, will exhibit the key findings of the experiment in
relation to the research questions and hypothesis. It will then discuss how
these findings are compared to the related literature, identify potential areas
for future work, and discuss the limitations.

Chapter 6, Ethical Considerations, will discuss and present the different
ethical perspectives that must be considered when evaluating different
antivirus solutions for detecting a specific threat type.






2. Method

This chapter details the experimental methodologies used throughout this
thesis. It will first contain the approach used to conduct the literature search,
which has been used to understand the current state in the area, and then write
the literature review. Then, the collection of the samples and the choice of
antivirus solutions are explained. Finally, this section will contain the
methodology used to make the comparative study of the different antivirus
solutions.

2.1 Literature Search Methodology

In the ever-changing world of information technology, understanding the
current state and knowledge in an area of study is clearly a priority.

In order to do this research, a systematic approach has been used to extract
the most relevant high-quality work already published in the area [5]. This
primary approach consists of different stages, the first one being formulating
the purpose and the research questions for the literature search. Secondly,
various databases will be chosen from which the research will be conducted.
For this thesis, the research was conducted on IEEE Xplore, Springer, and
Google Scholar. Thirdly, keywords and synonyms are picked to conduct the
research after briefly exploring and extracting basic field knowledge. These
keywords can summarise a concept and its synonyms merely. Fourthly,
criteria for including or excluding literature are defined. These criteria
include, for this work, the type of literature, which had to be either conference
papers, journal articles or textbooks. It also consists of the period of
publication because it is essential, in this evolving field, not to use any old
publications that might be outdated. Afterwards, research can be done on the
chosen database using the keywords and the criteria defined previously, and
results might also be sorted out based on the paper’s relevance, the number
of times others have cited the paper, etc. Then, a sample review of the
extracted literature is done. This requires the assessment of the quality and
relevance of the paper by looking at the title, the abstract, and sometimes the
introduction. Suppose no literature seems to answer the question, the answers
seem too vague or too many results were identified in the database; in that
case, a change in the keywords used or the exclusion and inclusion criteria is
done to restart the research in the database. This is, in fact, an iterative process
until the results are satisfying according to the research questions formulated
before. Finally, when all the literature is extracted from the database, these
papers can be summarised to present the results and understand the current
state of a research field. Here, a spreadsheet has also been created to maintain
the organisation of the papers used. Another approach used to conduct this
literature search has been to use the papers referenced in some of the
previously selected papers. This approach enables more profound research in
the field and a better understanding of a specific concept.
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For instance, identifying the malware analysis techniques used nowadays is
the first question that has been answered through this literature search. The
different keywords used for that research were “Static analysis malware”,
“Dynamic analysis malware”, “Malware analysis techniques”, and “Malware
investigation techniques”. The criteria for this research were, first, conference
papers or books for the type of literature, and the publication date should be
after 2018 for them to be included. To identify the publication year to consider
a paper as up to date, an iterative approach is used by conducting research on
the most recent papers from this year and then iteratively moving back the
years until enough satisfactory results. A dozen papers were identified as
relevant to this research according to their title and abstract. Only eight papers
were retained after reviewing their content to assess their in-depth quality.

2.2 Sample Collection and Antivirus Selection

The VirusShare! database was used to collect the different Trojan horse
samples. This database contains different malware samples in different
formats that security researchers can download for educational and research
purposes. Access to this database is granted by invitation only to prevent any
misuse. This database also provides metadata information about the samples,
such as the format, the size, the hash value of the file, and a VirusTotal? report
for each sample, labelling the family of malware encountered. This database
has also been used by a multitude of previous researchers for different
experiments [6]. For the actual collection of samples, different filters based
on the MIME type associated with the file and the TrID, which are identifiers
to represent the binary signatures of a file, are used to select the different
malware samples based on their format. The malware family given by the
VirusTotal report is also used to extract actual Trojan horse samples. Suppose
there are conflicts, incertitude or too little information about the malware
family identified by the VirusTotal report of a certain file; in that case, the
file is not used in this study, thus ensuring the use of files that are part of a
particular type of Trojan horse malware encountered and reported in the
VirusShare database.

To ensure that a file collected from this malware repository is part of a
specific family of Trojan horses, another tool called “AVClass” is used.
Previous researchers developed, published, tested, and updated this tool for
labelling malware samples based on their VirusTotal report in JSON format.
They concluded that this tool could cluster the different families of malware
samples with a precision between 91% and 95% depending on the dataset and
extract a class of malware in 94% of the VirusTotal report in version two of
the tool released in 2020 [7,8].

1 https://virusshare.com/
2 https://www.virustotal.com/
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This tool is therefore used in this study to label the different samples of
Trojans collected from VirusShare into their various classes of Trojans
(Backdoor, Downloader, Rootkit, etc.). First, the most recent VirusTotal
report is used, which provides information about how different antivirus
engines have previously labelled this threat. This report is retrieved using
VirusTotal’s free API service and a Python script. This report, in JSON
format, is then parsed using AVClass version 2 to extract different
information about the file, such as the family and the class of malware
encountered and the number of times antivirus engines have flagged this file
as part of a specific family or class. Then, using these information, different
regular expressions are used in a shell script to extract the class of malware
identified most of the time by AV Class, the number of times this file has been
identified as part of this class, the other classes identified, and the number of
times other classes have been identified. In this work, if a file has been
detected as part of the predominant class in at least 80% of the cases where a
class of malware has been detected, this file will be considered as part of this
class, thus labelling the Trojan horse samples as part of this class. This
methodology of parsing information from VirusTotal report and using a
threshold to understand and label the class of malware experienced is inspired
by a study published by Ahmed et al. [9]. This study parsed the VirusTotal
report to retrieve the family of ransomware encountered and create a dataset
of different kinds of ransomware by assuming that a ransomware sample is
part of a family if at least 85% of the family of ransomware encounters are
similar in the VirusTotal report.

To ensure the integrity and authenticity of files downloaded from the
VirusShare database, the SHA-256 hash value of each file is calculated after
downloading and labelling the malware and compared with the SHA-256
hash value provided by the VirusShare database. A Python script also uses
this hash value to ensure no duplicates of this file have already been
downloaded to the system, which might bias the detection statistics. The
different steps of collecting and labelling each malware sample are illustrated
in Figure 1.



VirusTotal free API
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Filtering based on TrID,

JSON VirusTotal Report MiME type
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Labeled malware Additional verification
samples (Integrity, Duplicate)

Figure 1: Dataset collection and labelling process

It is also worth noting that the free API service provided by VirusTotal is
limited to 500 lookups per day, therefore limiting the labelling capacity used
in this project.

For the antivirus program selection, different programs were tested on an
Ubuntu desktop version 22.04.3 virtual machine, which was the most recent
version at the time this work was done. Different criteria were defined for
testing and choosing the different antivirus programs. First, the antivirus
should be free for use or available through a free trial version. This antivirus
solution should then be available on the Linux platform. This solution should
also provide transparent information about which file has been identified as
malicious. It should be able to scan a specific directory or file for malicious
activity. Finally, this antivirus solution should still be usable and not require
using a specific old library or outdated dependencies. To test the usability and
the detection ability of those antivirus solutions, the torrent file called
“VirusShare_ELF_20140617.zip” from VirusShare was used. This zip file
contains 2778 malware samples in Executable and Linkable Format (ELF)
format from 2014. The different antivirus programs tested were ClamAV,
Chkrootkit, Comodo Antivirus For Linux Platform, DrWeb Security Space,
ESET NOD32, RootKit Hunter (rkhunter) and Sophos Endpoint Antivirus.



2.3 Experimental Design
To conduct this experiment, the first step is to collect the different malware
samples and pick out the different antivirus, as explained in the previous
section. For this study, three different antivirus products have been chosen.
DrWeb Security Space, ESET NOD32, and ClamAV. A two-tier filing
system was also implemented to facilitate analysis. The first level categorises
samples by file format, such as executable files and PDF files, which aids in
identifying potential delivery methods. The second level further categorises
samples by specific Trojan types, such as Backdoors or Rootkits. This system
allows efficient localisation and analysis of samples with similar
characteristics, providing an easier organisation for conducting the
experiment and evaluating the effectiveness of the solution for each type of
file and each category of Trojan.

The second step consists of setting up an Ubuntu desktop version 22.04.3
virtual machine, using Virtualbox as a hypervisor, containing basic setup
configurations to monitor the system and the dataset of malware samples.
This machine was allocated 8 GB of RAM memory, 2 virtual CPU cores and
200 GB of storage space. This template virtual machine is then cloned
multiple times, with each machine having one different antivirus. A template
virtual machine ensures the experiment is done in the same environment for
each antivirus solution. Once the antivirus program is installed, the virtual
machine is restarted in an internal network without any add-ons to prevent
any infection of the host system or network.

The third step is to execute a scan on each folder individually with the
antivirus solution and monitor the results. The resource usage of the antivirus
program is also monitored by checking CPU and memory usage using a
Python script and the psutil® library version 5.9.8 to monitor the process 1D
associated with the antivirus program parent daemon process and all the
children processes associated. To ensure that this measurement is done at the
same time and accurately, cronjobs or the use of a scan scheduler provided
by the antivirus solution were used in order to automate the launch of
measurements by these Python scripts at the same time on a predefined or
preidentified ID process (PID). Furthermore, these scans of malware folders
and measurement of the resource usage are done ten times in a row to
calculate a potential variance in scan time, scan result and/or system resource
utilisation.

3 https://pypi.org/project/psutil/
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Additionally, the Trojan horse malware is executed in this isolated
environment to understand the behaviour of the antivirus solution against this
malicious software and monitor the reaction of the antivirus solution before
and after the execution. Subsequently, if the antivirus solution provides such
functionalities, the abilities of the antivirus engines to neutralise such threats
will also be monitored. On top of that, research about public information
found online about those antivirus solutions is made to understand their
functionalities, the security mechanisms they use and their reputation in the
field.

2.4 Metrics

2.4.1 Quantitative Metrics

Different approaches exist to measure the effectiveness and the optimisation
of antivirus solutions for the detection of Trojan horse malicious software.
These evaluation metrics can be split down into two groups. The first is the
evaluation of the detection made by the antivirus solution for each Trojan
family and file format, namely the detection rate and the false negative rate.
The detection rate, also called “recall” or “true positive rate”, is the number
of malicious files correctly identified out of all malicious files analysed on
the system.

True positive

Detection rate = — -
True positive + False negative

The false negative rate (FNR), also called “error rate”, focuses on the
proportion, in percentage, of malicious files identified as benign. An
excessive FNR can lead to lots of malicious files going through the analysis
and can cause harm to the system.

False negative

FNR = False negative + True positive
To quantify the uncertainty of the prediction made by each antivirus engine,
a confidence interval for the population proportion, based on the normal
approximation method of the binomial distribution, is also calculated for the
detection rate and the FNR. This confidence interval (Cl) allows uncertainty
quantification by providing a range of values in which the true population
value will likely fall with a certain confidence level. This confidence level
corresponds to the probability of the detection rate or FNR falling within this
Cl with a dataset of the same size and properties. The confidence level used
IS 95% in this study because this is historically the most used confidence level
in the literature, as mentioned by Shedden [10] and Padilla [11], and reflects
the generally accepted level of statistical significance. In other words, It
means that if you were to repeatedly analyse a dataset of Trojan horse
malware the same size and calculate the CI for each detection rate and FNR,
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in 95% of the scenarios, you would get a detection rate and FNR that fall
within this range of values.

These CI will also enhance the credibility of the analysis by highlighting a
potential margin of error in the analysis and providing a much more non-
biased study of antivirus capabilities to detect or not Trojans in any real-world
scenario. This confidence interval (CI) is calculated using the proportion of
positive results (p), the z-score associated with the confidence level (1.96 for
95% confidence level) (z) and the total number of samples used (n) in the
following formula:

p(1-p)

Cl=p %
pxz n

The normal approximation method of the binomial distribution confidence
interval used in this study assumes a normal distribution to construct
confidence intervals for the detection and false negative rates related to the
different samples of Trojan horse malware analysed. These confidence
intervals are calculated based on the binomial distribution, which applies in
this study when dealing with binary outcomes (Trojans detected or not). The
average of that binomial distribution, typically the detection rate or FNR in
this case, is approximately normally distributed according to the Central
Limit Theorem. This theorem states that the average of a binomial distribution
tends towards a normal distribution as the sample size (n) increases [42].
Therefore, for a sufficiently large sample size (n), the sample proportion (p)
(e.g. detection rate, FNR) is approximately normally distributed. It is
important to note that this is an approximation. This method works better
with a large sample size (n) and a sample proportion (p) not close to 0% or
100% (FNR or detection rate should not be close to 0% or 100% in this study
for accurate results).

The other group of metrics used in this work are more related to the
performance of the antivirus program itself. This group includes the average
time in seconds taken by the program to analyse Trojan horse malware, the
resource used by the programs regarding memory usage and CPU usage in
percentage. The program's resource usage was recorded ten times, and for
each scan performed, the average CPU/memory usage and time taken were
reported in a table. Additionally, the storage space and the version of the
antivirus program were recorded.

2.4.2 Qualitative Metrics
Furthermore, a qualitative study of the antivirus program is performed to
report and evaluate the mechanism used to analyse potential malicious files,
the granularity and the kind of information included in the report provided by
the antivirus software after a scan, and additionally, a framework is proposed
to evaluate the effectiveness of the solution in different situations. This
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framework helps assess an antivirus solution’s detection, prevention,
remediation, and update capabilities. It will consist of different questions,
based on some features proposed by AV-Comparatives in their latest
comparison of functionalities provided by Linux antivirus [12], that can be
answered by either yes or no (1 or 0) and return a score to simplify and
standardise the comparison between the software functionalities provided.

1. Does this solution provide real-time monitoring capabilities?

Does this solution provide scheduled customisable scans ability?

Does the antivirus offer on-demand scanning ability?

Can the antivirus scan any portable storage inserted (i.e. USB key)?

Can the antivirus software scan web traffic to identify and/or block

malicious websites or the download of malicious files?

Can the antivirus unpack and scan archive and email files?

Can the antivirus quarantine detect malware for further analysis?

Can the antivirus automatically remove detected malware?

Does this solution offer automatic updates?

10. Does this antivirus offer a free updated version with no expiration
date?

a s~ wn

6
7.
8.
9

Thanks to these ten questions, a score between 0 and 10 provides an
understanding of the antivirus solution performance (in the free available
version used) in different scenarios. Advanced features such as firewall and
vulnerability scanning can also be provided by some antivirus programs but
are not considered in this study, which is focused on antivirus core
functionalities of detecting and preventing malicious software from infecting
a system [13]. It is also good to note that these questions are very broad to
prevent nuances that would not allow simple yes or no answers. If any needs
arose, this study could be improved by assigning a higher or lower weight to
certain functionalities or by using much more precise questions taking into
account the specific needs of each company and individual.

12



3. Literature Review

This section will focus, first, on reviewing the different analysis techniques
used nowadays in the field of malware investigation and previous studies that
showcased the use of those techniques to detect malicious activities, with a
section focusing on Trojan horse malware. Then, a focus will be placed on
the previous antivirus comparison and the performance of those studies.

3.1 Malware Analysis Technique

The easiest way of detecting malicious software involves mainly using
signature-based detection techniques in which a hash value is generated and
compared with a database listing all the well-known malware hash. If a match
is found, the analysed software is tagged as malicious. This detection method,
however, performs poorly in detecting new malware since a simple, small
change in malicious code, and the malware thus becomes completely
undetectable by this approach. Another approach commonly used by antivirus
software consists of using algorithms or rules to detect some commands or
behavioural patterns that show malicious intent. This approach is called
heuristic-based detection and enables the detection of variance of malware
but lacks detection of malicious programs when any obfuscation mechanism
is involved. To counter the limitation of these two detection strategies, two
methods of analysis have been imagined over time for feature extraction and
combined with machine learning algorithms: static and dynamic analysis.

3.1.1 Static Analysis

Static methods, also called “code analysis methods”, are related to the
approach of analysing a questionable binary file without executing it. This
involves analysing the code and the structure of the program itself. This is
known as the “safest” analysis method because there is less risk of infecting
the host system. This method also often requires the use of reverse
engineering techniques to get an understanding of the program’s
functionality.

According to Vasani et al. [14], this method is, in fact, reliable, quick, and
accurate for detecting and analysing malware. On the other hand, this method
lacks the detection of new malware that has not been seen before and cannot
analyse complex and heterogeneous software because the difference between
benign and malicious software is often contained in a small part of the binary
code [15]. Static analysis is also mentioned as the initial stage for conducting
malware inspection. Common features extracted during static analysis
include file header and metadata, strings, Application Programming Interface
(API) calls, control flow graph, opcode, n-grams byte sequence and
permissions [16,17].
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Ayub and Siraj [18] showcased the use of metadata-based similarities to
detect ransomware on Windows Portable Executable (PE) binary files. This
study shows that it is possible to detect ransomware-like software using
metadata, such as the libraries imported and the different sections of the PE
files. This research concludes that using the Local Outlier Factor (LOF)
anomaly detection algorithm on the file metadata for the binary classification
task of identifying benign and malicious files, good results were experienced,
with a 6.53% error rate on the training dataset and a 10.04% error rate on the
new unseen samples. The major drawbacks of this type of analysis are that it
requires high-domain knowledge of the file's structure, and it will depend a
lot on the format of the file encountered [15].

Li et al. [19] exposed a comparison of different feature extraction methods
and their advantages and disadvantages for the malware detection process.
They used three static analysis features extraction processes, namely n-grams,
which refers to a sequence of n bytes extracted from a large file; opcode,
which is short for operation code and tells the actions to be performed on
certain data; and strings, which are printable strings that could be extracted
directly from the body part of the binary file. According to their interpretation
and sources, n-grams performed well, using some variant of the Support
Vector Machine (SVM) algorithm, detecting unknown malware with an
average accuracy of 96.82% and achieving better performance with the larger
n-gram size. However, this feature extraction method is time-consuming
[20,21]. For the opcode, the trained model performed well using different
algorithms and the frequencies of the different opcodes as input [22,23]. For
the strings approach, the source paper used by Li et al. [19], made by Islam
et al. [24], proposed using printable strings and function length to detect
malware with different machine learning techniques and achieved 98.86%
with the Decision Tree algorithm.

Yang et al. [25] proposed a malware detection model for Android systems
based on the permission required by the program to run and the Application
Programming Interface (API) calls made by the program. Combining those
two extracted features, they achieved a score of 96.15% accuracy using the
Random Forest classifier on their dataset.

Ma et al. [26] proposed the use of control flow graph, which considers all
possible paths of execution of a program and API calls for the detection of
Android-based malware, using a dataset containing 10010 benign
applications and 10683 malware. Using a recurrent neural network
architecture, they achieved 98.98% precision in the detection process.
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3.1.2 Dynamic Analysis

This analysis method implies the execution of the inspected software in an
application sandbox, as can be seen as an isolated environment for the
execution of an executable file [15]. Using this sandbox environment enables
studying the behaviour exhibited by the potentially malicious file without
affecting the host system. This analysis could involve extracting features such
as network traffic created, registry modification, file system writing, system
calls and other characteristics that could be extracted from the execution of
the software. Another kind of analysis, called “behavioural analysis”, in other
ways, also requires the execution of the malware but consists of the analysis
post-execution of the malware.

Vasani et al. [14] highlighted that this technique is time-consuming,
vulnerable to the infection of the host system if the isolation is not good
enough to contain the malware, and performed low accuracy overall
compared to static analysis. However, it explained that dynamic analysis can
detect unknowns and analyse malicious polymorphic software.

Chio and Freeman [15] also exhibited that this behavioural analysis can lack
to include a complete analysis of all possible execution paths of a program.
For instance, if a specific input is required from the user to execute the
malicious code, such as a password, the sandbox might not be able to execute
this part of the code. This book also explained the use of debugging and
dynamic instrumentation for dynamic malware analysis. Debugging consists
of inspecting the intermediate internal states of a program during its execution
to realise what the program is doing at each step. This technique can be good
for controlling the program’s execution but requires much knowledge about
the program analysed. On the other side, dynamic instrumentation will
perform code injection into the malware’s running process to influence the
application’s behaviour. Mohammed A. F. et al. [27] exposed in their paper
the implementation of a dynamic instrumentation method for Windows API
hooking to monitor the activity of Portable Executable (PE) binary files.
Bhatia et al. [28] unveiled a detailed study of the behaviour before, during
and after the execution of a malware sample using different malware analysis
techniques, namely process monitoring, network traffic and system logs
analysis.
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Tomiyama et al. [29] exposed a novel malware detection technique based on
the frequency of occurrence of a specific API call and the amount of allocated
memory sizes used by the program. Using the SVM algorithm, they achieved
82.70% accuracy for the malware detection task. On the other hand, ljaz et
al. [30] showed the use of a combination of different features extracted
dynamically using the Cuckoo Sandbox, specifically the files altered, the API
calls made, the registry keys modified, the accessed URL, the IP address used,
the Domain Name System (DNS) queries made, the Dynamic Link Library
(DLL) used, and some summary information about everything the system did
during the execution. This study measured the performance of 5.85% false
positives and 13.96% false negatives, which can be deduced as an accuracy
of 80.19%. This work also showcased a slightly better performance for the
static analysis method, with 94.02% accuracy with the same classifier.

3.1.3 Hybrid Analysis

This analysis method combines static and dynamic analysis techniques and is
used to overcome the disadvantages of these two techniques by combining
the advantages of each [16]. Indeed, as identified before in this literature
review, static analysis is faster and more accurate in detecting malicious
software than dynamic techniques. Still, dynamic analysis can detect
unknown and analyse polymorphic malware, which static malware cannot
achieve accurately [14,16]. This section presents two modern examples of
works implementing hybrid analyses and their results.

Shyong et al. [31] proposed a system that identifies and classifies Android
malware based on first, a static analysis using the permissions to detect
malicious applications and then a dynamic analysis using the network traffic
generated to classify the malware families. This work showed that the static
analysis performed an accuracy of 98.86% for the detection and 96% average
accuracy for the family classification of malware using the Random Forest
classifier for both tasks. This study also demonstrates the time saving of using
a two-step approach compared to a one-step approach using only dynamic
analysis. In fact, It showed that this two-stage approach saved 52.50% of
dynamic collection time and improved the classification accuracy by 1.50%.

Karim et al. [32] proposed a hybrid analysis framework for detection, which
focused on extracting the API calls and the permissions from the static
analysis and the network traffic generated from the dynamic analysis. This
framework encountered high performance, with 98% accuracy for detecting
Android botnets and 90% accuracy for detecting overall malware. They also
showed that the best results were obtained with the Random Forest algorithm
in all cases and that hybrid analysis performed better than static or dynamic-
only analysis.
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3.1.4 Machine Learning Approach for Trojan Horse Detection
This section illustrates previous studies that use static, dynamic or hybrid
analysis for feature extraction in combination with different machine-learning
models to detect Trojan horse malware.

Razak et al. [33] showed the use of four classification algorithms (Random
Forest, J48, Decision Table, and Naive Bayes) to detect Trojan horse malware
in a dataset composed of 1041 Trojans and 960 benign files. Using 85 features
representing the network traffic generated by all files, they witnessed a 100%
detection rate out of all Trojans present in the dataset with either Random
Forest, J48 or Decision Table algorithm. Naives Bayes, on the other side,
achieved a lower detection rate, with 88.20% of Trojans detected.

Castillo et al. [34] exposed the use of three classification algorithms
(Artificial Neural Network (ANN), Naive Bayes, and SVM) to detect
Distributed Denial-of-Service (DDoS) Trojan horse using the CIC-
DD0S2019 dataset providing samples for multiple platforms and operating
systems versions (Linux Ubuntu 16.04, Fortinet firewall, Windows 7,
Windows Vista, Windows 8.1, and Windows 10) [35]. This dataset
comprises 88 features describing the network flow and the protocol used. By
performing feature selection using correlation to extract the 10 least
correlated features, Castillo et al. observed that ANN showed 98.90%
accuracy and 99% detection rate; meanwhile, Naive Bayes exhibited 97.70%
accuracy and 98.20% detection rate, and SVM showed 98.10% accuracy and
98.10% detection rate for detecting DDoS Trojan malware.

Ma et al. [36] also proposed the use of network traffic to detect different
Trojan horse malware families, namely Zeus Trojans, which are classified as
Banking Trojans; Zero Access Trojans, which are Rootkit Trojans; and
Weasel Trojans, which are Backdoor Trojans. They used three classifiers for
each Trojan family: Decision Tree, Naive Bayes and Random Forest
algorithm. Using the F1-score for evaluation on the test dataset, Random
Forest demonstrated the highest Fl-score among all families (Weasel:
97.10%, Zeus: 96.70%, Zero Access: 95.60%), followed by Decision Tree
(Weasel: 94.30%, Zeus: 96.10%, Zero Access: 93.80%) and Naive Bayes
(Weasel: 92.50%, Zeus: 93.20%, Zero Access: 90.20%).
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3.2 Previous Antivirus Comparison
Through the various years that have led to the choice of antivirus for users,
several reports made by different independent institutions, such as AV-test*
and AV-comparatives®, or research papers have been published. This section
will navigate through the latest research and comparisons published.

Regarding the latest comparisons published by independent institutions
regarding Linux antivirus, AV-comparatives published his latest report in
May 2015, providing a comparative qualitative study of the different
functionalities offered by various antivirus engines available for Ubuntu
Linux distribution [12]. On the other hand, for their latest report for Linux
systems in October 2015, the AV-test company released a comparative study
of 16 antivirus solutions available on Ubuntu Linux distribution version 12.04
[37]. This study monitored the effectiveness of antivirus software for Linux
systems in detecting 900 malware for Linux systems and 12000 malware for
Windows systems. It showed an average detection rate of 85.46% for
Windows malware and 80.13% for Linux malware among the 16 antiviruses.
The antiviruses with the highest detection rate were Symantec Endpoint
Protection Manager 12.1.6 Build 6168, with a 100% detection rate for
Windows malware, and Kaspersky Endpoint Security For Linux 8.0.1.50 with
a 100% detection rate for Linux malware. The antiviruses with the lowest
detection rate in this study, on the other side, were ClamAV v0.98.7 for
Windows malware, with a 15.3% detection rate, and F-Prot Antivirus For
Linux 6.2.39, with a 23% detection rate for Linux malware.

Regarding research papers recently published in the field, Aslan [38]
provided a study to evaluate static malware analysis tools compared to
different antivirus for the Windows platform. It used a dataset of 200 malware
and 200 benign files to evaluate the detection of known and unknown
malware. This paper showcased that using a combination of antivirus engines
provided a higher detection rate (84.70%) than a combination of static tools
(83.20% detection rate) for known malware. However, It showed higher
performance for the combined static analysis tools for unknown and more
complex malware, with a 66.30% detection rate and a 59.20% detection rate
for the combination of antivirus engines.

Al-Asli and Ghaleb [39] reviewed different detection mechanisms based on
the use of signatures involved in antivirus programs. They showed that using
heuristic-based detection analysis improves the detection rate compared to a
simple signature-based approach to detect new unknown malware and
reduces update frequency requirements for various antivirus, namely in this
study, ESET, Kaspersky, Avast, Avira, Panda, and Bitdefender.

4 https://www.av-test.org/en/
5 https://www.av-comparatives.org/
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Raffa [40] compared free antivirus for Linux systems using a public dataset
of malware composed of 43553 malicious Executable and Linkable Format
(ELF) files. Raffa used Comodo, DrWeb, ClamAV, and ESET NOD32
antivirus for his study, showing that the detection rate varied from 81.80%
for Comodo to 97.90% for ClamAV without any significant variation in the
results after some days except a slight improvement of only a few files being
detected additionally from DrWeb, Comodo and ClamAYV antiviruses. It also
highlighted that DrWeb took more time to scan files (116 minutes) than
Comodo (19 minutes) and ESET NOD32 (32 minutes). It also showed that
ClamAV, DrWeb and ESET NOD32 achieved a detection rate higher than
97%, with ClamAV having the highest detection rate, followed by ESET
NOD32, which DrWeb follows.

Raffa et al. [41] evaluated four antiviruses without citing them explicitly for
their detection rate and potential regression of detection over ten months.
They concluded that with an average 94% detection rate across the different
Linux antivirus engines at the start, regression in the detection affected all
four antiviruses. The scan also took longer for all antiviruses after these ten
months for the same dataset. They concluded their study by stating that each
antivirus vendor should more carefully review the mechanism used to update
the different signature databases involved, as it caused regression for a period
lasting several months.

It is also worth noting that, as seen in the above literature, none of them
focused on the detection capabilities of free antivirus for Linux systems
concerning Trojan horse malware in their different types of Trojans and
different formats for multiple platforms, thus motivating this study even
more.
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4. Results

This section will explain the dataset used, its properties, and the results
gathered to answer each research question related to this thesis.

4.1 Dataset

The dataset created as part of this study following the methodology explained
in the Method section of this work was collected over several days due to the
use limits set by the VirusTotal and VirusShare APIs. First, the manual
collection from VirusShare permitted the compilation of several malware
samples in different formats, such as Windows PE and Linux ELF
executables, Android Package Kit (APK) files, PDF files and Microsoft Word
files. Then, by examining and labelling the malware samples, malware that is
not Trojan horse and malware that does not have a clear class or family of
Trojan horse associated are deleted. The corpus of Trojan horse samples
extracted from this initial malware dataset comprises 1919 Trojan samples
from different classes based on their functionalities and file formats, as shown
in Table 1.

Windows PE Backdoor 417
Windows PE Downloader 122

Linux ELF Backdoor 432
Linux ELF Rootkit 270
Android APK Backdoor 173
PDF Exploit kit 381

Microsoft Word Downloader 124

Table 1: Dataset composition

To consider a specific family of Trojans for a specific file format, at least 100
samples had to be present in the labelled dataset (n>=100).
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4.2 Findings

This section will present the different findings obtained from the experiment
to evaluate the effectiveness of the various antivirus engines in detecting
Trojan malware, including their detection rate, resource usage (CPU and
memory), and the functionalities offered. This experiment was carried out on
three different free antivirus engines that are publicly available. These
engines were DrWeb Security Space Command-Line Interface (drweb-ctl)
version 11.1.13.2202221758, ClamAV version 0.103.11 and ESET NOD32
version 4.0.96.0 which are the most recent free version available at the time
this work is done. For DrWeb, the Command-Line Interface (CLI) was used
due to the absence of any observed performance variations between the CLI
and Graphical User Interface (GUI) versions to detect malware. Additionally,
the CLI version was more convenient for scripting and automating the
different experiment tasks. ClamAV and ESET NOD32 were employed in
their available forms: the CLI version for ClamAV and the GUI version for
ESET NOD32. Regarding the storage space used to install the different
software. DrWeb required 1401 MiB, which is more than ESET NOD32 (350
MiB) and ClamAYV (1 MiB).

4.2.1 Overall Performance on the Whole Dataset

This section analyses the performance of the different antivirus engines in
detecting Trojan horse malware across the entire dataset of 1919 samples
collected. These performances are evaluated based on the detection rate, False
Negative Rate (FNR), average CPU and memory usage during scans and
average scan time. These metrics, defined in Section 2.4, were measured
across ten dataset scans. The results, including associated confidence
intervals for detection rate and FNR, are summarised in Table 2.

Antivirus  ClamAV DrWeb ESET NOD32
engine
Detection | 85.30 93.43 80.93
rate (%)* | [83.72-86.89] [92.33-94.54] [79.17-82.69]
FNR (%)* | 14.70 6.57 19.07
[13.11-16.28] [5.46-7.67] [17.31-20.83]
Avg CPU | 99.85 173.78 98.58
usage (%) (86.89**)
Avg Memory | 17.43 31.37 1.99
usage (%)
Avg Time | 243 59 101
(seconds)
Table 2: Antivirus program overall performance with 95% confidence interval reported for detection
capabilities.

Notes:

* Values in brackets for Detection Rate and False Negative Rate (FNR) represent the 95%
Confidence Interval (CI).

** VValues representing the average CPU usage for a single core composing the machine. This
distinction is necessary since DrWeb uses multiple CPU cores simultaneously; meanwhile,
ClamAYV and ESET NOD32 use only one CPU core at a time.
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These performances can also be visualised in the bar chart below, in Figure
2, to better understand the variance between the results. The error bars in the
figure represent the confidence interval (Cl level=95%) for the detection rate
and FNR.
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Figure 2: Antivirus program overall protection and resource balance for Trojans

The majority of the Trojan malware was detected by the antivirus engines.
DrWeb emerged with the highest detection rate (93.43%), successfully
identifying the most Trojan horse malware, followed by ClamAV with
85.30% and 80.93% detection rate for ESET NOD32. DrWeb were also
significantly more likely to detect Trojan horse malware in other scenarios
(95% CI: 92.33%-94.54%) than ClamAV (95% CI: 83.72%-86.89%). These
two engines are significantly more likely to detect Trojan horse malware in
other scenarios than ESET NOD32 (95% ClI: 79.17%-82.69%) due to the non-
overlapping confidence intervals.

In parallel, False Negative Rate (FNR) mirrored this trend. DrWeb showed
the lowest FNR (6.57%) with a 95% CI between 5.46% and 7.67%, indicating
it missed the fewest Trojan horse malware samples. This is also, as for the
detection rate, significantly more likely to miss less Trojan horse malware
than ClamAV (95% CI: 13.11%-16.28%) and ESET NOD32 (95% CI:
17.31%-20.83%). ClamAV and ESET NOD32 experienced an FNR of
14.70% and 19.07% respectively.

However, DrWeb, while achieving the highest detection rate (93.43%) and
the lowest FNR (6.57%), witnessed the highest average CPU usage
(173.78%) and memory usage (31.37%), which makes this scanning process
more resource-consuming than other antiviruses used in this project. Even
though its average scan time remained the fastest at an average of 59 seconds.
Additionally, DrWeb uses parallel processing, which enables the use of
multiple CPU cores at the same time, resulting in better optimisation of the
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usage of CPU cores individually (86.89%) compared to ClamAV and ESET
NOD32 as depicted in Figure 2.

In contrast, ESET NOD32 experienced the most efficient resource usage, with
the lowest average CPU usage (98.58%) and average memory usage (1.99%)
among the ten scans. On the other hand, it performed slower than DrWeb (59
seconds) with an average time scan of 101 seconds and missed the detection
of more Trojan horses than ClamAV (FNR: 14.70%) and DrWeb (FNR:
6.57%) with an FNR of 19.07%. ClamAV, by comparison, used more time
on average for the scans with an average time scan of 243 seconds but
achieved a better balance between detection abilities (Detection rate:
85.30%)(FNR: 14.70%) than ESET NOD32 (Detection rate: 80.93%)(FNR:
19.07%) and resource consumption (Average CPU usage: 99.85%, Average
Memory usage: 17.43%) than DrWeb (Average CPU usage: 173.78%,
Average Memory usage: 31.37%) overall.

4.2.2 Performance for Each Class of Trojan Horse and File Format
Now that the overall results are presented for the dataset as a whole, let’s
examine and analyse the performance results for each type of Trojan horse
and each file format present in the dataset collected (See Table 1 for the
detailed composition of the dataset). These performances are evaluated using
the same metrics used for the overall performance on the whole dataset:
detection rate, False Negative Rate (FNR), average CPU and Memory usage
and the average scan time across the ten scans performed separately on each
Trojan horse class and format presented in the dataset. To address the research
question about how antivirus programs perform against different kinds of
Trojans in different formats, Table 3, Table 4, and Table 5 present the
evaluation results for DrWeb, ClamAV, and ESET NOD32, respectively. The
tables provide confidence intervals (Cl level=95%) about detected and missed
malware for each antivirus across various Trojan classes (Backdoor,
Downloader, Rootkit, and Exploitkit) delivered through different file formats
for several platforms in executable (Windows PE, Linux ELF, and Android
APK) and non-executable (PDF, Word) form.
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File | Windows PE Linux ELF Android PDF Microsoft
format APK Word
Trojan | Backdoor Downloader Backdoor Rootkit Backdoor Exploitkit Downloader

class

Detection | 99.04 97.54 92.36 81.85 93.06 96.06 91.94
rate (%)* | [98.11-99.98] | [94.79-100.00] | [89.86-94.87] | [77.25-86.45] | [89.28-96.85] [94.11-98.02] [87.14-96.73]
FNR (%)* | 0.96 2.46 7.64 18.15 6.94 3.94 8.06
[0.02-1.89] [0.00-5.21] [6.13-10.14] | [13.55-22.75] | [3.15-10.72] [1.98-5.89] [3.27-12.86]
Avg CPU | 118.59 97.74 84.67 85.61 121.18 96.34 86.83
usage (%) | (59.30%%) (48.87**) (42.34%*) (42.81%*) (60.59**) (48.17%*) (43.42%*)
Avg | 30.24 15.64 297 3.10 30.03 10.35 3.43

Memory
usage (%)
Avg Time | 26 5 3 3 27 4 3
(seconds)

Table 3: DrWeb performance on each Trojan class and file format with a 95% confidence interval
reported for detection capabilities.

File | Windows PE Linux ELF Android PDF Microsoft
format APK Word
Trojan | Backdoor Downloader Backdoor Rootkit Backdoor Exploitkit Downloader

class
Detection | 79.61 68.03 96.99 92.96 78.03 77.43 98.39
rate (%)* | [75.75-83.48] [59.76-76.31] | [95.38-98.60] [89.91-96.01] | [71.87-84.20] [73.23-81.63] | [96.17-100.00]
FNR (%)* | 20.39 31.97 3.01 7.04 21.97 22.57 1.61
[16.52-24.25] | [23.69-40.24] | [1.40-4.62] [3.99-10.09] [15.80-28.13] | [18.37-26.77] | [0.00-3.83]
Avg CPU | 99.73 99.61 99.34 99.80 99.82 99.78 99.80
usage (%)
Avg | 17.74 16.42 11.92 11.52 15.67 11.31 12.42
Memory
usage (%)
Avg Time | 130 55 15 12 72 14 17
(seconds)
Table 4: ClamAV performance on each Trojan class and file format with a 95% confidence interval
reported for detection capabilities.

File | Windows PE Linux ELF Android PDF Microsoft
format APK Word
Trojan | Backdoor Downloader | Backdoor Rootkit Backdoor Exploitkit Downloader

class
Detection | 77.46 94.26 90.97 84.44 1.16 97.64 98.39
rate (%)* | [73.45-81.47] | [89.22-97.87] | [88.27-93.67] | [80.12-88.77] | [0.00-2.75] [96.11-99.16] | [96.17-100.00]
FNR (%)* | 22.54 5.74 9.03 15.56 98.84 2.36 1.61
[18.53-26.55] | [2.13-10.78] [6.33-11.73] [11.23-19.88] | [97.25-100.00] | [0.84-3.89] [0.00-3.83]
Avg CPU | 98.53 97.26 86.65 67.85 56.80 76.64 74.09
usage (%)

Avg | 2.16 2.12 2.13 1.93 1.93 1.94 1.94

Memory
usage (%)
Avg Time | 79 19 1 1 1 1 1
(seconds)

Table 5: ESET NOD32 performance on each Trojan class and file format with a 95% confidence

Notes:

interval reported for detection capabilities.

* Values in brackets for Detection Rate and False Negative Rate (FNR) represent the 95%
Confidence Interval (ClI).

** Values representing the average CPU usage for a single core composing the machine. This
distinction is necessary since DrWeb uses multiple CPU cores simultaneously; meanwhile,
ClamAV and ESET NOD32 use only one CPU core at a time.
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DrWeb antivirus software performance against various Trojan classes
delivered through different file formats achieved a detection rate higher than
90% in 6 out of the 7 categories scanned, the only classes of Trojans being
RootKit Trojans in Linux ELF format being detected at a percentage of
81.85%. Overall, this antivirus software showed, for Backdoor Trojans and
Downloader Trojans in Windows PE files, a higher detection rate (99.04%
and 97.54%) but a higher average CPU (118.59% and 97.74%) and memory
usage (30.24% and 15.64%) than Linux ELF files with a detection rate of
92.36% and 81.85%, an average CPU usage of 84.67% and 85.61%, and
average memory usage of 2.97% and 3.10% for the Backdoor and Rootkit
Trojans in this format respectively. The False Negative Rate witnessed by
DrWeb in this experiment reflects the performance standing out from the
detection rate, with 0.96% being the lowest FNR attributed to Backdoor
Trojans in Windows PE format and 18.15% for Rootkit Trojans in ELF
format being the highest FNR value. Regarding the average time taken to scan
each file and class of Trojans, the analysis and scan of Windows PE files (26
and 5 seconds) and Android APK files (27 seconds) are more time-consuming
than Linux ELF (3 seconds) and non-executable files (PDF: 4 seconds,
Microsoft Word: 3 seconds). About resource usage, as noted before, more
resources are used to analyse Windows PE files and Android APK files than
Linux ELF and non-executable files even if Exploitkit Trojans in PDF files
are using more resources (Average CPU usage: 96.34%, Average Memory
usage: 10.35%) than Linux executables and Word document files. Regarding
Cl, there is no significant difference between the detection rate and FNR
across the different formats. Still, it is essential to note that some provide a
narrower CI, such as Backdoor Trojans in Windows PE files (95% CI:
98.11%-99.80%), than others, such as Rootkit Trojans in Linux ELF files
(95% CI: 77.25%-86.45%) which shows a wider Cl and so a greater level of
uncertainty.

ClamAYV, for its part, showcased a significantly higher detection rate for
Linux ELF files Backdoor Trojans (detection rate: 96.99%, 95% CI: 95.38%-
98.60%), Rootkit Trojans (detection rate: 92.96%, 95% CI: 89.91%-96.01%)
and Downloader Trojans in Microsoft Word format (detection rate: 98.39%,
95% CI: 96.17%-100.00%) than any others type of Trojans in different
formats with a positive CI bound of 83.84%, 76.31%, 84.20% and 81.63%
for Backdoor and Downloader Trojans in PE, Backdoor in Android APK and
Exploitkit in PDF format respectively thus not overlapping with the CI from
Linux ELF Backdoor and RootKit Trojans and Microsoft Word Downloader
Trojans. Conversely, the FNR is above 20% for each Trojan type in Windows
PE, Android APK and PDF format, with Downloader Trojans in PE format
being the highest, with 31.97% of missed Trojans.
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Regarding resource usage, the average CPU usage for ClamAV antivirus is
higher than 99% for all scans. But, in terms of average memory usage, more
resources are used for Windows PE Trojans (Backdoor: 17.74%,
Downloader: 16.42%) and Android APK Backdoor (15.67%) than other
categories, which is also mirroring the average memory resource usage from
DrWeb. The average memory usage also reflects the average time necessary
to scan each category. In fact, It takes 130 seconds to scan the Backdoor, 55
seconds for the Downloader Trojans in PE format and 72 seconds on average
for the APK Backdoor Trojans; meanwhile, it takes between 12 and 17
seconds on average for other categories.

For ESET NOD32, this antivirus program excelled in detecting Trojans from
non-executable files (PDF detection rate: 97.64%, Microsoft Word detection
rate: 98.39%). It showed no specific better performance between the
Windows PE and the Linux ELF Trojans file, with Windows PE Backdoor
Trojans being detected at 77.46% and Downloader Trojans at 94.26%;
meanwhile, it detected 90.97% of the Linux ELF Backdoor and 84.44% of
the Linux ELF Rootkit Trojans. Besides that, It shows significant difficulty
in identifying Android APK Backdoor Trojans with a 1.16% detection rate
and a confidence interval from 0.00% to 2.75%, which is significantly lower
than the lowest negative bound of other categories, namely the negative
bound of the confidence interval for the Windows PE Backdoor Trojans
detection rate (73.45%). It also showed higher average resource usage for
Backdoor (Average CPU usage: 98.53%, Average memory usage: 2.16%)
and Downloader (Average CPU usage: 97.26%, Average memory usage:
2.12%) Windows PE Trojans and Linux ELF Backdoor (Average CPU usage:
86.65%, Average memory usage: 2.13%) Trojans than others. The average
memory usage among the different categories also slightly changed, ranging
from 1.93% to 2.16%. The average time scan was also monitored with 19 and
79 seconds on average for Downloader and Backdoor Trojans in Windows
PE format, respectively, and an average of 1 second for other categories.

The following figure, Figure 3, represents the detection rate across the
different antivirus engines for each class and format of Trojan horse found in
the dataset and the confidence interval (CI level=95%) for the proportion of
detected Trojans represented as error bars.
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Figure 3: Detection rate across antivirus programs for each class and format of Trojan horse with
95% confidence interval reported as error bars.
As can be seen in Figure 3, DrWeb exhibited the highest overall detection
rate, with all observed detection rates exceeding 81.50% across various
categories and file formats of Trojans.

In fact, for Trojan horse malware in Windows PE format, DrWeb achieved
the highest detection rate, with 99.04% for Backdoors and 97.54% for
Downloaders. This detection rate is also statistically significant compared to
other antiviruses for Trojan Backdoors in Windows PE format with a
confidence interval (95% CI: 98.11%-99.98%) higher and disjoint with other
antiviruses detection rate’s confidence interval (95% CI ClamAV: 75.75%-
83.48%, 95% CI ESET NOD32: 73.45%-81.47%). ClamAV also showed the
lowest detection rate (68.03%) for Windows PE Downloader, with a
significantly lower and wider CI ranging from 59.76% to 76.31%.

For Linux ELF Trojans, ClamAV manifested the topmost detection rate for
both Backdoor (96.99%) and Rootkit Trojans (92.69%) within this format.
This detection rate for ClamAV is also statically noteworthy due to the higher
and non-overlapping CI for both Backdoor (95% ClI: 95.38%-98.60%) and
Rootkit Trojans (95% CI: 89.91%-96.01%) in ELF format. Conversely, ESET
NOD32 showed the lowest detection rate for Backdoor Trojans (90.97%) and
DrWeb had the lowest detection rate for Rootkit Trojans in ELF format
(81.85%).

Regarding Android APK Backdoor Trojans, DrWeb exhibited the highest
detection rate (93.06%), which was significantly higher than the detection rate
of ClamAV (78.03%), which was also significantly higher than the
performance of ESET NOD32 (1.16%).
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For non-executable files (PDF and Microsoft Word documents), ESET
NOD32 displayed the highest detection rate for PDF Exploitkit (97.64%) and,
on par with ClamAV, Microsoft Word Downloader (98.39%). However,
ClamAV showed a significantly lower detection rate for PDF Exploitkit
Trojans (detection rate:77.43%, 95% ClI: 73.23%-81.63%) than DrWeb and
ESET NOD32. Whereas DrWeb witnessed a 96.06% detection rate for PDF
Exploitkit and the lowest detection rate across the different antivirus engines
for Microsoft Word Downloader Trojans (91.94%).

4.2.3 Qualitative Study
The following section delves into the qualitative findings from the analysis of
security mechanisms employed by each program, analysing the information
contained within their scan reports. Furthermore, using the different questions
outlined in Section 2.4.2, the ability of each antivirus to effectively answer
different real-world scenarios of infection through their functionalities is
evaluated.

The analysis of DrwWeb, ESET NOD32, and ClamAYV revealed that all three
antivirus programs utilise a combined signature-based and heuristic-based
detection approach according to the information publicly available online and
described in the product. These detection approaches involve maintaining a
database of known malware signatures to identify well-known threats
efficiently. The investigation also determined that disabling the heuristic-
based analysis resulted in a drop in the detection rate on the whole dataset of
Trojan horse malware (n=1919): -0.1% for ClamAV, -0.43% for DrWeb, and
a concerning -21.46% for ESET NOD32. The analysis also identified that
ESET NOD32’s signature database, for the free version, has not been updated
since September 30", 2020, thus raising concerns about detecting new
malware variants.

Concerning the information included in the report provided after a scan, all
three programs exhibited the number of scanned and infected files, the time
taken to perform the scans, the path and the name of the infected file, the
family and class of malware identified, and the name of files included in
archive files. In his report, ClamAYV also exhibited the number of scanned
directories, the signature database version used and the amount of data
scanned and read. Meanwhile, ESET NOD32 included the signature database
version, like ClamAV, but also encompassed the action taken against
identified malware and showed which files composing an archive are
malicious. DrWeb, on the other hand, also included in the report the scan
error, if any, the threat neutralised (deleted) from the system, the path of non-
maliciously identified scanned files, and, like ClamAV, the action taken
against identified malware and which components of the archive file are
considered malicious.
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Table 6 describes the different core functionalities of the free antivirus
versions for Linux systems in the version used in this study. The table details
the capabilities to prevent, detect and remediate against infection, along with
information about their update capability and returns a score from 0 to 10 to
evaluate them.

ClamAVY DrWeb ESET
NOD32

Real-time monitoring
Scheduled scans

On-demand scanning
Portable media scanning
Web traffic scanning

Archive & email file scanning
Malware quarantine
Automatic malware removal
Automatic updates

Free updated version, no
expiration
Final score (/10) 6 9 7

Table 6: Qualitative study of antivirus engine core functions provided. The antivirus solution includes
this functionality (X7) or does not include this functionality (/)

XOXOXOXXOKX

OXKNXKXKX XK X X
OKNKXOKXK X KX

DrWeb achieved the highest core (9/10) overall, followed by ESET NOD32
(7/10) and ClamAV (6/10). In fact, ClamAV lacks, by only relying on its
functionalities and without using any third-party software and command,
schedule scanning, web traffic analysis and automatic update abilities.
Meanwhile, DrWeb only fails to provide a continuously updated version.
While it offers a free trial, access to this antivirus engine is no longer available
after 30 days and requires a paid subscription for ongoing protection. ESET
NOD32, for its part, does not provide web traffic scanning and, due to the
non-longer maintained signature database, as mentioned earlier in this
section, does not provide automatic updates and an updated version of this
product anymore.
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5. Discussion

This section delves into the study of the various outstanding findings to
address the proposed research questions and hypothesis (RQ1, RQ2, and H1)
established in Section 1.2 of this work. This is to evaluate and compare the
effectiveness of free antivirus solutions for Linux systems to detect Trojan
horse malware using a dataset of 1919 Trojan samples created and labelled as
part of this study. By synthesising these findings, this chapter seeks a
comprehensive understanding of the findings from the experiment conducted
on ClamAV, DrWeb and ESET NOD32 antiviruses in relation to the existing
literature. Additionally, this discussion will explore the impact on user choice
and limitations of the current study and propose future research areas and
themes.

RQ1: How do different antivirus solutions for Linux systems perform
with respect to their detection capabilities and resource usage, and which
one shows the most efficient analysis for different types of Trojan horse
malware?

The findings from the experiment demonstrated a trade-off between detection
rate and system resource utilisation in terms of CPU and memory usage.
Indeed, regarding the overall detection capabilities for Trojan horse malware,
DrWeb showed the highest performance in detection capabilities but required
the highest resource consumption. Conversely, ESET NOD32 offered the
lowest resource footprint but had the lowest detection rate among the three
analysed antiviruses, suggesting that it might miss more Trojan detection.
ClamAV meanwhile exposed a balance between detection capabilities and
resource usage on the 1919 Trojan samples analysed. However, its slower
scan times and lack of automatic quarantine, scheduled scan and automatic
update capabilities could impact user experience and responsiveness to
Trojan horse infection. The results also highlighted, thanks to the confidence
interval calculated, statistically significant differences in detection rates.
DrWeb non-overlapping confidence interval suggests a demonstrably
stronger performance in Trojan horse malware detection than ClamAV,
which also showed statistically higher detection capability for Trojans based
on non-overlapping confidence intervals than ESET NOD32.

The qualitative assessment of the functionalities provided by the antivirus
program aligns with these findings. Indeed, DrWeb, which provides the most
comprehensive functionalities, like real-time monitoring and web traffic
scanning, can contribute to its higher resource consumption. ESET NOD32's
lack of real-time monitoring, web traffic scanning and updates could explain
its lower resource usage and detection rate capabilities.
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Regarding the analysis of the different types of Trojan horse, DrWeb
exhibited the most consistent analysis across the different variants of Trojans,
with detection rates exceeding 90% in most cases, and providing for
Backdoor and Downloader Trojans the highest detection rate on average and
the lowest percentage of missed Trojans. Yet, DrWeb performed the lowest
detection rate for Rootkit Trojans among the three antivirus programs
examined, with an 81.50% detection rate, with ClamAV being the most
efficient for detecting Rootkit Trojans. ESET NOD32, for its part,
outperformed ClamAV and DrWeb for the category of Exploitkit Trojans
detection. The outcomes of this study also witnessed a variance between the
detection capabilities for the same class of Trojans in two different formats.
This difference is statistically significant in most cases based on the
confidence interval reported. This makes this comparison to find the most
efficient antivirus based on only the class of Trojans limited, as the file format
should also be considered. The findings also demonstrated that regarding
resource usage, the same rules apply to the overall findings, with DrWeb
using more resources. Still, the variance due to the file format is more
prevalent than the variance based on the Trojan type in the results for resource
consumption.

The qualitative analysis, which enabled the detection of both signature-based
as well as heuristic-based approaches for detection mechanisms in all three of
the antivirus engines, also showed that heuristic-based detection played a
significant role by improving the detection capabilities for all antivirus
engines, aligning with findings from Al-Asli and Ghaleb’s research [39].
Their work concluded that antivirus engines lacking a frequently updated
signature database, such as ESET NOD32 in this study (which does not
contain an updated signatures database), might rely more heavily on a
heuristic-based approach for detecting malware. This approach helps to fill
the gap between an outdated database and an updated database by allowing
the detection of malware that the traditional signature-based approach cannot
detect. This suggests that the update frequency of the signature database
becomes less crucial, even if it is still an important factor, for evaluating the
effectiveness of antivirus engines for detection. In fact, ESET NOD32
improved its detection capabilities significantly, with 21.46% additional
detection when using the heuristic-based approach in combination with the
signature-based approach compared to ClamAV (+0.1%) and DrWeb
(+0.43%).
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RQ2: How does the effectiveness of antivirus solutions in detecting
Trojan malware differ between executable and non-executable files and
files for other platforms?

The findings indicated that DrWeb, with its high detection capabilities,
showed superior performance for detecting Trojans in the Windows
executable format (Windows PE) and Android-specific application files
(Android APK) but meant using more resources than other antiviruses more
specifically for these file formats. Meanwhile, ClamAV performed
statistically significantly higher and with a higher level of certainty due to the
narrower confidence intervals and superior detection capabilities for Trojans
in Linux ELF format. ESET NOD32, on the other hand, demonstrated the
highest performance on non-executable files (PDF and Microsoft Word
documents) with a detection rate above 97.50% but a significant weakness in
identifying Android-based Trojans in Android APK file format (1.16%
detection rate). This suggests that antivirus programs might not be strictly
limited and designed for their intended platforms and could offer broader
protection. The choice of antivirus solutions will then depend on the specific
needs and the specific file type inspected on a machine.

The findings of this study regarding Linux ELF and Windows PE files differ
from the AV-test findings [37] from 2015 regarding the efficiency of Linux
antivirus in detecting malware for Windows and Linux platforms. Their
study, which utilised a dataset of 12000 Windows PE executables and 900
Linux ELF executables, concluded that ESET NOD32 had the highest
detection rate for both Windows PE (99.80%) and Linux ELF (99.70%)
format among the three antivirus analysed in my study, followed by DrWeb
which showed a high detection rate for Linux executable (91.60%) but lower
performance for Windows PE format (67.80%). This study also does not align
with my findings, indicating that DrWeb demonstrated a higher detection rate
for Windows PE than Linux ELF file format. On the other hand, ClamAV
demonstrated in the study from AV-Test a lower detection rate for Windows
(15.30%) and Linux (66.10%) malware. It is also important to consider that
my study focused specifically on Trojan horse malware. In contrast, the study
by AV-Test focused on a broader range of malware types and was conducted
on different versions of the antivirus.
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Rappa [40], conversely in 2021, aligned partially with my study. In his study,
Rappa compared the ability of different antivirus programs for Linux systems
to detect malware in Linux ELF format. His study demonstrated that using a
dataset composed of 43553 Linux ELF malware, all three antiviruses
evaluated in my study showed a detection rate above 95%, with ClamAV
showing the highest at 97.79%. The experiment from Rappa aligned with this
work's findings by showing that ClamAV demonstrated the highest detection
capabilities for the Linux ELF format. However, it doesn’t align with my
findings. Those three antiviruses performed a detection rate above 95%, with
none of my antivirus's performance on ELF file format outperforming the
detection rate reported in Rappa’s paper. This suggests that the Trojan horse
used in this study, compared to the dataset used by Rappa, which contained
multiple types of malware, is more challenging for antiviruses to detect. The
study from Rappa [40], in combination with this work, confirms my first
hypothesis (H1) that Trojan horses are a challenge for antivirus solutions
compared to other kinds of threats. However, the findings from AV-test [37]
do not confirm this hypothesis; It therefore reveals a need for more studies
separating malware types and file formats to approve or reject this hypothesis.

5.1 Limitations and Future Work

As mentioned in the last section, a conflict between the literature and this
study concerning the hypothesis (H1) demonstrates a need to perform more
studies and evaluation of malware detection performance by separating the
different types of malware (Trojan horse, ransomware, worm, etc.) and
different types of file format. In addition, these studies could be performed
on more antiviruses and with more malicious files, which were limited to free
antiviruses for Linux systems. Those are not popular. Another limitation is
the use of the free VirusTotal API in this study for malware labelling, which
was also limited in terms of usage with a maximum of 500 lookups a day.
Thus, this will allow a better understanding of the detection capabilities of
different antivirus programs on different types of malware and allow the
verification or rejection of the hypothesis put forward in this study. While
Trojan horses are a serious threat, other threats like ransomware can have a
greater impact. Therefore, It is also important to consider detection
capabilities for different types of threats and the prevalence of the impact of
the infection depending on the type of malware or class of Trojans
encountered. This is to get a broader picture of the overall protection antivirus
engines provide.
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As highlighted in the Literature Review section, to encompass the limitations
of signature-based and heuristic-based approaches, as used by the different
antivirus engines evaluated in this study, different feature extraction
methodologies are currently being studied by different researchers in
combination with machine learning algorithms. These feature extraction
methodologies, namely Static, Dynamic and Hybrid malware analysis, have
been used to extract different information about the different malware and
train a machine learning model to automatically predict if a suspicious file is
malware. Even though many studies were carried out using different extracted
features, no consensus was found on which one was used for better detection.
There are also no better analysis methods for extracting features than hybrid
analysis, which combines static and dynamic analysis and can be used to
leverage the limitations of both of these analysis methods.

Regarding Trojan horse malicious software, Razak et al. [33], Castillo et al.
[34], and Ma et al. [36] have all proposed the use of different machine-
learning classifiers in combination with the network traffic generated by
different kinds of Trojans. They all achieved accuracy rates higher than 95%
with their best classifiers, with Razak et al. achieving even 100% detection
rates with 3 different classifiers, which exceeds the antivirus detection
capabilities of this study. That is why future research in the area of Trojan
horse malware detection could focus on implementing these feature
extraction methodologies using a hybrid approach and, depending on the class
of Trojans analysed, extract different features based on different hypotheses
involved for various kinds of Trojans. An example could be extracting strings
referencing URLSs that could lead to unintentional downloads, specific file
names and network protocols used for the static analysis. This is combined
with the network traffic patterns and the system behaviour, such as
monitoring file creation events triggered by a specific file for the dynamic
analysis. Combining these features, future studies could then evaluate the
effectiveness of different machine learning algorithms in predicting
Downloader Trojan from the dataset created as part of this study.

Regarding the use of the confidence intervals, which assumed an approximate
normal distribution in this study. This assumption relies on the underlying
binomial distribution and the Central Limit Theorem described in Section
2.4.1 [42]. However, this normal approximation method used to calculate
confidence intervals may not be the most accurate for small sample sizes (n)
and extreme proportions (p) (close to 0% or 100%). For instance, this method
may not be ideal for Microsoft Word Downloader Trojans, with 124 samples
(n) detected at 98.39% (p) by ClamAV and ESET NOD32 engines. This high
detection rate () and small sample size (n), raise some concerns about the
normality assumption of the data. For future work, if the proportion or sample
sizes raise concerns about normality, exploring non-parametric tests such as
the Kruskal-Wallis test [43] could be an improvement. This non-parametric
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approach does not require making assumptions about the underlying
distribution of the data and provides a more formal approach to identifying
statistical significance in the data. If this Kruskal-Wallis test suggests a
statistically significant difference amongst multiple groups, a post-hoc test
such as Dunn’s test, which is the proper test to do after a Kruskal-Wallis test,

as explained by Dinno [44], can be used to identify which specific pairs of
groups differ significantly.
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6. Ethical Considerations

This chapter outlines the ethical principles used during this study to remain
objective about the results obtained and the methodology used. The
evaluation of the different antivirus software focuses on presenting factual
data regarding their capabilities to protect a system. No bias was taken for a
specific vendor, thus allowing users to have unbiased knowledge of the
performance of these antivirus engines. Furthermore, a crucial goal of this
thesis is to identify areas of improvement within antivirus software. The
findings of this study can be used by antivirus vendors to improve the
protection capabilities of these programs. It is also important to note that this
study is part of a process of gathering information and understanding the
capabilities of these tools to counter certain types of attacks. This study does
not intend to give clues so that attackers can bypass the security mechanisms
set up in different companies.

The experiment utilised publicly available versions of the antivirus software.
This makes it possible to provide results that could reflect the experience that
some users might experience. No "special™ version obtained other than via a
public channel, which could provide enhanced capabilities, was involved. The
choice of antivirus evaluated in this study is based on transparent and
objective criteria established in this thesis's Method chapter, Section 2.2.
Eliminating any bias towards performance ranking from any previous
research or websites.

Malware samples employed in the experiment are obtained legally and
ethically from the VirusShare database. Explicit permission from VirusShare
administrators has been granted to the author to use their data as part of this
work.

The 2015 AV-Comparatives report serves as a foundation for the metrics used
as part of the qualitative study within this work. The author has secured
written permission to use and cite their work. Following these ethical
principles helps this study to give the reader a clear and fair picture of how
well antivirus software works and counters Trojan horse malware.
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7. Conclusion

The convergence of factors such as the rise of servers using Linux operating
systems and the danger posed by Trojan horse malware makes detecting these
threats crucial for organisations leveraging Linux systems to host data. Unlike
other malware that replicates automatically, Trojan horse malware uses
deception by posing as legitimate software. This deceptive nature allows them
to steal data, install additional malware, provide remote access to attackers,
disrupt system operations, etc. Their diverse functionalities pose a significant
threat.

This research investigated and compared the effectiveness of free antivirus
solutions for Linux systems, specifically against Trojan horse malware in
their different form based on their various malicious functionalities and file
formats. The antivirus software chosen through different criteria for this
evaluation were ClamAV, DrWeb and ESET NOD32. By analysing a dataset
of 1919 Trojan samples in various forms and formats, this study highlighted
a trade-off between detecting and using system resources in correlation with
the functionalities provided for these three antiviruses. The results also
pointed out that the effectiveness of these solutions to detect and counter
Trojans can vary depending on the specific Trojan class and, more
specifically, on the file format inspected. On top of that, this research drew
attention to the fact that those antivirus software are not strictly limited to
their intended platforms, showing that some may offer broader and even
higher protection against Trojan malware intended for other platforms.
Limited dataset size due to labelling resource constraints and the focus on
free, potentially less effective antivirus solutions for Linux systems makes it
difficult to definitively say that Trojan horses are harder to detect. Future
studies could expand the scope of antivirus solutions tested against various
malware types, not just Trojan horses, to solidify or reject the hypothesis put
forward by this study that Trojans are more challenging than other kinds of
threats for antivirus solutions to detect. Additionally, future research could
explore the usage of hybrid malware analysis methods to extract different
features, based on different hypotheses depending on the category of Trojan
malware investigated, in combination with machine learning models for more
robust and intelligent malware detection capabilities against Trojans on Linux
systems.
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Glossary

API (Application Programming Interface): is a virtual interface connecting
an application or service to another to exchange information or
functionalities.

APK (Android Package): is an Android binary file format mainly used to
install Android-based applications.

Backdoor Trojan: is a type of Trojan horse malware which enables an
attacker to gain remote access to a computer and control it remotely.

Banking Trojan: is a type of Trojan horse malware which is intended to steal
bank account information such as credit card information, online banking
credentials, etc.

Control Flow Graph: is a graph that represents all the different paths that
might be used through a program’s execution.

CPU (Central Processing Unit): is the “brain” of a computer; it is responsible
for the execution of the different instructions and the processing of data from
the different programs, operating systems and components of the computer.

DDoS Trojan (Distributed Denial-Of-Service Trojan): a type of Trojan horse
malware that aims to overwhelm a network or a machine with traffic, thereby
affecting the availability of the infected system.

DLL (Dynamic Link Library): a library containing different functions that
are loaded in the memory to be used dynamically by one or multiple
programs. It is designed for Windows-based systems.

DNS (Domain Name System): is a protocol that enables the resolution of
different names. It enables access to a website using a name and not the IP
address of the web server.

Downloader Trojan: is a type of Trojan horse malware that intends to
download and install other malicious programs on the infected system.

ELF (Executable and Linkable Format): is a format for executable files on
Unix-like operating systems.

ENISA (European Union Agency for Cybersecurity): is an agency from the
European Union that aims to play a part in cyber policy in the European
Union.

Exploitkit Trojan: a type of Trojan horse malware that exploits
vulnerabilities in a specific application or operating system.

IP (Internet Protocol): is a communication protocol that enables the
transmission of data over the Internet.

JSON (Javascript Object Notation): is a data structure language which
enables to standardise the exchange of data

LOF (Local Outlier Factor): an unsupervised machine learning algorithm
used to detect anomalies based on the hypothesis that the density around an
outlier differs from the density around its neighbours.



MIME Type (Multipurpose Internet Mail Extension): a standard that enables
the indication of the format of a file.

N-grams byte sequence: a continuous neighbouring sequence of n-bytes in
a file.

Opcodes: which shorts for “operation code” represent the command used to
perform a specific operation.

PDF (Portable Document Format): is a file format that aims to preserve the
characteristics and facilitate the representation and the exchange of a
document.

PE (Portable Executable): is a file format for executable files on Windows
operating systems.

Rootkit Trojan: is a type of Trojan horse malware that tries to prevent
malware from being detected.

SVM (Support Vector Machine): is a supervised machine learning algorithm
for classification tasks. It aims to find a maximum-margin hyperplane to
separate the different data classes.

TrID (Type Recognition by Internal Data): standardisation used in digital
investigations to define a file format based on a database describing recurring
patterns in the binary data for a specific file type.

URL (Uniform Resource Locator): is an address which enables to uniquely
identify and reach a resource (web page) on the Internet.
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Appendix

All the codes used and developed as part of this thesis project are publicly
available at this location: https://github.com/tomhn0808/thesis_prjct_hh

Access to the dataset can also be provided by contacting the author and getting
granted access to the VirusShare database.
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