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Abstract
This report presents the design of a conceptual prototype aimed at identifying keys in
specific positions inside a cabinet utilizing Radio-frequency identification (RFID)
technology. The prototype integrates RFID readers, managed by a microcontroller unit
(MCU), establishing a backend peripheral system. The cabinet is made of steel, and
given RFID’s sensitivity to nearby metal, experimentation was conducted to evaluate
the impact of metal proximity on the reading range. Experimental results reveal a
reduction in the reading range of 15 mm (43%) by one metal sheet and 26 mm (74%) by
two metal sheets present, highlighting the relation between RFID technology and
metallic environments. Additionally, the finished prototype is also presented in the
Results and Discussion section, giving a more detailed insight into its practical
implementation. This project demonstrates the viability of item-level identification
through the utilization of low-frequency readers. Particularly relevant for positional
identification, the short reading range of a low-frequency reader offers precision by
limiting the area in which a detected transponder may be located.

Keywords: RFID, Reader, Tag, Low Frequency, Embedded Systems, Cabinet,
Microcontroller, MCU, ESP32, RDM6300, FreeRTOS
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Sammanfattning
Denna rapport presenterar designen av en konceptuell prototyp avsedd att identifiera
nycklar på specifika positioner i ett skåp med användning av Radio-frequency
identification (RFID) teknologi. Prototypen integrerar RFID läsare, hanterade av en
microcontroller unit (MCU), och etablerar ett perifert backendsystem. Skåpet är gjort av
stål, och givet RFIDs känslighet mot nära metal har experiment utförts för att utvärdera
hur metallen påverkar en läsares omfång. Experimentella resultat avslöjar en reduktion i
läsarens omfång på 15 mm (43%) med en metallplatta och 26 mm (74%) med två
metallplattor närvarande. Dessutom presenteras den färdiga prototypen i Resultat och
Diskussionsdelen, för att ge en mer detaljerad insyn på dess praktiska implementation.
Detta projektet demonstrerar genomförbarheten av identifikation på artikelnivå genom
användandet av lågfrekvens läsare. Särskilt relevant för positionell identifikation är det
korta omfånget av en lågfrekvens läsare, då detta erbjuder precision genom att begränsa
området där en transponder kan lokaliseras.

Nyckelord: RFID, Läsare, Tag, Lågfrekvens, Inbyggda System, Skåp, Microcontroller,
MCU, ESP32, RDM6300, FreeRTOS
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1. Introduction
Radio-frequency identification (RFID) is a technology that wirelessly identifies objects
with the use of electromagnetic fields. This technology comes in a lot of different forms
and is being used in various settings, especially since the design of the radio
transponders is quite versatile. A common use, for instance, is wireless payment cards
that have a small chip and antenna integrated into the design. Most modern payment
cards make use of this design. Other transponders can for instance be carried under the
skin of an animal or human, and are used to track cattle in the animal industry [1].

This project is called Masterkey RFID and it is about Radio-frequency identification,
and finding a wireless way to identify keys inside a key cabinet for the company
Medarca, based in Malmö, via Sigma Industry Evolution. Medarca produces technical
solutions, and different kinds of lockers, mainly for assisted living, and the Masterkey
product line is designed to automatically handle administration regarding keys
efficiently. Masterkey works as an old-fashioned key cabinet, with the exception that the
only function is not storage. Masterkey offers a structured environment as every key has
its specific position, and to open the locker and obtain a key the user has to present a
personal password or access card. This keeps track of who has which key and ensures
that a key is either in its position inside the locker or in use.

Figure 1 shows the current design of the smallest locker in the Masterkey series, MK20.
In this design, the keys are attached to an iButton, held in place, and identified with a
magnetic sensor. Further information regarding the technical specifications of the
iButton device can be found in Appendices 1 and 2.

Figure 1. An image of the Masterkey MK20 key cabinet.
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1.1 Problem Statement

Medarca’s current solution involves iButton devices attached to the keys. These are held
in place with a magnetic sensor that identifies the specific iButton. These sensors
provide identification and position, since an iButton has a unique identity, and the
sensors have fixed positions. However, the sensors easily get worn, which in time
results in bad connections, compelling the system to rely on incomplete readings. To
exchange these sensors with RFID readers, which similarly have fixed positions would
solve problems the magnetic connections experience. A wireless connection with the
same principal design would create a stable system producing binary readings, and less
material would need replacement during maintenance.

The strength that is sometimes forgotten is that RFID can be used to make estimations
regarding more than just identification, that is the key to this project. Other sensors, for
instance, infrared distance sensors, would suffice if the only parameter sought was if
any object was in a specific position. To get information regarding both identity and
position, an infrared sensor would have to be combined with an identifying sensor.
When a RFID reader is placed in a static position, the conclusion can be made that an
object identified by this reader is also within the reading range. Depending on the range,
the estimated position of the identified object can be sufficiently accurate.

A short-range RFID reader is not usually sophisticated enough to accurately detect more
than a few tags at a time. Therefore, the sought solution is to prevent multiple tags from
being read by one reader. This can be done if the system is designed to guide the user
properly, for instance, if there is only room for one tag per position. It is also needed to
place the readers far enough apart or shield them from each other, to ensure neighboring
readers can not accidentally read the wrong tag.

Many technologies enable wireless communication and the motivation behind choosing
RFID comes from the current industry trend, where competing companies use RFID as
an identification method. Another reason to use this technology is the conditions inside
the locker. Identification with bar codes, or quick response (QR) codes would be
difficult as the absence of light when the door is shut prevents the use of cameras for
example [2]. It would be possible to use visual sensors if lights were installed in the
cabinet, and QR comes with a set of positive attributes, especially the price, the
inexpensive systems often rely on an already owned smartphone to be the sensor
element, which is misleading in this case as some kind of scanners would need to be
installed. QR codes are more sensitive to external damage, which is an important factor
as excessive maintenance is one of the main reasons for the change of sensors.

Radio-frequency identification is a common practice in identification and positioning on
larger scales, for instance, tracking objects along a production line or a warehouse. The
technology is also a popular method of identification when constructing lock systems,
as a tag can easily be implemented in a passcard. However, on small scales, there are no
ready-to-use products available. The Masterkey cabinet could be viewed as a miniature
warehouse, and the objective is to identify each stored object and determine its position.
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1.2 Purpose

The project’s main goal is to create a part of a larger system, specifically a peripheral
system that handles the sensors, in this case, RFID readers. This peripheral system will
serve as an intermediator and relieve the controller unit of tasks related to directly
handling the sensors. This project will use active short-range receivers to read passive
transponders, often referred to as “tags”. Multiple receivers will be used to be able to
identify keys in specific positions. Simply detecting a key inside the locker without
knowing its position is insufficient. Medarca’s core idea for the Masterkey cabinet is to
keep order by giving each key a dedicated position. This makes the user unable to return
a key anywhere but in the same position, allowing the next user to find the key with
ease.

Figure 2 shows a block diagram of how the system could be designed. Here it is made
clear that the microcontroller unit (MCU) serves as an intermediator between the
controller unit and the sensors. Debugging and monitoring of the peripheral system is
made possible with a universal asynchronous receiver/transmitter (UART)
communication to a PC. RFID readers give the MCU data to interpret, and the output is
visualized with light-emitting diodes (LEDs).

Figure 2. A block diagram of the proposed system.

Figure 3 shows a sketch of the idea for the prototype. As previously mentioned, each
position is equipped with a RFID reader. The key is fitted with a RFID tag, which
allows it to be identified when placed in its position. The readers are then connected to a
MCU that handles and processes the data from each position before passing the
information to a controller unit. Metal sheets are placed as shields to separate each
position, and create compartments. The metal also influences the reader and the tag
performance, as the electromagnetic field gets reflected or absorbed when metal is
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nearby. This is a crucial part of the project since the cabinet is made of steel, and it will
be further discussed in section 3. Materials and Methods, 4. Results, and 5. Discussion.

Figure 3. The idea for the prototype. One RFID reader per position is connected to a
MCU that handles the data. The keys are equipped with tags identified by a reader. The
positions are divided into metal compartments, providing shielding between positions

and preventing misreadings.

A successful project will benefit Medarca, as the use of a wireless ídentification method
will further improve the Masterkey series. The company strives to advance its
technology and Medarca believes that RFID would ensure that a higher technological
level is achieved. The project will use commercial development tools to create a
conceptual prototype that forms a foundation on which future products can be built.

1.3 Requirements and Boundaries

Since the system's most important function is to determine a key's identity and position
the success rate will first and foremost regard how accurately and fast this can be done
with RFID. Preferably better, or as good as Masterkey’s existing identification method,
as the intermediator function of the peripheral system will conserve the controller unit's
resources.

A tag should be detectable at a distance of 0 to at least 15 mm from the reader for the
design to be viable. A shorter detection range will cause the system to be too sensitive,
and tags will experience the same kind of “bad connection”, or incomplete reading
problems as in the current design. However, due to the inconsistency of the
development boards, the total interference may cause some readers to have a range of
less than 15 mm, but it should not be affected by more than 60%. The tests will be
performed using steel metal sheets placed at various distances from the reader with the
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tag between the reader and the metal, or the reader placed between the tag and the
metal. The sheet's dimensions are 215x97x1 mm.

The system should be able to detect and report a key in 200 ms or less under standard
conditions, which include interference from other readers and proximity metal when the
key is placed within the reader’s range. The software will be written according to
Medarca’s standards in C++, and the prototype will not contain copied code. In addition
to accuracy and speed, success depends on multitasking without losing data. Data from
timestamps in the software will verify that each reading is within the specified
timeframe.

As previously mentioned, the purpose of this project is not to create a commercial
product, but rather a conceptual prototype that includes the hardware and software
required for the peripheral system. Due to the time limitation, electronic equipment such
as the MCU, RFID readers, tags, and antennas will not deviate from the development
boards and stock accessories. The system will communicate with the controller unit
inside the cabinet, and its software will be compatible with the prototype, meaning that
the data from the RFID readers will be seen as equivalent keys, but thorough
optimization of the communication protocol will not be prioritized. Mechanical
problems will not be solved directly. Even though RFID is common in access systems,
for example, this project will not involve the locker’s security, only identification and
positioning, and no user interaction will be implemented. This will only be a backend
system.
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2. Background

2.1 Basic Concepts of RFID Technology

Radio-frequency identification is a wireless technology that uses radio frequencies to
transmit and receive data. There are many different kinds of receivers and transponders
used in different kinds of fields. The electronics can be active, passive, or semi-passive,
but at least one component in the receiver/transponder pair needs to be active to power
the other. The active component produces an electromagnetic field that charges passive
components inside the field's perimeter to allow data to be transmitted. A tag consists of
a microchip that stores information and modulates a load to produce a logic signal, an
antenna that transfers the data, and power in case the tag is passive, and a substrate that
capsules the component, for instance, made of plastic or epoxy. Some tags are read-only
while others have a portion of memory that can be written to by the user. The reader
also has an antenna to transmit the RF signal and distribute the electromagnetic field,
along with a processing unit, and sometimes coprocessors, for instance, a CRC
coprocessor. In the most common case, where the reader is the sole active component,
the reader distributes the electromagnetic signal. When a passive tag enters the
electromagnetic field, it is powered by the signal. The microchip modulates the RF
signal, creating a logic signal that the reader interprets.

Because of cost efficiency, the receiver is usually the active component [3]. Since tags
are almost always portable devices a battery would be required to power them.
Furthermore, an integrated battery is not ideal if the tag size needs to be quite small, for
instance, small enough to be carried in a key chain. Some receivers are handheld, but in
this case, the device's size is not as critical. Some tags have a semi-passive construction,
meaning that the tag transmits information in the same way as a passive tag, but a small
battery is used to either power an appurtenant circuit, for instance, an environmental
sensor or boost the transmission range [4].

The three most common frequency bands used in RFID technology are low frequency
(LF), 120-150 kHz, high frequency (HF), 13.53 MHz, and ultra-high frequency (UHF)
433-928 MHz. LF- and HF systems are usually designed to transmit data in the
near-field region while UHF systems usually transmit in the far-field region. LF readers
are commonly used as data collectors, for instance in Internet of Things (IoT)
applications, or the animal industry, while UHF readers are common in situations when
multiple tags need to be read by the same reader in a larger area, for instance in a
warehouse system [5]. There is also a significant difference in pricing, as LF and HF
readers can be bought for a few dollars, but UHF readers tend to be more expensive.

The electromagnetic defining difference between the near- and far-field regions has to
do with the transmission’s distance/wavelength ratio. The near-field is considered the
distance from the signal source less than the signal wavelength. However, short-range
RFID antennas transmit in but a fraction of the near-field, and are essentially inductive

7



transformers, rather than radio antennas. This will be discussed further in section 2.3
Theory.

2.1.1 Collision

Collision is a common issue when working with RFID technology, and it can happen
when two or more tags are responding to a reader's signal simultaneously. To reduce
collision, an anti-collision protocol needs to be implemented, usually at a hardware
level, but sometimes in the software. There are many kinds of anti-collision protocols,
such as Aloha- and Tree-based protocols, and each comes with a set of variations.

In Aloha-based protocols, the reader answers a sent transmission from a tag by stating if
the transmission was successful, or if collisions occurred. If collisions did occur, the tag
waits a random amount of time before trying to transmit again. A common form of
Aloha is Framed Slotted Aloha. This protocol divides the time for readings into slots,
which allows the tag to continue from where the collision happened after waiting a
random amount of time. If the tag successfully sends one byte before a collision occurs,
it does not need to start over, it waits and starts from the second byte. Tree-based
protocols can for instance implement a tree-splitting algorithm or a binary search [6].

Another common issue comes with using many readers, as the electromagnetic field
from one reader tends to interfere with other readers nearby. The fields do collide, but
not in the same way as the collision previously discussed, this phenomenon is called
“reader collision”. There are ways to solve this, for instance, by reducing the power and
using readers in different frequency domains. Another possibility is isolating, absorbing,
or shielding material between the readers to reduce reader-to-reader interference.

2.2 RFID Implementations and Comparative Analysis

A conference paper regarding tool identification for aviation maintenance was published
by IEEE in 2023 and written by Shan Li, Lei Zhang Yingzhi Zou, and Li Li [7]. This
paper highlights efficiency problems when managing the tools required for
maintenance, which contradicts reliability and safety procedures. The solution proposed
involves an intelligent RFID cabinet that tracks the tools and monitors usage history to
ensure that the tools do not exceed expiration. A single UHF reader is intended to
monitor one of the cabinet’s compartments, with the antenna mounted on the specific
door. This “auxiliary cabinet” is made sure to be a shielded space, to prevent
cross-readings. Inside each compartment are multiple drawers containing the tools, all
identified with the same reader. This means the system detects an object entering the
correct auxiliary cabinet, but not if it is placed in the “home” drawer. This is not a
problem as long as the objects do not need to be detected in specific positions inside a
sub-compartment.

The MK20 Masterkey cabinet does not have auxiliary cabinets with drawers, but rather
open positions, and therefore this solution would not be a perfect fit. The key would be
detected inside the cabinet, but the Masterkey design relies on the keys being placed in
the same position every time. This makes UHF readers a poor choice since they tend to
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have an excessive range for the purpose, compared to LF- or HF readers. The creation
of shielded spaces, however, is exactly what the project is aiming for, and the prototype
is instead designed to have semi-open positions to prevent cross-readings.

Another example is the medicinal cabinet described in a paper by F. Siegmund and C.
Florkemeier [8]. This cabinet monitors the drugs by identifying the serial number of a
RFID tag attached to the folding boxes and sends a reminder to the patient with a
Bluetooth node. Information regarding expiration dates and user prescriptions is stored
in the tag, and drug usage is recorded by monitoring the removal and return of the tag.

In these designs tags are attached to the objects being monitored to allow a receiver to
detect their presence, much like Masterkey RFID. A major difference is that only one
reader is intended to monitor every object inside the compartment, whether it is the
whole cabinet or an auxiliary cabinet.

Another medicinal cabinet is discussed in a paper by Ygal Bendavid, Harold Boeck, and
Richard Philippe, published in 2010 [9], and another paper published in 2012 [10]. This
RFID-enabled cabinet contains high-cost supplies, tracks usage, reduces waste, and
keeps track of replenishment needs. However, both papers conclude the cabinet to be an
expensive tool, and propose other solutions. The first paper states that few items require
item-level tracking and instead proposes the container of the items to be tracked. The
second paper highlights problems regarding storage space when tracking items from
conception to consumption and suggests monitoring medical procedures and patients
rather than on-hand inventory.

Radio-frequency identification technology is used in other settings too. Antonio
Aguilar, Wil van der Putten, and Gerald Q. Maquire Jr. suggest RFID as an improved
way of identifying patients, for instance, as this technology can store updateable
information, in addition to identification [11]. This report observes the traditional
standards of identifying hospitalized patients and takes the flaws of these standards into
account.

Sven Ahlberg lists RFID, among other radio-based technologies in his master thesis
“Evaluation of Different Radio-Based Indoor Positioning Methods” [3], as a tracking
alternative to global positioning system (GPS), when conditions prevent GPS from
being used, for instance inside tunnels, or underground. Ahlberg states that RFID could
be used as a binary method in a network of nodes to enable position tracking. Since the
combination of active reader, and passive tag, has a fairly short range, the position can
be estimated if a tag were to travel in a network of readers with known positions. The
tag will be near the reader that picks up the signal.

2.3 Theory

How does wireless transmission work? It depends on what kind of reader/tag
combination is being used, but it also depends on the application and whether the
system is of a near- or far-field nature. In the case of an active reader and a passive tag,
the reader’s electromagnetic field energizes the tag, making the transmission of data
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possible. This modulated signal is returned to, and interpreted by the receiver, which
extracts the information. This process is called Backscattering, or load modulation [12].

Figure 4 shows a circuit of an active reader and a passive tag. The antennas, called small
loop antennas, are essentially inductors. When the reader transmits a signal it powers
the tag by inducting a current with an electromagnetic field distributed by the reader's
antenna. The signal powering the circuit is then modulated by alternating the RFID chip
impedance, creating a backscattering signal that can be interpreted as a logic high-low
signal containing the unique tag ID, as is seen in Figure 5.

Figure 4. A simplified circuit schematic of the reader and tag interaction.
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Figure 5. An illustration of the backscattered signal. The reader produces a RF signal
that is modulated by the tag, creating alterations that can be interpreted as a logic signal

by the reader.

Low- and high-frequency readers and tags are designed to transmit information in the
near-field region. In this region, the tag needs to be very close to the reader, much closer
than the radio wavelength, typically in a maximum range of 3-5 cm, but in some cases
up to 10 cm. The line between near- and far-field is dependent on the wavelength , andλ
therefore by the frequency , as is shown in equation (2.1), where is the speed of light.𝑓 𝑐
The Fraunhofer distance (2.2) gives the defining line dividing the near- and far-field
regarding loop antennas. Where is the dimension of the loop antenna [13].𝐷

λ = 𝑐
𝑓

(2.1)

𝑑 = 2𝐷2

λ = 2𝐷2𝑓
𝑐

(2.2)

11



Typical working frequencies for LF- and HF readers are 125 kHz, and 13.56 MHz,
which give wavelengths of 2398.34 m contra 22.11 m. A LF reader operating at 125
kHz with a reading range of 3 cm is therefore within 0.00013% of the operation
frequency wavelength. Suppose the system uses a small loop antenna with a diameter of
5 mm, that would make the near-field limit about 2 micrometers. If the expression given
by equation (2.2) is derived, and the sought parameter is instead the dimension of the
antenna, we get (2.3).

𝐷 = 𝑑λ
2

(2.3)

Suppose the near-field limit is 3 cm, then the diameter of the loop antenna would be 6
m. This supports that the small loop antennas used in lower frequency RFID systems are
an inductive coupling, not quite radio antennas, although they operate at radio
frequencies. They only operate in short ranges.

A hypothetical UHF reader with an operation frequency of 900 MHz and a stable
reading range of 1.5-2 m has a wavelength of 0.33 m and transmits at a distance of 4.5
to 6 times the wavelength. Suppose this reader is equipped with an antenna with a
diameter of 0.1 m, then equation (2.2) suggests that the nearfield limit is 0.06 m. In this
setting, where the system is supposed to work at longer distances, the antenna could be
a radio antenna and should then not be confused with an inductive coupling, which
makes this result reasonable. At 2 m, a LF reader would still be within 0.0025% of its
wavelength.

Akaa Agbaeze Eteng, Sharil Kamal Abdul Rahim, and Chee Yen Leow present a
significantly more complex way to determine an inductive loop antenna’s range in a
paper published in 2015 [14]. Their work suggests that the dimension of the antenna is
not sufficient for calculating its range, it has to do with several parameters such as the
number of turns in the loop, and the spacings between turns. In addition, the total result
is dependent not only on the reader’s antenna but also on the tag’s antenna (in RFID
technology). The range and coupling coefficient depends on the mutual inductance of
the two antennas. To summarize, the Fraunhofer distance (2.2) applies in
high-frequency RF technology, and to some degree, UHF RFID, depending on the
specific system, but lower frequency systems such as LF- and HF RFID readers do not
use radio antennas per se, but rather inductive loops (commercially called antennas) that
do not share attributes with higher frequency RF technology. These “antennas” are often
formed like coils and when the active reader’s antenna is carrying a current, an
electromagnetic field is created. When a tag is placed inside this field, it will generate a
current and by altering the device’s load, it produces a high and low level signal that can
be perceived by the reader [12]. This design is based on Faraday’s law of induction (2.4)
which “states that the magnitude of the electromotive force emf induced in a circuit is
proportional to the rate of change with time t of the magnetic flux that cuts across the Φ
circuit” [15].
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𝑒𝑚𝑓 =− 𝑑Φ
𝑑𝑡

(2.4)

Ultra-high-frequency readers and tags work similarly, but there is a big difference in
antenna design. These systems usually operate at longer distances in the far-field region
and do not in this case use small loop antennas, but other designs, for instance, dipole
antennas, but other designs are also possible [16]. The use of dipole antennas comes
with another set of attributes. A dipole antenna is, unlike a small loop antenna, a true
antenna, and not an inductor. They use electromagnetic interaction to gain a longer
reading range [17]. These electronics are not as sensitive to obstacles in the line of sight,
although the connection between the reader and tag is more easily severed. This is
connected to the power distributed by the reader, as this needs to be high compared to
the time a tag can store the provided energy [18].

To maximize the power distribution, the reader’s antenna and the tag need to be
impedance-matched. Since the tag modulates its load to transmit data, the antenna is
usually matched to the tag’s high state. The total backscatter is then divided into two
parts. The first part is related to the induced current created by the impedance matching,
and the second part is related to the mismatched impedance. This can be used to derive
the radar cross-section (RCS), how detectable an object is by radar or radio frequencies
as is shown in the article “Theory and Measurement of Backscattering from RFID Tags”
[19].

An important equation regarding RFID technology is Friis’ transmission equation (2.5)
- (2.11). Friis showed with this equation that the transmitting and receiving antenna
input/output signal ratio is proportional to the ratio regarding capture area, wavelength,
and distance between antennas. In 1946, Friis published his formula as follows (2.5)
[20].

𝑃
𝑟

𝑃
𝑡

=
𝐴

𝑟
𝐴

𝑡

𝑑2λ2( ) (2.5)

power fed into the transmitting antenna at its input terminals.𝑃
𝑡

=

power available at the output terminals of the receiving antenna.𝑃
𝑟

=

effective area of the receiving antenna.𝐴
𝑟

=

effective area of the transmitting antenna.𝐴
𝑡

=

distance between antennas.𝑑 =

wavelength.λ =

It should also be noted that the same units of power and units of length should be used.

The effective area of an antenna is given by the following equation (2.6).
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𝐴
𝑒𝑓𝑓

=
𝑃

𝑟

𝑃
0

 ⇔  𝑃
𝑟

= 𝑃
0
𝐴

𝑒𝑓𝑓
(2.6)

Where is the power flow per unit area, and the equation (2.6) suggests that the input𝑃
0

power is equal to the flow of power through the effective area of the antenna.

Frii derived an expression for the effective area for a hypothetical isotropic antenna
(2.7), an imaginary antenna that distributes radiation in a perfect sphere.

𝐴
𝑖𝑠𝑜𝑡𝑟.

= λ2

4π
(2.7)

A radio circuit with an isotropic transmitting antenna and a receiving antenna with
effective area has the power flow per unit area at the distance as shown in𝐴

𝑟
𝑃

0
𝑑

equation (2.8).

𝑃
0

=
𝑃

𝑡

4π𝑑2
(2.8)

Consider a plane wavefront at the distance , the definition given by equation (2.6) for𝑑
the effective area, and the equation (2.8). This gives equation (2.9).

𝑃
𝑟

𝑃
𝑡

=
𝐴

𝑟

4π𝑑2
(2.9)

If the isotropic antenna is replaced with a transmitting antenna with effective area ,𝐴
𝑡

the power will increase by the ratio of the effective areas , resulting in the equation
𝐴

𝑡

𝐴
𝑖𝑠𝑜𝑡𝑟.

(2.10).
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(2.10)

If we now consider equation (2.10) in terms of gain instead of effective area we get
equation (2.11).

𝑃
𝑟

𝑃
𝑡

=
𝐺

𝑟
𝐺

𝑡
λ2

(4π𝑑)2

(2.11)

linear gain of the transmitting antenna.𝐺
𝑡

=

linear gain of the receiving antenna.𝐺
𝑟

=
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3. Materials and Methods
The project started directly with testing the hardware to find limitations in the future
prototype design. As previously mentioned, RFID technology is sensitive to both
collision and metal, therefore, it was important to investigate how the electronics
responded to the environment inside the cabinet, both in terms of how well the readers
performed when placed on the metal and how much readers would interfere with each
other when metal shields were restraining the active volume of the electromagnetic
fields.

3.1 Known Challenges in RFID Technology

The project will encounter hardware-related problems as every piece of technology
comes with limitations. Most of these problems need to be solved by handling the
hardware correctly, but some issues can be addressed in the implementation of the
software.

3.1.1 Hardware

Radio-frequency identification technology is sensitive to collision in terms of other
radio frequencies colliding with the electromagnetic field created by the electronics.
This means that multiple active receivers or transponders in close proximity are likely to
collide unless an anti-collision technique is implemented [21]. The system needs
sensors dedicated to individual positions to acquire accurate data for both identification
and position. Therefore the general problem that needs to be solved is to properly make
multiple RFID readers work when placed close to each other, as this will cause
collisions.

In addition to collision, RFID technology is also sensitive to being near metal, as this
causes the frequencies to be shielded, or reflected. This can be a major problem since a
receiver can malfunction when placed too close to a metal surface, and passive tags will
not be able to absorb the energy provided by the receiver's electromagnetic field if
placed directly on metal. The presence of metal is both a problem and an advantage in
this case. Since RFID readers will be placed inside a metal cabinet the readers must
have enough distance to the metal to properly function. Still, the metal can be used as a
shield to prevent the electromagnetic field from one reader from interfering with another
[22]. Placing metal between each position removes the possibility of tags being read by
more than one reader, as the radio frequencies cannot pass through the metal surface.
This would be considered an anti-collision technique and a feature.

3.1.2 Software

Problems related to software can occur if the program does not work fast enough. Many
RFID readers rely on timers to decide how long a reader can search for a tag before the
conclusion is drawn that a tag is not present, especially for more advanced readers who
often use higher radio frequencies. This means that if a tag is not in position, the
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program will wait, and do nothing for a considerable amount of time before executing
other code. This is a problem partly because it is inefficient, as other tasks could be
executed while waiting. Still, more importantly, information and data can be lost, for
instance, if the controller unit sends commands that need to be interpreted during this
time.

A popular communication protocol for RFID readers is the serial peripheral interface
(SPI), and this can also prevent collision, depending on how the protocol is
implemented. SPI is a synchronous serial bus, which means that parallel data is sent as a
series of bits, synchronized by a clock signal. In addition to the clock signal and in- and
outgoing data, SPI also has a dedicated pin called chip select (CS). This pin controls
which peripheral to activate on the bus, leaving the unselected peripherals idle. When
each RFID reader has a unique CS pin, and the user activates only one at a time it
means that the other readers are idle and tags can only be read by one reader at a
specific time slot. If a tag is inside the reading range of two readers, it will not cause
collisions if SPI is configured in this way. Note that this is not an anti-collision protocol,
but rather a way of using the communication protocol to avoid collisions [23].
Furthermore, this technique does not prevent reader-collision, as all the peripherals on
the SPI bus are only idle, but not deactivated. Some readers, especially LF-readers, do
not use SPI however, instead, UART is more common. When using this protocol, it is
uncertain that the readers are even capable of receiving commands, and therefore it is
harder to implement a collision-avoiding technique using UART.

3.2 RFID Readers

The first step to getting the project going was to decide if the task’s specifications
seemed possible to achieve, otherwise, the choice of identification method needed to be
reevaluated. The experience from the prestudies before this project suggested that either
a LF or HF reader would be suitable, and a decision had to be made. During this period,
four different RFID readers were tested, starting with basic example applications. These
examples often provided a general understanding of how the reader structure was
interpreted with an application programming interface (API), and these APIs were
studied to increase the understanding of the functionality of the hardware and software.
The testing of the readers then continued with deviation from the provided code
examples, and a program was written to use the readers simultaneously, to estimate how
well the different readers performed while not in isolation. These tests were, as
mentioned, purely estimations of the performance, and usually, these estimations gave a
general idea of a reader’s functionality, meaning that the outcome was often binary.
Either a reader would work, or not work. Some readers experienced nonbinary errors,
such as the anti-collision algorithms locking the program, or the electromagnetic fields
from other nearby readers making a particular reader behave unstable, making
inaccurate readings, or triggering internal interrupts, making the reader think a tag was
present when it was not.
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The readers MFRC522, and RDM6300 were chosen to be tested further based on their
product availability, low cost, and simplicity of their design. However, RDM6300 is
uncommon in European resellers; therefore, another similar and more common LF
reader, Seeed Studio Grove-125 kHz RFID Reader was tested. Further technical
specifications for the readers mentioned can be found in Appendices 4, 5, and 6.
MFRC522 is a common RFID reader using the 13.56 MHz frequency band, while
RDM6300 and Grove-125 kHz use the LF band, at 125 kHz. Aside from the different
standards and transmission frequencies, the readers use different communication
protocols. MFRC522 uses the SPI communication protocol, giving the user more
control of the peripherals on the bus using the CS pin [23]. The LF readers use the
UART communication protocol, limiting the control the user has of the device. The
commands projected at the specific reader can be limited to none, and the possibility to
switch between active devices, similar to SPI’s CS pin, is absent. Furthermore, UART is
not a bus, and multiple readers would have to be connected using separate
UART-configured pins on the MCU.

The lack of two-way communication with a peripheral device such as the RDM6300
RFID reader can be limiting. The MCU cannot ask the reader to resend a data package
or find out if there is something to be read, even if it is not a full package, for instance.
The only thing the reader does is to constantly send the data package from a tag if the
tag is within reading range. This is sufficient in detection, but ineffective in extraction,
as the reader cannot inform the MCU that a tag has been removed. These kinds of
sensors rely on timeouts, if nothing has been read for a given amount of time, the
assumption is made that nothing is present. If the timeout is too short, parts of the
message will risk being lost, since a timeout could occur before a full byte is properly
read. If it is too long the system will wait an unnecessary amount of time before the
extraction is recorded. The timeout can be used as a form of hysteresis, however, since a
longer timeout gives time for a misread tag to be reread without assuming the tag has
been removed. The timeout in this instance was set to 120 ms, which is approximately
double the amount of time of an average successful reading. This choice was made to
report an extraction as fast as possible without canceling a read in progress and to try
and catch a misread before it was considered an extraction, to avoid unnecessary
communication to the controller unit. Another aspect of this limitation is that it is hard
to separate the extraction of a tag from other timeout-causing events. For instance, a
dysfunctional reader, or a severed connection between the reader and the MCU gives
the same output as a removed tag.

3.2.1 Choosing a Reader

Since the final product is supposed to have multiple readers, the first interest was to see
how the different readers behaved when paired with another identical reader. The theory
was that if two readers of the same kind could not work together, five of a kind would
probably not work either. When the reader pairs were reading and transmitting data
correctly, metal barriers were introduced, and placed between them. Finally, a basic
metal compartment inside the cabinet was built using small steel sheets, and duct tape.
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The antennas and readers were then placed on the metal, to see if there were any
noticeable differences in their functionality. Again, the tests consisted of modifying the
example code to get the readers working. As the identity of the tags used to test the
readers is known and the only part of the tag memory that is of interest to the project, a
correct reading of this identity is sufficient. To further ensure that data was indeed being
transmitted correctly, the type of tag, and the rest of the memory were also examined in
the reply from the reader.

The code for the tests was written in the Arduino integrated development environment
(IDE), targeting an ESP32-S3 connected to the HF readers and an Arduino UNO
connected to the LF readers, as the priority was to get a working test example instead of
writing advanced code. These code snippets were only used in this test, and are not a
part of the prototype’s software.

The LF reader outperformed the HF reader when metal was present, reducing the
reading range from 35 mm to about 20 mm, which is acceptable considering the goal of
at least 15 mm. The choice was made to continue the project using the Grove-125 kHz
reader. This choice is a fundamental one, not only because of the frequency domain but
also because of the communication protocol as it determines how data will be
transferred and handled. There are three hardware UART streams on the ESP32-S3, one
is used for programming and debugging, and one is dedicated to communication with
the controller unit, which leaves only one for multiple readers, which is insufficient. A
software-based UART stream needed to be implemented.

When working with the Grove-125 kHz reader it was discovered that this reader was
only capable of making a single reading before dumping the register, which means that
the tag could not be continually checked. This was unacceptable and therefore
RDM6300 was re-introduced.

3.3 Software

A program handling the RFID readers and communication with the cabinet’s controller
unit was needed for the project to continue. As previously mentioned, the
implementation of multitasking was also a vital part of creating a reliable program. The
idea for the software was to create APIs that could be used like a chain, without the total
depth of the classes being too deep. The choice to write in C++ helped to achieve this
because the object orientation in C++ allows easier creation of classes. The software
structure was intended to be hardware communication, RFID reader, handler, and
controller. In addition, there would also be a class dedicated to storage. Writing the
software in this way makes it easy to handle data from the RFID readers more generally,
and not reader-specific. If another reader were to replace RDM6300, it would be
necessary to change the reader-specific class, but the handler can still handle a UID, and
the controller can still manage the positions, notify storage, and report to the controller
unit. This makes the program more versatile, and it structures the code. A flowchart of
the completed software can be found in Appendix 3.
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3.3.1 Identification Protocol

To distinguish one tag from another the software needed to extract the unique identity
(UID) of the tag by following its specific protocol. EM 4100 tags were used in this
project, and the data was interpreted accordingly. This standard is getting old, and due
to the limiting number of bytes used, some “unique” identities are not unique anymore.

Table 1 shows an example of a UID from an EM 4100 tag. The package contains six
bytes, sent as twelve ASCII characters via UART. Byte 0 refers to the manufacturer and
can be used to separate two identical UIDs. Byte one to four is the UID itself, and lastly,
byte 5 is an XOR checksum, used to validate the data. The XOR checksum is not an
ideal way of validating the data transfer, since it will falsely return correct if it is equally
incorrect, meaning that a low bit being high will go unnoticed as long as a high bit is
low. Before and after sending the package a start- and stop byte is sent. More
information regarding EM 4100 can be found in Appendix 7.

Table 1. An example of an EM 4100 standard UID.

The previously mentioned software-based UART is implemented to sample a
general-purpose input/output (GPIO) pin at a given frequency to record a series of bits
forming a byte. If the sample rate, or bits per second is known, as it is in standard baud
rates, the bitstream can be properly recorded, but it is crucial that the program can
predict when the next bit is present or information will be lost. The timeslot, or symbol
duration time can be calculated as:𝑇

𝑠

𝑇
𝑠

= 1
𝑓

𝑠

(3.1)

Where is the symbol- or baud rate, defined as the gross bit rate divided by the𝑓
𝑠

𝑅

number of bits in one symbol .𝑁

𝑓
𝑠

= 𝑅
𝑁

(3.2)

The RDM6300 reader works at a 9600 baud rate, which, in this case, is the same as bits
per second, as the symbol is a bit. The equation becomes easy when using these
numbers and deriving the expression in (3.1) and (3.2).

𝑇
𝑠

= 1
𝑓

𝑠
= 𝑁

𝑅 = 1
9600

(3.3)
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This gives a of 104.167 s.𝑇
𝑠

µ

Figure 6 illustrates how a byte is sent and received with UART. The best time to sample
the bits is right in the middle of the bit’s timeslot, where it is equally far from the
previous bit to the next. The ESP32’s built-in timer was used to sample the bits
correctly. When the start bit is detected, the software delays for 1.5 to skip the whole𝑇

𝑠

start bit (1 ) and start sampling in the middle of the first bit, d0 (0.5 ). After this𝑇
𝑠

𝑇
𝑠

initial sample, it continually samples in intervals until the stop bit is reached.𝑇
𝑠

Figure 6. An example of a byte, and how it is structured when sent or received with
UART.

Theoretically, the total time of reading a byte would be , counting9. 5 × 𝑇
𝑠

= 0. 99 𝑚𝑠

the stop bit. As previously mentioned, a data package consists of 8 bytes including the
start- and stop-byte, sent as ASCII characters. A byte represented in the hexadecimal
system, for instance, 0xFF, is therefore sent as two bytes with ASCII values equal to F
and F, giving a total of 16 bytes, and a theoretical total runtime of 15.833 ms per data
package, which is well within the desired goal of a maximum detection time of 200 ms.
However, this is only a theoretical runtime, and the reality will be far from the theory in
this case, as the hardware nor the software will not operate this fast. Only considering
the software, each bit will be queued until the stop-bit is reached, and then dequeued to
form a byte, and this will be done 16 times before a whole package is obtained. This
will take a lot more time than the theoretical runtime.

3.3.2 Microcontroller and IDE

A transition from the user-friendly Arduino environment was necessary to increase the
technical depth of the project further. Instead, an ESP32, specifically an ESP32-S3, was
introduced, and programmed in Eclipse IDE. This allowed more advanced
object-oriented programming in C++. The ESP32-S3 is also more powerful and
versatile, equipped with a dual-core processor and larger memory. Further reading and
technical specifications regarding the ESP32-S3 can be found in Appendices 8 and 9.
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3.3.3 FreeRTOS

A real-time operating system (RTOS), was used with the ESP32. This allowed the
implementation and management of threads in freeRTOS, meaning the system could
swap between sections of the code called “tasks”. This would happen, for instance,
when a delay occurred. A simple program of blinking LEDs was written to test this
feature. Each GPIO connected to a LED was given a delay time and a flag. These were
used in a blinking function to turn the LED on and off, as seen below.

Blink Function

if flag = 1

Turn LED ON

if flag = 0

Turn LED OFF

Wait

Return

When doing this procedure with multiple GPIOs in a single thread, the LEDs will first
turn on and wait before turning the next LED on. When all the LEDs are turned on and
the loop starts over the function will turn the LEDs off and wait before the next LED is
turned off. When executing this code in multiple threads, however, the RTOS would
execute another task when prompted to wait and return to the previous task when the
waiting is done.

FreeRTOS was originally designed to run on a single core, and problems regarding
usage with multi-core processors have been reported, for example in a conference paper
by Jakub Arm, Ondřej Baštán, Ondrej Mihálik, and Zdeněk Bradáč [24]. These
problems seem to occur if a task is being moved to a different core. A thorough
implementation of freeRTOS will ensure that these problems will be avoided. A concern
is that time will not allow this to be as thoroughly implemented as needed.

3.4 Evaluation and Analysis

Projects come with decision-making, and this project is no different. When a problem
occurred that required a decision to be made, the search for valid information regarding
the specific problem began. Simple tests then provided a general estimation of the
outcome. The evaluation of the results of these tests was not excessive, even though
they made a big impact on the project. However, the evaluation and analysis of the final
product were more thorough.
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First and foremost the RFID reader performance is crucial to the product. The most
important parameter for the sensors to be considered reliable is how much nearby metal
influences the characteristics of the reader. Because the antennas are placed inside a
small metal compartment inside a larger metal cabinet, the interference from one reader
to another is likely very small, as the electromagnetic field created by the readers will
encounter obstacles before having the chance to collide. Distance is not considered an
issue either, since the compartment dimensions will ensure that the tag is within reading
range, however, if the metal influences the reader enough, the range will be the first
compromised parameter, and therefore, this can be used to estimate a reasonable
relation between antenna, tag and the surrounding metal.

The program handling the interpretation of the data from the readers must of course do
this task, and in addition, communicate with the cabinets controller unit. In the current
design of MK20, there is no peripheral system, and the controller unit communicates
directly with the sensors, therefore, minor changes to the existing communication
protocol might prove beneficial to the systems performance. In this instance, speed is a
desired parameter that is easily measured, since the cabinet log timestamps events. The
speed of the sensor-reading algorithm is also easily measured with temporary
timestamps in the code.

The system's multitasking performance will be harder to measure and it is not a
prioritized feature. Task reliability can be observed, however, and if a task, for instance,
is spontaneously deleted, that of course needs to be debugged. As long as the RTOS
performs as expected, continuously running tasks for each reader and the
communication, and no data is lost because of overflow in buffers, the multitasking will
be considered functioning.

3.5 Tests and Measurements

3.5.1 Reading Range

As previously mentioned, the RFID readers will be mounted in small metal
compartments that will influence the characteristics and quality of the readings. This
would seem negative, but this is not necessarily the case. The question is how much the
presence of metal would interfere with the electromagnetic field distributed by the
readers and how much this reflective surface prevents the antennas from receiving each
other's signals. The most interfering metal is the sheets closest to the reader's antenna
and the tag, as these prevent the backscattering signal from being identified, and the
powering signal from being absorbed.

Figure 7 shows the circuit that was used during the test. The RDM6300 RFID reader is
connected to the ESP32 5V and ground. The TX pin on the reader is connected to a
GPIO on the ESP32, serving as an RX pin using the software UART. An external
antenna is connected to the reader, enabling an inductive coupling to the tag. A LED is
connected to a separate GPIO and is programmed to give a visual indication that a tag
has been detected. A thorough schematic for RDM6300 can be found in Appendix 5.
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Figure 7. The circuit schematic that was used during the experiment.

The test was performed to find a distance relation threshold that could be used as a
reference when designing the compartment dimensions. Similar tests are described by
Xianming Qing and Zhi Ning Chen in a paper concerning smart shelves [25]. Their
experiments aim to evaluate a HF RFID system that constricts the detection range by
fitting the reader’s antennas with metal plates. They call this “metal-backed” loop
antennas. Their work will be referred to and compared in section 5. Discussion and
utilization of Friis’ formula (2.11) will also be presented.

Figure 8 shows a sketch of the setup used when testing the reading range of the reader
when metal sheets influence the reader and tag in various ways. The gray represents the
metal, the green represents the RDM6300 reader, the orange represents the reader
antenna, and the blue represents the EM 4100 tag. The reading range, , is the furthest𝐴
distance between the reader and the tag that still produces a successful data transfer. is𝐵
the distance between the tag and the tag-side metal sheet. The distance between the
reader and the tag-side metal sheet is , which is also equal to . is the distance𝐷 𝐴 + 𝐵 𝐶
between the reader and the reader-side metal sheet.

Figures 9 and 10 show the test rig without any present metal. This was done to get a
decent reference point for the reader and tag interaction. When the tag enters the
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electromagnetic field and is detected by the reader, the LED lights up, as seen in Figure
10. A ruler was used to read the distances between the components and the metal.

Figure 8. A sketch of how the reading range was tested.

Figure 9. A picture of the test rig without metal sheets.
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Figure 10. A picture showing a LED lighting up when a tag is detected by the reader.

Figures 11 and 12 show how the metal sheets were placed to interfere with the reader
and tag. A metal sheet was first held separately on the reader and the tag side and
moved back and forth to measure the reading range; the reader side is shown in Figure
11. The metal sheet was moved in steps, as follows: 1-5 mm in steps of 1 mm, 5-50 mm
in steps of 5 mm, and 50-60 mm in steps of 10 mm. Figure 12 shows a tag being fixed
on a metal sheet. In this test, a moving independent metal sheet was also placed on the
reader side. The combination of these two sheets gave a good indication of the
compartment's dimension boundaries and threshold distances.
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Figure 11. A metal sheet on the reader side.

Figure 12. The tag is fixed on the metal sheet.

3.5.2 Runtime

When measuring the runtime of a subpart of a program or specific algorithm it is a
common practice to use counters and timers. Counters have been used to see how many
times the program calls a function in a given time slot or a sequence, for example, how
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many times the function reading tags are called in a second. Timers were used to
monitor the actual runtime, partly because the speed of the program is of interest, and
partly because some hardware-related timeouts need to be configured correctly. The
ESP32 has a built-in timer that allows the user to make timestamps in microseconds that
can be used as seen below. The function's actual runtime can be observed when
comparing timestamps before and after a function call.

timestamp 1

function call

timestamp 2

runtime = timestamp 2 - timestamp 1
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4. Results
The project has resulted in a conceptual prototype where five RDM6300 RFID readers
operate at individual positions. The readers’ antennas are mounted on the metal sheets,
about 5 mm away from the direct metal. The metal separates each position which
provides enough shielding to prevent the readers’ electromagnetic fields from colliding,
and a tag is not readable by a neighbor reader. The system is independent of light, or
line of sight to function, except if the line of sight is disrupted with an interfering
material, such as metal. Identification is possible when the cabinet door is closed. The
data from the readers is received by an ESP32-S3 MCU that stores each UID and the
status of the positions. The positions’ statuses are displayed with LEDs.

The system is compatible with the Masterkey software, making the identity of a read tag
equivalent to a detected key that is understandable by the controller unit. The system
serves as an intermediator between the controller unit and the sensors that handle the
data collection and only report changes. When a key is removed or returned, the ESP32
reports a change to the controller unit that initializes an inventory check.

Figure 13 shows a picture of the front of the prototype. The RFID tag is placed on a
hook and drops in front of the reader’s antenna. The reader’s antenna is mounted on a
metal sheet, and the electromagnetic field is shielded by the back of the next position,
preventing collision. Figure 14 shows a picture of the back of the prototype. At the
bottom, the ESP32 is mounted on a breadboard, the other integrated circuit is a
logic-level shifter protecting the 3.3V GPIO of the ESP32 from the 5V output from the
RDM6300 RFID readers mounted above the breadboard. There are holes drilled in the
back of each position to enable the wires to the antennas to be routed to the back. At the
top is a simple LED circuit made on a prototype board, to visualize that a tag is present
at a position.
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Figure 13. A picture of the front of the prototype.
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Figure 14. A picture of the back of the prototype.

4.1 Software

The software for the prototype has been written in C++ by the author and the company
supervisor Per Ola Ingvarsson according to Medarca’s standards using the Eclipse IDE.
The hardware-specific APIs targeting the RDM6300 readers are captured in classes that
handle the data generally, making it possible to change the type of RFID reader without
having to write a new program. A controller API has been implemented, keeping track
of each position’s UID and status, passing information to storage, and communicating
with the controller unit. A flowchart of the program can be found in Appendix 3.

Multiple threads have been implemented successfully using freeRTOS, a big milestone
to reach for the project, as multitasking is an important part of the project's completion
and reliability. The largest interest regarding multitasking would be the part of the
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program reading the tag. The software UART API uses queues as a buffer and pushes
each read bit before dequeuing them, forming a byte. The API for the reader handler
creates a task where the reading loop takes place, allowing continual parallel readings of
each handler instance created without putting the program to a halt when timeouts are
executed. A read takes 64 ms on average which equals 15-16 readings per second,
which leaves 136 ms for reporting the detected key to the controller unit and satisfying
the requirement of a total detection time of 200 ms or less.

4.2 Effect of Metal Proximity

Metal presence makes an impact on the range of possible readings. The range is 35 mm
when unaffected by metal, and noticeably less when metal is introduced. First, a simple
test in a metal environment took place to distinguish the difference between the two
types of RFID readers at the disposal and estimate which kind of reader the project
would benefit most from. Later, a test was performed to measure how much the
presence of metal would interfere with the electromagnetic field, and find what order of
distance that was needed from antennas to metal.

4.2.1 Primary Testing

When testing the different readers inside an open cabinet, it was discovered that the LF
readers, Grove-125 kHz and RDM6300, did considerably better than the HF reader
MFRC522 when placed on the metal [26]. All readers needed some distance to the
metal to function, and the characteristics were changed, especially for MFRC522. The
readers experienced a loss in reading range, but when the LF reader’s functionality
merely attenuated, the MFRC522 range was reduced from about 3 cm to 1 cm, making
the goal of a minimum reading range of 15 cm impossible. In addition to the range
decreasing, the tag now needed to be directly in front of the reader to be detected,
making the antennas align almost perfectly. When MFRC522 was not placed on metal it
had some ”peripheral vision” regarding a tag being registered even though it did not
align perpendicularly to the electromagnetic field, this feature was absent when the
reader was placed on metal. It would show that LF readers also experience a significant
loss in reading range when the metal compartment is tiny. These later tests were not
performed with MFRC522, only LF readers.

4.2.2 Reading Range: Experimental Analysis

The primary tests suggest that LF readers are more suitable than HF readers, though
they merely provide a shallow understanding of what is expected when the readers and
the tags are placed inside the metal compartments. In the tests, a metal sheet is placed at
various distances from the reader, both “in front” of the reader, with the tag between the
reader and the metal sheet, and on the other side, with the reader between the tag and
the metal sheet. This experiment was performed to further understand the effect of metal
on RDM6300. The measured data is presented in a table and graphs in Appendices 10
and 11.
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In the first part of the test, a single metal sheet was placed on the tag side and moved
toward the reader in steps. When the metal is 60 mm from the reader, the reading range
starts to be affected, and at 40 mm the range has dropped by about 11.5%. The next
interesting point is at 20 mm. From here, the tag and the metal are close enough to the
reader for the tag to be found at the maximum distance in the available range. 40 mm is
a divider, as the derivative in the range of 40-60 mm is 0.15, and in the range of 20-40
mm, it is 0.6. The data is presented in Appendix 10 under Test 1 and in the first graph in
Appendix 11.

The second part of the test was to measure how the metal would influence the reader. In
this test, the reading range was unaffected until the 10 mm point was reached, at this
point the reading range started to go down, giving a derivative of 0.6 in the range of
5-10 mm. After the 5 mm point the derivative increases to 2.2. This test strengthens the
observation that a single metal sheet on either side affects the performance until the tag
is within the 20 mm reading range, as suggested in the previous test. The data is
presented in Appendix 10 under Test 2 and in the second graph in Appendix 11.

The final part of the test was very similar to the second part. A metal sheet is still placed
on the reader's side, but the tag was fixed on a metal sheet to measure how metal would
influence the performance when both the tag and reader were affected. The result is
very similar to the previous test, but now there is an offset of about 14-15 mm. When
the metal sheet on the reader side is moved further away than 10 mm, its influence
decreases and the characteristics are determined by the metal sheet on which the tag is
attached. This test sets the boundaries regarding the minimum dimensions of a
compartment. When the reader side metal sheet is right by the reader’s antenna, the tag
cannot be further away than 9 mm, if a metal sheet is also close to the tag. As in
previous tests, it is also suggested that a single metal sheet’s influence reduces the
reading range to 20 mm, but it is also seen that two metal sheets reduce the reading
range to 9 mm. At 20 mm, the range is reduced by about 42% which is acceptable given
the goal of a maximum reduction of 60%, but 9 mm is unacceptable, partly because it is
less than 15 mm, but also because the unaffected range of the specific reader used in the
test was 35 mm, and 9 mm is equal to about 74% reduction. The data is presented in
Appendix 10 under Test 3 and in the third graph in Appendix 11.
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5. Discussion
This section will discuss the results in comparison to other work and theories. The
results show a prototype functioning as intended inside a metal cabinet. The metal is
both the strength and the weakness of this system, it shields the positions from each
other, solving collision and reader-to-reader problems, but it decreases the effectiveness
of the RFID technology, resulting in a significant loss in range.

The strength of this study is the broad perspective. Different aspects of the development
of the prototype can be followed, and both hardware and software are important parts of
this project. The biggest weakness is that the project does not contain customization of
the development boards and stock equipment.

The transition from the Arduino environment has been beneficial for the project. In the
Arduino IDE, most settings are automatically generated, even the system build files.
This can be a good thing, especially if the user is inexperienced with the C-make build
system, but the limitations in the Arduino IDE were too big for the complexity needed.
For instance, Arduino’s software serial API does not allow more than one instance of
the class being created, as the instances share resources. Furthermore, the system
multitasks successfully, creating a reading task for each instance handling an RFID
reader, and communicating with the controller unit. These tasks run parallel throughout
the program. No prewritten example code is included in the prototype software.

The choice to focus on a LF reader using UART instead of a HF reader using SPI was
unexpected and meant that software-based UART needed to be implemented. A good
software UART API proved hard to find, and instead, it was coded from scratch.
However, had the need for this many UARTs been known, another ESP32 would have
been chosen since the ESP32-C3 supports software UART. Furthermore, a lot of time
writing the software UART API could have been used elsewhere, had a HF reader using
SPI been chosen, for instance. As previously mentioned, SPI comes with advantages
such as several peripherals being connected to the same bus, and the use of CS would
have been useful in the event of tag collisions. However, the difference in performance
near metal was too big, and the LF reader was the better choice. In addition, metal
shielding has proved to be an efficient collision prevention method, and there is no need
for the potential use of CS pins.

It would seem that a LF solution is unusual, compared to similar products which often
use UHF systems. Most other products are satisfied with keeping a total inventory, but
the Masterkey design relies on every key having a specific position, making a UHF
solution where a single reader detects every key in the cabinet unsuitable.

M. del Carmen León-Araujo, E. Gómez-Inhiesto, and M.T. Acaiturri-Ayesta present a
medicinal cabinet with similarities to Masterkey [27], though a significant difference is
that the medicinal cabinet’s inventory system is far more complex since inventory stock
and expiration dates are logged. Both cabinets identify tagged objects and tie extractions
to a personal passcard, making the security aspect rely on traceability. The medicinal
cabinet reduced stock-outs and stock mismatches to 0% and the total allocation time
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was reduced by 58%. Stock-outs are not comparable to Masterkey, since a key cannot
go out of stock, but stock mismatches are comparable. The Masterkey cabinet does not
have to aim for a 0% mismatch, the design compels the user to return the key in a
specific position, making anything other than 0% impossible.

Another similar example is the previously mentioned tool identification cabinet
proposed by Shan Li, Lei Zhang Yingzhi Zou, and Li Li [7]. This system is also based
on UHF technology which monitors tools. The cabinet has “auxiliary cabinets” where
tools belong and are identified, much like Masterkey. The difference is that Masterkey
only identifies one object per compartment, and these are not a fully shielded auxiliary
cabinet, but rather semi-open positions shielded from each other.

Most of these products are compared to manual administration, which this project is not.
The goal of this project has not been to reform a sensorless cabinet to a smart cabinet
but rather to develop the sensor elements in an already automated product. This makes
the comparison in time consumed by the administration or operation uninteresting
because this will likely not differ from the existing Masterkey design.

The choice of a LF RFID system with individual antennas in each position is
questionable when studying similar products, especially since the RDM6300
development board’s quality is quite irregular. However, a full-scale prototype would
not use development boards, instead, the components for the total number of readers of
a whole module (for instance 5 readers) would be integrated into a printed circuit board
(PCB) and the antennas would not be the stock antennas belonging to the development
board, but antennas designed to operate optimally according to the conditions inside the
cabinet. The more popular UHF solution with a single UHF reader identifying every tag
might be the better choice. However, this would need to be combined with some kind of
position-sensing element if the core design for Masterkey is to be maintained, and the
idea of a single sensor for identity and position would be unobtainable.

5.1 Metal Proximity Effect: Insights and Comparisons

The metal proximity experiments show that a minimum reading range of 15 mm is
achievable, it all depends on the amount of distance between antennas and metal. If the
reader antenna is placed 6 mm from the metal, a tag can be detected 15 mm away from
the reader, even if it is right by the opposite metal sheet. This is not an absolute truth,
however. The readers differ from each other, and some are much more sensitive to the
proximity metal. One aspect of the difference is the antennas, but there is also a
difference elsewhere. When swapping antennas between the best and the worst reader
the best becomes slightly worse, and the worst becomes slightly better. However, when
comparing measurements on the readers using a multimeter, the values are identical.
This could indicate that the impedance matching between the reader and the reader’s
antenna is not in all cases optimal. Suppose the best reader and its antenna have the
same resonant frequency of 125 kHz, they are completely matched. Furthermore,
suppose the worst reader’s resonant frequency is lower than 125 kHz, let’s say 124 kHz
and its antenna has a higher resonant frequency, 126 kHz. This pair is not perfectly
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matched, but reading a tag is still possible. Should the antennas be swapped between the
readers, both would be unmatched by their antennas, but equally unmatched, from a
resonant frequency difference of 0 and 2 to 1 and 1.

Jaco Prinsloo and Reza Malekian suggest that the reading range can be significantly
increased by optimizing the antenna coils on both the reader and the tag side [28]. This
does not come as a surprise, since both antennas depend on the same resonant
frequency. A larger reader antenna coil will induce a larger electromagnetic field, and a
larger tag antenna coil will intercept more magnetic flux, but this does not necessarily
generate a greater voltage. When increasing the size of the antennas, the resonant
frequency can be affected, which would require the rest of the circuit to compensate for
the alteration, for instance, by adjusting the capacitor values. Furthermore, a larger loop
antenna may decrease the field strength, especially near the antenna where the field
strength is inversely proportional to the radius of the loop antenna. To keep the field
strength at the same level, the antenna needs to be compensated, for instance, by
increasing the number of loops. In the paper, a commercial tag is compared to
custom-designed antennas, increasing the reading range from 11 to 30 cm.

Xianming Qing and Zhi Ning Chen present that the induction is indeed reduced when a
metal plate interferes with the antenna [25,29]. The interference increases as the
distance between the antenna and the metal decreases, as also suggested in the test
performed in this project. In their experiments, the reader’s antenna is equipped with a
metal plate to alter the detection range and purposely constrain reader-to-reader
interference. An interesting result is that the resonant frequency is also affected when
metal blocks the magnetic flux. Even though the frequency shift can be predicted
through calculations, it forces the equipment to alter the working frequency, which can
negatively affect the performance. It is also suggested that the metal plate’s size changes
the characteristics, not only the distance between the metal and the reader, however, the
metal plate size does not exceed the antenna’s size much in their experiments, as a
further increase only affected the results slightly. The metal plates or sheets used in the
Masterkey project are much larger than the antennas and can be compared to a fully
covered antenna. The prototype was built using a backplate for a Medarca-specific
cabinet, whose dimensions were set before starting the project.

When comparing the measured ranges presented by Xianming Qing and Zhi Ning Chen
in their experiments, the results are similar to what has been found in the experiments
presented in this report. However, they are only interested in the “metal-backed”
antenna, which is called a metal sheet on the reader side in this report. Therefore, the tag
side cannot be compared to their work. Furthermore, they have not used a LF reader, but
a HF system operating at 13.56 MHz that also has access to more power, specifically an
Omron HF reader (VS 702S) with 4W output, which makes the exact numbers different.
RDM6300 typically consumes less than 1W, about 0.25W, making it considerably less
powerful than the Omron reader. For comparison, the HF reader MFRC522 tested for
this project has even less power, typically about 0.1W. The distance between the
reader’s antenna and the metal sheet will be called “separation” for the sake of using the
same terminology.
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Xianming Qing and Zhi Ning Chen present that when the separation was 25 mm, a tag
could be detected 400 mm away. At 5 mm separation, the range had been reduced to
250 mm, a reduction of 62.5%. The RDM6300 started experiencing a loss in detection
range when the separation was 10 mm, and the unaffected reading range was 35 mm. At
5 mm separation the range was reduced to 31 mm (88.6%), and at 1 mm separation, the
range had been reduced to 20 mm, giving a maximum reduction of 57.1%. Considering
the significant difference in power rating, it would seem that selecting a LF reader for
the project was a good choice.

5.1.1 Gain Reduction

The antenna “gain” in these small loop antennas is most likely not gain but attenuation,
meaning the linear gain is positive but less than one. The exact antenna gain of the
reader’s and the tag’s antennas is unknown, however, Friis’ equation (2.11) can still be
used to calculate the total antenna gain ratio. Considering the transferred power 𝑃

𝑡

constant, and the received power at the maximum reading range as a threshold value𝑃
𝑟

equal to the required power for the tag to transmit, that would be unchanged regardless
of the interference. This gives the correlation as shown in equation (5.1).
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Where is the unaffected total antenna gain, and is the antenna gain when𝐺
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the system experiences metal interference. The only known parameters are the measured
distances and from experiments. However, it is sufficient if the sought outcome is𝑑
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how much the total antenna gain decreases with interference, as shown in equation (5.2)
when simplifying the expression given by (5.1).
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Note that the equation is simplified since the wavelength is considered equal in both
situations (125 kHz). In reality, the metal interference will alter the resonant frequency
and wavelength, according to Xianming Qing and Zhi Ning Chen [25]. This is shown in
equation (5.3).

(𝑑
2
λ

1
)2

(𝑑
1
λ

2
)2 =

𝐺
𝑟2

𝐺
𝑡2

𝐺
𝑟1

𝐺
𝑡1

(5.3)

The metal interference experiment presented the reading range without interference
and the reading range with the most interference . This𝑑

1
= 0. 035𝑚 𝑑

2
= 0. 009𝑚

would mean the total antenna gain decreases with a maximum factor of
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. The requirement for the lowest allowed reading range0.0092

0.0352 ≈ 0. 066 𝑑
2

= 0. 015𝑚

gives a decreasing antenna gain factor . This would mean that in the case0.0152

0.0352 ≈ 0. 18

of a minimum reading range of 0-15 mm, the proximity metal decreases the total
antenna gain by over 80%, and most of the power will be consumed by the interference,
reflected and absorbed by the metal.

5.2 Social Requirements

This project aims to further develop the Masterkey series by Medarca, a company that
strives to improve working conditions in other workplaces. Medarca’s products are
mainly designed for assisted living and remove unnecessary administrative chores when
handling keys, medication, or mobile phones, allowing more time to be dedicated to
actual care.

To trace user interaction, a database must store personal information, however, this
information is neither sensitive nor stored for an excessive amount of time. Medarca
follows the General Data Protection Regulation (GDPR) and the International
Organization for Standardization (ISO) 27001 and 9000, which includes a systematic
workflow and safety of information [30], and quality [31].

During a yearly service, the batteries for the clock are replaced and the accumulator is
maintained, as are mechanical parts such as the lock and the hinges. These parts are
unrelated to the RFID project and will not be improved by it. However, the most
common part to be replaced during maintenance is the iButton sensors, which the
RDM6300 RFID reader replaces. The RDM6300 readers used in this project are
produced by the Malaysian company HandsOn Technology, which means that distant
shipments will not be completely avoided. However, with the extended life span of the
sensors inside the cabinet, it will likely be reduced, as will production materials.
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6. Conclusion
This project presents an approach to RFID that does not use the popular UHF
technology but LF readers. Each position is equipped with an antenna connected to a
RFID reader, and metal shields ensure collisions and reader-to-reader interference do
not influence the performance. The prototype’s best reader has a range of 0-15 mm, but
the worst has less. However, when the antennas are mounted 5 mm away from the direct
metal, as in the prototype, no reader’s range is decreased by more than 60%. A tag’s
identity and position are detected in an average of 64 ms.

The system is compatible with the Masterkey software, to allow the ESP32 to handle
the data from the RFID readers and communicate with the controller unit, creating a
peripheral system that reports inventory changes, relieving the controller unit of data
collection tasks.

The limitations of the LF readers have proven useful when using a single sensor for
identification and positioning in a small space, but further testing, especially when the
system grows is essential. It would also be interesting to pinpoint the source of
derivation in reader performance. Future work might consider exploring antenna design.
The stock antennas for the RFID readers have been used in this project, but many
possibilities come with a more fine-tuned antenna and resonant circuit, as well as a
more complex antenna design.

The conceptual prototype designed is merely the beginning of a system that could be
implemented in a future Masterkey cabinet. The further development of this project will
hopefully take Medarca to a higher technological level, it has undoubtedly elevated my
technological understanding.
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Appendix
1. Information regarding iButtons.

○ Here follows an informative technical article regarding the device
iButtons. The article discusses some applications of the device, how it is
constructed, and how the interface works. In addition to this, the article
also includes information regarding durability, pricing, advantages, and
disadvantages.

○ Link to the article: What Is an iButton Device?

2. Datasheet for iButtons.

○ This document contains the technical specifications of the iButton
device. The document includes a general description, example
applications, and features. Information regarding electrical
characteristics, physical dimensions, and hardware configurations can
also be found. Furthermore, a detailed description of the 64-bit ROM and
the wiring is included.

○ Link to Datasheet: iButtons Datasheet

3. Flowchart of the software.

○ This flowchart illustrates how the program is designed. Before the main
thread is executed, a global RFID Controller class is declared. This class
contains the RFID Handlers and the LEDs indicating a tag's presence.
The RFID Handler class contains the RFID readers and handles the read
data more generically. The RFID reader class relies on the implemented
software UART to read data. The handler creates tasks for reading each
reader, and if a position changes a callback is made to the Controller that
sets the LED accordingly, updates the storage class, and reports to the
controller unit. The main thread calls a class handling the communication
to the controller unit. This class relies on hardware UART and creates a
task dedicated to receiving information from the controller unit. When a
question is asked, it is answered accordingly.
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○

4. Datasheet for the RFID reader MFRC522.

○ In this document, the functionality and specifications for MFRC522 can
be found. The datasheet presents differences between versions, general
information regarding the product, what kind of technology and RFID
tags are compatible with the product, reference data, and block diagrams
for the structure of the product. The document also provides information
regarding pinout, thermodynamics, communication protocols, and the
product's peripheral systems, for instance, CRC coprocessor, FIFO
buffer, timers, and other registers. There are examples of applications
and testing. History, legal information, and contact information for the
company NXP Semiconductors N.V. can also be found in the document.

○ Link to Datasheet: MFRC522 Datasheet
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5. Datasheets for the RFID reader RDM6300.

○ The following documents contain information regarding the RFID reader
RDM6300. The documents regard technical specifications, for instance,
frequency band, the rate of communication, tag compatibility, and basic
applications. In addition, examples can be found regarding the use of the
product in the context of the Arduino MCU and IDE in terms of circuit
schematics and code snippets. Furthermore, information can be found
regarding packaging, pinout, and general information regarding the
company Handson Technology and its other products. A circuit
schematic is included in the datasheet from Rajguru Electronics.

○ Link to Datasheets: RDM6300 Datasheet; Handson Technology,
RDM6300 Datasheet; Rajguru Electronics

6. Datasheet for the RFID reader Grove-125 kHz.

○ This document contains further technical specifications regarding the
Seeed Studio Grove-125 kHz RFID Reader. The document starts with a
disclaimer and copyright information and continues with general
information regarding the reader's communication protocols and tag
compatibility. Information about allowed power supply voltages,
working frequency, and sensing range can be found. In addition to this,
there are examples of basic applications with different communication
protocols, and code snippets.

○ Link to Datasheet: Grove-125 kHz RFID Reader Datasheet

7. Datasheet for EM 4100.

○ This document contains information and technical specifications
regarding the EM 4100 by the company EM Microelectronic-Marin S.A.
The document provides information regarding maximum ratings,
operating conditions, and electrical characteristics. Block diagrams
representing the system principle and design can be found. Different
encodings are explained, and physical dimensions are presented. Lastly,
support and disclaimer information are available.

○ Link to Datasheet: EM4100 Datasheet

49



8. User Guide for ESP32-S3.

○ This documentation is a user guide for a development kit based on
ESP32-S3 by the company Espressif. The guide provides information
regarding getting started with the product, but also more advanced
information. The documentation includes a description of
user-interacting components, different versions of the board, retail and
wholesale orders, hardware references with a block diagram, and power
supply options. In addition to this, a thorough explanation regarding the
pins, and pin layout can be found, and links to hardware and software
setup walkthroughs are available.

○ Link to the User Guide: ESP32-S3 User Guide

9. Datasheet for ESP32-S3.

○ The following document contains information regarding the ESP32-S3.
It provides an overview of the product with a block diagram and
specifies its features. Examples of applications can also be found. The
document includes a comparison of different models of the MCU,
information regarding the pins, and a description of functionalities,
electrical characteristics, and packaging. In addition, there are links to
other documents related to the product and contact information. Lastly, a
Revision history, a disclaimer, and a copyright notice are provided.

○ Link to Datasheet: ESP32-S3 Datasheet
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10. Table with data from metal proximity experiment.

○ This table contains the numerical data of the measured reading range
when metal sheets interfere with the reader and the tag. In the first test, a
single metal sheet is placed at various distances on the tag side, in the
second test a single sheet is placed on the reader side, in the third test the
tag is fixed on a metal sheet, and another sheet is placed on the reader
side.

○

11. Graphs of the metal proximity experiment.

○ The graphs illustrate the position of the reader, the tag, and the metal
sheet in the experiments. The reader’s position is used as a reference
point and is kept at y = 0. The x-axis is unitless.
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