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Abstract  

Cybercriminals' digital threats to security are increasing, and organisations seek smarter 
solutions to combat them. Many organisations are using artificial intelligence (AI) to protect 
their assets. Statistics show that the adoption of AI in cyber security worldwide has grown 
steadily over the past few years, demonstrating that more and more companies are searching 
for more effective methods than traditional ones. At the same time, some are cautious about its 
implementation. Previous research shows this is a topic of discussion in the cyber security 
branch. Researchers seek to understand further how AI is used, uncovering how it may benefit 
security and the challenges organisations face. Sweden is a country known for its high level of 
technological advancement and innovation, and it has seen a particularly significant increase in 
the integration of AI in cyber security practices. Using semi-structured interviews as the 
primary research method, a diverse range of companies, were interviewed regarding their 
viewpoints on the topic, both those implementing AI-based cyber security solutions and those 
who do not. The research objectives were to examine how companies in Sweden understand 
and perceive AI in cyber security, identify their perceived risks associated with any potential 
opportunities with AI adoption, and explore possible future developments in the field. Through 
in-depth interviews, participants discussed their experiences, concerns, and expectations 
surrounding the topic, showing anywhere from mixed to negative opinions from companies not 
utilising AI cyber security. This study shows how more research is needed to advance our 
understanding of AI cyber security and how it is implemented in companies. The study 
concludes that when showing interest in strengthening their security with the help of AI, 
organisations should consider the ethical and legal issues as well as the importance of choosing 
the right AI solutions. Professionals recommend AI implementation for companies wishing to 
increase cyber security defences in the rising and ever-changing cyber threats landscape. 

 

Keywords: AI, Cyber Security, qualitative research, semi-structured interviews, perceptions, 
risks, opportunities, ethical considerations, legal implications, responsible AI deployment. 
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Abstrakt  

Cyberbrottslingarnas digitala hot mot säkerheten ökar, och organisationer söker smartare 
lösningar för att bekämpa dem. Många organisationer använder artificiell intelligens (AI) för 
att skydda sina tillgångar. Statistik visar att användningen av AI inom cybersäkerhet världen 
över har ökat stadigt under de senaste åren, vilket visar att allt fler företag söker efter mer 
effektiva metoder än de traditionella. Samtidigt är vissa försiktiga vad gäller AI:s 
implementering. Tidigare forskning visar att detta är ett diskussionsämne inom 
cybersäkerhetsbranschen. Forskarna vill förstå mer om hur AI används, hur det kan gynna 
säkerheten och vilka utmaningar organisationerna står inför. Sverige är ett land som är känt för 
sin höga nivå av teknisk utveckling och innovation och man har sett en särskilt betydande 
ökning av integrationen av AI i cybersäkerhetspraxis i landet. Med hjälp av semistrukturerade 
intervjuer som primär forskningsmetod intervjuades en rad olika företag om deras syn på ämnet, 
både de som implementerar AI-baserade cybersäkerhetslösningar och de som inte gör det. 
Målet var att undersöka hur företag i Sverige förstår och uppfattar AI inom cybersäkerhet, att 
identifiera deras upplevda risker i samband med eventuella möjligheter med AI-adoption och 
utforska möjlig framtida utveckling inom området. Genom djupintervjuer diskuterade 
deltagarna sina erfarenheter, farhågor och förväntningar i ämnet, som visade allt från blandade 
till negativa åsikter från företag som inte använder AI i cybersäkerhet. Studien visar att det 
behövs ytterligare forskning för att öka vår förståelse för AI-cybersäkerhet och hur den ska 
implementeras i företag. Studien drar slutsatsen att organisationer som visar intresse för att 
stärka sin säkerhet med hjälp av AI bör ta hänsyn till etiska och juridiska frågor samt vikten av 
att välja rätt AI-lösningar. Experter rekommenderar att AI implementeras för företag som vill 
stärka sin cybersäkerhet i det ständigt ökande och föränderliga cyberhotslandskapet. 

 

Nyckelord: AI, cybersäkerhet, kvalitativ forskning, semistrukturerade intervjuer, 
uppfattningar, risker, möjligheter, etiska överväganden, rättsliga konsekvenser, ansvarsfull 
användning av AI. 
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1. Introduction 
Cyber security has become essential for anyone who uses technology today as technology 
continues to become more involved in all aspects of our daily lives [1]. With the increasing 
adoption of digital platforms and solutions, the need for cyber security measures to protect 
against rising cyber threats has become increasingly important. Cyber security aims to protect 
and safeguard devices, networks and data from unauthorised access, threat and damage from 
any cyber-attack or threat [2]. The field of cyber security is evolving rapidly, and with new 
threats and vulnerabilities emerging each day, companies and individuals must be vigilant and 
stay ahead of the attackers who seek to harm their safety. Many organisations and governments 
have set their sights on more advanced and intelligent solutions to combat these emerging 
cybercrimes, Artificial Intelligence [3] [4]. 

Artificial Intelligence (AI) in recent years has become an increasingly prevalent technology in 
many industries such as healthcare, finance, transportation, entertainment, and so much more 
are using the power of this technology to advance their operations [4]. With its ability to 
automate complex tasks and make predictions based on large amounts of data it was trained on, 
AI has, in many ways, transformed how many businesses operate and how people live their 
daily lives [5]. Several advances in AI can make it more powerful and valuable for businesses 
and organisations. One of the most important is the ability of AI systems to learn and improve 
over time through techniques such as Deep and Machine Learning [6]. These techniques are 
used to analyse and interpret data and make predictions and decisions about new data it 
encounters, learning even more each time. With the increasing amount of data available, AI 
systems can be enabled to remember from large and varied data sets, which with the help of 
machine learning, allows the AI to make faster decisions on specific tasks and even make 
predictions on future tasks based on the date it has been given and how it has learned. 

Particularly in the cyber security branch, an AI could learn from past threats and attacks on the 
organisation to predict future threats, detect them and prevent them before they could damage 
an organisation. An AI would continuously be able to scan for any abnormal activity or flaws 
in the system, which would reduce the vulnerabilities that threat actors could exploit [7]. 

Organisations worldwide have fully embraced AI as a valuable member in their business and 
also their security, seeing it as an asset in their defence against cybercriminals who would wish 
to harm their safety [8] [9]. Though the same could not be said for most companies in the 
developed world, many are still trying to decide whether to adopt AI in their business, much 
less their security, seeing it as too expensive of an investment or simply out of lack of trust [8] 
[9]. 

This thesis explores how AI may be used in the cyber security sector. Previous works aimed to 
illustrate the objectives, risks, and opportunities of by analysing articles and reports on the 
subject. However, this thesis involves gathering perspectives from companies utilising the 
technology in this sector and what risks and opportunities may be when adopting these smart 
technologies. 

 

  



 

2 
 

  



 

3 
 

2. Background  

2.1 Cyber security 

Cyber Security is a technology, process, and practice of protecting networks, devices, 
programs, and data from attacks, damages, or unauthorised access [1]. Cyber security 
involves many different forms of security, such as physical, network, application, and 
information security [10]. 

 Physical security is the protection of an organisation's physical assets: the buildings, 
equipment, personnel, and so forth [10]. 

 Network security focuses on securing the various networks used by the organisation: 
the Internet, intranets, local area networks (LANs), and virtual networks [10]. 

 Application security involves securing the various software applications an 
organisation uses:  web applications, mobile applications, and desktop applications 
[10]. 

 Information security involves protecting the data and information that an 
organisation collects and stores: customer data, personnel data, financial data, and 
intellectual property [10]. 

 
Combined, all these forms of security work to create an all-inclusive cyber security strategy 
that helps protect an organisation's assets and customers from cyber-attacks. 
 

2.1.1 Rising cybercrimes 
The rate of cybercrime has heavily increased over the past years, posing significant challenges 
for businesses and industries worldwide. According to the latest 2023 report of cybercrime 
statistics by the AAG [2], a U.K. based IT support company that offering IT support services 
and cyber security, they project the global cost of cybercrime will reach an enormous sum of 
$10.5 trillion by 2025. The statistics showed that phishing1 attacks were the most common form 
of cyberattack, accounting for roughly 90% of all data breaches, followed by ransomware2 
attacks, where the average ransoms rose to $220,298 in 2021. These crimes have evolved into 
a lucrative industry, with estimates suggesting that cybercriminals earn as much as $1.5 trillion 
annually. Small businesses were shown to be a particularly favourable target for criminals and 
are increasingly at risk, with 43% of all cyberattacks targeting them, seeing them as low-risk, 
high-reward targets [2]. 

According to another report by Check Point Research [11], a research publication which 
provides reports on cyber threat intelligence, the rate of cyber-attacks increased by 38% from 
2021 to 2022. The statistics showed that each continent had seen an increase in attacks since 

 
1 Phishing attacks are a type of online communications attack which involves sending fraudulent e-mails or 
other communication in the hope of stealing sensitive information to those who click on them. From: 
https://www.cisco.com/c/en_in/products/security/emAIl-security/what-is-phishing.html  
 
2 Ransomware is a type of malicious software that prevents access to user files or systems, normally through 
encryption. This is done to retrieve money from the user, usually in the form of cryptocurrency. From: 
https://www.ncsc.gov.uk/ransomware/home 
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2021: North America with an increase of 52%, Latin America at 29%, Europe at 26%, Asia-
Pacific at 22%, and Africa by 4%. In terms of the number of weekly attacks, the report shows 
that it has reached an all-time high with 1168 attacks by global average. Going by individual 
continents, they showed that Africa experienced the most weekly attacks per organisation at 
1875 attacks, followed by APAC at 1691 weekly attacks.  

Many sectors of operation were subject to these crimes: government and public, education, 
retail, healthcare, financial, technology companies, and manufacturing [2] [11].According to a 
2023 index report by International Business Machines Corporation (IBM), the sectors of 
industries most affected by cyber-attacks are manufacturing at 24.8%, flowed by finance and 
insurance at 18.9%, and professional, business and customer services at 14.6% [12] [13]. The 
manufacturing sector faces threats related to intellectual property theft and disruption of 
operations and is usually seen as an attractive target because of its low tolerance for downtime. 
The financial and insurance sector attracts cybercriminals due to their wealth, financial gain, 
and customer data, which can be used to perform additional threats to individual citizens. 
Professional, business and customer service in a similar case is the subject of target due to their 
customers' sensitive information.  

AAG shows that there have been various high-profile attacks in the last few years, including 
breaches targeting major companies like JBS S.A., Robinhood, Uber, and Nvidia, and even 
critical institutions such as the National Health Service (NHS) in the U.K. and Costa Rica's 
government bodies and healthcare services [2]. 

These incidents demonstrate the pervasive nature of cyber threats and the need for robust cyber 
security measures to protect sensitive data and infrastructure. As cybercrime continues to 
expand, organisations must implement robust cyber security measures to protect their valuable 
data and resources. 

2.2 Artificial intelligence  

Artificial Intelligence refers to a broad range of technologies which are used to perform a 
number of tasks or assignments that would usually be done by a human but are instead 
performed by a computer system or machine [5]. AI is categorised as a smart technology 
that can correctly interpret external data, learn from this data, and then use it to achieve 
better efficacy in its task through flexible adaptation. It is used in various applications such 
as natural language processing, image and speech recognition, autonomous vehicles, 
predictive analysis, fraud detection, and medical diagnosis. 

In theory, there are three different categories of AI technology:  

 Artificial Narrow Intelligence (ANI): ANI is the current standard form of AI 
designed to perform a specific task or purpose within a limited scope. Examples of 
ANI include image and facial recognition systems, autonomous cars, chatbots, and 
robots [6]. 

 Artificial General Intelligence (AGI): AGI is a more advanced form of AI designed 
to perform tasks at a human intellectual level. This type of AI is still largely 
theoretical and is not currently achieved, although researchers are working towards 
developing it [6]. 
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 Artificial Superintelligence (ASI) is an AI system that surpasses human Intelligence 
in all areas and has the potential to learn and improve at a much faster rate than 
humans. This type of AI is also still largely theoretical. However, some researchers 
believe it could be achieved by developing advanced technologies such as quantum 
computing [6]. 

  

AI often automates tasks, improves efficiency, and makes predictions based on large datasets 
and has a wide range of applications in fields such as finance, learning, transportation, 
scientific research, healthcare, and cyber security [5] [6][15]. 

 

2.2.1 AI technologies  
A subset of AI is Machine Learning (ML), which allows computers to progressively learn and 
improve from past experiences, tasks and decisions, which it was not explicitly programmed 
for but developed through its learning algorithms [6]. ML is based on the idea that machines 
can learn from data, identify patterns, and make new decisions. These algorithms can be used 
in a variety of applications, from predicting weather patterns to recognising objects in photos. 
These learning capabilities means that ML algorithms can make predictions and decisions that 
become more accurate and reliable than those made by humans or traditional computer 
program. With these algorithms, ML can automate and streamline many processes, resulting in 
a reduction of costs and an overall increase the efficiency [14]. 

An advanced machine learning technique used today is Deep Learning (DL), which uses 
complex neural networks to simulate the behaviour of a human brain [14] [15]. These natural 
networks are designed to learn at a much faster rate while working with larger amounts of data 
to perform analytical and physical tasks without the need for human intervention. One example 
of DL application is image recognition, where the algorithm is trained to identify specific 
features in an image to better detect its content [15]. 

In both ML and DL there are multiple types of learning paradigms3 that they use to acquire 
knowledge, perform tasks and decisions, and make predictions. These paradigms outline the 
fundamental ways and techniques employed to facilitate learning processes [14] [16] [17]. 

Some of the commonly used and recognised techniques include: 

 Supervised Learning – Often the most common learning paradigm, supervised 
learning uses labelled or known input-output pairs to map functions. Using this 
technique, it can predict output for unseen inputs based on provided labelled data. 
Examples of supervised learning are Language translation, Speech recognition, and 
Spam email detection [16] [17]. 
 

 Unsupervised Learning – Involves learning from unlabelled data without knowing the 
input-output pairs. Unsupervised learning aims to discover patterns, structures, or 
relationships within the data [18] [19]. Examples of unsupervised learning are anomaly 
detection, image clustering, and recommendation systems. 

 

 
3 Paradigm - A framework containing basic assumptions, ways of thinking, and methodology that are 
commonly accepted by members of a scientific community. From: https://www.dictionary.com/browse/paradigm 
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 Semi-supervised Learning – Seen as the combination of supervised and unsupervised 
learning, semi-supervised learning utilises a smaller number of labelled datasets and a 
larger amount of unlabelled data to improve learning performance. Using this technique, 
it can capture underlying patterns in the data by selecting the most informative instances 
in the query [17]. Examples of semi-supervised learning are medical diagnosis, 
document classification, and video content analysis. 
 

  Reinforcement Learning – An agent, usually a robot, learns by taking actions and 
receives observations based on its performance. The action by this agent is performed 
randomly until it has come to a point where it has performed correctly, it is seen as a 
trial-and-error strategy of learning new things [17]. Examples of reinforcement learning 
are game playing, robotic control, and portfolio management. 

2.3 AI in Cyber security  
AI can positively impact cyber security with its ability to detect anomalies and patterns that 
would otherwise go unnoticed by human analyses, which results in improved speed and 
detection of threats with improved accuracy. It can also automate certain tasks, such as patching 
vulnerabilities and blocking malicious traffic, allowing human analysts to focus on more 
complex threats [20]. With the help of Machine learning, it could provide predictive analysis, 
identifying potential threats before they occur and enabling proactive measures to be taken. By 
Learning from past attacks or similar attacks on other companies, AI-based security can adapt 
to become even more efficient in defending against new threats through learning. 
 

2.3.1 Companies using AI cyber security 
According to a 2021 report published by Grand View Research, Inc. of the global artificial 
intelligence cyber security market, the market size is expected to reach 38.2 billion US dollars 
by 2028 [8]. The report shows the increasing adoption of AI in cyber security solutions, 
particularly in threat intelligence, fraud detection, and predictive analytics. They mention the 
growing demand for cloud-based cyber security solutions and the importance of collaborations 
and partnerships between AI vendors and cyber security providers to enhance the overall 
security posture. The report analyses the market size through a global context, covering various 
regions around the world, including Europe, Asia Pacific, North America, Latin America, the 
Middle East, and Africa, providing insights into the market trends, opportunities, and challenges 
in each of these regions, showing North America as the largest market in terms of revenue share 
at 37.1%. From the report they mention market is expected to grow at a compound annual 
growth rate (CAGR) of 23.3% from 2021 to 2028, which tells us that rate of adoption of AI-
Based cyber security solutions will continue to increase and become more widely used [8]. 

IBM 

The security community within IBM sees AI as an important advance in cyber security. The 
company believes that using AI can improve protection against cyber threats by automating 
threat detection and helping to prevent and manage cyber-attacks. IBM sees AI not as a 
replacement for human workers but as an assistant helping with routine tasks. According to 
them [21], AI will be able to transform how we view security work, utilising machine learning, 
natural language processes, and automation AI may identify patterns, enhance data analysis, 
mine text data, and automate the tasks that most workers see as tedious and time-consuming, 
leaving these workers to do more important things. IBM has also developed several AI-powered 
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security tools and services to help companies protect themselves against cyber threats. Some 
examples include Watson, Sogeti Luxembourg, and RGS Nordic [21]. In addition, IBM is a 
member of the Partnership on AI, a non-profit organisation that Aims to promote the 
responsible development and use of AI [18]. Partnership on AI also includes well-known 
companies such as Microsoft, DeepMind, Amazon, and OpenAI, among others4. 

Cisco 

Cisco strongly focuses on AI and ML and has made significant investments in these areas in 
recent years. Cisco has developed several AI and ML-based products and solutions aimed at 
helping customers find threats in their networks, keep browsing secure, provide malware 
protection, and protect data in the cloud. Some of these solutions include Cisco Secure, Cisco 
Encrypted Traffic Analytics (ETA) and Cisco DNA Center. Cisco is positioning itself as a 
leader in AI and ML in the networking and communications industry [23]. 

Darktrace 

Darktrace provides AI-based security solutions for threat detection, investigation, prevention 
and response. The company uses AI and ML algorithms to detect and respond to cyber threats 
in real-time, using these techniques to detect previously unknown threats. They offer a multi-
tier AI-based approach to provide comprehensive protection against cyber threats categorised 
in the steps: Prevent, Detect, Respond and Heal [19]. Their main product, Enterprise immune 
systems, includes advanced ML algorithms to detect unusual behaviour and anomalies in the 
system to prevent unpredictable attacks [20]. 

CrowdStrike 

CrowdStrike provides a leading cloud-native endpoint protection platform built on AI, which 
they use to give real-time threat intelligence and instant response [21]. Their most famous 
product is their Falcon platform which provides a next-generation antivirus technology with 
endpoint detection and responses, malware research capabilities, identity protection, and 
sandboxing, providing 24/7 complete protection. They describe Flacon as a lightweight, 
scalable platform to meet the rapidly changing cyber security environment. 

Deep Instinct 

Deep Instinct uses DL to provide a sophisticated and advanced approach to cyber security to 
predict, identify, and prevent cyberattacks in real time. Their most famous platform includes 
the Deep Instinct Prevention for Applications, using AI to identify known and unknown zero-
day threats in a matter of milliseconds, with an accuracy of 99% compared to a 0.1% false-
positive [27]. Deep Instinct currently has the only DL-based cyber security framework 
developed and is leading the market in developing faster solutions to stop malicious attacks 
[28]. 

 

 

 
4 Partnership on AI has 105 members around the globe 
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2.4 Distrust in AI 

In normal AI, a developer reviews a particular result or decision but does not always 
understand what has led to this specific decision, why it is what it is, or why parameters lead 
to its execution [22]. Most of the time, not even the machine learning algorithm developers 
know the results. This decision-making process is often referred to as a "black box"; the input 
and output are known to the researchers; however, which parameters and functions came to 
the final decision are difficult to understand [5] [22]. The issue of AI bias can result from 
biased training data or programming by developers and erode trust in AI systems. The 
development of frameworks to address these issues is underway, but it is a complex topic with 
no universally accepted ethical system for AI. Even with a clearly defined ethical system, 
machines may be imperfect ethical actors because they cannot feel emotional consequences 
like humans. AI technicians are making progress toward identifying and mitigating the origins 
of bias, but additional progress is still needed in the trustworthiness of AI systems [22]. 

A global study was conducted by the University of Queensland and KPMG Australia [9] on 
whether people trust AI. Their results found that 41% of respondents said they trust AI, while 
59% said they do not. In terms of the AI use cases in industries or everyday life, they found that 
the most trusted fields were medical diagnosis (44%), self-driving cars (34%), and cyber 
security (31%). While the least trusted use cases for AI were job candidate selection (9%), 
media content moderation (7%) and dating apps (5%). When explicitly asked whether they 
considered AI a threat to human jobs, 56% of respondents believed that AI had the potential to 
create more jobs than it would replace, while 44% believed it would be a threat to many 
positions. They found that factors such as age, education level, and familiarity with AI 
influenced these opinions, with younger individuals with higher education being the group most 
likely to trust AI. Additionally, the study found that respondents from China (82%) and India 
(67%) were more likely to trust AI than those from the US (25%) and Japan (24%), meaning 
that cultural differences can be another factor in trusting AI [9]. 

A paper by Larsson and Heintz [29] explores the concept of transparency in the context of AI. 
The authors argue that transparency is a fundamental aspect of AI that is essential for building 
trust and promoting the responsible use of AI. They suggest that transparency can be achieved 
through different means, such as explainability, interpretability, and audibility. The authors 
point out that the lack of transparency in AI systems can have serious implications, particularly 
in areas where decisions made by AI systems have a significant impact on people's lives, such 
as healthcare and criminal justice. They argue that without transparency, it is difficult for users 
to understand how AI systems work and make informed decisions about their use. Furthermore, 
transparency is essential for identifying and addressing biases and errors in AI systems to create 
more effective solutions. 
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2.4.1 Explainable AI 

Explainable AI (XAI) is a subset of AI that seeks to bridge the gap between human 
understanding and machine learning by creating more transparent, understandable, and 
interpretable algorithms and models for those using them. XAI aims to educate and inform 
teams to help them understand how and why the decisions are the way they are, the factors 
behind these decisions, and the argument for why it was made [23] [24]. 

Normal AI models can drift, which can degrade over time because production data differs 
from training data. Since the analysts don’t quite understand what is happening in the 
algorithm, it is natural that they do not understand why it is drifting either; by using 
Explainable AI, you can analyse your model and generate alerts when models deviate from 
the intended outcomes and perform inadequately [23]. However, since, in this case, analysts 
are more aware of the results, they can better understand why it is deviating. 

While XAI may be a more trustworthy form of AI, it may be a mixed blessing in that it could 
be used against us just as easily as it helps us understand the decision it makes. Mashhadi, A. 
and Dargahi, T [38] argue that XAI could be used against us as using this form of AI could 
introduce new vulnerabilities and attack vectors which threat actors can exploit to attack 
organisations [24], By providing more information about how AI algorithms work, XAI can 
also reveal information about how to manipulate or subvert those algorithms. The authors 
strengthen this by saying how XAI techniques can be used to reverse engineer an AI system, 
locating and identifying exploitable network weaknesses. An article by Mashhadi, A. and 
Dargahi, T [38] and N. -A. Le-Khac [24] discusses the potential for black box attacks on XAI 
methods in cyber security and how it may ultimately damage an organisation's security if it is 
improperly implemented.  Mashhadi, A. and Dargahi, T [38] and N. -A. Le-Khac [24] 
underline the importance of developing robust XAI systems that can withstand these attacks 
to ensure the security of critical systems. They view XAI as having a strong potential to 
improve the overall transparency of AI systems in cyber security, letting human workers better 
understand its decisions and what steps have led to those decisions. At the same time, new 
security risks must be considered to promote a safer and more understandable approach to 
reinforcing cyber security. XAI is another example of how AI technologies may have just as 
many risks as they could have benefits. 

 

2.5 AI in Sweden 

Sweden has a long history of developing solid industries recognised worldwide; some of the 
most famous include the multibillion-dollar companies Ericsson and Spotify. As a country 
continuously finding new and more advanced solutions, Sweden is pursuing strongholds and 
tackling challenges in line with growth recommendations to lead in AI development [25]. 

According to a Sweden AI Strategy Report [33], last updated in 2021, the Swedish government's 
national AI strategy outlined a general direction for AI in Sweden in order to create a basis for 
future policy actions and priorities. The strategy focuses on priority areas such as education and 
training, research, innovation and use, and framework and infrastructure. The aim is to 
strengthen Sweden's welfare and competitiveness by utilising AI. In the report, they mention 
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Sweden's innovation agency, Vinnova, funded AI projects for 675 million Swedish kronor (~ 
67.5 million euros) in 2020, and at least 550 million Swedish kronor (~55 million euros) has 
been assigned to research and innovation in digital technologies and AI and its use and impact 
on society in the national budget for innovation and research until 2024. 

According to Statistics Sweden, an official government agency gathering, analysing, and 
collecting official statistics in Sweden, the usage of AI technologies has increased rapidly in 
the past years. In the survey conducted on companies with 10 or more employees in 2021, 
29,7% of Swedish enterprises reported using AI, which had increased since 2019, when it was 
only 5,4% [26]. The most common use of AI in Swedish enterprises was automating repetitive 
tasks and decision support. Large enterprises were more likely to use AI compared to small and 
medium-sized enterprises. In the overall usage of AI in the business sector, there was little 
difference in their use of AI. 

Among other things, questions were asked about the type of AI technologies companies use 
and the purpose of using these technologies [27]. If companies were not using AI, the reasons 
why companies chose not to implement the technology were also investigated. From the 
statistics on AI technologies use, in terms of percentage by type of purpose, IT security was one 
of the most used significant areas where these technologies were utilised, specifically saying 
that around 11% used AI for marketing or sales purposes and for IT security5, of the surveyed 
companies that did not use any AI technologies, only 7% considered using AI. When comparing 
between size classes, large companies with 250 or more employees were the most likely to 
consider implementing any AI technology. The most common reason given by companies for 
not using AI technologies was a lack of relevant expertise in the company at 5%, and only 1% 
of companies that refrained from using AI technologies did so because of ethical considerations 
[27]. 

2.6 Related works 

This section discusses the related works that are important to mention as part of the context of 
AI in cyber security. With the exponential growth of cyber threats, the application of AI 
techniques to address cyber security challenges has gained significant attention from research 
and academia. 

The first research paper by K. Y. Nikolskaia & V. B. Naumov [36] examines trends in the use 
of artificial intelligence in the everyday life of people and how its introduction in security would 
benefit the sector, mentioning cyber security as a significant territory. The authors also discuss 
the challenges of implementing AI in the security sector, such as the need for high-quality data, 
ethical concerns, and potential algorithm biases, where they view recommendations for careful 
consideration and evaluation be given to the ethical implications of AI in security and suggest 
the development of ethical frameworks to guide its use. 

The second paper by N. Capuano et al. [28] discusses XAI's role in cyber security for the future 
of Information communication systems (ICT) and how to address the increasing number of 
cyber-crimes. They argue that the absence of transparency in AI reduces the security 

 
5 The report only mentions IT security in their statistics, which is the superset of cyber security. 
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practitioners' trust in these systems if they do not understand the critical decisions being made. 
On the one hand, XAI can enhance security by enabling humans to understand better the 
decision-making processes of AI systems, which can help identify and address potential 
vulnerabilities. On the other hand, the authors also note that XAI can also be a risk in security 
contexts, mainly if threat actors can infiltrate the system and gain access to the decision-making 
processes of the AI system. This would give the threat actors a deeper understanding of the 
system, potentially enabling them to bypass or manipulate it more effectively. The authors do 
not deny that they argue that XAI can play an essential role in security. However, developers 
and security professionals must carefully consider XAI's potential risks and benefits in their 
specific contexts to ensure that it is deployed to enhance security rather than undermine it. 

The third paper is the one by Khisamova, Z. I., et al. [44], in which they discuss the rising cyber-
attack threats and how more advanced security is needed to protect companies' sensitive 
information, mentioning AI as a way to solve this issue. The authors divide the information 
they have gathered on AI cyber security into two distinct categories: the benefits and the 
challenges of AI-based security systems. With the benefits, they mention how AI incorporation 
can help prevent and detect cyber-attacks. With challenges, they mentioned how it has several 
limitations that should be discussed before implementation, such as AI's potential for false 
positives and the need to extensively train the machine with large data sets.  

The fourth paper is similar to the one is by Ansari, M. F. et al. [40], who conduct a literature 
review to provide examples of the impact and challenges of AI in cyber security. The authors 
have comprehensively reviewed articles, books, and research papers to achieve this. They seek 
to analyse and provide insights into the impact and limitations of AI cyber security. Their paper 
provides an overview of the existing literature regarding AI cyber security to identify current 
trends and how its implementation may impact cyber security. They mention limitations such 
as bias, transparency, and ethical concerns.  

The articles mentioned above all aim to thoroughly examine AI's use in cyber security and 
outline the benefits or risks of its implementation, drawing knowledge from various articles, 
books, and similar research to show their results. However, by following a similar approach in 
reaching their conclusions through reviewing existing research material, they don't generate any 
new information to the research and, in many cases, come to similar conclusions. These papers 
do not provide enough information on companies using these systems and their experiences 
with this technology. It would be helpful to have more data from companies about how they 
use AI in cyber security and how they deal with the risks that come with it. Another topic these 
papers do not mention is how Swedish companies regard AI cyber security. While this may not 
be a significant issue in and of itself, it would be beneficial to gain further insight into what 
challenges and opportunities these AI technologies may bring to Swedish cyber security. 
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3. Problem Statement 
While AI technologies will undoubtedly be an essential resource to every organisation 
worldwide, some may not know just how beneficial the implementation of this technology may 
be, nor would they know the risk associated with it. 
AI in cyber security has become so big that there are companies dedicated to bringing these 
types of technologies to other companies as a service [3]. Sweden is shown as a country with a 
strong focus on cyber security [4]. It is home to several leading cyber security companies 
striving to innovate and bring solutions to their customers, with AI being an up-and-coming 
technology for the field. This report by the European Union AI Watch Index notes a technology 
with rising popularity in the cyber security field with its potential to improve security measures 
and revolutionise how we detect and respond to threats [29]. 
This increasing adoption of this type of technology for strengthening cyber security is why we 
believe it is important to know how this technology may help many companies strengthen their 
security and defend against threats from an attacker before any damage can be done. 
 

3.1 Delimitations 
Because AI is such a large subject with thousands of different applications and technologies, 
some limitations will be set to match the time constraints set on our research. This thesis will 
focus on AI applications in security, mainly cyber security. Though at the same time not 
focusing on any specific subset of AI technologies because we aim to research AI's general use 
and perception in cyber security, the research is broad and has a goal of providing insights into 
how AI is a current solution in cyber security, its potential benefits and limits, as well as the 
risk and ethical questions associated with its implementation. 
This thesis is not a literature review that specifically compares related articles and papers on 
the subject. However, analysis of the related work will be presented and compared to the results 
in this thesis. The Risks and Opportunities section will solely be based on the responses from 
the interviews that will be conducted. 

3.2 Problematisation 

AI is still a relatively new technology that most individuals may not know how to utilise or are 
even aware of its capabilities. An organisation's cyber security defends its confidential data and 
assets from cyber criminals and data infringement; it would be reasonable to distrust a machine 
one does not know much about to be responsible for its security. Companies need to be aware 
of what these technologies can give them and how they may be points of concern. Researching 
the risks and opportunities of AI cyber security would be a good way for companies concerned 
about these technologies to see if they would be a good fit for them based on the opinions of 
other companies. AI technology can improve the efficiency and effectiveness of cyber security 
systems, allowing organisations to detect and respond to threats more quickly and accurately.  

There could also be potential risks in AI being involved in cyber security, such as the 
vulnerability of AI algorithms to attacks, unintentional errors, and the lack of transparency and 
explainability in AI decision-making processes. By understanding the risks and benefits of AI 
cyber security, companies can make informed decisions about implementing these technologies 
and consider ways to mitigate their concerns. Investing in AI-based cyber security can help 
organisations avoid growing cyber threats and protect their valuable assets from cyberattacks.  
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3.3 Positioning 
The goal of this thesis is to contribute to a scientific discussion on the subject of AI cyber 
security. The related works [28] [36] [39] [40] have comprehensively analysed previous 
research on the subject, including scientific papers, online articles, public documents, statistical 
reports, opinion polls, and other media sources. This thesis is unique to these other papers in 
that it follows a qualitative research method, analysing companies' perspectives on AI in their 
cyber security strategies, and gathering knowledge from the experiences of workers directly 
involved in cyber security and AI.   

Previous research from Khisamova, Z. I., et al. [44] and Ansari, M. F. et al. [40], for example, 
write in international terms about the use and ethics of AI in cyber security, not mentioning any 
specific nation and choosing to speak in a strictly general context. In contrast, this thesis focuses 
on retrieving information from companies based or operating in Sweden, meaning it follows a 
more Swedish context. 

3.4 Research questions 
1. How is AI perceived in Swedish cyber security companies today? 
This question would involve retrieving opinions on AI's perceived use, how companies see its 
use in their security, whether they would trust it or not, and what is behind this reasoning. 
 
2. How would adopting AI-based security solutions by companies currently not utilising AI in 

their security protocols benefit their security? 
On the opposite end of risk, we would see what benefits there may be in AI's implementation 
and how companies view AI would positively affect their security. 
 
3. What are the risks of AI-based tools in security work? 
Risks, in this instance, may involve several things. However, generally, it would be something 
that would negatively affect an organisation or company due to introducing AI to their security. 
 
4. What potential advancements in AI can be anticipated for cyber security based on expert 

insights? 
Experts would give their opinions and insights into how they view AI would advance when 
being further implemented in cyber security, showing how it would develop a new way of 
viewing security or what may change as a result. 
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4. Methodology 
This thesis aims to conduct qualitative empirical research using a semi-structured interview 
approach with companies and individuals in AI and cyber security. The research addresses the 
current possibilities and risks of implementing AI in cyber security within Swedish companies 
and organisations. In addition, some companies which do not use AI in any aspect of their 
security, or business in general, would be interviewed to receive an outside perspective of how 
AI technology is perceived. 
In his book, Bryman [41] describes qualitative research as emphasising descriptive answers by 
exploring, understanding, and interpreting social phenomena. It is a valuable method when a 
researcher wants to better understand the context and processes that influence and affect 
phenomena which may have little information or when new insights and ideas are needed. 
Bryman notes how qualitative researchers tend to focus more on the details of a certain question 
or subject, trying to delve deep and learn as much as they can about it through precise 
examination. Qualitative research, such as interviews, is a valuable method for collecting data 
using more open-ended questions, allowing the researcher to retrieve more nuanced knowledge 
on that topic. In doing this type of research, we would directly generate new data and knowledge 
in the field of cyber security, which, when analysed, could give us direct and detailed answers 
to the questions set forth by this thesis. 
 

4.1 Argumentation 

It is important to note why this method was chosen instead of other capable methods, showing 
why qualitative interviews would be the best data collection method for this topic. There could 
be multiple different ways of investigating this field to retrieve the data which would be the 
most applicable to our research. 

One research method would be a literature review, which focuses on analysing available 
literature on the chosen research subject. In analysing multiple documents on the subject, 
researchers would better understand the progress in this field and how it may advance. 
However, while a literature review is important for any research, in the context of this thesis, 
it would not be enough to satisfy the research questions. Because a literature review does not 
generate original empirical data, results from other research that has already been done are 
discussed in depth. This cannot be done if there is little information on a specific topic. From 
our research on papers on this topic, few works mention Sweden as a significant country in 
their statistics or reviews of AI cyber security. 
From the related works: K. Y. Nikolskaia & V. B. Naumov [38], N. Capuano et al. [28], 
Khisamova, Z. I., et al. [44], and Ansari, M. F. et al. [40], all use literature reviews for their 
respective papers. While these papers comprehensively conduct analyses of the existing 
information on AI cyber security and bring their points on the topic, they do not generate any 
original empirical data. Instead, they rely on the existing knowledge and material to solve a 
question in the field. In the related texts, AI cyber security is commonly discussed in an 
international context. However, additional information on this topic needs to be generated to 
gain specific insights into AI cyber security for Swedish organisations. 

Another suitable method could be quantitative research, such as an experiment or a survey, 
which would be an ideal way to generate additional data on the current use of AI in cyber 
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security and how organisations utilise it. 

An experiment would be challenging to do for my research in a way that would satisfy the 
question outlined in this thesis, as experimenting on an organisation's cyber security would be 
risky and ethically questionable. It would cost the company a considerable amount if 
something were to go wrong, even more if their security is leaked. A lack of practical 
experience in AI cyber security is ultimately the most prominent reason why this type of 
research would not be the most preferable in the context of this thesis or the current time frame. 

Unlike an experiment, a survey would be better for exploring the opinions of many participants 
on the topic, allowing us to make statistics on the results and divide them into different 
parameters. However, for this method to work, there would be a need for a large number of 
companies to participate in answering the survey. More than a few companies would be needed 
to make any conclusions with this data type. Surveys such as these are usually conducted on 
hundreds of companies. Because of the limited time of this thesis, it would not be practical to 
do this kind of survey on this specific topic. It would be time-consuming and require 
significantly larger planning and funding to generate the data needed. Given these points, it 
would be better to focus on a smaller and more accessible number of companies, conducting 
many questions to receive detailed answers on this subject compared to a more significant 
number of companies asking fewer questions. 

A qualitative research method such as an interview would be the overall right decision 
concerning the topic of discussion and providing an answer that would satisfy the research 
questions. Qualitative research is an empirical method that directly generates new information 
using data collection. Unlike a quantitative method, it does not necessarily need to rely on 
statistics. Instead, it focuses on a detailed collection of non-numerical data, such as opinions, 
experiences, and observations. 
 

4.2  Interviews 
By conducting interviews, I gather information from individuals who would share their own 
experiences, beliefs, and opinions on the topic of discussion. The interviews for this research 
follow a semi-structured format, according to the recommendations outlined in the book by 
Bryman [41]. Within semi-structured interviews, there is a pre-determined number of 
questions within a set framework while also leaving room for additional questions and 
responses depending on the interviewee. Through this method, I could collect detailed 
knowledge about this topic and get a thorough understanding through the information 
provided. 

Bryman [41] refers to a 1996 book by Kvale that suggests nine questions when conducting a 
semi-structured interview. Each question he describes as a way of gaining additional 
information from the one the researchers are interviewing and advice on how the interviewers 
should present these questions during the interview context.  

Bryman interprets this list as the interviewer's role being vital during the interview process. If 
the interviewer is not active or engaged in the conversation, it will result in the interviewee 
becoming anxious and more hesitant to answer additional questions. Besides activity, Bryman 
views the importance of the interviewers being ethically sensitive when asking questions; an 
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interviewer must know what is said and what may or may not be appropriate to ask or delve 
deep into on a specific topic. 

Because one of the main fields in this thesis is cyber security, we limited in the amount and 
the type of questions we could ask the participants. According to one of the supervisors of this 
thesis, a cyber security expert, most companies would not be willing to give out private 
information, especially not information that regards their cyber security, as it would bring the 
companies' vulnerabilities to light. 

For this reason, the interview questions will be carried out so that the companies and 
individuals interviewed will not have to give any direct answers about their cyber security. 
Bryman [41] in his book recommends recording and transcribing interviews for a more 
thorough examination of an interviewee's answers, giving us detailed results. For this reason, 
the interviewees will be recorded, and the collected data will depend on the specific answers 
given during said interviews.  

The interviews will be done one-on-one, involving a single interviewer speaking to a single 
participant directly, whether in person or through video chat. 

If the interviewee cannot participate in these kinds of interviews on time, the interviewer can 
be asked to answer via e-mail. Bryman [41] describes this data collection method as 
convenient and efficient when face-to-face interviews are unavailable. However, according to 
Bryman, it may cause several drawbacks due to delayed responses from participants, difficulty 
developing a relationship with participants through e-mail communication, and possibly even 
inaccurate data if the interviewee needs help understanding the question. Because of these 
reasons, an interview through e-mail would only be conducted in the event that the 
interviewees themselves could not participate in a face-to-face or video interview. 

4.2.1 Choice of interviewees 
Choosing the right participants would decide the data quality for this research. During 
qualitative interviews, Bryman [41] suggests identifying individuals that would be relevant to 
the research and those that would have little difficulty in answering the questions presented to 
them, meaning they are directly involved in fields related to the research topic. [26] 

Interviews will be divided into two categories: a company using AI cyber security and a 
company not using AI cyber security. Companies involved with AI cyber security would share 
their experiences with these technologies and how they may benefit a company's security. 
Companies not with AI cyber security would share their perceptions and whether they would 
trust it to keep their company safe. With this, we can retrieve an inside and outside perspective 
of how AI technologies are perceived in cyber security. Regarding the number of participants, 
the most optimal would be to have an equal number of participants for each type of interview.  

 

The interviewees would have to have extensive knowledge of how cyber security is 
implemented in a company and what it needs to protect. Additionally, they would have to 
understand what AI technologies do and how they might be used within a business. The 
individuals interviewed would most likely be IT security officers or heads of digitalisation. An 
IT security officer would have expertise in cyber security as part of their work would go into 
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defending an organisation against cyber-attacks and vulnerabilities affecting the company's 
safety. The head of digitalisation would lead and manage a company's digital transformation 
efforts, identifying and evaluating new digital tools, platforms and technologies to help it 
achieve its digital goals. 

To ensure impartiality, we interview companies in public and private entities. There are a 
number of differences regarding how these sectors conduct their business and what assets they 
have to protect. Private businesses are defending their assets and the ones of their customers, 
and government organisations are seeking new ways to maintain the public's safety. Companies 
in the private sector would have more incentive to hide their information, as it could be 
damaging to their profit. On the other hand, public and non-profit organisations, who's main 
focuses aren't monetary gain, tend to be more open and transparent in their information as their 
goal is to serve the community or a specific mission [42]. 
 
Whether the names and companies involved in the interviews are shown in the thesis will 
depend on the interviewee, as we are not allowed under GDPR to use their names without their 
consent [30]. 

4.2.2 Interview guide 
As Bryman [41] suggests, while semi-structured interviews are flexible with what can be 
and how it could be asked, it is also essential to have a baseline of questions to follow during 
the interview in case the discussion may drift to another topic. Bryman states that any good 
guide starts by asking introductory questions to establish trust with the individuals 
interviewed. These questions include the participant's background, interests, and 
experiences related to the research topic on which the thesis is based, in this case, AI and 
cyber security. Before that, more specific questions should be related to the research 
question or topic, exploring the interviewee's opinions and perspective and their overall 
experience within the field.  
 
The questions of this thesis involve the interviewee's experience with cyber security, how 
AI has helped them or their company, and their opinions on the future of AI cyber security 
in Sweden.  
 
The following sections detail interview guides for companies with and without AI cyber 
security. Similar questions will be asked, although they might appear in a different order 
depending on the provided answer. Additionally, supplementary questions related to the 
topic may be asked if the provided answer needs clarification. 
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4.2.2.1 Interview guide for companies that do use AI in their cyber security 
The purpose of these questions involves retrieving information about the company/individual 
in question and their experiences with AI and cyber security. The questions are divided into 
four categories: 

 Individual – Questions focusing on the individual's background, experience, and 
opinions on their field. 

 Technical – Questions on the capabilities of the technologies and how they would help 
cyber security. 

 Ethical – Questions focus on the ethical side of AI and how it may affect companies 
and their employees. 

 Advancement – Questions focusing on the future advancement of AI technology in 
cyber security and how Swedish companies could take advantage of them. 
 

Individual questions 
Q. What is your background in AI as well as cyber security?  

Q. How do you view AI and its use in cyber security? 

Q. Do you have any practical experience with AI? 

Technical questions 

Q. What benefits/risks could AI security bring to an organisation as opposed to software-based 
applications or other third-party security companies not using AI? 

Q. Is there a risk of AI-based cyber security becoming a battle between machine and machine6 
in the future?  

Q: What changes have we experienced with cyber-attacks which would lead us to use AI-based 
cyber security? 

Q. What needs to be done before deploying AI technologies in cyber security?  

Q. Are you familiar with Explainable AI? Could this help bridge the trust for AI security? 

Ethical questions 

Q. How would an organisation use AI technology for managing cyber risks and 

ensuring compliance?  

Q. Why, in your opinion, would companies distrust AI security?  

Q. Do you think AI-based cyber security will threaten personal capabilities? Would it 
significantly reduce the personnel of a company?  

Advancement questions 
Q: How would you view the future of AI cyber security? Would you recommend it to other 
companies?   
Q. What do you think the market for AI-based cyber security will look like in 5 to 10 years? 

 
6 Machine and machine refer to an organisations AI-based cyber defense facing off against a threat actor’s AI 
powered attacks  
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4.2.2.2 Interview guide for companies which do not use AI in their cyber security. 
Like the previous questions, the ones asked in these interviews would also be asked in 
consideration of the sensitive nature of cyber security. Therefore, the interviewee is not 
obligated to disclose their cyber security policy, guidelines, or features if it is of sensitive nature. 

This topic involves cyber security, so it would be appropriate if the interviewees had sufficient 
knowledge of the inner workings of cyber security and how their company utilises it. 

If this is not the case, it would be difficult for the interviewee to answer the questions on this 
topic. For this reason, we will also abstain from providing the interview with any information 
on this subject until the end to prevent biased answers due to our explanation. 

These interviews questions are divided into three categories: 

 Individual – Similar to the previous interview, these questions are on the interviewee's 
background and knowledge. 

 Business – Questions focusing on the business benefits of using AI cyber security and 
what risks it may bring to the company. 

 Ethical – Similar to the previous interviews, the question focused on the ethical 
implication of how the company views AI security and whether they would trust it. 

 
Individual questions 
Q. What is your background?  

Q. How familiar are you with AI technologies and their use in businesses? 

Q. Where have you received your information regarding AI? 

Q. How do you view AI Technologies?  

Business questions 

Q. Have you ever considered/are you considering implementing AI-based technologies into 
your company/your company's security? 

Q. Have you considered the risks that the implementation may bring to your company? What 
are some risks that you can mention? 

Q. Do you see any benefits with implementing AI-based cyber security technologies?  

Ethical questions 

Q. Would you put trust in AI handling an organisation's security?  

Q. Would you feel safe with AI being part of the security?  

Q. Do you see AI-based cyber security as a threat to personal capabilities? 

Q. In what situation would AI cyber security be preferable to software-based security and 
human IT security workers? 
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4.3 Risk and Opportunities 
Based on the data collected for the interviews, the views of AI will be divided into two 
categories, the risks and opportunities these technologies would bring to cyber security in 
Sweden. 

The opportunities aim to identify AI's potential value and impact on cyber security and how it 
will help large and small companies. We can assess what the interviewees find most appealing 
about these technologies and how they would use them in their company. 

Besides the opportunities, the risks of AI implementation also need to be mentioned. AI 
technologies are not without their flaws. Like other forms of cyber defence, it may be 
detrimental to a company's security if poorly executed or implemented. As well as letting us 
know how the companies currently using AI, or why the ones considering implanting it, need 
to be aware of the risks it may bring to their cyber security. 

Though not in a similar fashion, all four related papers mentioned in the background section 
also bring up these opportunities and risks of integrating AI technologies in cyber security. The 
difference between our method and there is that the results for these risks and opportunities are 
taken from the companies and individuals involved in the qualitative interviews instead of their 
paper, which retrieved data from several literary works. 

 

4.4 Scope 
Because of this thesis's limited time, it would not be simple to interview a large number of 
companies and individuals. Instead, a smaller number will partake in these interviews to 
retrieve a more significant amount of information from the few involved. In addition to this, 
because it may also not be possible to interview each individual more than once, it is 
important to retrieve as much information as possible during these interviews. 
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5. Results & Analysis  
This section will include the results and analysis of the interviews that have been performed. 
These results aim to understand what experience that use AI cyber security have and the 
opinions of those who do not. The interviews involved four individuals, two from each 
category, to gain insights into their perceptions of the use of AI in cyber security. The 
individuals are identified using numbers instead of their real names or ages to maintain their 
anonymity per their requests. Below is a description of their backgrounds in IT and cyber 
security.  

It is important to note that all these interviews were conducted in Swedish and later translated 
into English to fit the language of this thesis. 

Quotes and notes from the interviewees are available in the Appendix to show what was directly 
said.  

5.1 Interviewee backgrounds 

Table 1 shows the backgrounds and experiences of everyone involved in the interview stage as 
well as whether or not they belong to a company currently using AI cyber security or whether 
they do not. 

Interviewee number Group Background 

Interviewee 1 Company using AI cyber security The interviewee has a background in 
detecting, penetration testing, reverse 
engineering, vulnerability assessment, 
forensics, vulnerability analysis, and 
red team. They have been focused on 
building better detection capabilities 
for "bad" cyber activity. They are 
working on multiple products but are 
not developing their algorithms. 

Interviewee 2 Company not using AI cyber security Background in IT forensics and 
information security. They worked as 
an IT security consultant for a Swedish 
IT company for several years, focusing 
on testing security testing and 
connected vehicles with a focus on 
privacy by design and data collection 
security. They also worked on 
vulnerability scanning, penetration 
testing, and threat intelligence while in 
their current position. Their 
background is mainly technical, with a 
focus on cyber security. 
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Interviewee 3 Company not using AI cyber security Civil engineer in computer technology. 
The interviewee has worked as a 
programmer and developer for a 
Swedish mobile company; their 
previous job was in a private IT 
company, but he now works in a 
municipality. The interviewee has not 
had any specific job directly linked to 
being a security manager or 
responsible for IT security or cyber 
security but has all had security in 
mind when working. 

Interviewee 4 Company using AI cyber security The interviewee has worked at their 
company for the past five years, an 
innovation arena focused on human-
centred AI and cyber security. They 
have worked with various companies 
that have gone through their innovation 
processes for AI and have helped 
analyse their security work. 

Interviewee 5 Company not using AI cyber security The interviewee has an engineering 
and technical physics background and 
has worked primarily in project 
management and personnel 
management in the pharmaceutical 
industry and start-up companies. They 
have also worked in an IT company 
that built a SAS platform and are 
working with artificial intelligence. 
They work to support small and 
medium-sized businesses in 
understanding AI and implementing it, 
with consideration about security but 
not being focused. However, the 
interviewee has no cyber security 
background and a limited 
understanding of it. 

Table 1: Backgrounds for interviewees 
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5.1 Companies using AI cyber security 

5.1.1 Individual questions 
Q. How do you view AI and its use in cyber security? 

Both {I1} and {I4} recognise AI's benefit and potential to improve efficiency and detect 
vulnerabilities. Each gave a similar reason while also bringing their examples of how AI may 
be used in the field: {I1} mentioned the ability of AI to automate tasks and serve as a detection 
engine for anomalies and deviations, and {I4} believed that AI could create new services that 
detect security flaws in companies and include new technology in existing platforms and 
services to enhance the security in organisations even further.  

Q. Do you have any practical experience with AI? 

Both interviewees had similar practical experiences working with AI: {I1} had worked with 
various AI products that involve automation and pattern management, and {I4} has experience 
finding business ideas in AI, creating new solutions and services using AI, and using many AI-
based tools. However, neither {I1} nor {I4} have not designed or coded any algorithms and 
instead relied on third-party offerings used by their respective companies.  

 

5.1.2 Technical questions 
Q. What benefits/risks could AI security bring to an organisation as opposed to software-based 
applications or other third-party security companies not using AI? 

Both interviewees agreed on several points, such as how AI-based security is necessary to 
improve an organisation's security in the long term and that it requires careful consideration 
before implementing any solution. {I1} points out the benefits of AI, such as automatisation, 
improved accuracy, and the ability to handle large amounts of data. They also mentioned a 
number of risks, such as the possibility of false positives increasing and AI being manipulated 
by cybercriminals. {I4} noted the importance of human involvement in the decision-making 
process when implementing AI-based security products, as it requires a user-catered perspective 
and mentions how not having humans lose control of this technology would be detrimental to 
long-term security improvements. 

Q. Is there a risk of AI-based cyber security becoming a battle between machine and machine in the 
future? 

{I1} believed that there is a risk of the machine against machine battles in the future; they 
suggested that AI against AI attacks and prevention would be possible and that this risk is 
increasing due to the growing cyber-attack threats. {I4} agreed that there is a risk of this threat 
happening when human security workers are not included in the loop. {I4} saw the importance 
of smarter solutions that allow for interaction, learning, and Explainable AI for understanding. 
{I4} said that trough using these techniques is important for the mitigation of this risk. 

Both interviewees agreed on humans being involved in the process of AI-based security to 
ensure responsible development of AI-based solutions, with {I4} suggesting a human-centred 
approach as being necessary to prevent this from occurring. 
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Q: What changes have we experienced with cyber-attacks which would lead us to use AI-based 
cyber security? 

Cyber-attacks have become more complex and extensive; according to both {I1} and {I4}, there 
is a need for automation and interpretation of large amounts of data to build more secure 
solutions. {I1} gave specific examples of how companies historically required extensive 
amounts of staff to prevent an attack based on logging and mentioned how the shift to 
comprehensive detection using environmental virilisation had become a cheaper and more 
effective solution. They also mentioned that the eventual change to EDR was a well-revised 
solution though not without flaws, and see the current new tools as being much better and will 
continue to do so as development is needed. On this point, {I4} mentions that analysing the 
data collected from these attacks would be a way to build an even more secure solution in the 
future. 

Q. What needs to be done before deploying AI technologies in cyber security? 

Deployment can be complex as one needs to consider the interviewee needs of each business, 
{I1} and {I4}. In this regard, mention these needs by saying they should be discussed before 
implementing any AI-based cyber security solutions. On this point, {I4} points out how it is 
vital to understand the processes these tools are making and how to interact and interpret the 
results these technologies will give before they are deployed. {I1} specifically mentions how 
developed applications will require a great deal of customisation, specific to each business 
working closely with developers to ensure the customisation meets the company's needs. To 
further strengthen the deployment, {I1} explicitly mentions the need to identify threats and 
vulnerabilities and develop training programs for employees to use the technology effectively, 
leading to more secure solutions.  

Q. Are you familiar with Explainable AI? Could this help bridge the trust for AI security? 

{I1} did not know this topic as it had been the first time they had heard of Explainable AI, but 
they guessed by its name that it had potential importance for building trust. On the other hand, 
{I4} had a more detailed understanding of Explainable AI and its potential benefits. They 
specifically mention XAI as a form of machine learning that makes algorithms more 
understandable to humans, showing us what is happening and what data has led to AI making 
a specific decision. {I4} saw XAI as a way to build more trust in AI and increase its acceptance 
and diverse field of use. 
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5.1.3 Ethical questions 
Q. How would an organisation use AI technology for managing cyber risks and ensuring 
compliance? 

Both interviewees agreed that AI technology is necessary to manage cyber security risks 
effectively. {I1} and {I4} mentioned using predictive threat intelligence and automated 
compliance to solve concerns. {I4} provided a broader range of examples, including threat 
detection, anomaly detection, security analysis, automated response, and predictive analytics. 
AI can efficiently monitor network traffic, user interactions, and application behaviour, detect 
anomalies, analyse large volumes of data, automate incident responses, and predict potential 
threats. Due to the complexity and scale of these tasks, reliance on AI and other technologies 
becomes essential for effective cyber security management. 

Both interviewees supported real-time monitoring and detection, mentioning the importance of 
quickly responding to threats.  

Q. Why, in your opinion, would companies distrust AI security?  

{I4} suggested that AI can be an effective tool when used appropriately and help manage tasks 
that may be too complex for a single interviewee to handle and further suggests that some 
people may be afraid of losing control of robots or AI. {I1} mentioned how transparency and 
realistic expectations of AI are important, saying that it is not a perfect solution and should be 
used appropriately. {I1} mentioned further how people seem to be hesitant when they are shown 
a technology that claims to solve all their problems. 

Q. Do you think AI-based cyber security will threaten personal capabilities? Would it 
significantly reduce the personnel of a company? 

Both interviewees were against the idea that AI might replace any human worker in their 
company or any cyber security position. Both believed that AI could serve as a tool to reduce 
the workload on cyber security staff by automating tasks that can be done faster and more 
efficiently, freeing up time and resources for staff to focus on more tasks that require human 
expertise. However, {I1} specific tasks or positions are being replaced though they do not see 
this to mean that the workforce would decrease. 

 

5.1.4 Advancement questions 
Q: How would you view the future of AI cyber security? Would you recommend it to other 
companies?  

Both interviewees saw the future potential for AI-based cyber security as significant, 
specifically when they mentioned how cybercrimes are increasing and are becoming more 
sophisticated. {I4} noted that selecting a solution tailored to the organisation's needs and 
compatible with existing systems is crucial while also seeing staff with expertise in the field 
monitoring the system and acting accordingly as an essential part. 

 

 



 

28 
 

Q. What do you think the market for AI-based cyber security will look like in 5 to 10 years? 

Both {I1} and {I4} believed that AI will continue to develop and be implemented in various 
industries, including cyber security. {I1} believed feedback from the results will be able to 
improve AI performance, also mentioning how development in AI may help niche markets. At 
the same time, {I4} suggest that AI-based cyber security market would eventually explode in 
popularity, at the same rate as other AI-based solution. They had said this smart cyber security 
solution would be crucial for protecting the AI-driven systems industries are building and 
specifically mentions the importance of AI-driven services for detecting security flaws in 
companies. 

 

5.2 Companies not using AI cyber security 

5.2.1 Individual questions 
Q. How familiar are you with AI technologies and their use in businesses? 

All interviewees were familiar with AI technologies and were aware of how these technologies 
were used within businesses, though with significant differences in their knowledge. {I2} and 
{I3} were familiar with AI's impact on security and have discussed AI's relation to cyber 
security in their respective companies, but {I5} had little to no knowledge of the subject of 
cyber security. {I3} and {I5} have significantly more knowledge and experience with AI 
regarding business compared to {I2}, who have no direct background in AI. Of the three, {I5} 
was the one most involved with AI as it was a part of their daily work. Though they are not 
involved in the technical aspects, such as coding neural networks, they focus more on 
implementing and utilising AI applications. {I2} also directly has concerns about the potentially 
negative effects of AI on threat modelling and security, with {I3} being the same case but to a 
lesser degree. In this aspect {I5} did not mention any direct concerns and had little knowledge 
of AI's use in security as it was not their field of use. 

Q. How do you view AI Technologies?  

On this topic, all interviewees saw the great potential of AI and the good it will do for humanity 
but simultaneously said that it carries several significant risks. {I2} describes themselves as 
critical of these technologies and questions AI from a security perspective, saying that one 
should look critically when it is used in security. At the same time, {I3} believes in the need 
for a "governance model" to control and test AI solutions, ensure their integrity, and have direct 
human control over their usage to introduce the possibility of AI being exploited. Compared to 
the others, {I5} sees the dialogue around AI as polarised between those who believe it will lead 
to an apocalypse and those who see it as a dream society. They take a pragmatic approach and 
believe that AI, like most technologies, has both positive and negative sides that will improve 
the world in some ways and worse in others.  
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Q. Where have you received your information regarding AI? 

The Interviewees gathered their information about AI from various sources with professionals 
in the field. {I2} and {I3} shared similarities in gathering information about AI from various 
sources, such as online platforms and media, with {I2} citing sources, such as LinkedIn, blogs, 
forums, Twitter, and colleagues they work with. {I5} has gained their knowledge of AI 
primarily through their own job, but also through their own research and staying up to date on 
the topic. They read various newsletters, receive tips from colleagues, and stay informed 
through various sources on new developments in the field. {I3} sources include discussions 
with technicians, collaboration with the university, and business intelligence through online 
searches, technical media, and information from the security provider. {I2} brought up the 
importance of being critical of AI technology, saying that most articles they only read show the 
possibilities, and they have yet to see much criticism over AI. 

 

5.2.2 Business questions 
Q. Have you ever considered/are you considering implementing AI-based technologies into 
your company/your company's security? 

{I2} and {I3} both acknowledged the potential benefits of incorporating AI into their security 
and are considering implementing technologies in their company's cyber security operations. In 
contrast {I5} did not have a direct opinion of AI cyber security implementation as it was not a 
part of their job. However, they believe the situation depends on how it is implemented, giving 
third-party AI software as an example of how it would be if it were the case. {I5} believes that 
using AI for cyber security is necessary to defend against hacks and cyber threats, but it also 
comes with risks, such as potential bias and distorted outcomes. On this topic, {I3} mentions 
AI security as already being a part of their organisation though not at any significant scale, 
while {I2} is currently not looking for anything specific considerations at the moment. 

Q. Have you considered the risks that the implementation may bring to your company? What 
are some risks that you can mention? 

All the interviewees had different views on the topic. However, they ultimately agreed that 
significant risks are associated with implementing new technology, such as AI-based software, 
in any company. {I2} and {I3} mentioned the importance of conducting proper risk analyses 
and having thorough processes in place, with even {I5} mentioning risk analysis as being 
something they would do during their interaction with their clients. One difference is that {I2} 
prefers deep code testing and understanding the tool's workings before making an informative 
decision. At the same time, {I3} focuses more on privacy concerns and the importance of 
limiting access to sensitive information, {I5} rarely focuses on security aspects but mentions 
that they would choose the right third-party implementation depending on the risks.  
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Q. Do you see any benefits with implementing AI-based cyber security technologies?  

Both {I2} and {I3} acknowledge the potential benefits of using AI in cyber security. {I2} sees 
automation of tasks and efficiency improvement as advantages while acknowledging the 
importance of maintaining a human element in security operations. {I3} specifically mentions 
the threat of cyber-attacks and sees potential benefits in using AI-based cyber security 
technology, such as pattern and behaviour analysis, to improve the filtering of harmful e-mails 
and code. However, both also caution about the risks associated with implementing this 
technology, including potential vulnerabilities and the need for thorough risk analysis. In 
contrast {I5} did not have a direct opinion of AI cyber security implementation as it was not a 
part of their job. However, they believe the situation depends on how it is implemented, giving 
third-party AI software as an example of how it would be if it were the case. {I5} believes that 
using AI for cyber security is necessary to defend against hacks and cyber threats, but it also 
comes with risks, such as potential bias and distorted outcomes. 

 

5.2.3 Ethical questions 
Q. Would you put trust in AI handling an organisation's security?  

Each interviewee shares similar beliefs regarding this specific question. They believe that more 
than pure AI-based solutions are required for managing an organisation's cyber security, as it 
may bring several security issues. They emphasise the need for a human element, including 
technical expertise and governance of the AI model, to ensure control and awareness of 
limitations and opportunities. {I2}, and even {I3} further down the line, state that it is better to 
have the expertise in-house and that smaller organisations may use third parties. {I5} believes 
that human involvement will still be necessary for a long time, with almost all systems today 
requiring human input somewhere in the process, stating that a lot of development is still needed 
before AI can be trusted with a larger role. 

Q. Would you feel safe with AI being part of the security? 

All three interviewees recognise the potential benefits of integrating AI and see no issue with 
AI simply being part of the cyber security. {I5} supports the use of AI, but not as a replacement 
for human workers. They mentioned AI's potential to enhance efficiency and effectiveness but 
highlighted the importance of human supervision due to AI's limitations in certain contexts. 
They gave an example of hackers constantly evolving their attacks to outpace even AI, saying 
that humans are needed in this situation to outsmart these potential threats.{I2} of the three was 
the most cautious, saying that they saw no indication that AI is capable of taking care of larger 
parts of an organisations security and for that reason should be limited in what it is allowed to 
do. On a similar note, {I3} also agreed that AI technology is not yet ready to be used at a larger 
scale.  While agreeing on the usefulness of AI, they said that there was the need for extensive 
testing before full operational deployment.  

 

 

 



 

31 
 

Q. Do you see AI-based cyber security as a threat to personal capabilities? 

Although each interviewee recognised impact of these technologies on cyber security, none 
considers AI a significant threat to their human security workers. {I2} believed that AI would 
complement human workers and that there will always be a need for human testers, while {I3} 
suggested that AI could replace specific job roles, but it is not a threat to overall personnel 
abilities. Both interviewees agreed that human control and governance over AI solutions for 
security were necessary and that there was a need for personal competence in understanding 
and applying AI correctly. {I5} believed it is an opportunity for humans to make their work 
more efficient and free up time for other things. They also believed that it would require 
collaboration between humans and machines and that some jobs may disappear or change. 

Q. In what situation would AI cyber security be preferable to software-based security and 
human IT security workers? 

{I2} and {I3} acknowledged the potential benefits of AI-based cyber security, but {I3} 
highlighted the importance of governance and human oversight to manage the risks associated 
with AI. {I2} suggested that AI could be useful in situations where analysis and testing are 
required, such as penetration testing, while {I3} highlights the limitations of AI in 
understanding nuances and cultural differences. In contrast to others, {I5} was unsure which 
option would be best in a situation where a hacker attacked the company, saying that it all 
depended on many factors and details and that they were not knowledgeable enough to give a 
concrete opinion. 
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5.3 Risks & Opportunities 

Table 2 and Table 3 show how AI technologies could benefit a company's cyber security and 
what risks they may bring with their implementation. The results are based on the data that was 
collected from all parties involved in these interviews, with them being cited as a source for a 
specific risk and or opportunity. 

Risk Description Source 

User Integrity  As more personal data is collected and 
used to train AI models, there is a risk that 
this data could be compromised or 
misused, leading to potential violations of 
privacy and data protection regulations 
such as GDPR. 

I3 

Threat actor malicious AI As AI technologies become more 
sophisticated, cybercriminals may use 
them to automate attacks, evade detection, 
and exploit vulnerabilities beyond normal 
human capabilities. This would eventually 
lead to the interaction where an attacker 
AI faces another defending AI for control 
over the system. 

I1, I4 

Exclusively 

positive representation  

A lack of negative representation can be 
risky because it may create unrealistic 
expectations and foster a false sense of 
security, eventually leading to disregard 
for potential negative consequences, such 
as bias or errors in decision-making. 

I2 

Lack of human oversight Solely relying on AI without human 
oversight could lead to unintended 
consequences and potentially harmful 
outcomes when considering an AI's 
limited account of all variables or nuances 
involved in a particular operation or 
operations. 

I3, I4 

 

Lack of transparency The results of AI systems can be difficult 
to understand, making it challenging for 
organisations to know how their systems 
are making decisions. This lack of 
transparency can lead to false positives or 
false negatives. 

I1, I2, I3, I4, 
I5 

Table 2: Risks associated with AI cyber security according to interviews. 
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Opportunity Description Source 

Potential for future 
development 

There is a potential for AI to transform 
industries and improve processes 
exponentially in various aspects, 
including improving cyber security, 
increasing efficiency and automation, 
and developing new solutions and 
services. 

I1, I2, I3, I4, I5 

Automatisation By automating routine tasks such as 
system monitoring, threat analysis, and 
response, organisations can free up an 
enormous amount of time for their 
security teams to focus on more 
complex and strategic activities 
requiring human expertise 

I1, I2, I3, I5 

 

 

 

 

 

 

 

Threat detection By analysing vast amounts of data, it 
has been fed; an AI would be able to 
identify patterns and anomalies humans 
would not directly see. Using this data 
may detect unusual network activity, 
identify potential attacks, and spot 
suspicious attempts to log in to the 
server. 

I1, I4 

False positive handling With the help of AI, companies can 
reduce the number of false positives by 
better understanding the context of 
activities and identifying patterns 
indicative of genuine threats. 

I1 

Table 3: Opportunity with AI cyber security according to interviews. 
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6. Discussion 
This section discusses the outcome of the interviews from the suggested method, considering 
all the answers and responses from each interviewee and comparing them with each other over 
various discussion points related to the research questions.  

6.1 Discussion of Participants’ answers 

Based on the information provided, we can see that the interviewees' answers were mostly their 
opinions, albeit based on their own work experience. This is not necessarily a negative aspect 
of the interviews, as opinions can still provide valuable insights and perspectives on the 
discussed topic. However, it is important to note that personal biases and experiences may 
influence opinions and may not always be supported by empirical evidence. Because of this, 
when analysing the data, it is critical to distinguish between what may be a fact and what is a 
person's opinion. Another important note is that the interviewees, in many cases, also gave 
general answers instead of giving specific examples. However, this issue could be due to the 
interviewer not asking more specific answers or thinking the interviewee would not be obliged 
to give a response. In this case, it would be prudent to consider these specific questions before 
the interview to avoid this issue. On way this could have been handled better was if a test 
interview was done before the actual interviews, to have a better understanding of an 
interviewee when given these questions and how they would answer in certain situations. 

Regardless of this, the work experience of the interviewees was a valuable source of 
information, as it provided first-hand knowledge of the challenges and opportunities associated 
with using AI in cyber security. It is important to recognise that the interviewees' experiences 
may not be representative of the broader population of cyber security professionals. For this 
reason, the data presented needs to be looked at critically to determine whether it will contribute 
to scientific research.  

6.2 Discussion of Results 

How companies not using AI are more sceptical of it and why is that? 

There is a noticeable difference between the two groups of interviewees. The interviewees not 
using AI cyber security seem more critical or neutral of these technologies. Of the companies 
who use AI cyber security, which includes {I1} and {I4}, their views on AI cyber security are 
primarily favourable. They believe it can automate tasks, detect anomalies and deviations, and 
create new AI-driven services. On the other hand, companies not using AI cyber security are 
less inclined to trust in its capabilities. {I2} had significantly less experience as they had no 
direct background with these technologies. {I2} is hesitant about the technology and believes 
one needs to look at it through a lens of criticism, but still believes there are uses for AI in cyber 
security. {I3} mentioned having worked with an institution on a project that heavily involved 
these AI technologies, saying that their organisation is looking into the possibilities of these 
technologies for future assistance in their work, though explicitly saying they have no 
experience with AI that involves cyber security. However, {I3} also believes in its potential but 
also points out that there are risks and that it is important to be careful when designing and 
using AI solutions to ensure privacy and control. {I5} in this instance is also critical, but not to 
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the same extent as the other two. They tended to describe themselves on the morally grey side 
of this topic, saying that AI has both positive and negative sides that will make the world better 
in some ways and worse in others, though they did not give any specific examples. 

On the other side, based on the given data, it is clear that {I1} and {I4} have a more positive 
view of AI. The interviewees see AI as having huge potential to help us with its abilities to 
automate our work and help us build a new solution for the way we tackle cyber security. {I4} 
gives multiple examples of how AI can identify threats and attacks more effectively than human 
experts and detect anomalous behaviours in the system. This benefit can help us identify 
security incidents and relationships that can point to security risks. {I1} acknowledges that there 
is no perfect solution with AI today, and several risks are involved, but many new products in 
use today have some form of AI built into them. Overall, both interviewees see AI as a way to 
advance cyber security capabilities further but also acknowledge that further development is 
needed for even better solutions. 

Familiarity and experience with AI technologies shape views on its potential in cyber security, 
based on these responses. As {I2} mentioned, when working in the security field, one tends to 
be more sceptical of these technologies and says they would require significant testing with this 
technology before allowing them within the system. Scepticism can be seen as a logical decision 
because it would be natural for the personnel working in the company security that they should 
trust the tools they use and believe they are effective. If the AI were to make a mistake, it could 
cost the company a large sum of money and even damage its reputation. 

When explicitly asked about their trust in AI's capabilities in cyber security, all three 
interviewees from companies not using AI cyber security openly rejected a pure AI-based 
solution for an organisation's security as they see it as insufficient and requiring human 
expertise and governance over the AI model functions. They feel that AI should be a part of 
security measures but not the main component. One argument that {I2} had is that they believed 
AI is not yet developed or tested enough to be involved in larger part of an organisation's safety, 
saying that it should follow a proper risk analysis, like other tools, before being implemented. 
According to {I2}, this is standard practice to examine software that is brought into the 
companies regardless of what sector of business it is.  

However, none of the interviewees had any issues about implementing AI technology for 
solving simple tasks regarding their cyber security. Though, most interviewees agreed that 
extensive testing is a necessity before using AI in a live environment and involving human 
workers. {I2} and {I5} saw it as an inevitable inclusion. {I1} mentioned that all automated 
tools built today would have a type of machine learning algorithm part them, whether it is about 
security, coding, or whatever it might be. {I5}, in this instance, brought up rising cybercrimes, 
saying that as cyber-attacks become larger and more sophisticated, it would be natural that the 
definitions would become even more remarkable and require AI to be a part of it. These 
sentiments are strengthened even further compared to the answers of interviewees using AI 
cyber security, where they mention smarter solutions are needed to combat this rising threat, 
implying that AI technologies are the solutions. 
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Why is there distrust in AI? 

Regarding why there may be distrust, {I1} and {I4} had some specific theories about why a 
company would not trust its involvement. {I4} suggests that one reason for this distrust is the 
intimidating and scary nature of having a robot perform these critical tasks. To a similar point, 
{I1} points out how we tend to hesitate about technologies, such as AI, that claim to solve all 
the employee's problems, so it would be natural to hold some distrustful opinions. Based on 
their answers, it can be speculated that this fear may involve concerns about the safety and 
reliability of AI systems, possibly in situations where a certain decision may significantly 
impact the business.   

On that topic {I4} suggested XAI as a technology that can help build trust in AI and increase 
its acceptance in different areas by providing users with an explanation of how a particular AI 
decision was made and how data was used to reach that decision. This can be particularly 
important when the decisions made majorly impact people's lives and health. Though {I1} 
specifically says they have not heard of XAI before, they also acknowledge just by the name 
alone; it would possibly help build trust with AI, which discusses the potential privacy risks 
and the likelihood of threat actor intervention in XAI systems.  

Is AI threatening the jobs in cyber security? 

From the interviews with each induvial, we can tell that there is an almost unanimous opinion 
that AI is not seen as a threat to the jobs of human cyber security personnel; they agree it is not 
an issue. More specifically, they did not see AI as a threat to personnel capabilities, saying that 
human control and governance over AI solutions for security are still necessary even with AI 
involvement. Everyone agreed that AI could serve as a tool to reduce the workload on cyber 
security staff by automating tasks that can be done faster and more efficiently, freeing up time 
and resources for staff to focus on more critical tasks that require human expertise (these tasks 
are shown below in the next section).  

There are also some slight differences in the induvial answers; for example, {I2} and {I4} 
believe that AI can complement human workers, helping people do their jobs more efficiently 
and minimise theirs. On the other hand, {I1}, {I3}, and {I5} suggest that AI could replace 
specific tasks and roles performed by personnel, but it is not a threat to personal abilities. This 
can mean the machine learning technology and threat detection can be tools a cyber security 
officer can use to increase efficiency in their work while not troubling themselves with tedious 
tasks, for example, monitoring network traffic to detect potential cyber threats as said by {I1}. 

{I1}, {I3} and {I5} did not mention any specific jobs or positions that would be lost, but in 
general, they considered repetitive tasks within certain job positions would be significantly 
reduced with AI's involvement. {I1} gave an example of how they interact daily with false 
positives7 in the security analyst. {17} This can waste valuable time and resources and reduce 
the effectiveness of security testing. {I1} mention how AI would be able to automate this task 

 
7 False positives are a type of security alert from a security testing tool or method that show an incorrectly 
identified vulnerability or threat that does not exist. From: https://www.contrastsecurity.com/glossary/false-
positive  
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time, freeing up the time they would usually have to deal with these issues manually, though 
they note that AI for this purpose is currently not being used. 

Where the human fits in the security portion?  

During the interviews, {I2} gives an example of how human penetration testing remains vital, 
indicating the continued importance of human expertise in identifying and addressing 
vulnerabilities in places where an AI would have difficulty managing. {I3} and {I4} similarly 
noted the need for human governance in cyber security, showing the importance of human 
oversight and decision-making in ensuring adequate security measures. 

{I4}, on the other hand, highlighted the importance of responsible AI development that 
emphasises interaction, learning, and Explainable AI. Like {I3}, they talk about how humans 
still need to be involved in decision-making and oversight, particularly when ensuring long-
term security improvements. This suggests that while AI can play a valuable role in cyber 
security, it should be developed to allow humans to interact with it and take over if needed, 
rather than the AI working on its own, which the interviews saw as a critical risk.  

While {I5} had no direct knowledge of cyber security, they believed human involvement will 
still be necessary for a long time. Hackers are aware of AI and cyber security developments, so 
humans are needed to outsmart them. Though they did not give a direct example of such a case, 
it can be speculated that they do not see AI security as being at a level where it would be used 
against hackers at its current state. 

How may AI be used in cybercrime? 

Regarding AI vs AI cyberwar, both {I1} and {I4} agreed, from their own experiences, that a 
future where a machine is used to defend against an attack against another machine may be 
inevitable. {I1} believes that the future may involve a battle between the big players based on 
data from cloud-based data collection. However, the risk of this scenario depends on how the 
challenge is solved, with or without humans in the loop. {I4} suggests that Explainable AI could 
help bridge the trust gap for AI security and increase acceptance for its use in different areas. 
This could not necessarily mean that threat actors are currently deploying this type of 
technology for their own malicious intents but that there is potential for it based on the current 
rise in cybercrimes. AI technology is essential for this task, but it is crucial to consider its use's 
ethical and practical implications. However, it should be pointed out that neither interviewee 
gave a direct answer of how machine vs machine warfare may look as neither had encountered 
this kind of threat in their work.  

Because of these threats, {I4} believes it is essential to build smarter solutions that not only 
automate processes but also consider interaction, learning, and explainability, meaning that 
organisations should be able to understand the processes and needs before this technology is 
implemented in their cyber security. 
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What would be some future development of AI in cyber security? 

According to the interviewees, {I1} and {I4}, AI-based cyber security has a huge potential for 
the future, and they would fully recommend its implementation for other companies.  

As cyber threats become more sophisticated and frequent, the interviewees saw the need for 
more advanced technologies to protect companies and personal data. However, as noted by 
{I4}, it is important to choose a solution tailored to the organisation's needs and seamlessly 
integrated with existing systems. Staff with expertise in the field should also be available to 
monitor the system and take appropriate action if necessary. 

{I1} also acknowledges how slow the regulation of AI is because they are a complicated 
technologies to regulate, primarily due to AI being relatedly new and lawmakers having little 
understanding of it. They see many new laws being set in place to regulate data protection in 
the future to keep up with the advancements in AI technology. The regulations will likely focus 
on issues such as data privacy, data protection, and accountability in using AI. Additionally, 
the regulations must be tailored to different industries and applications, as AI is used in diverse 
areas such as healthcare, finance, and transportation. 

{I1} suggest that AI technology become more advanced and sophisticated, perhaps to the point 
where it can replicate human-like perception and recognition of visual stimuli. They imply that 
the development of AI will be an ongoing process that requires constant feedback and 
improvement and that it could become more adaptive and responsive to changing environments 
and circumstances as they are continuously refined and adjusted based on user input and 
feedback. This could mean that AI can accurately identify and classify objects, faces, and other 
visual patterns, allowing it to perform tasks requiring human intervention. 

In the next ten years, {I1} sees AI development will focus on pattern recognition and niche 
markets, meaning it may be used in specialised areas within the industry that cater to specific 
needs or focus on small and medium-sized enterprises. {I1} views the continuous feedback 
generated as essential for this development improvement. AI systems could learn from real-
world scenarios, adapt to the ever-evolving threat landscape, and refine their detection and 
response capabilities to provide more accurate and effective security solutions. 

The statement by {I4} on AI market growth and the importance of AI-based cyber security 
shows a huge potential to be used in many organisations. The interviewee predicts that the 
market for AI-based cyber security will grow rapidly in the next 5 to 10 years, just like other 
AI-related markets are doing currently. This growth can be attributed to the previously 
mentioned increasing abundance and complexity of cyber threats, which will need advanced 
technologies to protect sensitive data and systems. 
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6.3 Discussion of the Risks and Opportunity tables 

The contents of the Table 2 and Table 3 are based on the insights of the interviewees 
interviewed, drawing from their own experiences and opinions of AI and how they view its use 
in cyber security and what they see benefitting the field or bringing several concerns. The 
following briefly describes each risk shown in Table 2 and opportunity shown in Table 2 and 
description of why it is included. 

6.3.1 Risks 
The first risk concerns user integrity, in which {I3} argues that the AI security model may 
potentially leak sensitive information. They refer to the GDPR data protection regulation, which 
mandates that personal data should be protected, and demands that users on the system consent 
to data collection and usage. Because of this regulation, they argue that there should be a limit 
on the amount of information fed into the AI models to ensure that only relevant data is being 
accessed. If this data were to be leaked, it could lead to serious consequences that could follow 
the organisation.  

The second risk is regarding threat actor AI, as mentioned before by {I1} and {I4}. They argue 
that with the advancement of cyber security and the move to AI, we would see a rise in attackers 
using similar solutions to enhance their attacks against organisations, making it easier and more 
effective for this attacker to threaten an organisation's security. They agree that this would 
eventually evolve into a situation where a threat actor's AI is pitted against another 
organisation's AI security in what could be termed an AI vs AI cyberbattle. The concern is that 
such a scenario could lead to a constantly escalating arms race of AI development, which may 
ultimately lead to unintended consequences and collateral damage. 

The third risk regarding AI's positive representation was prevalent in the second interview with 
{I2}, in which the interviewee mentioned only seeing articles on the positives of AI being 
presented, with little, not no, critical headlines. While this may be a smaller threat compared to 
the other more important risk, there would be concerns about biased reporting and lack of 
critical analysis of AI's limitations and possible negative impact on society. This reporting could 
lead companies into a false sense of security and overbalance of this AI solution, negatively 
affecting the long run. This representation can be a problem too. Not all interviewees had similar 
experiences as {I2}, with little to no mention of this explicitly positive AI representation in 
media. 

The fourth risk of lacking human oversight was something that {I2}, {I3} and {I4} mentioned 
as being a critical risk when regarding cyber security. They believe that qualified human 
security personnel are integral to the security process and should not be replaced by AI 
solutions. Without human oversight, AI-based systems could miss important threats, generate 
false positives, or even become a vulnerability themselves. While AI can assist and augment 
human decision-making, it should not replace the essential role of humans in cyber security. 

The fifth risk is regarding AI's transparency, a topic which all participants agreed on was a risk 
that would decrees trust in AI. Unlike human oversight, lack of transparency refers to the 
challenge of making AI models more understandable or "explainable" to humans. While 
transparency and explainability are essential for building trust and ensuring accountability, they 
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can be difficult in complex AI algorithms. AI algorithms can be difficult to understand and 
challenging to identify and correct errors or biases. Lack of transparency could also result in 
misunderstandings or mistrust between humans and AI, making it difficult for them to work 
together effectively.  

 

6.3.2 Opportunities 
The first opportunity mentioned was AI's potential for future development, which all 
participants mentioned as the most admirable quantity of AI. The interviewees pointed out the 
vast development potential in creating new AI-driven services to detect security flaws in 
companies and integrating AI technology within existing platforms and services. This 
development includes detecting bugs and ensuring timely updates, which enhances 
organisations' overall security posture. They see AI's potential in cyber security as a blossoming 
area for innovation and growth, with new features and capabilities developed daily. 

The second opportunity mentioned by {I1}, {I2}, {I3} and {I5} was AI's ability to automate 
tasks; they drew from their experiences, saying that these technologies had the potential to 
improve productivity, efficiency and accuracy in various tasks significantly. One of the 
significant benefits of AI automation is the ability to process vast amounts of data in a shorter 
amount of time than humans. With AI algorithms, repetitive tasks such as data entry, 
processing, and analysis can be performed quickly and accurately, freeing human employees to 
focus on more complex tasks.  

The third opportunity mentioned was AI's ability to enhance threat detection, which {I1} and 
{I4} saw as a significant advantage in the fight against cyber threats. They mentioned that AI 
could help detect threats more quickly and accurately than traditional methods, as it can analyse 
large amounts of data and identify patterns that may be difficult for humans to detect. By 
analysing large amounts of data, AI algorithms can identify patterns and anomalies that may 
indicate potential vulnerabilities in a system to prevent them from being exploited by 
cybercriminals. They believe that AI can potentially enhance threat detection and improve 
cyber security outcomes significantly. 

The fourth opportunity regards the handling of false positives. This was discussed by {I1} in 
which they mentioned their daily operation being heavily involved with looking through 
security reports, with the majority being false positives. They mention that with the right 
configuration, an AI better automates the false positives shown and can even reduce the volume 
of false positives. One can argue that this opportunity is the same as the one regarding 
automation. This ability can help organisations to save time and resources by reducing the need 
for manual intervention. It can also help to reduce the risk of human error in the security process. 
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6.4 Comparison to Related Works 

Despite the differences in our method of research, the findings of the related research papers 
were generally consistent with the results of this thesis. Similar findings are highlighted from 
the related materials where the authors of each respective paper mention similar benefits, 
including the ability to detect emerging threats, provide early alerts, and aid in threat 
identification and classification. They draw similar conclusions where they emphasise the 
importance of additional research needed to make AI more effective. The authors also note 
the need for high-quality data to train AI algorithms, as biased or incomplete data can lead to 
inaccurate results and ineffective cyber security measures.  

However, these related works do not mention several topics that are present in this thesis, 
such as how companies perceive AI and how they would treat AI's implementation in their 
security, showing what should be considered and choosing the right solution as well as 
considering how it may affect the company and in what situation a human security worker 
would be necessary. Additionally, none of the four articles mentions GDPR or the risk of user 
integrity leakage, meaning it was not a specific focus of their research or discussion. While 
some of the ethical and legal implications of using AI in cyber security, such as the potential 
for privacy violations and discrimination, were mentioned by Khisamova, Z. I., et al.  [44], it 
could be seen that they speak in general terms and did not mention any specific regulations. 
However, given the increasing importance of data privacy and protection, it is crucial for 
companies implementing AI-based cyber security solutions to ensure they comply with 
regulations such as GDPR when talking to and taking steps to protect user integrity. Failure to 
do so could result in legal and financial consequences and damage to a company's reputation. 
These are some important topics that need to be present in every AI discussion for researchers 
to develop new and more effective solutions for cyber security to protect the integrity of both 
organisations and individuals.  

6.5 Discussion of the chosen method 

The semi-structured interviews were suitable for this research as they allowed us to better 
understand how interviewees and companies view AI in cyber security. All interviews followed 
a similar structure of interview style. We asked an interviewee a list of pre-determined questions 
and, based on the interviewee's answer, asked them additional questions when additional 
information was needed. However, there were outliers in the first and fourth interviews. Each 
interview, besides the first and fourth interviews, we recorded and transcribed, allowing us to 
retrieve detailed information. 

The first interview was not recorded as we were concerned with the security risk of recording 
an interviewee involved with a well-known cyber security company. Bryman [41], in his book, 
specifically mentions the importance of recording and transcript as it would help capture precise 
communication, which would help analyse future data and ensure the interviewee's answers are 
as accurate as possible. Bryman also mentions note-taking as a popular data collection method 
in qualitative interviews but states how it can be problematic as it can result in incomplete or 
inaccurate information. These concerns were considered during the interview as it would have 
helped us capture more detailed information from the interviewees specialising in AI cyber 
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security. However, in the end, we decided against it as the concerns for security were ultimately 
more important. Taking notes is still a valid data collection method as it can also help 
demonstrate professionalism and respect for the interviewee's time and expertise, showing that 
we interviewers are respecting the interviewee's time and taking their input seriously. Many 
notes were taken during the first interview, which we could determine was enough to satisfy 
each interview questions.  

This format of interviews was the same except for the fourth interview, where the answers were 
sent through e-mail. It would have been more suitable if we had preferred a live interview 
similar to the other three, but it could not be done because of scheduling issues with the 
interviewee. Bryman [41] mention e-mail interviews as being a good alternative when a face-
to-face interview is not possible. However, it comes with the limitation of having only a half-
duplex way of communication, such as misinterpretation and the inability to clarify responses 
in real-time. Though these concerns were considered, it was ultimately the most optimal method 
for us to retrieve the interviewee's answers on time. 

Although these interviews allowed us to retrieve the data needed for this thesis, we recommend 
that researchers follow a dedicated structure for each semi-structured interview they participate 
in.  
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7. Conclusions 
To summarise, AI is a hot topic in cyber security, with many having confidence and doubts 
about its involvement. The interviewees come from diverse backgrounds with unique 
experiences reflecting their opinions of AI and cyber security, showing us what needs to be 
considered and discussed. 

Going back to the previously asked questions in the question statements:  

There were mixed perceptions on AI cyber security usage because it depended mainly on how 
it is used. Factors such as previous knowledge and experience with the technology plays an 
important role in their beliefs, with those in the security field expressing scepticism and 
advocating for thorough testing. In this aspect they see that further development is needed 
before AI would handle a larger part of an organisation’s security.  

One can see that companies not utilising AI cyber security would greatly benefit from it. AI-
based cyber security can improve a company's security by capitalising on various opportunities 
identified by the interviewees. such as AI's potential to enhance security measures, automate 
tasks, enhance strategic and tactical threat operations, and handle false positives and overall, 
offering promising avenues for increased productivity, efficiency, accuracy and optimising 
cyber security outcomes.  

However, it requires a large amount of customisation to fit the requirements of specific 
companies. It is recommended that companies carefully consider which AI-based solution they 
bring into their security, using a risk analysis as a foundation to assess the potential benefits, 
drawbacks, and alignment with their specific needs and objectives. Several risks will be a factor 
when deciding the right solution. These risks may include the previously mentioned 
transparency and bias, threat actor AI, and others such as legal considerations, lack of human 
oversight and potential unintended consequences stemming from over-reliance on automated 
systems or AI-driven decision-making processes.  

According to the insights of the interviewees, AI advancements in cyber security will focus on 
the specific needs of organisations. They would be seemingly integrated with existing systems 
with more development for data privacy regulations. Additionally, rapid market growth is 
anticipated for AI-based cyber security solutions to address the increasing complexity of cyber 
threats. 

To conclude, it is important to understand that advancing cyber threats demand advanced 
security measures. As the interviewees mentioned, the rise in cybercrime will inevitably lead 
to integrating AI into all cyber security tools as an inevitable necessity. Leveraging AI 
technology can enable companies to develop smarter solutions that cater to their unique needs 
and preferences, providing an advantage in the ever-changing threat landscape. Failure to adapt 
to new technologies may lead to being left behind by competitors who are quick to adopt and 
integrate AI into their cyber security strategies. For these reasons, it is important to work 
proactively with AI to strengthen a company's security and stay ahead in the game. 
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8. Future Works 
Further research is needed, perhaps more data from all forms of companies across different 
industries and sizes, to gain a comprehensive understanding of the potential impact and 
adoption of AI in cyber security. Given a larger time frame and more resources, a quantitative 
survey would be a logical next step in receiving more data to advance research in the field. A 
survey with a bigger crowd can allow us to make statistics and provide a more comprehensive 
result of the opinions and experiences of companies regarding AI-based cyber security. 
Additionally, a quantitative survey would help identify the most pressing concerns and needs 
in a company’s cyber security, which can then inform us of the development of AI-based 
solutions. 
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10. Appendix 
{I1} Notes 
My background 

Working mainly with detection, pentesting, reverse engineering, vulnerability assessments, forensics, 
vulnerability analysis, redteam etc. 

Building a better ability to detect "bad" cyber capabilities 

Have seen the consequences of AI in the field 

Working more multiple products today but not developing their own algorithms 

How do you see AI? 

AI has huge potential to help us 

Can be used to automate our work 

AI is an anomaly of can be used as detection engine  

Cyber security today 

Move us from SIEM towards EDR/NDR and other platforms ex solutions for Cloud etc. 

There is no perfect solution with AI today, but many new products have some form of AI built into 
them. It is thus a mix of technologies that are needed. 

EDR products with extensive logging bridge the problem as it creates the possibility of detection and 
thus the possibility of using AI. 

The amount of data is favorable for analysis and the development of new tools. 

Three methods used today 

Method 1 

Anomaly detection engine that finds anomalies, but with lagging training intervals of weeks/months. 

Works well when the detection flow is stable. 

In case of changes, it may take time before the normal situation occurs again. 

EDR agents on 

Method 2 

Build a model that you train and provide with a number of threats. 

Trained ex to protect an end-point. 
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Often chooses to work with a specific end-point protection. 

Risk that a detection has consequences for stopping activities - the solution to this is to "freeze" the 
model to be sure that it does not have unwanted effects. The model becomes predictable because it does 
not update itself as they are based on hashes etc. 

Method 3 - Further development of method 2 

Feedback helps the platform and makes it more learning i.e. the human helps the machine to understand. 

o False positives should dampen the effect. 

o Become more accurate with true positives 

Battle between machine and machine 

Yes, absolutely. Base on the current climate of security threats rising threat actors would be using new 
ways to counter our security. Will probably be a battle between the major players based on data from 
cloud-based data collection. 

How does the development look like 

5 years ago, companies tried to solve this themselves with classic solutions. 

What has happened is that the development has become more extensive. 

The new security platforms are in place, but the business has historically not had time to follow up on 
all alarms that have come in, i.e. there have been many false positives. An AI could help in the analysis 
work, but today a lot of analysis has to be done manually. Today, detection and analysis is solved with 
a SOC that has a width and often the detections are visible already today. 

ML and Deep learning will come in the future but the development is not there today. It is at the other 
end. 

For example, ML is used in the analysis of X-ray images. However, the environment is stable while the 
reality of cyber security is constantly changing, which makes it difficult for ML. 

Finished Machine Learning model is difficult to improve. 

Being trained to use AI 

Specifically developed applications are likely to require a high degree of customization and this will be 
specific to their own business. 

Confidence in AI 

We humans want predictability, something we know we can understand.  

The interviewee is not familiar with Explainable AI but from the name they can guess that it is a step on 
the right side. Predictability is important but the explanation of why the conclusion was what it was is 
not necessarily required (Explainable AI). 

Should have a hesitation towards products that claim that AI will solve all their problems. 

However, a modern platform should have elements of AI components in it. 

Laws 

The development does not seem to keep up and there are challenges in several areas already today, e.g. 
the data protection regulation.  

Historical 
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Attackers could find a vulnerability in a server etc. Comprehensive detection visualizes the entire 
environment, and it only takes one mistake from the attacker to be noticed. Early detection often 
provides a cheap measure. 

Will AI take over our jobs 

No, but tasks will be displaced. Hardly even a reduction in staff but it could even be good for saving 
time. They themselves have not experiences much of any decrease in the workload. They cannot say 
how it will be in the comping years. 

Example: The classic solution that was based on logging and required a lot of staff. The move to EDR 
went very well even though the granularity was not the best. Now completely new tools are being 
developed and the noise has gone down significantly and the tools have become much better. The 
platforms have become much better and this development will only continue. 

Do you think many companies will use AI 

Yes, this will be in different platforms. Even uninteresting companies will have problems with cyber 
security in the future as even small streams/blackmail attempts become more and more interesting. 
Cataloging of companies is becoming more and more common. 

The big villains have become small villains, but at the same time it is difficult to prosecute the attackers. 

What will it look like in 10 years 

AI will be developed for what "looks the same." 

Niche markets will also have some development. 

For an AI to get better, a continuous flow of feedback is required. 

{I2} Quotes 

Q. How familiar are you with AI technologies and their use in businesses? 
"Not very familiar, I have understood that it is a rather hot issue, and I think that a lot will be able to 
happen in the future. But I don't have much of a background in AI." – {I2} 

Q. How do you view AI Technologies?  
"I am not against it, but when you work with security, you become a critical mind, so I am quite critical 
of this type of work or this type of technology."," As I said, in security, you have to be very critical and 
criticise many things to be safe, but with that said, I think there are always things it(AI) can be used 
for." - {I2} 

Q. Where have you received your information regarding AI? 
" I'm fed quite a lot of information about new technology through Linkedin, and that's because I follow 
a lot of my role models. It is possible that I read some. I have blogs, forums and other things where new 
technology is released, and I follow them and read them, so I usually get it via blogs, LinkedIn, Twitter 
possibly and such. I would guess most of the time. It is not that I have actively read." – {I2} 

I don't think many people have written much about how critical we should be. You usually read about 
how flash technology is and how cool it is, and how important it will be for us. – {I2}  

Q. Have you ever considered/are you considering implementing AI-based technologies into your 
company/your company's cyber security operations? 
"As I said, all tools you look at today have some kind of automated intelligence in them, or to put it 
another way, it doesn't really matter which tool you look at. If we are going to bring in something new, 
there will always be a part of that tool that has an AI in it, so to speak. But with that said, I have not 
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actively looked for specific tools that are only based on AI, but when we look at certain parts, for 
example, if we are going to bring in some type of tool, it is clear that we have had it in the back of our 
minds." – {I2} 

Q. Have you considered the risks that the implementation may bring to your company? What are some 
risks that you can mention? 
"But there are always risks when you bring tools or software into a company where you don't really 
know where the tool or software comes from, and when you look at the software, you can talk about it 
in many different ways, but usually you need to do a background check, and look at how things are built. 
Where does it come from? Who is the publisher? Where is the data stored? How have you configured 
all these things are risks that we have to consider and do some kind of risk analysis when looking at 
software." – {I2} 

Q. Do you see any benefits with implementing AI-based cyber security technologies?  
"Advantages are definitely, that you can automate things. I see that as an advantage. Today, I work 
quite operationally in my role, which means that I talk a lot with different teams and work very hands-
on with security, which means that there are so many of my tasks I could certainly use or perhaps do 
better with the help of AI." – {I2} 

Q. Would you put trust in AI handling an organisation's security?  
"It depends entirely on what it's supposed to do. Again, there are a lot of things you can automate and 
put on an AI possibly. I can honestly say that I'm not there, that I would have trusted it today because, 
as we talked about earlier, there are so many people who only write about AI technologies as something 
new and exciting. There are only possibilities, and maybe that's the case. However, I probably needed 
to be more critical of something to feel comfortable with it. "– {I2} 

Q. Would you feel safe with AI being part of the security?  
"So as part of that, yes, but I wouldn't have been able to allow an AI to happen as well as a larger part 
of IT security not as it is today." – {I2} 

Q. Do you see AI-based cyber security as a threat to personal capabilities? 
"I don't think we'll have to feel threatened by all of them (AI technologies) at all. In all working groups, 
it is clear that there will be technology in some places for sure, but I don't feel in IT security that it will 
be like that." – {I2} 

Q. In what situation would AI cyber security be preferable compared to software-based security and 
human IT security workers? 
"As I said there, testing work, I want to say that you have some kind of analysis work to be able to verify 
whether things are in place or not to verify whether things are strengthening a test or not, or whether it 
is vulnerable or not, such things I think an AI could have simplified." – {I2} 

{I3} Quotes 

Q. How familiar are you with AI technologies and their use in businesses? 
"Quite familiar. We already use AI to some extent today. For example, we have spam filter technology 
from various suppliers in our protection here in the municipality on the web. We don't know exactly how 
it works because we haven't developed it ourselves. But we are also looking at AI-based solutions." – 
{I3} 

Q. How do you view AI Technologies?  
"It has great potential, but it also has great risks. I think that's one way I look at it. I think that you really 
need to be careful when designing your AI solution and your application of AI to ensure both integrity 
but also that you still have control over the AI solution that the world will perform, that it has a specific 
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purpose, that it still has a "governance" model around it that you control and that you have tests on it 
that you ensure that for every such solution, you do not have, it also introduces the possibility of 
exploiting it in a wrong way." – {I3} 

Q. Where have you received your information regarding AI? 
"I read a lot in the media, and then we also talk about it at work. We have technicians here who are 
interested in AI solutions. We have pretty good competence. Our cooperation with the university here 
can start around AI. Among other things, we haven't used it yet." – {I3} 

Q. Have you ever considered/are you considering implementing AI-based technologies into your 
company/your company's cyber security operations? 
"Absolutely, we do, and we have already done so, you could say via this {hidden} project and also in 
requirements for the type of software we will see a need for in the future, so we have already done that, 
and we are also looking ahead, as I mentioned. We are now looking at the possibilities." – {I3} 

Q. Have you considered the risks that the implementation may bring to your company? What are some 
risks that you can mention? 
"One of the risks we clearly see is that it is linked to personal integrity and what data we disclose. We 
live under the GDPR data protection regulation, for example, so there is a risk we see that the 
information we enter into our AI model will be available" – {I3} 

“It will be broadened, and we see that we need to have security protection linked to it, and there the 
risks are also really similar to disclosing confidential information or gaining access to the wrong 
solutions in an AI model. So that's what they are, isn't it? These are the initial risks you see. Then there 
are other risks in the form of making incorrect decisions, giving incorrect information to the user of the 
service, and the fact that we are an authority, as a municipality is an authority, so we need to ensure 
that the decisions for the current situation are correct." – {I3} 

Q. Do you see any benefits with implementing AI-based cyber security technologies?  
"This with AI and above all, yes, pattern analysis and looking at behavioural analysis may also help 
users because user behaviour is also a great risk of clicking on the wrong link, every genuine and what 
is not genuine, for example, in the case of {hidden} and so on, analyse that more effectively and better 
filters out malware and malicious e-mails and so on? There are great opportunities to use AI in a good 
way linked to cyber security." – {I3} 

Q. Would you put trust in AI handling an organisation's security?  
"Not just a pure AI solution? No, I wouldn't do that at the moment. It requires human control as well. I 
wouldn't say a pure AI solution. However, it requires technical competence and, as I said, human 
governance over the AI model and that you are constantly aware of the limitations here, the possibilities 
here and that you still control in some way." – {I3} 

Q. Would you feel safe with AI being part of the security?  
"Yes, but I could probably do that. It is apparent that we will, in that case, of course, test extensively 
first before running in live operation. You have to have extensive testing. So, I could very well imagine 
that, but not on the scale we have. We have a dialogue with the suppliers. There is AI technology already 
today in the protection we have." - {I3} 

Q. Do you see AI-based cyber security as a threat to personal capabilities? 
"No, no, I would say that given my answers before, I will say that there are certainly threats depending 
on but linked to cyber security. As I said, I believe humans need control over AI." – {I3} 
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Q. In what situation would AI cyber security be preferable compared to software-based security and 
human IT security workers? 
"Someone suggests something that I follow, which I think means that there needs to be clarity around 
it, and therefore, humans cannot just back away without there needing to be clear governance. I believe 
that humans are critical here, and there are major risks with AI." – {I3} 

 

 

 

{I4} Quotes 
Q. How do you view AI and its use AI in cyber security? 

"I think there is a huge, untapped potential. Both by creating new AI-driven services that can detect 
security flaws in companies and by including new technology, detecting bugs if they need to be updated, 
etc. in existing platforms and services." – {I4} 

Q. Do you have any practical experience with AI? 

"I have not coded, but I work a lot with finding business ideas in AI, creating new solutions and services 
using AI and using many AI-based tools myself." – {I4} 

Q. What benefits/risks could AI security bring to an organisation as opposed to software-based 
applications or other third-party security companies not using AI? 

"It depends entirely on how you implement and use an AI-based security product. If you have the user-
centred perspective in the implementation, we always assume that there should be an interaction 
between humans and AI, where AI does not (at least initially and not without telling you why) make 
decisions without human involvement. If you just automate everything without having control, there is 
a risk that you cannot improve security in the long term." – {I4} 

Q. Do you think there is a risk of AI-based cyber security becoming a battle between machine and  

"It depends on how you solve the challenge, with or without a human in the loop. If we do it without a 
human in the loop, it will certainly happen. We need to take responsibility for building solutions that 
not only automate things but also allow interaction, learning and Explainable AI." - {I4} 

Q: What changes have we experienced with cyber-attacks which would lead us to use AI-based cyber 
security? 

"Enormously more and more complex, we need to automate and above all be able to interpret large 
amounts of data/breaches to building more secure solutions in the future." - {I4} 

Q. What needs to be done before deploying AI technologies in cyber security?  

"It goes by the companies' own needs, understands the processes and understands what the AI 
technology does. Understand how to interact or interpret the results." - {I4} 

Q. Are you familiar with Explainable AI? Could this help bridge the trust for AI security? 

"I would describe it as a form of artificial intelligence designed to make machine learning and AI 
algorithms more transparent and understandable to humans. This means giving users an explanation of 
how a particular AI decision was made and how data was used to reach that decision. In this way, 
people can follow and understand what happens 'behind the scenes', which is particularly important 
when the decisions made have a major impact on people's lives and health. By making AI more 
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Explainable and transparent, we can help build trust in AI and increase its acceptance of its use in 
different areas." – {I4} 

Q. How would an organisation use AI technology for managing cyber risks and ensuring compliance?  

“organization complies with all relevant laws and regulations). 

A couple of examples of how it can be used that we usually use: 

1.Threat detection: AI can be used to identify threats and attacks more effectively than human 
experts. By monitoring network traffic, application behavior and user interactions, AI can 
detect anomalous patterns and flag potential threats. 

2. anomaly detection: AI can be used to detect anomalous behaviors in the system, which may 
indicate a security incident. For example, an AI-based solution can identify a user trying to 
log in from an unknown location or an application behaving in a way that is not normal. 

3. security analysis: AI can be used to analyze large amounts of data and identify patterns and 
relationships that can point to security risks. For example, AI can be used to analyze log files 
from multiple systems to detect anomalous patterns and indicate potential threats. 

4. automated response: AI can be used to automate the response to security incidents. By using 
machine learning and natural language processing, AI can identify appropriate actions to 
take and implement them quickly and efficiently. 

5. predictive analytics: AI can be used to predict potential threats and security risks based on 
historical data and current trends. For example, AI can be used to predict which applications 
or systems are most likely to be attacked and take appropriate action to prevent an incident. 

Much of this cannot be monitored or done by a single individual, but we must rely on AI and 
other technologies.” – {I4} 

Q. Why, in your opinion, would companies have a distrust for AI security? 

"Because they think it is scary not to have control and that a robot should do an important job." – {I4} 

Q. Do you think AI-based cyber security will threaten personal capabilities? Would it significantly 
reduce the personnel of a company? 
"I actually don't think that AI-based cyber security will be a threat to personal capability. Rather, I 
believe that AI technology can serve as a tool to help people do their jobs more efficiently and effectively 
protect themselves against various cyber threats." – {I4} 

Q: How would you view the future of AI cyber security? Would you recommend it to other companies?  

"I think there is a huge future potential for AI-based cyber security. As cyber threats become more 
sophisticated and frequent, the need for advanced technologies to protect companies and personal data 
will only increase. I would definitely recommend AI-based cyber security to other companies. But it's 
important to choose a solution that is tailored to the needs of the organisation and can be seamlessly 
integrated with existing systems. It is also important to have staff with expertise in the field to monitor 
the system and take appropriate action if necessary. "– {I4} 

Q. What do you think the market for AI-based cyber security will look like in 5 to 10 years? 
"It will have exploded at the same pace as other AI-related ones are doing now and in the coming years. 
To protect the AI-driven systems we are building, it will be a must." – {I4} 
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{I5} Quotes 

Q. How familiar are you with AI technologies and their use in businesses? 
"Quite familiar you could say so, but I can clarify that I'm not the one who sits and types and codes yes, 
but I'm more on the implementation side to understand how to use AI applications. So I have a basic 
knowledge, but I'm not the one who sits and codes neural networks directly." – {I5} 

Q. How do you view AI Technologies?  
“I think AI is not just one technology, there are many different ones that have extremely different 
applications and consequences in the world, so it is a very, very broad issue. I think AI will do very good 
for humanity, but there are also very big risks. I think many people are now polarizing dialogues very 
much that it is either this is the apocalypse or that it will somehow be a dream society in the future. I 
see it as like most other technologies, it has positive and bad sides. It will make the world better in some 
ways and worse in some ways. I have a rather pragmatic view.”– {I5} 

Q. Where have you received your information regarding AI? 
"Through my job! No, but my God today it is going on really fast. If you want to keep up with AI, you 
have to spend a lot of time every day researching and keeping up to date so I read all kinds of newsletters 
and get tips from colleagues and yes, all directions and edges "– {I5} 

Q. Have you ever considered/are you considering implementing AI-based technologies into your 
company/your company's cyber security operations? 
“I haven't had to think about it, because it's not really my job. Uh, yeah. No, I don't think I can really 
answer that one.” – {I5} 

Additional question: Can you give your opinion in that case? 
"Yes, but of course it's important because the more it becomes common knowledge, the more will the 
hackers would be able to use it, so the only way to defend yourself is to also start using AI technology 
for cyber security. It will not go any other way." – {I3} 

Q. Have you considered the risks that the implementation may bring to your company? What are some 
risks that you can mention? 
" But it depends so much on whether it is a company that implements its own security systems. Probably 
you buy from a third party, and then there is a big risk in checking that these third parties who deliver 
AI cyber security are capable of what they do are skilled enough and have routines that are stable, so I 
would say, absolutely risks. But then, as with everything else, there are huge risks with AI when it comes 
to bias and distortion and all that, it can happen that they are not quite right there." – {I5} 

Additional question: I have heard from others that usually do a risk analysis when implementing this 
type of technology, is it also something you usually do when you talk to companies, is it something that 
companies also mention. 

“Most people don't think much about it, but it's probably also because the people I talk to are 
talking about introducing their first use case of AI. I rarely focus on like IT security as the first 
thing. But if I were to do that, I would absolutely have to kind of go through what the risks are 
to the company and try to find the best AI implementation depending on the risks. That would 
be a first thing” – {I5} 

Q. Do you see any benefits with implementing AI-based cyber security technologies?  
"Hm yes, but that's kind of what I said like this, the hacking attempts we will see in the future will become 
more and more advanced and more and more AI driven. So therefore, it is pretty much the only way to 
defend yourself in the future to also have AI that can help you withstand all these threats. So is it perfect? 
Rather not possibility, but it is a must, you could say." – {I5} 
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Q. Would you put trust in AI handling an organisation's security?  
"It all depends. I wouldn't trust an AI, there should always be people behind it. I would probably trust 
a company that has a cyber security solution where they have parts that are AI, but I would never say, 
that it depends entirely on the situation. It may be that we have more and more automated solutions in 
the future, but I think it is, there will always be a need for humans, at least for a very, very long time. 
Behind the scenes, as it were." – {I3} 

Q. Would you feel safe with AI being part of the security?  
"Yes. I have a short answer I know. But not instead of human workers" - {I5} 

“AI can make our work much more efficient and better, but AI is not good enough in many 
cases and human supervision is needed. When it comes to cyber security, all the hackers and 
such, they are aware of what AI and cyber security is being developed. So they will try to stay 
one step ahead. So therefore we also need people who try to outsmart it.” – {I5} 

Q. Do you see AI-based cyber security as a threat to personal capabilities? 
" I would say, not only when it comes to cyber security and AI in general. Yes, some jobs will disappear. 
But I still think it will be necessary for a very long time that we work together with the machines. That 
they improve our work, but we will not be able to fully automate completely. I do not see it as a threat, 
I see it rather as an opportunity for us to streamline very large parts of our work and enable us to devote 
time to other things. I think it will be a transition. When some jobs may disappear or be redone. And 
where we need to train or retrain people. But we will not have too few jobs, we will still have jobs for 
everyone. At least it won't take over anybody's job completely. Some jobs, I don't really know." – {I5} 

Q. In what situation would AI cyber security be preferable compared to software-based security and 
human IT security workers? 
"It is very difficult to say, it depends so much on the situation. I can absolutely imagine that there is AI 
that helps in this, but as I said, I am not sufficiently familiar with the details. I have no answer to that 
unfortunately." – {I5} 

 

 

 

 

 

 


