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ABSTRACT

In today’s fast-evolving market, cybercriminals and threat actors are also developing. During
and after the Covid-19 pandemic, ransomwares have become more frequent, and each year
they are getting more advanced and harder to detect.

Today, according to sources, there is barely anything stopping ransomware. On the other
hand, security products are also improving and progressing with behavioral algorithms,
machine learning, and Al. So, the struggle continues...

From beginning to end, this thesis will demonstrate many aspects of ransomware. From a
brief history, ransomware types and how they function. What the primary entry points are,
infection vectors, and main threats.

The focus of this study is to help businesses and organizations to protect themselves against
ransomware. It will show how to be better equipped and prepared by building a defense
strategy that includes the four steps, prevent, detect, defend, and recover.

An experiment, market research, and a literature study will be performed. The result will
show how some well-known security solutions perform when faced with ransomware.

KEYWORDS

Ransomware, Crypto-Ransomware, Locker-Ransomware, Defense strategy.
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WORDLIST
ENS Endpoint Security
EPP Endpoint Protection
EDR Endpoint Detection and Response
AV Antivirus
SIEM Security Information and Event Management
IPS Intrusion Prevention System
IDS Intrusion Detection System
TTP Tactics, Techniques, and Procedures
SOC Security Operations Center
ML Machine Learning
Al Artificial Intelligence
MS Microsoft
MSP Managed Service Provider
NIDS Network Intrusion Detection System
HIDS Host Intrusion Detection System
SIDS Signature Intrusion Detection System
RSA Rivest, Shamir, Adleman
AES Advanced Encryption Standard
CIA Confidentiality, Integrity & Availability
TA Threat Actor
CRW Crypto-Ransomware
C&C Command-and-Control servers
MBR Master Boot Record
MFT Master File Table
APT Advanced Persistent Threat
I0C Indicator Of Compromise
GPO Group Policy Object
PE Program Executable
HORA Human-Operated Ransomware
IAB Initial Access Brokers

TP Threat Prevention
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1. INTRODUCTION

Ransomware has been on the rise ever since the Covid-19 pandemic left many people sitting
at home with too much time on their hands (Oz, et al., 2022). The ransomware demand has
also gotten larger, plus the recovery costs from an attack have more than doubled since 2020.
The future forecast is that by 2031, the yearly cost for ransomware victims will be around
$265 billion. (PandaSecurity.com, 2022)

A common mistake is thinking the company is too small and insignificant and won’t be
exposed. But individuals, businesses, healthcare, universities, law enforcement, and
governments have been targeted, and the hidden statistics are enormous (Chapman, 2020).
According to sources at Advania security, many of the larger corporations don’t go public
when they get hit with ransomware because of the embarrassment they will face when
exposed by the media.

The war between Russia and Ukraine has also sparked a cyber war. Cyberattacks are often
used nowadays since it’s cheaper than a full-strength military action. Micco Hypp6nen from
WithSecure comments surprised in the webinar (Hypponen, 2022) that there haven’t been
more incidents yet, but that we will probably see more cyberattacks in the near future.

To make matters worse, threat actors (TA) also sell ransomware to non-technical users either
as a service (RaaS) which is a subscription for around $50 — 100 per month, or a one-time fee
of a couple of hundred dollars. (Greengard, 2021)

Conti and Trickbot are the biggest TAs, according to Micco Hypponen, WithSecure. Many
TAs are very sophisticated; they run a corporation like any other large business, with fancy
offices, many employees, lawyers, development- and architecture teams, much like mobsters.
Conti has around 200 people working for them. (Hypponen, 2022)

Anonymous is not an organization but a brand that anyone can use who wants to do good
deeds, like franchising. (Hypponen, 2022)
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1.2 PURPOSE

This report is created because it is essential, especially for people working in IT-security, to
know more about ransomware and how they operate. IT-Security employees must know what
to look for and how to be aware of and mitigate these threats, which has to be more easily
remedied in the future. This will be demonstrated by adapting a 4-step defense strategy to
prevent, detect, defend, and recover from Ransomware attacks therefore one goal is to
understand how ransomwares are constructed to comprehend how the defense strategy can be
accomplished. It is also a relevant topic with the war between Russia and Ukraine; there is
also a cyberwar. Even during the pandemic and since ransomware attacks have been
increasing.

Hopefully, this project, with the involved research and conclusions, can help someone else in
the future.

1.3 PROBLEM STATEMENTS

This work will answer many questions about ransomware because it studies ransomware from
beginning to end.

The following problem formulations will be the base and the area investigated and studied.
The thesis and the defense strategy will be built around these questions, thus answering the
big question, how to combat the rise of ransomware?

1. What are the main infection vectors for ransomware?
2. How can you protect yourself from ransomware?
3. Ifasystem has become infected by ransomware, is there any way to mitigate it?

4. How well do the leading brands in cyber security perform when faced with
ransomware?

1.4 PROBLEMATIZATION OF THE ISSUES

One aspect to consider is that if anyone had the answer to how to combat and evade
ransomware, there would not be any ransomware left. But it goes so much deeper than just
having the answer in a few lines since ransomware has so many variations, infection methods,
behavior- and attack patterns.

Using the interview method together with part of the literature study and the practical
experiment will show the best way of combatting ransomware.

To answer question four, one major issue is that there are countless security tools, so it would
be too time-consuming to test them all. To narrow it down, the work has been performed on
two products that are well suited for the needs and have been accessible for this project. The
problem with this question is also if the experiment is effectless. Something goes wrong with
the trials, or they cannot be performed as planned. Since it is a difficult question, there might
not be much previous research in this field. So, if the experiment does not work and there is
no previous work, a conclusion cannot be reached.
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2. BACKGROUND

In this part of the essay, specific terminology and technical concepts will be explained to help
the reader better understand the content of the thesis.

Ransomware (ransom software) is malware where a computer system and/or files are taken
hostage as opposed to a typical hostage situation where the perpetrators take something
physical hostage and demand a ransom to return them/it back without harm. In the case of a
ransomware situation, the computer or the computer files are taken hostage, which is done by
either locking the computer or encrypting them to stop the company’s systems from working.
To get control back of the system, a ransom must be paid, often demanded in a
cryptocurrency, for example, Bitcoin. (Danny Yuxing Huang, 2018), (Dudley, 2019).

2.1 ENCRYPTION

The first types of ransomware were used with symmetric encryption, for example, AES, and
still do today. Symmetric encryption uses the same key to both encrypt and decrypt the files.
Sometimes the key is buried in the code, which is not a suitable method because if researchers
or developers picked apart the code and found the key, the ransomware would be useless.
When asymmetric encryption is used, RSA is usually involved. RSA uses two keys, one to
encrypt, which is done with the public key, and the private key is kept with the TA and will be
handed over as soon as payment has been made. Hopefully, if the ransom is paid, the TAs
give the private key to the victim, but that is not always the case.

The best method for compiling ransomware is to combine asymmetric and symmetric
encryption. This method was used with Wannacry, where AES encrypted the files, and
thereafter the AES key was encrypted using RSA. (Danny Yuxing Huang, 2018), (Oz, et al.,
2022).

2.2 HOW DOES RANSOMWARE WORK?

2.2.1 Infection Vectors

There are several ways to spread ransomware that involve different elements. A system can
get infected with ransomware either by a person clicking on a malicious email link, through
open ports, executing an infected file, or clicking on a spoofed online ad. This releases part of
the ransomware on the system in the form of a trojan horse or worm. Once the ransomware
enters the environment, all services running on that machine are identified. Then
vulnerabilities (which can be unpatched software) are searched for to run an exploit, which
means to use something to one’s advantage.

The TAs need to determine how the network is constructed. What are the layers and levels of
the network? Where are the sensitive files stored, in databases or on a fileserver?

There is usually a connection to a C&C server where the TAs can communicate with the unit.
The link is referred to as “call home,” using port 80 HTTP, port 443 HTTPS, or port 445
SMB file sharing protocol. This is how the files needed for the ransomware are transferred,
for example, the encryption key, downloading scripts, macros, and additional code to start the
encryption of the systems files and folders.

If it is crypto-ransomware, the attackers generate a public and private key through the C&C
server, or the keys are generated through the ransomware code while running on a particular
machine. The private key is deleted on the infected device, so the victim won’t have the
ability to decrypt the files themselves.
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The encryption process usually takes a while to implement, and after it finishes, the
ransomware uninstalls itself, and this is when the famous ransom note is shown on the screen.
The private key is kept with the TAs until the ransom is paid, and even if the victim pays,
there are no guarantees that they’ll get the data back.

(Chapman, 2020), (Greengard, 2021), (Channel, 2020), (Hackersploit, 2021).

2.3 HISTORY

The first ransomware was the AIDS trojan, which spread via floppy disks. It was created by
Joseph L. Popp in 1989 and first surfaced during the international AIDS convention, hence
the name. The files were taken hostage using symmetric encryption in the same way they are
now, but the code was much simpler compared with today’s ransomware. The demand was
$189, and the money was transferred via a check by the postal service to a P.O box in
Panama.

In 2005 the first modern ransomware appeared, and it went by the name GP Code. The code
was not that advanced, but this was the starting point for future ransomware. (Crowdstrike,
2021), (Nilsson, 2018).

The problems in the past were payment and how not to be traced. The payment was demanded
with other methods, such as a collection of online cash-equivalent payment instruments, such
as MoneyPak, Paysafecard, or Ukash. In 2009 when cryptocurrencies and bitcoin were
introduced, all those money transfer issues were solved. (Crowdstrike, 2021), (Danny Yuxing
Huang, 2018).

Ransomware delivery used to require human interaction of some sort. It was done either by a
phishing email, drive-by download, or physical media like a USB stick. (Danny Yuxing
Huang, 2018).

2.3.1 Famous ransomware

The thesis will focus on only two famous ransomwares to narrow it down. These
ransomwares were chosen because they have caused a lot of damage.

1. Locky - Appeared in 2016 and was spread by phishing emails with an infected
attachment. Locky could encrypt more than 160 different file types. The targeted file
types were used mainly by developers, designers, and engineers. It was spread by
spam emails that held a doc file. After the user opens the file, which has a macro code
that downloads the BAT file, which downloads the VVBS file that is used to download
the ransomware, also a copy will be put in the temp folder. It executes and drops a
copy of svchost.exe, thereafter creating registry entries. The system is now infected,
and the files get encrypted by the public key collected from a C&C server.
(Melnyczuk, 2021), (Hayajneh, 2017).

2. WannaCry - surfaced in 2017 and has been one of the most hazardous ransomwares in
history. WannaCry hit over 300 organizations, banks, and hospitals. Over 300.000
computers were infected in 150 countries, and the total damages are calculated to be
around $4 billion (Melnyczuk, 2021), (Nir Kshetri, 2017). The ransom demand was
between $300 and $600 but demanded in the equivalent in BTC.

Both WannaCry and NotPetya use the same Windows 7 and XP vulnerability in the
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Server Message Block (SMB) port 445. This is an exploit that is called Eternal Blue
CVE-2017-0144 (Nilsson, 2018), (Melnyczuk, 2021),(Greinsmark, 2020).

WannaCry is a so-called self-propagating network-based malware that infects
computers much like a worm. It enters the network in the form of a dropper and tries
to contact a few different web pages. It quickly checks the entire network to see if
there are any vulnerable machines. When one is found, the Eternal Blue CVE-2017-
0144 exploit is used.

If a connection can’t be established, the malware creates a service called mssecsve2.0.
This process is the so-called virus kill-switch, and this domain check has been
removed from newer versions of the virus.

It spreads through the network, hopping between Windows systems, and could infect
thousands of computers in hours. It only needs an active and unpatched workstation or
server to launch an attack. Only one vulnerable, unpatched unit in an organization
could put the whole company at risk.

WannaCry places itself in sleep mode for 18 minutes and 47 seconds until it executes.
(Azzara, 2021), (Melnyczuk, 2021), (Nilsson, 2018).

2.4 TYPES OF RANSOMWARE

There are various ransomware categories: Locker, Crypto, Scareware, Leakware, RaaS, and
Hybrid (crypto-miners). They are generally classified as either cryptographic ransomware or
locker ransomware. In this research, only a few of these will be addressed.

2.4.1 Crypto Ransomware

Crypto ransomware (CRW) is the most common and popular ransomware because it can do
the most damage in the shortest amount of time. Cryptographic ransomware encrypts the
victim’s files using symmetric encryption methods like AES or RSA (Avinash Singh, 2018),
(Timothy Mclintosh, 2021).

The ransomware hides in the background, encrypting all crucial files but leaves system files
for the system to continue working during the encryption process. The user typically does not
suspect anything is wrong until the ransom note appears, but that happens first after all files
have finished encrypting. (Danny Yuxing Huang, 2018), (Nilsson, 2018).

2.4.1.1 Spreading

A CRW attack can behave in several ways, but the following stages could summarize a
typical attack:

Payload delivery - The payload, in this case, the ransomware, is delivered by executing a
Trojan or an exploit Kit.

Reconnaissance - The ransomware remains dormant on the targeted system, examining and
identifying the host’s environment and configuring the attack.

Probing - Mapping the system by user’s files, MFT, MBR, file-system volumes, or partitions.
Encryption - Encrypting the files using cryptographic methods

Ransom - Lastly, a warning message on the screen is displayed to the victim explaining that
the system is encrypted. The only way to get the encryption key is to pay the ransom, and
information about how to go about it.

(Mohammad N. Olaimat, 2021)
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NOT YOUR LANGUAGE? USE Google Translate
What happened to your files?
All of your files were protected by a stvrong encryption with RSA-4096
More information about the encryption RSA-4096 can be found https://en wikipedia ora/wiki/RSA_(cryptosystem

What does this mean?
This means that the structure and data within your files have been irrevocably changed, you will not be able work with them, read them or
see them, it is the same thing as losing them forever, but with our help, you can restore them

How did this happen?
Especially for you, on our SERVER was generated the secret key

All your files were encrypted with the public key,which has been transferred to your computer via the Internet.

Decrypting of YOUR FILES is only possible with the help of the private key and decrypt program which is on our Secret Server!!l

What do | do?

Alas, if you do not take the necessary measures for the specified time then the conditions for obtaining the private key will be changed
If you really need your data, then we suggest you do not waste valuable time searching for other solutions becausen they do not exist.

For more specific instructions, please visit your personal home page, there are a few different addresses pointing to your page below:

1 - http:las3ws.fopyirr.com/1F45D137F6AES4DA

2 - http:/ioddm3.leaama.ati1F45D137F6AFS4DA
3 - hitt i titl rta.atiM1FASD137F6AES84DA

If for some reasons the addresses are not il these

1 - Download and install tor-browser: http://www.torproject.org/projectsitorbrowser.html.en
2 - After a successful installation, run the browser and wait for initialization.

3 - Type in the tor-browser address bar: xzjvzkgjxebzreap.onion/1F45D137FEAESADA

4 - Follow vthe instructions on the site.

IMPORTANT INFORMATION:
Your Personal PAGES:

3 irr.com/1F45D137FEAEB4DA
http: 4dm3. t/1FA45D137FSAES84DA
http://iSnd titl rta.atMF4A5D137FGAESB84DA

Your Personal TOR-Browser page : xzjvzkgjxebzreap.onion/1F450137F6AES4DA
Your personal ID (if you open the site directly) : 1F45D137F6AES4DA

Figure 1 Ransom note

2.4.2 Locker Ransomware

Locker ransomware locks an entire operating system or the user interface, preventing the
victim from accessing the system or system resources. The victim is prompted to pay a
ransom via the ransom note to get back control. Often scare tactics and threats are used to get
the user to pay. (Nilsson, 2018), (Oz, et al., 2022)

The process of locking the system is accomplished by modifying the bootloader so that the
malware takes its place in the operating system (Avinash Singh, 2018). Sometimes, the
procedure to mitigate the attack is to stop the ransomware process and remove the payload,
making the system return to normal (Timothy Mcintosh, 2021). Since most files and the
system are not damaged through this process, the user will likely get full access back (Danny
Yuxing Huang, 2018). That is one reason why crypto ransomware is a more popular method.
(Nilsson, 2018)

2.4.3 Hybrid Ransomware (Crypto-Miners)

TA uses crypto-Miners by exploiting system resources to mine cryptocurrency (Mohammad
N. Olaimat, 2021).

2.4.4 Hora — Human-Operated Ransomware

Hora means that TAs are actively (live) attacking an entire organization, not a single user.
With hora ransomware, an advanced persistent threat (APT) - based attack flow is used. An
APT-based attack is a sophisticated attack where the TAs enters the network dormant
escaping present security. The attack is active over an extended time period to steal sensitive
data. It is strategically designed to infiltrate a specific organization. (Chapman, 2020),
(Crowdstrike, 2021).


https://www.crowdstrike.com/cybersecurity-101/cyberattacks/
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2.4.5 Initial Access Brokers

The TAs that offer network access as a service are called Initial Access Brokers (IAB). |ABs
sell remote access to a compromised organization. TAs often check the darknet forums for
listings of initial access to an appropriate target. The fee is approximately $500 - $4600 and
takes a few days to finalize. Sometimes the RaaS (ransom as a service) TAs rely on the initial
access by the 1ABs to reduce the workload.

(Osborne, 2022), (KELA, 2022).

2.4.6 RaaS- Ransom as a Service

Ransom as a Service is a ransomware subscription that TAs sell to non-technical users for a
mere fee of around $50 — 100 per month. TAs often rely on the 1ABs to offer initial access to
a compromised system.

(Osborne, 2022), (KELA, 2022), (Greengard, 2021).

2.5 PHISHING

One of the most growing problems in cybersecurity is phishing. This is partly because
phishing attacks are ransomware’s number one entry point.

Phishing is a type of social engineering and is a way to deceive and trick people with different
techniques. There is a lot of psychology in phishing where the attackers use people’s
weaknesses to manipulate the victim into doing as the TAs wants. When the TAs have studied
the victim beforehand, it is called a targeted attack or “Spearphishing.”

Other times it could be random attacks with spam emails trying to get users to follow a link or
download malicious software.

Usually, the profit is to gain access to sensitive information against that person or
organization. It could also infect a system with malware like ransomware (Hornfalk, 2018).
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3 METHOD

The problem statements will be answered primarily by a few different methods as follows:

3.1 THE FIRST METHOD IS A LITERATURE STUDY

The focus of the literature study has been to explore previous studies, to understand how
ransomware work and what mitigation techniques are available. It is performed by analyzing
and comparing previous research on this topic as reports, articles, and online material.

This method is to be preferred when there is a lot of available information, as there is in this
project.

The articles referred to are mainly obtained from the databases provided by Halmstad
University’s Library, including IEEE, ACM, and DIVA.

The keywords searched for were ransomware, ransomware defense, and phishing, amongst
others. The articles used contained interesting information that was suitable for this project.

A market research has been performed, which was done by going over the online material of
the cybersecurity protection providers.

3.1 THE SECOND METHOD IS AN INTERVIEW

The interview is performed with six Advania Security employees, who will be left
anonymous. The interviewees work with a few of the top leading brands in cybersecurity,
namely Defender for Endpoint (Microsoft), WithSecure (former F-secure), and Trellix
(former McAfee).

The interview is conducted to get a more accurate picture of what happens in a ransomware
situation, what the initial access is, the primary infection vectors, how to prevent ransomware
and what the impact is of a ransomware attack.

To reach a conclusion by using this method, the results from the interview will be analyzed
together with the information gathered from the online material and the market research of the
Cybersecurity products.

3.2 THE THIRD METHOD IS A PRACTICAL
EXPERIMENT

The 1% part of the practical experiment involved testing on a Windows VM that will be
protected by two popular cybersecurity solutions which claim to prevent ransomware, in this
research, WithSecure, and Trellix will be used.

This method aims to see what will happen when ransomware attacks a system and how well
these cybersecurity products do when faced with a vast threat like ransomware.

The Ransomware used in the experiment is CryptoWall.

The practical experiment is performed on the following systems and configurations.

A Windows 10 VM is configured on VirtualBox. The VMs will be configured not to be
recognized as a VM by creating a desktop that is generally used by a user, with images in the
image folder and documents in the documents folder.

The ransomware samples are downloaded and then extracted.

10



How to combat the rise of Ransomware

The first test will be deployed with Trellix installed, first with all protection settings enabled,
thereafter turning off Threat Prevention, and after that disabling dynamic application
containment.

In part 2, WithSecure is installed instead of Trellix, and similar tests are executed. First
application control will be disabled and thereafter also turning off Deepguard.

3.3 PROBLEMATIZATION OF THE CHOSEN METHODS

These methods were chosen because they could answer the problem statements satisfactorily.

1. When the method used is a literature study, it is essential to ensure that no incorrect or
irrelevant information is used. To maintain this, one significant aspect is to use reliable
sources to be able to answer the problem statement. Also, the topic should be well
researched, which means that many sources are available, leading to more credible
results.

Another thing to consider is that there is no way to check whether the results from the
studied reports and articled are correct or not.

When studying marketing information from businesses, it is essential to be critical
because they could market their product as better than it is.

2. When using the interview method, it should be conducted on a large scale because the
results can be misleading if the group is too small or if the interviewees are affecting
each other. People experience things differently and aren’t always objective. So,
therefore many interviews should be conducted to get a better understanding of the
market, but the problem here is to get businesses to agree to an interview or a market
research.

3. The third method, conducting the experiment, can be problematic if there is an issue
with the licensing of the software used.
When conducting experiments on computers, often there are compatibility issues or
other technical difficulties. This can be highly time-consuming, and then the
experiment will take much longer than anticipated, with many trials that prolong the
research to the extent that a correct conclusion can’t be met.
Another concern is if the ransomware cannot be created, replicated, or downloaded,;
these trials cannot be performed.

11
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4. RESULT

4.1 LITERATURE STUDY

4.1.1 Market analysis

There are copious amounts of cybersecurity companies today, and some sell a platform with
many features while others specialize in just one or a few features. Different lists are available
depending on the company’s specialty.

The result derived from this research shows that many of the characteristics that the
companies promote are very much alike, and they fundamentally work in the same way. It is
difficult to compare and tell which tool is better because where one tool has an outstanding
property that the other product does not, it faults in other parts where the other product is
better.

This report will concentrate on three different providers; the reason is that first, what was just
explained about the excess of companies, and secondly, the fact that the company where the
interview was conducted uses these three providers: Microsoft Defender for Endpoint, Trellix
(McAfee), Endpoint Security (ENS) and WithSecure (F-secure) Endpoint protection (EPP).

4.1.1.1 Microsoft Defender for Endpoint

One popular tool that prevents ransomware attacks comes from Microsoft, and it’s their
Defender for endpoint solution. Some features are:

Attack Surface Reduction works by strengthening the gaps where there are vulnerabilities
and an attack is likely to happen.

e Hardware isolation — protects the system from advanced threats by checking if files
and websites can be trusted.

e Application control — circle of trust — first, only apps and programs are blocked;
specify what applications can be trusted either by allowing MS default or by setting
your company’s needs; these apps are then allowed to run on the system.

e Ransomware protection — control folders; only trusted apps and programs can open
the files in these folders specified by a security admin or by default (MS).

e Network protection — Blocks access to low reputation and untrusted internet
destinations. It offers allow and block lists by IP or URL and endpoint policy
enforcement for integration with the cloud.

e \Web protection — protects against threats like exploit sites, phishing, malware, and
untrusted sites. All this works without a proxy server.

e Exploit protection - The tools work by using different mitigation techniques; control
flow guard (CFG), Data execution prevention (DEP), force randomization for images
(Mandatory ASLR), Validate exception chains (SEHOP), validation heap integrity,
Arbitrary code guard (ACG), Randomize memory allocations (Bottom - Up ASLR).
A company can customize what behavior an application is allowed to do; for example,
with macros commonly used by malware, it is possible to specify how the macros can
perform.

e Device control — to control movable media like USB devices.

(Microsoft, 2022)

13
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4.1.1.2 Trellix (McAfee) Endpoint Security

Another popular platform is Trellix. It has an abundance of products, with all security a
business can need and more, but here the focus will be on just a few of them.

ENS - endpoint security

It is based on five basic standpoints: Prevent, Detect, Investigate, Respond and
Manage attack surface.

ENS is a cloud native, XDR solution that manages and proactively protects all
endpoints, Al, and human intelligence, with many sensors that detect threats and
prevents ransomware.

ENS has on-access scan that uses signature-based detection. If a user tries to open a
malicious file on-access scan directly blocks it. But what happens when a new piece of
ransomware comes along and ENS does not have a signature for it? The file will be
executed, but since ENS also has dynamic application containment with Adaptive
Threat Protection — ATP, it will detect the abnormal activity and block the malicious
programs and/or files. Even if the TAs chose to change behaviors and a new
ransomware started encrypting files, Trellix also has behavioral machine learning to
detect the malicious behavior and block it. With the enhanced remediation feature the
files that were encrypted can automatically be recovered.

(Trellix, 2022)

EDR - endpoint detection and response.

EDR is a complete tool to monitor endpoints, identify key findings, detect suspicious
behavior, isolate hosts, start Al-guided forensic investigations, and visualize
relationships for a further analytical perspective.

(Trellix, 2022)

4.1.1.3 WithSecure (F-secure) EPP/EDR

WithSecure Elements is a security platform just like Trellix. Even though it is a much smaller
company, it offers excellent protection for a lower price.
The WithSecure elements platform consists of:

WithSecure Elements Endpoint Protection

EPP is proactive protection with both TP and ML. It protects against zero-day attacks
and ransomware.

DeepGuard observes applications behaviors and blocks if there are abnormal
malicious patterns, and blocks rare and suspicious files or programs. It includes the
following features: Exploit Protection, Ransomware Protection, Heuristic Analysis,
and Behavior Monitoring.

DataGuard protects files and folders. It is an extra functionality that strengthens
Deepguard. The user can specify what folders can and cannot be used by what user
and what application. It’s beneficial to protect company files from ransomware
attacks.

Device control can customize what devices users are allowed to connect to their
computers.

Application control lets you customize what applications the users can open and
which files can be accessed by those applications. Applications control makes it easier
to control what is malicious activity and what is not.

Malware protection protects against malicious patterns, trends and with the cloud real-
time checkups it always gets the newest updates.
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Web traffic, web content, content control, and browsing protection are all part of
the EPP solution.

And finally, Firewall protection as well.

(Withsecure, 2022)

e WithSecure Elements Endpoint Detection and Response
EDR is a cloud-based platform that has automatic threat identification. Threats and
targeted attacks can easily be detected and blocked, and it protects against ransomware
and advanced attacks.
WithSecure Elements EDR has a total view of the environments, the endpoints, and
their security status.
Get the bigger picture of all aspects of malware with Broad Context Detection, threat
hunting with Event search, automated response can respond nonoffice hours, and
host isolation lets the user quickly separate a client from the network if a breach has
been detected.
(WithSecure, 2022)

4.1.2 Statistics

To demonstrate how big ransomware has gotten lately, here are some statistics:

e 2019: Emisoft reported that the annual cost in the USA for ransomware was over $7.5
billion.

e 2020: Ransomwares increased by 151%. One hundred twenty-seven new ransomware
families were discovered. The ransoms paid globally were around $18 billion.

e 2021: 32 % of victims paid the ransom, and the average ransomware payment was
$165,538. Only 65% of that 32% got full data recovery.
The annual cost in the USA for ransomware was 304.7 million ransomware attacks
globally, which was just in the first half of 2021 (PandaSecurity.com, 2022),
(Greengard, 2021).

How does Ransomware get past the protection? In a report from FireEye, 68% of ransomware
attacks go unnoticed. Some ransomware authors stated in earlier reports that it is very easy to
get past security protection. (Carlsson & Adamov, 2020).

In October 2020 the University Hospital of New Jersey was hit by ransomware where 240 GB
of data was encrypted. They ended up paying the ransom of $670,000.

There are many examples in which companies had to be shut down because they could not
access their data for an extended period of time. (Greengard, 2021)

Comparison phishing attacks:

2004: 1,609 phishing attacks every month.

2016: 92,564 phishing attacks per month.

2022: 1,220,523 phishing attacks worldwide, according to the anti-phishing working group
(APWG).

(Hornfalk, 2018)
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4.2 INTERVIEW

This interview was performed with six employees at Avania Security. The interview was
conducted in one sitting with some of the interviewees, others were very busy and had to be
questioned on numerous occasions.

A summary of the answers is presented here, the names of the personnel will not be disclosed.

Question 1

Have you ever been working with a client hit with a ransomware
attack?

1. Recently, we have been helping a famous Swedish corporation with their systems after
ransomware hit them. This company had not used any system protection, probably
because they wanted to save money. They could not use their systems and had to work
with pen and paper and were set back for several weeks. Thankfully they had backups,
so we could reinstall everything again. But it took a long time for them to feel safe
enough to open their systems to the internet again; they feared they would get infected
once more. We implemented our Trellix solution on all their servers, which are now
running again. Hopefully, this was a one-time event.

2. A new client implemented with Trellix was flagged for malware. It was on a server
that had not been used for a while and was not protected by security software. A
strange directory was found on the server in the user’s directory, inside the folder were
over 400 user directories. The perpetrators had encrypted the files of many folders,
and in most of them, there was a .png and .html file dictating the demands.
Investigation showed that the ransomware is called Cryptowall and when researching
it results appeared from 2014-2016. The TAs have used the encryption method RSA,
which is to some extent obsolete now and supports the thesis that the ransomware was
old, according to our analysis. We recommended that the client contact its data
protection officer, insurance company and create a report of data leakage. Also, since
the intrusion took place via Citrix, we recommended that the client evaluate the
affected Citrix environments and a significant safety analysis should be carried out to
ensure that no threats remain.

3. We had a client in the fall who was hit by ransomware by the name of Pinkbot created
by Conti. This client had not patched the server in three years. They had received a zip
file that executed and took its way into their environment. We tracked where it came
from and discovered that the ransomware was on all the workstations and servers.
After we did all the groundwork, the client later went over to another larger security
company with more resources.

4. 1 had a ransomware situation when | started working for an insurance company. It was
a phishing mail from “Post Nord”, which had an attachment that the employee opened.
The attack was directed at a vulnerable machine, but it was closed from the network
and had no open ports. The problem was that it was mapped to a file-sharing server.
Naturally, the ransomware automatically started encrypting there instead. It also tried
to spread through teams, but since all the traffic goes via a server, it was blocked
thanks to zero trust. We contacted the MSP to turn off the machine, and thankfully
they had a backup for all the files. The concept was that we replace the computer in
case of an infection. Everything was cloud-based, so nothing was saved locally.
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There was a ransomware note on the screen, with a claim, instructions, a Bitcoin
address, and how to get the key.

Question 2

Do you have any experience from Trellix discovering and stopping ransomware?

Yes, it usually stops it at an early stage because it's a known threat. Once infected, it's a
different matter. Then you need to take action in other places, not just in the protection. You
need to stop what is happening by blocking the spread. This is where EDR can be of help.
Stop traffic in a firewall; for example, if you have IPS, it finds things you can stop; web gate
also to some extent. And you can also create rules on behavior in Trellix endpoint protection.
It all depends on what happened and varies from case to case.

Question 3

What is your advice to companies on how they should protect themselves?
The only way to stop ransomware is by prevention.

e Stop phishing — Threat number 1!

Phishing is the main entry point for ransomware. If you can stop phishing, you will
see a dramatic drop. The solution is to educate the personnel and test them regularly.
Often, the same person falls for phishing repeatedly; that’s why education is essential.
An extra note is that there is much psychology behind phishing attacks. They know
that when people are at their weakest moment. For example, just after lunch on a
Friday when the staff is tired after the week and not paying enough attention.

Usually, the perpetrators check up on the person beforehand. When the attack is
directed at someone, it is called spear phishing.

e Patching.

One of the main things that we see when companies have ransomware is that they
haven’t patched regularly.

Al, which constantly checks the email, attachments, and links.

Zero trust between computers and networks.

Cloud-based solutions.

Nothing OnPrem at all. Cloud-based solutions have many benefits, including Control,
Management, Web protocol through local and cloud, and file sharing.

Ports 137-139 are prone to attacks, and by using cloud-based solutions, there is no
need to use them.

e Segmentation, always have different rooms for different things; not all workstations
and servers are on the same flat network. If something gets into your network, it can’t
roam free.

e Strong authentication.

Question 4

What cloud-based solutions do you like and recommend?

Microsoft cloud-based solutions.

Think of how many that work in MS, all that personal, and get all that expertise included in
your service. They gather information from all clients around the globe so they will be quick
to know new threats.

Google and Amazon are also large companies with good security teams and solutions.
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Question 5

How much is usually a ransom claim?
Conti has since 2017 received $2.7 billion.
Usually, the threat actors claim about 5-10% of the company’s turnover.

Question 6

How large are the TA groups?
5-8 people in the groups. To keep it secure.

Question 7

If a company’s system does get infected and the files are encrypted. For example, the
company has no security and no backups. Is there any way to get access back?

No, it is a mathematical impossibility. That is why some companies choose to pay the ransom
because they need to get control back fast to their systems. That’s the price they pay for not
thinking ahead.

Some solutions decrypt files like Emisoft and several others. They are based on vulnerabilities
in the encryption itself or the encryption mechanism when ransomware is executed. They
extract the key pairs either from the infected machine (just before the keys disappear) or by
analyzing crypto functions. Many ransomware types create a key on the machine, upload the
private part to their C&C server and then encrypt all files with the public key.

It is impossible to brute force an asymmetric key pair (AES, for example).
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4.3 PRACTICAL EXPERIMENT

Results of the practical experiment will hereby be presented.

The experiment was first conducted with all security settings enabled (TP - Threat
Prevention/On-access scan and ATP — Adaptive Threat Protection/DAC - Dynamic
Application Containment). The sample was executed and was quarantined directly.
Thereafter on-access scan was disabled. The file was executed again and was stopped by the
ATP/DAC protection.

Then after ATP was also turned off, the sample was stopped by Trellix behavioral machine
learning, which senses abnormal behavior.

The same steps were conducted when WithSecure was installed. By turning on/off Deepguard
and Real time Scanning the samples were blocked.

& F-Secure Elements Agent : [ Mcafee Endpoint Security v ><

Skadlig fil har placerats i karantan
. Skyddet mot skadeprogram har MchAfee Endpoint SECUFit}f Alert

The file
A1188CE5A34605FDA53B4BEATFO26DCEFFCTTBCRB0BE
ESTDE30FET46CTDD3BAD was detected as a threat
and deleted.

Figure 2. Figure 3
WithSecure (F-secure)s removal of the malicious file. Trellix (McAfee) removal of malicious file
B3 Mcafee Endpoint Security — O

On-Access Scan T

McAfee Endpoint Security detected a threat.

1 Detections

Date Detection Mame Tvpe File Action taken

4/4/2022 9:42 AM PW5Zbot-FAJMIBBETS.. © Trojan - \41188CE5A34005FDE... « Delete

Figure 4. Trellix (McAfee) ENS threat detection

Event Received Time ~ | EventID Categary Taken hreat Typ
5/12/23 2:44:16 PM CEST 1027 Mal detected D Troj
3510 Reputation Adaptive Threat Protection Would Clean Troj
3510 Reputati hreat Protection Troj
3510 Reputation Adaptive Threat Protection Would Clean Troj
1027 Mal datacted D Potentially Unwanted m
3510 Reputation Adaptive Threat Protection Would Clean Troj
3510 Reputation Adaptive Threat Protection Troj
1119 Update ended None
5/12/22 3:39:17 PM CEST 35112 Adaptive Threat Protection Contsin Reputation Adaptive Threat Protection Contained Dynamic Application Containment

Figure 5. Trellix (McAfee) ePO portal getting notice of the infection
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Injection
Injection Target

Persistence

Cc Network Conn...

Cc Network Conn...

Credential Theft
Injection

Anomaly

DESKTOP-8FUCS...

DESKTOP-8FUCS...

DESKTOP-8FUCS...

DESKTOP-8FUCS...

DESKTOP-8FUCS...

DESKTOP-8FUCS...

DESKTOP-8FUCS...

DESKTOP-8FUCS...

04.04.2022 19:10:13

04.04.2022 18:51:11

30.03.2022 16:05:29

29.03.2022 17:12:29

27.03.2022 16:48:50

25.03.2022 10:01:59

25.03.2022 09:14:42

25.03.2022 09:13:45

Figure 6. WithSecure (F-secure) ePO portal getting notice of the infection

04.04.2022 19:10:13

04.04.2022 19:10:19

30.03.2022 16:05:34

29.03.2022 17:44:26

27.03.2022 16:48:57

25.03.2022 10:15:01

25.03.2022 09:15:19

25.03.2022 12:20:02

The experiments were conducted around ten times with different settings. All failed at some

point and the VM froze and had to be restored. The trials did not fully complete because the

ransomware sample was not able to run a full-blown attack. The VMs froze, maybe because
the ransomware sensed that it was in a VM environment, or the VM sensed it was exposed to
malicious behavior and shut down.
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5. DEFENSE STRATEGY

These results were obtained going over several previous reports and research, together with
the interview.

To build a ransomware defense strategy, the following four steps must be fulfilled:
Prevent, Detect, Defend/Respond, and recover.

5.1

Prevent
Generally, it means to stop ransomware from ever occurring.
Detect
To identify the manifestation of malware on the system. The first thing that needs to
be done is to analyze the incident and the ransomware.
Defend/Respond
How to defend the organization when a ransomware attack is ongoing.

o Quick response,

o Remediation

o Mitigation

Avre all critical to limit the damages when an attack is in progress.

Recover
Analyzing the ransomware and cleaning the system. Restoring system from a backup.
(Chapman, 2020), (Timothy Mclntosh, 2021), (Wira Zanoramy A. Zakaria, 2017).

PREVENTION:

Backups are essential, if you are hit by ransomware, there is always a way out.

Patch management is very important because having software vulnerabilities are
what malwares use to infect a system.

User security alertness and training

Since the number one entry for ransomware is phishing. Perform phishing tests
regularly for example SANS or SET.

Train users to be aware, how to detect a ransomware and report it.

Passwords

MFA, which stands for Multi Factor Authentication, is essential and always needs to
be enabled.

It is always good to use a password manager in combination with MFA.

Utilize a change password routine and implement it regularly. Also change password
and username immediately if you suspect a user has entered their credentials through a
phishing mail.

Cyber Security Protection
A platform with all solutions included is preferable and continuously updated.

O EPP, EDR, ENS, AV, FIREWALL, SIEM

VPN always on (Full tunnel)
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O Use DNS DNS-layer protection if you cannot implement an always-on, full
tunnel VPN, for example Zscaler or Cisco Umbrella.

Incident response plan and a policy
Have your team, plan, and policy ready, including responsibilities.

Risk analysis & management
O ldentify risks and vulnerabilities to CIA
O Reduce threats and vulnerabilities by applying the correct security procedures

Email security
O Use email filtering, for example DMARC, DKIM, or SPF.
O Block certain types of attachments, for example ISO and JS files.
O Al, which constantly checks the email, attachments, and links.

Account management
O Elevated account management
O Minimize admin accounts
® Disable admin shares
® Minimize access rights

Logging
O Monitor and log PowerShell
O What are we logging and not logging?

Application control

O Another good way of combatting ransomware is by using application control.
Correctly set-up which applications that may or may not be run by which other
applications and by what employees.

Segmentation
Always have different networks for workstations and servers. A flat architecture can
be a disaster.

Zero trust between computers and networks.

(Chapman, 2020), (Timothy Mclntosh, 2021).
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5.2 DETECT

Detecting ransomware before it starts encrypting files is challenging. But here follow some of
TAs common tactics that they use when developing ransomware, to remain hidden and
maintain their anonymity:

e Encryption
TAs often communicate with C&C servers. To make it more difficult to be observed
in the network traffic the communication is encrypted.

e Network traffic anonymizers like TOR are commonly utilized.

e Sandboxing mechanisms and payload encryption are standard methods used to stay
undetected by AV/AM.

e Domain shadowing, meaning to impersonate or redirect to another website, is used to
help conceal exploits and communication between the payload and the servers
controlled by the TAs.

e Polymorphic behavior means that the ransomware can transform, but not by
changing the function, into another ransomware.

e Dormancy — The ransomware waits inactively on the system until its most vulnerable
moment. WannaCry remains in sleep-mode for 18 minutes and 47 seconds before
execution. (Moore, 2016), (Mohammad N. Olaimat, 2021), (Chapman, 2020).

5.2.1 Initial Access Brokers

Initial access can be made through:

Banking trojans

e RDP —remote desktop protocol

Event ID terminal services (logs): 21-25, 39, 40, 1149, and 4624
VPN appliances

Network appliances - Cisco, Citrix, F5, FortiGate, Palo.
(Chapman, 2020), (Osborne, 2022).

5.2.2 10C- Indicators of Compromise

You should know what the indicators of compromise (1oC) are.

Here are some examples of ransomware that are Hora operated and how to hunt for them on a
system. These tips are common locations that ransomware use to store PEs and can be used to
search for other ransomware types as well.

e Emotet
o three digits exe-names:
= W\d{2,3}\.exe)
o PEs with 8-10 digit only names are put into Win directory.
= %Windows%\[0-9]{8,10}.exe
= %Windows\[0-9]+.exe
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o Mutex — Mutually exclusive flag names that begin with “PEM” that WLS —
windows logging service will catch.
= PEM.*f
o Suspicious EXEs in %APPDATA%
= %Users%\.+ &AppData%\(Roaming|Local)\.exe
o Monitor for EXEs dropped into %ProgramData%, SysWOW64, and Public.
=  %ProgramData%
*  %SysWOW64%
= %Users\Public%
o Look for EXEs with 5-10 alpha characters.
= %Users\Public\[A-Za-z]{5,10}\.exe
o %UserProfile% locations
=  %USERPROFILE%\(Videos|Music|Pictures)+(exe|dll)

e Trickbot
o Modular often end in “32|dl132” or “64|d1164”.
= %Users% + %AppData%\(Roaming|Local) +
e (32/64)(dIDA\.dI
e (32/64)(dIN\.dII
o Monitor for suspicious EXEs in
* %APPDATA%
o %Users% + %AppData%\Roaming|Local)
=  9%ProgramData%
*  %SysWOW64%
= %Users\Public%
o Look for EXEs with 5-10 alpha characters.
= %Users\Public\[A-Za-z]{5,10}\.exe
o %UserProfile% locations
=  %USERPROFILE%\(Videos|Music|Pictures)+(exe|dll)

e Cobalt Strike /c or /k
o %COMSPEC% /c echo 5f133503c8d > \\.\pipe\c73645Metasploit
= Regex: ".*COMSPEC.*echo.*pipe.*$
= Breaker: "\%COMSPEC\% AND echo AND pipe".

Some frequently used programs, tools, and strings to search for that use their real name:

e Metasploit
e Mimikatz
¢ Bloodhound
o Bloodhound
o Vulkan-1
e Process Hacker
o Processhacker
o Kprocesshacker
o PEview
e PowerShell
e LOLBas & LOLBIns — Living off the land binaries and scripts. They are commonly
used MS tools that are utilized during an attack, because they can go undetected.
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These queries can also be helpful when searching for TA tools:
e %COMSPEC% points to the CLI interpreter —
Check for /c or /k
o %COMSPEC% /c [command]
e Named pipes — Part of IPC in the OS (\\.\pipe\[name])
Check for the following pattern:
o %COMSPEC% /c echo 5f133503c8d > \\.\pipe\c73645
o Regex: ".*COMSPEC.*echo.*pipe.*$
o Breaker: "\%COMSPEC\% AND echo AND pipe"

Look for FTP
e FTP applications
o WIinSCP, Filezilla.
FTP traffic, both internal and external
o Destination port 20 or 21
e Powershell has a Native FTP built-in
Search for System.Net.FtpWebRequest
e Usually, the TAs use a filesharing site, so look for a cloud service provider that does
not belong on the system.
(Crowdstrike, 2021), (Chapman, 2020)

5.3 DEFEND

e Assoon as there is time, analyze the ransomware
The five W (Who, What, Where, When & hoW)
Read more in Static Analysis
o What type of ransomware is it?
o How, when, and where was the system attacked?
o How is the malware communicating with the TAs?
o Was it a targeted attack by phishing or by other means?
o Who is/was responsible?
e Report to law enforcement and the insurance company.
e Don’t negotiate with TAs (insurance usually has a communicator).
e Do you pay the ransom?
o No guarantee of getting data back.
o Paying can also lead to a violation of ransomware advisory.
e Secure backup servers — Take them offline.
e Host or network isolation?
e Pulling the plug?
Powering down the unit will make it lose memory. If you have a virtual cloud-based
environment, just pause it, memory will be preserved and saved to disk, but it will not
work on Azure.
Disable the ransomware process.
Disable cloud-based sync services.
Check to see if your files and folders have been encrypted.
Take a snapshot of the ransomware note.
Admin shares, needs to be disabled because they are used by most ransomware.
Remove network mapped/shared/DFS folders (AD).
Lock down GPOs.
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e Lateral movement — refers to what tools the TA, ransomware or both use and their
behavior after gaining initial access. How they move deeper into the network.
Monitor SMB, WMI, WinRM (remote management), and RDP.

(Crowdstrike, 2022), (Crowdstrike, 2021), (Chapman, 2020).

5.4 RECOVERY

When the files have been encrypted, mathematically speaking, because it is a very complex
algorithm, it’s impossible to unlock the files without the key.

With that said, there are still ways to get the key. If the executable has been left on the system,
the file can be analyzed and decompiled with, for example, DNSPY. As discussed earlier,
sometimes the code is generated within the program, and with any luck, the decryption key
can be found in the code. But you still will need a decryptor to change the encrypted key to a
plain password.

Many services can help with decrypting the files. For example, NoMoreRansom.org or
Emisoft can decrypt many known older ransomwares. On the Emisoft website, just upload the
ransom note or something equivalent. The ransomware will be identified, and a message will
be displayed explaining if it’s possible to decrypt the files.

Another method is to create a memory dump using, for example, process hackers and open the
file with a hex editor. This will display the process data, and hopefully, there will be some
useful strings or a static key.

And lastly, if all else fails, there is the option to use brute force.

But if the ransomware developers used a modern encryption method, it is a mathematical
impossibility to brute force the key, and the computer power needed is not available.

But even though it’s a mathematical impossibility to crack the encryption does not mean that
the implementation was correct. If any clues can be found about how the key was generated
will narrow the scope, which can be of help in brute-forcing the key.

(Chapman, 2020), (Channel, 2020).

5.4.1 Clean an infected system

Sometimes, it is better to do a full system re-install instead of cleaning the system. Because
there could always be some traces left behind, and your OS could be damaged. But if that’s
not possible, follow these steps:
e Restart the computer in safe mode with the network.
e Task manager
o Disable everything at startup, nothing can get in the way.
o MSConfig, services and hide all MS services and uncheck the rest.
o Use an AV removal tool or a Malware removal tool, (often do the same job).
e Open hosts file /windows/sytem32/drivers/etc.
In order to see any suspicious IP addresses that could indicate you have been targeted.
e Check folders %appdata%, %LocalAppData%, %ProgramData%, %WinDir%,
remove any suspicious files or folders related to the Ransomware, and in %temp% -
remove all files.
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Regedit — find the registry keys related to the Ransomware and remove them.
(Chapman, 2020), (Channel, 2020).

5.4.2 Static Analysis of Ransomware

To be able to clean the system you first need to know what ransomware caused the infection.
To learn how it operates and know what functionality this specific ransomware has.

Identifying the file type — What is the targeted OS and file format.

First, we need to examine the file signature found in the file header. Often hackers use
double extensions, which means that the file shows one format but is truly another.
4D, 5A, or MZ, in the first 2 bytes (0-1). PE header begins with 50 45. PE programs
have a notice “This program cannot be run in DOS mode”.

Identifying the ransomware — Generate a hash from the ransomware, which will
indicate if anyone else has analyzed it.

Strings analysis — It is the process of extracting words and characters from the
ransomware. This will show what the ransomware can accomplish, the registry entries
it makes, and the C&C servers that it connects to.

Strings are in Unicode 128 000 characters and ASCII 128 characters.

What formats are being extracted, look for filenames, URLS, Domains -> C&C
servers, and how the ransomware communicates with the TA. IP addresses the
ransomware communicates with, Registry keys. The TAs can also include fake strings,
so-called garbage strings, to disrupt analysis.

Packing & Obfuscation — is used to prevent detection.

PE (portable executable) .exe or .dll headers — Can reveal a lot of information about
the ransomware functionality.

The MZ header means that the file is executable. The PE header contains the details
about the PE file. The PE section includes the data and the code for the PE file.

Useful tools (add or remove)

Dumplt

PE studio

DIE — detect it easy

X64 debugger

dnSpy — decompiler — code explorer
Ghidra — IDA pro

Sysinternals:

Process explorer
Autoruns
Process monitor

(Hackersploit, 2021)
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6. DISCUSSION

This thesis has been an exciting final stage of my education. It has been particularly
informative and helpful for my future work. The experiments and creating the ransomware
test VM were very enlightening.

Even though it was challenging to perform the work alone, the process taught me to take
responsibility, be enduring and persistent.

6.1 LITERATURE STUDY AND MARKET RESEARCH

6.1.1 Discussion of the chosen method

The literature study is always a suitable method since so much information can be derived
from it. If an experiment or other method is not possible there are always a lot of prior studies
and work that has been done. Prior unresearched areas are not regular.

In this project, there were difficulties finding prior work with experiments on any security
solutions like the ones used in this work.

To reach a result and stay objective, the result from the interview is weighed together with the
marketing information to get a better view. Also, method three, the experiment, will shed
some light on the subject with the intention of coming to a correct conclusion and result.

6.1.2 Discussion of the results

Many results could be determined by reviewing the market research and literature study. One
thing is that the available security platforms have everything that could be needed for a
company that is not technical and needs much guidance. With email filters, web filters, and
endpoint protection with behavioral anomaly detection. The problem is that it would be too
expensive to choose all the products and features that are available and needed. Then a good
solution is to go with a smaller firm like Withsecure, which has many good features in an
affordable package.

6.2 INTERVIEW

6.2.1 Discussion of the chosen method

This method showed to be quite promising since the project was done with the personnel at
Avania’s Security department. The fact that it is my place of employment made it easier to get
the opportunity for an interview. Only a few interviewees were challenging to get a hold of
where some questions were asked here and there. Other than that, there were no issues with
the method at hand.

6.2.2 Discussion of the results

Many results were derived from this method, and many conclusions could be drawn. The
main conclusion was that the best way to combat ransomware is by awareness and prevention
methods because when files and folders start encrypting, it will probably be too late
(Chapman, 2020). This conclusion was partly drawn because one of the results from the

30



How to combat the rise of Ransomware

interview was that the number one infection vector is phishing. And also that a company can
protect itself by taking preventive measures, as is explained in the prevention part of the
defense strateqgy.

Many examples came up when the interviews were conducted. Something worth mentioning
is the fact that still today, in 2022, large and well-known companies don’t get cyber security
protection because they do not prioritize it. One example was that a company that had a
ransomware incident continued to get hit by phishing repeatedly. Still, questioning if they
should get protection and to what extent. The problem might be that it’s expensive, and
companies are afraid to be deceived, but in the end, it is the other way around that the cost
will be grave if preventive measures aren’t taken.

6.3 PRACTICAL EXPERIMENT

6.3.1 Discussion of the chosen method

The first issue encountered was the difficulty in finding a ransomware sample. People often
don’t go searching for ransomware; it comes looking for you. But finally, a website with a lot
of samples was encountered, although not the most famous ones like WannaCry, but
Cryptowall was found as an executable.

When the experiment was conducted, the anticipation was that it would be possible to run
more tests and at some point see the ransomware in action. But when the protection already
was installed on the system, the malicious files were stopped immediately. This method has
been questioned throughout this work. How to do the experiment when there is no way to test
out the applications with newer samples. If the protection is installed beforehand, it
immediately senses that it is a malicious file so there is no way to run the ransomware. Then
another idea is to turn off the protection all together to be able to run the executable and then
install the protection, which is not possible, because then the ransomware would already be in
motion and the main point of the experiment is gone. Therefore it has been a bit of a catch-22
situation.

Finally, the experiment was conducted by disabling one protection feature by another, running
the ransomware repeatedly by turning off each feature at a time. But for some reason the VMs
crashed in the end, so a restoration had to be made and the tests run again and again. The
anticipated outcome was to see how the ransomware was working, but that did not happen,
instead the VM crashed.

Later after discussing the matter with a coworker, | learned that the ransomware often senses
itis in a VM, which is probably why it did not work. I did however follow a series on
YouTube (Hackersploit, 2021) where a VM environment for testing malware was setup. It did
however not help my situation.

6.3.2 Discussion of the results

This test was not so exciting since the protection on both testing systems blocked the files
almost immediately.

With Trellix, there was always a new type of sensor that detected the malicious file. After
going through three layers of defense, | am confident that it is a fully good protection.
According to Trellix even if the TAs manage to get past all layers the abnormal behavior will
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still be noticed and can’t be hidden from the system. If the ransomware has started encrypting
the files, there is another feature called “enhanced remediation” which can automatically
recover the encrypted files. (Trellix, 2022)

With Withsecure Deepguard the clients get extra security layers which is stated in market
research. Deepguard can sense if there is a suspicious program running on the system (if not
on the allowed list) that is attempting to make harmful changes. That program is taken to a so-
called “safe-zone” where Deepguard observes the process to decide whether it is malware.
When Withsecure Dataguard is enabled only applications that are set as “safe” are allowed to
access the folder that have also been predefined as protected. If this feature is set up correctly
it will make the clients feel safer. (Withsecure, 2022)

What was not anticipated during this experiment was that WithSecure reacted already when
the files were extracted from the zipfile, a lot sooner than Trellix. Trellix did not stop some
malicious files even after the extraction, but first later blocked and removed the file after
execution.

WithSecure is a much smaller provider and a cheaper solution which is very impressive.
Another positive thing about WithSecure is that it is user-friendly, with a straightforward
maneuvered GUI and both patch management and application control.

Trellix is much more potent, has many features for all the needs a company could have. It can
tweak settings in the smallest detail, which is to be preferred when dealing with large
companies that have a big server park and many clients with different operating systems.
However, F-secure has better application control and it also has patch management which
Trellix does not.

6.4 DISCUSSION OF THE RESULTS FOR THE
DEFENSE STRATEGY

When going over this whole study the conclusion that can be drawn is that there is not only
one solution to the problem. As can be seen in the defense strategy there are many steps that
need to be taken to have a full proof protection.

According to (KELA, 2022) there are many IAB that sell initial access through VPN. For
example, one TAB sold access to British Airways in July 2021, through Cisco’s AnyConnect
VPN. It goes to show, you cannot rely on only one protection alone. As previously stated, to
practice good security there are many pieces that must be filled. And since not all of them
might be possible, due to expense, the one thing that is most important is to take preventive
measures.

One question that is still left unanswered is, how to be able to defend yourself against
ransomware when there are constantly new modern variants rising. The virus signatures aren’t
updated until latest specimen information, like a sample of the ransomware and behavior
factors has been added to the repository. Can ML features interpret the behavioural pattern in
every case even if the threat protection does not react? Furthermore, there are risks in relying
on systems that, depending on the circumstances, may provide less protection than is
reasonably expected.
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/. CONCLUSION

What has emerged from this research and my conclusion is that an organization needs security
protection that with EPP and preferably EDR as well. Each company or organization have
different needs which also depends on how large the organization is, and the solutions must
be customized in each case. But it’s vital to understand that expensive security solutions
cannot be relied on alone. It’s the preventive measures and awareness that is most important.
That organizations educate their personnel about phishing, that companies perform both
regular backups and patch management.

7.1 CONCLUSION OF THE PROBLEM STATEMENTS?

Here the problem statements will be summarized from the conclusions drawn from this
research.

7.1.1 What are the main infection vectors for ransomware?

One typical entry is spam or phishing emails. Usually, the user gets an email with a malicious
URL. Either the URL takes the user to a website which prompts the user to enter credentials
or the link itself when clicked installs a ransomware on the system.

Security exploits in vulnerable software or hardware. These vulnerabilities can be exploited
by the TAs and used as an entry point for example ransomware.

Self-propagation (spreading from one infected computer to another).

Browser vulnerabilities
There are various techniques that uses websites to infect users with ransomware.
- Drive-by downloads
A technique which redirects internet traffic to a malicious website that installs a
ransomware on the system.
- Compromising regular websites by injecting malicious code in their web pages.
- Malvertising
A website that has malicious ads, when the user clicks the ad, a ransomware is installed,
or the user is redirected to another malicious site. This type only affects users viewing the
infected webpage.

7.1.2 How can you protect yourself from ransomware?

To protect yourself against ransomware you will have to follow the defense strategy in
chapter 5, that is a result of this essay.
The main elements that need to be followed and can be read more about in this thesis are:
Backup
Patch management
User security alertness and training
Passwords
O MFA always and everywhere
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e Security protection solutions
O EPP
O EDR
O AV
e Have a incident response plan
e Risk analysis & management
e Email security
e VPN
e Account management
e Logging
e DNS-layer protection

There is never a 100% certainty, but by following a defense strategy, the odds to stay
protected will significantly increase.

7.1.3 If a system has become infected with ransomware, is
there any way to mitigate it?

As mentioned in the defense strategy, recovery part, the encryption process is fool proof and
not possible to get around unless you have the key.

Here follows a checklist of ways to regain the encrypted data, for a more in-depth explanation
read the chapter defense strateqgy:

The easiest way, if the system has a backup, is just to restore.

e If there is no backup, check if the files are decryptable with a decryptor:
= |D Ransomware (malwarehunterteam.com)

= https://www.emsisoft.com/ransomware-decryption-tools/

= https://www.nomoreransom.org

The decryption key can sometimes be found in the program code
Create a memory dump and hopefully find the key

Brute force

Getting the decryptor from the TAs

7.1.4 How well do the leading brands in cyber security
perform when faced with ransomware?

This conclusion that has been determined from the interview, the experiment and the market
research is that:

1. A Security solution alone is not enough protection. Awareness and prevention
methods need to be enforced for example by following the steps in the defense

strategy.
2. There is no such thing as a complete solution for everything you need. As expressed in

the market analysis, if for example one product has a better EPP protection the other
product has a better application control solution. This was learned from the market
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research and interview, because the employees had to use so many different providers
depending on the need which is due to what was explained in the interview results.

3. The experiment shows that when faced with an older ransomware the products react
immediately, there is no need to fear a ransomware in these cases.

7.2 FINAL WORDS

The threats to come can’t be foreseen because it’s hard to predict what lies ahead. On one
hand, we have the ransomware developers that are becoming increasingly powerful and their
methods even more cunning. On the other hand, the security specialist/developers also have
progressing skills, knowledge, and develop new and more effective tools with Al and ML.

So, the struggle continues...
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