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Foreword 
While I’m far from exemplary on the topic, hacking is something I’m quite fond of. The inherent 
curiosity many hackers exhibit is contagious; they push the boundary of what of technology was 
intended to do, finding clever solution and preventive measures against attacks, and it’s quite 
inspiring. I’ve personally always had a certain fear of malware, so undergoing this particular method 
(malware analysis of ransomware) proved somewhat harrowing, but was ultimately a fascinating 
experiment.  
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Abstract 
As the threat of ransomware increases, the ever-growing demand for more efficient cybersecurity 
implementations invite cybercriminals to find new methods of bypassing these counter measures. 
One method for bypassing potential antivirus software is to use the binaries already present on the 
victim device, causing them damage by using trusted binaries which does not trigger windows 
defender (or similar antivirus measures). 

This thesis attempts to use virtual machines as a living of the land binary. By utilizing the virtual 
environment of Windows iso images within a hypervisor, the attacker can download and execute a 
binary without being stopped by the bare metal host’s IDS or IPS. As the attacker controls the virtual 
environment, they can disable Windows Defender within the virtual machine and acquire the 
ransomware without the upper layer of IDS or IPS even noticing, meaning they also remain stealthy 
for a persistent engagement. The attacker would then proceed to use the share folder functionality 
of the hypervisor and target a directory with sensitive files, before executive the binary within the 
virtual machine. To the bare metal host, it would look like a hypervisor process is affecting the files 
within the shared folder, which does not raise any alarms. However, what is actually happening is the 
ransomware of the attacker’s choice has encrypted the files of the target directory (or mounted 
drive, depending on method used), and can now continue to the next directory (or drive).  

The experiments in this thesis are proven to work within their own parameters and are difficult to 
mitigate, but they do need specific requirements to be met for them to be achievable. Defenders can 
tweak IDS and IPS policies to limit or warn when a user access or changes partitions or limiting the 
accessibility for the hypervisors native to the machine. 

 

KEYWORDS: LOLbin, Living off the land, virtual machine escape, fileless malware 
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Sammanfattning 
När hotet om ransomware ökar inbjuder den ständigt växande efterfrågan på mer effektiva 
cybersäkerhetsimplementeringar cyberbrottslingar att hitta nya metoder för att kringgå dessa 
motåtgärder. En metod för att kringgå potentiella antivirusprogram är att använda binärfiler som 
redan finns på offerenheten och orsaka dem skada genom att använda betrodda binärfiler som inte 
utlöser Windows Defender (eller liknande antivirusåtgärder). 

Denna studie försöker använda virtuella maskiner som living of the land binary. Genom att använda 
den virtuella miljön för Windows iso-images inuti en hypervisor kan angriparen ladda ner och 
exekvera en binär utan att stoppas av värdens IDS eller IPS. Eftersom angriparen kontrollerar den 
virtuella miljön kan de inaktivera Windows Defender i den virtuella maskinen och skaffa ransomware 
utan att det övre lagret av IDS eller IPS ens märker, vilket betyder att de också förblir dolda under en 
längre operation. Angriparen fortsätter sedan med att använda delningsmappfunktionaliteten i 
hypervisor och rikta in sig på en katalog med känsliga filer innan den verkställer binärfilen i den 
virtuella maskinen. För värden skulle det se ut som om en hypervisorprocess påverkar filerna i den 
delade mappen, vilket inte ger några larm. Vad som faktiskt händer är dock att ransomware efter 
angriparens val har krypterat filerna i målkatalogen (eller den monterade enheten, beroende på 
vilken metod som används), och kan nu fortsätta till nästa katalog (eller enhet). 

Experimenten i denna avhandling har visat sig fungera inom sina egna parametrar och är svåra att 
mildra, men de behöver specifika krav för att de ska kunna uppnås. Försvarare kan justera IDS- och 
IPS-policyer för att begränsa eller varna när en användare kommer åt eller ändrar partitioner eller 
begränsar tillgängligheten för hypervisorerna som är inbyggda i maskinen. 
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1 Introduction 
There are few things as frightening within the world of IT as getting hit by a ransomware; having all 
your files and data encrypted, potentially without any chance of ever getting them back. Not only are 
ransomwares incredibly costly (Rudow, 2020), they are invasive and disruptive on both a personal 
and an infrastructure level. Not only ransomware: any malware can disrupt workflow and terrorise 
users on more levels than financial gain and work efficacy. Stalkers can infect their victim’s devices 
with stalkerware, keeping track of where they are and who they are talking to, causing the victims 
fear, paranoia and anxiety (Yar & Steinmetz, 2019). The same goes for rootkits and persistent 
malware, making the users unsure if they can trust their own device used for day-to-day activities, 
even after running a virus scan. With how quickly and efficiently viruses can spread through a 
network, it is possible you were not even the one to fall victim to the phishing attack which landed 
the malware within the network. 

Because of this significant issue, ensuring efficacy within antivirus software is an important task for 
developers, causing a push for increased threat intelligence related to computers, networks and 
information technology (Samtani, Chinn, Chen, & Nunamaker, Jay F, 2017). The cat and mouse game 
that is created from this phenomenon has spurred on cybercriminals (and security researchers) to 
find new, creative ways to bypass existing filters on machines, such as using signature evasion or 
finding ways to disable Windows Defender without being blocked from the machine. 

1.1 Background 
Windows Defender is the integrated antivirus software in Windows 10, one of the most common 
antivirus systems for end-users (computerhope, 2020). A common practice for hackers is finding 
methods to exfiltrate and infiltrate files past Windows Defender, as it often blocks known malware 
and many post exploitation scripts from being run and downloaded. Whether it’s via web or an 
internal network attack, bypassing Windows Defender is a very important step in hacking Windows 
systems, and knowing the methods hackers use to bypass it is crucial for the forensic investigator to 
know how the threat actor bypassed Windows Defender in the specific steps. 

A method which has become more prevalent is the ability to use existing programs and files already 
available on the computer to initiate the attack (Sudhakar & Kumar, 2020). This avoids the issue of 
having to download the malware onto the device, risking the firewall inbound packet rules or pre-set 
configurations of the standard web browser stopping the download of the binary. The operating 
system itself provides the applications and vectors used by the attacker, bypassing the issues of 
having to acquire the malware or struggling with permissions for a downloaded binary. 

The exact specifications for a binary susceptible to being used for a living off the land binary attack 
vary, but some examples include (lolbas, 2021): 

• Cmd.exe 
• Bash.exe 
• Explorer.exe 
• Ftp.exe 

These are files native to most Windows 10 systems, but living off the land binaries can include other 
executable files, as long as their permissions are lenient within the environment the attacker is 
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working in. Assuming they can mask the payload so that the antivirus software sees it as a legitimate 
executable, the attack will continue within those parameters and presumably will not be detected by 
the antivirus.  

1.2 Problem statement 
The question this thesis seeks to investigate is split up into two segments: 

• Can a hard drive be attached to and infected via a virtual machine to avoid Windows 
Defender detection or intervention on the bare metal machine?  

• Assuming yes, what is the estimated efficacy of this method compared to infecting bare 
metal? 

1.3 Problematization of issue 
An issue with answering the questions lies within how Windows is patched and would imply the 
possibility of this not being possible down the line. However, since many machines in the real world 
are not updated, some even running much older versions of Windows, this is a problem that, while 
affecting the general applicability of the thesis, does not make the topic obsolete. 

Furthermore, as the efficacy of stealth is hard to concretely quantify, the thesis will mainly be 
examining how efficient the method is at avoiding the detection and prevention offered by Windows 
Defender for a highly specific issue, and partially relies on exploits within existing services in the 
hypervisor in question. This is further complicated by the variance of Defender customization 
between different infrastructures, meaning it’s difficult to determine the universal efficacy of the 
method, and this conclusion can only be applied to a general case, with a caveat of variance 
depending on external variables. 

Additionally, the variance of living of the land binaries means the applicability of the method 
explored is difficult to quantifiably compare in terms of efficacy, which makes answering the second 
aspect of the problem statement problematic. The reason quantify ing the approach is challenging is 
because of the variance in application of living of the land binaries. One can answer the question 
(assuming functionality) in a vacuum, or applying it to a generic network, but against a target with 
variable amount of patching and policies, it can be more challenging to quantify.  

1.4 Contribution 
The thesis seeks to expand the area of academic knowledge regarding fileless malware or Living off 
the Land Binaries attack method. The specific method utilized in the thesis has been used in edge 
cases by automated ransomware and is an established technique by members of the information 
security community, but the academic research of its efficacy and ethical consequences has yet to be 
documented. This is not a claim of the invention of a new sophisticated attack, but rather a thorough 
documentation of the impact, implications, and efficacy of the attack itself. Using trusted binaries to 
avoid antivirus software is not unique to this thesis, but the conclusions and results themselves are a 
contribution to the field. 
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2 Related Works 
To answer the problem statement, a literature search was conducted, with search parameters and 
details specified in 2.1. The works related to fileless malwares and living off the land binaries are 
narrow, but the most relevant work is explained in 2.8, with a brief disclaimer of living off the land 
binaries as a concept explained in 2.6 and 2.7. Remaining works are tangentially related and explored 
in their respective subsections.  

2.1 Research specifications 
This is a new area of knowledge and, so far, few scientific studies have been conducted. In order not 
to forego any published work, advanced search help was obtained from the University library. The 
following search strategy was devised:  
Search question: 

• Are there any scientific studies about Living off the Land Binaries, specifically using virtual 
machines? 

Key words: 

• Living off the land binaries 
• LOLBins 
• Virtual machine  
• VM 

 

Search phrase: 

The searches were performed with Boolean operators and the following search phrase was 
constructed: 

• Living off the land binaries AND LOLBins AND Virtual Machine OR VM  

 

Data bases: 

The searches were then performed on February 15, 2021 in the University library’s five databases for 
Computer science and informatics: 

1. ACM Digital Library 
2. arXiv.org 
3. IEEE Xplore 
4. Scopus 
5. Springer Compact 

 

Two related hits were discovered; one article from 2020 and one conference paper from 2021. These 
were added to the thesis, and subsequent related works were either related to these two papers, 
more tangentially related to the subject or not from an academic source. The paper most related to 
the issue used was “Am emerging threat Fileless malware: a survey and research challenges”, by 
Sudhakar and Sushil Kumar (Sudhakar & Kumar, 2020), further described within the related work.  

2.2 RegretLocker & RagnarLocker 
Specifically targeting virtual machines with ransomware is a method used by the ransomware 
RegretLocker (Abrams, 2020). By mounting the VMDK files to the windows file system, it circumvents 
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the issue of having to encrypt a file of significant size, which is otherwise time consuming and 
inefficient. Instead, it uses existing Windows Virtual Storage API to mount the disks and encrypt them 
via standard methods, with increased speed. This method is backwards what’s attempted in this 
thesis, as the purpose isn’t specifically to encrypt the virtual machine, but to use the virtual machine 
to encrypt the bare metal. In essence, instead of mounting the virtual hard disk to the physical 
computer, the attempt is to mount the physical hard drive to the virtual computer.  

A ransomware which uses the same methods as the ones attempted in this thesis is the 
RagnarLocker ransomware (Stockley, 2020) (Loman, 2020). It uses virtual machines as a means to 
attempt to covertly encrypt the bare metal machine. 

2.3 Booting cloned/mounted hard disk images within a hypervisor 
The paper written by Michael Penhallurick examines a methodology for booting a target operating 
system in a virtual environment (Penhallurick, 2005). This method lets a forensic analyst examine and 
explore the system in its original environment instead of simply exploring the file system by 
mounting the drive to a forensic workstation. This subject varies from the topic of this thesis, as the 
virtual environment being explored is for the purpose of preservation and avoiding the 
contamination of evidence, while the experiment in this thesis uses virtual environment for the 
purpose of bypassing antivirus. Both the virtual environments are intended to be discarded after the 
task is done, but Penhallurick  

2.4 Forensic Analysis of Virtual Hard Drives 
Managing virtual hard drives is a core aspect of the problem statement, which has been done in 
various research papers previously. Tobin et al. researched the forensic analysis of virtual hard drives 
and how it compares to physical hard drives (Tobin, Le-Khae, & Kechadi, 2017). In their paper, they 
describe the comparative volatility of virtual hard drives with physical hard drives, describing it as a 
key problem in digital forensics. 

The forensic method and analysis differ from this thesis, as the virtual machine isn’t the end goal of 
the experiments, but rather a tool for ensuring minimal damage to the computer used for the 
experiment. There is, however, a certain relevancy of what has been described in their paper, as the 
volatility of the virtual machine used for the ransomware experiment may cause issues with 
reviewing the results. 

2.5 Compression of Virtual-Machine Memory in Dynamic Malware Analysis 
James E. Fowler wrote his paper regarding the thorough examination of how malware analysis can be 
done more efficiently via a new method of lossless compression of memory dumps from malware 
analysis inside of virtual machines (Fowler, 2017). Examining malware within virtual machines is 
exceedingly common for researchers, and it’s not a coincidence it’s the method chosen for this thesis 
as well. The compression method described in Fowler’s paper will not be required for the type of 
experiment done in this thesis, but the description of malware data compression and how it affects 
the virtual machine is relevant information to keep in mind going forward.  

2.6 Signature evasion via trusted binary 
The closest related work to the one done in this thesis is the ability to use a trusted binary to run 
your malware for you, in an example of living off the land binaries, or “lolbins”. Twitter user 
“Hexacorn” discovered multiple binaries using the Squirrel package manager and allows the users to 
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access the update.exe file (Hexacorn, 2019). They discovered multiple binaries using the Squirrel 
package manager and are thus possible targets for this lolbin angle. Examples include Discord, Slack, 
Whatsapp, Skype, WordPress and more.  

The evasion functions by adding the payload to the current build of the trusted signature (see Figure 
1), changing the start application so that the update.exe file targets the payload instead of the 
binary_name.exe file (see Figure 2) and then executing the tweaked application (see Figure 3). 

 

Figure 1: Adding your payload (in this case symbolized by calc.exe) within the current build of the trusted signature. 
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Figure 2: Changing the start program to run the payload through the update.exe file 

 

 

Figure 3: Running the discord start application now instead starts calc.exe successfully running the sample payload 

The methods attempted in this thesis are similar as they are also a type of living off the land, but 
exploiting existing features of virtual machines for the purpose of using ransomware in a way that 
antivirus will not detect or stop neither the acquisition nor the execution. 
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2.7 Living off the Land Attacks 
Attacks like the one demonstrated by twitter user “Hexacorn” fall, as mentioned, under the category 
of “Living off the Land Binaries” attacks, but the application and flexibility of the attack category go 
beyond this specific use case (Hollister, 2020). As described by Andrew Hollister, it’s a method of 
using pre-existing resources within the target environment to avoid detection and bypass prevention. 
It relies on the binary existing in the target machine, and as such, having knowledge of only one living 
of the land binary type might not be enough or prevalent depending on the system in question. Some 
attacks will be more frequently applicable because of patching and policy standards, frequency in the 
application existing and how commonly its permissions are not allowed. The work in this thesis will 
focus on adding to existing living of the land binaries methods, and its specific niche usability area 
within the usage of hypervisors to bypass UAC, IDS and IPS. 

2.8 Fileless malware: a survey and research challenges 
The paper by Sudhakar and Sushil Kumar examines the concept of fileless malware; living off the land 
binaries being an example of such, and thus briefly mentioned (Sudhakar & Kumar, 2020). The 
research done examines the efficacy of fileless malware, noting their persistence and recent 
emergence, and focuses on the creation of an efficient model to manage and mitigate such attacks. A 
few of the points mentioned in the paper will be examined in this thesis as well, mostly focusing on 
inherent properties and issues with living off the land binaries.   
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3 Method 

3.1 Security precaution and preparation 
The experiment attempts to encrypt files from a machine by mounting part of its directories to a 
virtual machine and running malware within the virtual machine. This will attempt to bypass any 
interjection by Windows Defender or other antivirus while still infecting the hard drive. 

The specifications for the experiment were as follows (though replicability should not be dependent 
on mirroring these parameters): 

• 8GB computer memory size 
• 256GB hard disk size 
• Intel Celeron N4100 Quad Core 2.4Ghz 
• Windows 10 
• Oracle VM VirtualBox 

Before the experiment was initiated, ensuring safety and negating any potential spread of 
ransomware throughout the personal network was critical. For this reason, the experiment took 
place on a segmented network, within a virtual environment. This was achieved by downloading the 
Windows 10 .iso file for VirtualBox (the choice to use this hypervisor for the experiment was 
arbitrary, replicability should exist for hypervisor of choice) from Microsoft’s page for freely 
downloadable virtual machines (developer.microsoft). Steps for ensuring safety within the 
experiment referred to the optimization guide by Contel Bradford (Bradford, 2020), and went a step 
further by performing the experiment on a fresh laptop with no personal information or valuable 
files. 

The .iso file was downloaded and imported into virtual box, where it was set up with 4GB of RAM, a 
virtual hard disk with 40GB storage size, NAT network functionality and otherwise using the default 
settings recommended by Microsoft’s pre-configurations.   

Following this, the virtual machine was booted up, base settings being concluded and finalized for 
Windows 10 to be finished setting up, at which point the malware could be downloaded. The 
malware chosen for the experiment was the Cerber ransomware, which was acquired from the 
github section called “theZoo” (Github, 2021). The decision to choose the Cerber ransomware was 
made after consulting the “nomoreransom.org” site, which contains lists of ransomware with known 
online keys and decryption capabilities (Nomoreransom.org, 2021).  

To prepare, two instances were simultaneously tested during the same experiment: exploiting the 
shared folders functionality and the mounting of a secondary drive to the virtual machine. 

3.1.1 Problematization 
While it is unlikely to affect the outcome of the experiment, an assumption had to be made that the 
specific ransomware did not have unique interactions with virtual machines, such as ignoring file 
systems or files pertaining to virtualization or ignoring the shared folder. It also went off of the 
assumption that the scope of the ransomware was not specific to the directory in which it was used. 
It is possible a ransomware would focus on folders it knows specifically to be commonplace for 
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personal files, or simply focus on those directories first before corrupting the virtual machine by 
virtue of encrypting essential files for the virtualization.  

Thus, while the ransomware chosen was done so because of the public encryption key being 
available, it should be taken into consideration that they do not represent every ransomware. 
Different malware will behave differently, especially since, as opposed to the previously mentioned 
RegretLocker, most malware are not specifically designed to function within a virtual environment. 

3.2 Method #1: Exploiting shared folder functionality 
The exact specifications of the shared folder functionality will vary from hypervisor to hypervisor. In 
the case of VirtualBox, the hypervisor used for this experiment, the shared folder is found under the 
“Settings -> Shared Folders” tab for the specified virtual machine. In this category, the target 
directory on the hypervisor machine is chosen, at which point the decision if it should be auto 
mounted or not is decided, in this experiment, auto mounting of the shared folder was chosen. 

The virtual machine was booted up again after the preparations had been made. The “theZoo” 
directory on github was accessed, and an attempt to download the Cerber ransomware zip file was 
made. Windows Defender immediately rejected the file, triggering alerts in the event viewer, and as 
such Windows Defender’s real-time protections, cloud-delivered protection, tamper protection, 
ransomware protection and so on. 

The attempt to download the Cerber ransomware zip file was repeated, this time prompting no 
issues from Windows Defender. The executable file was extracted from the zip folder by entering the 
password “infected”, acquired from theZoo’s separate download for acquiring the password (Github, 
2021). The network connecting was at this point removed from the laptop, as was the NAT 
connection between the virtual machine and the bare metal machine. The shared folder was 
prepared with two separate .txt files with two different strings of text in each of the files. The strings 
were human readable sentences, which would sequentially be examined after the infection to ensure 
they had been encrypted. 

Following all the security precautions, the ransomware binary was executed, and the virtual machine 
was infected (see Figure 4). As the Cerber ransomware did not seem to affect .txt files in the shared 
folder, the first attempt ended up being unsuccessful, and the virtual machine was reverted to the 
previous snapshot, so that the attempt could be redone. This time, two executable files were moved 
to the shared folders to substitute the two .txt files, and the Cerber ransomware binary was executed 
once again. 
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Figure 4: The virtual machine is hit by the ransomware attack, encrypting its files  

3.3 Method #2: Mounting partition to Virtual Machine 
By mounting a separate partition from the host machine to the virtual machine, a secondary attempt 
was made. The mounting process included four steps: 

• Partition the target drive. 
• Transfer the specified files to the partition. 
• Unmount the partition from the bare metal machine. 
• Mount the partition to the virtual machine as a portable storage device. 

The storage was subsequently infected, with the same parameters as the first method, and the files 
were encrypted. 

3.4 Examining the logs within Event Viewer 
After the malware had been executed, the results were examined within Windows Event Viewer on 
the bare metal machine. Windows Event Viewer data was further specified by navigating to the 
Windows Defender directory, via Application and Services Logs -> Microsoft, Windows -> Windows 
Defender -> Operational, wherein the logs generated by Windows Defender can be examined and 
analysed. 
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4 Results 
The results of the experiments are first summarized in Table 1 and then further elaborated below. 

Table 1: Experimental results from attempts to encrypt files from a machine by mounting part of its 
directories to a virtual machine and running malware within the virtual machine. 

Experimental method Result Comment 
#1: Exploiting shared 
folder functionality 

Files encrypted Flexible target 
environment 

#2: Mounting partition 
to Virtual Machine 

Files encrypted Rigid, more difficult, 
but encompassing 

 

The files in the shared folder were encrypted by the Cerber ransomware (see Figure 5). 

 

Figure 5: The two test files have been encrypted by the Cerber ransomware while residing within the shared folder. 

While the ransomware attack was underway, no event logs were triggered by Windows Defender, 
nor were permission checked for (see Figure 6). Within the infected virtual machine, multiple logs 
were created by Windows Defender for the multiple threatening actions taken, downloading 
malware, disabling Windows Defender’s active threat protection, disabling signature analysis, and so 
on. The results are identical with the second method. 
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Figure 6: Windows Defender logs examined after the ransomware attack, showing no alerts. 
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5 Discussion 

5.1 Stealth 
The main purpose of using this attack method is to bypass permission blocks and to remain 
undetected. Stealth is not always an important factor in engagements; it varies depending on scope, 
target, goal and vector. In the case of using living of the land binaries, however (as mentioned by 
Andrew Hollister) a key component is commonly stealth, as the attacker is masking the signature 
behind permitted or native resources existing on the machine (Hollister, 2020). The method 
demonstrated in this thesis does exhibit the covert qualities as are expected of a living of the land 
binaries method, as was seen in the results and subsequent event viewer logs (or lack of same) 
(Postill, 2017). Depending on what additional steps needed, the efficacy of the stealth might be 
compromised and changed, as different alerts could be logged depending on what needs to be 
amended for the attack to work. Examples include changing permissions for the hypervisor, running 
another living of the land binary to execute the hypervisor, having to go through an inbound packet 
rule, either alerting by breaking it or using a bypass through an allowed port and so on.  

At face value, the method is stealthy as per living of the land binaries standard, but circumstances 
may force it to be detected by security software. The scope and the goal of the attack will dictate 
how the attacker tweaks the specifications, but for standard application, assuming this specific binary 
exists, the attack is not alerted since it is seen only as standard hypervisor process, in this case the 
VBoxHeadless.exe extension process. Assuming this process is allowed (the contrary could otherwise 
cause dependency issues and other complications for the system administrator, including a myriad of 
false positives), the IDS or IPS, or Windows Defender on its own would only see a legitimate process 
encrypting files, which would not trigger alerts unless a policy has been specifically configured for it. 

5.2 Efficacy 
Windows Defender on the bare metal did not log any malicious activity during either ransomware 
attack. This is, however, predicated on the fact that the bare metal host had: 

• Access to a hypervisor 
• Permissions to use the hypervisor  
• A virtual machine already set up 

The third point can be circumvented by the attacker depending on varying factors of the 
engagement, such as: 

• Downloading an ISO file for an operating system which can be infected with the ransomware 
in question, assuming the host has Internet access and permissions to download from 
Microsoft’s development subdirectory. 

• The attacker bringing the ISO file and ransomware on a portable disk and transferring it 
directly to the bare metal and virtual machine respectively, which circumvents both 
potential inbound packet rules on the host and if the host were to be disconnected from the 
Internet. 

The attack would be doable via multiple methods of engagement, such as social engineering to gain 
access to the host or remote code execution after getting a foothold to continue infecting the 
machine. The attack itself is not limited to its own framework but should be seen as a final infection 
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aspect of an otherwise compromised host. It has multiple limitations, however, but many of these 
are part of the fundamental concept of the living of the land binaries attack method. The main 
constraint is the specific binary existing on the target machine, but the idea with living of the land 
binary is working with what you have available to achieve your goal. In this case, should a hypervisor 
not exist on the machine, it could be possible to download and set one up, but it’s more reasonable 
for the attacker to find a different angle of attack, or using another binary to mask the attack. 
Downloading and setting up a hypervisor could work, but to some degree the attacker is going of 
guesswork, assuming there are not any permissions flagged that would alert SOC, get blocked by 
inbound packet rules or notify the system administrator, and since a key component of the attack 
method is stealth, this workaround seems counterproductive.  

A secondary complication is if the attacker needs to tweak permissions to gain access to the 
hypervisor, which may also generate alerts via IDS and garner the attention of the system 
administrator or SOC. It is possible to use one living of the lands binary to enable another, which 
could circumvent the complication, depending on the host in question. A good place to start when 
utilizing living of the land binaries is to check some version a compiled list of common binaries which 
can be used for signature masking, one such list being the lolbas project (lolbas, 2021).  

5.2.1 Shared folder living off the land binaries 
Windows Defender was able to detect and alert the virtual machine itself, but as it isn’t under the 
control of the outside network’s system administrator, turning it off would not alert anything else, 
nor did its prevention of the original ransomware binary download. This means the files in the target 
directory in the shared folder functionality could be encrypted, and the scope could be changed 
multiple times, gradually encrypting more and more files, depending on the scope of the shared 
folder functionality for the specified hypervisor. As this is all done under the same hypervisor, it is 
important to specify scope not to attempt to encrypt the binary doing the actual encryption. It would 
also speed up the encryption process to target specific aspects of the drive which are to be 
encrypted. Assuming the drive is not the one hosting the operating system, one could reasonably 
target the entire folder, but some hypervisors might limit the size of the shared folder. 

5.2.2 Mounting of hard drive LOLbins 
Using the mounting capabilities as a living off the land binary proved doable, but not as efficient as 
the shared folders capability. The parameter for this conclusion is the fact that the hard drive needed 
to be unmounted from the original file system, which in and of itself is not a problem, but it means 
the user needs to have permissions to manage partitions. For the efficacy not to be negatively 
impacted, this action needs to also not be seen as suspicious traffic by any IDS or IPS monitoring 
activity. Furthermore, it cannot be done on the specific partition which is hosting the operating 
system, which in turn is hosting the hypervisor. The most effective way to utilize the mounting of 
hard drives is to mount entire drives which do not contain the operating system and encrypt them 
through the virtual machine. The hard drive would then be unmounted from the virtual machine and 
remounted to the original device, which would be repeated for all the drives simultaneously. This is 
assuming this method is the most efficient method of mounting hard drives to a virtual machine, but 
it proved difficult to do and there is certainly a more effective method for doing so, as evidence by 
RagnarLocker’s functionality and efficacy (Loman, 2020).  
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5.2.3 Comparative efficacy 
Compared to RagnarLocker, the method lacks the broad attack spectrum, while still utilizing the 
same principle of signature evasion and stealthy use of living of the land binaries (Stockley, 2020) 
(Loman, 2020).  It is also not tied down to using the specific ransomware, as the technique is in itself 
agnostic when it comes to payload, while RagnarLocker is locked into its specific goal and design. It is 
also worth mentioning that RagnarLocker is significantly more sophisticated in its design, while the 
living off the land binary method of the shared folder functionality is mainly using feature of a 
hypervisor which the developers did not intend. The scopes are different as the methods are 
different, and while broad spectrum RagnarLocker is more efficient, it’s not impossible for using 
shared folders within virtual machines to be automated within its own malware, or even used to 
create a sandbox escape. 

5.3 Ethics 
Ethics within security research is a complicated topic, as the ramifications of exploring the depths of 
security flaws and attack methods may give cybercriminals new attack vectors. The efficacy of 
functionalities such as penetration tests and simulated attacks, so called “offensive security”, is 
provably helpful for the field as a whole (Resnik & Finn, 2017), as it allows defenders to simulate 
attackers and properly patch and improve flawed subsystems which may be targeted. Security 
research works on the same principle, as the assumption must always be (and has proven to be 
correct) that cybercriminals are constantly developing malware and trying to find new tools or 
broader methods to attack infrastructures and people; as such, researching attack methods and 
finding means of preventing them before they happen is critical. In this thesis, the method explored 
could be used by a cybercriminal to infect an otherwise defended system, using an existing 
hypervisor on the machine to stealthily infect one machine after another within a network, without 
getting stopped by IPS or noticed by IDS. The hope is that, by disclosing the method publically and 
spreading awareness, companies and infrastructures will know of this method before they are 
exposed to it and can change access policies accordingly for their machines.  

5.4 Potential mitigations 
While working on potential methods to mitigate this living off the land binary attack, defenders can 
consider restricting what access a hypervisor has to the shared folders, or simply locking the usage of 
the hypervisor behind an admin check. The issue becomes one of logistics, as a device which has a 
hypervisor presumably has the need to use them. Logging potential partition management by a user 
who should not be affecting the device’s partition could help realize the attack is underway, similarly 
as logging when a normal user runs PowerShell commands, for example. 

5.5 Potential future advancement 
Assuming the virtual machine can be permitted onto the network, using shared network folders 
could be a significant increase of efficacy depending on the network folder’s scope. It might be a bit 
more difficult, but this would essentially mean anything within the infrastructure’s shared network 
folder would be at risk of being encrypted with no ability to prevent the encryption itself.  While the 
efficacy of ransomware attacks is significantly mitigated by the existence (and policies pertaining to) 
backups, targeting shared network folders means potentially widening the scope drastically from one 
machine to the directories accessed by a network of machines. 
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6 Conclusion 
The questions posed at the beginning of this study were:   

• Can a hard drive be attached to and infected via a virtual machine to avoid Windows 
Defender detection or intervention on the bare metal machine?  

• Assuming yes, what is the estimated efficacy of this method compared to infecting bare 
metal? 

The results of the study show that virtual machines can be used for living off the land binaries attacks 
by utilizing either the shared folder functionality of a specific hypervisor, or by mounting a drive to a 
virtual machine. The folder or drive respectively would then be encrypted by downloading and 
executing a ransomware binary within the virtual environment. 

This circumvents the issue of needing to disable windows defender or other prevalent antivirus 
software on the target machine, as the attacker will have full control over capabilities within the 
virtual machine. The control within the virtual machine is dependent on:  

• If they have access to a virtual machine not covered within an IDS or IPS within the network 
• If they can acquire an iso file without running into issues with inbound packet rules on the 

enterprise firewall 

Assuming either of these factors are fulfilled (or the attacker circumvents these requirements by 
obfuscating their actions through another living off the land binary attack), the attacker can encrypt 
all files within the drive or the shared folder the virtual machine has access to. Should the attack 
need to be repeated for a separate folder or drive, the virtual machine can either reset to a snapshot 
or simply execute the ransomware a second time, assuming the ransomware binary did not delete 
itself after being executed. 

The attacker would remain undetected and can repeat the procedure, targeting the shared folder 
specifically at the directories they want to encrypt. The method would take longer depending on the 
scope, but the attacker can be surgical in their approach, targeting high value directories to make the 
process quick.  

6.1 A further outlook 
It is likely that the method used in this work is applicable for standardized shared network folder as 
well, but this would require specific virtual machines set up with access to both target network and 
network shared folder. Should this method work, the potential scope would be increased 
significantly. 
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