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Abstract

With the ever increasing number of Internet of Things, devices that are Zigbee certified
going out to the market for consumers require security testing. This is to make sure that
security standards are upheld and improved upon in order to make sure networks are
protected from unauthorized users. Even though a lot of research and testing has been done
on the Zigbee key exchange mechanism, called Zigbee commissioning, improvements have
still not been enough with severe vulnerabilities in consumer grade devices still existing
today. The devices tested in this study use EZ-mode commissioning in order to exchange the
network key between a Zigbee coordinator and a Zigbee end device in order to encrypt later
communication after being paired. By using a simple radio receiver and a packet capturing
program such as Wireshark an eavesdropping attack was conducted in order to capture the
network key. The experiment demonstrates that this is still a weak point as the network key
was successfully captured using eavesdropping. The analysis of the results show that
previous criticisms of Zigbee commissioning have still not fully been addressed and can be a

potential weak point in networks that use Zigbee certified loT products.
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Chapter 1: Introduction

1.1 Background

Internet of Things is a concept that emerged during the 1999s in a presentation by Kevin
Ashton called “Internet of Things”. Since the cost of Internet capabilities has decreased
significantly the past decade more and more devices are being released with Wi-Fi
capabilities [9]. Essentially IoT devices are any device that can connect to the Internet (Or
each other) and this includes everything from fridges, tvs, watches, lamps, air conditioning,
and many more. Even components of larger machines such as planes have smaller devices
such as temperature sensors in the engines that could be considered an IoT device. They vary
in size, performance, energy needs, functionality, and capabilities. Also IoT can be applied to
a much larger scope such as “smart cities” which is argued to reduce waste and improve

energy efficiency [9].

So the Internet of Things is the giant network of connected devices which is
continuously growing with estimates saying that by 2020 there will be over 26 billion

connected devices [19].

Category 2016 2017 2018 2020
Consumer 3,963.0 5,244.3 7.036.3 12,863.0
Business: Cross- 1,102 1,501.0 2,132.6 4,381.4
Industry

Business: Vertical- 1,316.6 1,635.4 12,0277 3.171.0
Specific

Grand Total 6,381.8 8,380.6 11,196.6 20,415.4

Table 1: [oT units installed base by category (millions of units) [19]

As 1s shown in table 1 the current estimate of around 8 billion connected things in 2017 are
driven by numbers from China, North America and Western Europe. As the rest of the world

catches up in development, the number of devices will drastically increase as the market for



IoT devices gets bigger. A large contributor to the increase in IoT devices is in the area of

normal consumers, with smart devices such as tvs, sensors, cameras, and many more [19].

IoT allows for many opportunities to tackle some of the challenges society is facing
today and the future possibilities of loT will most likely have a huge impact on society [9].
However there have been a number of concerns raised regarding these devices with the main
area of concern being security and privacy. With so much personal data available, how does
society and developers protect this data? Devices nowadays have such minimal security and
also developers tend to not update their devices after production. This results in security

breaches that will never be patched resulting in even more issues.

1.2 Keywords

IoT, Security, Communication Protocols, Zigbee, EZ-mode Commissioning, Eavesdropping,

Key Exchange

1.3 Topic goals

This thesis will search for answers on how secure the Zigbee communication protocols in
consumer grade IoT devices from 2018 and onwards are. The goal is to see if any changes
have been made to vulnerabilities that have been found in previous studies and to see how

feasible eavesdropping as an entry point is when looking at consumer grade IoT light bulbs.

1.4 Motivation

IoT security is a hot topic nowadays because of the wide availability of cheap consumer
grade devices that are lacking in security features due to their cheap nature. Many IoT home
devices are either completely devoid of best practice security features or they have only
recently started to update designs in order to implement security in all aspects of the device.

One of the main reasons for lack of security in IoT devices is the fact that the devices aren't



developed with security in mind. Usually security is added later in the development process
which means that not enough testing has been done in order to achieve security standards
[15]. This is a huge red flag as security issues stemming from lack of oversight of security
standards can result in the whole network being vulnerable. Even though a company might
have state of the art hardware and security mechanisms, they will not stop an attack if an [oT
device allows the attacker to gain access to the the network. A survey shows that almost one
in ten IoT devices have the security standards expected for a device connected to the Internet
[14]. However there is a trend of increased spending on security which has approximately
increased by 24%. However due to the wide variety of both developers and their products
there is a need to test the security features of these devices in order to make sure that best
practices are upheld. There has been a number of studies done on IoT security in the past
which is why this paper will be looking at more recent devices from 2017 and onward. The
point being that this study wants to explore if manufacturers have actually taken past studies

into consideration when designing new products.

1.5 Definition of research question

Main research question:
e [s the IoT communication protocol Zigbee in consumer grade light bulb devices
secure from eavesdropping attempts?
Sub-questions
e [s there a secure network key exchange mechanism between the ZigBee Coordinator
and end device about to join a ZigBee network in EZ-mode commissioning?
o Has previous criticisms of the network key exchange been addressed in newer
IoT light bulbs that use the Zigbee protocol?
e I[f there is self reconnection after the end device loses power, is there a change in the
network key and is it transported in an encrypted manner?
e How does the reconnection process look like after the Z1 control station loses power?
o Does the controller maintain a connection to all the end devices?
o Is there a change in the network key when the controller communicates again

with the ZigBee end devices?



1.6 Thesis structure

The thesis structure from here on out will consist of an hypothesis on the findings that are
expected, delimitations that will limit the scope of this research paper, and the
problematization of why this topic was chosen. This will be followed by a literature review in
which the research within IoT security will be summarized and evaluated in order to situate
this paper within the relevant research area. Also the sources of the references used will be
discussed, such as what search terms and databases were used in order to find sources.
Ethical issues will then be raised and the methodology describing how the experiments will
be carried out. Lastly the results from the experiment will be presented and discussed

followed by the conclusion.

1.7 Hypothesis

e Looking at previous studies and iterations of IoT devices, the devices that this paper
will be testing are not adequately protected against eavesdropping and previous

criticisms of [oT products will not have been addressed.

1.8 Delimitations

One of the delimitations of this thesis is the fact that the devices to be tested are all from 2018
and onwards. The reason for this is to see how the landscape around cheap IoT devices has
changed as there have been a number of experiments done previously on the security of these
consumer devices with them found to be lacking in basic security measures. Will also be
limiting the testing to be done so that only light bulbs will be tested in order to limit the scope
of the thesis and focus on Zigbee certified products. Light bulbs are a commonly sold IoT
device that is cheap and easily accessible for consumers which is why these will be the focus

of these experiments.



Chapter 2: Literature Overview

2.1 Literature review

A number of studies have been done that give an overview of the security aspects regarding
IoT and this is where the literature review will start. The first part will discuss research that
gives an overview of the topic of IoT in order to have a jumping off point to see how the
research field looks like. The second part goes into literature that talks about protocols for
IoT, this was used in order to situate this research paper within the current state of IoT
protocols. Lastly this literature review will look at research papers on protocols of loT and
specific IoT devices. These papers are closely related to the subject this paper intends to

study and they were used as a jumping off point.

The article from 2016 [21] explores security challenges regarding communication
protocols in IoT by providing details on implementation that adheres to the security
requirements stated by the Constrained Application Protocol (CoAP). The goal was to verify
if the implementation works in Message Queuing Telemetry Transport protocol in order to
come up with an overview of standard protocols that have been applied from standard
Internet devices to IoT. This is according to the authors a good starting point for
standardizing [oT security even though there is still the need for specific solutions designed
for IoT devices. Also the 2015 research paper [4] took another approach by utilizing a model
checking tool called OMFC to find out if [oT communication protocols were vulnerable to
relay, replay and man-in-the-middle attacks. Their purpose was to find out which of the
communication protocols ensured authentication and confidentiality and they concluded that
less than half of the IoT communication protocols tested actually ensured authentication and
confidentiality. Jonkers, which is authored a paper from 2016, in [5] focused on the provision
of security and privacy for IoT devices in a smart home setting by developing a gateway
which stands at the border of the smart home. Instead of having security measures on the [oT
devices themselves, which results in overhead and limitations due to IoT device constraints,
the security is relegated to a seperate device. Performance was tested by measuring overhead

caused by the gateway, also security was looked at by creating a threat model and then testing
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for those threats. The authors concluded that the gateway has limited impact on performance
and is able to address services uniformly which helps with the heterogeneous nature of IoT

devices.

The next step of the literature is a review of research dealing with IoT protocols and
suggesting possible improvements. Starting with [13] from 2015 which addresses the security
concerns of their earlier proposed data sharing framework by looking into role and
attribute-based access control. They built upon their framework by injecting access control
capabilities. In the paper from 2016 [11] a protocol was proposed that uses session keys,
random numbers, hash functions and agents for healthcare IoT device authentication. Casper
and Failures-Divergence Refinement (FDR) software were used to perform attacks on the
proposed protocol in order to determine how secured the protocol is. The 2014 paper [3]
performed a cryptanalysis on the [oT access control and authentication methods proposed by
Jing et al and suggested possible improvements to the protocol in order to improve
performance. Their findings was that the protocol presented by Jing et al was costly in terms

of message exchange and the protocol had a low security assessment score.

A number of articles and research papers focus on testing IoT security were examined
in order to see what qualitative studies have been done within IoT security. These were used
as an initial jumping off point in order to orient this paper within the broader context of IoT
security testing. In 2014 [16] conducted an experiment where three practical attacks (replay,
network discovery and device identification and packet interception attacks) were done on
Zigbee technology leveraging the vulnerabilities akin to the technology. Their attacks were
successful due to the fact that most Zigbee networks seldom utilize any form of encryption,
beacon requests are responded to by Zigbee devices as well as the possibility to manipulate
the nonce (unique number generated by a device running a protocol and used only once as a
security mechanism). On the other hand, [1] from 2012 performed a “Packet-in-Packet”
attack on Zigbee devices using an Ubuntu 12.04, 64 bits environment and proposed possible
countermeasures. Their results showed that the attack was successful if it is aligned within a
nibble boundary (network mask that fits on a 4-bit boundary). Meanwhile in [8] from 2018, a
reactive jamming system capable of attacking most cross-technology communication (CTC)

protocols (Wizig, Esense and EMF) was established. They started off by establishing a

11



taxonomy of existing CTC protocols, extracted features to train a CTC detection model and
subsequently estimated the parameters that are capable of jamming CTC links. It was found
that attacks were successful in about 80.8% of cases and the countermeasures proposed had
an accuracy rate of about 91.2%. The research paper [2] performed a security analysis of the
IoT and evaluated the impact of several attacks on systems such as cyber physical systems in
2015. Results showed that traditional attacks could have enormous impact especially when
[oT devices are integrated with smart homes. [18], conducted in 2018, implemented a
wormhole which is able to attack an IEEE 802.15.4 Wireless Sensor Actuator Network
(WSAN). They used these sensor boards as end nodes and the impact of the wormhole was
measured using different parameters. The authors proposed eavesdropping and selective

packet dropping as a potential countermeasure.

Lastly, in 2014 [20] came up with an IoT access control protocol which claims to be
lightweight, secure and fast which could be used over the Datagram Transport Layer protocol
(DTLS). Their access control approach was centralized and the evaluation findings revealed
that the protocol has no impact on overall handshake time, doesn’t drain extra battery and is
resistant to denial-of-service (DOS) attacks and leads to an increase in the code footprint of
the DTLS by 7.9% and computational effort by 6%. [7] written in 2015 on the other hand
performed simulated attacks on smart home networks using the Zigbee and Zwave
communication protocols and compared the results to the theoretical evaluation. Their
practical results did not tally with the theoretical evaluation due to faulty usage of the
protocols but can still be used to situate this paper within the research topic. [25], a paper
from 2017, analyzes the Zigbee protocol and conducts security testing in order to find
security vulnerabilities. The paper also provides recommendations for minimizing attack
vectors that these vulnerabilities allow. Another paper with similar goals is the paper from
2017 [17], which conducted security testing on the 2016 release of Zigbee 3.0 update,
specifically the Touchlink Commissioning protocol which is used with IoT lighting devices.
They found deep security flaws in the design of this system calling the it “insecure by design”
due to being able to use its own features in attacks against the system. It is worthy to mention

that this paper draws inspiration from [7], [17] and [25].
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2.1.1 Source of literature

Google Scholar, IEEE Xplore, ResearchGate, DiVA

2.1.2 Search criteria

Used a variety of combinations of these search terms in order to find the literature related to
this thesis:

IoT, Security, Communication Protocol, Protocols, Access Control, Zigbee, Replay Attacks

2.1.3 Literature selection

The literature used in the review were articles and research papers from well known
databases that are related to the topic of security within IoT. This was limited by choosing
articles that specifically talk about access control and communication protocols. Most of the

research chosen is more recent research in order to situate this paper in the topic area.

2.2 Positioning

This research paper will aim to continue the research done by [17] and [7] but will not
necessarily be using the same [oT products. To see if manufacturers have implemented
changes to 10T devices after a number of these papers were released we will be focusing on
devices after 2017. Interoperability will be looked at as this experiment will only use one
Zigbee Coordinator but with three light bulbs that have different manufacturers. Also this
paper will be looking at a couple of situations which are not covered in the other papers such
as what happens when end devices go out of range. As well as looking at what would happen
if the Zigbee Controller were to suddenly lose power and come back online again. Essentially

how do these work in practice in a real world situation.
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2.3 Ethical issues

When doing testing on a network it is incredibly important to make sure that the tester has
authorization, otherwise the tester could potentially break the law. However in the case of this
study, a home network with IoT devices will be set up and because of this the experiment is

authorized.
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Chapter 3: Concepts

3.1 CIA Triangle

In order to evaluate the security effectiveness of any information system , the renowned CIA
(Confidentiality, Integrity and Availability) benchmark can be used. This paper will be
looking specifically at confidentiality in its testing but the other two are worth talking about
as if the devices tested fail at confidentiality then this opens up doors for failing the other two
as well. This will be discussed a bit more in the discussion chapter in relation to this papers

findings.

Confidentiality

Integrity Availability
Figure 1: CIA Triangle

A completely secured system must be able to address the following core security

prescriptions:
e Confidentiality

e Integrity
e Availability
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3.1.1 Confidentiality

Confidentiality is achieved when the system allows only authorised users to have access to
the data, information and other resources within the system [22]. Data in storage, transit and
being processed must be protect from unauthorised intruders. Possible attacks against
confidentiality in the context of networks include among others port scanning, social
engineering and data sniffing etc. and some countermeasures such as encryption, access
control, authentication etc. can be used to avert the aforementioned attacks [22]. As
mentioned earlier this will be the main focus of this paper as the experiment will focus on

eavesdropping on communications between [oT devices with the Zigbee protocol.

3.1.2 Integrity

Integrity refers to the ability of preserving data or information in it’s exact state or form or
the authorized modification only by authorized users [22]. The preservation and modification
actions apply to both data (being processed, in transit or in storage) as well as the information
systems that store, transport and process the data. Information systems or networks should be
able to offer a high degree of integrity. Attacks such as logic bombs, viruses, coding errors
etc. are known to violate the integrity of data or information systems. Possible
countermeasures against integrity violation include intrusion detection systems (IDS),
hashing, encryption, authentication etc. Both integrity and confidentiality are dependent on
each other. It is difficult to maintain integrity in the absence of confidentiality and vice versa

[22].

3.1.3 Availability

Availability is achieved when only authorized individuals have uninterrupted access to data,
resources or information [22]. It also refers to the ability of network infrastructures and other
related services ( e.g access control) being able to function in such a way that access to
resources is always permissible to authorized users. Access controls, firewalls, network

monitoring are usually some of the mitigating techniques utilized to enforce data or resource

16



availability [22]. Potential threats to data availability include infrastructure and device failure,
denial-of-service (DOS), distributed denial-of-service (DDOS), Jamming attacks etc. All the
three (3) components of the CIA triad (confidentiality, integrity and availability) are all

dependent upon each other for an effective provision of secured solutions and services [22].

3.2 Protocols

Protocols are sets of rules that decides how different devices communicate over a network
[6]. These protocols dictate communications for different stages of network communication
such as at the physical layer (which is the communication medium such as Ethernet cables or
Wi-Fi) The protocol in the physical layer that is commonly used is the Ethernet protocol
which dictates the type of cable to be used, optimal topology, cable length, and many more
[6]. Or at the transport layer with TCP and UDP which are responsible for sending bits of
data across the network. There are a large number of different protocols that are being
developed and used with IoT devices making it difficult to standardize. There is a need to test
and make sure that the protocols used for things such as communication and security have
adequate security standards. Also there is a need to check for proper implementation of the

protocols themselves.

3.3 ZigBee Protocol

Zigbee is a suite of communication protocols developed by the Zigbee Alliance and built over
the IEEE 802.15.4 [23]. It is a standard found in devices such as smart home devices, medical
equipment, games and toys. ZigBee protocol comprises of four (4) layers: Physical, Media
Access Control, Network and Application layers (figure 2 below). Each lower layer executes
a distinct function for the upper layer above it [1][2]. The two (2) lower layers, physical
(PHY) and Media Access (MAC) are defined by the IEEE 802.15.4-2003 standards while the
two upper layers (Network and Application) are defined by the ZigBee Alliance [27].

17



The PHY layer handles communication within the various channels as well as the bit
rate of the data and these communications take place at two (2) radio frequency channels:
868/915 Megahertz (MHz) and 2.4 gigahertz (GHz) [27]. The lower frequency band consists
of both the 868 MHz (Europe) and the 915 MHz frequency (United States and Australia)

whilst the 2.4 GHz (worldwide) constitutes the upper frequency band [27].

The MAC layer uses Carrier Sense Multiple Access with Collision Avoidance
(CSMA/CA) technology in order to regulate access to the radio frequency channels and aids
in the transmission of beacon frames, radio synchronisation and the provisioning of a reliable
transmission operation [23][27]. Entry and exit control of ZigBee end devices (ZED), routing
of data and control messages across the network, selection of network security key
parameters, assignment of network addresses to devices are some of the functions performed
by the ZigBee network layer (NWK) [23][27]. This layer acts as an interface for the

provisioning of services to the Application layer (APL) directly above it [27].

The Application layer (APL) is the top most layer in the Zigbee protocol stack and is
made up of three (3) sub layers: Application Support (APS), ZigBee Device Object (ZDO)
and the Application Object (manufacturer-specific) sub-layers [27]. The APS keeps a device
pairing table requisite for message transmission between the paired devices while the ZDO is
responsible for the designation of roles (end device, coordinator or router) to devices in the
network [7]. The Application Object sublayer provides a platform for manufacturers to be
able to apply different functionalities to their respective products. For more information

regarding the four Zigbee layers, see [27][25].
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Application Support

Zighee Device

. Application Laver
Object PP !

ZigBee Alliance Application Object

Network Layer
(NWK)

MAC layer (MAC)

IEEE 802.15.4 1

Physical Layer
(PHY)

Figure 2: ZigBee Protocol Layers

3.3.1 Zigbee 3.0

Zigbee 3.0 is the Zigbee specification that was released in December of 2016 [17]. The
purpose of this version is to become an interoperable Zigbee solution and has standardization
at all layers of the protocol stack [26]. It is incredibly popular as is shown by the number of
Zigbee certified products on the market from Philips hue light bulbs, to OSRAM, to Trust.
According to Zigbee its a reliable and robust system that is easy to use and can be used a
single solution for all markets. [26] It is built on Zigbee PRO and one of its most important
parts is commissioning. There are 2 types of commissioning EZ-Mode and Touchlink

commissioning which will be covered in section 3.3.5.

3.3.2 ZigBee Device Types

There are three types of Zigbee devices: Zigbee end devices (ZED), Zigbee coordinator (ZC)

or controller and Zigbee router (ZR).
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e 7C acts as the network information storage device and as a trust center (TC) in
deciding the network security keys [7]. It ensures secured communication between
devices in the network through the provision of a common master key for subsequent
establishment of a unique link key (used for one-to-one unicast communication) by
the two devices [7]. Every ZigBee network requires only one ZC.

e /R are responsible for onward transmission of network messages or data between
devices [7].

e ZED can only request to become a part of the ZigBee network and whilst in the
network, they are only able to communicate with the ZR and ZC [7].

It is worth mentioning that ZigBee devices can operate either as Full Function Devices (FFD)
or Reduced Function Devices (RFD). FFD are capable of both sending and receiving
messages while RFD are sensor-based and battery-powered devices which sleep often and

wake up only to forward messages [23].

ZigBee End Device ZigBee ZigBee Router
Coordinator
Reduced Function yes No No
Device
Full Function yes yes yes
Device

Table 2: Zigbee Device types and their functionality

3.3.3 ZigBee Network Topology and System

Zigbee supports three different types of network topologies: star, mesh and tree [26]. In a star
network topology, the devices in the network communicate directly with the coordinator.

While in mesh and tree network topologies, ZigBee routers are present and act as

20



intermediaries for the forwarding of control messages and data across the network [26]. Mesh
topology does not utilize beacon frames whereas such beacon frames are present in tree

network topologies.

3.3.4 ZigBee Security

The Zigbee standard uses 2 different models for security. The centralized security model that
used a Zigbee coordinator which is responsible for authentication and configuring the end
device wishing to join the network [17]. Should also periodically switch the network key in
order to maintain security of the network [24]. The network key is sent to the end device and
is encrypted using one of three methods. First there is the default global trust center link key
which is a publically known key that both the trust center and the end device knows. This
method is akin to having the network key sent unencrypted over the network as the global
trust center link key is available online. Secondly there is the install code which is a
preconfigured link unique to a device, when the key install code is verified the end device
and the trust center computes a unique 128-bit trust center link key [24]. This is done using
the Matyas-Meyer-Oseas (MMO) has function. Lastly there is a touchlink pre-configured link
key that is used in Touchlink commissioning. The other system is distributed security
network where there is no coordinator but the network is formed by a router instead [17]. The
Zigbee router will send the network key to the end device. This is encrypted using the
distributed security global link key which is manufacturer specific and is not publicly known.
An overview of these two concepts is shown in figure 3. This essay will be looking at a
centralized security model where a Zigbee coordinator, in this case the Z1 Zigbee Control

Station, is used to coordinate the joining and authentication of new nodes.
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zigbee Base Device Behavior @ Zigbee

supported network security models

Centralized security network Distributed security network

._ zigbee coordinator ._ zigbee router
trust center
EXXXIIX]
L
- Only zigbee coordinators/trust centers - No central note/ftrust center.
can start centralized networks. - Routers are able to start distributed
- Nodes join, receive the network key and networks.
establish a unique trust center link key. - Nodes join and receive the network
- Nodes must support install codes. key.

Nodes adapt to the model of the network they join.

Figure 3: Overview of Zigbee security models ¥

Due to the fact that the ZigBee physical and MAC layers follow the prescriptions of
the IEEE 802.15.4, security within these two layers stems from the security recommendations
of the IEEE 802.15.4 while the NWK and APL layers have security implementations sourced
from the ZigBee Alliance directives. Table 3 below gives a brief summary of the security

provisions to be implemented in ZigBee devices.
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Security Features

Mechanism

e AES (128 bits) with Counter Cipher Block Chaining Message
Authentication Code (CCM*) for authentication and privacy.
e Network keys (NWK layer), 128 bits; 2 types (Standard and
Authentication High-security network keys)

o Multiple network keys are stored by the Trust Center
device but only one at a time is used in the network.

o prevent external attacks

o Used by trust center to add end devices to the network.

o for broadcast communications.

e Link keys (128 bits); 2 types: Global and unique link keys.

o  provide authentication of ZigBee devices

o prevent both internal and external attacks.

o used for unicast (one-to-one) communication between
two ZigBee devices and is unique.

e Master key
o0 Used in the derivation of the link keys.
Encryption e AES (128 bits) data encryption
e Device level encryption using device-to-device link key.

o Global or unique trust center link key used for
encryption between trust center and other devices in the
network.

o Global or unique application link keys, generated by
two devices in the network (other than the trust center)
and used to ensure encrypted communication between
the devices.

o Touchlink preconfigured link key, which is used with
Touch Link commissioning

e Master key

o Used to secure the link key distribution process during
device-to-device communication.

o Key-load key used to encrypt the transported master
key.

Integrity e Message Integrity Code (MIC) to provide message integrity.

o Bit lengths: 0, 32, 64, 128

Others e Key Updates.

o Periodic key updates in order to change the network

keys.
e Trust Center

o Trusted Zigbee device necessary for key distribution.

Table 3: Summary of Zigbee Security Features [14][24]
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3.3.5 ZigBee Commissioning

The process of Commissioning is the configuration and authentication of devices so that they
can join the network and allow the communication between for example the Zigbee
coordinator and the end device. Commissioning is a security measure that is a procedure for
allowing new nodes to start a new network or join into an existing network [17]. The node
that intends to join the network needs to receive the network key in a secure way which is

usually a vulnerable point for IoT networks.

3.3.5.1 EZ-Mode Commissioning

The basic premise of EZ-mode is that this mode is started through user action, such as turning
the light bulb on and off 5 times, and will put the device (node) into a pairing state for a time
frame of 3 minutes [17]. The node that tries to join the network scans open networks that are
in range of the end device. When such a network is found it requests permission to join the
network through MAC association [17]. (According to the the IEEE 802.15.4 standard which
Zigbee is based on) As soon as the Zigbee router or coordinator has authenticated the device
the node will receive a network key. Depending on whether the security model is centralized
or distributed the way the network key is encrypted differs as mentioned previously. There
are three methods for the key exchange to occur in EZ-mode commissioning, the default
global trust center link key, distributed security global link key, and an install code [24]. The
default global trust center link key is widely known while the distributed security global link
key is manufacturer specific and is under NDA. While the install code is generated when the
specific device is manufactured. This is the commissioning method that is used in the devices
that were tested in this paper because the default global trust center link key is used to

encrypt the network key.

3.3.5.2 Touchlink Commissioning

Touchlink should also be mentioned as it is the other method of commissioning in the Zigbee
protocol and has been adopted by Zigbee 3.0 which is frequently used by commercial devices

[17]. Which is frequently used by legacy devices such as lighting systems. It is patented by
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Philips and was designed with lighting systems in mind. The added benefit of using touchlink
is that it has more features than just pairing devices, and allows the use of commands (Called
Touchlink commands) while also allowing commissioning between a light bulb and a low
function devices (Such as a remote) [17]. When attempting to connect to the network the
network key is sent to the end device and is encrypted using the Touchlink pre-configured

link key.

3.3.6 Key Exchange

One of the vulnerable parts in encryption is the fact that there is a need to exchange keys so
that both parties in a communication can encrypt and decrypt data. The key exchange is a part
of the commissioning process in Zigbee, which was discussed in the previous section. There
are two modes with Zigbee regarding the authentication of devices and the subsequent key
exchange, residential and commercial [24]. In residential mode a node that does not have the
network key will request it from the trust center. This will be sent over an unprotected link
using one of the four methods mentioned earlier, depending on what type of security system
it uses (Either centralized or distributed). This is the mode many consumer grade products are
in and needs to be properly tested and fixed to make sure that users networks are not at risk.
The commercial mode does not send the network key over a protected link, however this
mode is not the focus of this paper. Regarding key exchange, this is the time where there is a
moment of vulnerability as an attacker who is eavesdropping on the communication could
potentially capture it using packet capture software such as Wireshark and a simple radio
transceiver. Zigbee commissioning and the key exchange is what will be looked at in this
paper by using a radio transceiver to passively listen to the communication between a Zigbee
coordinator and Zigbee certified smart light bulbs in order to see if the network key is

properly protected during the key exchange.
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Chapter 4: Method

4.1 Overview

The first part of the experiment is setting up the network for testing. This is an important step
as it will affect the rest of the experiment if not done properly. There is a need to test the
network as well in order to make sure everything is working as it is supposed to. The type of

Zigbee network that will be tested is a centralized network, so as was previously mentioned

The main experiment consists of 3 parts. The first is a brief overview of some of the
devices used in this experiment. Secondly the initial setup of devices will be covered, and

lastly the methodology for the experiment.

4.1.1 Requirements Overview

Hardware:
e Zigbee End Device - Three smart bulbs:
o Philips Hue White GU10
o Trust Zigbee Warm White E27
o OSRAM Classic E27 Dimmable
e ZigBee Controller - Trust ZigBee Z1 control station.
e Network Gateway - Home router
e ZigBee sniffer/transmitter (transceiver) - Texas Instrument CC2531 USB dongle.

e (CC debugger for radio frequency (RF) system-on-chip

Software:
e Wireshark
e Trust smart home app

e TI Wireshark Packet Converter v1.11.7

26



4.1.1.1 Trust Z1 Zigbee Control Station

This Control station is made by KlikAanKlikUit and is used to act as a Zigbee coordinator for
different IoT devices in the home. This device is a Zigbee certified product which means that
it adheres to the Zigbee Alliance standards and is compatible with any Zigbee certified
products. It is connected to a router via a LAN cable and according to Trust can communicate
securely using AES encryption and SSL. It allows the automation of lights, brightness, and
colour. Also lighting schedules and timers can be configured using this control station with

their Trust smart home app.

4.1.1.2 Light Bulbs

This experiment will use three different light bulbs from three different manufacturers. The
Philips Hue White GU10 which was available from September 2018, OSRAM Classic E27
Dimmable released February 2018, and the Trust Zigbee Warm White E27 released January
2018.

4.2 Initial Setup

4.2.1 Experimental Setup

1. Will set up the home network with 3 devices
o The ZigBee end devices, ZED ( Philips Hue white GU10 and Trust white E27
smart bulbs)
o A home router as the network gateway and for connectivity of the Zigbee
Network to the internet.
o The Zigbee Z1 control station (ZC) which acts as the controller.
2. The Zigbee Z1 control station is unboxed and connected to the home router’s ethernet
port using it’s ethernet LAN/network cable. The home router is then connected to the
wall socket for internet connectivity. Power on the the Zigbee Z1 control station using

the power adapter cable to a power source. The green LED light on the Zigbee Z1
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5.

control station would start to circle and moments later stays lit indicating that the
control station has been properly installed.
The Trust Smart Home app is downloaded on a Samsung Galaxy S8 plus smartphone
via the android play store. The Smart Home app is then opened and the Z1 control
station selected. The next step is to create an account on the Trust Smart Home app
using a username, email and password and this is achieved by following the
instructions on the app in order for a connection to the Z1 control station to be
established. The circling blue LED light on the Z1 control station should be pressed
once for connection to the Smart Home app.
The Philips Hue and Trust white smart bulbs are connected to powered lamp holders.
To connect them to the network, the instructions on their user manuals are followed.
In the case of the Trust White E27 smart bulb for example, the switch on the lamp
holder has to be turned on and off five times before a connection would be established
to the Smart Home app. This process is the exact same for the Philips Hue Lightbulb.
The network is tested to ensure normal functionality

o Essentially test the network to ensure that all devices are working as they are

supposed to in a real life environment
o So for example, if the end device is a Zigbee lamp, then seeing that the smart

Home app is able to turn the light on and off

4.2.2 Flashing the Firmware on Ti CC2531 USB Dongle

Requirements:

Laptop or desktop computer running windows 10 (NB: any other computer running
another operating system can be used but there may be slight changes in the setup or
flashing procedure).

CC debugger

The CC debugger is used to flash the Texas instrument CC2531 USB dongle with a custom

firmware. The following steps are followed to achieve this:
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1. SmartRF flash programmer software and packet sniffer are installed from the Texas

instrument website link below:

http://www.ti.com/tool/flash-programmer?keyMatch=smartr{%20flash%20programm

er&tisearch=Search-EN-Everything
2. Connect the CC debugger to the laptop or desktop computer and install the driver

(Make sure the driver has been installed successfully)

3. Connect the CC debugger to the Ti CC2531 USB dongle (figure 4 below) and
subsequently connect both devices (Both the dongle and the CC Debugger to the USB
ports on the laptop or desktop

a. Make sure that the cable from the dongle to the debugger is connected in the

exact same manner, if the cable is pointing the other way it will not work

Figure 4: CC Debugger connected to Ti CC2531 sniffer

4. Press the reset button on the CC debugger if the light on it is still red. Make sure the
light turns from red to green as seen in figure 4

5. [Install the TI packet sniffer (From http://www.ti.com/tool/PACKET-SNIFFER) go

into its directory which in our case was at C:\Program Files (x86)\Texas

Instruments\SmartRF Tools\Packet Sniffer\bin\general\firmware. In this directory
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there is a file called sniffer fw_cc2531.hex which will be installed on the
CC2531EMK dongle.

6. Start the SmartRF programmer and make sure to select the .hex file and not the .bin
file.The setup options as shown in figure 5 below should be selected and click on

perform action to complete the flash programming process.

m Texas Instruments SmartRF® Flash Programmer — »

What do you want to program?
|F'logram CCuwan S0l or MSP430 _Y_]

*f’ Texas
INSTRUMENTS

System-on-Chip l MSP430 1

EBID | Chiptype | EB type EB firmweare 1D | EB firmveare rew
05CC 0041

Interface:

Fast =

Flagh image: 1[3: “Program Files [#36]5T exas InstrumentzhSmartRF Tools\Facket Sniffer'\bin"j _l

Lacation

HeadIEEE] {* Primary  Secondary | |[EEE Ox

[~ Retain IEEE address when reprogramming the chip

View Info Page |

- Actions -

" Erase

" Erase and program

% Erase, program and verify
£ Append and veriy [ Block debug commands (incl. read access)
 Verify against hex-file
" Read flash into hex-file

Flash lock [effective after program/append):

Wwirite protect: |

ME: Cannot "4ppend and verify'' when zet!

Perform actions

Figure 5: SmartRF settings

4.2.3 Setting up Wireshark to be compatible with the CC2531 dongle

This method is based on instructions from [28] with slight variation with different software

versions and different steps.

1. Download and install TI Wireshark Packet Converter 1 from:

https://e2e.ti.com/cfs-file/ key/communityserver-discussions-components-files/158/

TiWsPc.zip
30



2. Download and install TI Packet sniffer 2 from
http://www.ti.com/tool/PACKET-SNIFFER.

3. Go into the directory which in our case was at C:\Program Files (x86)\Texas
Instruments\SmartRF Tools\SmartRF Packet Sniffer 2\wireshark\plugins\. In this
directory should be a number of version numbers (for example 2.4.x or 2.6.x), choose
the one which corresponds to the software version of Wireshark that your using. Copy
this file to your Wireshark folder which for us was at C:\Program Files
(x86)\Wireshark\plugins\ and choose the Software version number of Wireshark. (The
Wireshark version used was 3.0)

4. Create a shortcut for Wireshark on your desktop and right click to open preferences.
Add -i\\.\pipe\tiwspc data -k to the target category as is shown in the image. (The
highlighted part shows how it should look) and save.

M Wireshark Properties x

General Shortcut  Compatibility Details  Previous Versions

‘ Wireshark
F ]

Target type:  Application
Target location: Wireshark

ssharkWireshark. exe NS S T |

Target:

Start in: | "Fi\Program Files\Wireshark” |

Shartout key: |N|:une |

Run: Mormal window i
Comment: | The Wireshark Metwork Protocol Analyzer |
Open File Location Change Icon... Advanced...

Cancel Apply

Figure 6: Wireshark shortcut settings
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5. Plug in the dongle into a USB port on your computer and start TiWsPc (This is the TI
Wireshark Packet Converter). In TiWsPc go into device configuration which is

highlighted in blue in figure 7.

File Data Options About [ Incoming Data | Outgoing Data |

i% Start All | (¥ Stop Al Stopped

Packet Capture Devices

Device Configuration Search For New Devices

Selected Devices: Running Devices: EI

Outgoing Data Configuration

Pipe
Pipe Name: tiwspc_data
Pipe Location: \\.\pipe\tiwspc_data
Link Layer: 228 (LINKTYPE_IPV4)
UDP IP Adresss: 192.168.1.3
UDP Port: 17754 (ZigBee)
Packet Limit: 0 {Unlimited)

Figure 7: TI Wireshark Packet Converter

6. Then select CC2531EMK and the channel to sniff from which in our case was

channel 17, then press start. As is shown in figure 8.

# TiWsPc - Device Configuration

Dev : : ; Run
Use Num Dev. Id Device Name FwId/Rev Chip 1d Configuration Packets Stat

| o |[ oxs2se || cc2s31usB Dongle || 0531/0005 || cc2s31 | [EEREECANCEEE) o | B start

Done

Figure 8: TI Wireshark Packet Converter device configuration

7. Start Wireshark using the shortcut and now you should be able to see the

communication between the Zigbee Controller and the IoT light bulb.
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4.3 Method for the Experiment

4.3.1 Eavesdropping

4.3.1.1 Eavesdropping: Gaining access to the network key

1.

In Wireshark go into the tab “Edit” then go into “preferences”. After that go into the
protocol section and scroll down to Zigbee. Here there should be a button where you
can edit key preferences and this is where the default global trust center link key
should be added. (Which is: 5a6967426565416c6c69616€63653039)
Use the Philips Hue, Trust white and OSRAM bulbs to make a join request to the
network.
a. This is done by using the trust application for Android and following the
instructions given on the screen.
Using the Wireshark shortcut in conjunction with the TI Wireshark Packet Converter
from section 4.1.4 sniff packets using the Texas Instrument in order to capture the
network key being sent by the controller to the end device.
a. To belong to the network the end device needs to receive the network key
from the Zigbee coordinator (Trust ZigBee Z1 control Station)
b. So testing to see if an attacker can get the network key in order to connect
themselves to the network to perform other attacks or communicate via

broadcast with the network devices.

4. During communication captured during the join request by the light bulbs should

show a packet called “Transport Key”. This is the network key that is sent to finish

the network joining process.

4.3.1.2 Eavesdropping: Decrypting communication between Controller and IoT devices

1.

Connect the [oT device to the network using the ZigBee Coordinator or controller.

2. The attacker will attempt to capture communication between the Zigbee end device

and the controller
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a. Add the captured “Transport Key” to preferences as was done previously with
the default Zigbee key in section 4.3.1.1
b. This will decrypt all communication between the IoT device and the Zigbee
Controller
3. If successful the packets captured should contain the communication of the Zigbee
controller and the IoT device.
a. So for example if the end device is an [oT lamp, then the end device will

report a change in its current state to the attacking device saying its on or off.

ZigBee End Device

ZigBee
Router

ZigBee Coordinator Attacker

Figure 9: Topology for Experiment

4.3.2 Resetting the power of the light bulbs

Setup the experiment or network as outlined in section 4.1.2 above. In this case, the smart
light bulb would have its power removed such that it disconnects from the network and after
a while powered back on in order to see the reconnection process.

1. Investigate if the lightbulb self reconnects immediately without resending network

parameters.
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2. Ifit does self reconnects, is there any change in the network key and is the key sent

over the air encrypted by the default key or the transport key?

4.3.3 Controller removed from Network

The experiment is setup as in section 4.1.2 and the controller is powered off for a while and

then turned on again.

1. While having one of the IoT devices connected to the ZC remove the power cable
from the ZC

2. Then insert the power cable once again and wait for the device to become ready (The
light should be solid green with minimal blinking)

3. Investigate if it still maintains the same system parameters such as the same Transport
Key and if the controller still has a proper connection with the IoT device without
having to reset the settings in the android application.

4. What happens to the network key? Is it changed or stays the same?

35



Chapter 5: Results

5.1 Initial Capture of the Transport Key

5.1.1 Results from Trust Zigbee Warm White E27

The first part of the experiment covers the initial commissioning of the Zigbee coordinator
and the Zigbee end device as shown in section 4.3.1.1 of the methodology. Figure 10 shows

the full commissioning procedure as captured in Wireshark using the TI CC2531 dongle.

M A\ pipetivspe_data N 5
File Edt View Go Capture Analyze Statistics Telephony Wircless Tools Help
A = @® B Qe= tEEaQaaHE
(WTappty 2 display fiter ... <Curl 3 -] Espression +
No. Time Source Destination Protocol Lengtn Info

1 0.000000 Broadcast TEEE 892.15.4 78 Beacon Reguest

2 .004778 %0000 Zighee 58 Beacon, Src: OxP8G0, EPID: Jennic 60:81:52:61:b3

3 2.234146 Broadcast IEEE 502.15.4 78 Beacon Request

4 2.243083 oxe000 Zighee 88 Beacon, Src: 0x0808, EPID: Jennic_00:@1:52:61:b3

5 4.465733 sroadcast IEEE B@2.15.4 78 Beacon Request

6 4.472429 exeoee 88 Beacon, Src: 0x0000, ERID: Jennic_@0:@1:52:61:b3

7 6.692200 Broadcast 78 Beacon Reguest

8 6.694738 ox0000 88 Beacon, Src: 0x9800, EPID: Jennic_00:@1:52:61:b3 -

9 8.920289 8roadeast 78 Beacon Request

10 5.922427 axo000 88 Beacon, Src: @x9090, EPID: Jennic_6:@1:52:61:b3

11 11.563746 @x0000 Sroadcast Zigkee 167 Conmand, Dst: Broadcast, Src: 0x0060

12 18.267481 Broadcast IEEE 802.15.4 78 Beacon Reguest

13 18.291937 @x0000 Zighee 88 Beacon, Src: @x@888, EPID: Jennic 66:81:52:61:b3

14 18.427751 00:15:5d:00:00:73:38:10  @x0000 IEEE 892.15.4 81 Association Request, FFD

15 18.428810 IEEE 3@2.15.4 65 Ack

16 18.920573 ©0:15:80:60:00:73:38:16  Ox0060 TEEE £92.15.4 78 Data Request

17 18.921533 TEEE 892.15.4 65 Ack

18 18.924229 ©0:15:8d:00:01:52:61:b3  ©0:15:5d:00:00:73:38:10 IEEE 882.15.4 87 Association Response, PAN: @xcach Addr: @x1ade

19 18.925477 IEEE 582.15.4 65 Ack

20 18.949013 exeoee exiage zigeee 123 Transport Key

21 18.951735 IEEE £82.15.4 65 Ack

22 19.813346 @x140e Broadcast ZigBee ZOP 117 Device Announcement, Nwk Addr: 6x140e, Ext Addr: Jennic_00:00:73:38:18

23 19.042869 ox0000 Broadeast zigiee 111 Many-to-One Route Request, Dst: @xfffc, Src: Bx0000

24 19.052606 ax140e Broadcast Zighee 0P 117 Device Announcement, Nwk Addr: @x140e, Ext Addr: Jennic_@9:00:73:38:19

25 19.154528 ex0000 Broadcast Zighee 111 Many-to-One Route Request, Dst: @xfffc, Src: @x006e

26 19.205818 @x0000 exiage Zigbee Z0P 168 Active Endpoint Request, Mk Addr: @xldee

27 19267721 IEEE 802.15.4 65 Ack v

Frame 20: 133 bytes on wire (1064 bits), 133 bytes captured (1064 bits) on interface ©
Internet Protocol Version 4, Src: 192.168.1.3, Dst: 192.168.1.3
User Datagram Protocel, Src Port: 17754, Dst Port: 17754
ZigBee Encapsulation Protocol, Channel: 26, Length: 73
IEEE 862.15.4 Data, Dst: @xlde, Src: x6008
zigBee Network Layer Data, Dst: Oxidde, Src: xBapa
zigee Application Suppart Layer Command
Frame Control Field: Command (@x21)
Counter: 112
v ZigBee Security Header
Security Control Field: @x38, Key Td: Key-Transport Key, Extended Nonce
Frame Counter: 7
Extended ce: Jennic_90:01:52:61:b3 (80:15:8d:06:01:52:61:b3)
Message Integrity Code: 6d7d5f19
: 5a6967426565416¢6¢69616e63653039]
Key Label:
v Command Frame:

<

ransport Key
Command Identifier: Transport Key (xes)
Key Ty, tandard Network Key (@x81)
Key: @ f53718d596230calf2cfcB2d0e
Sequence Number: 1

Extended Destination: Jennic_60
Extended Source: Jennic_96:@1:5.

3:38:10 (98:15:5d:09
3 (80:15:5d:00:01:52:

Frame (133bytes) | Decrypted ZigBee Payioad (35 bytes)
@ 7 KeyType (sbee_aps.cmd key_type), 1byte Packets: 61 - Displayed: 61 (100.0%) - Dropped: 0 (0.0%) || Profiie: Defauit

Figure 10: Full communication for the commissioning process

The communication is encrypted because of the use of the global trust center link key
that was added into the Wireshark preferences in section 4.3.1. In this specific example the
Trust light bulb was used and the end device was put into EZ-mode by turning the bulb on

and off 5 times. Then the bulb starts broadcasting a beacon request in order to locate the
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nearest possible network to connect to. This is then replied to by the coordinator as is shown
by the source of 0x0000, which is used to identify a Zigbee coordinator. The coordinator will
then start sending the network parameters to the end device, such as giving the end device the
address of 0x140e and sending over the transport key. The transport key is the network key
that is used to encrypt communications after commissioning. As is shown by figure 10 and 11
the network key was successfully captured and has the key of
0bd4c91a3710d596230calf2cfc82d0e.

v ZigBee Application Support Layer Command

Frame Control Field: Command (8x21)

Counter: 112

ZigBee Security Header

* Command Frame: Transport Key

Command Identifier: Transport Key (8x85)
Key Type: Standard Metwork Key (@x@l)
Key: Bbdac9fa3ivleds9e238calf2cfciadee
Sequence Number: 1
Extended Destination: Jennic_@@:808:73:38:16 (P0:15:8d:008:80:73:38:18)
Extended Source: Jennic_@08:81:52:61:b3 (@8:15:8d4:88:81:52:61:h3)

Figure 11: Successful capture of network key for Trust bulb

Another thing to point out is that the mac address as is shown by “Extended
Destination/Source” in figure 11, can give basic information on the devices that are used in
the network. So in this case 00:15:8d will show the manufacturer of parts of the device which
in this case is Jennic Ltd. This could be a potential security risk and will be discussed more in

the results section.

5.1.2 Results from Philips Hue White GU10

The next light bulb that was tested with the same method is the light bulb from the Philips
Hue line, because of the Zigbee certification this bulb will work with any other Zigbee
certified product in much the same was as the bulb from Trust. Using the same method the
whole commissioning process was captured using Wireshark and similar to the previous

experiment the network key was successfully captured. This is shown in figure 12 where the

37



same network key is shown, which is an interesting point to bring up as using this network

key will decrypt communication between the Trust bulb as well.

v ZipBee Application Support Layer Command

Frame Control Field: Command (Bx21)

Counter: 175

ZigBee Security Header

% Command Frame: Transport Key

Command Identifier: Transport Key (8x@85)
Key Type: Standard Metwork Key (8x@l)
Key: 8bd4cofa3718d596238calf2cfcB2des
Sequence Number: 1
Extended Destination: PhilipsL @1:84:47:55:73 (@8:17:83:081:84:47:558:78)
Extended Source: Jennic_@8:81:52:61:b3 (89:15:8d:88:81:52:61:b3)

Figure 12: Successful capture of network key for Philips bulb

Another thing to note is the fact that the MAC address is easily accessible using the
same method as previously. Searching for 00:17:88 will show that the manufacturer of this

device is Philips Lighting BV.

5.1.3 Results from OSRAM Classic E27 Dimmable

Lastly the light bulb from OSRAM was used and as is shown in figure 13 the same method is
once again successful in decrypting the key exchange. The network key is the same as the
other two bulbs and the with a quick search of the first 3 parts of the MAC address the
manufacturer is OSRAM GmbH.

v FigBee Application Support Layer Command

Frame Control Field: Command (@x21)

Counter: 145

ZigBee Security Header

v Command Frame: Transport Key

Command Identifier: Transport Key (@x@5)
Key Type: Standard Network Key (@x@l)
Key: Bbdac9fa37leds96238calf2cfcB2des
Sequence Number: 1
Extended Destinaticn: Osram_aa:@8:ac:88:64 (7c:bB:3e:aa:@@:ac:83:64)
Extended Source: Jennic @8:81:52:61:b3 (©88:15:8d:80:81:52:61:b3)

Figure 13: Successful capture of network key for OSRAM bulb
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5.2 Decrypting communications between the coordinator and [oT

device

Now that the network key has been captured it was put into the protocol preferences as
mentioned in section 4.3.1.2. Figure 14 shows the communications between the Trust Zigbee
Warm White E27 and the Z1 Zigbee control station but with encryption in place. Essentially
the light bulb was turned on and off using the Smart Home application on android resulting in

the packets being shown in figure 14.

M ~\\pipe\tiwspc_data
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools  Help

AE @ I [MREes==2FI 5 EQQQH

| |.-1\DQE-; a displ

y filter ... <Ctrl+
Mo. Time Source Destination Protocol Length Info
1 6.606000 Bx0ee8 Bx951b ZigBee 188 Data, Dst: @x951b, Src: 8x0088
2 B8.881923 IEEE 862.15.4 65 Ack
3 9.885290 @x951b Bx0880 ZigBee 115 Command, Dst: @x8868, Src: 6x951b
4 @.887436 IEEE 862.15.4 65 Ack
5 8.812182 Bx951b BxB808 ZigBee 118 Data, Dst: @x8888, Src: 8x951b
6 8.814163 IEEE 862.15.4 65 Ack
7 8.817192 Bxeass @x951b ZigBee 185 Data, Dst: @x951b, Src: 8x0000
8 8.8198138 IEEE 862.15.4 65 Ack
9 1.831866 Bx0ee8 Bx951b ZigBee 188 Data, Dst: @x951b, Src: 6x0888
18 1.832986 IEEE 862.15.4 65 Ack
11 1.842018 @x951b Bx0088 ZigBee 118 Data, Dst: 8x8888, Src: 8x951b
12 1.844682 IEEE 8682.15.4 65 Ack
13 1.848378 BxBe08 @x951b ZigBee 165 Data, Dst: @x951b, Src: 8x0e88
14 1.856738 Bxeass @x951b ZigBee 185 Data, Dst: @x951b, Src: 8x9000
15 1.858565 IEEE 8082.15.4 65 Ack
16 2.885577 BxBee8 Broadcast ZigBee 118 Command, Dst: Broadcast, Src: 9x@e8e
17 3.535752 @x951b Broadcast ZigBee 118 Command, Dst: Broadcast, Src: @x951b
18 13.239995 BxBe68 @x951b ZigBee 168 Data, Dst: @x951b, Src: 6x0088
19 13.241915 IEEE 8682.15.4 65 Ack
28 13.252878 @x951b 0080 ZigBee 118 Data, Dst: @x8888, Src: 8x951b
21 13.254863 IEEE 862.15.4 65 Ack
22 13.257959 Bxeass @x951b ZigBee 1085 Data, Dst: @x951b, Src: 8x9008
23 13.264879 Bxeass @x951b ZigBee 185 Data, Dst: @x951b, Src: 8x0000
24 13.265985 IEEE 862.15.4 65 Ack
25 17.823265 Bx0ee8 Broadcast ZigBee 118 Command, Dst: Broadcast, Src: 8x8e8e

Figure 14: Encrypted communication between paired coordinator and Trust Zigbee Warm

White E27

With encryption in place not much is shown besides that data is being sent using both
the Zigbee and IEEE 802.15.4 protocols. The 3 interesting labels in the info to look at are:
Command, Ack, and Data which is the communication when turning the light on and off.
Looking at figure 15 will show this same communication but decrypted as the network key

has been added to Wireshark preferences. Now some specific information is shown instead of
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the generic Command, Ack, and Data in the info section of the packets captured. Here the
specific command that was captured is shown such as “ZCL OnOFF: On Seq: 15”. This is
when the light was turned on using the Smart Home application. “Seq: 15” on the other hand
shows the frame counter of the communication, which is used in order to prevent replay
attacks, since if the sequence number had been lower than the previous sequence number it
would not register the command. [24] But this is somewhat out of the scope of this paper, it

was however worth mentioned as it will be brought up in the discussion chapter.

M ~\\pipe\tiwspe_data

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
dE 0 IPRE QRes=FaEEeaan
| " | Apply a display filter ... <Cirl-/=
Mo. Time Source Destination Protocol Lenath Info
1 6.088000 Bxeaas @x951b ZigBee HA 188 ZCL OnOff: Off, Seq: 14
2 B.881923 IEEE B862.15.4 65 Ack
3 9.885290 Bx951b Bxeens ZigBee 115 Route Record, Dst: @x@eee
4 8.087436 IEEE B8@2.15.4 65 Ack
5 8.812182 8x951b Bxeeee ZigBee HA 11@ ZCL: Default Response, Seq: 14
6 B8.0814168 IEEE 8682.15.4 65 Ack
7 9.817192 BxB888 Bx951b ZigBee 185 APS: Ack, Dst Endpt: 1, 5rc Endpt: 1
8 9.819618 IEEE 882.15.4 65 Ack
9 1.831e66 Bxeaas @x951b ZigBee HA 188 ZCL OnOff: On, Seq: 15
16 1.832986 IEEE 862.15.4 65 Ack
11 1.042018 @x951b BxBeee ZigBee HA 118 ZCL: Default Response, Seq: 15
12 1.8448062 IEEE 8682.15.4 65 Ack
13 1.843378 axeas8 8x951b ZigBee 185 APS: Ack, Dst Endpt: 1, Src Endpt: 1
14 1.856738 BxBe08 8x951b ZigBee 1685 APS: Ack, Dst Endpt: 1, Src Endpt: 1
15 1.858565 IEEE 8@82.15.4 65 Ack
16 2.885577 Bxesas Broadcast ZigBee 118 Link Status
17:3.535752 @x951b Broadcast ZigBee 118 Link Status
18 13.239995 axaaen Bx951b ZigBee HA 168 ZCL OnOff: On, Seq: 16
19 13.241915 IEEE 882.15.4 65 Ack
26 13.252878 @x951b BxBEBe ZigBee HA 118 ZCL: Default Response, Seq: 16
21 13.254863 IEEE B8@2.15.4 65 Ack
22 13.257959 Bxea08 @x951b ZigBee 185 APS: Ack, Dst Endpt: 1, Src Endpt: 1
23 13.264679 Bx0080 Bx951b ZigBee 1685 APS: Ack, Dst Endpt: 1, Src Endpt: 1
24 13.265985 IEEE 862.15.4 65 Ack
25 17.823265 @x0008 Broadcast ZigBee 118 Link Status

Figure 15: Decrypted communication between paired coordinator and Trust Zigbee Warm

White E27

5.3 Extra Experiments

5.3.1 Resetting the power of the light bulbs

Figure 16 shows the reconnection process of the Z1 Zigbee control station with an end device

(In this case it was the Trust Zigbee Warm White E27 light bulb). After pulling the power

40



M )\ \pipe\tiwspe_data
File Edit View Go

cable and reconnecting it the reconnection process is quite simple. This was done with all

light bulbs but only the Trust light bulb will be shown in the figures.

Capture  Analyze Statistics Telephony  Wireless  Tools  Help

dm e [ BREBRe==F L Eaaan
L] |A995;E~c;sgi:«-: filter ... «Ctrl-/>
Mo, Time Source Destination Protocal Length Info
9 1.345763 @x951b AX0000 ZigBee HA 118 ZCL: Default Response, Seq: 11
18 1.347747 IEEE 8@2.15.4 65 Ack
11 1.353091 axeaea @x951b ZigBee 185 APS: Ack, Dst Endpt: 1, Src Endpt: 1
12 1.354915 IEEE 802.15.4 65 Ack
13 2.593184 8x051b Broadcast ZigBee 1168 Link Status
14 3.27@718 axeeea Eroadcast ZigBee 11@ Link Status
15 13.527317 @xa51b Broadcast ZigBee ZIDP 117 Device Announcement, Nwk Addr: @x951b, Ext Addr: Jennic_@@:88:73:38:18
16 13.536285 22000 Broadcast ZigBee 111 Many-to-One Route Request, Dst: 8xfffc, Src: 0x86e8
17 13.56@8581 @x951b Broadcast ZigBee ZDP 117 Device Announcement, Nwk Addr: @x951b, Ext Addr: Jennic_@@:80:73:38:10
18 14.847018 8x951b Broadcast ZigBee ZDP 117 Device Announcement, Nwk Addr: ex951b, Ext Addr: Jennic_e@:86:73:33:10
19 14.878212 Bx951b Broadcast ZigBee ZDP 117 Device Announcement, Nwk Addr: @x951b, Ext Addr: Jennic_©8:80:73:38:18
28 14.569287 @x951b Broadcast ZigBee ZDP 117 Device Announcement, Nwk Addr: @x951b, Ext Addr: Jennic_@@:0@:73:38:18
21 18.221519 axeaas Broadcast ZigBee 118 Link Status
22 19.4@2898 BxBe8 8x951b ZigBee HA 188 ZCL OnOff: Off, Seq: 12
23 19.404828 IEEE 802.15.4 65 Ack
24 19.412955 8x951b axeean ZigBee HA 118 ZCL: Default Response, Seq: 12
25 19.414042 IEEE 882.15.4 65 Ack
26 19.417118 axaaaa 8x951b ZigBee 185 APS: Ack, Dst Endpt: 1, Src Endpt: 1
27 19.418943 IEEE 802.15.4 65 Ack
28 28.568356 Bxeoea 8x951b ZigBee HA 188 ZCL OnOff: On, Seq: 13
29 208.5708278 IEEE 862.15.4 65 Ack
39 28.574885 @8x951b BxB00e ZigBee HA 118 ZCL: Default Response, Seq: 13
31 28.576868 IEEE 882.15.4 65 Ack
32 2@8.579968 axaeaa 8x951b ZigBee 185 APS: Ack, Dst Endpt: 1, Src Endpt: 1
33 20.581793 IEEE 802.15.4 65 Ack

Figure 16: Reconnection after going out of range with Trust Zigbee Warm White E27

As shown in figure 16 the packet number 13 (shown in the table as No.) captured
during this process shows the light bulb attempting to re-establish a connection with the
coordinator. Followed by broadcasts from both the coordinator and the end device until the
connection is re-established at packet number 21. After words on/off commands were given
to test and see if the reconnection was successful from packet 22 and onward. The
communication captured shows that there was no need for the coordinator to resend all of the
network parameters as is proven by having the same address, which is 0x951b. Packet 9 is
from a previous test of the on/off in order to establish a benchmark and shows the exact same
address as the end device has after the reconnection process. Also another thing to note is that
in order to decrypt these communications the same network key was used as the first network
key from the eavesdropping section. Showing that the network key does not change during
this process. Also even though this experiment was conducted once again a few weeks after
the initial experiment, the network key did not change and stayed the same for each of the

light bulbs throughout the entire experiment.
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5.3.2 Resetting the Controller

The last part of the experiment is testing to see what happens when the Z1 Zigbee control
station loses power and what the reconnection process looks like. This was done with all
three light bulbs but figure 17 shows the communication for Trust Zigbee Warm White E27.
As figure 17 shows the process is quite simple and is very similar to the previous experiment.
Packet number 1 - 6 is the full reconnection process and shows that no new network
parameters are sent. The rest of the packets (7 and onward) was just testing to see if the
coordinator and the end device had been successful in reconnecting by turning the light

on/off. The network key after this process is the same as it has been from the start.

M ~\\pipe\tiwspe_data
File Edit View Go (Capture Analyze Statistics Telephony Wireless Teols Help

An o [ IDRBEQesc=FaEEaaan

L] |.-A:|DE-; a display filter ... =

No. Time Source Destination Protocol Length Info
1 B.000000 @x951b Broadcast ZigBee 118 Link Status
2 15.065183 @x951b Broadcast ZigBee 118 Link Status
3 24.869163 axease Broadcast ZigBee 118 Link Status
4 29.999727 @x951b Broadcast ZigBee 118 Link Status
5 44.996246 @x951b Broadcast ZigBee 118 Link Status
6 45.497114 axeans Broadcast ZigBee 11@ Link Status
7 58.855837 axaase 8x951b ZigBee HA 188 ZCL OnOff: Off, Seq: @
8 58.857759 IEEE 882.15.4 65 Ack
9 58.867126 @x951b axeess ZigBee HA 118 ZCL: Default Response, Seq: @
16 58.869113 IEEE 882.15.4 65 Ack
11 58.873449 axeans @x951b ZigBee 185 APS: Ack, Dst Endpt: 1, Src Endpt: 1
12 58.875274 IEEE 882.15.4 65 Ack
13 59.784382 Bxoeae @x951b ZigBee HA 188 ZCL OnOff: On, Seq: 1
14 59.786223 IEEE 882.15.4 65 Ack
15 59.793827 8x951b axeess ZigBee HA 118 ZCL: Default Response, Seq: 1
16 59.735814 IEEE 862.15.4 65 Ack
17 59.886754 axeans 8x951b ZigBee 185 APS: Ack, Dst Endpt: 1, Src Endpt: 1
18 59.883578 IEEE 862.15.4 65 Ack
153 59.992128 8x951b Broadcast ZigBee 118 Link Status
20 60.584814 Bxea08 Broadcast ZigBee 114 Link Status

Figure 17: Reconnection after coordinator power reset
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Chapter 6: Discussion

6.1 Results Discussion

6.1.1 Eavesdropping

Summarizing the results of this experiment shows that the three Zigbee certified light bulbs
tested have glaring security flaws in the commissioning process. This can be used to gain
access to and decrypt communications, which would allow an attacker to find more attack
vectors such as replay attacks. So referring back to the main research question, is Zigbee
secure as an [oT protocol? With the three light bulbs tested this is unfortunately not the case
as with relatively simple preparation an attacker can capture the network key which is used to
communicate securely with other devices on the network [24]. According to the CIA triangle
confidentiality is a must and only authorized users should have access to communications
between the Zigbee coordinator and the end device [22]. This is not the case as is shown by
section 5.2 where the fully decrypted communication between the coordinator and the end

device is shown with the status of the device being seen.

Another aspect that was looked at is how secure is the key exchange mechanism is
between the Zigbee coordinator and the end device when using EZ-mode commissioning.
The network key can be captured by using a simple radio transceiver and the global trust
center link key in conjunction with a packet capturing program such as Wireshark. One issue
with the key exchange is that the key that is used to encrypt the network key is freely
available online, for example at [24]. By adding this to Wireshark preferences, as was done in
section 4.3.1.1, the commissioning process for these three light bulbs and the Z1 Zigbee
control station is easily decrypted leaving the network key (labeled transport key when
captured in Wireshark) vulnerable. An attacker could use this as an attack vector to
potentially gain information on the devices within the network and from there find
vulnerabilities in these devices in order to open up attack vectors into the rest of the network.
An example of this is when an unnamed casino in North America was hacked through a

vulnerability in the termostat in the fish tank, which is an IoT device. By showing that
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eavesdropping is possible, which is a passive method, the potential for active attacks such as
reply attacks is a possibility. This was also shown in [17] through vulnerabilities in the

Touchlink commissioning system as well as [25] who did similar testing.

Lastly there has been a lot of research into the security aspect of [oT devices, so there
is a need to examine newer IoT devices to see if any of the past criticisms have been
addressed. Unfortunately previous criticisms of the commissioning process in Zigbee
certified products, such as [17] who criticized the Touchlink commissioning process, have
not been addressed. While they did not specifically look at EZ-mode commissioning the
paper mentions specific drawbacks when using EZ-mode such as the fact that the global trust
center link key is widely known. Currently the distributed security method is secure as the
distributed security global link key is currently under NDA, however this does not guarantee
security because of the potential for it to be leaked. This occurred with the touchlink
pre-configured key showing that being under an NDA does not guarantee it won't be leaked.
The most secure method is install codes, however end devices chosen in this paper did not
have the option to use install codes so therefore this method was not tested. The reason being
that a local attacker has no way of knowing what the install code is unless they get physical
access to the device box or manual. This could potentially be circumvented by social
engineering but out of the three methods this one is the most secure. This is also brought up
by [25] where the paper states that the main drawback of ZigBee protocol is that key secrecy
should not be the foundation of the whole security system. Also as mentioned in [4], a paper
from 2015, half the devices they tested failed with regards to authentication and
confidentiality. It's been 4 years since then and even with an updated Zigbee protocol, the 3.0

version, confidentiality is still a weak point with regards to the devices tested in this paper.

6.1.2 Connection Re-establishment

While this area is not the main focus of the paper, however while doing the experiment a
number of questions were raised regarding how the coordinator handles the network key and
if changes. While looking at the communication of the devices after the end device loses
power, it showed that the network key does not change even after both the end device and

coordinator had been turned on and off. Because of this none of the Wireshark preferences
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needed to be changed in order to view communication between the coordinator and the end
device. This is also the case when the coordinator itself loses power, the process of
reconnecting is the same and once again the network key does not change. As mentioned in
[24] and [25] the centralized security model should be able to switch to a new network key
after a period of time, however the Z1 Zigbee control station did not do so within a 2 month
time frame. This is proven by the fact that this device has been in use for 2 months, has been
tested on multiple times with multiple end devices, but the network key has not changed. This
could be a handy feature to implement in order to limit the capabilities of an attacker who has
acquired a network key by only giving them a window of opportunity to use it. It is unsure
whether this feature needs to be activated or if it needs its frequency increased. Due to time

constraints this could not be looked into further.

6.2 Method Discussion

The method chosen for this experiment is easily replicable by anyone with rudimentary
knowledge of basic computer skills and an understanding of how data crosses networks.
While it wont work on every device, variations of this method work for all manners of
devices. For example with slight tweaking this method could work with devices that use
Touchlink commissioning by using the touchlink pre-configured link key instead of the
default global trust center link key. This allows for a somewhat simple testing method of
other consumer grade IoT devices and can be used in the future for basic security testing.

A lot of different papers have used similar methods when it comes to eavesdropping but by
using a number of different transceivers and setup of the experiments. (Such as [17] or [25] to

name a few)

The method for capturing the network key however is somewhat unrealistic in a real
world setting due to a number of factors. There is a need to be present within range of the
network as well as know when the commissioning procedure is taking place. The reason for
this is because the process of commissioning only occurs when a device first joins the
network which makes using this method somewhat difficult to pull off. It is somewhat

unrealistic to assume that an attacker would be able to easily pull this off without thorough
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preparation and knowing when a user is going to add a new node to the Zigbee network.
However the potential to use methods such as jamming or social engineering to get the target
user to reset and reconnect the IoT devices is a valid method. This is brought up in [17]
where they mention that an attacker could jam the signals between the end device and the
coordinator possible getting the owner of the devices to redo the commissioning process.
Another potential scenario is that an attacker uses social engineering to either trick the owner
into resetting their devices or doing it for them, which could be a potential time to capture the
network key. If an attacker is able to do this then they would be able to prepare a simple set

up in order to capture the network key as the commissioning process occurs.

46



Chapter 7: Conclusion

7.1 Conclusion

The focal point of this thesis is the investigation of the communication that occurs between
the ZigBee coordinator (Trust ZigBee Z1 Control station) and the ZigBee end devices
(Philips Hue White GU10, Trust Zigbee Warm White E27 and the OSRAM Classic E27
Dimmable smart light bulbs). The being to ascertain if such communication is secure or if
there has been improvements by manufacturers of ZigBee certified products principally in the
domain of secure key exchange or transport. The experimental outcome points to the fact that
the communication is still vulnerable to eavesdropping attacks due to inadequate key
encryption implementation by the manufacturers during the key exchange process. The
communication between the controller and the light bulbs during EZ-mode commissioning
reveals a major security flaw in that the network key necessary for devices to join the
network is encrypted using the publicly known global trust center link key. Encrypting the
network key this way is as good as having an unencrypted key transport for it can be easily
decrypted using wireshark and inserting the default link key. While there are other methods
for key exchange using either the distributed security global link or the install code these
were not used by the end devices tested in the paper. This reinforces the fact that there hasn’t
been any significant security improvements to Zigbee Consumer grade light bulbs after 2017

when Zigbee 3.0 was shown to have these security flaws by previous papers such as [25].

Any loss of power by the ZigBee smart bulbs, causing them to leave the ZigBee
network did not trigger the coordinator to update the network key which is another security
flaw that could be exploited by a hacker or intruder. Though the communication easily
restarted between the coordinator and the ZigBee bulb and is encrypted, it can still be
decrypted using wireshark and the network key previously captured. There is no change in
the network key which is something that could have prevented this scenario. This is also the
case when the coordinator is turned off and later reconnected to the network, the network key
stays the same. The fact that there is no key update mechanism in place and the coordinator

can easily reconnect to the network without any further configuration or setup is a massive

47



security loophole. Manufacturers of ZigBee products need to make improvements to the
existing security mechanisms such as key exchange or transport. The lack of such security
upgrades could jeopardize network security in networks where IoT devices are in use and

there is a need to put a heavier focus on making sure security flaws are fixed.

7.2 Future Work

Further security testing should be done on more ZigBee devices to ascertain if the they are
still vulnerable to eavesdropping attack. The key exchange mechanism in Zigbee
commissioning is a vulnerability that needs to be addressed. So therefore more devices
should be tested to see if the network key is encrypted and transported in a secure manner.
Continued testing of devices will hopefully alert manufacturers and developers to the fact that
security needs to be a big focus when developing new products. With the continued
importance of networks in business and in people's daily life there is a need to put security in
the spotlight in order to raise awareness and protect networks. Another area of interest is
performing a replay attack on ZigBee end devices (light bulbs, motion sensors etc.)
manufactured after 2018. To prevent devices from replay attacks, ZigBee protocol employs a
frame counter for freshness protection which leads to a rejection of any frame that has been
replayed (ZigBee devices accept messages with frame count number above that of the
previously received message). This method has been proven by previous research such as
[16] to be ineffective and as a consequence further research is required in order to determine
the vulnerabilities inherent in the frame counter replay prevention mechanism as well as

highlight areas of improvement.
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