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Abstract 

Wireless communications is a constantly progressing technology in network 

engineering society, creating an environment full of opportunities that are targeting 

in financial growth, quality of life and humans prosperity. Wireless security is the 

science that has as a goal to provide safe data communication between authorized 

users and prevent unauthorized users from gaining access, deny access, damage or 

counterfeit data in a wireless environment. In order to success it uses layers of 

protection that consist of software and hardware mechanisms that are able to 

monitor network’s behavior and in coordination provide a safe and secure 

environment for the user. In this thesis, a scientific research will be conducted in a 

given wireless network topology designed for an original application. This is about an 

intelligent street lightning system and it has already been implemented by Greinon 

Engineering which is the company that we are cooperating with. It is a matter of great 

importance that this thesis was conducted under real life criteria and in cooperation 

with an engineering company. This means that our programming, our ideas, our study 

research were all rotated and concentrated in certain type of hardware – software 

and network topology. In this thesis there is a detailed overview of basic wireless 

security mechanisms – vulnerabilities – types of attacks and countermeasures focused 

on 802.11b protocol. Moreover there will be security weak point’s analysis on the 

given industrial network; our proposals to protect and secure this network based on 

our threat analysis of the current system. There is an analysis on the most up to date 

VPN security implementations and reasoning that guided our team to conclude in a 

specific procedure - protocol and implementation, including limitation factors – 

obstacles faces during this procedure. During this research iterative approach in 

procedures – ideas and implementation attempts is followed. Basic goal is to provide 

security solutions that are easy applicable, low cost, easy to maintain and monitor.  
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Chapter 1 - Introduction 

1.1 Background 

Providing street lighting is one the most important and expensive responsibilities in a 

modern city, many techniques have been used during the last decade to reduce the 

expenses for street lighting energy. 

In many parts of the world including the EU municipalities and governments agreed 

upon the strategy that is targeting in saving energy and lowering the cost by switching 

off the street lights in certain periods of time, dim them or subsidize research in more 

effective-smart administration systems. Solid technological background in wireless 

security and telecommunications, brand new ideas and implementations combined 

with environmental friendly operations aroused our interest in this subject. The idea 

of contributing in this universal goal by identifying possible security issues and 

countermeasures to make communications between traffic nodes and public network 

as safe as possible was our inspiration and drive. There are two examples in the 

following lines presenting how much energy and funds can be saved by a smart and 

efficient traffic lightning system in a large city and how much more environmental 

friendly can be for the citizens. 

First example of this strategy might be United Kingdome in which more than half of 

the councils dimming or switching off their street lights in order to limit their expenses 

and save energy. It is though a matter of debate whether this situation is going to 

increase accidents or criminal activities in these certain areas. 

There are some other approaches to solve the same problem including efficient 

lighting systems that use more environmental friendly and long life materials targeting 

in low maintenance costs. According to Dutch Delft University of Technology studies 

these strategies seem to be inefficient since Europe pays over 13$ billion per year 

powering street lights, and that is almost 40% of the total government’s energy bill.  

Another fascinating example related to street traffic lights mechanism is designed by 

a Toronto University graduate. This implementation focuses more in fighting against 

traffic congestion in large city downtown area than in energy efficiency. The center of 

this idea is that instead of a central control system that coordinates trafficking, this 

system uses artificial intelligence based on game theory in order to make decisions. 

Traffic lights simply signaling each other based on what they see in the flow and 

movement each moment and then take decision upon how to keep a constant flow in 

a wide area and not only in one block. This system implemented in 60 central Toronto 

intersections and even in rush hours the system was 40% more efficient than the 

ordinary traffic signaling and reduced total travel times up to 26%. This practically 

means less environmental pollution since cars reach their destination producing up to 
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26% less toxic emissions and also drivers gain more free time. A blend of this system 

with an energy efficient traffic signaling system could produce a very promising 

solution. [1] 

1.2 Motivation 

Wireless security has always been a matter of great scientific interest. Radio frequency 

signals broadcast in a medium that everyone can have access and thus gain valuable 

information that can compromise the successful function of the system. In our case 

scenario it is a matter of great importance to reach high wireless security standards in 

order the whole system to operate successfully and guarantee: 

 Information remains confidential. Only authenticated personnel must be able 

to gain access to that information. 

 Data and information sustain integrity. This means for our system, that when 

an authorized person is making changes in settings or information, these 

maintain their accuracy and not modified before or during transit. 

 Information and communication between the nodes and system 

administration is available when is needed. 

This might be a rather challenging task in wireless networks because vulnerabilities 

and threats are multiplied comparing with wired networks. 

1.3 System view 

This specific street lightning system combines the use of hardware and software in an 

intelligent way. As a result the system can adapt its features and working regime 

according to the existing physical conditions that are varying during the day. Light 

levels on the street pole are adapting accordingly during the day/night, whether there 

is traffic on the street or not evolving vehicles/pedestrians. The user of the system is 

able to adjust parameters such as level of dimming through a central server. 

Moreover, tracking of main functions in real time conditions is available such as, bulb 

failure detection, status of the bulb (green/orange or red). This system can save up to 

80% in energy consumption compared to a basic traffic lighting mechanism. 

The system is aiming for:  

1- Energy efficiency. 
2- Maintenance cost reduction.           
3- Environmental friendly.   
4- Emphasizing in traffic safety. 
 

Network devices of the system are the following: 
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1- Nodes: which control device contains one wireless interface using IEEE 802.11b 
with UNIX operating system, each node is able to connect and control from 
one up to 10 street lights. 

2- Gateways: control device which is running UNIX operating system and has two 
wireless interfaces. One to connect to ad-hoc mesh network same as regular 
node and the other is used to connect the gateway to the public internet 
network. 

3- Server: the management control system, which can be connected to the 
gateways through public network and has special software to control and 
collect the statistical information for the network. 
 

 

Figure 1: Server management control system 

Each gateway has unique IP address for the public network connection; there are also 

internal IP address assigned for the other interfaces as same as each node on this 

network.  

 

1.4 Description of Wireless Network - Problem Formulation   

In this part there is a description of the characteristics, topology and transmission 
method in given network which is consisting of wireless devices that are attached in 
every traffic lightning pole separately. These are connected wirelessly using 802.11b 
protocol and being part of the whole mesh ad-hoc network located in distances not 
more than 200m from each other. Practically this means, that in figure 2 that is 
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representing a part of this mesh ad-hoc network all the dotted lines are wireless 
connections between nodes in the ad-hoc network and none of these exceeds 200m 
of distance in a straight line.  

Orthogonal Frequency Division Multiplexing (OFDM) is used in this case as digital multi 
carrier modulation method and is making communications between the nodes 
feasible up to 250m (outdoor scale).  For every cluster of (maximum) 50 nodes there 
is a gateway node. This device is not a router and does not have any routing or 
switching capabilities. It is only used to provide connection between the “inside” ad-
hoc network and the customer “outside” network (internet).  

Since gateway nodes are interconnected in the ad-hoc network they can provide 
information that corresponds to each and every node attached to it. Customer 
connected to any gateway device and using the server management control system 
(figure 1) can acquire information or even program the system, as follows: 

 Status: Information that confirm the traffic lightning mechanism (traffic lights) 

and wireless device mechanism attached to it are active and running, and 

information of which are currently on (green light) and off (red light). 

 Maintenance: information such as what was the last date the current traffic 

lightning mechanism (traffic light) has been serviced, or notifications such as 

imminent bulb failure due to expiration date, or current bulb failure that 

needs to be replaced immediately.  

 Traffic routing diversion: In case of emergency like fire in a building or traffic 

accident that fire-brigade vehicles or ambulances must have full priority in 

traffic. In this occasion the traffic lighting system operator-customer is able to 

change the traffic signaling by logging in a gateway node and actively provision 

the traffic live. 

 
Figure 2 : Part of the network system topology consisting of nodes, gateway nodes (implemented in 
traffic light mechanism) and customer devices that can connect wirelessly to the ad-hoc network 
through gateway nodes. 
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Next figure illustrates a magnification of connection process of figure 2 and describes 

the procedure of how a client connects through public internet to a gateway node and 

respectively to the ad-hoc network. At this point there are major vulnerability issues 

for the system and its users mainly on client – server connection through public 

internet and also between the server and the nodes on the ad-hoc network. These 

vulnerabilities will be one of the subjects of research on this thesis. Moreover, a 

methodology that can be implemented and provide countermeasures, secure data 

traffic between nodes - server and client – server. The problem this thesis is aiming to 

resolve is how to:  

 Provide high level of wireless security on a given network running under 

802.11b protocol that combines client - server data traffic plus server - ad-hoc 

nodes traffic, without adding hardware devices and using only open source 

software. 

 

 
Figure 3: Schematic representation of the initial connection process before security implementations 
applied. 

It is worth mentioning we are planning to use iterative approach in our effort to have 
the best results and better understanding of the effectiveness of our methods. This 
means continuous repetitions and checks of the functions and evaluation of the 
results that are given by the system. Next figure represents our methodology logic. 

 
Figure 4:  General Conceptualization Processes Diagram. 
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1.5 Objectives  

This thesis goal is to provide the wireless security mechanism on a given network 
running under 802.11b protocol that combines client - server data traffic plus server - 
ad-hoc nodes traffic, without adding hardware devices and using only open source 
software. To begin with, it is a matter of great importance to combine our engineering 
knowledge with the industry’s goals for the system. Our focus is targeting in main 
functions and also mechanisms, material and equipment. After understanding the 
problem and setting the major objectives, our next move is the conceptualization of 
our study approach. This will arise a set of research questions and main area of focus 
such as the level of security that has to be applied, or the main techniques that can 
offer this level of security. Which of those can be applied – investigate advantages - 
disadvantages – limitations. 

In order to achieve that: 

1. In depth threat analysis on 802.11b wireless protocol environment 
including threats met in ad-hoc mess network, network layer, transport 
layer and multilayer threats. 

2. Propose countermeasure and actions to mitigate those specific types 
of attacks. 

3. Based on our research and taking into consideration limitations as:          

 specific software (ubuntu12.04) 

 no hardware implementation 

 only open source software 

Implement a security mechanism that can protect the systems network vulnerability 
points by building an OpenVPN tunnel between client – server connection, a firewall 
mechanism in between public and ad-hoc network that will filter effectively and 
monitor incoming traffic and an OpenVPN tunnel between server – nodes connection 
(figure 6).   

 
Figure 5:  Schematic representation of the network after security implementations. 
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1.6 Project organizing structure 

In this thesis we are going to study overall network requirements and evaluate security 

parameters of an entire traffic lightning system originally designed by Greinon 

Engineering AB. In the 1st chapter there is our motivation, objectives, organizing 

structure and background analysis. In 2nd chapter there is a theoretical overview 

focused in 802.11b protocol wireless security and Ad-Hoc networks. In 3rd chapter 

there is a thorough description in security concerns – issues for the specific network 

as well as specific countermeasures designed to cope with these. In 4th chapter viewer 

can find an accurate description of the method that is followed plus the steps of the 

implementation process in detail. In chapter 5 there is an analysis and comparison of 

the most commonly used secure VPN protocols. Finally there is the 6th and final 

chapter that viewer can read our deductions, conclusions and personal views 

concerning this thesis. 
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Chapter 2 - Overview in wireless 

security focused on IEEE 802.11b  

2.1 Anatomy of Ad-hoc network 

 What is the AD-HOC network? 

Ad/Hoc communication mode amongst wireless devices is a method that allows all 

devices in range to discover each other and establish communication based on peer 

to peer relationship without involving any central server. 

1. Application for ad hoc network. 

- Military application 

- Collaborative and distributive computing 

- emergency operation 

- wireless mesh networks. 

- Wireless sensore networks. 

- Hyprid wireless networks 

The major issues that should be considered in the design of the wireless ad hoc 

network because it’s directly affected the design, deployment and performance. Many 

protocols should be taken into consideration when we implement an ad hoc network. 

Those protocols are necessary to reduce the vulnerability of the network. 

We are going to go through three major protocols: 

- Mac protocol, 

- Routing protocols in ad-hoc environment, 

- Transport layer and Security protocol. 

 Mac Layer in ad-hoc wireless network. 

In Wireless media used by IEEE 802.11 a number of additional management feature is 

added, as wireless network interface card are assigned 48-bit MAC address so that 

every single card have a unique address this considered the main similarity between 

a wired network which is used an Ethernet card and the wireless network. The MAC 

layer supports two modes of operations, the first is the point coordination function 

(PCF) and the second mode is the distributed coordination function (DCF). The PCF is 

built on top of the DCF, and is used only on infrastructure networks (figure 6).  
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Figure 6: OSI layers for IEEE 802 

1. The IEEE 802.11 MAC layer protocol  

Basic functions of MAC protocol architecture are targeting into reliable data delivery 

and access control using three 3 major attributes: 

 During transmission phase, assembling the data into frames, sequencing those 

and performing addressing and error detection. 

 During data reception phase, deconstructing the frame, performing addressing 

and error check sequence.  

 Responsible for controlling access in the wlan medium. Point Coordination 

Function (PCF) is used to determine which station will transmit in each given 

circumstance. 

2. Routing protocols in ad-hoc environment 

In an ad-hoc environment that nodes communicate without centralized server it is a 

matter of great importance to establish an efficient routing protocol mechanism so 

that frames are delivered in a structured and timely correct sequence in between the 

nodes. An efficient routing protocol has to accomplish the delivery of the frames 

consuming the least amount of resources possible and bandwidth. It is mandatory to 

maintain an update mechanism for keeping routing information, network topology 

and the resources utilization level. 

There are 2 major existing categories  

 Table driven 

o Those need to keep information of the routing in routing tables, one 

or more in each node and every time there is a change on the network 

those changes are propagated in each node in order to maintain the 

network view dynamically. 

 Source Initiated on Demand Routing 
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o This type of routing only creates new routes when needed. A route 

discovery process is initiated by a given node. After all available paths 

are exploited and desired path has been selected then this is 

maintained until this path is n more available or not needed. 

3. Transport layer protocol 

The transport layer protocol should be determined as an end to end connection, end 

to end delivery of data packet, flow control, and congestion control. The main two 

protocols are: UDP which is connectionless and does not guarantee data reliability and 

TCP which is id connection oriented transport layer protocol and guarantees the 

reliability of the data. Previous researches approved that TCP are not well performed 

in ad hoc wireless network for many reasons; the main is that the TCP designed for 

wired networks, where the packet loops are not an issue only considered in network 

congestion. Another reason is that the ad hoc network have frequent path break of 

the unrestricted mobility of the nodes in such a network make dynamic changes in 

network topology, this will lead to a need for recomputed the route for the node so 

often. When the route is reestablished its need time the TCP sender assume 

congestion in the network and retransmit the packet because of the late in receiving 

the RTO from the other side, the retransmission of the packets it may cost a bandwidth 

loops if its happen very often.  That is why there is a need of ad hoc transport protocol 

ATP which is similar to TCP but have main differences  

1- Coordination among multiple layers. 

2- Rate - base transmissions. 

3- Decoupling congestion control and reliability. 

4- Assisted congestion control. 

2.2 Anatomy of IEEE 802.11b 

802.11b is a protocol that uses direct-sequence-spread-spectrum (DSSS) technology 

in order to encode data. This technology works by taking a stream of data consisting 

of ones and zeroes and modulating this in another pattern. This sequence is called the 

Barker code. There are certain mathematical properties in this sequence that it is ideal 

for modulating radio waves. The idea is that the original data stream is being under 

exclusive OR with the Barker code in order to produce a series of data objects that are 

known by the name chips. Every bit is encoded by the 11-bit Barker code, and every 

group of 11 chips encodes one bit of data. 

The carrier wave generated by the wireless radio is 2.4-GHz (2.4 to 2.483 GHz). There 

are many techniques used in order to modulate that wave. Binary Phase Shift Keying 

(BPSK) is used when there are up to 1Mbps transmissions (one phase shift for each 

bit). Quadrature Phase Shift Keying (QPSK) is used in order to accomplish 2Mbps 
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transmissions. In this technique there are 4 rotations used (0, 90, 180 and 270 

degrees) to encode 2 bits of information in the same space as BPSK encodes 1. In order 

to maintain signal quality it is preferable to decrease the range or increase the power, 

and that is an important factor. Output power of portable radios is regulated to 1 watt 

EIRP (equivalent isotropically radiated power), the only remaining factor that can 

alternate is the range. As a result on 802.11 devices, as you move away from the radio, 

the radio adapts and uses a less complex but at the same time slower encoding 

mechanism to send data. 

After a certain amount of time and around 1998 rather than using the Barker code, 

series of codes called Complementary Sequences were used. 

The CCK code word is then modulated with the QPSK which as mentioned before is 

used in 2-Mbps DSSS connections. Each symbol carries 2 bits of additional information. 

For each 6bits 8chips are sent, but each symbol encodes 8 bits (remember that QPSK 

is used). Practically this means that when you use the 11 Mbps channel, you actually 

send 11 million bits per second times 8 chips/8 bits, which equals 11 mega-chips per 

second times 2 MHz because of QPSK-encoding used, this gives us the 22 MHz of 

frequency spectrum. 

There is a difficulty in distinguishing which of the 64 code words are coming through 

the airwaves, because of the complex encoding. Moreover, the design of the radio 

receiver is more complicated. In fact, while a 1-Mbps or 2-Mbps radio has one 

correlator, the 11-Mbps radio must have 64 such devices. 

There are two major parts that the wireless physical layer is divided, firstly, the PLCP 

(Physical Layer Convergence Protocol) and secondly the PMD (Physical Medium 

Dependent) sub-layer. The PMD is responsible for the wireless encoding. PLCP 

provides a common interface and also a carrier sense and CCA (Clear Channel 

Assessment). The last is used by the MAC (Media Access Control) layer in order to 

determine whether the medium is occupied. 

As it is displayed in figure 7 PLCP has a 144-bit preamble that is used for 

synchronization to determine radio gain. 128 bits of preamble are used for 

synchronization, followed by a 16-bit field. This 16bit field is called SFD (Start Frame 

Delimiter) and its primary function is to mark the start of every frame. Next 48 bits are 

known as the PLCP header. There are four fields in this header: signal, service, length 

and HEC (header error check). The first field (signal) indicates the speed of the payload 

transmission (1 up to 11 Mbps). The service field is reserved for future use. The length 

field indicates the length of the payload, and the HEC is a 16-bit CRC of the 48-bit 

header to compare it with the Ethernet frame. [2] 
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Figure 7: PLCP frame 

The PLCP is always transmitted at 1 Mbps, when wireless environment is involved. The 

PLCP introduces 24 bytes of overhead into each wireless Ethernet packet before the 

destination of the packet is even set. Ethernet introduces only 8 bytes of data. The 

192-bit header payload is transmitted at 1 Mbps, and as a consequence 802.11b can 

have 85 percent max efficiency at the physical layer.  

2.3 Overview Security Mechanism 

Wireless signaling sent and received from a nearby access points are easily intercepted 

by anyone in the vicinity that has a wireless card and a computer. WLAN security 

techniques purpose is to render the connection unusable and the data unreadable by 

anyone except the one that is authorized to see the information and the person (or 

machine) you're communicating with. 

In wireless security there are two basic aspects that has to be taken into consideration: 

authentication and encryption. Simply put, a system uses authentication to check a 

user's credentials and determine if the user should be given access to the data and 

resources provided by the protected network. Encryption’s role in security of the 

network is the encoding of data in a way that only the one or more authorized people 

can use a “key” to decrypt data and have access in information.  

2.3.1 Authentication 

Authentication is considered a key process in all modern wireless security mechanisms 

and is targeting to bind a specific known characteristic (credential) to a function and 

use this for every future interaction. Usually MAC address is being used as such 

credential between various wireless device interactions. While two devices trying to 

establish connection they are using the EAP, Extensible Authentication Protocol and 

PBNAC which stands for Port Based Network Access Control. Either connection is 

established directly through a physical port or a Virtual Circuit on an access port the 
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PAE (Port Access Entity) is the controlling function that decides which packets from 

the ones forwarded in the network will be accepted or not. 

 
Figure 8: 802.11 Port Based Network Access Control 

Looking at figure 8 there are two distinct categories when it comes to control the 

access on the port. First on the left side the Supplicant system and secondly on the 

middle right side the Authentication System. In both those systems we have the 

distinction between controlled and uncontrolled ports. Controlled ports will only 

accept those packets that their MAC addresses are originated from a list of well-known 

and authenticated network neighbors. The uncontrolled ports will need to use EAPOL 

packets introducing more overhead to the connection in order to identify the 

supplicant without using a higher layer authentication mechanism. Very important 

role in this process is left to play for the ASS (Authentication Server System). This acts 

as a proxy by accepting the EAPOL packets and forward those directly to a secure 

channel protocol i.e. Radius. This packet exchange will lead to the AS providing a valid 

authentication state for the supplicant and allow authenticated data communication 

between the access ports. [3] 

2.3.2 Encryption 

Encryption is a mechanism that converts source data into an unreadable 

undistinguishable form to the unauthorized user. This is fairly considered one of the 

most crucial aspects in wireless communications and security. The main reason is that 

the radio waves are designed to carry information between the transmitter and the 

receiver overcoming obstacles like buildings, walls, trees and any kind of barriers 

moving or not. For this reason it might be a common phenomenon a wireless receiver 

to receive signals from nearby access points, even if these signals are not targeting 

this specific receiver. Password is a way to prevent undesired device connections to a 

signal and provide a kind of protection but certainly not enough, since there are still 
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techniques to gain access to data and information carried through the signal. In fact, 

if the person intercepting the wireless data is a capable intruder, he or she may also 

be able to download and read the contents of the packets. The figure 9 below is 

describing how wireless encryption has evolved from WEP, which was released in 

1999, up to WPA2. [3] 

 
Figure 9: Wireless encryption evolution 
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Chapter 3 – Security Threats – 

Countermeasures Analysis. 

There are several security aspects that need to be taken into consideration in order to 

secure a wireless network. Engineer’s intentions are to build in the wireless standard 

a combination of safety features. The most common and basic security objectives for 

WLANs are:  

 Confidentiality— ensures that sending data and information are available to 

be seen only by authorized people and not by third parties. 

 Integrity— makes sure that there is no alternation or change in data stream or 

if there is detect it during data transit.  

 Availability— ensures that devices and individuals can access a network and its 

resources anytime. 

 Access Control—limit the privileges of devices or individuals to access a 

network or resources within a network. .  

Most WLAN threats usually involve an attacker or more with that are able to gain 

access to a wireless data link between a STA and an access point or among two STAs. 

There are numerous threats listed in a schematic below that rely on an attacker’s 

capability to intercept and inject network communications. In a wired LAN, the 

attacker has to gain physical access or remotely compromise systems. On the other 

hand in a wireless LAN, an attacker just needs to be within range of the WLAN 

infrastructure. Moreover, an attacker can use other kind of techniques to attack the 

system. For example the use of sensitive directional antennas, which can provide 

substantial extension of the effective range far beyond the standardized range, and 

provide him with a great advantage. [4] 

3.1 General Categories of Network Security Threats 

There are two main categories for network security attacks. These are divided into 

passive and active. We can see below (Figure 10) further division of these two major 

categories. 
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Figure 10: Type of Network security attacks 

 Passive Attack—in this kind of attacks an unauthorized person is able to gain 

access to data stream or in information but does not modify its content.  

Passive attacks can be either eavesdropping or traffic flow analysis. 

o Eavesdropping—this is a type of attack that the attacker is targeting in 

messages content by monitoring transmissions. This can happen for 

example when an attacker is listening the transmission between two 

workstations. This is real-time interception and of course unauthorized. 

In our case (wireless sensor network) it is a serious threat but it requires 

the attacker to be inside the broadcast zone of the signal [3]. Next 

figure displays eavesdropping probability versus node 

density, averaged over 10000 random generated topologies 

with l=1200m (curves = analytical results and markers = simulation 

results), where omni and dir represent DAWNs and WONs, 

respectively. (a=signal path loss factor). 
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Figure 11: eavesdropping probability versus node density. [5] 

o Traffic analysis—the attacker, by monitoring and analyzing traffic on 

communication patterns can get useful assumptions and acquire useful 

information about the network. Considerable amount of information is 

contained in these packets and even if these are encrypted still can 

provide the attacker knowledge about the specific network. 

 Active Attack—this is a type of attack where an unauthorized person is able to 

make modifications to a message, file or data stream. There is a possibility to 

detect this kind of intrusion to the system, but even then it might not be 

possible to mitigate this attack. Active attacks can be divided in 4 major 

categories and they can be also combined:  

o Masquerading—in this situation the intruder tries to impersonate an 

authorized user and his ultimate goal is to gain the authorized users 

privileges. 

o Replay—in this kind of active attack the transmissions of data are 

monitored (passive attack). After that the attacker retransmits 

messages pretending to be an authorized user. 
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o Message modification— in this type of attack the content of a message 

or data stream is being changed, deleted, added or reordered.  

o Denial-of-service—the main goal in this type of attacks is to make the 

computer or the service unable to accept other connections and thus 

not being able to serve other potential customers. [3] 

3.1.1 Loss of Confidentiality 

With the term confidentiality we are referring to security terms and processes with 

which only authorized users are able to see information, or entities in a system and 

them only. This is one of the three most important security features in wireless 

communications in an organization. Confidentiality is one of the most difficult security 

requirements to meet in a wireless network, mostly because of his nature of radio 

transmitted signals. It is easier for possible attackers to get connected to the network 

or at least scan transmitted signals since no physical access is required as in wired 

networks. In addition to this is that it is not possible to control the distance over a 

transmission might occur. In this way traditional physical security countermeasures 

are becoming less effective. 

Many attacks as passive eavesdropping might occur because of the nature of the radio 

signal as we described earlier and sensitive information might be acquired by the 

attacker, as network IDs, or passwords or configuration data. Sniffer and traffic 

analyzing tools might be used upon the wireless network taking advantage of 802.11 

broadcast vulnerabilities and also when confidentiality features of WLAN technology 

are not enabled. 

There are countless packet or traffic analyzers, such as AirSnort or WEPcrack. Anyone 

can get access to these programs today and of course many others are designed as 

while thesis is in progress. These tools are created to analyze network parameters 

using automated processes. Unfortunately, it is also commonly used for breaking into 

wireless networks. AirSnort is able to take advantage of flaws in the key-scheduling 

algorithm (included in RC4), which is included in every WEP standard implementation. 

The only thing an attacker needs is a device running Linux operating system and a 

wireless network card. This Software has the ability to passively monitor the desired 

data transmissions and after an approximate amount of data is able to compute 

encryption keys (at least 100mb of data packets). If traffic intensity is too high (more 

than 3000 bytes at 11Mbps) then after approximately 9 hours the attacker is being 

able to collect at least two cipher texts that the same key stream is used. This means 

that the network confidentiality and integrity can be breached after that. The same 

procedure can be implemented in a less saturated network but this will take much 

more time (days or even weeks depending on data traffic). Once the WEP key is known 

to the attacker, then this person is able to have access in every data packet 

transmitted in the WLAN and thus to all information. Sniffing tools like the one 
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mentioned above can be widely available, and this makes the need for network 

administrators to implement as much complete wireless security solutions as possible. 

Broadcast monitoring through simple eavesdropping can be another issue for 

confidentiality. An attacker can gain access to monitor desired traffic quite easy when 

a hub is connected to the access point instead of a switch. Hubs are a weak point in 

the network because in general broadcast traffic in all connected   devises and cannot 

be configured to prohibit certain amount of traffic or deny it in certain devices as 

switches can be programmed to do. [4] 

3.1.2 Loss of Integrity  

Wired and wireless networks cope with quite similar data integrity issues. It is 

considered a high difficulty goal to achieve integrity in a wireless network mostly 

because the cryptographic protection is robust enough or up to date. A system suffers 

from integrity issues when its components are modified in any way by unauthorized 

users. This kind of modification to a system or software is one of the major security-

related incidents allowing the creation of back doors.  It is worth mentioning that 

maintaining integrity can be rather tricky because of the fact that it goes further than 

security. For example system failures, or corruption of media, errors and bugs in the 

system or in algorithms and of course human error can lead to unintended changes 

that can result in integrity loss. Some up-to-date integrity verification mechanisms can 

be: 

 Mirroring: maintain 2 or more copies in a storage device and make 

comparisons 

 Check-summing: verification of data can be accomplished and verified by 

making comparison of new data and stored data for every data read. Every 

checksum is a generation of cryptographic hash function that maps different 

string length of data into fixed size. [4] 

3.1.3 Loss of Availability 

By this term we mean the denial of network usage-utilization by authorized users and 

most of the times this denial might be an outcome of a Dos attack, for example 

jamming. Attackers in the network can on purpose emanate signals from a source or 

more in order to create congestion to the network and in this way do not allow original 

signals to reach the receiver. Moreover, cordless phone can also cause jamming and 

also emissions produced by microwave oven can have the same effect. DoS can also 

be created by a user. For instance, a user unintentionally might use all of signal 

transmission bandwidth by downloading great amount of information or denying 
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access to other users in the same network. Security policies should limit the amount 

of data or the type that a legitimate user is able to download. [4] 

3.1.4 Other Security Risks 

More and more users nowadays have the need to remotely connect to their own 

organization’s networks, due to wireless communication advantages. One widely 

common way to achieve that is through untrusted network (third party). Countless 

applications and organizations deploy nowadays 802.11 protocol based public 

hotspots that aim to provide network connection for users-costumers such as in 

airports, hotels conference centers. In this thesis this kind of wireless untrusted public 

network is going to be mainly used for communication between different parts of the 

street light nodes and devices. [3] 

There are three types of risks on those untrusted public networks:  

 Their public nature can make it accessible by anyone including possible 

attackers.  

 In many situations it is possible to potentially allow connected parties of the 

public network to gain unauthorized access to a bridged network for example 

a private user network. 

 Many times in order reception to be improved and coverage to be increased 

high gain antennas are used. This improves the possible attacker capability to 

apply eavesdropping techniques since it is easier to catch the transmitted 

signal. 

There are some situations (quite rare) that information shared are already public and 

there is no actual need for data protection. In most situations however it is essential 

to provide protection over public resources using application layer security such as TLS 

protocol or SSL standardized version. Furthermore VPN solution is considered to be 

rather capable of providing security in wireless connections because it is a strong 

countermeasure against eavesdropping or access in private resources by authorized 

parties. 

3.2 Security Threats for ad-hoc mesh Network 

In this section we are going to analyse specific attacks that disrupt our safety criteria, 

also known as security attacks, in specific layers of the network protocol stack. (Table 

1). 
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Targeted Layer Security Threats 

 
 
Network Layer 

Black-hole  

Gray-hole 

Wormhole 

Transport Layer Session hijacking 

SYN Flooding 

 
 
Multi-layer attacks 

DoS 

Impersonation 

Man-in-the-middle 
Table 1 Targeted layers and Security Threats 

 

3.2.1 Network Layer Threats 

Our Ad hoc mesh networks may be vulnerable to routing protocol attacks and route 

disruption threats. Most of these attacks need packet injection into the active path 

among source and destination. [5] 

 Black-hole attack: In this type of attack a malicious node inject route replies 

with highest destination sequence number and minimum hop count value to 

the route requests in order to achieve to advertise itself for having the shortest 

path to the destination node, this way an attacker through the malicious node 

can use the traffic for eavesdropping or he can drop the received packets to 

execute a DoS attack. [6] For example in next figure, if node “F” want to 

transmit data to node “C”, it starts the route discovery process, the malicious 

node “E” when receives the RREQ it immediately send a RREP. If reply from 

malicious node “E” reach first the source than the replies from the others 

nodes, then the source node “F” overlooks all the other reply messages and 

starts to transmit packets via the malicious node ”E”. 
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Figure 12 Black-hole attack 

 

 Grey-hole. Similar to black-hole attack but in that case an attacker creates fake 

packets in order to take control of the target and selectively drops, routes or 

examines network traffic.  

 Worm-hole: Routing control messages are retransferred from different 

network locations, which can severely disturb routing, in order to achieve that 

the attacker creates a tunnel that used to transmits the packets between the 

two networks locations (figure 13). [7] 

Figure 13 Malicious nodes 1 and 6 working in collusion to perform a wormhole attack. 

 

3.2.2 Transport Layer Threats 

In this section we are going to discuss types of threats which are targeting the 

transport layer in the network protocol stack. [6] 

 Session hijacking: As it is understood from the name in that kind of threat, an 

attacker takes over a session between two nodes. Because of the fact that in the 

start of the session is carried out most of the authentication processes, once it is 

established between two nodes, the intruder masquerades as one of the end 

nodes and hijacks the session. [6] 

 SYN flooding: Here, the intruder sends a big number of SYN packets to the 

targeted node, spoofing the return addresses of the SYN packets. When the 

targeted node receives the SYN packets it replies back with acknowledgment 

8 

3 

6 1 

5 4 

2 

Wormhole tunnel 7
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(SYN-ACK) packets. However, the victim node would not receive any ACK packet 

in return. The purpose of this attack is to create a half-open connection. In effect 

the attacked node will create a table to hold information regarding the pending 

connections. Because of the limitation of the table size, the increasing number of 

half-open connections results in an overflow of the table and hence the victim 

node will reject all the connection request even from a legitimate node. [8] 

3.2.3 Multi-layer Threats 

Multi-layer threats are attacks that can be launched at different layers of the network 

protocol stack. 

 Denial-of-service attack: In DoS attack, the intruder tries to prevent valid and 

certified users to use the services provided by the network [9]. A denial of service 

(DoS) threat can be launched with different methods. One of those methods and 

most common one is to flood packets to any centralized resource as we mention 

earlier in this chapter. There are many ways to introduce a DoS attack because of 

the unique characteristics of ad hoc wireless networks. DoS attacks can be used 

against any layer in the network protocol stack [10]. On the MAC and physical 

layers, the attacker can use jamming signals which cause the disruption of the 

current communication on the wireless channel. On network layer an intruder 

could take part in the routing process in order to disrupt the smooth performance 

of the network, this can be achieved by exploiting vulnerabilities on the routing 

protocol. On the higher layers, an attacker could bring down important services 

such as the key management service. [7] 

 Impersonation: Is a type of DoS attack. In that kind of attack, an intruder presume 

the identity and the rights of an authorized node, either to make use of network 

resources, or to interrupt the normal operation of the network. An adversary node, 

by using different kind of techniques, could masquerade as an authorized node by 

either guesstimate the identity and authentication details of the targeted node, or 

by using information from previous communications to snoop the identity and the 

authentication or to disable the authentication mechanism.  

 Man-in-the-middle: Is another type of impersonation attack. In that attack, the 

intruder can read and probably modify any messages among two end nodes 

communication without letting either of them identify that they have been 

attacked. Assume two nodes “A” and “B” are interacting with each other, the 

attacker masquerade as node ”B” with respect to node “A” and vice versa, taking 

advantage of the lack of third-party authentication of the communication between 

nodes “A” and “B”. [6] 
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3.3 Proposed Countermeasures 

Having analyzed the different kinds of possible threats on our system and due to the 

limitation that we discussed in chapter 1, we will now consider various software 

techniques to overcome these threats. Cryptography is the most widespread and 

reliable technique to guarantee security, confidentiality, integrity, authentication and 

non-repudiation, because the information transformed from plaintext into ciphertext 

by the procedure of encryption and thus only the genuine recipient can 

decrypt/decode the ciphertext back into plaintext again. This is achieved by keys 

which are used by the cryptographic algorithms. [11] 

There are several ways to ensure the confidentiality, authentication and non-

repudiation in cryptography. [6] 

1. Symmetric cryptography: these are algorithms that relies on the existence of 

shared key for encryption and decryption (sender and receiver), Common 

symmetric ciphers are DES, 3DES, Blowfish, AES, RC5, RC6, Serpent, and IDEA. 

There are two types of symmetric key algorithms. [6] 

a. Block cipher: the plaintext is broken into blocks, with fixed-length 

segments, that are encrypted one at a time. 

b. Stream cipher: Is a block cipher also but with block length one. For 

example if we have a plaintext with binary string of 11000110, and key 

with binary string of 00110101 , then the encrypted string will be given 

by the XOR of plaintext and key, ciphertext 11110011. In order to 

recover the plaintext we do XOR of the ciphertext with the same key. 

2. Asymmetric cryptography: also known as public key algorithms, it use different 

keys for encryption and decryption (sender/receiver). One is public key that is 

distributed to the word and the other one is privet key (or secret) both keys 

are related mathematically. The first one is used in order to encrypt the 

plaintext or to verify a digital signature, while the other one is used for the 

decryption of the ciphertext or to create a digital signature. In contrast of the 

symmetric key algorithms, it do not require an exchange of any private key 

between the nodes. RSA system is one of the most popular public key 

algorithm. [11] 

3. Message Digests (Hashes): another way to provide data integrity is by using a 

one-way hash procedure also known as message digest. Regardless the original 

message length it creates a unique and small fixed-size digest. Then the 

messages being sent include the plaintext and the digest of it. The receiver 

then applies the hash algorithm to the plaintext and if the result is the same 

with the message digest then the received data are not altered. These 

technique is more commonly used when data confidentiality is not highly 

required, because it needs less CPU resources. Some common forms of 
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message digest are SHA-1,224,256,384,512 and MD5 (Message Digest 5). 

[12] 

Point-to-Point Tunnelling Protocol (PPTP), Layer 2 Tunnelling Protocol/Internet 

Protocol Security (L2TP/IPsec) and OpenVpn are virtual private networks that rely on 

cryptography in order to secure the tunnel between end points and thus the 

communication. VPNs will help us to ensure that no malicious node will introduced 

into our network and thus it will be no possible of any active attack. 

3.4 Software Solutions 

Open Source VPN: VPN software solutions can be divided in two major categories; 

Kernel space and user space solutions: 

1 Kernel-space solutions: are solutions that need to implement in the kernel, are 

complex and less portable solutions. The implementation of kernel-space 

solutions are making use of the IPsec protocol with key management carried out 

in user-space. [13] 

Most common solutions are: 

1.1 FreeS/WAN: It was the first open source IPsec implementation for Linux. It use 

a kernel IPsec stack and a key management deamon, which operating in user-

space, called KLIPS and Pluto respectively. This project was abandoned in 2004. 

Openswan and strongSwan are continuations of FreeS/WAN project. [14] 

1.2 Kame: Implement IPsec support as well for NetBSD and FreeBSD. The key 

management daemon for kame project is called racoon. OpenBSD made its own 

ISAKMP/IKE daemon, simply named isakmpd which is ported to Linux. However, 

none of these were integrated into the Linux kernel. [15] 

2 User-space solutions: act in user-space and therefore there is no need for any 

kernel modification, are portable and easy-to-configure across numerous 

operating systems [16]. User-space VPNs can use a tun or a tap interface, a virtual 

network adapter, to achieve IP tunnelling. Tun looks like a point-to-point network, 

tap it is similar to tun but it’s only emulate Ethernet instead of a point-to-point 

network. 

There are several types of user-space Open Source VPN solutions. 

2.1 OpenVPN: is an SSL VPN solution which use SSL/TLS security mechanisms, it has 

two different types of operation. Firstly, it can operate as a point-to-point VPN 

which is very easy to configure, and secondly, it can operate as a server with 

various clients. It generates a virtual adapter which is assigned with an VPN IP 
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address. Once the server to client communication is established, all the 

transmission under the VPN server is encrypted. [17] [18] 

Advantages of OpenVPN are: 

 OpenVPN secures all server to client communications 

 Compression methods are provided by LZO library. 

 Provides several authentication methods. 

 Several number of cryptographic algorithms provided by 

OpenSSL library. 

 Active development. 

 Traffic shaping support. 

 Very good documentation. 

Some drawbacks: 

 Setup in server-client mode can turn out to be complex when 

using numerous of clients. 

 Is not supported yet from the vast majority of network vendors. 

2.2 CIPE: is a quite old IP tunnelling software designed specifically for low system 

specifications requirements under Linux. The CIPE model assumes a fixes peer-

to-peer link which exchange IP datagrams encapsulated in UDP packets. It 

consists of a custom kernel module that is responsible for the IP packet handling 

and a user-space program that is responsible for the configuration and the key 

exchange task. In order to make the tunnel between the two peers CIPE uses its 

own network device Instead of using the universal TUN/TAP driver. [19] 

Advantages of CIPE are: 

 Very good performance. 

 Tunnels are very robust. 

Some drawbacks: 

 There is no support of compression methods. 

 It need kernel modification in order to add an extra module 

which makes the configuration a little bit more difficult. 

 Security flaws were found. 

 It is only use a propriety implementation of the cryptographic 

algorithms. 

2.3 TINC: is a VPN solution, it uses tunnelling and encryption to secure the 

connection between hosts which support encryption, authentication and 

compression. To ensure that information transfer securely through the tunnel 

and to check the authentication Tinc applies OpenSSL. Other interesting thing 

about tinc daemon is the support of multiple tunnels that means that it makes 

it easy to enlarge a functioning VPN network. It also support ethernet bridging 

and IPv6 and it can run under several OS [20].  
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Advantages of tinc are: 

 Easy configuration. 

 Traffic shaping. 

 Compression. 

 Well suited for site-to-site setup. 

Some drawbacks: 

 Security flaws were found. 

 Documentation and How-to 

       

In order to decide which VPN implementation suits better we have to take into 

consideration the equipment and the security requirements of the project. The 

equipment is based on Debian 7.1 XX kernel distribution. Kernel-space solution is not 

a preferable option in our case scenario because of the nature of the network it would 

be complex and time consuming to make updates. Thus IPsec implementation was no 

feasible. This leaves us with a user-space VPN solution as the only choice. After 

considering the compression and encryption algorithms, the security and 

encapsulation protocol, the confidentiality, data integrity, authentication, and the 

documentation provided, we came into conclusion that OpenVpn implementation is 

the best among the user-space solutions. 
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Chapter 4 – Method-Implementation 

4.1 OpenVPN Implementation for public segment 

OpenVPN is a user-space open source application which creates OSI layer 2 or 3 secure 

networks with SSL/TLS as the security protocols [19] [17]. OpenVPN is based on 

OpenSSL library that means that it provides the necessary security algorithms for the 

encryption, authentication, and certification to protect your private network traffic 

through Internet. 

In order to create a tunnel OpenVPN using the available universal TUN/TAP drivers. A 

TUN device is a virtual point-to-point IP link, while a TAP device is a virtual Ethernet 

adapter [17] [18]. From those two different adapters we can implement two different 

modes, TAP device can be used to create a bridge VPN while TUN device a routing 

VPN. Bridge mode VPN it is recommended when we need to broadcast messages over 

the LAN and to be able to support non-IP protocols, this mode lacks efficiency and 

scalability. On the other hand routed mode VPN is more efficient and scalable in bigger 

networks with easier implementation but broadcast messages cannot pass through 

the VPN network  

OpenVPN provide both TCP and UDP.  Generally TCP is the most commonly used 

protocol on the internet because it is a “stateful protocol” and because of that it 

making it very reliable and at the same time quite slow because there is a considerable 

overhead as packets are sent, confirmed, re-sent etc. UDP is a stateless protocol as it 

is not perform error correction, this makes it much faster and it also provides better 

protection in DoS attacks and port scanning, but in order for UDP to be supported, 

OpenVPN offers a trustworthy transport layer on top of UDP (see Figure 14). [17] [18] 

[21] 

To create a VPN network, both sides must be configured with the same virtual 

interface TAP or TUN. Both the IP packets and the Ethernet frames, for TUN and TAP 

respectively, before they transferred to the remote host they get encrypted and 

encapsulated into TPC or UDP connection, and then the remote host is responsible to 

authenticate, decrypt, and de-encapsulate the IP packets or the Ethernet frames. [17] 

[18] [21] 
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Figure 14: OpenVPN encryption-transport  

OpenVPN provides us with two different security modes in order to achieve that. 

 Static key 

 SSL/TLS 

Static key, it generates a pre-shared key that has to be shared among both OpenVPN 

peers before the tunnel establishment, this kind of technique is common in site-to-

site scenario. The major drawback of this mode is that if an attacker manage to steal 

this key, every information that was encrypted with it can be compromised. In SSL/TLS 

mode, we need an SSL session to be established with bidirectional authentication. 

Encryption/decryption and HMAC (Hash-based message authentication code) key 

source material are randomly generated by OpenSSL and exchanged over the SSL/TLS 

only when the authentication is successfully. One security improvement that can be 

noticed is that OpenVPN gives the user the choice to implement a static key or a pre-

shared pass-phrase in combination with the TLS authentication directive to generate 

an HMAC key to validate the packets that are part of the TLS handshake sequence. 

[17] [18] [21] 

4.1.1 Installation 

In order to start setting up OpenVPN we have first to install it on both server and client 

machines. Because OpenVPN was split into several sub-projects after version 2.3-

alpfa1 we need to install also easy-rsa separately, this library eases the creation of 

certificates as it creates samples files and batch scripts for every kind of certificate. 

We can run the following commands on terminal [18]. 

 sudo apt-get install openvpn easy-rsa 

 make-cadir “folder destination” ex. make-cadir /etc/openvpn/easy-rsa/ 
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4.1.2 Network setup 

In this project we are going to implement an OpenVPN server with multiple clients. 

Because of the fact that we are not transverse any crucial information and hence we 

do not need error correction, we will apply UDP protocol. We are also going to 

implement TUN virtual adapter, therefore we make use of routing VPN because, as 

we described before, it is more efficient and easier to set up. 

Because there is no DHCP support for the tunnels it is better to use static configuration 

on the server side.  

The Internet Assigned Numbers Authority (IANA) has reserved the following three 

blocks of the IP address space for private networks/internet (Table 2) (codified in RFC 

1918) [22]. 

10.0.0.0 10.255.255.255 10/8 prefix 

172.16.0.0 172.31.255.255 172.16/12 prefix 

192.168.0.0 192.168.255.255 192.168/16 prefix 

Table 2: Reserved IP addresses for private networks  

The TUN devices it is preferable to use different subnet addresses from the 

interconnected networks to ensure that we are not going to have any IP address 

conflicts. Additional routes and IP forwarding will have to be added to server 

gateway/router. 

In order to achieve that, we need to add the following command lines in server and 

client configuration files. 

Server.conf 

Local 192.168.0.102  

Port 1194 

Proto udp 

Dev tun 

server 10.8.0.0 255.255.255.0 

Client.conf 

Client 

dev tun 

Remote my-server-1 1194 ## my-server-1 is the public IP of server, and 1194 is the 

default port 
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4.1.3 Server and Client Certificates 

In this section we are going to generate the certificates and keys that we need for the 

encryption in our data. For the reasons we mentioned earlier in this chapter, we are going 

to establish SSL/TLS connection. First step in that direction is to establish a PKI that consist of 

[18] [23]: 

 a master Certificate Authority (CA) ,and 

 a private and public key for each client and the server. 

Before we create the certificates we have to adjust some variables to our own 

environment. (See Figure 15) 

 

 

 

 

 

 

 

 

 

 

 

After that, from the easy-rsa folder we have to run the following commands 

 . ./vars 

 ./clean-all ##delete all the existing certificates, keys 

 ./build-ca ##builds the CA certificate and key (figure 16) 

Figure 15:  Variable we need to adjust. 

Figure 16: Output of build-ca command 
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Note that you can use the default value in most parameters, except those that states 

to change it.  

Then we are going to create server and client certificates: 

 ./build-key-server servername ## create server certificate and key 

 ./build-key-pass clientname ## create client password-protected certificate 

and key. [18] [23] 

As in the previous step, we can use default parameters for most values, except the 

“Common Name” that must be unique, ex. “client1”,”client2” etc. if we have more than 

one client certificate. The only different thing here is that we will have two more 

queries that require positive responses, “Sign the certificate?” and “1 out of 1 

certificate requests certified, commit?” 

Another important step is to create a static key that OpenVPN will use it in conjunction 

with TLS, this will generate an HMAC key that will use to authenticate the TLS 

handshake packets. This technique can protect us against: 

 DoS attacks or port flooding on the OpenVPN UDP port. 

 Port scanning to determine which server UDP ports are in a listening state. 

 Buffer overflow vulnerabilities in the SSL/TLS implementation. 

 SSL/TLS handshake initiations from unauthorized machines (while such 

handshakes would ultimately fail to authenticate, tls-auth can cut them off at 

a much earlier point). [18] [23] 

In order to create the static key we have to run the following command: 

 openvpn –genkey –secret example.key 

Then, we have to generate Diffie Hellman parameters (Figure 17) for the OpenVPN 

server, DH can be used by symmetric ciphers such as AES and Blowfish to protect the 

data from being read. [18] [23] 

 ./build-dh 

 
Figure 17: Output of “ ./build-dh ” command 

Last step is to adjust the configuration files for both client and server (Table 4), but 

before we do that we have to copy the certificates and keys created in the “keys” 
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subdirectory in the appropriate folder, for this implementation that was the 

“/etc/openvpn/ “ for both server and client, to the right device (client or server).It is 

suggested that you will copy the secret files over a secure channel, this can be achieved 

by using “scp” command. 

Table 3 present the files that we have created during this procedure, the purpose, and 

which device need them. 

 

 

Filename Needed By Purpose Secret 

ca.crt clients + Server Root CA certificate No 

ca.key Key signing machine 

only 

Root CA key YES 

dh1024.pem Server only Diffie Hellman 

parameters 

NO 

myservername.crt Server only Server certificate NO 

myservername.key Server only Server key YES 

clientname.crt Client only Client certificate NO 

clientname.key Client only Client key YES 

Table 3: Certificates and keys 

Server.conf Client.conf 

ca ca.key ca ca.key 

cert myservername.crt cert client.crt 

key myservername.key key client.key 

dh dh1024.pem  

cipher BF-CBC cipher BF-CBC 

comp-lzo comp-lzo 

Table 4: configuration for Server and Clients machines. 
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4.1.4 Other measures 

There are several other measures that we can take in order to strengthen our security 

 OpenVPN root privileges: In order to remove privileges you should add the 

“user nobody” and “group nobody” lines in server configuration files, this way 

an OpenVPN server will be less tempted target for attackers. [18] [21] [23] 

 Chroot: this technique locks the OpenVPN daemon into a chroot jail, this way 

the daemon will not be able to access anything else in the host system except 

the folder that configured as a chroot jail. Note that because chroot reorganize 

the file-system, only by daemon perspective, it is important to copy any file 

which might needed by OpenVPN after initialization in the “jail” directory, such 

as the “client-config directory” and the “crl-verify file” [18] [21] [23]. 

 Larger RSA keys:  RSA keys size it can be found in the “easy-rsa/vars” file , this 

size must be decided and set before any key are generated. The default size is 

1024 bits and can be increased to 2048 bits with the only negative impact to 

be a slightly slower SSL/TLS handshake [18] [21] [23]. 

 Larger symmetric keys: OpenVPN uses by default a 128 bit symmetrical cipher, 

called Blowfish. You can use any cipher with a larger key size supported by 

OpenSSL library, 256-bit AES is one of those and can be used by adding “cipher 

AES-256-CBC” in both server and client configuration files [18] [21] [23]. 

 Use a standalone machine for the root key (ca.key): It is beneficial that 

OpenVPN server doesn’t need CA key to operate, but in order to be able to 

create certificates you can use another machine for key signing purpose that 

can be disconnected from all networks [18] [21] [23]. 

 Enable revoking certificates: In order to enable revoking we will need to revoke 

a client certificate. We can create a new client certificate and revoke it, [18] 

[21] [23]  

o . ./vars 

o ./build-key client 

o ./revoke-full client 

This will create a CRL file called crl.pem in the “/etc/openvpn/easy-rsa/keys” 

directory and it should be copied to OpenVPN server directory. Then we have 

to enable it in the server configuration file by writing the following command: 

 crl-verify crl.pem 
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4.2 Implementation for private segment 

We built up an ad-hoc network between computers using the built in wireless card 

using IEEE 802.11b standard in each computer. 

Building the ad-hoc network was managed by putting the network setting in interfaces 

file for each computer; we can assign the IP address either static or by using DHCP. 

The interfaces file will look like that for static address setting we can put this 

configuration on /etc/network/interfaces file. 

auto lo 

iface lo inet loopback 

auto eth1 # interface name could be wlan0 

iface eth1 inet static 

wireless-mode ad-hoc 

wireless-channel 4 

wireless-essid 'name' 

wireless-key 1234567890 

address 192.168.0.2 

netmask 255.255.255.0 

gateway 192.168.0.1 

Make the same configuration on each member of the network, except that the IP 

address should be changed because each member should have unique IP. After that 

we should restart the node and ping between the nodes to make sure that we have 

had the connections. 

4.2.1 Encryption types 

There are different kinds of methods used on the encryption between the nodes, Wi-

Fi Protected Access (WPA) and Wi-Fi Protected Access II (WPA2) are two security 

protocols and security certification programs developed by the Wi-Fi Alliance to 

secure wireless computer networks. The Alliance defined these in response to serious 

weaknesses researchers had found in the previous system, WEP (Wired Equivalent 

Privacy). [25] 

While WEP is no more considered to be a secure method, then we have chosen to use 

the WPA2 encryption between the nodes. 

WPA2 and WPA is much harder to get working than WEP, though this is being worked 

on in “wpa_supplicant." 

WPA_Supplicant: is a Wi-Fi Protected Access (WPA) client and IEEE 802.1X supplicant. 

It implements WPA key negotiation with a WPA Authenticator and Extensible 

Authentication Protocol (EAP) authentication with an Authentication Server. In 
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addition, it controls the roaming and IEEE 802.11 authentication/association of the 

wireless LAN driver. This is useful for connecting to a password protected wireless 

access  

4.2.2 Installing WPA_Supplicant 

WPA_Supplicant is an open source program therefore there is many versions of this 

program some of them only support WPA, as we needed to install WPA2 then we had 

to look for the right version which support WPA2. 

After we download the code we follow those steps 

 create a folder to unzip the file in that new folder for example we used 

/local/src 

 chamod 777 local/srs                # to give an access permission to the new folder. 

 Cd /local/src/WPA_Supplican # go inside the new directory. 

 ./configure    #create make file 

 make                             # compile the codes 

 sudo checkinstall               # to install the program 

During that we had have different kinds of errors depending on the files that is not 

installed previously in UBUNTU library codes, those errors might be different between 

computers. 

If everything goes right without any errors then it considered that WPA_Supplicant2 

is installed and ready to be configured. 

To start the configuration, first we should copy the .conf example that we are going to 

find under the new directory we have unzipped the program files in it. Copy that file 

to /etc folder and name it wpa_supplicatnt.conf. Before we start to build our WPA2 

configuration in .conf file we need to have encrypted psk key although this is optional, 

it saves the supplicant having to generate the preshared key (PSK) each time it is 

started.  Using this command: 

 wpa_passphrase “ssid” “plan text psk” 

The result of this command will generates something like that: 

 psk=945609a382413e64d57daef00eb5fab3ae228716e1e440981c004

bc61dccc98c 

We should copy that line because we are going to use it later on .conf file. 

Open wpa_supplican.conf using this command 

 sudo gedit /etc/wpa_supplicant.conf  

 example of that file you can find on this link 
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 (http://hostap.epitest.fi/cgit/hostap/plain/wpa_supplicant/wpa_supplicant.c

onf)  

the configuration file contain a lot of details about how to configure different types of 

encryption that we can do using this program., as we have mentioned before that we 

have chosen the WPA2 then we need to configure the following in the file 

ctrl_interface=DIR=/var/run/wpa_supplicant GROUP=netdev 

update_config=1 

network={ 

   ssid="our SSID name" 

   mode=1 

   frequency=2412 

   proto=RSN 

   key_mgmt=WPA-PSK 

   pairwise=CCMP TKIP 

   group=CCMP TKIP 

   psk="should past the PSK key created in previous step" 

} 

After we save this update in configuration file we should back to /network/interfaces 

file to add couple of lines to make wpa_supplicant started with interfaces 

configuration at start up. 

 pre-up wpa_supplicant –BW –Dwext –iwlan0 –c/etc/wpa_supplicant.conf 

 post-down killall wpa_supplicant 

After restarting the node should be authenticated with the others nodes in the 

network using WPA2, to make sure we can view the connection details using: 

 iwconfig 

 sudo iw wlan0 scan 

4.2.3 OpenVPN in Private segment: 

Because of the nature of this network implementation some clients will need to be 

connected in multiple servers in order to achieve that we have to have a unique key 

certificates set from each server, each server has its own IP address. After getting the 

keys sets and save it on known folder, we should open client.conf file and edit the 

following:  

dev tun0 

cert server1-vpn/clientvpn.crt 



 

38 

 

key server1-vpn/clientvpn.key 

ca server1-vpn/clientvpn.crt 

remote “server1_IP_address” 1194 

To add another server we can edit the same file as 

dev tun1 

cert server2-vpn/clientvpn.crt 

key server2-vpn/clientvpn.key 

ca server2-vpn/clientvpn.crt 

remote “server2_IP_address” 1195 

By changing dev tun0 name we can many server keys on the same clients, ofter finish 

the editing we should change the name of the file from client.conf to client.ovpn 

restart 

 sudo /etc/init.d/openvpn restart 

Now we should have been connected to both servers, but by doing that the problems 

in the network easy to happen if it’s not managed the traffic with the right routing to 

push on specific direction.  

Open VPN connection with the startup: As need to install the VPN on outside nodes is 

important that it should be run automatically with the startup, we have done that by 

doing the following steps: 

 Save all the .pem files and the openvpn client config file to /etc/openvpn. 

 Then we should edite /etc/default/openvpn and enabled AUTOSTART setting 

its value to AUTOSTART=all. 

 Restart the computer and test the network. 

 We can check the VPN connection by using this command ifconfig tun0 

Of course if we have a multiple server connection and wanted to check if it’s 

worked we should refer to tun number that have used for each server. 

4.3 Firewall  

In order to make a server more secure after the initial set up, Ubuntu 12.04 TLS 

operating system has a built in firewall, by using this firewall we may be able to do the 

following 

 Open or close a port number. 

 Filter the packets depending on the type (UDP or TCP) 

 Enable or disable SSH connection. 

 Accept or Deny or Drop traffic depending on source or destination IP address. 
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The most important use for the firewall is to activate log details; by checking those 

details periodically we can check or build statistical information about the attacks to 

our network, then we can know more about the types of the attacks and what they 

are targeted, that’s make it easy for us to build a defense about it. 

An example of activating log details by adding this rule to iptables. 

 -A LOGNDROP -p tcp -m limit --limit 5/min -j LOG --log-prefix "Denied TCP: " --log-level 

7 

-A LOGNDROP -p udp -m limit --limit 5/min -j LOG --log-prefix "Denied UDP: " --log-

level 7 

-A LOGNDROP -p icmp -m limit --limit 5/min -j LOG --log-prefix "Denied ICMP: " --log-

level 7 

Adding a name and prefix for each type for the rule make it easy for us to search about 

the needed information in future. Iptables is a firewall, installed by default on all 

official Ubuntu distributions, when you install Ubuntu, iptables is there, but it allows 

all traffic by default.  Then you have to configure it on the way suited the network 

routing policy. Ubuntu Comes with ufw - a program for managing the iptables firewall 

easily, also we can install Gufw is a graphical frontend to UFW (Uncomplicated 

Firewall). As example if we would like to drop traffic coming on a specific interface 

from known source IP address then the command will be iptables -I INPUT -i 

{interface_name} -s {IP address} -j DROP or change DROP to ACCEPT or DENY its 

depend on the type of the rule we would like to create. After finish building our rules 

then we must save it, otherwise it will be cleared after restart, to save iptables that 

we configure we need to install iptables persistent start 

 sudo apt-get install iptables –persistent 

After installation we can save or reload iptable any time by using these commands 

 sudo /etc/init.d/iptables-persistent save  

 sudo /etc/init.d/iptables-persistent reload 
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Chapter 5 – Why OpenVPN 

Over the past years there has been a significant progress in carrying data over wireless 

networks in a more secure way. In this case scenario using a VPN implementation was 

an imperative solution due to sensitive traffic. Under all circumstances this will enable 

users to securely access the private ad-hoc network and monitor data remotely while 

using the public network, for the transmission of that data back and forth. The key 

idea is that no one can peer into your personal tunnel and no one else can use it. VPNs 

are private networks but they’re virtual, created by networking protocols to appear 

and act like a private network. 

It is a matter of great debate which kind of solution should be used in each case 

depending on the circumstances. Before deciding to use OpenVPN there has been an 

in depth study in many up to date implementation solutions. The ones that qualify 

according to this project high security requirements, were L2TP, PPTP, IPsec and 

OpenVPN. Before presenting facts and results about this comparison here are the VPN 

requirements that have been: 

An effective VPN remote secure VPN networking solution must: 

 

 Provide easy and controlled access to information and resources in the 

network. 

 Support all commonly used protocols that are used in the public network, such 

as IP IPX and SPX. 

 Allow the connection and roaming to remote clients to LAN resources, nodes 

– laptops or other devices. 

 Ensure data privacy and integrity particularly for the client side connection 

points to all destinations across the intranet (private network). 

  Restrict access to the Secure VPN only to those clients they are able to 

authenticate and provide audit and accounting logs for tracking. 

 Encryption and authentication of all data transmitted in the VPN channel. All 

data rendered to an authorized source must be unreadable. 

 Generation of fresh encryption keys for both client and server sides. 

 Prevent any unauthorized party to change any security properties (i.e 

weakening the encryption algorithm). [24] 

Based on those prerequisites there will be an analysis and comparison of the most 

major VPN solutions that are available today. But before moving on the comparison 

table, it is worth mentioning that OpenVPN is a modular concept based on networking 

and security, in contrast with other VPN solutions that use proprietary mechanisms. 

OpenVPN solution in contrast with IPsec for example that turns to be a quite popular 
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VPN solution nowadays has lower complexity and at the same time offers some major 

advantages as: 

 Layer 2 OpenVPN tunnels are capable of transporting IPX packets and frames, 

which on most other VPN´s is not supported. 

  OpenVpn has universal support from all proxy´s and every firewall. 

 It supports UDP and TCP on server and client mode.  

 One port is needed to be open in order for incoming connection to be allowed. 

This practically means that within a network on the same UDP or TCP port user 

can have multiple connections with different configurations. 

 High flexibility in terms of individual setup since there are numerous points 

during the procedure user can load his own scripts for procedures to be taken 

in action in several scenarios, i.e. fail number of authentication attempts. 

 Appealing and simple installation in almost every platform. 

 The amount of users grows rapidly on a very active and supportive community  

In the following table (table 5) there is an analysis and comparison of the most 

commonly used secure VPN protocols. After examining the behaviour of the major 

VPN solutions it all came down to speed and stability. Before presenting a conclusive 

result, there is a comparison table for the four major VPN protocols that taken into 

consideration. [18] 

 PPTP L2TP/IPSEC OpenVPN 

Data encryption Point to Point 
encryption is used 
in this protocol 
(MPPE). The 
maximum 
encryption can be 
at 128bits session 
keys implemented 
by RSA RC4. 

According to RFC 
4835 either 3DES 
or AES encryption 
is used. This uses 
256 bit key 
encryption. 

This protocol uses 
OpenSSL library 
for encryption. 
This supports 
numerous 
solutions such as, 
AES, 3DES,  RC5 
and blowfish. 

Security weakness This protocol is 
suffering from 
serious security 
vulnerabilities, 
such as dictionary 
attack in MSCHAP-
v2 or bit flipping 
attack on  RC4 
algorithm. 

IPSEC encounters 
no major issues in 
security 
considering that it 
uses a quite 
secure algorith for 
encryption of data 

This protocol is 
condidered 
extremely secure . 

Speed PPTP is the fastest 
protocol of them 
all, since it 

L2TP/IPSEC 
introduses more 
overhead than all 
three rivals mostly 

OpenVPN 
performs better 
than L2TP/IPSEC 
when UDP mode 
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introduces the 
least overhead  

because of double 
encapsulation 

in data transit is 
used. 

Ports This protocol uses 
TCP port and 
protocol 47. By 
restricting the GRE 
this protocol can 
be easily blocked. 

L2TP/IPSEC are 
using specific 
protocols for initial 
key exchange 
(UDP 500) and 
NAT. Thus it is 
easier to block due 
to this fixed 
protocols and 
ports comparing 
to OpenVPN 

This protocol can 
be easily 
configured to run 
under any ports 
using either TCP or 
UDP.This protocol 
can be configured 
to use TCP on port 
443 in order to 
pass through 
restrictive firewalls  

Setup/ 
Configuration 

All windows 
operating systems 
and systems that 
have support of 
PPTP. It is very 
simple and fast to 
setup and 
configure 

All versions of 
Windows since 
2000 and Mac OS 
10.3 and after. 

OpenVPN requires 
the installation of 
a client software 
since it is not 
included in any 
operating system. 
It is really user 
friendly and easy 
to install  this 
software and it 
takes less than 5 
minutes 

Stability/ 
Compatibility 
 
 

 

Over unstable 
networks PPTP is 
far by reliable and 
has long recovery 
time compared to 
OpenVPN. There is 
also compatibility 
issues with GRE 
and routers. 

There is higher 
complexity in 
configuration and 
and reliability 
connection 
establisment in 
L2TP/IPSEC 
compared to 
OpenVPN. In the 
end though, after 
this is done, it is as 
reliable and stable 
as OpenVPN 

This is the most 
reliable and stable 
protocol when it 
comes to cellular 
and and non 
reliable network 
conditions with 
high packet loss 
ratesamd 
congestion. 

Table 5 : Major Vpn Protocol comparison. [24] [25] 

  

Conclusively, there is no reason to choose PPTP beacause of major security issues 

compared to he other 3 solutions. The only reason might be compatiblility issues with 

the disired devices that need to be used in a project. L2TP/IPSEC are concidered as a 

very good choise but falls short compared to OpenVpn in terms of maximum 

performance and excellent stability. This protocol is only considerably faster 
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compared to OpenVPN when using mobile devices running IOS or Android which in 

our case will not be used. OpenVPN is the best universal solution for all platforms. It 

is quite fast, more secure and reliable. Moreover, IVPN multihop networks are only 

available through OpenVPN. The only downside is that default setups for OpenVPN 

might not be the best solution to each case but an engineer with deep knowledge can 

exploit its advantages and configure the perfect solution for each case scenario. 
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Chapter 6 – Conclusions 

To begin with, formulation of the problematic situation, understanding of the system 

itself and the limitations set by the industrial part was a fundamental but not straight 

forward procedure. This thesis is not a result of one person’s work and research but a 

combination of two teams (industrial-academic) with different background studies 

and knowledge. The combination of knowledge, strengths and experience as a team 

lead to fully understand our objectives and find the golden ratio in productive 

cooperation. In the sensitive technology section of wireless network security and in 

an active real life industrial project we managed to produce a quite strong security 

mechanism based on the real network’s specifications.  

This consists of three major parts; a secure OpenVPN connection for the public 

network that supports safe communication between client and server-servers; a 

firewall between the public and the internal network that is able to open or close a 

port number, filter the packets depending on the type (UDP or TCP), enable or disable 

SSH connection, accept or Deny or Drop traffic depending on source or destination IP 

address. Moreover, this helps to activate log details; by checking those details 

periodically each of the users can check or build statistical information about the 

attacks targeting his network, building knowledge about the type, severity repetition 

patterns and progressively understand what the target is. Finally to enhance wireless 

security in the internal AD-HOC network we added WPA2 encryption using WPA 

supplicant and also set OpenVPN to automatically starts when there is a sudden 

reboot of the system or an unexpected termination of a node or more. This way the 

system will not be left without protection if something happens (unexpected chance 

event or an attack result). 

It is worth mentioning that iterative approach was used in our effort to have the best 

results and better understanding of the effectiveness of our methods. This means 

continuous repetitions and checks of the functions and evaluation of the results that 

are given by the system. This procedure gave us the opportunity to cover as many 

possibilities as possible and understand in depth how protocols and functions work, 

what are the weak and strong points in the system. 
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Appendix 

OpenVPN implementation for public network  

Server configuration file. 
 
;local a.b.c.d 
 
port 1194 
 
;proto tcp 
proto udp 
 
;dev tap 
dev tun 
 
;dev-node MyTap 
 
ca ca.crt 
cert thio.crt 
key thio.key  # This file should be kept secret 
crl-verify crl.pem # Enable revoking certificates 

 
dh dh1024.pem 
 
server 10.8.0.0 255.255.255.0 
 
ifconfig-pool-persist ipp.txt 
 
;server-bridge 10.8.0.4 255.255.255.0 10.8.0.50 10.8.0.100 
 
;server-bridge 
 
;push "route 192.168.10.0 255.255.255.0" 
;push "route 192.168.20.0 255.255.255.0" 
 
;client-config-dir ccd 
;route 192.168.40.128 255.255.255.248 
;client-config-dir ccd 
;route 10.9.0.0 255.255.255.252 
;learn-address ./script 
 
;push "redirect-gateway def1 bypass-dhcp" 
 
;push "dhcp-option DNS 208.67.222.222" 
;push "dhcp-option DNS 208.67.220.220" 
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;client-to-client 
 
;duplicate-cn 
 
keepalive 10 120 
 
tls-auth ta.key 0 # This file is secret 
 
cipher BF-CBC        # Blowfish (default) 
;cipher AES-128-CBC   # AES 
;cipher DES-EDE3-CBC  # Triple-DES 
 
comp-lzo 
 
;max-clients 100 
 
user nobody 
group nogroup 
 
persist-key 
persist-tun 
 
status openvpn-status.log 
 
;log         openvpn.log 
;log-append  openvpn.log 
 
verb 3 
 
;mute 20 
 

 

Client configuration file. 
 
client 
 
;dev tap 
dev tun 
 
;dev-node MyTap 
 
;proto tcp 
proto udp 
 
remote PUBLIC IP ADDRESS OR DNS 1194 
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;remote my-server-2 1194 
 
;remote-random 
 
resolv-retry infinite 
 
nobind 
 
user nobody 
group nogroup 
 
persist-key 
persist-tun 
 
;http-proxy-retry # retry on connection failures 
;http-proxy [proxy server] [proxy port #] 
 
;mute-replay-warnings 
 
ca ca.crt 
cert ubuntu.crt 
key ubuntu.key 
 
ns-cert-type server 
 
tls-auth ta.key 1 
 
;cipher x 
cipher BF-CBC 
 
comp-lzo 
 
# Set log file verbosity. 
verb 3 
 
# Silence repeating messages 
;mute 20 
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Abbreviations Table 

DSSS   Direct Sequence Spread Spectrum 
BPSK   Binary Phase Shift Keying QPSK 
QPSK   Quadrature Phase Shift Keying 
EIRP   Equivalent Isotropically Radiated Power 
CCK   Complementary Code Keying 
Mbps   Megabits per second 
PLCP   Physical Layer Convergence Protocol 
PMD   Physical Medium Dependent 
CRC   Cyclic Redundancy Check 
SFD   Start Frame Delimiter 
HEC   Header Error Check 
MAC   Medium Access Protocol 
PCF   Point Coordination Function 
DCF   Distributed Coordination Function 
CSMA/CA  Carrier Sense Multiple Access with Collision Avoidance 
MANET  Mobile ad hoc Network 
UDP   User Datagram Protocol 
TCP   Transmission Control Protocol 
ATP   Agent Transfer Protocol 
EAP   Extensible Authentication Protocol 
PBNA   Port Based Network Access Control 
PAE   Port Access Entity 
AP   Access Point 
STA   Station 
AS   Authentications Servers 
WEP   Wired Equivalent Privacy 
WPA   Wi-Fi Protected Access 
WPA2   Wi-Fi Protected Access 2 
DoS   Denial of Service 
VPN   Virtual Private Networks 
SSL   Secure Sockets Layer 
IPSec   Internet Protocol Security 
SSH   Secure Shell 
ACL    Access Lists 
SHA1   Secure Hash Algorithm 
TKIP   Temporal Key Integrity Protocol 
SSID   Service Set Identifier 
SNMP   Simple Network Management Protocol 
DHCP   Dynamic Host Configuration Protocol 
ISAKMP  Internet Security Association and Key Management Protocol 
IKE   Internet Key Exchange 
CCMP   Cipher Chaining Message Protocol  
IDS   Intrusion Detection System 
ESP   Encapsulating Security Payload  
AH   Authentication Header 
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PKI   Public Key Infrastructure 
OSI   Open Systems Interconnection 
HMAC   Hash-based message authentication code 
TLS   Transport Layer Security 
IANA   Internet Assigned Numbers Authority 
CA   Certificate Authority 
AES   Advanced Encryption Standard   
RSA   Initials of the algorithm inventors names 
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