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Abstract 

Virtual Private Networks (VPNs) are an integral part of protecting company 

communications from unauthorized viewing, replication or manipulation. In order for 

employees to remotely conduct business in an effective and secure manner from a 

branch location or while traveling, Virtual Private Networks can be viewed as an 

absolute necessity. 

 

Starting with a certain set of network communication requirements, our project's 

hypothesis was that the most suitable VPN implementation for Cheap Flats (a fictitious 

company we created) would be an IPSec client VPN. Included in the report are basic 

definitions, implementations and tests for three different types of VPNs that were used 

to confirm this hypothesis: 

1) Site-to-site: Tunnel mode connection between VPN gateways. The process of 

encrypting and transferring data between networks is transparent to end-users. [1] 

2) IPSec client: Network Layer VPN for both network-to-network and remote-access 

deployments. End-users will need to run either Cisco or Open Source VPN software on 

their PCs. 

3) Clientless SSL: “Remote-access VPN technology that provides Presentation Layer 

encryption services for Applications through local redirection on the client.” [2] VPN 

communications are established using a browser rather than specific software installed 

on the end-user’s device. 

 

The test results from the above VPN implementations have been published and 

comparisons were made between the different types of VPNs regarding the time taken 

to apply network device/end-user configurations, expenses incurred in procuring 

additional equipment/software to implement the VPN (if any), impact on end-users, 

scalability and lastly, the overall functionality of the VPN solution as it relates to the 

day-to-day business operations. 

 

Following the testing phase, a discussion of the merits and drawbacks of each of the 

VPN implementations was drafted. After which, a final recommendation was presented 

regarding the VPN solution that best fit the needs of the hypothetical company 

described in the paper. 
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Chapter 1  

1 Introduction  

The costs to a business and its reputation from stolen, manipulated or corrupted data 

can be devastating. Before the advent of the Internet, sensitive business documents 

were safeguarded by either placing them in a secure location (bank vault, locked 

filing cabinet, etc…) or by using some simple type of cryptography such as 

substitution ciphers. These ciphers replaced the characters in the original message 

with other symbols, digits or letters. This meant that the encrypted message could 

only be decoded by someone who possessed knowledge of the make-up of the 

substitution cipher. Unless, of course, an outside party was able to “crack” the coded 

message without having actual knowledge of the substitution cipher. [3] 

 

This process of looking for ways to encrypt data in the most secure manner possible 

while staying one step ahead of those looking to decrypt that same data has 

continued for centuries. However, two major differences have occurred in the field of 

cryptography and secure communications since the advent of computing and the 

Internet: 1) Access to information (even of the most private kind) has never been 

easier to obtain since much of the information is no longer physically secured and  

2) Even some of the most secure methods of encryption can not withstand the 

computational onslaught of machines dedicated to running trillions of calculations per 

second. [4] 

 

In order to prevent unauthorized access to sensitive business materials as they 

traverse the Internet, the concept of Virtual Private Networks (VPNs) was invented. 

Richard Deal, in his book, “The Complete Cisco VPN Configuration Guide”, defines a 

VPN in its simplest form “as a connection, typically protected, between two entities 

that are not necessarily directed connected.” [1] He goes on to state that a good VPN 

solution will typically address all of the below points: 

 Using encryption technologies (DES, 3DES and AES) to prevent 

unauthorized individuals from viewing the contents of your IP packets even if 

a rogue user is able to capture the packets as they traverse the Internet 

 Protecting these packets from manipulation by using a hashing function such 

as MD5 or SHA 

 Preventing a rogue device/user from inserting themselves in the middle of 

your IP “conversation” by implementing authentication methods using pre-

shared keys or digital certificates 

 Defining which traffic needs to be secured and how to best secure this traffic 

using encryption, authentication and integrity checking [1] 
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1.1 Project Background  

This project is based on a fictional real estate company (Cheap Flats) that started 
with one main office and a few sales representatives. A sample (deprecated) 
topology of the company's existing network can be found below the Methodology 
section 1.4. After tremendous growth in their primary market, the company was 
looking to expand its operations and open a remote branch office in a city several 
hundred miles away from their main office. The branch office will be considerably 
smaller than the main office, consisting only a few real estate agents and an office 
manager. 

1.2 Objectives  

The main objective for this project was to assist Cheap Flats with establishing secure 
data communications between their new remote branch office and the main office. 
Since a point-to-point serial connection has been deemed too costly, the company 
wanted to implement a VPN solution using their existing Internet connections 
consisting of a high-speed fiber connection at the main office and an ADSL 
connection at the remote branch. 

Below are some of the prerequisites that were specified by the company president: 

1. Workers at the remote branch shall be able to connect securely to the main 
office LAN using their PCs. 

2. The remote branch office employees need access to the following services on 
the main office LAN: client database stored on web server, email stored on 
local server, legacy Excel program for creating new apartment rental listings 
and lastly the company Intranet containing important rules/regulations 
pertaining to new listings. 

3. The VPN shall be implemented in the most expedient manner possible since 
the new branch is scheduled to be up and running by the end of 2013. 

4. Since this year has been especially profitable up to this point, the purchase of 
new networking equipment up to $10,000 has been sanctioned if necessary. 

1.3 Project Goals  

Our project goals were to configure and test three different types of VPNs in order to 
confirm that the VPN best suited to meet all of the prerequisites laid out by the 
company president under the objectives section above is an IPSec Client VPN. 

In order to do this, we implemented and tested the following types of VPNs: 

1) Site-to-site: Tunnel mode connection between VPN gateways. The process of 
encrypting and transferring data between networks is transparent to end-users. [1] 

2) IPSec client: Network Layer VPN for both network-to-network and remote-access 
deployments. End-users will need to run either Cisco or Open Source VPN software 
on their PCs. 

3) Clientless SSL: “Remote-access VPN technology that provides Presentation Layer 

encryption services for Applications through local redirection on the client.” [2] VPN 
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communications are established using a browser rather than specific software 

installed on the end-user’s device. 

1.4 Methodology 

The methods used to test the success of the project were implemented in either the 

Cisco laboratory at Halmstad University or in GNS3 using a replica of Cheap Flats 

existing Network Topology. First, the sample network was built and tested without 

any encryption whatsoever to ensure successful communications between the main 

office and remote branch. Then the different types of VPNs were implemented and 

the results documented. A deprecated view of the topology created using Cisco's 

Packet Tracer program is provided below.  

 

Figure 1.1 – Packet Tracer Topology: representation of deprecated network topology 



Virtual Private Networks   4 

 



 

 5 

 

Chapter 2  

2 Basics of VPNs  

2.1 Site-to-site VPN  

A Virtual Private Network (VPN) is a communications environment that uses virtual 

connections routed through the Internet by encrypting the traffic. One of the basic 

types of VPN networks is a site-to-site VPN. It refers to implementations in which the 

network of one location is connected to the network of another location via a VPN. 

Frame Relay, ATM, and MPLS VPNs are examples of site-to-site VPNs. [5] 

 

There are two types of site-to site VPNs: 

 Intranet-based -- Allows a company to establish a secure connection with its 
remote locations. 

 Extranet-based -- Allows two companies to work together via a secure 
connection while preventing access to their separate intranets 

 

One of the features of the site-to-site VPN is that hosts do not have VPN client 

software. Instead, they just send and receive normal TCP/IP traffic through a VPN 

gateway. 

 

The VPN gateway is responsible for the encryption and encapsulation of the 

outbound traffic. That means that there is a VPN tunnel through which 

communication can be established between peers over the Internet. Upon receipt, 

the peer VPN gateway strips the headers, decrypts the content, and relays the 

packet toward the target host inside its private network. [6] 

 

Basically the site-to-site VPN extends the company's network making communication 

easier. A good example here could be a company with branches in several remote 

locations. 
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Figure 2.1 – Site-to-site VPN Tunnel: simple graphical depiction of a site-to-site VPN 

tunnel 

 

2.2 Site-to-site GRE Tunnel 

Generic Routing Encapsulation is a tunneling protocol developed by Cisco Systems. 

The main function of this protocol is to encapsulate a variety of network layer 

protocols within a virtual point-to-point link over an IP internetwork. The advantage of 

GRE Tunnel is that it supports transport of multicast and broadcast traffic unlike the 

IPSec which supports only unicast traffic over the tunnel link. Unfortunately GRE 

doesn’t provide encryption, for those IPSec should be conf igured. 

2.3 IPSec Remote Access VPN 

For remote access VPN connectivity with full integration into the LAN it is necessary 

to employ an IPSec VPN connection between a VPN Gateway and a remote client.  

As opposed to SSL, which operates at the application layer and is typically limited to 

web applications or a web portal, IPSec is a connectionless protocol that operates at 

Layer-3. With IPSec VPN it is possible to give the remote user full or custom access 

to the LAN with a user experience as if the remote user were physically connected 

inside the LAN.  Also, it would appear to devices inside the LAN that the remote user 

was physically present. In other words, full network extension can be achieved.  An 

IPSec VPN deployment is particularly necessary when the remote user needs to 

access applications that cannot be managed through a web portal such as an ERP 

or legacy software.   

 

Although it offers more possibilities in the network, IPSec is often compared to 

SSL/TLS as being more complicated with increased administrative overhead.  In 

addition to this drawback, another drawback to the IPSec Remote Access VPN 

approach is that the VPN client software must be installed on the remote user’s 
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machine with administrative privileges which can hinder scalability in large scale 

deployments. [8] 

 

Another challenge with IPSec VPNs can be navigating through firewalls and NAT 

devices that are situated between the client and the gateway. (Matei 2012) 

Thankfully there are tools available that can help resolve these challenges, such as 

NAT Traversal.  

 

Cisco’s implementation of this option is called Easy VPN Server and it is the one we 

chose to implement for this project. [8] 

2.4 IPSec VPN 

IPSec is an IETF standard that acts as a modular framework of open standards that 

define how a VPN connection is implemented.  [9] The three main security solutions 

IPSec offers are data integrity, data authentication, and data confidentiality.   

 

Data integrity is accomplished through the use of HMAC, a standard that uses a 

hash algorithm to create a hash value that is sent along with the packet.  Upon 

receipt, the hash algorithm is run again and compared to the received hash value.  

The hash values must be identical for the packet to be accepted.  The two hash 

algorithms available to use in IPSec are MD5 and SHA-1. [9]  

 

Data authentication is achieved through pre-shared keys, RSA signatures (digital 

signatures), or RSA encrypted nonces.   

 

Data confidentiality is attained by encrypting the data.  Common encryption 

algorithms that are available in IPSec are DES, 3DES, AES, and SEAL 

 

Triggering the VPN Connection 

 

There are two ways that an IPSec VPN connection can be set into motion.  In a site-

to-site connection, “interesting traffic” is identified through the use of an ACL.  Any 

traffic that is permitted by the ACL triggers the IKE process.  In a remote client 

connection, the user initiates the connection manually by clicking on the connection 

profile in the software client. 

 

 

Internet Key Exchange (IKE) 

 

IKE is used by IPSec to negotiate and establish multiple Security Associations (SA).  

The implementation is divided into two phases. 

 

IKE Phase 1 

 

The first SA is created during IKE Phase 1 and is essentially a control channel.  The 

purpose of the first phase is to establish a secure and authenticated channel that will 

allow secure Phase 2 negotiations to take place. [8]  It also authenticates the peers.   

 

It works at 2 modes:  
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 Main mode (three two-way exchanges) 

 Aggressive mode 
 

The main difference between these two is that aggressive mode will pass more 

information in fewer packets, with the benefit of slightly faster connection 

establishment. 

 

During the first step of phase 1 the following parameters are negotiated as policy 

sets: 

 Encryption – (DES, 3DES, AES) 

 Hash – (MD5, SHA-1) 

 Authentication – (Pre-shared keys, RSA signatures, RSA encrypted nonces) 

 Diffie-Hellman group 

 Lifetime 
 

Once the policy set is negotiated, the second step of Phase 1 occurs when the Diffie-

Hellman protocol is run in order to establish the shared keys.  These shared keys will 

be retained and used in subsequent encryption algorithms and hashes. 

 

The last step in IKE Phase 1 is to authenticate the peers using the negotiated hash 

algorithm and the shared keys obtained in the DH exchange.   

 

IKE Phase 2 

 

The purpose of IKE Phase 2 is to negotiate and establish SAs that will protect the IP 

traffic.  The negotiation takes place over the control channel that is created in Phase 

1 and the newly established shared keys from Phase 1 may also be used here.  

Unlike in Phase 1, the SAs in Phase 2 are unidirectional so two must be created, one 

in each direction. [8] The IPsec tunnel terminates when the IPsec SAs are deleted, or 

when their lifetime expires. [10] 

 

IKE Versions 

 

The IKE process as previously explained is unique to IKE version 1.  There is also 

now an IKE version 2 in use.  It is very similar to IKE version 1 but has improved on 

some of the challenges that were inherent in version IKEv1 and the process has 

been streamlined a bit.  Some of the more notable differences in IKEv2 are: 

 

 Negotiation is shorter. 

 It is reduced to only one phase. Child SAs are created inside this phase 
eliminating the need for a second phase. 

 NAT Traversal is built in.  This feature solves some of the challenges with 
NAT/PAT that were mentioned earlier. [8] 
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A high level visual representation of the IPSec process is shown in the following  

figure.  

 

Figure 2.2 - IPSec negotiation process 

 

 

2.5  Secure Sockets Layer (SSL) 

The SSL protocol was originally developed by Netscape as a way to provide secure 

transmission of information between a server and the company’s browser. This was 

done in part to try and strengthen the ability of e-commerce companies to provide 

their online shoppers with a safe and reliable experience. 

 

The SSL protocol is implemented at the Transport Layer and upwards in the seven 
layer Open Systems Interconnection (OSI) network model. In contrast to IPSec, the 
layer 3 (source and destination IP address) information is not encrypted. The entire 
secure communications process between client and server is quite complex but can 
be broken down into a nine-step process. This handshake process is quite similar 
when using TLS. [12] 
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Figure 2.3 - SSL Handshake: graphical depiction of the 9-step client/server 
handshake 

 
 

 

IBM’s WebSphere online portal, which is the source of the graphic handshake 
procedure representation above, also provides a short summary of the SSL 
handshake procedure as follows: 

1) “The SSL or TLS client sends a "client hello" message that lists cryptographic 
information such as the SSL or TLS version and, in the client's order of preference, 
the CipherSuites supported by the client. The message also contains a random byte 
string that is used in subsequent computations. The protocol allows for the "client 
hello" to include the data compression methods supported by the client. 

2) The SSL or TLS server responds with a "server hello" message that contains the 
CipherSuite chosen by the server from the list provided by the client, the session ID, 
and another random byte string. The server also sends its digital certificate. If the 
server requires a digital certificate for client authentication, the server sends a "client 
certificate request" that includes a list of the types of certificates supported and the 
Distinguished Names of acceptable Certification Authorities (CAs).

3) The SSL or TLS client verifies the server's digital certificate. 
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4) The SSL or TLS client sends the random byte string that enables both the client 
and the server to compute the secret key to be used for encrypting subsequent 
message data. The random byte string itself is encrypted with the server's public key. 

5) If the SSL or TLS server sent a "client certificate request", the client sends a 
random byte string encrypted with the client's private key, together with the client's 
digital certificate, or a "no digital certificate alert". This alert is only a warning, but with 
some implementations the handshake fails if client authentication is mandatory. 

6) The SSL or TLS server verifies the client's certificate. 

7) The SSL or TLS client sends the server a "finished" message, which is encrypted 
with the secret key, indicating that the client part of the handshake is complete. 

8) The SSL or TLS server sends the client a "finished" message, which is encrypted 
with the secret key, indicating that the server part of the handshake is complete. 

9) For the duration of the SSL or TLS session, the server and client can now 
exchange messages that are symmetrically encrypted with the shared secret key.” 
[13] 

Unfortunately, even the SSL protocol cannot be considered entirely secure at this 

point, as its encryption mechanisms appear to have been cracked by the National 

Security Agency (NSA) in the US. According to Mike Janke, the C.E.O. of the 

encrypted-communications company Silent Circle, “N.S.A. developed a massive 

push-button scale ability to defeat or circumvent SSL encryption in virtually real time.” 

[14] 

 

2.6 Transport Layer Security (TLS) 

Although Transport Layer Security (TLS) uses a similar handshake procedure as SSL 
in order to authenticate the end-points and come to an agreement on the method of 
encryption prior to session establishment, there are some notable differences 
between the two protocols. Namely:

 

 TLS is an open standard initialized through a Request For Comments 2246 
from the Internet Engineering Task Force (IETF) whereas SSL is a proprietary 
protocol suite introduced by Netscape, a privately held company.  

 TLS is not interoperable with SSL, as the TLS protocol is considered more 
secure. 

 TLS operates with any hash function whereas SSL only operates with MD5 or 
SHA. [15] 
 

According to Marshall Honorof, in an article entitled “SSL vs. TLS: The Future of Data 
Encryption”, the NSA has not yet been able to or rather, has not focused on cracking 
the TLS protocol. [16] 

2.7 Clientless Secure Sockets Layer (SSL) VPN 

By far the easiest form of VPN to implement from an end-user perspective is the 
clientless Secure Sockets Layer (SSL) VPN. After a remote user opens up their web 
browser and is successfully authenticated against a Cisco IOS SSL VPN Gateway 
(or other SSL VPN gateway) they are able to access web services running in their 
home office LAN through their browser. Some remote services that are available via 
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a clientless SSL VPN connection are “web servers, shared file directories, web-
based email systems, applications that run on protected servers and any other 
services that can be channeled through a web page.” [12] 

It is important to note that generally speaking, a clientless SSL VPN cannot be 
considered a permanent replacement for an IPSec client VPN or site-to-site VPN. 
This is due to the fact that clientless SSL VPNs typically don’t support applications 
such as Telnet, SNMP, ping, traceroute, FTP and IP Telephony that can’t be run 
through web browsers. [1] One solution to this problem is to create a SSL Tunnel 
VPN with a web browser. These options will be discussed in a later section. 

2.8 SSL Portal VPN versus SSL Tunnel VPN 

SSL Portal VPNs get their name because a user accesses the remote services 
through a single web page. This page usually then provides links to other services 
within the LAN that can be run through a web page. “Specifically, they work with 
browsers whether or not the browsers allow (or support) active content meaning that 
SSL portal VPNs are accessible to more users than SSL Tunnel VPNs.” [12] 

Although SSL Tunnel VPNs also use a web browser to allow users to remotely 
access a LAN, the SSL Tunnel VPNs require that the “web browser be able to handle 
specific types of active content (e.g. JavaScript, Flash or ActiveX) and that the user 
be able to run them.” [12] This can generate confusion on the part of the end-user 
since they must enable various browser plug-ins and agree to the associated security 
warnings before the application is loaded in their web browser. However, by enabling 
certain types of active content the end-user may have access to a greater array of 
services than with an SSL Portal VPN. Taken as a whole, SSL Tunnel VPNs are 
considered to be slightly more complex and less user-friendly when compared to SSL 
Portal VPNs. [12] 
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Chapter 3  

3 VPN Implementation  

3.1 Cisco Configuration Professional Software  

Due to its ease of use and the ability to quickly implement different types of VPNs 

using a graphical user interface (GUI), Cisco Configuration Professional (CCP) 

software was chosen to configure the VPNs over a command line interface (CLI) only 

approach. If more granularity or a non-standard VPN configuration is required, it is 

still possible to complete any minor changes using the CLI once CCP has delivered 

the commands to the router’s running configuration. 

 

Cisco Configuration Professional is a software program that ”offers smart wizards 

and advanced configuration support for LAN and WAN interfaces, Network Address 

Translation (NAT), stateful and application firewall policy, IPS, IPSec and SSL VPN, 

QoS and Cisco Network Admission Control policy features.” [17]  

3.2 Implementing Site-to-site VPN at Main Site using CCP  

This section will provide a breakdown of the basic steps needed to successfully 

configure a site-to-site VPN using CCP software. In the appendix there is an 

accompanying screenshot for each step in the VPN configuration process. 

 

The first important step is to set up the IKE proposals which are used by each router 

at the end of the VPN tunnel to authenticate its neighboring router at the other end of 

the VPN tunnel. For a site-to-site VPN, most of the VPN connection information 

should be symmetrical on the routers located at both sides of the VPN tunnel.  
 

Figure 3.1 - IKE Proposals: used for negotiation between VPN endpoints 
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Figure 3.2 – Peer Identity: set remote VPN peer IP address and pre-shared key 

 

   
 

Once the VPN peer routers have agreed on and established a secure communication 

with each other, it is time to set up the details related to the actual secure 

communications between the end devices behind the VPNs. These details include 

the encryption method and hashing algorithms to be used among others.  

 

Figure 3.3 – Transform Set: sets VPN parameters for VPN tunnel  

 

Lastly, you will need to define interesting traffic (the traffic that should be encrypted 

by the VPN) by setting up extended access control lists (ACLs). This step is easily 
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completed using the VPN Wizard as you are simply prompted to enter the local and 

remote network IDs and subnet masks. 

 

Figure 3.4 – Interesting Traffic: define the traffic to be encrypted by the VPN tunnel 

 

 

3.3 Detailed CLI site-to-site VPN Command Breakdown 

This section will provide more in-depth information regarding the commands 

generated by CCP in order to set up the site-to-site VPN gateway on the main office 

router and the purpose of each command. The commands are listed in italics along 

with an explanation directly below the command as to their relevance to the Site-to-

site VPN configuration: 

 

Crypto isakmp enable 

 This command globally enables IKE at the router (Enabled by default) 
------------------------------------------------------------------------------------------------------- 

 crypto isakmp policy 1 
 authentication pre-share 
 encr 3des 
 hash sha 
 group 2 
 lifetime 86400 
 exit 

 Defines the parameters within an IKE policy. An ISAKMP policy must be 
configured with the same parameters on both routers in order to establish a 
VPN tunnel connection.
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------------------------------------------------------------------------------------------------------- 

 
crypto isakmp key cisco123 address 10.2.2.2 
 

 Define a pre-shared key with a remote peer. 
------------------------------------------------------------------------------------------------------- 

crypto ipsec transform-set ESP-3DES-SHA2 esp-sha-hmac esp-3des 
mode tunnel 
exit 
 

    Configuration for the IPSec policies and transform sets used during IPSec 
negotiation. 

------------------------------------------------------------------------------------------------------- 

ip access-list extended SDM_1 
permit ip 192.168.1.0 0.0.0.255 172.16.1.0 0.0.0.255 
 exit 
 

 Configuration of symmetrical peer crypto ACL. 
------------------------------------------------------------------------------------------------------- 

crypto map SDM_CMAP_1 1 ipsec-isakmp 
 set transform-set ESP-3DES-SHA2 
 set peer 10.2.2.2 
 match address SDM_1 
 exit 
 

 Configure  IPSec crypto map 
------------------------------------------------------------------------------------------------------- 

 

interface serial0/1/0 

crypto map SDM_CMAP_1 

 

 Applying crypto map to the outgoing interfaces activates the IPSec policy 

3.4 Implementing Remote Access IPSec VPN using CCP 

This section will provide an overview of some of the most important steps and 

information needed to successfully configure a Remote Access IPSec VPN using 

CCP software. In the appendix there is an accompanying screenshot for each step in 

the VPN configuration process. 

 

We used the Easy VPN Server Wizard in CCP to set up this implementation 
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Figure 3.5 – Easy VPN Server: used to set IPSec Client VPN  

 

 
 

The first step of configuration is to determine the interface which will host the 

connection and determine the method of authentication, in our case pre-shared keys.  

Then, IKE Proposals and Transform Sets are determined.  The default settings were 

appropriate for us here.  Next, authorization and authentication settings are 

configured over the course of a few screens.  Users and groups are then created 

with passwords and pre-shared keys, and an IP address pool is configured.   

 

Figure 3.6 – Group Policy: set pre-shared key and internal IP address pool 

assignments 
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The commands are delivered to the router with the click of a button. 

To configure the VPN Client software, one must create a new connection profile that 

includes the group name and pre-shared key.  

 

Figure 3.7 – VPN Client Software: must be installed on each remote client PC 

 

 
When establishing the connection the user will then be prompted for a username and 

password and will gain access after the 802.1X authentication is completed. 

3.5 Detailed CLI Easy VPN Server Command Breakdown 

This section will provide more in-depth information regarding the commands 

generated by CCP in order to set up the Remote Access IPSec VPN gateway on the 

main office router and the purpose of each command. The commands are listed in 

italics along with an explanation directly below the command as to their relevance to 

the Easy VPN Server configuration: 

 

aaa authentication login ciscocp_vpn_xauth_ml_1 local 

aaa authorization network ciscocp_vpn_group_ml_1 local 

 AAA authentication and authorization are used with the local database 

ip local pool SDM_POOL_1 192.168.1.200 192.168.1.230 

 The pool of addresses to be pushed to the VPN client is defined. 

crypto isakmp profile ciscocp-ike-profile-1 

 isakmp authorization list ciscocp_vpn_group_ml_1 

 client authentication list ciscocp_vpn_xauth_ml_1 

 match identity group RemoteVPN 

 client configuration address respond 

 exit 

 An ISAKMP profile is created that defines actions to take when the 
“RemoteVPN” group is matched. 

 

crypto ipsec transform-set ESP-3DES-SHA esp-sha-hmac esp-3des 
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 mode tunnel 

 exit 

crypto ipsec profile CiscoCP_Profile1 

 set security-association idle-time 3600 

 set transform-set ESP-3DES-SHA 

 set isakmp-profile ciscocp-ike-profile-1 

 exit 

 Configuration for the IPSec policies and transform sets used during IPSec 
negotiation. 

 

interface Virtual-Template1 type tunnel 

 exit 

default interface Virtual-Template1 

interface Virtual-Template1 type tunnel 

 no shutdown 

 ip unnumbered Serial0/1/0 

 tunnel protection ipsec profile CiscoCP_Profile1 

 tunnel mode ipsec ipv4 

 exit 

crypto isakmp profile ciscocp-ike-profile-1 

 virtual-template 1 

 exit 

 Creates a virtual template interface that is applied to Serial0/1/0 for the 
remote VPN sessions.  “A virtual template interface is a logical entity—a 
configuration for a serial interface but not tied to a physical interface—that 
can be applied dynamically as needed.” [18] 

 
crypto isakmp policy 1 

 authentication pre-share 

 encr 3des 

 hash sha 

 group 2 

 lifetime 86400 

 exit 

 Defines ISAKMP policy.  Since the policy is pushed to the client, there is no 
need to define multiple policies.  

crypto isakmp client configuration group RemoteVPN 

 key 0 ********** 

 pool SDM_POOL_1 

 netmask 255.255.255.0 

 exit 

 Defines the group policy. 

 IP address / user account command 

username sales1 privilege 1 secret 0 ********** 

 Defines the user that will be authenticated via XAUTH. 
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3.6 Implementing SSL VPN Gateway at Main Office using CCP 

Only the main office router needed to be configured in order to implement the 

clientless SSL VPN. This section will provide a breakdown of  a few of the important 

steps and information needed to successfully configure a SSL VPN using CCP 

software. Please note that for brevity’s sake some of the steps are omitted. In the 

appendix there is an accompanying screenshot for all of the steps in the VPN 

configuration process. 

 

Once you have connected to the main branch router using the CCP GUI and 

selected the SSL VPN Manager, the first important task is to configure the IP 

address through which the VPN will be accessed and the whether the digital 

certificate will be self-signed or issued by a Certificate Authority (CA) in order for the 

remote user to authenticate the main branch router. 

 

Figure 3.8 – SSL VPN Wizard: used to enter information to set up clientless SSL 

VPN 

 

 

After you have designated the basic parameters of the VPN tunnel connection, as 

well creating the AAA authentication list, you need to specify which main office LAN 

resources will be made available to the remote branch users. In this instance it is 

helpful to note that some services will not be available or function correctly if they 

cannot be run through a web browser. 
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Figure 3.9 – URL List: lists intranet resources that can be accessed remotely via the 

VPN 

 

 

The last major step of the configuration is reviewing a summary of the SSL VPN 

configuration and the subsequent commands generated by CCP that will be sent to 

the main office router's running configuration.  

 

Figure 3.10 – Summary of Configuration: lists important details about the SSL VPN 
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3.7 Detailed CLI SSL VPN Command Breakdown 

This section will provide more in-depth information regarding the commands 

generated by CCP in order to set up the SSL VPN gateway on the main office router 

and the purpose of each command. Although the CCP SSL VPN wizard only asked a 

couple of questions, 33 commands were updated to the main office router’s running 

configuration in order to set up the SSL VPN gateway. These commands are listed in 

italics along with an explanation directly below the command as to their relevance to 

the SSL VPN configuration: 

aaa authentication login ciscocp_vpn_xauth_ml_1 local 

 Specifies that AAA authentication should be done with local router database 
username and password 

--------------------------------------------------------------------------------------------------------------- 

 

interface Serial0/0/0 

ip nat outside 

interface Loopback1 

description Do not delete - SDM WebVPN generated interface 

no shutdown 

ip address 192.168.3.1 255.255.255.252

ip nat inside 

ip nat inside source static tcp 192.168.3.1 443 10.1.1.1 4443 extendable 

 According to Cisco documentation, a loopback interface was created because 
Secure Device Manager (prior version of CCP), “may not launch using the IP 
address of WebVPN Gateway. When CCP attempts to connect to a router 
with a WebVPN gateway configured using the Cisco IOS CLI, it might not 
launch from the IP address used by that gateway if the CLI statements 
necessary for CCP access are not included.” [19] 

---------------------------------------------------------------------------------------------------------------- 

webvpn gateway cheapflats1 

ip address 10.1.1.1 port 443 

http-redirect port 80 

ssl trustpoint TP-self-signed-3303613606 

inservice 

 The WebVPN Gateway is used to enable secure access to the main office 
router/LAN from the remote office branch or while traveling. The outside IP 
interface on the main office router is entered along with port 443 for https. If 
the remote user tries to connect through http, they are automatically 
redirected to https port. The self-signed certificate will then be passed to the 
remote user’s web browser at which point they must accept it and have it 
saved as part of the valid security certificates for that browser. The last 
inservice command actives the SSL VPN gateway in a similar fashion to the 

no shutdown command under a physical router interface. [20] 

------------------------------------------------------------------------------------------------------ 
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webvpn context CheapFlats 

title-color #CCCC66 

secondary-color white 

text-color black 

ssl authenticate verify all 

 “The WebVPN context is where the SSL VPN is terminated, and the user's 
VPN session is established. “ [20] The above commands set the color and 
layout of the VPN portal page and states that all users attempting to connect 
to the VPN portal should be authenticated. 

---------------------------------------------------------------------------------------------------------------- 

 

url-list "CheapFlats" 

heading "Cheap Flats Intranet" 

url-text "CheapFlats" url-value "http://intranet.cheapflats.com" 

url-text "Web Mail" url-value "http://intranet.cheapflats.com/webmail/exchange" 

 This command section lists the URLs that will be available on the VPN portal 
page once a user has been authenticated. In this case, two example links to a 
Outlook webmail page and the company’s intranet page were added. 

---------------------------------------------------------------------------------------------------------------- 

 policy group policy_1 

url-list "CheapFlats" 

mask-urls 

 If you want to set up different policies for different users you can use the 
above commands. In this case all the remote users will have the same policy 
since this will all have access to the same resources on the VPN portal page. 
The mask-urls command simply hides the URLs from above on the VPN 
portal page and replaces them with the text links “Web Mail” and 
“CheapFlats”. 

---------------------------------------------------------------------------------------------------------------- 

 

default-group-policy policy_1 

aaa authentication list ciscocp_vpn_xauth_ml_1 

gateway cheapflats1 

inservice 

 Applies policy_1 as the default group policy, referencing the only WebVPN 

gateway and AAA authentication lists that were created with the prior 
commands. 
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Chapter 4  
 

4 Testing VPN Functionality  

The results of the VPN implementation and testing are interpreted and discussed 

below. Depending on the relevance the results may be compared to related studies. 

Development of the research in the study of this paper is mentioned. 

 

Since the main focus of this project was not to attempt to break or test the security of 
various VPNs but rather to implement and compare VPNs, no advanced penetration 
testing was completed after the VPNs had been implemented. However, different 
show commands were used on the main office router, a GUI connection test was 
performed and remote logins from the branch office were successfully completed to 
provide evidence of the successful establishment of a VPN connection from the 
remote PC users’ to the main office branch LAN. 

4.1 Testing Site-to-site VPN Functionality 

Verification and testing of the site-to-site VPN was achieved by the feedback from the 
CCP software, which showed that the VPN tunnel was “up”. 

Figure 4.1 – Site-to-Site GUI: confirms VPN tunnel is functioning correctly 

 

The second verification step was made by the show commands such as show crypto 
ipsec sa and show crypto isakmp sa on the router after generating interesting traffic 
using pings from a remote network PC. 
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Figure 4.2 – Site-to-Site Show Commands: shows that packets have been encrypted 

 

 

The figure on the next page illustrates the successful completion of the pings used to 
generate the “interesting traffic” for the show commands above. 
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Figure 4.3 – Site-to-Site Ping: Confirms ping across VPN works once tunnel 
configuration is completed 

 

4.2 Testing IPSec Remote Access VPN Functionality 

Verification and testing of the IPSec Remote Access VPN connection was achieved 

initially by feedback from the VPN Client software. 

 

 

 

 

 

 

 

 

 

 

 

 



Virtual Private Networks   28 

  

Figure 4.4 IPSec Client Connection: confirms connection for remote PC to HQ 

 

 
The next verification step was to use show crypto isakmp sa and show crypto 

ipsec sa commands on the router.   

 

Figure 4.5 – IPSec Remote Client Show Commands: shows VPN tunnel is active and 

that the packets have been encrypted 
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Finally, we verified access to internal resources that were unavailable before the 

VPN connection was initiated.   

 

Figure 4.6 - IPSec Ping: shows completed ping once VPN tunnel is up 

 

 
 

4.3 Testing SSL VPN Functionality 

 

SSL functionality was tested and confirmed using the Chrome web browser from a 
client PC in the remote office branch. A connection was established to IP address 
10.1.1.1, which was the main office router ’s external IP address (meant to simulate a 
public IP address connection to an ISP).  

Figure 4.7 – WebVPN Service: accessing the SSL VPN through a Chrome browser 

 

Since the router's security certificate was self-signed and not imported into the root 
certificates folder of the remote user's browser, the https connection in the browser 
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window is listed as unsecured even though the main office router is showing the 
webvpn gateway as being up and the VPN session as active. In this case, the show 
webvpn gateway, show webvpn context and show webvpn statistics commands were 
used. The certificate issue can be resolved by importing the self-signed certificate 
from the main office router to each PC that will be assessing the VPN. 

 

Figure 4.8 – SSL VPN Show Commands: verifies that SSL VPN gateway is up and 
that there is an active user session  

 

 

The screenshot on the next page shows the WebVPN portal page following remote 
user login. URLs are provided to access both the Cheap Flats Intranet page and the 
agent's Webmail. Unfortunately, access to the proprietary Excel-based property 
management software could not be successfully granted as there are known issues 
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with the ability of users to write to Excel files using Sharepoint when connected 
through a clientless SSL VPN setup.  

Figure 4.9 – SSL VPN Homepage: webpage which links to internal LAN resources 
that the remote PC users is presented with after successfully logging in through SSL 
VPN portal 
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Chapter 5 

5 VPN Comparison 

All three implementations we tried functioned as they were supposed to.  However, 
only one implementation is feasible for Cheap Flats’ remote office after taking into 
account all the requirements put forth by the company president: Remote access 
IPSec VPN.  We will now explain our line of reasoning that led us to this conclusion.  
Before we start, however, let us review what the requirements are. 

1. Workers at the remote branch shall be able to connect securely to the main 
office LAN using their PCs. 

2. The remote branch office employees need access to the following services on 
the main office LAN: client database stored on web server, email stored on 
local server, legacy Excel-based program for creating new apartment rental 
listings and lastly the company Intranet containing important rules/regulations 
pertaining to new listings. 

3. The VPN shall be implemented in the most expedient manner possible since 
the new branch is scheduled to be up and running by the end of 2013. 

4. Since this year has been especially profitable up to this point, the purchase of 
new networking equipment up to $10,000 has been sanctioned if necessary. 

5. Whichever VPN solution is chosen must allow for secure communications not 
only from employees located at the remote branch but also when these 
employees are traveling as they often do during the course of a business day. 

Although many programs are now available (and even purposefully built) to be run 
through a web interface, companies running legacy software may find that these 
programs cannot be successfully adapted to a web browser and thus will not function 
correctly when accessed through a clientless SSL VPN setup.  

Another issue that needed to be addressed with the clientless SSL VPN 
implementation, besides dealing with the remote accessibility of Cheap Flat's custom 
legacy software, was that of security certificate management. This would involve 
either the physical transfer and installation of the self-signed certificate from the main 
office router to each of the remote PC's root Certificate Authority (CA) files or 
payment to a trusted CA for the generation and management of Cheap Flat's security 
certificate.  

Should Cheap Flats decide to change or upgrade their proprietary legacy software to 
a web-based application at some point in the future, the clientless SSL VPN may 
then become a viable alternative to the IPSec Remote Access VPN. At this time, 
however, we thought it more prudent to disqualify the clientless SSL VPN since we 
could not guarantee that it would meet all the requirements listed above.  

That leaves us with IPSec site-to-site VPN and IPSec Remote Access VPN.  The 
most important difference between these two implementations is the question of 
mobility.  The site-to-site option is stationary while the Remote Access option allows 
for connectivity from anywhere with an internet connection.  We felt that it was not 
necessary to test the mobility factor since we were operating in a lab environment 
without a public address.  We had no reason to suspect that an off-site client would 
not be able to connect through the Internet.  In addition, the very nature of the site-to-
site option between stationary routers makes mobility an impossibility. Since the 
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employees need to be able to connect while they are traveling we must choose 
IPSec Remote Access VPN as our solution. 

The biggest drawback to the IPSec Remote Access VPN option is that the initial 
software installation requires administrative access and it must be installed manually 
on each machine, thus creating scalability issues.  However, Cheap Flats, while 
growing, has a long way to go before this will become a real issue.  The remote office 
is not open yet so the IT team will include the software installation as part of the 
process of outfitting the new office. 

The following table highlights the main differences between our three 
implementations and illustrates their feasibility in relation to the prerequisites 
assigned by the company president. 

Table 5.1 – VPN Comparison: brief comparison of how each of three types of VPNs 
stacked up against one another 

 IPSec Site to Site IPSec Server/Client SSL Clientless 

Data authentication X X X 

Data integrity X X X 

Data confidentiality X X X 

Access to all LAN services X X  

Expedient Implementation X X X- 

Implementation cost < $10,000 X X X 

Mobility  X X 

 



 

 35 

Chapter 6 

6 Conclusion 

Virtual Private Networks are an integral part of remote business communications 
across the Internet due to the inherent risks that exist when sending private 
information over a public network. With the seemingly continual increase in online 
identify theft and the hijacking of sensitive customer data by anonymous hackers, 
VPNs can be an effective means of securing your business’s data and thereby 
safeguarding your reputation. 

Not only do VPNs prevent the unethical use of private business correspondence by 
unauthorized parties but VPNs also play an important role in reducing the 
environmental impact of business travel. VPNs can reduce a company's carbon 
footprint by allowing workers to securely access company resources from home thus 
saving a trip to the office or by using new services such as secure video conferencing 
allowing remote agents to attend meetings held at the main branch without traveling 
hundreds of miles to be there in person. 

When choosing a particular VPN type for your business it is important to not only 
consider the security requirements of the VPN but also how easy it will be to 
implement and maintain. This is why we initially considered implementing an IPSec 
site-to-site VPN in conjunction with a Remote Access VPN but we decided that the 
Remote Access VPN option will work just fine in an office with less than ten 
associates. 

We also considered investing in a Cisco ASA 5505 to manage the VPN connection 
and firewall at the main office. In the end, however, we decided that the Cisco 2900 
Series router will perform more than adequately with such a small number of VPN 
connections. If the company experiences a lot of further growth in the future, the 
added investment may be well worth considering. As it stands now, we were able to 
come in under budget with the IPSec Client VPN implementation which will 
undoubtedly please the executives. 
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Appendix  

Appendix A. Site-to-site VPN Configuration 

 

Figure A.1 – Site-to-site Step 1: create a site-to-site VPN using CCP 

 

 
 

Figure A.2 – Site-to-site Step 2: use the step by step wizard 
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Figure A.3 - Site-to-site Step 3: enter VPN connection information 

 

 
 

Figure A.4 - Site-to-site Step 4: set IKE proposals  
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Figure A.5 - Site-to-site Step 5: configure transform set 

 

 
 

Figure A.6 - Site-to-site Step 6: define interesting traffic 
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Figure A.7 - Site-to-site Step 7: summary of configuration 

 

 
 

Figure A.8 - Site-to-site Step 8: troubleshooting VPN configuration 
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Figure A.9 - Site-to-site Step 9: VPN tunnel is successfully enabled 

 

 
 

Appendix B. Easy VPN Server Configuration 

Figure B.1 - Easy VPN Server Step 1: launch Easy VPN Server Wizard 
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Figure B.2 - Easy VPN Server Step 2: description of wizard used for configuration 

 

 
 

Figure B.3 - Easy VPN Server Step 3: define local interface and authentication  
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Figure B.4 - Easy VPN Server Step 4: set IKE proposals  

 

 
 

Figure B.5 - Easy VPN Server Step 5: configure transform set 
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Figure B.6 - Easy VPN Server Step 6: select server for group policy lookup 

 

 
 

Figure B.7 - Easy VPN Server Step 7: enable user authentication 
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Figure B.8 - Easy VPN Server Step 8: add new user account 

 

 
 

Figure B.9 - Easy VPN Server Step 9: add group authorization and user group 

policies 
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Figure B.10 - Easy VPN Server Step 10: add group policy 

 

 
 

Figure B.11 - Easy VPN Server Step 11: optional cTCP  
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Figure B.12 - Easy VPN Server Step 12: summary of configuration 

 

 
 

Figure B.13 – VPN Client Step 13: create VPN client new connection 
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Figure B.14 – VPN Client Step 14: enter remote VPN connection information 

 

 
Figure B.15 – VPN Client Step 15: enter username and password for VPN access 
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Appendix C. Clientless SSL VPN Configuration 

Figure C.1 - SSL VPN Step 1: create a new SSL VPN 

 

 
Figure C.2 - SSL VPN Step 2: summary of services provided by SSL VPN Wizard 
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Figure C.3 - SSL VPN Step 3: configure local or external user authentication  

 

Figure C.4 - SSL VPN Step 4: enter SSL VPN portal IP address and name, specify 

type of digital certificate 
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Figure C.5 - SSL VPN Step 5: enter internal URLs to be accessed through VPN  

 

 

 

Figure C.6 - SSL VPN Step 6: confirm URLs were entered correctly 
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Figure C.7 - SSL VPN Step 7: option to enable Full Tunnel mode 

 

 

 

Figure C.8 - SSL VPN Step 8: customer VPN Portal page 
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 Figure C.9 - SSL VPN Step 9: summary of configuration 

 

 

 

 

Figure C.10 - SSL VPN Step 10: deliver configuration to router 
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Figure C.11 - SSL VPN Step 11: confirm VPN is functioning properly 
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