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Abstract 

In this thesis work, we analyze the performance of a low - cost router which uses 
a Linux open source distribution optimized for routing, called Bifrost. The 
development of Bifrost started about ten years ago in the Swedish University of 
Agricultural Sciences (SLU). The open source community is huge and within the 
community exists many useful open source tools that can be integrated and used 
in open source community. Instead of using only commercial and proprietary 
equipment, which is a safe but unfortunately expensive solution, it can be a 
matter of great advantage to use open source technology to a large extent. 

For the thesis project, we install and configure the Bifrost open source software 
based router, on a standard desktop computer with three LAN cards and we 
tested its functionality and evaluated its performance. The Bifrost based router 
basic features analyzed are two routing protocols (BGP and OSPF) and Inter-
VLAN routing. The performance of the Bifrost open source software based router 
is evaluated in terms of its packet forwarding throughput. The results obtained 
from the experiment setup for the performance analysis are discussed and 
compared with a commercial proprietary solution (in our case, a Cisco router of 
similar calibre). This is important, since the open source distributions also must 
offer a performance that is comparable or good enough compared with the 
proprietary solutions. 
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1 Introduction  

Currently, the most commonly used network and routing equipment in major 
networks are purchased from famous and big vendors. The hardware is highly 
sophisticated and serves the target purposes well. However, the cost of such 
equipment is high and most of the advanced features rarely used. Cisco™ [1] and 
Juniper™ [2] are among the companies which offer network and routing 
equipment. 

Bifrost [3] is an open source Linux distribution designed for infrastructure 
network routing and firewalling et cetera. The Bifrost development project 
started about ten years ago in the Swedish University of Agricultural Sciences 
(SLU). It is highly specialized and tunable, for a selection of chipsets, interface 
cards and other hardware. The distribution is also used in various R & D projects. 
Bifrost is licensed by GUN General Public License. It supports basic 
functionalities such as routing, firewalling, traffic logging, login services, testing 
and monitoring and can be easily extended for new applications [4]. 

Analysis of the functionalities and performance of the Bifrost based router such 
as supported routing protocols and the achievable throughput, are important 
aspects to be considered before deployment of the system into the real working 
environment. Generally, routing refers to the process of selecting paths in a 
network to send network carried data packets towards their destinations. In this 
process, routing protocols are used, which are rules that specify how routers 
communicate with each other. The supported routing protocols by the Bifrost 
based router are: BGP, RIP and OSPF. The throughput refers to the average rate 
of successful message delivery over a communication channel [5].  

The functionalities and performance of the Bifrost based router need to meet the 
intended requirements which include; services, performance and reliability 
demands. 
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1.1 Motivation 

We are living in the era of information technology, which affects life and daily 
activities for people. In most of the developing countries, especially in Africa, 
where severe financial and resource limitation exists, it is very difficult to deal 
with the current price levels of Information technology products. 

Use of the Bifrost software based router implementation and deployment can be 
a good solution for developing countries where building infrastructure requires 
a huge amount of money. This is more relevant in most African countries, where 
national network resources are not satisfactory, also in rural and remote areas 
where commercial operators lost interest in extending their services (Internet 
access) and whenever these services are available, most of the time they are 
provided by private companies who charge high prices. For instance, instead of 
just using commercial equipment, it can be the matter of great advantage to use 
the open source technologies, which, to a large extent are cheap and offer 
relevant services. In order to avoid the huge investment of network 
infrastructure previously suggested in related work revealed, together with the 
deployment of Bifrost router, the existing network infrastructure, which is a fiber 
cable running on top of power lines, can be used. (The fiber installed in the 
ground wire is known as optical power ground wire (OPGW) and is primarily for 
supervision, control and data acquisition (SCADA) along power grid).[6] In most 
of the developing countries, this unutilized infrastructure is available for 
research purposes and ICT solutions that enhance sustainable social and 
economic development. 

1.2 Problem Addressed 

Routing and switching devices are very important components for the network 
infrastructure implementation. Even though prices of these devices become 
cheaper due to constantly new innovations and improvements in the field of 
information technology, but still in small institutions with less financial support 
such as rural health centers, rural primary schools and other relevant non-
governmental institutions offering social and private services in the rural areas 
cannot afford these prices. Hence, instead of purchasing these devices from 
vendors such as CISCO or JUNIPER which can be expensive solutions to these 
institutions, an alternative approach is to use available open source software. 
However, according to the technical perspective, no solutions are perfect, the 
performance, reliability and compatibility are critical issues.  

Therefore, it is important to test the functionalities and performance of the open 
source routers before their deployment into the real work environments. 
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1.3 Goal 

The main goal of this project is to evaluate the performance of the Bifrost based 
router, running on a low cost hardware platform to be deployed in a rural area 
network infrastructure offering a small selected set of services with reasonable 
cost of hardware platform and, using open source software. Fortunately, only few 
features are necessary to check whether the feasibility of meeting local 
requirements. 

Tasks performed to set the thesis platform to achieve the main goal are: 

 Installing Bifrost on a USB memory stick to be run on a standard desktop 
computer with at least three network interface cards, which is the main 
component of the Bifrost based router.         

 Configuring and confirming the functionalities on the prepared Bifrost 
based router by checking the operation of BGP, OSPF and VLAN, which are 
the features of the interest in this project.  

 Analyzing its performance by measuring the maximum throughput and 
testing of its traffic handling capability at high load and over load. 

1.4 Limitation 

The Bifrost software, by default, supports many features such as Routing, 
Firewalling, Login Services, Traffic logging, Gateways, Virtualization and 
Namespaces IPv4 && IPv6, QoS, CLI et cetera, there are other features which are 
not covered in this thesis, as we are interested only in the packet forwarding 
throughput (bandwidth) and handling capability, which reveals the performance 
aspect. This is done by measuring the throughput of the two 100mbps LAN Cards 
by using jperf, also we use trafgen to investigate jitter, delay and drops by over 
flooding the prepared Bifrost based router. In addition, we verify the routing 
interoperability as part of the Bifrost router’s functionality. The routing 
protocols considered in our verification process are BGP for the Inter-
autonomous system routing and for the inter-domain routing protocol; we 
interested in OSPF instead of RIP which can also be used to fulfill the same 
function, due to the scalability and network convergence reasons. In order to 
evaluate fully the performance of Bifrost, it is necessary to test all supported 
features and capabilities. This thesis implementation has covered only some of 
the features offered by the Bifrost router and an evaluation of its performance, 
with the aim to meet the local requirements (a small network in a rural area) 
including services, performance and reliability. 
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1.5 Methodology 

Firstly, the Bifrost software router is discussed. The available open source 
utilities and software used in implementation of the Bifrost router are explored 
in steps. Secondly, a network topology which resembles a main office (referral 
hospital or ministry) link to a rural area office (clinic or school) via an existing 
network infrastructure is designed and setup in a lab environment. 

The implementation needed for the function and performance analysis consists 
of seven system parts. It consists of a Laptop as main office network node, a Cisco 
router as the main office gateway, while at the remote site; there is one server 
and two desktop computers as part of the local area network (LAN) is created 
using a switch and a Bifrost router which serves as a gateway for the rural area 
office. 

The Bifrost software router is installed and configured on a standard desktop 
computer with three LAN cards. Its operative system is stored on a USB stick, 
available to the hardware resources of the desktop computer. For testing 
functionality and evaluating the performance of the implemented Bifrost router, 
different tests were carried out based on the following; routing, as a part of 
testing the supported features of the router and achievable bandwidth and 
packet throughput for measuring the performance. 

Routing functionality is verified by checking the operation of the implemented 
BGP routing protocols between Cisco router at the main office and the Bifrost 
based router at the remote office. In the same set up inter VLANS routing 
operation is tested. OSPF routing was tested by using a separate setup whereby 
the two routers are connected, each; with one computer in one area as a 
backbone. Then, the actual bandwidth supported by the Bifrost router was tested 
by over-flooding its LAN cards with traffic, with both TCP and UDP protocols, 
from the two hosts (desktop computers) installed with packet generators (jperf) 
[7] which operate in a client-server mode. Also, with the advanced configuration 
of the Cisco Traffic Generator, we evaluate the performance of the Bifrost router 
by using the NQR to gather traffic statistics. NQR refers to a Pagent tool that 
allows sending and then capturing packets. It combines TGN (for generating the 
bulk background traffic) and PKTS (a packet capturing tool). The configuration of 
NQR is similar to that of TGN except that one interface is selected for generating 
the packets and another for capturing them. 

Regardless of the network infrastructure, the maximum throughput of the Bifrost 
router depends on the LAN cards bandwidth, which in our case is a bottleneck. 
The results obtained from the tested aspects are discussed in a comparison point 
of view with proprietary solutions. 
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1.6 Thesis Organization 

The remaining parts of this thesis are organized as follows: Chapter 2 gives a 
background whereby, common practices, terminologies are described together 
with the testing tools. 

Chapter 3 discusses the Bifrost router’s capabilities, additional supported 
features and hardware specifications. 

In chapter 4, the implementation of the Bifrost software router is done step by 
step from scratch. The experiment for the evaluation of the implemented Bifrost 
router's functionality and performance is set and carried out in Chapter 5. 

Finally, the conclusion in chapter 6 summarizes our thesis's main points with the 
suggestions to the future work. 
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2 Background 

2.1 Common practices 

There are various aspects to be considered that can be used as the guideline for 
selecting the appropriate components in designing process of the open source 
software routers. Some of these aspects are:  

Flexibility: This refers to the using of minimum network element for building 
networks with the modules which are flexible and that can offer some options. 
For instance, using modules which can support Ethernet, optical fiber and Wi-Fi 
links. Also the open source software router should be based on standard 
components that are available in the market, not from custom-made ones. 

High performance: It’s important that the achievable routing performance to be 
an optimum one as backbone routers carry aggregated traffic. Thus the higher 
the throughput (of atleast 1Gbps) at the backbone links is of essence. 

Low Power Consumption: The low-power consumption aspect refers to the use 
of alternative power supply. 

Robustness: Refers to the capability of the open source software router to 
withstand heavy network traffic conditions. This can be achieved by using 
reliable hardware and software (operating system and drivers). 

Low Cost: This can be one of the aspects to be considered especially when it 
comes to deal with financial issues, whereby the designed router must be 
significantly less costly compared to commercial products of similar 
performance. This is an important aspect to be considered if the router to be 
deployed in developing countries. 

Open Source Software: This aspect is important to be considered as it refers to 
the free availability of Open-source routing software. It is an advantageous point 
of view when compared to commercial solutions. 
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2.2 Terminologies 

 Throughput: “The maximum rate at which none of the offered frames are 
dropped by the device.” It is calculate as the fraction between the amount 
of data transferred during a certain time.[23][29] 

 Bandwidth: A very common term in networking is basically defined as the 
average number of successfully travelling data bits through the medium 
per unit time (e.g., bits/second). In different materials, it may refer to 
different meanings such as net bit rate, channel capacity, or the maximum 
throughput of a logical or physical communication path in a digital 
communication system. A bandwidth bottleneck can affect the guaranteed 
throughput for an entire end to end path, and must be considered 
carefully. 

 A bottleneck: is a phenomenon where the performance or capacity of an 
entire system is limited by a single or limited number of components or 
resources. The term bottleneck is taken from the 'assets are water' 
metaphor. As water is poured out of a bottle, the rate of outflow is limited 
by the width of the conduit of exit. 

 Latency: “The time interval starting when the last bit of the input frame 
reaches the input port and ending when the first bit of the output frame is 
seen on the output port”. When a network is considered, is the total time 
for travelling from source to a destination. It includes the network delay 
and the processing delay in the interconnection network equipments. 
[23][30] 

 Jitter: Average Jitter is known as the time variation measured between the 
arrival of the packets due to the congestion of the network, the drift in 
timing, or changing of the route [24][25]. 

 Routing protocol: The routing protocol determines the path of a packet 
from the source to the destination. To forward a packet, the network 
protocol needs to know the next node in the path as well as the outgoing 
interface on which to send the packet[25][26] 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



 

8 

 

2.3 Testing tools 

There are varieties of mechanisms that can be used to analyze the performance 
of the networked devices. All of them have the same thing in common, which is 
the capability to create traffic and direct it towards the devices under the test. 

RFC 2544 [23] establishes a generic framework of measuring performance of 
networked devices in various aspects and has become the widely accepted 
standard practice. It also defines some metrics that can be measured by applying 
this framework and proposes a series of requirements to consider the tests valid. 
The testing topology can vary greatly so as to accommodate for complex testing 
scenarios, but the basic premise of the framework is to produce traffic and drive 
it through the device under test. Measurements are collected on either the device 
under test itself or an endpoint on the network that will receive the produced 
traffic and calculate metrics through the attributes of traffic at the start points 
and endpoints of the topology [27]. 
The ideal way to implement this series of tests is to use a tester with both 
transmitting and receiving ports.  Connections are made from the sending ports 
of the tester to the receiving ports of the DUT and from the sending ports of the 
DUT back to the tester [23]. (See Test scenario 2 in Figure 2.1)  Since the tester 
both sends the test traffic and receives it back, after the traffic has been 
forwarded but the DUT, the tester can easily determine if all of the transmitted 
packets were received and verify that the correct packets were received.  The 
same functionality can be obtained with separate transmitting and receiving 
devices (see Test scenario 1 in Figure 2.1) [23]. 
In this particular scenario, the Bifrost Router’s packet handling and forwarding 
capability is evaluated by measuring its throughput, jitter, delay and drops. Thus, 
analyzing its  performance. 
 

 

Device Under 

Test Receiver
Sender

 Tester

Device Under 

Test

Test setup Scenario 1

Test setup scenario 2

 

Figure 2. 1: Testing Setup under consideration 
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2.3.1 Iperf 

Jperf [7] was developed by NLANR/DAST to measure network bandwidth by 
creating TCP/UDP streams [20]. As much as Netperf [21] which is another packet 
generator, Iperf works on the client-server basis. 

The Iperf requires a client and a server on the endpoints of the network path that 
is to be measured. By default, Iperf [7] measures only the bandwidth from the 
client to the server.  Iperf [7] gives reports on bandwidth, delay jitter and packet 
loss.  Iperf is an open-source which is freely distributed under its own license 
[22]. By using Iperf, the bandwidth and the quality of a network link can be 
measured. 

Using Iperf, the quality of a link can be tested by following aspects: 

 Latency (response time or RTT): This is measured by using the Ping 
command. 

 Jitter (latency variation): Is measured with a help of an Iperf UDP test. 
 Datagram loss: Also is measured with an Iperf UDP test. 

The bandwidth is measured through TCP tests. TCP (Transmission Control 
Protocol) differs from UDP (User Datagram Protocol) in a sense that TCP use 
acknowledgement to check that the packets are correctly sent to the receiver 
whereas with UDP the packets are sent without any acknowledgement but with 
the advantage that UDP is quicker than TCP [20]. 

During measurement process, the following can limit the TCP throughput 

 Congestion 
 Loss 
 Out of order delivery 
 Buffer Starvation 

For full TCP performance, the TCP window needs to be large enough to 
accommodate the Bandwidth Delay [20]. Iperf [7] uses the different capacities of 
TCP and UDP to give statistics about network links. Finally, jperf [7] can be easily 
installed on both UNIX/Linux and Microsoft Windows system. 
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2.3.2 Cisco Traffic Generator 

The Cisco traffic generator is based on cisco pagent image. Pagent is a set of 
traffic generation and testing tools that runs on top of a Cisco IOS image. The 
traffic generation is used to create streams of traffic that flow through the device 
under test unidirectional. 

By using the advanced configuration with Cisco Traffic Generator, the NQR can 
be used to gather traffic statistics. NQR refers to a Pagent tool that allows 
sending and then capturing packets. It combines TGN (for generating the bulk 
background traffic) and PKTS (a packet capturing tool). The configuration of NQR 
is similar to that of TGN except that one interface is selected for generating the 
packets and another for capturing them.  

NQR can be run at the same time as TGN. They work together for the purpose of 
testing QoS. Normally basic evaluation setup for the TGN is shut off, so that its 
traffic will not interfere with the NQR traffic. 

2.3.3 Ping 

Ping was designed for diagnosing problems with network connectivity using the 
ICMP protocol [31]. The metrics provided by Ping are round-trip time (RTT) of 
each ICMP packet and whether or not the packet has been received or has been 
lost. Under conditions, Ping can be used to calculate the packet drop rate. 
However, while Ping is universally available on all systems, it requires an 
endpoint to reply to each ICMP message back to the device that sent it, thus 
inserting the effects of a second packet transmission into the measurements [27]. 
Ping was originally developed by M.J.Muuss [28]. 

2.3.4 Vmstat 

Vmstat stands for virtual memory statistics, it refers to a computer system 
monitoring tool that is used to collect and display summary information of 
operating system memory, interrupts, processes, paging and block I/O. In its 
operation users can select/choose a sampling interval of time that allow to 
observe the system activity in near-real time.  

http://en.wikipedia.org/wiki/System_monitor
http://en.wikipedia.org/wiki/System_monitor
http://en.wikipedia.org/wiki/Operating_system
http://en.wikipedia.org/wiki/Input/output
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2.4 Network Infrastructure 

A network infrastructure refers to an interconnected group of computer systems 
which are normally linked by different types of telecommunication architectures. 
Generally, it consists of various parts and their configurations — from individual 
networked computers to routers, switches, wireless access points, network 
protocols, cables and network access methodologies.  

The Infrastructure can be either open or closed, such as the open architecture of 
the Internet or the closed architecture of a private intranet. They can operate 
over wireless network or wired connections, or a combination of both. 

An approach of opting the unutilized infrastructures is adopted in most 
developing countries as per previous related works due to these countries ICT 
policy and the Millennium Development Goals [11]. The unutilized 
infrastructure, which is the optical power ground wire (OPGW) primarily, used 
for supervision, control and data acquisition (SCADA) [6], is available for 
research purposes and ICT solutions that enhance sustainable social and 
economic development. 

This fiber covers a long distance, passing through several villages and is 
terminated at different locations at monitoring stations. These stations are the 
points where the Bifrost get access to the unutilized infrastructure. Then, access 
to the Bifrost can be extended to nearby areas by the creation of Local Area 
Networks. The network infrastructure can be made flexible by deploying 
wireless antennas with the capability of signal transmission; and adequate 
reception and coverage of the required distance. The figure 2.1: illustrates 
network infrastructure topology. 

In appendix attached, is the step by step clarifications/explanations of 
elementary tasks/job must be done to be connected to the available unutilized 
infrastructure, which is the optical power ground wire (OPGW) primarily, used 
for supervision, control and data acquisition (SCADA) [6].  
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Figure 2. 2: Network Topology under consideration 
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3 Bifrost Router 

3.1 Capabilities of the Bifrost router 

The Bifrost router offers TCP/IP routing oriented services, which support 
routing protocols like RIPv1, RIPv2,RIPng, OSPFv2, OSPFv3, BGP-4, and BGP-4+. 
The routing manager in Bifrost is called Zebra. It supports some special BGP 
behaviour such as Route Server and Route Reflector. Apart from the IPv4, Zebra 
also supports the IPv6 routing protocols. Extra modules supported by Bifrost: 
Bifrost nomad, emacs, logging, snooping, Apache+SSL, SNMP client, WLAN tools. 
Bifrost/Linux has/offers the following highlights: 

3.1.1 Network performance  

By using Bifrost, the maximum network performance and throughput that our 
hardware can support can be achieved [15] [16]. 

3.1.2 Stability  

Bifrost as a linux distribution offers stability by maintaining the performance level of 

the system. 

3.1.3 Straightforwardness 

Bifrost offers a structured file system that facilitates configuration. One script is 
used to set up the machine in a simple way when the router boots for the first 
time. For further and advanced configuration other scripts can be used. Also 
additional packages such as Quagga [12] for routing, Netperf [21], iperf [7] and 
Pktgen [17] for measuring networking performances can be used. 

3.1.4 Reliance reduction 

Since Bifrost can run on any standard PC-platform, the user can choose the 
hardware depending on its commercial availability when building a router. 
However, Bifrost developers, suggest a list of network adapters [10] for which 
there are optimized drivers with very good performance and stability [15]. 
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Below are the RFCs that currently are supported by Bifrost [8]: 

Table 3. 1 RFCs supported by the Bifrost 

3.2 Bifrost additional supported features 

3.2.1 Security Features 

A firewall refers to a system which is used to secure a network, by shielding it 
from being accessible to unauthorized users. Firewalls enforce access control 
between networks, which can be of different types and levels of trust; and can be 
implemented in software as well as hardware. 

Firewall configuration is configured by applying different security policies as 
well as restrictions on the network and Internet users. The IPtables [9] 
application is the security tool used in the Bifrost routers, they are part of a built 
in function of any standard Linux kernel. 

The Bifrost router can be used as an alternative tool to commercial firewalls, if 
properly configured and installed. 

 

RFC1058 Routing Information Protocol 

RFC2082 RIP-2 MD5 Authentication 

RFC2080 RIPng for IPv6 

RFC2328 OSPF Version 2 

RFC2370 The OSPF Opaque LSA Option 

RFC3101 The OSPF Not-So-Stubby Area (NSSA Option) 

RFC2740 OSPF for IPv6 

RFC1771 BGP 4 

RFC1965 Autonomous System Confederations for BGP 

RFC2545 Use of BGP-4 Multiprotocol Extensions for IPv6 Inter-Domain Routing 

RFC2796 BGP Route Reflection An alternative to full mesh IBGP 

RFC2858 Multiprotocol Extensions for BGP-4 

RFC3137 OSPF Stub Router Advertisement 

RFC1724 RIP Version 2 MIB Extension 

RFC1850 OSPF Version 2 Management Information Base 

RFC1227 SNMP MUX protocol and MIB 
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3.2.2 QoS Features 

Quality of Service (QoS) refers to the capability of a network to provide better 
service to selected network traffic over various technologies. The main goal of 
QoS is to offer priority by controlling jitter and latency, dedicating bandwidth 
and improving loss characteristics. The important thing is that, the provision of 
priority for one or more flows does not result into failure of other flows. 

Bifrost has QoS features which can prioritize network flows. Linux kernel packet 
manipulation and inherent queuing capabilities is used for configuring QoS in the 
Bifrost based router. The IPtables [9] application applies different prioritization 
rules. Bifrost based router can be set with QoS configurations that are possible 
for VoIP traffic. An interface connected to Internet, is point whereby these traffic 
prioritization rules are applied on. 

QoS capability in Bifrost is limited to few features and cannot support many 
features such as MPLS. Thus, QoS support in Bifrost based router needs further 
attention from the developers. 

3.3 Hardware specifications 

In the Bifrost based router implementation, hardware specifications such as 
motherboard/CPU configurations and network interface card are valued in terms of 
power consumption. The power consumption of the hardware and configuration should 
not exceed the limits. Another important factor is the highest possible flexibility of the 
hardware, as this will lead to fewer compatibility risks. 

3.3.1 Motherboard/CPU 

The motherboard is the main part of PC-based router. It is the interconnection circuit 
between the CPU, the main memory and the NIC [15]. The architecture and 
specifications of the CPU highly contribute to the routing performance of a software 
router. This includes the I/O bus architecture and expansion slot(s) for allowing 
network cards to be added, which affects the data speed between the network card and 
the CPU [15]. 

3.3.2 Network interface card (NIC) 

The network card offers the ports ability of interconnecting different types of 
communication links. The performance of the router is also affected by the driver 
capabilities and the hardware specifications of the network card.  

3.3.3 Main memory 

Memory is not a critical issue in open source software routers as they never store 
packets but process them directly whether forwarded or dropped. In some cases 
where a big routing table is concerned such as when full Internet routing with 
BGP is used, some memory is required. This usually takes some hundred 
megabytes, which is not a problem on a PC-platform since they nowadays 
normally have Gigabytes of memory. [18] [19]. 
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3.3.4 Storage Media 

This refers to where the operating system is installed. Bifrost/Linux is preferably 
installed on a USB stick. By design, motherboards generally make USB devices as 
external storage devices.  

Table 2.2 below, shows hardware equipment with different specifications for 
different user requirements. 

Table 3. 2: Equipments which has passed the evaluation tests [10] 
 

Mid-Range 

XEON Quad Core E5620 2.4 GHz 8M L3 Cache QI=5.86GT 

TYAN motherboard S7002 

3 1GB ECC DDR3 1333MHz 

3U Chassies 

High-Range 

Also a similar system as above but based on  

TYAN's motherboard S7025  

Low-Range and Low Power 

ATOM based SuperMicro motherboard X7SPA and variants 

Fanless chassies still need some work but there are 

some work in progress 

Network Cards 

Intel Network Cards based on: 

Chip 82599 for 10g -- ixgbe driver 

Chip 82575/6 and 82580 (rel. new and under field test) -- igb 

driver 

Outdated 

Hi-End and Mid-range 2U/4U Opteron system: 

 

TYAN  2927G2NR-E NVIDA NFP3600          1 * 

2 x 512 MB                              2 * 

Opteron quad-core (Shanghai)   CPU      1 *  

2U or 4U Chassi                         1 * 

USB memory stick                        1 * 

Option: Redundant power supply  

Intel 82575/6 based GIGE based Network cards 

SUN Neptune   10g/1g cards 

Intel 82598   based 10g based Network cards 

Hi-End (more PCI slots) Opteron system: 

TYAN Thunder n6550W (S2915-E)           1 * 

256 MB Reg ECC PC3200 (400 MHz)         4 *  

Opteron quad-core (Shanghai)   CPU      2 *  

4U Chassi                               1 * 

USB memory stick                        1 * 

Option: 

Redundant power supply :EMACS MRG-6500P Redundant PSU 2x500W 

Note! 

Memory configuration impacts performance in various ways. If 

possible use atleast 2 DIMM's per physical CPU to achieve 128 bit 

transfer mode. 
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4 Implementation of the Bifrost router 

4.1 Installation Requirement 

 Linux system 
 USB memory stick 
 Bifrost distribution 
 Makeusb script 

Motherboard/CPU  Processor Intel core 2CPU 6600@2.40GHz*2 

Onboard Ethernet interface  Broadcom Corporation Netxtreme 

Memory  1GB 4M Cache, 1066 MHz FSB 

Permanent Storage  LG CompactFlash 2 GB  

NIC  Realtek RTL-8139/8139C/8139C+controller*2(2NE) 

Table 4. 1:The low – cost open source router hardware specifications 

To install Bifrost, the platform needs some scripts and utilities that must be run, 
e.g. grub, fdisk, tar, mke2fs, and tune2fs. All the scripts and utilities that are 
mentioned above must be installed. Linux distribution Ubuntu 9.04 default has 
all the scripts and utilities which are mentioned above. The installation process is 
entirely taken care of by a script itself which formats the stick, copies the root file 
system and finally does some basic system configuration. [14] 

 Step 1: 
The Bifrost distribution and makeusb file are downloaded and saved on the 
desktop for easy access to the file. 

 Step 2: 

A USB stick is connected to the computer. A terminal with root permission (sudo 
su command can be used) is used to go to the folder where the Bifrost 
distribution and makeusb files are saved. To find the USB stick name and the port 
number to which the USB is connected, the df –h command gives a path and 
name of the attached USB stick in the computer. As shown in Figure 3.1 our USB 
stick name is sdb1. 

Figure 4. 1: df command output shows the path and name of the USB memory 
stick 
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 Step3: 

Before starting the Bifrost installation process, the USB should not be mounted, 
for this reason the umount <device name> is used. 

 Step 4:  

In this step the makeusb script is used to start installing Bifrost on the USB stick. 
In our case the command is: Run makeusb <device> <archive> command. 

Figure 4. 2: Starting Bifrost’s installation 

To start installation process, YES is typed and entered for affirmative 
continuation of the process. 

Figure 4. 3: Accomplishing Bifrost’s installation 
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4.2 Configuring the Bifrost router 

The Bifrost is running from USB sticks. As the number of write cycle a USB stick 
can handle is limited, the file system is mounted read only during the boot 
process [3] [14]. So in the case of editing a file, the system must be remount with 
write permission. The following command is used for this purpose: 

 remount w 

 

Figure 4. 4: Remounting system with write permission 
 

Note: if there is read-only file error, when you try to edit a file, even after issuing 
the above command, this means that the file is specifically restricted with read 
permission only. To change the read permission only, to write permission, on a 
file, the following command is used: 

 shell> chmod +w <file_name> 
The first time a Bifrost router boots, the first-boot script runs and asks whether 
there is a need to configure the router. The following figure is observed as shown 
in Figure 3.5. 

 

Figure 4. 5: Configuration menu of Bifrost router 
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4.3 Interface configuration 

The interfaces configuration is done after confirming that your network cards 
are detected. lspci command is used for checking the hardware in the systems. 
You need to run the following command to see if the Ethernet cards are detected: 

 cd/etc 
 etc#eth-detect. 

Different ways can be used to configure network interfaces such as ifconfig 
command, editing interface configuration file by by emacs/nano/vi or using 
configure command. The configuration cannot be saved permanently with 
ifconfig command. The best way is editing the interface configuration file, which 
is located in etc/config.data. There is one configuration file for each interface in 
this directory. In the Bifrost configuration, the recommended method is by using 
Quagga/Zebra Daemon. Quagga/Zebra is an IP routing manager. It provides 
kernel routing table updates, interface lookups, and redistribution of routes 
between different routing protocols [15]. 

4.3.1 Possible Causes of Ethernet Errors 

Collisions: Signifies when the NIC card detects itself and another server on the 
LAN attempting data transmissions at the same time. Collisions can be expected 
as a normal part of Ethernet operation and are typically below 0.1% of all frames 
sent. Higher error rates are likely to be caused by faulty NIC cards or poorly 
terminated cables. 

Single Collisions: The Ethernet frame went through after only one collision 

Multiple Collisions: The NIC had to attempt multiple times before successfully 
sending the frame due to collisions. 

CRC Errors: Frames were sent but were corrupted in transit. The presence of 
CRC errors, but not many collisions usually is an indication of electrical noise. 
Make sure that you are using the correct type of cable, that the cabling is 
undamaged and that the connectors are securely fastened. 

Frame Errors: An incorrect CRC and a non-integer number of bytes are received. 
This is usually the result of collisions or a bad Ethernet device. 

FIFO and Overrun Errors: The number of times that the NIC was unable of 
handing data to its memory buffers because the data rate the capabilities of the 
hardware. This is usually a sign of excessive traffic. 

Length Errors: The received frame length was less than or exceeded the 
Ethernet standard. This is most frequently due to incompatible duplex settings. 

Carrier Errors: Errors are caused by the NIC card losing its link connection to 
the hub or switch. Check for faulty cabling or faulty interfaces on the NIC and 
networking equipment. 
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4.3.2 Troubleshooting for Packet Drops in Linux/Bifrost 

Packet drops can happen at two layers. One at the NIC level or at the Network 
stack level. 

In linux/Bifrost, the MTU and Metric fields show the current MTU and metric 
value for that interface. The metric value is traditionally used by some operating 
systems to compute the cost of a route. Linux/Bifrost doesn't use this value yet, 
but defines it for compatibility, nevertheless. 

The RX and TX lines show how many packets have been  received or transmitted 
error free, how many errors occurred, how many packets were dropped 
(probably because of low memory), and how many were lost because of an 
overrun. Receiver overruns usually occur when packets come in faster than the 
kernel can service the last interrupt. The last column shows the flags that have 
been set for this interface. These characters are one-character versions of the 
long flag names that are printed when you display the interface configuration 

with ifconfig. 
 
Check 'ifconfig' output:  
RX packets:297126179 errors:0 dropped:3981 overruns:0 frame:0 
TX packets:233589229 errors:0 dropped:0 overruns:0 carrier:0 
That means packets drops at the NIC level. These are most likely caused by 
exhaustion of the RX ring buffer. Increase the size of the ethernet device ring 
buffer. 
First inspect the output of "ethtool -g eth0".  If the "Pre-set maximums" are 
more than the what's listed in the current hardware settings it's recommend to 
increase this number.  As an example: 
 

    Current hardware settings: 
    RX:             255 

    RX Mini:        0 

    RX Jumbo:       0 

    TX:             255 

 

In order to increase the RX ring buffer, you would run "ethtool -G eth0 rx 1020". 
Then the new settings: 
 
    # ethtool -g eth0 

    Ring parameters for eth0: 
    Pre-set maximums: 
    RX:             1020 

    RX Mini:        0 

    RX Jumbo:       16320 

    TX:             255 
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4.4 Quagga 

Quagga[12] refers to a routing software package which provides TCP/IP routing 
oriented services with capability of supporting routing protocols support like 
RIPv1, RIPv2, RIPng, OSPFv2, OSPFv3, BGP-4, and BGP-4+.[8]. Quagga also 
supports some special BGP features like Route Server and Route Reflector. Apart 
from traditional IPv4 routing protocols, Quagga also can support IPv6 routing 
protocols. By having SNMP daemon which supports SMUX protocol, Quagga gives 
routing protocol MIBs. It uses advanced software architecture to provide a multi-
server routing engine of high quality. It consists of an interactive interface for the 
user in each routing protocol which supports common commands. By this design, 
the addition of new protocol daemons to Quagga can be done easily. Quagga 
library can be operated and act as a client program for user interface. Quagga’s 
distribution is under General Public License. 

4.4.1 Quagga System Architecture 

Unlike most of the common routing software, which are made as a single process 
program to provide all of the routing functionalities, Quagga has been designed 
in a special way such that the different daemons for the respective routing 
protocols can work independently via the zebra routing manager. Each daemon 
consists of its configuration file and terminal interface. 

To connect to each daemon with Linux domain socket so that to act as a proxy for 
user input, Quagga uses vtysh, which is an integrated user interface shell. Due to 
this flexibility and independence, Quagga architecture provides the following 
advantages: 

 

 No need for protocol daemons to be operating on the same machine 
 Several protocol daemons of the same type can be run on the same 

machine.  
 System updating and upgrading is made easier, for example, a new 

routing daemon can be added without affecting other software. 

In general, multi-process architecture brings modularity, extensibility and 
maintainability. [14] Quagga system architecture is illustrated by figure 3.6. 
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Figure 4. 6: Quagga system architecture 

4.4.2 Quagga Installation 

Quagga possess an excellent configuration script that by default detects most of 
the host configurations. There are also some additional configuration options 
that can be used for turning off IPv6 support, for disabling specific daemons 
compilation and for enabling SNMP support. 

The quagga package can be downloaded from the the following website: 
http://www.Bifrostnetwork.org/files/pkg_quagga_0.99.18-static.tgz and a clean 
environment for the Bifrost router can be built, which consists of a uclibc mini-
native chroot environment with the management package and build scripts [13] 
[14]. 

Then the bash mode can be accessed by using the following commands:  

 cd home/build# ./chroot-i586.sh.  

For compatibility with more functions, as bash-2.05b# is not supportable, it must 
be upgraded to a higher version, using the following commands: 

 cd var/lib/build ( to enter the build file ) 
 pkg_install .all/bash-4.1-1 (for upgrading). 

 
After updating to bash-4.1, QUAGGA installed with the command: 

 pkg_build .all/opt-quagga-0.99.17-2 ( to build the static package for 
Bifrost system, which is then followed by then entering staging file ) 
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4.4.3 Quagga Configuration 

In order to set up quagga running, some configurations are necessary to be done 
as listed, step by step. [14]. 

 Step 1: 

Modification of /etc/services to open ports for zebra. Also it is necessary to 
check and confirm that, the lines below in Table 4.2 exist: 

zebrasrv    2600/tcp #    zebra service 

zebra         2601/tcp #    zebra vty 

ripd           2602/tcp #    RIPd vty 

ripngd       2603/tcp #    RIPngd vty 

ospfd        2604/tcp #    OSPFd vty 

bgpd         2605/tcp #    BGPd vty 

ospf6d      2606/tcp #    OSPF6d vty 

ospfapi     2607/tcp #     ospfapi 

isid           2608/tcp #     ISISd vty”  

Table 4. 2: Services with their respective ports, supported by zebra [14] 

 Step 2: 

Getting a zebra configuration file, by typing in cp 
/opt/quagga/etc/zebra.conf.sample/opt/quagga/etc/zebra.conf (creating a 
zebra configuration file from sample file). 

 Step 3: 

Setting up zebra process running:By entering the directory /opt/quagga/sbin 
and use “zebra -d” in command line to enable zebra.In case of any permission 
issue, the following command must be executed: “chmod +x <file name>”. 
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Step 4: 

Using the command “telnet localhost 2601” to access to zebra on localhost. After 
inputting the password (which is zebra by default), a CLI of Quagga will show up 
and Bifrost router is ready to be configured. As shown in Figure 4.7. 

Figure 4. 7: Bifrost router ready for further configuration 
 

We setup our Bifrost router based on utilities from open source community and hardware 

platform with the detailed explanations in the table below. 

Motherboard/CPU  Processor Intel core 2CPU 6600@2.40GHz*2 

Onboard Ethernet interface  Broadcom Corporation Netxtreme 

Memory  1GB 4M Cache, 1066 MHz FSB 

Permanent Storage  LG CompactFlash 2 GB  

NIC  Realtek RTL-8139/8139C/8139C+controller*2(2NE) 

Recommended price to the 

customer 

$ 227 

Table 4. 3:Hardware specifications for the test platform 

 

Below is the table showing what can be added in case of making the operation and 

deployments more flexible 

Table 4. 4:Additional components for operational and deployment flexibility 

System  Unit  Power (W)@ 230v  

CPU  Power supply  250.00  

Flat screen  Power supply  35.00  

Dlink Ethernet switch  Power Adapter  26.40  

IP phone  Power Adapter  15.00  

Radio Client bridge  Power Adapter  25.00  

Total power + 10%  386.54  
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5 Test Setup 

This thesis implementation consists of several scenarios. The main scenario 
consists of seven systems, which are; a Laptop as main office network, Cisco 
router as main office gateway,  one server and two desktop computers as local 
area network (LAN) created by a switch at the rural area office and the Bifrost 
router which serves as a gateway at the rural area end point. 

Routing is evaluated by testing the implemented BGP routing protocols between 
cisco router at the main office and the Bifrost router at the remote office, also 
inter-VLAN routing is implemented and tested at the remote office. OSPF routing 
is evaluated on a separate setup. Finally throughput of the Bifrost router is tested 
in another separate setup, whereby the Bifrost router is over-flooded with traffic, 
with both TCP and UDP protocols from the two hosts installed with packets 
generators (jperf) [7], one connected direct to each of the Bifrost’s  interfaces 
(LAN cards) for  an evaluation of its performance. 

 

 

 

Figure 5. 1: BGP, VLANs and Firewall Lab Setup 
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5.1 Experiment 1: BGP Functionality 

5.1.1 BGP Routing 

BGP is called “the protocol of Internet” and stands for “Border Gateway 
Protocol”. A standard router must support BGP implementation according to the 
standard request for comments (RFCs) and be efficient in routing, calculation 
and forwarding decisions. Bifrost is using an open source routing daemon called 
Quagga. The BGP implementation in Quagga follows RFC 1771 and RFC 2858 
standards. All the policies needed when configuring BGP in a large and complex 
network are supported. As the Bifrost is using Quagga, the router can be 
configured as a router server, meaning that, the router can calculate on behalf of 
other routers. 

5.1.2 TEST SCENARIO 

The scenario for testing the BGP routing protocol is done by establishing an 
external BGP peering between a Bifrost router and a Cisco router. On the Bifrost 
router, BGP is configured in the Quagga routing daemon and connected to a Cisco 
2800 series router running IOS version 12.4. When the daemon is running, we 
telnet to the bgpd routing daemon to configure BGP. The configuration setup is 

any of the PC connected to the Bifrost router via a switch and a PC connected to 
the Cisco router. A one gigabit Ethernet connection link is used between the 
routers.  

Two autonomous systems numbers used are 62512 and 62513. The peer relation 
between the routers is external. Three different networks are routed by the BGP 
configurations. The BGP topology diagram for this test is shown in Figure 5.1. 

For the configuration of this setup refer to appendix 1 
 

5.2 Experiment 2: OSPF Functionality 

5.2.1 OSPF Routing 

OSPF stands for “Open Shortest Path First”. It is an interior routing protocol that 
is used within the routing domain of an organization or for a complex router with 
many networks. OSPF is a link state protocol and uses Dijkstra's Shortest Path 
First (SPF) algorithm, which is open—meaning not proprietary by any vendor or 
organization. 
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5.2.2 TEST SCENARIO 

There is an ospfd daemon in Quagga which follows RFC 2328. The configuration 
of OSPF in Quagga is quite easy but is limited to only one process number. To 
access the OSPF, the OPSF daemon is telneted to localhost ospfd. This brings the 
configuration scenario for OSPF where the commands are entered to configure 
the OSPF protocol. The two Bifrost routers are connected using Eth0 interface of 
the routers and one host to each router is connected using eth1 interface. The 
physical network design and the IP subnets used are shown in Figure 5.2. The 
two routers are in a single OSPF area, which is the backbone area according to 
OSPF terminology. For the configuration of this setup refer to appendix 1 

 

Figure 5. 2: OSPF Lab Setup Topology 
 

5.3 Experiment 3: VLAN Functionality 

5.3.1  VLAN 

In Ethernet switching Virtual Local‐Area Network (VLAN) is an important 
feature. A VLAN is a logical grouping of devices or users. These devices or users 
can be grouped by function, department, or application irrespective of the 
physical LAN segment location. Devices on a VLAN are restricted to only 
communicating with devices that are on their own VLAN and inter VLAN 
connectivity is provided by a router. VLANs increase overall network 
performance by logically grouping users and resources together. VLANs can 
improve scalability, security, and network management. 
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5.3.2 TEST SCENARIO 

To check the VLAN support in Bifrost, VLAN handling and inter VLAN routing are 
tested and verified. The set up includes one Cisco switch and one Bifrost router 
and two computers. There are two VLANs created on the Cisco switch. Due to the 
limited number of ports on the Bifrost router, instead of using two different ports 
on the Bifrost router to perform inter VLAN routing which is also supported in 
Bifrost router. Only one interface is used on the Bifrost router, but with two sub 
interfaces configured on the router. The sub interfaces are assigned IP addresses 
from the corresponding networks on the VLANs. For the configuration of this 
setup refer to appendix 1. 

 

5.4 Experiment 4: Packet Forwarding Throughput 

5.4.1 Throughput with jperf 

For determining the packet forwarding throughput of   the router, the following 
test topology was designed as figure 11 shows. All three systems are running 
with the Bifrost/linux distribution (v.7.0.2, 64-bit Kernel). A tool used for 
generating traffic and measurement is jperf [7] installed in both Host A and B. By 
using jperf [7], traffic generated with various packet sizes and over-flooding the 
Bifrost router’s network interfaces by sending traffic with both TCP and UDP 
protocols from two host PCs. In this scenario Host A is the client and Host B is the 
Server as the jperf [7] program works on this basis. 

Also, the same experiment is done with a Cisco 2800 series router in a place of 
the Bifrost for comparison purposes. 

 

Figure 5. 3: Throughput/Bandwidth/latency/jitter Lab setup Topology 
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5.4.2 Throughput with Cisco Traffic Generator 
 

To comply with the second set up scenario of the RFC 2544 [23] which 
establishes a generic framework of measuring performance of networked 
devices in various aspects and has become the widely accepted standard 
practice. The ideal way to implement this series of tests is to use a tester (Cisco 
Traffic Generator) with both transmitting and receiving ports.  Connections are 
made from the sending ports of the tester (Cisco Traffic Generator’s Ethernet 
port, eth 0/0 to the receiving ports of the DUT (Bifrost router’s Ethernet port, 
eth1) and from the sending ports of the DUT (Bifrost router’s Ethernet port, 
eth2) back to the tester (Cisco Traffic Generator’s Ethernet port, eth 0/1) [23]. 
(See Test scenario 2 in Figure 2.1)  Since the tester (Cisco Traffic Generator) both 
sends the test traffic and receives it back, after the traffic has been forwarded to 
the DUT, the tester can easily determine if all of the transmitted packets were 
received and verify that the correct packets were received.   

In addition to the basic Cisco traffic generator setup, we also stress the Device 
under test (the Bifrost router) by tweaking the Cisco traffic generator to supply 
more traffic so that we can analyse the performance by checking different 
aspects which are considered to be very important in analysis of routing 
performance especially in delivering QoS. These aspects are packet drops, delay 
and jitter. 

Also, the same experiment is done with a Cisco 2800 series router in a place of 
the Bifrost for comparison purposes. 

 

 

 

Figure 5. 4: Throughput Testing with the Cisco Traffic Generator 
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6 Test Results 

For an easily interpretation of the results obtained, each of the results are 
presented according to their experiment setups. The steps used to obtain these 
results can be generally categorized as follows; 

In routing (BGP and OSPF routing protocols) and Inter-Vlan routing, the results 
achieved by; 

 Pinging and Tracerouting commands to check connectivity and routing 
between the ends points. The metrics provided by Ping are round-trip time 
(RTT) of each ICMP packet and whether or not the packet has been received 
or has been lost[di] 

 Checking the information of the running routing protocols such as ip route 
and databases 

In evaluating the performance of the Bifrost router, the following was performed 
to get the results; 

 Generation of the traffic with both TCP and UDP protocols is done by the 
jperf[7] 

 Measurement of the throughput is carried out for both setup under the 
Bifrost router’s operation and then under the Cisco’s router. 

6.1 Result 1: BGP 

The connectivity in this scenario is checked by using the ping command between 
the end point computers in the network topology. It works perfectly with no 
packet loss. 

  

Figure 6. 1: Pinging and Tracing Routes Results from Host A 
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The figure 6.1 above, shows successfully pinging and tracing routes commands 
from host A (with an ip address of 192.168.1.2) to the end point of the network 
(with an ip address of 175.1.1.2) and Host B, which is a member of another Vlan  
(with an ip address of 192.168.2.2 in Vlan 20). Thus full connectivity achieved in 
the setup network topology for the Host A. 

 

 

 

  

 

Figure 6. 2: Pinging and Tracing Routes Results from Host B 

In figure 6.2, shows successfully pinging and tracing routes commands from host 
B (with an ip address of 192.168.2.2) to the end point of the network (with an ip 
address of 175.1.1.2) and Host A, which is a member of another Vlan (with an ip 
address of 192.168.1.2 in Vlan 10). Thus full connectivity achieved in the setup 
network topology for the Host B. 
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Figure 6. 3: Pinging and Tracing Routes Results from an authorized External 
network host. 

In figure 6.3 above, shows successfully pinging and tracing routes commands 
from an authorized host (with an ip address of 175.1.1.2) to the end point of the 
network (with ip addresses of 192.168.1.2 and 192.168.2.2 for Host A and Host B 
respectively). Thus full end to end connectivity achieved in the setup network 
topology for the authorized Host. 

 

  

Figure 6. 4: BGP Routing on Cisco Router 
 
 
 



 

34 

 

 
 

 

Figure 6. 5: BGP Routing Bifrost Router 

Comparison 

By doing this test we proved that, the BGP function in Quagga is according to the 
standards and is interoperable with Cisco™ [1] or any other router, which is of 
great importance when it comes to the real work environments. 
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6.2 Result 2: OSPF 

The connectivity was checked by using the ping command from PC1 to PC2.The 
connectivity is up between the PCs. Due to OSPF routing we can ping between 
different network addresses, there is no problem in routing and accessing any 
other host in the network. 

Figure 6.6 and Figure 6.7 below, illustrates the omitted output of OSPF routing 
table and database from Router A and Router B respectively. The OSPF process, 
is running normally as it can learn the routes in the established network 
topology. 

 

  

Figure 6. 6: OSPF Routing on Bifrost Router A 
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Figure 6. 7: OSPF routing Bifrost router B 

Comparison 

By using the OSPF routing protocol thoroughly in our tests, we concluded that 
OSPF in open source routing software is working in the same way as its 
proprietary counterparts. 
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6.3 Result 3: VLAN 

There is fully connectivity between the two VLANs and the feature is working 
normally, as figures 6.8 and 6.9 show, pinging and traceroutes commands were 
successfully conducted. 

Figure 6.8 below, illustrates successful ping and trace routes results from host A 
(with an ip address of 192.168.0.2) to Host B (with an ip address of 192.168.1.2). 
There is a full connectivity in the setup network topology. 

 
 

 

Figure 6. 8: Pinging  traceroute Results from end points (Host A) 
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Figure 6.9 below, illustrates successful ping and trace routes results from host B 
(with an ip address of 192.168.1.2) to Host A (with an ip address of 192.168.0.2). 
There is a full connectivity in the setup network topology . 

 

  

Figure 6. 9: Pinging and traceroute Results from end points (Host B) 

Comparison 

After successful experiments on the Bifrost router for VLANs, we concluded that 
VLAN configuration and inter VLAN routing is made possible in the same way as 
proprietary routers. (Cisco routers). 
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6.4 Result 4: Packet Forwarding Throughput with jperf 

Figure 6.10 and Figure 6.12 show the throughput of the Bifrost based router, 
after generating the traffic from host A to B with TCP and UDP protocols 
respectively. The results show that the Bifrost based router is capable of routing 
100 mbps without affecting the router performance, which can limit its 
functionality in peak hours, or during the heavy network traffic load. The average 
throughput of 94 Mbps was reached in every test at each 100mbps Ethernet port. 
The network card stress did not affect the ping response time. Therefore, the 
Bifrost based router is good at receiving and forwarding without any loss, as the 
test results show in Table 6.1 and Table 6.3.  

The same setup and experiment was performed using the Cisco 2800 series 
router. The results were almost the same for both traffic with TCP and UDP, as 
shown in the Figure 6.11 and Figure 6.13, with no loss of any kind. The only thing 
that we managed to notice was a slight difference in the measurement results of 
jitter, when we measured throughput, in the case of traffic sent with UDP 
protocols. While there was an average jitter of 0.001ms in the Cisco router, we 
observed jitter of 0.01ms for the Bifrost based router. The results for the Cisco 
router’s throughput are shown in Table 6.2 and Table 6.4. 
Bifrost’s throughput with TCP streams 

 

 

Figure 6. 10: Bifrost router’s throughput with TCP 
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Bifrost TCP 

Server listening on TCP port 5001, TCP window size: 64.0 Kbyte [216] local 
2.2.2.2 port 5001 connected with 1.1.1.2 port 49313 

Table 6. 1:  Bifrost’s throughput with TCP streams       
   

Cisco’s throughput with TCP streams 

 

 

Figure 6. 11: Cisco router’s throughput with TCP streams 

[ ID] Interval Transfer Bandwidth 

    

[216]   0.0 - 1.0 sec   10385 KBytes   85077 Kbits/sec 

[216]   1.0 - 2.0 sec   12155 KBytes   99577 Kbits/sec 

[216]   2.0 - 3.0 sec   10626 KBytes   87051 Kbits/sec 

[216]   3.0 - 4.0 sec   11900 KBytes   97486 Kbits/sec 

[216]   4.0 - 5.0 sec   12385 KBytes   101458 Kbits/sec 

[216]   5.0 - 6.0 sec   10202 KBytes   83571 Kbits/sec 

[216]   6.0 - 7.0 sec   12566 KBytes   102941 Kbits/sec 

[216]   7.0 - 8.0 sec   11999 KBytes   98292 Kbits/sec 

[216]   8.0 - 9.0 sec   10196 KBytes   83524 Kbits/sec 

[216]   0.0 - 10.0 sec   114688KBytes   94379 Kbits/sec 
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Cisco TCP 

Server listening on TCP port 5001 

TCP window size: 56.0 Kbyte [216] local 2.2.2.2 port 5001 connected with 1.1.1.2 
port 50264 

[ ID] Interval       Transfer     Bandwidth 

[216]  0.0- 1.0 sec  10288 KBytes  84283 Kbits/sec 

[216]  1.0- 2.0 sec  12360 KBytes  101254 Kbits/sec 

[216]  2.0- 3.0 sec  12136 KBytes  99420 Kbits/sec 

[216]  3.0- 4.0 sec  10302 KBytes  84396 Kbits/sec 

[216]  4.0- 5.0 sec  12333 KBytes  101032 Kbits/sec 

[216]  5.0- 6.0 sec  10263 KBytes  84076 Kbits/sec 

[216]  6.0- 7.0 sec  12189 KBytes  99853 Kbits/sec 

[216]  7.0- 8.0 sec  12404 KBytes  101616 Kbits/sec 

[216]  8.0- 9.0 sec  10147 KBytes  83127 Kbits/sec 

[216]  0.0-10.0 sec  114688 KBytes  94212 Kbits/sec 

Table 6. 2: Cisco router’s throughput with TCP streams 
 

Bifrost’s throughput with UDP 

 

 

Figure 6. 12: Bifrost router’s throughput with UDP 
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Bifrost UDP 

Server listening on UDP port 5001:Receiving 1500 byte datagrams UDP buffer 
size: 41.0 Kbyte [112] local 2.2.2.2 port 5001 connected with 1.1.1.2 port 52972 

 
[ ID] Interval      Transfer   Bandwidth    Jitter Lost/Total Datagrams 

[112]  0.0- 1.0 sec 123KBytes  1008Kbits/sec  0.000 ms 1207974467/   84 

(1.4e+009%) 

[112]  1.0- 2.0 sec 120KBytes   984Kbits/sec  1.018 ms    0/   82 (0%) 

[112]  2.0- 3.0 sec 123KBytes  1008Kbits/sec  0.573 ms    0/   84 (0%) 

[112]  3.0- 4.0 sec 123KBytes  1008Kbits/sec  0.013 ms    0/   84 (0%) 

[112]  4.0- 5.0 sec 122KBytes   996Kbits/sec  0.024 ms    0/   83 (0%) 

[112]  5.0- 6.0 sec 122KBytes   996Kbits/sec  0.000 ms    0/   83 (0%) 

[112]  6.0- 7.0 sec 122KBytes   996Kbits/sec  0.011 ms    0/   83 (0%) 

[112]  7.0- 8.0 sec 122KBytes   996Kbits/sec  0.012 ms    0/   83 (0%) 

[112]  8.0- 9.0 sec 123KBytes  1008Kbits/sec  0.022 ms    0/   84 (0%) 

[112]  9.0-10.0 sec 122KBytes   996Kbits/sec  0.012 ms    0/   83 (0%) 

[112]  0.0-10.0 sec  1223KBytes  1000Kbits/sec  0.010 ms    0/  835 

(0%) 

Table 6. 3: Bifrost’s throughput with UDP streams 
 

Cisco router’s throughput with UDP 

 

  

Figure 6. 13: Cisco router’s throughput with UDP 
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Cisco UDP 

Server listening on UDP port 5001: Receiving 1500 byte datagrams UDP buffer 
size: 41.0 Kbyte [112] local 2.2.2.2 port 5001 connected with 1.1.1.2 port 65310 

 
[ ID]   Interval    Transfer  Bandwidth   Jitter  Lost/Total Datagrams 

[112]  0.0- 1.0 sec 122KBytes 996 Kbits/sec  0.000 ms 1207974467/   83 

(1.5e+009%) 

[112]  1.0- 2.0 sec 122KBytes 996 Kbits/sec  0.038 ms    0/   83 (0%) 

[112]  2.0- 3.0 sec 122KBytes 996 Kbits/sec  0.013 ms    0/   83 (0%) 

[112]  3.0- 4.0 sec 122KBytes 996 Kbits/sec  0.024 ms    0/   83 (0%) 

[112]  4.0- 5.0 sec 123KBytes 1008 Kbits/sec  0.016 ms    0/   84 (0%) 

[112]  5.0- 6.0 sec 122KBytes 996 Kbits/sec  0.000 ms    0/   83 (0%) 

[112]  6.0- 7.0 sec 122KBytes 996 Kbits/sec  0.000 ms    0/   83 (0%) 

[112]  7.0- 8.0 sec 122KBytes 996 Kbits/sec  0.000 ms    0/   83 (0%) 

[112]  8.0- 9.0 sec 122KBytes 996 Kbits/sec  0.016 ms    0/   83 (0%) 

[112]  9.0-10.0 sec 123KBytes 1008 Kbits/sec  0.001 ms    0/   84 (0%) 

[112]  0.0-10.0 sec 1222KBytes 999 Kbits/sec  0.001 ms    0/  834 (0%) 

Table 6. 4: Cisco router’s throughput with UDP streams 

Comparison 

Based on these achieved results, it is obvious that, the low cost open source 
based routers have the potential to compete with the proprietary routers on the 
market in the near future. The Bifrost based router has fewer features but has 
good speed and reliability. 
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6.5 Result 5: Testing with Cisco Traffic Generator 

The measurement have been performed in a RFC2544 compliant way by using 
professional equipments. The obtained results show that our Bifrost router can 
achieve a quite interesting performance level enough to handle packets both at 
receiving and forwarding without any loss and with relative low latencies. 

Iface MTU Met RX-OK RX-

ERR 

RX-

DRP 

RX-

OVR 

TX-

OK   

TX-

ERR 

TX-

DRP 

TX-

OVR 

Flg 

Dummy 1500 0 0 0 0 0 71 0 0 0 BORU 

eth0 1500 0 0 0 6 0 0 0 0 0 BMU 

eth1 1500 0 279113 0 0 0 435 0 0 0 BMRU 

eth2 1500 0 0 0 0 0 422 0 0 0 BMRU 

lo 16436 0 617 0 0 0 617 0 0 0 LRU 

Iface MTU Met RX-OK RX-

ERR 

RX-

DRP 

RX-

OVR 

TX-

OK   

TX-

ERR 

TX-

DRP 

TX-

OVR 

Flg 

Dummy 1500 0 0 0 0 0 72 0 0 0 BORU 

eth0 1500 0 0 0 6 0 0 0 0 0 BMU 

eth1 1500 0 320818 0 0 0 497 0 0 0 BMRU 

eth2 1500 0 0 0 0 0 482 0 0 0 BMRU 

lo 16436 0 617 0 0 0 617 0 0 0 LRU 

Iface MTU Met RX-OK RX-

ERR 

RX-

DRP 

RX-

OVR 

TX-

OK   

TX-

ERR 

TX-

DRP 

TX-

OVR 

Flg 

Dummy 1500 0 0 0 0 0 73 0 0 0 BORU 

eth0 1500 0 0 0 6 0 0 0 0 0 BMU 

eth1 1500 0 337252 0 0 0 519 0 0 0 BMRU 

eth2 1500 0 0 0 0 0 505 0 0 0 BMRU 

lo 16436 0 617 0 0 0 617 0 0 0 LRU 

Table 6. 5: Bifrost’s Packet forwarding Results with the Cisco Traffic Generator 
 

 

The table 6.5 above shows the status of the network interface cards at different 
time, whereby the increment of packets on each interfaces from top to bottom 
verifies that the Bifrost router receives packets on its inbound interface (eth1) 
and forward them back to the Tester (Cisco traffic generator) though its outgoing 
interface (eth2).No packet loss observed during various tests that we performed 
in this setup with a Cisco Traffic generator in TGN mode.  
 

 

 

 

 

 

Iface MTU Met RX-OK RX-

ERR 

RX-

DRP 

RX-

OVR 

TX-

OK   

TX-

ERR 

TX-

DRP 

TX-

OVR 

Flg 

Dummy 1500 0 0 0 0 0 71 0 0 0 BORU 

eth0 1500 0 0 0 6 0 0 0 0 0 BMU 

eth1 1500 0 256929 0 0 0 398 0 0 0 BMRU 

eth2 1500 0 0 0 0 0 388 0 0 0 BMRU 

lo 16436 0 617 0 0 0 617 0 0 0 LRU 
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Below in Figure 6.14 and Figure 6.15 are results obtained from the experiment 
setup by using NQR, whereby Figure 1 shows the packet drops, delay and jitter 
statistics of the Bifrost based router, after generating the bulk traffic from Cisco 
Traffic generator in TGN mode to the Bifrost router. There is no packet loss 
observed during various tests that we performed. The average delay of around 
0.0005 milliseconds and jitter of averaging 0.00004 milliseconds were recorded 
during the Bifrost router’s operation. For comparison purposes, with the same 
experiment setup we recorded the results for the same aspects under Cisco 
router’s operation; the results are almost of the same range as can be seen from 
Figure 6.15.  
 

  

Figure 6. 14:Traffic statistics on loss, delay and jitter for the Bifrost Router 
 

 

Figure 6. 15:Traffic statistics on loss, delay and jitter for the Cisco Router 
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Upon stressing the Bifrost router’s interfaces by tweaking the Cisco TrafGen, we 
run the NQR at the same time as the TGN, so that more traffic can be generated 
by combining the TGN and the NQR traffic. During this experiment setup, we 
observed some few packets drops occasionally when we performed the tests 
several times. Also an increase in delay and jitter was observed as illustrated in 
figure 6.16.Even with such a bulk traffic handling process, the delay and jitter 
statistics recorded are still in an acceptable range, the rate of dropping packets 
also is not in a range to affect the routing performance of the Bifrost router. 

 

 

Figure 6. 16: Traffic statistics on loss, delay and jitter for the Bifrost Router after 
Tweaking the Cisco TGN. 
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During the testing process, the system performance of the Bifrost router was 
recorded by using the virtual memory statistics tool as can be seen from the 
Table 6.6 and Table 6.7 below. In both cases, the memory was enough, reaching the 
peak utilization of only 33%. At the same time, the low CPU load was noticed, which 
means that the router can still handle more traffic flows.  

Table 6. 6:The system performance of the Bifrost router with light weight traffic 
load (Before Tweaking the Cisco TGN) 

Table 6. 7:The system performance of the Bifrost router with heavy traffic load 
(After Tweaking the Cisco TGN) 

 

Comparison  

Based on these achieved results, it is obvious that, the low cost open source 
based routers have the potential to compete with the proprietary routers on the 
market in the near future. The Bifrost based router has fewer features but has 
good speed and reliability. 
 

 
 

 

 

 

 

procs memory swap io system cpu 

r    b            swpd       free         buff        cache            so   bi bo      in             si         cs   Us sy   id  wa 

0    0 0       663416     204      327228         0      0      41    0 1009    18    0   0  100   0 

0    0 0       663408     204     327232 0      0      0       1 1963    10    0   0  100   0 

0    0 0       663408     204     327232 0      0      0       0 1962    10    0   0  100   0 

0    0 0       663408     204     327232 0      0      0       0 1962    10    0   0  100   0 

0    0 0       663408     204     327232 0      0      0       0 1961      8    0   0  100   0 

0    0 0       663408     204     327232 0      0      0       0 1961      8    0   0  100   0 

0    0 0       663408     204     327232 0      0      0       0 1961      9    0   0  100   0 

procs memory swap io system cpu 

r    b            swpd       free         buff        cache            so   bi bo      in             si         cs   Us   sy   id  wa 

0    0 0       663416     204      327228         0      0      41    0 1009    18    0    0  100   0 

0    0 0       663410     204     327232 0      0      0       1 1963    10    4    0    96   0 

0    0 0       663308     204     327242 0      0      0       0 1962    10    4    1  100   0 

0    0 0       663208     206     327257 0      0      0       0 1962    10    8    1  100   0 

0    0 0       663105     208     327300 0      0      0       0 1961      8    10  7  100   0 

2    0 0       659401     214     327436 0      0      0       0 1961      8    14  3    21   0 

0    0 0       660307     214     327312 0      0      0       0 1961      9    2     1   96   0 
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7 Conclusions and Suggestions to Future Works 

7.1 Conclusions 

In this thesis project we installed, configured and analyzed the functionality and 
performance of an open source low-cost router (the Bifrost based router). The 
two routing protocols (BGP and OSPF) and Inter-VLAN routing worked normally, 
full connectivity achieved with no packet loss. Throughput which reveals the 
Bifrost based router performance was good enough to handle packets both at 
receiving and forwarding without any loss. The network card stress did not affect 
the ping response time. Also we found that, for the comparison purpose the 
testing scenarios must be the same. So that, a comparison of the results from 
different hardware setups can be performed. 
 

7.2 Future Works 

According to the technical perspective, no solutions are perfect. The Bifrost 
router has many features which need further investigations and development. In 
this project routing process and packet forwarding throughput involved only few 
participated systems with a small set of services running on the Bifrost based 
router. Areas for future work could be routing performance tests in the existence 
of a big routing table and other CPU-intensive services running on the Bifrost 
based router. In this way, it provides the estimations for the routing performance 
under different conditions which are relevant to the real working environments.  
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9 Appendix  

1 Here are the configurations applied to the Bifrost based router, Cisco 
router and Cisco switch respectively: 

 Bifrost Router Configurations 
! 

! Zebra configuration saved from vty 

!   2012/05/17 18:33:28 

! 

hostname Bifrost 

password zebra 

enable password zebra 

! 

interface dummy0 

 ipv6 nd suppress-ra 

! 

interface eth0 

 link-detect 

 ip address 65.1.1.1/24 

 ipv6 nd suppress-ra 

! 

interface eth1 

 link-detect 

 ipv6 nd suppress-ra 

! 

interface eth1.1 

 link-detect 

  encapsulation dot1Q 1 native 

 ip address 172.16.1.1/24 

 ipv6 nd suppress-ra 

! 

interface eth1.10 

 encapsulation dot1Q 10 

 ip address 192.168.1.1/24 
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 ipv6 nd suppress-ra 

! 

interface eth1.20 

 link-detect 

 encapsulation dot1Q 20 

 ip address 192.168.2.1/24 

 ipv6 nd suppress-ra! 

! 

interface eth2 

ipv6 nd suppress-ra 

!  

interface lo 

! 

ip route 0.0.0.0/0 eth0 

! 

ip forwarding 

ipv6 forwarding 

! 

! 

line vty 

! 

 

 

! 

! Zebra configuration saved from vty 

!   2012/05/17 14:51:59 

! 

hostname bgpd 

password zebra 

log stdout 

! 

router bgp 62513 

 bgp router-id 65.1.1.1 

 neighbor 65.1.1.2 remote-as 62512 
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! 

line vty 

! 

 

 CiscoRouter Configuration 

! 

version 12.4 

service timestamps debug datetime msec 

service timestamps log datetime msec 

no service password-encryption 

! 

hostname CiscoRouter 

! 

boot-start-marker 

boot-end-marker 

! 

! 

no aaa new-model 

! 

resource policy 

! 

memory-size iomem 5 

mmi polling-interval 60 

no mmi auto-configure 

no mmi pvc 

mmi snmp-timeout 180 

ip subnet-zero 

ip cef 

! 

! 

! 

! 

! 

! 

voice-card 0 

! 

! 

! 

! 

! 

! 

! 

! 

! 

! 

! 

! 
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! 

! 

! 

! 

! 

! 

! 

! 

! 

interface FastEthernet0/0 

 ip address 65.1.1.2 255.255.255.0 

 duplex auto 

 speed auto 

! 

interface FastEthernet0/1 

 ip address 175.1.1.1 255.255.255.0 

 duplex auto 

 speed auto 

! 

interface Serial0/1/0 

 no ip address 

 shutdown 

 no fair-queue 

! 

interface Serial0/1/1 

 no ip address 

 shutdown 

 clock rate 2000000 

! 

router bgp 62512 

 no synchronization 

 bgp log-neighbor-changes 

 network 175.1.1.0 mask 255.255.255.0 

 neighbor 65.1.1.1 remote-as 62513 

 no auto-summary 

! 

ip classless 

ip route 0.0.0.0 0.0.0.0 FastEthernet0/0 

! 

! 

ip http server 

no ip http secure-server 

! 

! 

! 

! 

! 

control-plane 

! 
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! 

! 

! 

! 

! 

! 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

 login 

! 

end 

 

 CiscoSwitch Configuration 

! 

version 12.2 

no service pad 

service timestamps debug datetime msec 

service timestamps log datetime msec 

no service password-encryption 

! 

hostname CiscoSwitch 

! 

boot-start-marker 

boot-end-marker 

! 

! 

! 

! 

no aaa new-model 

system mtu routing 1500 

! 

! 

! 

! 

! 

! 

! 

! 

spanning-tree mode pvst 

spanning-tree extend system-id 

! 

vlan internal allocation policy ascending 

! 

! 

! 
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interface FastEthernet0/1 

 switchport mode trunk 

! 

interface FastEthernet0/2 

 switchport access vlan 10 

 switchport mode access 

! 

interface FastEthernet0/3 

switchport access vlan 10 

 switchport mode access 

! 

interface FastEthernet0/4 

switchport access vlan 10 

 switchport mode access 

! 

interface FastEthernet0/5 

switchport access vlan 10 

 switchport mode access 

! 

interface FastEthernet0/6 

 switchport access vlan 20 

 switchport mode access 

! 

interface FastEthernet0/7 

switchport access vlan 20 

 switchport mode access 

! 

interface FastEthernet0/8 

switchport access vlan 20 

 switchport mode access 

! 

interface FastEthernet0/9 

switchport access vlan 20 

 switchport mode access 

! 

interface FastEthernet0/10 

switchport access vlan 20 

 switchport mode access 

! 

interface FastEthernet0/11 

! 

interface FastEthernet0/12 

! 

interface FastEthernet0/13 

! 

interface FastEthernet0/14 

! 

interface FastEthernet0/15 

! 
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interface FastEthernet0/16 

! 

interface FastEthernet0/17 

! 

interface FastEthernet0/18 

! 

interface FastEthernet0/19 

! 

interface FastEthernet0/20 

! 

interface FastEthernet0/21 

! 

interface FastEthernet0/22 

! 

interface FastEthernet0/23 

! 

interface FastEthernet0/24 

! 

interface GigabitEthernet0/1 

! 

interface GigabitEthernet0/2 

! 

interface Vlan1 

 ip address 172.16.1.2 255.255.255.0 

! 

ip default-gateway 172.16.1.1 

ip http server 

ip http secure-server 

ip sla enable reaction-alerts 

! 

line con 0 

line vty 5 15 

! 

end 
 
 

 Bifrost Router:BGP Routing Configurations 
 Bifrost# Telnet localhost bgpd 

 bgpd> enable 

 bgpd # configure terminal  

 Cisco (configure)# router bgp 62512 (Cisco Router ) 

 Cisco(configure-router)# neighbor 65.1.1.1 remote-as  62513 (Cisco Router ) 

 Cisco (configure-router)# network 175.1.1.0 mask 255.255.255.0 (Cisco Router ) 

 bgpd (configure)# router bgp 62513 (Bifrost Router ) 

 bgpd (configure-router)# neighbor 65.1.1.2 remote-as 62512 (Bifrost Router ) 

 bgpd (configure-router)# no synchronization (Cisco Router  and Bifrost Router) 

 bgpd (configure-router)#write memory (Cisco Router  and Bifrost Router) 
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 Bifrost Router:OSPF Routing Configurations 
 

Bifrost# Telnet localhost ospfd 

 ospfd> enable 

 ospfd# configure terminal  

 ospfd (configure)# router ospf  

 ospfd (configure-router)# network 10.1.1.0/24 area 0 (Router 1 and Router 2) 

 ospfd (configure-router)# network 192.168.0.0/24 area 0 (Router 1)  

 ospfd (configure-router)# network 192.168.1.0/24 area 0 (Router 2) 

 ospfd (configure-router)# redistribute connected 

 ospfd (configure-router)#write memory 

 

 Bifrost Router:Inter-VLAN Routing Configurations 
 On a Bifrost Router 

 Bifrost# Telnet localhost zebra 

 Router>enable 

 Router# configure terminal 

 Router(configure) hostname Bifrost Router 

 Bifrost Router (configure)# interface FastEthernet0/0 

 Bifrost Router (configure)# interface FastEthernet0/0.1 

 Bifrost Router (configure-interface)# encapsulation dot1Q 1 native 

 Bifrost Router (configure-interface)# ip address 172.16.1.1 255.255.255.0 

 Bifrost Router (configure)# interface FastEthernet0/0.10 

 Bifrost Router (configure-interface)# encapsulation dot1Q 10 

 Bifrost Router (configure-interface)# ip address ip address 192.168.1.1 255.255.255. 

 Bifrost Router (configure)# interface FastEthernet0/0.20 

 Bifrost Router (configure-interface)# encapsulation dot1Q 20 

 Bifrost Router (configure-interface)# ip address ip address 192.168.2.1 255.255.255.0 

 Bifrost Router (configure-interface)#write memory 

 

 

2 Here are the configurations applied for the testing setup with the Cisco 
Traffic Generator: 

 TrafGen configurations: 
Router> enable 

Router# configure terminal 

Router(config)#hostname TrafGen 

Router(config)#interface fastethernet 0/0 

Router(config-if)ip address 172.16.10.4  255.255.255.0 

Router(config-if) no shut down 

Router(config)#interface fastethernet 0/1 

Router(config-if)ip address 172.16.20.4  255.255.255.0 

Router(config-if) no shut down 

TrafGen router config.. 

TrafGen# tgn 

TrafGen(TGN:OFF,Fa0/0)# 

Fastethernet 0/0 

Add tcp 

Rate 1000 

12-dest $R1,BifrostMAC$ 

13-src 172.16.10.4 

13-dest 172.16.20.4 

14-dest 23 

Length random 16 to 1500 

Burst on 
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Burst duration off 1000 to 2000 

Burst duration on 1000 to 3000 

Add fastethernet0/0 1 

14-dest  80 

Data ascii 0 GET /index.html HTTP/1.1 

Add fastethernet0/0 1 

14-dest 21 

Add fastethernet0/0 1 

14-dest 123 

Add fastethernet0/0 1 

14-dest 110 

Add fastethernet0/0 1 

14-dest 25 

Add fastethernet0/0 1 

14-dest 22 

Add fastethernet0/0 1 

14-dest 6000 

 

 Router 1 as Device under Test  configuration: 
Router# configure terminal 

Router(config)#hostname R1 

R1(config)# interface fastethernet 0/0 

R1(config-if)#ip address 172.16.10.1 255.255.255.0 

R1(config-if)# no shutdown 

R1(config)# interface fastethernet 0/1 

R1(config-if)#ip address 172.16.20.1 255.255.255.0 

R1(config-if)# no shutdown 

 

 Switch configuration: 
ALS1#configure terminal 

ALS1(config)# interface fastethernet0/1 

ALS1(config-if)#switchport access vlan 10 

ALS1(config-if)#switchport mode access 

ALS1(config-if)# interface fastethernet0/7 

ALS1(config-if)#switchport access vlan 10 

ALS1(config-if)#switchport mode access 

ALS1(config-if)# interface fastethernet0/8 

ALS1(config-if)#switchport access vlan 20 

ALS1(config-if)#switchport mode access 

ALS1# copy  run flash:basic.conf 

ALS19(config)# interface fastethernet 0/2 

ALS1(config-if)#switchport access vlan 20 

ALS1(config-if)#switchport mode access 
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3 Here are the results  from the testing setup with the Cisco Traffic 
Generator:From the inbound and outgoing interfaces of router 1 as the 
device under test. 

 From the inbound interfaces of Router 1 (fasteEthernet 0/0) as the DUT 

The results show the status of the inbound interface fasteEthernet 0/0, receiving newly generated 
packets as the packet counters incrementing after the Cisco traffic generator is turned ON. 

R1#sh interfaces fastEthernet 0/0 

FastEthernet0/0 is up, line protocol is up 

  Hardware is Gt96k FE, address is 0024.c447.058a (bia 0024.c447.058a) 

  Internet address is 172.16.10.1/24 

  MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, 

     reliability 255/255, txload 1/255, rxload 17/255 

  Encapsulation ARPA, loopback not set 

  Keepalive set (10 sec) 

  Full-duplex, 100Mb/s, 100BaseTX/FX 

  ARP type: ARPA, ARP Timeout 04:00:00 

  Last input 00:00:01, output 00:00:02, output hang never 

  Last clearing of "show interface" counters never 

  Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0 

  Queueing strategy: fifo 

  Output queue: 0/40 (size/max) 

  5 minute input rate 6710000 bits/sec, 1063 packets/sec 

  5 minute output rate 0 bits/sec, 0 packets/sec 

     2028812 packets input, 1582601655 bytes 

     Received 51 broadcasts, 0 runts, 0 giants, 0 throttles 

     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 

     0 watchdog 

     0 input packets with dribble condition detected 

     962 packets output, 74857 bytes, 0 underruns 

     0 output errors, 0 collisions, 2 interface resets 
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     0 babbles, 0 late collision, 0 deferred 

     0 lost carrier, 0 no carrier 

     0 output buffer failures, 0 output buffers swapped out 

R1#sh interfaces fastEthernet 0/0 

FastEthernet0/0 is up, line protocol is up 

  Hardware is Gt96k FE, address is 0024.c447.058a (bia 0024.c447.058a) 

  Internet address is 172.16.10.1/24 

  MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, 

     reliability 255/255, txload 1/255, rxload 25/255 

  Encapsulation ARPA, loopback not set 

  Keepalive set (10 sec) 

  Full-duplex, 100Mb/s, 100BaseTX/FX 

  ARP type: ARPA, ARP Timeout 04:00:00 

  Last input 00:00:01, output 00:00:08, output hang never 

  Last clearing of "show interface" counters never 

  Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0 

  Queueing strategy: fifo 

  Output queue: 0/40 (size/max) 

  5 minute input rate 9842000 bits/sec, 1570 packets/sec 

  5 minute output rate 0 bits/sec, 0 packets/sec 

     2241819 packets input, 1748964877 bytes 

     Received 51 broadcasts, 0 runts, 0 giants, 0 throttles 

     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 

     0 watchdog 

     0 input packets with dribble condition detected 

     967 packets output, 75174 bytes, 0 underruns 

     0 output errors, 0 collisions, 2 interface resets 

     0 babbles, 0 late collision, 0 deferred 

     0 lost carrier, 0 no carrier 
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     0 output buffer failures, 0 output buffers swapped out 

 From the outgoing  interfaces of Router 1 (fasteEthernet 0/1) as the DUT 

The results show the status of the outgoing interface fasteEthernet 0/1, routing the generated 
packets back to the Cisco traffic generator as the packet counters incrementing. 

R1#sh interfaces fastEthernet 0/1 

FastEthernet0/1 is up, line protocol is up 

  Hardware is Gt96k FE, address is 0024.c447.058b (bia 0024.c447.058b) 

  Internet address is 172.16.20.1/24 

  MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, 

     reliability 255/255, txload 1/255, rxload 1/255 

  Encapsulation ARPA, loopback not set 

  Keepalive set (10 sec) 

  Full-duplex, 100Mb/s, 100BaseTX/FX 

  ARP type: ARPA, ARP Timeout 04:00:00 

  Last input 00:00:12, output 00:00:01, output hang never 

  Last clearing of "show interface" counters never 

  Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0 

  Queueing strategy: fifo 

  Output queue: 0/40 (size/max) 

  5 minute input rate 0 bits/sec, 0 packets/sec 

  5 minute output rate 0 bits/sec, 0 packets/sec 

     162 packets input, 30456 bytes 

     Received 162 broadcasts, 0 runts, 0 giants, 0 throttles 

     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 

     0 watchdog 

     0 input packets with dribble condition detected 

     1245 packets output, 91961 bytes, 0 underruns 

     0 output errors, 0 collisions, 2 interface resets 

     0 babbles, 0 late collision, 0 deferred 
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     0 lost carrier, 0 no carrier 

     0 output buffer failures, 0 output buffers swapped out 

R1#sh interfaces fastEthernet 0/1 

FastEthernet0/1 is up, line protocol is up 

  Hardware is Gt96k FE, address is 0024.c447.058b (bia 0024.c447.058b) 

  Internet address is 172.16.20.1/24 

  MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, 

     reliability 255/255, txload 1/255, rxload 1/255 

  Encapsulation ARPA, loopback not set 

  Keepalive set (10 sec) 

  Full-duplex, 100Mb/s, 100BaseTX/FX 

  ARP type: ARPA, ARP Timeout 04:00:00 

  Last input 00:00:20, output 00:00:00, output hang never 

  Last clearing of "show interface" counters never 

  Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0 

  Queueing strategy: fifo 

  Output queue: 0/40 (size/max) 

  5 minute input rate 0 bits/sec, 0 packets/sec 

  5 minute output rate 0 bits/sec, 0 packets/sec 

     163 packets input, 30504 bytes 

     Received 163 broadcasts, 0 runts, 0 giants, 0 throttles 

     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 

     0 watchdog 

     0 input packets with dribble condition detected 

     1262 packets output, 92981 bytes, 0 underruns 

     0 output errors, 0 collisions, 2 interface resets 

     0 babbles, 0 late collision, 0 deferred 

     0 lost carrier, 0 no carrier 

     0 output buffer failures, 0 output buffers swapped out 
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R1#sh interfaces fastEthernet 0/1 

FastEthernet0/1 is up, line protocol is up 

  Hardware is Gt96k FE, address is 0024.c447.058b (bia 0024.c447.058b) 

  Internet address is 172.16.20.1/24 

  MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec, 

     reliability 255/255, txload 1/255, rxload 1/255 

  Encapsulation ARPA, loopback not set 

  Keepalive set (10 sec) 

  Full-duplex, 100Mb/s, 100BaseTX/FX 

  ARP type: ARPA, ARP Timeout 04:00:00 

  Last input 00:00:20, output 00:00:00, output hang never 

  Last clearing of "show interface" counters never 

  Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0 

  Queueing strategy: fifo 

  Output queue: 0/40 (size/max) 

  5 minute input rate 0 bits/sec, 0 packets/sec 

  5 minute output rate 0 bits/sec, 0 packets/sec 

     165 packets input, 30978 bytes 

     Received 165 broadcasts, 0 runts, 0 giants, 0 throttles 

     0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored 

     0 watchdog 

     0 input packets with dribble condition detected 

     1286 packets output, 94712 bytes, 0 underruns 

     0 output errors, 0 collisions, 2 interface resets 

     0 babbles, 0 late collision, 0 deferred 

     0 lost carrier, 0 no carrier 

     0 output buffer failures, 0 output buffers swapped out 
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The results show the status of the inbound interface fasteEthernet 0/0, receiving newly generated 
packets as the packet counters incrementing after the Cisco traffic generator is turned ON. 
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The results show the status of the outgoing interface fasteEthernet 0/1, routing the generated 
packets back to the Cisco traffic generator as the packet counters incrementing. 
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4 Elementary tasks necessary to be done to be connected 
to the available unutilized infrastructure: 

Building of the network infrastructure is achievable with the help of the ICT policy in most developing 

countries, though some of elementary task/job must be done to be connected to the available unutilized 

infrastructure, which is the optical power ground wire (OPGW) primarily, used for supervision, 

control and data acquisition (SCADA), is available for research purposes and ICT solutions that 

enhance sustainable social and economic development. 

General surveying: 

To know the distance and accessibility of the location of the terminated fibre point from the Electrical 

company. 

 
Figure A:General Surveying. [32] 
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Towers: 

Installation of towers for accessing service points, if there will be the necessity of flexibility in the 

network infrastructure. 

 
 

Figure B: Assembling a tower [32] 
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Figure C: Finalization of assembling the tower [32] 
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Earthing: 

Due to lightning during rain seasons. Proper earthing is  a must-have condition in order to receive 

power by the electrical company. So It is necessary to ground the tower and equipment room of 

each station in order to protect equipment from damage. 
 

 
 

 

Figure D: Connecting Earth rods in parallel. [32] 
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Figure E: Ground cable connections. [32] 
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Figure F: A pole at a distribution point. [32] 

 
Figure G: An outdoor enclosures at a distribution point. [32] 
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Figure H: A Fiber termination. [32] 

 
Figure I: ODFs and switch at Electrical Substation Distribution Point. 

Optical Distribution Frame (ODF). [32] 
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Figure J: An AP and panel antenna at a  Distribution Point. [32] 
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Figure K: An Access Point at a Communication Station. [32] 

 



 

76 

 

 
 

Figure L: A Client bridge at a rural health centre. [32] 
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The following is a list of equipment to be co-located in the Electrical company communication 

room.  

1. Equipment Rack  

2. Switch - Cisco  

3. Server  

4. Two Deep cycle, maintenance free, 50AH batteries  

5. One Inverter/Charger  

 

 
 

Figure M: ODF in the Substation control room. [32] 
 

Optical Distribution Frame (ODF) 
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