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Abstract 
 
With the advent of emerging communications technologies in today’s era of global 
computing, the significance of exploiting converged networks for the corporate 
sector has become all the more prudent. This thesis is a feasibility report for the 
implementation of a secure video-conference and VPN solution for an SME i.e. 
Phoniro Systems AB. 
 
Phoniro Systems provides health and welfare solutions. With offices in various 
locations throughout Sweden and active remote workers, it’s ever increasing needs 
and entering into new ventures; a secure, robust and reliable VPN and video-
conference solution over a resilient converged network was needed. The proposed 
solution should integrate networks at different geographical locations. The solution 
should not only connect the offices but cater to the needs of remote clients 
providing secure and seamless connectivity.  
 
The accomplishment of the task required investigating various VPN and video    
conference technologies, while considering Phoniro's network infrastructure and 
requirements stated by the company. A balance between security, performance, 
ease of use and cost were some of the key considerations. Evaluating of different 
different technologies related to solution were done after testing them in the end a 
solution considering Phoniro’s requiremets was devised. 
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1                                 Introduction 
 
Ever since the advent of high speed internet, the significance of internet and 
electronic communications has reached new heights, it has redefined how businesses 
communicate in this modern era of mobile computing. It has also paved way for 
Network convergence which puts even more demand on the Network Hardware. 
 
In today’s era of global computing where a company's business may span over 
different geographical locations and with the penetration of  IT equipment in the 
everyday life, the emergence and cheap availability of hand held computing devices 
such as PDA's and mobiles which are packed with connectivity features such as Wi-Fi, 
4g etc. and having applications for video conference, VPN connectivity etc. which can 
truly exploit the potential of  the hardware that is at its disposal it has become all the 
more prudent for a company to share its Network and IT resources so that they are 
readily available to the company staff at any time at any location by means of a secure 
and reliable connection.  
 
The availability of the required IT resources to the staff or clients who need a secure 
and reliable access to the information not only saves time, cost and energy but would 
give a strategic edge to the business. This is where the concept of VPN (Virtual Private 
Network) comes in. VPNs allow secure remote connectivity to connect not only 
different branches of an office but the Remote Workers who are the mobile users 
often referred to as 'Road Warriors' are also  connected securely and even from 
home.  
 
Phoniro Systems AB. provides health and welfare solutions. With offices in various 
locations throughout Sweden and Remote workers, Phoniro needs a secure, robust 
and reliable VPN and video-conference solution. With its ever increasing needs and 
entering into new ventures, a resilient converged integrated network is needed 
bridging different geographical locations while catering to the needs of remote 
workers providing seamless connectivity.  
 
Phoniro requires a centrally accessible and administered network consisting the 
remote workers and the site offices via a secure VPN which should if possible carry 
video conference data as well. However, performance followed by security, budget 
and many other obvious factors such as maintenance and reliability should also be 
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considered. 
 
Phoniro has its Server in Halmstad, offices in Helsingborg, Norrköping, Stockholm and 
Lindesberg. By taking into consideration their requirements; a redesign of the 
network which would carry VoIP, video-conference and VPN data over a converged 
network was to be designed. The solution should also provide ample security for the 
network and should be within a reasonable budget while offering acceptable 
performance. 
 
 
 
 

1.1 Motivation   
 
Phoniro Systems network was not centralized only the remote workers were 
connected by a PPTP VPN, Windows Small Business (SMB) server 2008 served the 
purpose of providing VPN connectivity by acting as a VPN server and as a CRM server. 

 
The network infrastructure not only lacks VPN site to site connectivity but also due to 
occasional disconnections and other issues a secure and resilient VPN solution is 
needed which can provide not only the mentioned features but should be reliable and 
provide seamless connectivity. 
 
This thesis provided us the unique opportunity to put our theoretical skills into 
practice. We were curious to know if it was possible to stream HD streams over a 
secure VPN solution. What level of encryption could be set for a good viewing 
experience and performance, as it is a converged network; what will be the impact on 
performance when data is put in the network which is already carrying video streams 
and VoIP? 
 

1.2 Goal 
 

The goal was to suggest a secure, resilient and robust network setup considering 
Phoniro's requirements i.e. seamless branch office connectivity with video-conference 
and IP telephony support. The solution should not only provide Site-to-site 
connectivity but should also make the network and its shared resources and services 
available to the teleworkers, offering an integrated, reliable, secure and seamless 
converged VPN network which also offers scalability and resiliency for future 
expansion. 
 
The VPN should be resilient allowing for the integration of various services or 
applications that could be added in future. A remote worker in Stockholm; apart from 
having VPN access should be able to take part in video-conference as well. 
 
The considerations while proposing the solution with aforementioned requirements 
included factors such as price, performance, ease of use and maintenance. 
Possible solutions and comparison 
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In this thesis report we will analyze different solutions, various VPN solutions ranging 
from Operating system based VPN solutions to Network based VPN’s, pros and cons 
will be weighed considering Phoniro’s setup. The possibility of integrating Video-
conference in a VPN will also be explored and various settings recommended for a 
quality Video-conference experience. As we will be focusing on a converged network, 
solutions that adhere to the requirements specified by Phoniro will be tested, while 
other VPN solutions pros and cons will be stated.    
 
 

1.3 The project: VPN, video-conferencing and security. 
 

Implementing even a simple VPN can at times be cumbersome and when you fine 
tune it for Video-Conference it can turn out to be quite a daunting task. However, 
thanks to advances in IT hardware, Network hardware in particular, and the cheap 
availability of high bandwidth it is possible to integrate even latency critical and high 
bandwidth internet traffic such as Video-conference in a VPN but still there are 
exceptions. 
 
1.3.1 VPN 
The possibility of integrating Video-conference traffic in a VPN solution will be tested. 
It’s limits, caveats, possible solutions and whether it would be feasible to put Video-
conference streams in a VPN for Phoniro Systems setup; if not, any other viable 
solution which allows easy and reliable VPN connectivity at application and services 
level while providing secure and quality video-conference connectivity without 
compromising on performance and other factors the details of which are discussed 
later in this document. 
  
There are many VPN solutions, considering Phoniro’s setup and requirements we can 
broadly divide them into two types Operating system based and Network hardware 
based. A comparison between these two and various VPN technologies offered within 
each of these can be done i.e. for a site to site implementation, a comparison 
between IPsec and GRE can be made. It might also be possible that a widely used or 
recommended solution might not fulfill a particular company's network infrastructure 
requirements. As per the existing requirements of the company's network, we can 
test and see if IPsec can be implemented with reasonable performance hit with video 
-conferencing or do we need to run the VPN without video encryption and encrypt 
only the data and may be VoIP? 
 
In this thesis, we will analyze different VPN solutions and also analyze if it would be 
feasible to implement a solution in which Network based and Operating system based 
VPN can co-exist, be it for achieving performance, redundancy or any other benefit. 
 
1.3.2 Video-Conference 
Video-Conference allows two or more persons to simultaneously see and talk to each 
other. It not only saves time, travel and cost but gives a strategic edge to a company’s 
business. With the help of video-conferencing, it is now possible to organize a 
meeting with participants in different locations and even time zones across the world. 
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From technical staff to marketing personals, from Medical surgeons to the concept of 
Virtual education, Video-conferencing has shown numerous benefits.   
 
With regards to our thesis, the testing and evaluation of different solutions has been 
done considering Phoniro’s requirements. Objective video quality testing has been 
done by using VLC player built in tools. While to analyze Jitter, a 10Mbit stream was 
originating from one PC and testing for Jitter and Bandwidths fluctuations using Jperf 
ver. 2.0.2. The testing methodology is discussed in detail in Chapter 5.   
 
For choosing the appropriate video codec and audio codec for video conferencing 
many factors were considered like bandwidth, processor usage, compatibility and 
output quality etc. 
 
Also, with regards to VPN there are many options the best and costly range from 
hardware based VPN solution to cost effective software VPN, the factors such as cost, 
performance and security as per requirements of Phoniro will be considered. 
 
Considering future expansion the network will be tested to see its limits i.e. the 
maximum no. of simultaneous video streams and data that the network hardware can 
process that is within acceptable limit, the software used for simulating a UDP stream 
was Jperf ver-2.0.2. To make the testing as close to reality the testing was done on a 
packet size of 256Bytes and 1500Bytes which represent the major chunk of data used 
by the common video streams over internet for Video-conferencing [1]. 

 
1.3.3 Security 
With regards to security, apart from encryption of data, the network should be safe 
from other common attacks like DoS(Denial of Service), ping of death and if possible 
Virus and Trojan at network hardware level. We will have a look into this aspect as 
well when suggesting the solution while ensuring reasonable performance. 
 
In the end, we confidently suggest an implementation of our proposed solution on 
Phoniro System’s Network. 
 

1.4 Testing methodology, evaluation and solution 
 
Testing was done with the possible VPN solutions over a secure VPN which could 
fulfill the requirements mentioned above. Testing can be broadly divided into 
Operating System based VPN and Network hardware based VPN solutions. 
 
IPsec with various settings was tested with HD 720p and VGA streams for site to site 
connectivity. The other solution i.e. GRE did not offer encryption, hence was not 
tested.  Testing was done considering Video-conference data focusing on QoS (Quality 
of Service).  
 
With regards to Video performance, Observations for both the setups included 
comparison of characteristics such as bandwidth and Jitter. Frame drop was also 
tested in case of FHD(Full High definition) 1080p, 720p and 480p  Video-conference 
setups for site to site connectivity. 
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Jperf ver. 2.0.2 was used for testing Jitter and bandwidth. In addition to Jperf, 
Wireshark and DU meter were also used. Testing methodology is explained in detail in 
Chapter 5 for both operating system based VPN and Router based VPN solutions for 
the various setups. 
 
 
 

2            VPN 
 
2.1 VPN Introduction 
 
A Virtual Private Network (VPN) securely connects to a private Local Area Network at 
a remote location, over internet to allow secure transportation of private data. It uses   
encryption and authentication for secure connectivity. 
 
VPN does not allow unauthorized users to access network because it   uses 
authentication for users, it also prevents unauthorized users from reading the private 
network data as it traverses through the internet as it uses encryption. The VPN is 
used to send any kind of data securely, including voice, video and other network 
resource services or applications i.e. CRM, Database connectivity etc. 
 
A VPN is deployed by using tunneling protocol over a public network, instead of using 
a dedicated physical connection or a leased line. A VPN uses virtual connections 
routed through the Internet from the organization’s site- to-site and remote worker 
connectivity. 
  
A VPN allows connection within a specific community of interest serving within a 
communications environment. VPN provides confidentiality which is achieved by 
encryption of the data within VPN.  Encryption of data is the most critical aspect of 
network security. 
 
Approaches 

 
There are many types of VPN technologies that are already being deployed by firms, and 
many have also been under development, majority products are usually using emerging 
standards and few depends on more of their specific requirements such as secure 
communications for mobile users over the internet and security between the 
communications of LAN to LAN. The security is the main goal which we should focus during 
designing a VPN network therefore we use few approaches such as Performance, Integrity, 
Confidentiality & Authentication and Availability. 

 
2.2 VPN benefits 

 
Cost Affective 
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The organizations that want to deploy private networks, first they should be cost effective as 
needs to be deploying it. Cost effectiveness plays its many roles, the organizations that can 
not afford to have its own dedicated WAN links through WiMAX or Satellite connections for 
reducing the cost, they use third party Internet Service Providers that gives also the services 
of VPN on cheap rates through networks. VPN networks do not only depend on frame relay 
and dedicated leased lines. We can deploy VPN by using third party based Internet Service 
Providers (ISP). The Leased or dedicated lines also provide cost savings VPS communications 
as well as offer more advantages in shape of scalability, reliability and flexibility. 
 
 
 
Security  

 
The security plays a vital important role in private networks for achieving this part 
VPN using many types of advanced level of authentication and encryption protocols 
for blocking to unauthorized access and protecting to network. 
 
Scalability  

 
A VPN provides a scalable network in which Organizations can easily expand their 
small private networks into a big scenario without reducing a security, ISP provides a 
services of establishing a secure private network between two organizations with 
scalability in which, if that Organization needs to add more users or further expends 
its remote branches, it can easily accommodate without changing the whole 
infrastructure. 
 
Compatibility  
 

VPN has a big time compatibility and flexibility well as in many technologies of broadband. 
Telecommuters and the mobile technologies allow to VPNs for taking advantages of 
broadband (DSL and Cable) connectivity. 
 
 
 
 
 

2.3  VPN drawbacks and issues 
 
Installation complexity 
 

 VPN installation requires careful setup considering an organization’s requirements 
i.e. Network security vs. Network performance and specifically the type of services 
that will be available. 
 
Scalability problems 
 

 Issues that are manageable in a small setup are magnified and cannot be neglected 
anymore when the same corporation undergoes expansion. This happens when 
scalability is not considered while implementing the VPN.  
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Performance 
 

Implementing high security parameters for a VPN may take toll on performance and 
in some cases compatibility issues may arise. Implementing high level encryption 
may require a dedicated hardware VPN device. 
 
 
 
 
 
 
Incompatibility 
 

For VPN connectivity appropriate hardware or software is needed at both ends with 
matching parameters that ensure data encryption and decryption at both the ends. 
However, due to a wide variety and complexity of Network hardware setups 
incompatibilities may arise, the effects of which can range from lower performance 
to no connectivity. Attempting to mix and match different VPN solutions may result in 
technical issues. Troubleshooting in these cases at times requires considerable time 
and effort. 
 

Encryption 
 

The data cannot be compressed after encrypting a data in the tunnel of VPN so it means 
hardware level compression is not possible through modem. 
 

2.3.1 Quality of Service 
 
VPN runs on public switched routing networks in which it does not fully send the guaranteed data on 
both ends, so that is a big time packet loss with out of ordered and fragmented data. 
 

2.3.2 Bandwidth reservation  
 

It is hard to get the best performance of VPN on traditional network, therefore it needs to 
reserve the bandwidth of transmission on particular classes of network connections from 
inbound as well as outbound for achieving the good flow of transmission in virtual private 
networks. 
 

2.3.3 Multimedia 
 

The throughput and latency vary in internet and video conferencing based applications need 
to work properly on links which have very low latency with minimum throughput. 
ISDN and DSL technology resolve this problem because these provide multi channel service in 
which one uses for data and the other for voice, so the data channel can be used for utilizing 
VPN traffic and voice for video based conferencing. 
 
 
 
ISP Network 
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VPN performance depends upon the ISP’s infrastructure. As the data traverses 
through the ISP’s network the performance of VPN is affected by the ISP’s Quality of 
Service.  Thus, the Organization itself is not solely responsible for the reliability and 
performance of a VPN [2]. 
 

 2.4 Types of VPNs 
 

VPN’s can be categorized in many ways i.e. on the basis of tunneling protocols or on 
the basis of connectivity. There is also another type of VPN which is used by ISP’s in 
WAN by using the same ISP it is known as MPLS VPN.  
 
 
 
 
There are two main types of VPN Networks  
 
2.4.1 Site-to-Site VPN 
 

Site-to-Site VPN is deployed when different site locations at remote places need to be 
connected to each other i.e. connecting main office network to a branch office 
network. In a site to site VPN the internal hosts have no knowledge that a VPN exists. 
However, both sides of VPN need to be aware of the configuration in advance. The 
VPN remains static and internal hosts have no knowledge that a VPN exists. Site-to-
site VPN doesn't require any VPN client software they send and receive data through 
a VPN gateway. 
 
A site-to-site VPN is an extension of a classic WAN network. In the past, a leased line 
or Frame Relay connection was required to connect sites, but because most 
corporations now have Internet access, these connections are now being replaced by 
site-to-site VPNs. 
 
 

There are two main types Site-to-Site VPN 
 
Intranet Site-to-Site VPN 
 
The network in which companies want to join their remote locations with one of more 
remote singles private network, then they will create an intranet site to site VPN for 
connecting to a separated LAN to single WAN. 
 
Extranet Site-to-Site VPN  
 
When two different companies want to join their own LANs with each other, then they build 
extranet site to site virtual private networks. It allows them to share their own network 
resources through secure tunnels as compare to access the both intranets separately. 
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2.4.2 Remote-access VPN 
 

A remote-access VPN is created when VPN information is not statically set up, but 
instead allows for dynamically changing information and can be enabled and disabled. 
In a remote access VPN client software is needed at the client end while on the server 
end either the clients have to be manually added in an existing Site to site VPN or 
software for VPN server might be needed.  
 
Consider a remote client who needs VPN access to corporate data over the Internet. 
The remote client does not necessarily have the VPN connection set up at all the 
times. The remote client’s PC is responsible for establishing the VPN. The information 
required to establish the VPN connection, such as the IP address of the remote 
clients, changes dynamically depending on the location of the remote clients.   
 
Refer to Fig: 1 for a simple VPN diagram with remote clients and Site to Site VPN connectivity.  
 
 
 
 
 

 

 
Fig: 1 
 

 
 
2.5 VPN Tunneling Protocols 
 
The virtual private network is built from the idea of secure tunneling between the two 
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logical network connections, the protocols in which the packets get encapsulated with 
specific authentication plus encrypted algorithm, and after receiving on other the end 
it easily gets de-encapsulated by using the same algorithm. VPN uses the L2TP/IPSec 
or PPTP protocols for encapsulating the packets over public switched network [3].   
 
 VPN Protocols: 

Following are the widely used VPN tunneling protocols  
 1. PPTP 
2. L2TP  
3. GRE 
4. IPsec  
5. SSL  
6. SSTP 
 
 
 
 
1) PPTP 

PPTP (Point-to-Point Tunneling Protocol) is a tunneling protocol which is mostly used 
by windows operating systems as well as it supports and easily configures on other 
operating systems Linux & Mac. PPTP does not provide itself an encryption so it uses 
further PPP (Point-to-Point Protocol) for providing authentication and encryption. 
 
 
2) L2TP 
L2TP (Layer 2 Tunneling Protocol) is another layer that is 2-layer based protocol, supported by 
VPN. It also does not provide itself an encryption so that it may use further a data link 
protocol IPSec plus and provides data integrity, L2TP uses DP Port 1701 for its transmission. 
 
3) GRE 
GRE (Generic Routing Encapsulation) is an encapsulating protocol which was introduced by 
Cisco Systems, it works as a medium of transport for caring traffic between two virtual 
networks, and it also does not provide itself an encryption so it also relies on IPSec for 
providing security through encryption on network. 

 
 
4) IPsec 

IPSec protocol is used by VPN for providing encryption and authentication, and used 
as a “protocol suit for providing security to IP through encryption and authentication 
of data stream”.  Almost all kind of VPN Protocols use IPSec for providing full security 
in their private networks. 
 
 
5) SSL 

SSL (Secure Socket Layer) is used for providing security in VPN by using SSL certificates 
over web browsers, uses https protocol for encrypting to whole traffic on both ends, 
and also does not use any additional software on client side. The restriction on user’s 
to specific application instead of allowing access to whole network in SSL VPN [4]. 
 
 6) SSTP 
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SSTP (Secure Socket Tunneling Protocol) VPN was created by Microsoft [5] that 
provides a mechanism in the VPN security to transport PPP & L2TP traffic trough SSL 
3.0 channel. SSL over TCP port 443 allows SSTP to pass through traffic virtually from 
firewalls and proxy server. 
 
 

Widely used tunneling protocols comparison and facts.  
  
L2TP/IPsec and PPTP are the most widely used Operating system based VPNs. 
L2TP/IPsec is explained in detail in Chapter 3. 
 
Comparisons LT2P vs. PPTP 
 
L2TP/IPsec and PPTP are similar in the following ways. 
 

 Both provide a logical transport mechanism to send PPP payloads. 

 Both provide tunneling and encapsulation so that PPP payloads based on any 
protocol can be sent across an IP network. 

 Rely on the PPP connection process to perform user authentication and 
protocol configuration. 

 
Some facts about PPTP 
      +    PPTP easy to deploy 
      +    PPTP uses TCP, which allows retransmission of lost packets 
      +    PPTP is widely supported 

- PPTP less secure with MPPE(up to 128 bit) 
- Offers weak encryption compared to L2TP/IPsec and data encryption begins        

after the PPP connection process. 
- Only user-level authentication through a PPP-based authentication protocol.  

 
L2TP/IPsec 

+ Offers better encryption i.e. AES 256 bit even before PPP process begins. 
+ Stronger authentication required, requiring computer-level authentication    

through certificates. 
+ Offers UDP as means of transport which is faster as it does not retransmit 

packets     
+ Can cope well with firewalls.  
- Requires certificate infrastructure [6]. 
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3                                         IPsec 
 
3.1 Introduction 
 
IPsec defines how a VPN is to be configured using IP addressing protocol, it is an IETF 
standard (RFC 2401-2412). IPsec offers various features for VPN technology i.e.  
encryption, authentication, security algorithms, or keying technology. IPsec consists of 
a framework of open standards providing secure end to end data communications. It 
utilizes the existing standards for the implementation of secure data transmission.  
 
IPsec provides security and authentication of the packets as they are transmitted from 
the end devices over the internet by working at the Network Layer. As it offers various 
security features, these can be implemented from layer four through seven.  Routing 
is handled by IPsec as it carries a layer three header. The layer two protocols over 
which it functions include Ethernet, High-Level Data Link Control (HDLC), Synchronous 
Data Link Control (SDLC), ATM and Frame Relay.  
 
 
3.1.1 Encryption Terminology 
 
The IPSec provides a strong encryption for sending a confidential data through VPN 
technology. 
 
Encryption 
 
The transformation of plain data in an encoded form that makes original data encrypted for 
protecting it from unauthorized users unless they have the key for decoding to that 
encrypted data. 
 
Decryption 
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The reverse process of encryption, in which it converts the encrypted text into a plain data 
and first the recipient must have to know the key from sender, which will use to decrypt the 
sender’s encrypted data. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

3.2 IPsec Features 
 
IPsec consists of the following five building blocks. 
 

i. Confidentiality: The encryption algorithm implemented. DES, 3DES, AES, or 
SEAL. AES is the preferred choice if higher security is needed. 

ii. Security protocol for Key exchange: The Security Associations, these include 
ESP or AH.  

iii. Integrity: IPsec offers Integrity; it can be implemented using either MD5 
(Message Digest 5) or SHA (Secure Hash Algorithm).  

iv. Authentication: IPsec offers various mechanisms for the implementation of 
the shared key. The choices include Pre-shared or digitally signed key.  

v. Secure key exchange: IPsec offers cryptography by means of a public-key 
cryptography protocol i.e. Diffie-Hellman (D-H). DH can be configured for DH 
Group 1 (DH1), DH Group 2 (DH2), DH Group 5 (DH5), and DH Group 7 (DH7).  
 

Considering the requirements for a particular setup the above parameters can be 
chosen. The specific settings for the various algorithms have to be the same on the 
devices wishing to communicate with each other; otherwise problems may arise 
ranging from frequent data loss to no connectivity. 
 
As IPsec is not bound by specific algorithms, it is open for further advancements and 
enhancements as new algorithms can be created or the existing can be enhanced to 
provide a more secure and robust communications solution. 
 
3.2.1 Cryptographic Algorithm 
 
The mathematical term which is used for encrypting and decrypting to data is called cipher 
also known as cryptographic algorithm. In cryptographic algorithm the main security of data 
totally depends on key mechanism, if attacker knows to algorithm but does not have that 
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particular key, then it will be unable to break the encryption of the message. 
 
There are two main types of Cryptographic algorithms. 
1. Symmetric 
2. Asymmetric 
 
Symmetric Algorithms 
 
The algorithm in which sender and receiver use the same secret key for encrypting and 
decrypting to a plain message, there are few issues how the sender will send that secret key 
to receiver because if someone will get this key during sending then it can easily be 
decrypted to message, AES, 3DES, DES are the symmetric algorithms use for encryptions. 
 
 
 
 
Asymmetric Algorithms 
 
The algorithm which uses the public key mechanism for encrypting to a message, it does not 
like symmetric algorithm in which we separately need a secure way for only sending the keys 
for decryption.  It uses two separate keys for encryption and decryption. Public key of 
recipient’s use for encrypting a message and it can also be distributed on internet, while for 
only the private key of recipient’s will be used for decryption and it should be kept secret. 
 
 
 
 
3.2.2 Confidentiality  
 
Confidentiality plays an important role in data encryption of public network. It 
provides full security to network protecting from man-in-middle attacks, so this totally 
depends on the length of key in that encrypted algorithm. 
 
The given following encryption algorithms and key lengths are used by a VPN 
 

 DES - Uses a 56-bit key, ensuring high-performance encryption. DES is a 
symmetric key crypto-system. 

 3DES - A variant of the 56-bit DES. 3DES uses three independent 56-bit 
encryption keys per 64-bit block, providing significantly stronger encryption 
strength over DES. 3DES is a symmetric key cryptosystem. 

 AES - Provides stronger security than DES and is computationally more 
efficient than 3DES. AES offers three different key lengths: 128 bits, 192 bits, 
and 256 bits. AES provides the highest security. Almost all of the current 
Network hardware supports AES. 

 Software-Optimized Encryption Algorithm (SEAL) - A stream cipher developed 
in 1993 by Phillip Rogaway and Don Coppersmith, which uses a 160-bit key [7]. 
 

  Refer to Fig 2, for an illustration of the features and choices available for     



15 

 

confidentiality of data in an IPsec setup. 
 

 
 

Fig: 2 Confidentiality [7]  

 
 
 
 
 
 
 
AES 
 
Therefore, AES (Advanced Encryption Algorithm) will be the best choice for 
implementing high security, and it has three types of levels (AES 128 bit, AES 192 bit 
and AES 256 bit).  A 64 bit key can take about 4 minutes and 16 seconds to break for a 
device performing a 2^56 permutations per second, while a 128bit key will require  
149,745,258,842,898 years to brute-force a 128 key. We have tested the performance 
of VPN with 128bit and 256 bit encryption to observe the performance impact. 
 
3.2.3 Integrity  
 
The data integrity is also a most critical thing that is offered by IPSec. Suppose, a 
person send 200 units of money from network A to B via internet in form of message 
and if message is got tempered by an attacker who changes the amount and name of 
data transaction message, now the confidentiality as well as integrity of data will 
compromised. 
 
Integrity of data is guaranteed by HMAC (Hashed Message Authentication Codes) by 
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using hash value. In HMAC both sides first matches to hash value for verifying the 
integrality of message, if by chance it does not match then it means that the message 
has been tampered, either discarded or corrupted during transmission, even a tiny 
change in message can overall change to hash value. 

 
 
There are two common HMAC algorithms: 
 

 HMAC-Message Digest 5 (HMAC-MD5) - A 128-bit shared-secret key is used. 
The variable-length message and 128-bit shared secret key are combined and 
run through the HMAC-MD5 hash algorithm. The output is a 128-bit hash.  

 

 HMAC-Secure Hash Algorithm 1 (HMAC-SHA-1) - Uses a 160-bit secret key. 
The variable-length message and the 160-bit shared secret key are combined 
and run through the HMAC-SHA-1 hash algorithm. The output is a 160-bit 
hash.  

 
 
3.2.4 Authentication  
 
Authentication is a process in which both sides of VPN tunnel first authenticate to 
each other before establishing a secure communication. In authentication the 
message is first signed by sender’s private key which is also called digital signature and 
other side authenticates it by decrypting to this signature by using the sender’s public 
key. 
 
AH (Authentication Header) is a mechanism which provides authentication by 
calculating the additional header of the whole contents of datagram. The standard 
algorithm is used by sender to create a CRC code on the contents of that message and 
on other side checks CRC code and compares it with sender’s if it gets change then it 
means data have tempered or got corrupted during transmission [8] 
 
 
Internet Key Exchange (IKE) 
Internet Key Exchange was developed on framework and introduced by Internet Security 
Association and Key Management Protocol (ISAKMP), IKE plays its role in IPSec as an 
automatic key negotiation as well as services of SA establishment. IKE calculates the values of 
shared keys after exchanging the data. It will be then hard for third party for decrypting to 
keys even attacker to capture the whole data for calculating the keys during transmission. 
 
Pre-shared Keys (PSKs)  
The pre-shared is a secret key value entered on both sides of peer for authentication, 
an authentication key is made by joining PSK with other information, each peer on 
both ends exchange pre-shared keys for further creating a secure tunnel in VPN for 
transmission. 
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RSA signatures  
Both ends authenticate after exchanging to digital certificates, the private key is used 
to encrypt by using hash value received from its local network device, the hash with 
message is sent to remote end and uses as a signature for that message then remote 
end is decrypted to hash using public key of their local end device. On the basis of 
these signatures, both peers authenticate both ends for establishing a secure tunnel. 
 
3.2.5 Secure key exchange (Diffie-Hellman Key Agreement) 
 
It is a public key encryption method which is used by two IPSec ends and shared their 
secrete keys for establishing a connection over internet, for this mechanism IPSec 
uses DH algorithm for sharing public key for establishing a connection of both shared 
secret keys. 
 
Both ends first create their own private and public keys, each end is kept its private 
key secret, however, the public which creates from that private key exchanged on 
internet, after combining the others public key with  own private keys create a same 
shared secret number after conversion of shared secret number.  
 
Encryption algorithms (DES, 3DES, AES, MD5 and SHA-1) need a symmetric shared 
secret key to perform encryption and decryption. The Diffie-Hellman (DH) key 
agreement is a public key exchange method that provides a way for two peers to 
establish a shared secret key that only they know for communicating over an insecure 
network. 
 
Some important facts regarding DH groups can be stated as below: 
 

 DH groups are the variations of the DH key exchange algorithm. They can be 
divided into four groups: 1, 2, 5, and 7. 

 DH groups 1, 2, and 5 support exponentiation over a prime modulus with a key 
size of 768 bits, 1024 bits, and 1536 bits, respectively.  

 Cisco 3000 clients support DH groups 1, 2, and 5. DES and 3DES encryption 
support DH groups 1 and 2.  

 AES encryption supports DH groups 2 and 5.  

 The Certicom movian VPN client supports group 7.  

 Group 7 supports Elliptical Curve Cryptography (ECC), which reduces the time 
needed to generate keys.  

 It is during tunnel setup that VPN peers negotiate which DH group to use [9]. 
 
 
 

3.2.6 IPsec Security Protocols 
 
The two main IPsec framework protocols are AH and ESP. The IPsec protocol is the 
first building block of the framework. The choice of AH or ESP establishes which other 
building blocks are available: 
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      Authentication Header (AH) 
 If for some reason confidentiality is not required or permitted then AH, which is IP 
protocol 51, is the protocol to be used. However, authenticity and integrity of IP 
packets is provided. As AH does not provide data confidentiality the text is 
transported unencrypted. AH is applied to the entire packet except those IP header 
fields which change i.e. (TTL) Time to Live which are changed as the packets cross 
different hops. 
Even if a single bit in hash is changed the AH will not match. Also, it is to be noted that 
AH can have problems if NAT is used.  
       
     Encapsulating Security Payload (ESP) 
ESP, which is IP protocol 50, can provide confidentiality and authentication. It provides 
confidentiality by encrypting the payload. With ESP, an encryption algorithm also has 
to be selected. 56 bit DES is the default. However, AES is recommended.  
 
Integrity and Authentication are also provided by ESP. ESP also offers as an option 
anti-replay protection, verifying the packets for duplicity. Although, Anti-replay is 
supported in AH, normally it is used in ESP.  
 
ESP offers fairly well protection because not only the original IP datagram but the ESP 
trailer is also encrypted. A new IP header is attached to authenticated payload after 
hashing process, as can be seen in the Fig. below [10].  
 
 

 
Fig 3 [11] 

 

3.3 L2TP with IPsec (L2TP/IPsec) 
 

L2TP, as mentioned earlier in Chapter 3: VPN only provides means to send PPP 
payload. It does not encrypt data itself. It relies on security protocol i.e. IPsec to 
provide data confidentiality and Integrity. We will high-light some points regarding 
L2TP which will emphasize the point that it is recommended when Operating system 
based VPN is used as it offers speed and coupled with IPsec it offers reasonable 
security. 
 
L2TP/IPsec packet   
 
The L2TP/IPsec packet can be categorized in two layers, while differentiating on the 
basis of encapsulation. 
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First layer: L2TP encapsulation 
A UDP header and an L2TP header are attached with a PPP frame (an IP datagram). 
The structure of L2TP packet containing an IP datagram can be seen in the figure 
below [12]. 

 
 
Structure of an L2TP Packet Containing an IP Datagram 

 

 
Fig 4 [13] 

 
 
Second layer: IPsec encapsulation 
An IPsec Encapsulating Security Payload (ESP) header and trailer, an IPsec 
Authentication trailer that provides message integrity and authentication, and a final 
IP header is then attached to the resulting L2TP message. The source and destination 
IP addresses that correspond to the VPN client and the VPN server are present in the 
IP header [14]. 

TP and IPsec encapsulation for a PPP datagram can be seen in the following figure. 

 

 
Fig 5 [15] 

 

Some facts about L2TP with/without IPsec: 

 L2TP/IPsec data encryption begins before the PPP connection process. 

 L2TP/IPsec offers enough security with AES (up to 256bit) or DES (56/64-bit 
keys). 

 It offers stronger authentication by requiring both computer-level 
authentication and user-level authentication through certificates and PPP 
authentication protocol respectively. 
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 As UDP is used by L2TP, it offers faster performance, but is less reliable, 
because it does not retransmit lost packets, it is commonly used in real-time 
Internet communications.  

 L2TP can handle complex Network configurations i.e. firewall. Therefore, it is 
termed “Firewall friendly”. It is better suited for extranet protocols as most 
firewalls do not support GRE. 

 L2TP requires certificate based Authentication for VPN connectivity, thereby 
offering more security.  

 L2TP is used in cable as well as ADSL networks. 

 L2TP supports client computers in Windows 7, Windows Vista, Windows XP 
and Windows 2000. Computer certificates or a Pre-shared key are used as 
means of Authentication. With L2TP/IPsec data integrity, confidentiality and 
authentication are provided. 

 
Issues and possible solutions regarding Windows 7: 

 In Windows 7, in case there are connection problems allow UDP port 500 for 
ISAKMP and port 4500 for NAT-T.  

 Check “IKE and AuthIP IPsec Keying module" and "IPsec policy agent". 
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4                          Video-conference 
 
4.1 Introduction 
 
A Video-conference or video conference (also known as a video teleconference) is a 
set of interactive telecommunication technologies which allow two or more locations 
to interact via two-way video and audio transmissions simultaneously. It has also been 
called 'visual collaboration' and is a type of groupware [16]. 

 
History 
 
Early Video conference solutions started with Analog devices. During the first manned 
space flight NASA used   wave UHF and VHF technology. This technique was expensive 
and was not widely accepted. In the 1980's compressed video and audio over ISDN 
lines could be transmitted. 1990 saw the evolution of Video-conferencing with 
availability of Internet Protocol based video-conferencing. It was in 1995 that the first 
public video-conference and peacecast between the continents of North America and 
Africa took place linking a technofair in San Francisco with a techno-rave and 
cyberdeli in Cape Town [17].   
 
With the availability of high speed internet and the start of services like Skype, Video-
conference for the Small business and general public has become feasible. At present 
there are Video-conference solutions that offer dedicated HD video-conference 
Hardware setups like Cisco ūmi. It is also available at an affordable price for medium 
sized to large Enterprises who need high definition Video-conference solutions. 
Polycom was among the pioneers offering HD Video-conference solution. 
   
With the widespread availability of high speed broadband, Video conference has not 
only become a reality but is turning out to be a necessity for the Business sector. It 
can be 
  

1) Point to Point.  
2) Multi-point. 

 
Point to Point 
Point to Point refers to a video conference between two people 
 
Multi-point 
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Multi-point refers to Videoconference between more than two people at different 
locations. Video-conference can also be used to share documents and other 
information. 
 
 
 
 
 
 

4.2 Working 

 
Video conferencing requires Hardware as well as Software. Some of these 
technologies are hardware, others technologies involved in the video conferencing 
process are software related. Here is a list of technologies that are common to a video 
conference set up. 
 

 PC based Video-conference setups. 

 Dedicated Video-conference setups i.e. Cisco ūmi. 
 
4.2.1 PC based Video-conference setup. 
 
Hardware requirements 

 Video input consists of video camera/web cam. 

 Video output will require Computer monitor (LCD etc.), Television or Projector. 

 Audio input would require microphone and may require hardwire device that 
has audio processing capability for i.e. sound card form the PC. 

 A network/internet connection preferably high speed broadband for the 
transfer of Video and audio data. It might include Radio broadcast, Wi-Fi or 
other wireless technology.  

 
Software requirements 

 Applications for Video-conference include i.e. Skype, SightSpeed, Yugma, iChat 
etc. 

 Paid Video-conference services for corporates include WebEx meeting center, 
AT&T connect and Adobe Acrobat connect professional. 

 Hardware drivers and software codecs supported and required by hardware. 

 May need additional software which might be the prerequisite for the 
installation of Hardware. 

 
It is to be noted that a few applications or services might be Operating System specific 
i.e. iChat is for Mac.  Similarly a few applications might require installation of video 
and audio codecs. The performance and quality of Video-conference is also affected 
by the choice of video codec. Apart from the PC based setups, there are high quality 
solutions which offer dedicated devices for Video-conference. 
 
4.2.2 Dedicated Setups. 
 



23 

 

They have built in hardware which can do encoding, decoding and other tasks related 
to Video-conference; these devices may have microphones and at times include 
display output devices as well as speakers. Dedicated setups for the most part offer 
high quality Video-conference but are expensive. Large dedicated setups for 
Enterprise are not portable .There are however, small portable Dedicated devices 
which can be used for meetings. 
 
Dedicated Video-conference solutions were used widely in Enterprises which required 
a good quality Video-conference setup, but now because of low cost and quality PC 
Video-conference solutions prices have reduced over the past few years. 
 

4.3 Video-conference data 
 
Videoconference data consists of RTP, RTCP and UDP. (RTP) Real-Time Transport 
Protocols, User Datagram Packets (UDP) and Real-Time Transport Control Protocols 
(RTCP) are managed here. Normally information such the payload type, type of codec, 
frame rate, video size etc. are carried by RTP and UDP. RTCP on the other hand acts as 
a quality control Protocol for detecting errors during streaming [18]. 

 
Standards: 
ITU H320 is the standard for Video-conference over digital networks. It supports 
various video and audio codecs. 
 
H264 is the most widely used video codec. It offers superior performance, quality and 
resiliency for video conference solutions. 
 
A typical 720p x264 stream bandwidth usage in Video conference is about 1.5Mbit/s. 
For a detailed analysis of Video-conference bandwidth and its performance kindly 
refer to Chapter 5.3. 
 

4.4  Improving video-conference experience 
 

Video-conference is affected by many factors. The most significant include, but are 
not limited to 

a) Bandwidth. 
b) Resolution. 
c) QoS i.e. Quality of Service network Jitter, delay etc. 
d) Video/Audio codec. 
e) Applications with various built-in Algorithms for improving quality. 

 
a) Bandwidth  

There are specific bandwidth requirements for a particular Video-conference setup 
anything less will result into performance degradation. It may depend on many 
factors the most important being resolution and codec. For e.g. Cisco ūmi requires 
4Mbit/s for 720p video-conference, anything less will make the video quality suffer. 
 

b) Resolution  
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Resolution of the Camera also plays a vital role as more resolution will provide a 
sharper and richer viewing experience together with a high frame rate count 30fps 
gives a smooth playback. Higher resolution also gives a larger Field of view  [19]. 

Refer to appendix c for a detailed Video resolution table. 
 

c) QoS i.e. Quality of Service network Jitter, delay etc. 
For QoS various methods can be implemented at Network Hardware level for 
optimizing Video. For providing QoS, Network traffic needs to identify the Video 
traffic. 
The differentiated services (DiffServ) model of QoS uses DiffServ code point (DSCP) 
values to separate traffic into classes  [20]. It is implemented by Expedited Forwarding 
(EF) By assigning  a DSCP value of (101110) highest service to the marked packets. 
 
Cisco recommends AF41 (DSCP value 100010) for video-conference. A network with 
appropriate QoS implemented will utilize the network resources in a better way than 
the one without QoS reducing Jitter i.e. undesired output which occurs due to 
inconsistent delay in packets should be less than 20ms according to cisco IP Multi-
service VPN SLA for service providers. 
Delay which is the time it takes to reach a packet from source to destination it is at 
times also called (Network) latency. ITU specifies delay as 150ms however 250ms 
might also be acceptable [21].  

However, IP Multi-service VPN for service providers there should not be more than 
60ms one way delay. We will investigate QoS with reference to Video-conference 
further in Chapter 5.2. Packet loss: Similarly packet loss should be equal to or less 
than 0.5%. 
 

d) Video and Audio Codecs:  

 A codec is software that enables video compression and decompression for digital 
video or audio content. Video quality and quantity of data are among the most 
important aspects other than compatibility and performance when choosing a codec.  
 
ITU supports the following audio codecs [22].  

 G.723—5.3 and 6.3 kbps modes             

 G.728—3.1 kHz at 16 kbps 

 G.722—7 kHz at 48, 56, and 64 kbps 

 G.711—3.1 kilohertz (kHz) at 48, 56, and 64 kbps  

 G.729ar8 

 G.729br8 

 G.729r8 

 iLBC 

 iSAC 

Video codecs supported include 

 H261 

 H263 
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 H264(x264 is also gaining popularity; it is the open source variant of h264). 
 

H264 is the most widely used codec, primarily because of its superior performance 
and quality. 
 
 
 

e) Application Algorithm enhancements and settings.  
Various applications deploy their own techniques and algorithms to improve picture 
quality by making video more vivid, sharp, less grainy etc. There are plug-ins and 
filters which at the cost of processing can enhance picture quality. 
Security can also be employed by applications for i.e. Skype not only uses 
authentication but also encryption [23].  
Some applications also have settings for high end features like QoS i.e. In SightSpeed 
you can  

 Enable or disable QoS/Diffserv. 

 Change the MTU size. 

 Adjust Base port.   
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5 Methodology for Testing and Considerations 
 
5.1 Methodology for testing and Considerations 
 
For testing the performance of various VPN solutions we broadly divided the VPN 
testing in two categories. 
 

i. Router based VPN testing. 
ii. Operating System based (Windows Server 2008) VPN testing.  

 
As it will be a converged network we will integrate the entire traffic within the 
Network. 
 
Hardware used for Router based VPN setup  
 
PC      Intel Core 2duo 2.0GHz, 4GB RAM, Gigabit Ethernet. 
 
Switch Catalyst 2800 series (Layer 2) 
 
Router Cisco 2600 IOS ver. 12.4 
 
Operating System used was Windows XP SP3.  
 
Software used  
 
DU meter, VLC media player 0.9.2, Jperf-2.0.2 and Wireshark. 
 

 DU meter was used for Throughput calculation. 

 VLC media player was used for two way and multi point Video streaming. 
Frame rate drop and packet loss was measured with and without IPsec VPN 
and with two way and three way Video-conference.   

 Jperf was used with specific settings considering VPN and Videoconference 
requirements as explained in 5.2 Fig (3). Jitter and bandwidth were observed 
in the carried out tests with (L2TP/IPsec) and without IPsec encryption i.e. 
PPTP.   

 Wireshark was used for Network Analysis, which included verification of 
encryption of packets and VOIP related issues.  
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Video Streams: 
1080p video was having an average bit rate of 6.75Mb/s as it was also showing 
outdoors to test the limit of Network. 
720p was a Video-conference stream with h264 video codec and a bit rate of 
1.5Mb/s. 
480p was tested with regular web cam. 
  
Plain video testing over Network 
It was done over three hops with Static addressing and with EIGRP. H264 file having a 
review of Microsoft 1080p web cam with  Video-conference data was used for 
streaming as it resembled the typical office Video-conference stream but with 720p 
and 30fps. 
 
Router Based 
Only IPsec was tested as it offered data encryption. Cisco 2600 series routers were 
used. Low and high end Configurations with various IPsec settings were used to 
observe the effect of different settings on the performance of Video streams and 
Network performance. 

 
5.1.1 Considerations 

 
Router Based VPN 
It was done by three routers with Static addressing as internally ISP’s use Static 
Networking for best performance. For a detailed configuration you can read 
Implementation and Results. 
 
Considering Phoniro Systems requirements, the testing was done on IPsec instead of 
plain GRE, because GRE does not provide data confidentiality. Testing was done with 
AES, without AES and with different AES settings i.e. 128 and 256 bit to find out the 
performance degradation when opting for the best security setting i.e. AES 256 
instead of AES 128.  
 
Operating System Based 
Testing was done with Jperf 2.0.2. Jperf is a command based JAVA tool with Graphic 
interface for viewing graphs. Various network settings are available i.e. Packet size 
selection, UDP or TCP traffic the amount of Bandwidth to be generated from one PC 
the effect of which (Jitter and Bandwidth) can be observed on the other PC. For 
details, kindly refer to Sourceforge [24]. 

 
UDP streams of varying Packet size 256bytes and 1500bytes were tested as they are 
considered to form the major chunk of Video-Conference data [25].  
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   Fig 6 [26] 

 
Exceptions 
 
Operating Based: 
Considering the fact that Phoniro has Windows PPTP server already in place and this 
thesis is for providing them with  a solution which should be implemented with 
considerations stated by Phoniro i.e. a secure connection that . Our testing was 
limited i.e. no testing was done on SSTP as it required at least windows Vista on host 
machines and for remote connectivity we wanted a VPN that should support 
Windows XP as it was widely used by Remote users. Server was created on Microsoft 
Windows Server 2008 Enterprise while clients were using Windows XP. VMware was 
used for testing which was having Windows Vista as the host operating System and 
Windows Server 2008 Enterprise as the Guest Operating System. However, due to 
massive errors and frequent disconnections testing was later done on Windows XP 
SP3.   
 
Router Based: 
Keeping in view Phoniro’s setup i.e. no routing within the Network at the site offices 
and the fact that they will be sending multicast traffic i.e. Video, only   IPsec testing 
was done  
 
Plain GRE was not tested, as a solution with encryption was required [27]. However, for 
performance testing we changed various IPsec settings the details of which are stated 
in later. 
 
IPsec was tested with highest and lowest possible settings i.e. with least encryption of 
AES-128 and AES-256 while 3DES was not tested as the recent hardware has hardware 
support for AES, additionally AES not only provides better security it takes less CPU 
cycles and hence is efficient [28].  
 
We recommend AES-128 although no significant performance hit was observed when 
moving to AES-256bit (it might require more than 7.6*10e25 years with specific 
hardware and requirements) throughput decreased merely from 15% to 14% [29]. 

 
5.2 Implementation and Results of testing scenarios. 
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General video performance over three hopes was done with static addressing then 
with IPsec Video testing. In the end Operating system based VPN testing with UDP 
data with various packet sizes, with and without L2TP/IPsec was tested. 
 
For Router based testing implementation was done on Router CLI prompt. Site to Site 
testing was done first with the High Configuration and then with Low Configuration. 
Configuration refers to different settings within IPsec. 
 
While, Operating system based configuration was done within both on Clients running 
Windows XP SP3 and for Server the Configuration was done on Windows Server 2008 
Enterprise. For the Operating System based VPN connectivity only those steps which 
need explanation have been explained. For a detailed Step by Step procedure kindly 
refer to Appendix b. 
 
Plain video testing 
For plain Video testing a static Network comprising three hops was tested. The 
throughput of Ethernet was about 89Mbit/s (for 100Mbit) using DU Meter while 
Wireshark showed 81% sustained throughput may be because capturing traffic was 
using a fair amount of CPU processing.  
 
Video Streaming 1080p 
However over a three hop address even 1080p point to point Video conference 
worked fine. Testing for more streams was not possible as CPU couldn’t cope with 
intense demand needed for transcoding. Average bit rate of stream was 6.75Mbit/s 
for the 1080p stream. No frames were lost. Also three site multipoint Video -
conference was possible with a 720p HD resolution without any frame drop.  
 
5.2.1 Network based VPN testing. 
 
Fig 7 

 
 
 
 
The following hardware was used for Site to Site IPsec testing. 



30 

 

 
PC hardware: Core 2 Duo 2.0GHz, 4GB RAM, Gigabit Ethernet. 
Network hardware: Cisco 2601 Router.  
 
Testing was done for four streams and two streams for a 720p setup because of Cisco 
2600’s modest VPN performance as can be seen in the result section. 
For Router based VPN testing the following steps were involved for making the IPsec 
tunnel. 
 
After assigning addresses and static paths, the following steps are required for an 
IPsec tunnel with Static networking. 
 
Enable Internet Key Exchange (IKE) 
 
R1(config)# crypto isakmp enable 
 
Issue a policy number.  
 
R1(config)#crypto isakmp policy 10 
 
Both site-to-site and client-to-site VPNs use Pre-shared keys. 
 
Encryption 
 
R1(config-isakmp)# encryption aes 256 
 
Although 3DES and various AES are supported i.e. 128bit, 192bit and 256bit. We 
tested with AES 128 bit. AES 256 bit was also tested for high performance setup. 
 
Hash Algorithm 
R1(config-isakmp)# hash sha 
 
Although md5 is also supported, sha is more secure. For low end configuration md5 
was tested for high end configuration sha was tested. 
 
Diffie-Hellman (DH) modulus Group 
 
R1(config-isakmp)# group 5 
 
DH Group 1 uses 768-bit, Group 2 uses 1024-bit, Group 5 uses1536-bit modulus. 
Group 2 is recommended because of its wider support in IOS. Group 5 provides the 
most security while Group1 provides the least security. In our testing in high end 
configuration setup Group 5 was used while in low end setup Group 1 was used. 
 
Configuring Pre-Share keys    
 
R1(config)# crypto isakmp key cisco address 192.168.23.3 
R3(config)# crypto isakmp key cisco address 192.168.12.1 
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As Pre-Shared keys were used for authentication in IKE policy a key needs to be 
configured on each of the end point routers i.e R1 and R3. 
 
IPsec Transform Set and Lifetimes Implementation  
 

R1(config)# crypto IPsec transform-set 50 esp-aes 256 esp-sha-hmac ah-sha-hmac 
R1(cfg-crypto-trans)# exit 
R1(config)# 
R3(config)# crypto IPsec transform-set 50 esp-aes 256 esp-sha-hmac ah-sha-hmac 
R3(cfg-crypto-trans)# exit 
Router Security association is formed by IPsec Transform-set. Cryptographic 
algorithms and functions (transforms) employed on packets and sent through the 
IPsec tunnel by the router are specified by Transform Set. These include encryption, 
encapsulation, authentication, and data integrity services. 
 
Also the security association lifetime is configured.  
 
R1(config)#crypto IPsec security-association lifetime seconds 900 
R3(config)#crypto IPsec security-association lifetime seconds 900 
 
Defining Interesting Traffic 
 
R1(config)# access-list 101 permit ip 172.16.1.0 0.0.0.255 172.16.3.0 0.0.0.255 
R3(config)# access-list 101 permit ip 172.16.3.0 0.0.0.255 172.16.1.0 0.0.0.255 
 
Now the traffic that needs to be encrypted has to be defined. An access-list needs to 
be created which will then be matched for Interesting traffic. A packet not defined in 
the access-list will not be dropped but instead will be sent unencrypted. As there is an 
explicit deny at end of each Access-list here this would mean simply not to send the 
packet encrypted but will be forwarded unencrypted. 
 
For Skype: If the traffic from a certain Application or Service is not to be encrypted 
then you can deny that traffic in access-list by mentioning its Port no. after the 
address. For authentication doing a quick lookup reveals Skype servers in Estonia 
were used for Authentication.  
 

 
Fig 8 
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After that there is peer to peer connection between the two or more clients/users but 
using different ports. Port used by Skype can also be changed by application built-in 
settings. Fig 9 shows pc1 image capture of Wireshark after authentication. 
 
R1(config)# access-list 101 deny udp any 172.16.1.0 0.0.0.255 172.16.3.0 0.0.0.255 eq 
**** 
R3(config)# access-list 101 deny udp any 172.16.3.0 0.0.0.255 172.16.1.0 0.0.0.255 eq 
**** 

 
Fig 9 
 

‘****’ will be replaced by ports used by Skype as can be seen by our Skype test, udp 
ports 24718 and 3734 are being used after authentication to establish a peer to peer 
direct connection. 
IPsec tunnel will not form a peer association if peers do not have mirrored access lists 
for interesting traffic. 
 
Create Crypto Map.  
 
A crypto map is a mapping that associates traffic matching an access list (like the one 
we created earlier) to a peer and various IKE and IPsec settings. Crypto maps can have 
multiple map statements, so you can have traffic that matches a certain access list 
being encrypted and sent to one IPsec peer, and have other traffic that matches a 
different access list being encrypted towards a different peer. 
After creating the Map it is applied to the interface matching the peer. 
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R1(config)# crypto map MYMAP 10 IPsec-isakmp 
 
The address matching has to be done. Use the match address access-list command to 
specify which access list will define which traffic to encrypt. 
R1(config-crypto-map)# set peer 192.168.23.3 
R1(config-crypto-map)# set pfs group5 
R1(config-crypto-map)# set transform-set 50 
R1(config-crypto-map)# set security-association lifetime seconds 900 
 
Same settings have to be done on R3.  
 
R3(config)# crypto map MYMAP 10 IPsec-isakmp 
R3(config-crypto-map)# match address 101 
R3(config-crypto-map)# set peer 192.168.12.1 
R3(config-crypto-map)# set pfs group5 
R3(config-crypto-map)# set transform-set 50 
R3(config-crypto-map)# set security-association lifetime seconds 900 
 

Now that the crypto maps are created, the last step in the process of creating site-to-
site VPNs is applying the maps to interfaces. This is done with the interface level 
crypto map name command. 
 
R1(config)# interface fa0/0 
R1(config-if)# crypto map MYMAP 
 
R3(config)# interface fa0/0 
R3(config-if)# crypto map MYMAP 
 
Verify IPsec Configuration 
 
R1# show crypto IPsec transform-set 
Transform set 50: { ah-sha-hmac } 
will negotiate = { Tunnel, },  
{ esp-256-aes esp-sha-hmac } 
will negotiate = { Tunnel, },  
 
R3# show crypto IPsec transform-set 
Transform set 50: { ah-sha-hmac } 
will negotiate = { Tunnel, },  
{ esp-256-aes esp-sha-hmac } 
will negotiate = { Tunnel, },  
 
R1# show crypto map 
Reveals the crypto maps that will be applied to the router. 

 
5.2.1.1 Testing  
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Configuration settings comparison:  
It is to be noted that testing was not done with Skype as the testing was done on local 
network. A 720p file with actual Logitech c910 which is also our recommended 
webcam, video-conference recording was used to observe an accurate assessment of 
testing scenario. The two tested setups as listed below were also tested with and 
without routing protocol i.e. EIGRP and with static routing to observe the impact of 
routing protocol on the test platform with varying IPsec settings. 
 
 
 
 
Configuration settings 

IPsec 
features 

Low end 
Configuration 

High end 
Configuration 

Encryption AES 128 AES 256 

Hash md5   SHA 

DH Group      Group 1 Group 5 

   
 
Fig 10 

 
Three Point Video-conference 
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Fig 11 

 
 
 
5.2.1.2  Results: 
 

 
Video and network Protocol Setup 

Low end 
Configuration 

High end 
Configuration 

IPsec Static Routing Throughput 15600kbps 14200kbps 

Two point Video   720p (% frame lost) 
EIGRP 

0.0009% 0.012% 

Three point Video 720p (% frame lost) 
Static 

0.00083% 0.00208% 

Two point Video 720p (% frame lost)Static + 
data 

0 0.00041% 

Three point Video 720p (% frame lost) Static 
+ data 

0 0.00115% 

 
A slight decrease in throughput is observed when high end IPsec settings are used i.e. 
high end configuration with static routing. Frame lost count increased to 13.33 times 
when high end configuration was used with two point setup in EIGRP. 
 
However, for three point setup with EIGRP, the frame lost count was not as severe i.e. 
there was a difference of 2.8 times between the two IPsec configurations. 
 
This shows that video performance even on a software based VPN router will have a 
much more pronounced impact if a routing protocol is used instead of static routing 
than with IPsec settings. Also, it is to be noted that the results should not be 
generalized as these results are specific to the test parameters stated above. 
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Hence, static routing even in a three point video-conference i.e. four streams per 
client shows better performance than with EIGRP routing whether two point  or three 
point. With any of the above settings i.e. EIGRP or using Static routes Video –
Conference over IPsec VPN was possible with highest possible IPsec settings in a three 
point Video Conference setup. With static routing during testing data (which 
consisted regular MS word, Excel and PowerPoint files) was also exchanged between 
the networks.    
 
So, we can say that the performance will depend on ISP’s routing protocol than the 
IPsec settings being used. However, if the ISP is using static routing then with high 
security settings for IPsec a slight decrease in performance will be present but it 
should still provide good video-conference experience.  

 
 
 
 
 
 
 
5.2.1.3 QoS 
 
Router based QoS 

For QoS various methods can be implemented at Network Hardware level for 
optimizing Video. For providing QoS, Network traffic needs to identify the Video-
conference traffic, i.e. Classification of traffic. The differentiated services (DiffServ) 
model of QoS uses DiffServ code point (DSCP) values to separate traffic into classes. 
[11]. It is implemented by Expedited Forwarding (EF) by assigning a DSCP value of 
(101110) i.e. the highest service to the marked packets. 

Cisco recommends AF41 (DSCP value 100010) for Video-conference. A network with 
appropriate QoS implemented will utilize the network resources in a better way than 
the one without QoS, reducing Jitter, Delay and assuring optimal bandwidth for 
Video-conference in case the network is loaded.  

Jitter is the undesired output which occurs due to inconsistent delay in packets. Jitter 
should be less than 20ms according to cisco IP Multi-service VPN SLA for service 
providers. Delay is the time it takes to reach a packet from source to destination it is 
at times also called (Network) latency. ITU specifies delay as 150ms however 250ms 
might also be acceptable [30]. However, for IP Multi-service VPN for service providers 
there should not be more than 60ms one way delay. 

It is to be noted that QoS for the most part is deployed in private networks and 
intranets. However, deploying QoS on networks which are to be connected by 
internet might not have much benefit unless the ISP has applied the same QoS 
settings as deployed by you at the edge router. So, if the ISP has deployed QoS for 
Video-conference then Video-conference experience would improve as it will have 
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priority and if you also apply identical policy and shaping at your edge router then it 
would be even more beneficial. 

5.2.1.4 Implementation of QoS on Network. 

For implementation of QoS in our testing we are using OSPF protocol. After setting up 
the network with IP addresses, configuring OSPF and doing necessary security 
configurations we can proceed to QoS. 

As stated above in QoS traffic has to be classified, and then DiffServ Code-point 
(DSCP) can be applied on the class. We have divided the traffic in the following 
classes. 

i. Critical: Routing protocol EIGRP, OSPF ETC and NTP network Time Protocol 
Traffic.Marked with DSCP EF. 

ii. Interactive: Video-conference i.e. Skype and SSH etc. Marked with DSCP AF41. 

iii. Web: Regular web traffic i.e. HTTP, POP3 and SMTP etc. marked with DSCP AF 
32. 

Following steps will implement the classes and match them against different classes. 

R1(config)# class-map match-any critical 

R1(config-cmap)# match protocol ospf 

R1(config-cmap)# match protocol ntp 

R1(config-cmap)# class-map match-any interactive 

R1(config-cmap)# match protocol xwindows 

R1(config-cmap)# match protocol Skype 

R1(config-cmap)# class-map match-any web 

R1(config-cmap)# match protocol http 

R1(config-cmap)# match protocol pop3 

R1(config-cmap)# match protocol smtp 

For QoS a policy map is to be created and applied outbound interface of the edge 
router(fa0/1 in the tested case) which is to be connected to ISP. It has been named 
"markingpolicy".  

R1(config)# policy-map markingpolicy 

R1(config-pmap)# class critical 

R1(config-pmap-c)# set dscp ef 

R1(config-pmap-c)# class interactive 
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R1(config-pmap-c)# set dscp af41 

R1(config-pmap-c)# class web 

R1(config-pmap-c)# set dscp af32 

R1(config-pmap-c)# class class-default 

R1(config-pmap-c)# set dscp default 

R1(config-pmap-c)# interface fastethernet0/1 

R1(config-if)# service-policy output markingpolicy 

Also, instead of DSCP, IP Precedence can be used. However, IP Precedence is simple 
and uses only 3 bits so doesn't give much control. Further, shaping and policing can be 
done to provide optimal preference to the desired traffic i.e. if Video-conference 
traffic is preferred then when the network is congested or over-loaded then HTTP 
traffic will be dropped for Video-conference traffic. Peak-traffic rate of a class can be 
configured by shape peak rate command. We are using a peak traffic rate of 20 mbps. 
It can be done on the router which is likely to have congestion. 

R4(config)# policy-map shapingpolicy 

R4(config-pmap)# class class-default 

R4(config-pmap-c)# shape peak 20000000 

R4(config-pmap-c)# interface fa0/0 

R4(config-if)# service-policy output shapingpolicy 

Another feature of QoS is traffic policing. Shaping is done to smooth out a traffic 
profile whereas policers force traffic to conform to a certain rate by dropping excess 
packets. After examining a network site, policing can be implemented on one or on all 
sites.  

For test we would like to apply policing between R3 and R2. The outgoing traffic from 
Fa0/1 of R3 has to be policed at a rate of 20 mbps. To police traffic between two 
routers the following CLI commands need to be entered at the router's interface 
facing the other router's interface on which policing has to be applied. 

It can be done with the police rate command. 

R3(config)# policy-map policingpolicy 

R3(config-pmap)# class class-default 

R3(config-pmap-c)# police rate 20000000 bps 

R3(config-pmap-c-police)# interface fa0/1 

R3(config-if)# service-policy output policingpolicy 
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The performance can be observed by the following commands. 

# show pkt-seq-drop-stats 

# show delay-stats 

# show jitter-stats 

 

5.3 Operating System based VPN testing 
 
With an Operating system based setup considering the fact that Phoniro has one 
Server at Halmstad, Video-conference from any remote client to only the server in 
Halmstad was possible. However, because of the lack of establishing a Site to Site 
tunnel it is not possible to encrypt all the traffic between any of the clients located at 
the site offices as two servers need to be installed and configured for site to site 
L2TP/IPsec. 
Tested Hardware Used 
Cisco 2690 switch. 
Client:     AMD 64 B5300 2.8GHz, 4GB RAM, Gigabit Ethernet. 
Server:    Core 2 Duo 2.0GHz, 4GB RAM, Gigabit Ethernet. 
 
 
Software used 
VM Ware Player 3.1.2 
Jperf 2.0.2 
Wireshark 1.4.6 
 
Testing methodology: 
Preliminary 100MBps throughput test with multiple VPN connections 
Preleminary testing with multiple VPNs was done to get a rough estimate of 
performance degradation in terms of bandwidth and to compare it with router based 
VPN setup. The performance of L2TP/IPsec was much better as compared to router 
based solution as the throughput increased from 15Mbps of Router based setup to 
about 58Mbps in the Windows based setup while PPTP showed 62Mbps. Preliminary 
testing was done with five clients with and without L2TP/IPsec simply by streaming 
the c910, 720p file with data copy running in background. 
 
During testing the server was able to handle four 720p streams showing acceptable 
performance. Also worth mentioning at this point is the fact that L2TP/IPsec takes 
more resources than PPTP so if the server hardware is unable to cope with PPTP 
because of excessive usage when compared with L2TP/IPsec. 
 
5.3.1 Testing with Jperf. 

 
Testing was done with Jperf client sending data and Jperf server receiving data while 
measuring Jitter and bandwidth performance on the server for the following VPN 
settings.  

1) Packet size 256Bytes and no encryption. 
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2) Packet size 256Bytes and L2TP/IPsec encryption. 
3) Packet size 256Bytes and PPTP encryption. 
4) Packet size 1500Bytes and no encryption. 
5) Packet size 1500Bytes and L2TP/IPsec encryption. 
6) Packet size 1500Bytes and PPTP encryption. 

Fig.12  below shows actual testing at 10Mbps on Jperf client with L2TP/IPsec, packet 
size is 1500Bytes.   
 

 
Fig 12 

Fig. 13 below shows Jperf server showing bandwidth and jitter stats.  
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Fig 13 
 

Testing was done with five iterations and for five minutes each. As stated above the 
packet sizes of 1500 Bytes and 256Bytes were chosen while considering QoS. As 
stated earlier most of the video data consists of these packet sizes and with software 
like SightSpeed which has settings for QoS; the impact of choosing various settings 
within and doing a comparison between various VPN technologies can be observed 
more accurately. These QoS settings for applications when implemented by ISP’s for 
video-conference might have algorithms which would give preference to these packet 
sizes.  
 
The stream chosen was having a bandwidth of 10Mbit/s. It was chosen considering 
the fact that Cisco ūmi requires a 4Mbit/s bandwidth for 720p Video-conference, 
while Skype HD 1.4Mb/s is recommended, while for group calling consisting three or 
five people 2Mbps and 4Mbps is recommended respectively [31]. The testing was 
done with and without encryption. It can also be seen in the table in appendix d. 
 
VMware was used to observe bandwidth reduction when using multiple VPN 
connection. Wireshark was used to confirm packet encryption. However, during Jperf 
testing Wireshark was not used to reduce the possibility of error during testing as 
Wireshark was observed to use much system resources. 
 
 
 
 
 
 
Jperf results 
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Bandwidth 

P S 256B no 
encryption 

P S 1500B 
no 
encryption 

 

P S 256B  
L2TP(IPsec) 

 

P S 1500B 
L2TP(IPsec) 

P S  256B  
PPTP 

P S1500B 
PPTP 

9.978MB/s 9.998MB/s 7.382MB/s 9.910MB/s 9.724MB/s 9.652MB/s 

Jitter 

P S 256B 
no VPN 

P S 1500B no 
VPN 

 

P S 256B  
L2TP(IPsec) 

 

P S 1500B 
L2TP(IPsec) 

P S  256B  
PPTP 

P S1500B 
PPTP 

0 0 1.9 1.7 0.2 0.5 

 
5.3.2 Result observations  
 
With a more capable dual core setup throughput was at about 99% for plain testing 
regardless of the packet size. However, with PPTP a slight decrease was observed, 
with throughput at   receiving end being 9.652 Mb/s and 9.724 Mb/s for Packet Size 
1500 Byte and 256 Byte respectively. L2TP/IPsec for a Packet Size of 1500 Byte showed 
a 9.91 Mb/s bandwidth while for the Packet size of 256 bytes a throughput of 7.382 
was observed. 
 
Jitter was non-existent irrespective of Packet size without VPN. However, for 
L2TP/IPsec with 256Byte Packet size jitter spikes of even 12.3ms were observed while 
maintaining an average of 1.9ms which was more or less equal to the jitter for 
1500Byte Packet size i.e. 1.7ms. Jitter decreased with PPTP with average of 0.2 and 
0.5ms respectively showing that an advance encryption algorithm adds overhead 
resulting in performance penalty. However, when combining L2TP with IPsec’s 
security additional overhead is observed when compared with PPTP. 
  
Also, it is to be noted that there was slight Jitter observed with no encryption as well 
but it seemed that it was erroneous and could be attributed to other background 
activity of the operating system/application as the values were inconsistent and not 
present at all in some tests.  
 
Note: As can be seen in the above diagrams the logical VPN address of tunnels were 
used to test jitter as the plain IP address doesn’t seem to give accurate values, i.e. No 
jitter or loss(expected) of bandwidth was observed irrespective of VPN technology or 
settings used.   
 
Issues 
 
In case of Windows server based solution, when implementing the solution port 
forwarding will need to be done on the router. As it will be the Windows server which 
will do the decryption and Encryption therefore, the encrypted traffic has to be 
received by it. In this case the router needs to have “L2TP” pass through which is 
supported by almost all routers and is also running fine on the existing PPTP based 
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setup. For a detailed perspective the discussion can be viewed in “cisco community” 
[21]. 
 

5.4 Operating system based and Network based testing inferences 
 
The inferences drawn from the above testing emphasize the point that VPN 
encryption/decryption takes toll on processing be it network hardware i.e. router or 
server CPU. However, present day server and high end CPUs can cope well with the 
load, thanks to modern processor architecture with AES support which include Intel 
(with an exception of i3 and a few i5 models) and AMD’s(about to be released 
Bulldozer) latest CPUs. 
 
However, at this stage it is worth mentioning that Cisco 2801 Router doesn’t support 
hardware VPN acceleration .A hardware based Cisco product like the RV042 or RV082 
should greatly improve the performance providing 59Mb/s and 89Mb/s VPN 
throughput respectively compared to 15Mb/s observed in our testing for the Cisco 
2801 Router.  
 
Since our testing (Network and operating system-based testing)was done at 10Mbps 
(with an exception of Operating system based throughput testing which was done at 
100Mbps); it is to be noted that had the testing been done at a higher bandwidth i.e. 
30Mbps or greater, the performance degradation observed would have been much 
more. 
 
VPN Routers available in the market with hardware acceleration can cope with IPsec 
cryptography offering acceptable performance at a reasonable price for an SME. 
However, routers with no hardware acceleration for VPN (IPsec) should not be used as 
the router might be easily overwhelmed with even a 15Mbps sustained data transfer. 
 
Also, it is to be noted that our tested hardware for operating system based VPN setup 
did not have accelerated AES features like AES-NI. However, we believe that with 
hardware accelerated AES-NI support performance will increase.   
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6          Evaluation and Recommendations  
 
After comparing the tested VPN scenarios and considering the requirements stated by 
Phoniro Systems, we have narrowed down our recommendation to two solutions.  
 

1) Solution A: Cisco based Site to Site and Quick VPN (Remote workers).  
2) Solution B: Cisco based site to site and Windows Server based L2TP/IPsec. 

 
The Cisco hardware in both scenarios will be Cisco RV042. The detailed specifications, 
reasons of recommendation and features of Cisco RV042 are explained further in this 
Chapter. 
 
Pros and Cons of the two possible scenarios 
 
We will now weigh the pros and cons of the stated solutions considering Phoniro’s 
requirements; present network setup while also considering future expansion. 
 

6.1 Cisco based Site to Site and Quick VPN (Remote workers).  
 
Advantages: 
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i. Reliability: Cisco has proven Network Expertise spanning over many years. 

Although as with other hardware there are issues and incompatibilities but  
most of them require  troubleshooting and the solution can range from 
upgrading to latest firmware to setting/tweaking the incompatible hardware 
i.e. Hardware firewall etc. 
It is said that once the Site to site tunnels are up they don’t require any 
maintenance and thus work for a much longer time when compared with 
Operating system based setups. 

ii. Independent of Operating System and server: As the encryption Decryption 
will be done by Routers, in case of server failure or problem i.e. virus infection 
etc; the site’s clients will still be able to connect securely by VPN.    

iii. Easy Future expansion for Site to Site: Once the Site to Site tunnels are up 
adding further users won’t require any settings as far as the VPN settings  part 
is concerned it will only be limited by Throughput.   

iv. More control: It gives more control with the help of access-list as earlier stated 
you can choose which traffic to encrypt and which to pass unencrypted. 

v. Total VPN connectivity: In case of Multipoint VPN connectivity it is possible to 
connect the sites in a mesh topology providing Total Encryption thus paving 
way for encrypted Video-conference between the sites unlike Operating 
system based in which each remote clients need to connect to a server if they 
want encryption two clients connecting to each other won’t have encryption 
unless one of them has Windows Server installed. 

 
 
 

Disadvantages: 
 

i. Maintenance: Although minor problems with connectivity should be rectified 
with GUI (Graphics User Interface) based application provided by Cisco which 
doesn’t need network personnel, in case the problem or solution needs CLI 
(Command Level Interface) configuration i.e. changing advance VPN settings in 
that case a Network Professional will be needed. 

ii. Hardware Incompatibility: Various hardware is noted to have incompatibility 
with RV042 if for more security hardware based firewall product needs to be 
installed then prior to its installation/ordering it needs to be checked/matched 
against the incompatible hardware. 

iii. Operating system based solution work irrespective of hardware while 
traversing through the network. 

iv. Router Load: Although the entire load for Cryptography is handled by Router 
and it should also suffice in case of future expansion comparing it with the 
other setup the load is balanced between Router and Server CPU. 

v. Issues: It has been noted that in certain setups after Quick VPN clients to the 
server, the Site to Site link fails [32]. 

 
The WAN port has a cap of 12Mbps and some run hot while a few died most probably 
due to excessive heating or other reasons [33]. In case of an L2TP based setup it might 
not have happened as the remote clients would have been shifted to Windows Server 
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based L2TP/IPsec setup minimizing the load. 
 

6.2 Cisco based site to site and Windows Server based L2TP/IPsec. 
 
Advantages: 
 

i. Cryptographic Load: is divided between CPU and router. So it can provide more 
room for the router in terms of performance. 

ii. Independent of Hardware: it is for the most part independent of hardware 
installed so the chances of incompatibility are almost none. However some 
settings need to be done for specific setups. 

iii. Good Performance: Even with a low end CPU system the performance i.e. 
60Mbit/s was adequate for many remote users. Thus shifting remote clients 
would ease the load in case of large future expansion. 

iv. Ease of use: Installation and other settings for Clients can be done on 
operating system i.e. Server which is relatively easy to configure and access as 
compared to router configuration. 

v. Redundancy: In case of Router Site to Site tunnel failure. Site users can 
connect to the Windows Server by adding their account configurations in 
Windows Server 2008. 

vi. No additional Software/Hardware required: No additional software is required 
for i.e. Quick VPN etc. As Windows Server comes with VPN server and 
Windows XP etc. come with client application.  

vii. Reliability: As Phoniro is currently running PPTP shifting to L2TP shouldn’t be 
much problem it will take less time, will be easier to configure and manage.  

 Disadvantages: 
 

i. Windows Server dependency: In case the Windows Server is down because of 
a virus attack etc. or is under load. The L2TP clients will also suffer. 

ii. VPN connectivity: Because of the inherent nature of operating system an 
application or service can be affected because of installation, uninstallation or 
effect of another application it can give rise to conflicts etc. Some times 
because of this VPN connectivity might suffer and at times poorly as seen in 
our L2TP testing. 

iii. High processing required: L2TP/IPsec will require more processing at the 
Server end. Since the already running PPTP at times disconnects.L2TP might 
worsen the connectivity.  

  

6.3 Available VPN products for solution 
  
VPN products available in the market range from the basic models offering only VPN 
connectivity with no other security to real time packet monitoring devices 
incorporating worm scanning, Anti-spyware, Trojan horse, Adware protection and 
Malware protection, costing in excess of 100,000 SEK. Vendors include Cisco Systems, 
Inc., Juniper Networks, Inc., HP, NETGEAR, ZyXEL, SONICWALL, SYSWAN Technologies, 
WatchGuard and D-Link.  
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Cisco Systems, Inc., ZyXEL, NETGEAR, Cisco Systems, Inc. and Juniper Networks, Inc. 
are the leading manufacturers having products which cater to not only the Small and 
Medium Enterprise (SMEs) but also to the High end Enterprise segment.  
 
As discussed earlier, it is suggested that all the connecting sites should preferably 
install VPN product from a single vendor because attempting to mix and match VPN 
products from different vendors may cause technical problems.  
 
Cisco Systems, is not only considered among the pioneers but is also a world leader 
when it comes to Networking Products. Founded in 1984, it has ever since maintained 
its lead in the Networking world. It is known for its reliability and quality. It has also 
introduced its own protocols i.e. IPsec, which is considered when high level security is 
desired for a VPN solution.  

 
Suggested VPN solution: 
In the light of the above points and testing while considering Phoniro’s requirements 
we would like to suggest ‘Solution A: Cisco based Site to Site and Quick VPN (Remote 
workers)’ for Phoniro systems for secure VPN connectivity which should be able to 
cope well with not only the network’s present demands but should also allow easy 
scalability for future expansion without much hassle. It will provide ample security, 
reliable connectivity and would not be operating system or server dependent. The 
suggested product Cisco RV042 and its features will now be discussed. Therefore, in-
case the server is down or there is no network connectivity to the server site; the 
other sites would still be able to connect to each other. 
We would also recommend a backup server at any other site other than Halmstad, 
which should backup critical data periodically and should be available in case the 
main server is down or cannot be connected due to virus attack or loss of internet 
connectivity. Also, because the VPN will be working in a mesh setup independent of 
main server any employee whether a remote worker or working at the branch site 
should be able to connect to the backup server. 
 
6.3.1 Cisco RV042 
 
Considering Phoniro’s requirements we would like to suggest Cisco RV042 for VPN 
connectivity providing security as well as performance at an affordable price. It should 
be able to handle Video-conference and VoIP without any major problems. For 
details, Cisco RV042’s official web page can be visited the following data is also taken 
from the product’s official web-page [34].    
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    Fig 14 - Cisco RV 042. 
 

 
  6.3.1.1 Cisco RV042 feature set 

 
 Built-in 4-port Fast Ethernet switch 

 Strong security: Proven stateful packet inspection (SPI) firewall, and hardware                                                           
encryption 

 High capacity, high-performance IP Security (IPsec) VPN capabilities 

 Dual 10/100 Mbps Fast Ethernet WAN ports for load balancing and business 
continuity. 

        
Feature set supported 
 

 Network Address Translation (NAT) 

 Port Address Translation (PAT) 

 Network Address Port Translation (NAPT), NAT traversal, one-to-one NAT 
Security    
Our recommendations are in italics. 
Network edge (DMZ) DMZ port, DMZ host 
This feature doesn’t need to be activated. 
Firewall 
SPI, denial of service (DoS), ping of death, SYN flood, land attack, IP spoofing, email 
alert for hacker attack. Activated 
  
Access rules 
Up to 50 entries. Can be activated as per requirements. 
  
Port forwarding 
Up to 30 entries. Can be activated as per requirements.  
 
Port triggering 
Up to 30 entries.  
  
Blocking 
Java, cookies, ActiveX, HTTP proxy. Does not need to be activated. 
  
Content filtering 
Static URL blocking or keyword blocking. Does not need to be activated.  
  
Web filtering 
Optional Cisco ProtectLink Web cloud-based security service. Does not need to be 
activated. 
A new feature which relieves the Router from scanning/blocking virus and other 
malicious software etc. using its own processor, instead the workload will be sent to 
Cisco’s nearby cloud based server to handle the task.  However, an annual service 
license is needed. 
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Secure management 
HTTPS, username/password, password complexity. Left to default. 
 
Because of GUI availability, all these settings can be done without much hassle. 
However, with Cisco ProtectLink the network can be scanned for any threats virus, 
trojans etc. at the internet gateway. Web usage policies can be deployed to restrict 
access to non-work-related websites, thus conserving bandwidth and adding 
productivity.  
 
VPN features are listed in the table in appendix f, these include QoS ,security and VPN 
features. Cisco RV 042 offers NAT throughput of 100 Mbps and an IPsec VPN 
throughput of 59 Mbps. All of the above data is from Cisco RV042 official website.  
 
 6.3.1.2 Cisco Quick VPN for remote workers 
 
It is a GUI based VPN application by Cisco Systems which will let the remote-workers 
connect to the site offices by installing the application on their PC’s. It supports Linux, 
Windows, Solaris and Darwin. It is simple to use and can be easily setup. After 
installation and setting up on the site router and client computer, the client can be 
connected to the site with Cisco VPN simply after authentication. The site to site VPN 
connections are permanent but quick VPN connections need authentication each 
time a user is connected. For detailed documentation and the newer releases, kindly 
refer to the following link [35]. 

 
For the most part, using Cisco proprietary mechanism should not have much 
problems with NAT. However, if there are connection problems, then it has to be 
checked whether the multiplexing of ISAKMP is done correctly. Also, another method 
by which ‘floating’ the connection to a UDP or TCP port upon discovery of a NAT 
gateway between client and VPN gateway for traversing a NAT gateway can be helpful.  
 
However, in Phoniro’s case almost all the clients will be directly accessing the site-to-
site VPN directly and not behind a NAT; therefore, no advance settings or port 
forwarding needs to be done.    
 
6.3.2 Future Expansion and possible issue. 
 
Cisco RV042 should be able to cope well with future expansion considering its 
specifications which include   

i. A remote VPN client (Quick VPN) limit of 50. 
ii. Site to Site limited by 50 Tunnel and has a VPN throughput of 59Mbps. 

 
Also, if the main server i.e. Halmstad is overwhelmed by Network traffic at any point 
in time, then Cisco RV042 can be upgraded to Cisco RV 082 which has almost identical 
features but offers more bandwidth for VPN i.e. 97Mbps and 100 site-to-site tunnels 
as oppose to 59Mbps VPN bandwidth and 50 clients. For RV042 installation refer to 
appendix c. 
 
Possible Issues, incompatibilities and suggestions. 
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Issues: It has been noted that in certain setups after Quick VPN clients to the server, 
the Site to Site link fails [36].  
The WAN port has a cap of 12Mbps and some run hot while a few died most probably 
due to excessive heating or other reasons [37].  
 
In case of an L2TP based setup it might not have happened as the remote clients 
would have been shifted to Windows Server based L2TP/IPsec setup minimizing the 
load. 
 

6.4 Video Conference Evaluation and recommendation 
 
6.4.1 Available video-conference solutions. 
Considering our two network Scenarios as stated above, Video-conference will be 
needed in Site to Site locations and a remote user. 
 
Although it is possible to send video data inside encrypted VPN, because of the fact 
that Skype itself uses encryption, video data doesn’t need to be sent inside VPN due 
to additional delay which won’t give any additional benefit considering Phoniro’s 
requirement. 
 
Although there are many applications and services available which offer good video-
conference experience such as iChat, Paltalk, MeBeam etc.  Following are some of the 
widely used applications and services. 
 

 Nefsis 

 Skype 

 Sightspeed 

 Cisco ūmi 

 MegaMeeting 

 ooVoo 

 LifeSize 
 
Our suggested choice is narrowed down to four video-conference applications. These 
should offer a good, cost-effective, secure and reliable corporate video-conference 
experience. These are namely 
 
6.4.1.1 Nefsis 

Nefesis offers basic services for the home users while for the corporate 
sector it offers Nefsis Professional. Basic is free and is limited to 2 party 
video-conference with a 352x288 resolution at 15fps. It also offers 

firewall traversal and proxy traversal and basic encryption. For the Professional 
package 1080p with unlimited multipoint video-conference is supported while offering 
high end security which includes SSL end to end encryption with customer certificate, 
CA and PKI while offering dual monitor support and advance collaboration and sharing 
recording all web, VoIP and video with live media sharing. 
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Professional package also includes noise reduction and AEC(Advance echo 
cancellation).Price can be different for different setups as it asks for a brief company 
introduction to suggest a price for Nefsis Professional.     

 
6.4.1.2 Skype 

Skype offers one of the best picture quality and audio experience 
amongst other present day HD video-conference solutions. With a user 
base of 170 million registered and 30-40 million concurrent users, it is 
the most widely used video-conference application in the world. 
In addition to this it also offers data security as video data traverses the 

public network by offering its own encryption.  
 
Skype uses G729 AND SVOPC codecs for audio compression. It also created its own 
codec SILK to Skype 4.0 it is lightweight and embeddable. Skype uses VP8 video codec 
[38]. 

Skype supports a wide variety of platforms and operating systems. From desktop 
operating systems such as Windows(7, Vista and XP), Linux and OS X to mobile 
platforms which include Symbian(Nokia), iOS(iPhone and iPad) and Android. It is alos 
available for PlayStation Portable(PSP). 
 
Skype uses RSA and AES(Advance encryption System) for securing communications. 
Skype uses techniques that hide the Skype traffic. However, some researchers have 
been able to watermark the traffic as it passes through an anonymizing network [39]. 

 
Skype connects easily as it uses ports 80 and 443 which most of the firewalls do not 
block. Also, these port numbers can be manually changed in the settings, as can be 
seen below in Skype options configuration. 

Fig 15 

 
Also, Skype uses Supernodes, these are used to route Skype traffic. A supernode is a 
computer with a specific configuration that must have a direct connection. These 
must have a real public routable IP address. Apart from these restrictions, Skype can 
be used with any computer which fulfills the minimum hardware and software 
requirements. If a computer becomes a Supernode then Skype will be utilizing a 
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tremendous amount of resources but in a corporate network as computers are 
behind firewalls and NAT so this is not an issue [40]. 

 
With regards to resolution 720p is the maximum resolution supported as of now. 
Advance QoS features for the network are not offered in the settings menu, while the 
requirements include a PC, web camera, speaker and a microphone. As of now Skype 
premium costs 60 SEK per month. Also, up to ten users can participate in video-
conference in HD video-conference for four hours after which the call has to be 
restarted.  
 
Skype experienced outages and problems on December 16, 2007 and on December 
22, 2010. On 23rd December 2010, 1/3rd of the users were able to log-in while others 
were able to log-in successfully after a few days. For the December 2010, outage, 
Skype offered Pay As You Go and Pre-pay customers a free call to any land line as 
compensation. 
 
 
 
 
 
 
6.4.1.3 SightSpeed 

SightSpeed offers one of the best video quality while offering advance 
features as DiffServ etc for QoS. It does not offer encryption but 
Authentication is needed. It also supports resolutions up to 1080p and 
requires a PC, web camera and a microphone. Even if the other user 
does not have a SightSpeed application he/she can still see and hear 

the person first person using SightSpeed by simply entering the respective web 
address. 
 
SightSpeed is capable of offering 30 frames per second and uses H232 codec. Its 
network technology is based on SIP. 
 
The downside of Sighspeed is its lack of security as it does not provide any 
encryption. Also, the SIP standard used by SightSpeed can only be used with a 
SightSpeed account [41].  
 
It allows sharing documents while connecting to up to nine locations worldwide. 
Video mails can also be recorded and then sent at any time. It also offers live business 
support. As with other applications there are issues i.e. for SightSpeed to work 
properly with Cisco PIX setup; a rule allowing outgoing traffic from udp port 9000 has 
to be added. Also, for some routers and firewalls having PC’s behind a NAT, port-
forwarding will have to be done. www.portforward.com has a comprehensive list and 
instructions related to port forwarding for many routers. 
 
6.4.1.4 Cisco ūmi 

Cisco ūmi which has been launched recently i.e. Q2 2011; by Cisco 
systems. It is among the best video-conference solution available for 

http://www.portforward.com/
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enterprises. Cisco ūmi is a dedicated device which offers a secure, reliable and quality 
video-conference experience. It not only offers dedicated hardware thus eliminating 
the need for a PC for video-conference but also has built-in encryption that provides 
security; moreover the device can be directly connected to an HDTV offering 1080p 
viewing experience. Therefore, its requirements are an existing internet atleast 
10Mbps and an HDTV. Also, video calls can be sent and received by PC. 
 
It offers various settings i.e. users can zoom in or pan to focus on an individual or the 
entire group with the remote.It hosts connectivity for Multi-point Video-conference. 
It requires a Display i.e. LCD TV etc. with speaker and microphone. 
 
Fig 16 Cisco Ūmi video-conference camera. 

It can be mounted on a TV set and 
with the help of the bundled remote 
it can pan tilt and zoom. On the 
backside are audio and video 
connections i.e. audio out and video 
–out (HDMI) respectively. As of June 
2011, the 1080p version is available 
for 3200 Kroners while the 720p 
costs 2500 Kroners in addition to 

monthly charges of about 150SEK(as of June 2011). 
 
Cisco ūmi specifications: 
Video Resolution  
1080p (1920x1080 pixels) or 720p video calling, and 720p video recording 
Camera Optics and Mechanics  
Optical zoom 
Multi glass lens 
Auto focus, auto exposure and auto white balance 
Motorized aim –pan, tilt, and zoom 
Motorized shutter for privacy control 
Microphone and Speaker 
Built-in microphone array with software beamforming 
Embedded speaker for incoming call ringing 
TV Compatibility 
Compatible with high-definition widescreen TVs capable of 1080p or 720p with 
available HDMI port 
Networking  
Wi-Fi (802.11 b/g/n) 
10/100 Ethernet (RJ-45) 
Video Input and Outputs 
HDMI Out: ūmi console to TV, HDMI In: media pass-through supported with select set 
top boxes and Blu-ray equipment. 
Audio Output 
Digital audio over HDMI or optical audio 
Infrared 
Built-in IR receiver for ūmi remote [42] 
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6.4.2 Video-conference recommendation 

 
From the available video-conference applications, we would like to suggest Skype for video-
conference. Skype has become synonymous with voice and video calling because of its 
quality and trouble free operation. It has eight million paying customers [43].  

 
In 2006, there were 1,355 virus or worms that affected IM clients through early December, 
according to Akonix Systems Inc., and not one of those affected Skype. Although there are 
security alerts none of those were able to steal your personal information or damage the 
system because of any of the application’s vulnerability. The main vulnerability of IM 
applications is their file transfer feature, which can be exploited to allow anyone to send a 
file that contains possible malware. To protect against this, Skype file transfers can be 
scanned with any antivirus.  
 
 
 
 
 
 
 

6.4.2.1 Skype recommendation 
 
Skype is recommended because of the following points. 

1) Skype is reliable, secure and the most widely used application. As many of the 
employees would already be familiar with its interface and working, it will offer a 
more user friendly experience. 

2)  It has built-in encryption which is light on processing(other than ) 
3)  As it’s widely used if an employee goes abroad or wants quality video-conference 

from a public or private place i.e. hotel etc. then for the most part Skype should be 
available to be used without any request or advance settings etc. 

4) It gives the best audio-visual experience. 
5) In case of any issues the Skype forums and the internet should provide a good 

resource to troubleshoot [44]. 

 
It is advised to install the latest software from Skype’s official website. As HD video-
conference (requires Skype 3.6) and group calls and many other features are 
supported with Skype 5 and onwards. There are various third party add-ons which 
offer additional functionality like Unyte which allows desktop sharing. 

 
6.4.2.2 Video-conference hardware 
 
As for the hardware needed; apart from micro-phone and speaker; a web camera should be 
needed which is capable of HD i.e. 720p with 30fps or an even better 1080p capability. Logitech 
c910 web cam should provide good quality and is available at a reasonable price (600 SEK) [45]. It 
has a built-in micro-phone and supports HD resolution 720p and 1080p at 30 fps (frames per 
second) providing good quality at an affordable price.  
 

http://www.akonix.com/
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However, according to Logitech the minimum requirements for 720p video-conference require 
2.4 GHz dual core and 2 GB RAM. Its salient features and information related to Skype is as 
follows. 

 

1) It has auto focus.  
2) It has built-in dual high quality microphones. 
3) Motion detection and low light sensor. 
4) Pan and tilt (only with zoom). 
5) 1080p at 15fps, 720p at 30fps. 
6) Skype HD ready. 

 
 
Fig 17- Logitech c910 

 
 

 
6.4.2.2.1 Possible issues with Logitech c910.  
 
Some of the most common and recent issues faced by c910 when using Skype are as 
follows. 
 
1). Lower audio and video quality due to high compression by the web cam’s software 
and driver. 
 
Solution: Upgrade to latest software and drivers which allow three settings of 
compression to choose. One setting is loose-less compression which offers the best 
quality but will require higher bandwidth. While the setting with the most 
compression displays lower quality it can be used on low end PC’s. 
 
 
2). Constant freezing or video getting with Skype 5.0/5.5(Windows Vista, XP and 
Seven).  
 
Solution: 

i. Get camera drivers 2.01 from Logitech ftp. 
ftp://ftp.logitech.com/pub/techsupport/quickcam/lws201.exe Install.  

ii. In device manager change Logitech USB controller for USB composite device. 
iii. Get Skype 5.2.60.113.  
iv. Disable Skype automatic update. 

 
For any issue faced while using Skype whether related to network or webcam the 
following resources can be helpful. 
 
http://forum.skype.com 
 http://forums.logitech.com  
http://homecommunity.cisco.com 
https://supportforums.cisco.com 
 

ftp://ftp.logitech.com/pub/techsupport/quickcam/lws201.exe
http://forum.skype.com/
https://supportforums.cisco.com/
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6.5 Data Backup  
 
Recommendation for Data Backup and Recovery of data:  
With regards to data backup, the recommended backup and recovery feature will be Windows 
SBS 2008 Backup. It should fit Phoniro’s needs of a reliable and easy to use backup system which 
can be scheduled to perform incremental or differential backups of critical data at a specified 
time preferably when the main file server is not being used for any other purpose. 
  
It supports many features and settings, the most significant of which are Incremental data 
backup and scheduling.  
 
SBS 2008 Backup  
System drive and any other drive or folder which contains critical data that needs to be backed 
up can be scheduled at same or at different times.  
 
SBS 2008 can backup:  

• Files and folders  

• System State  

• Exchange  

• WSS (SharePoint)  

• SQL 2005 Instances  

• MSDE Instances  

Features:  
• Full backup  
• Incremental backup (only the data that has been changed will be backed up)  
• Supports multiple external storage drives for backup.  
• Can choose to back up server data at multiple times during the day by schedules  

using differential backup.  
• Can adjust the backup schedule according to the needs of the organization.  
• Full Data backup however is limited by two terabyte on SBS 2008.  

 
Recommendation:  

• It is good practice not to have the backup media at the same place where your main 
Storage media (which is to be backed up) resides.  

• When reusing an external storage drive, make sure that the drive is empty or contains only 
data that you do not need.  

• The backup destination drive must be larger than the partition(s) that you want to back up 
(including freespace) i.e. if you want to back up a 200 GB partition that contains 70 GB of 
data, the backup destination must be larger than 200GB.  

 
For the steps involved in SBS 2008, kindly visit the following link.  
http://blogs.technet.com/b/sbs/archive/2008/11/03/introducing-sbs-2008-backup.aspx  

 
6.6 Final Solution 
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Considering the earlier discussion and after evaluating and suggesting the product 
and application i.e. Cisco RV 042 for IPsec Site to Site with Quick VPN client and Skype 
for video-conference because of its light and efficient encryption, fulfilling our needs 
in terms of quality, reliability, security and budget. The final scenario of our solution 
can be depicted as shown in fig 18. 
 
Skype traffic won't be encrypted by VPN. Backup server can be placed in any of the 
two sites namely Lindesberg and Norrköping as the distances are almost equal from 
Halmstad. In the figure it is placed in Lindesberg. The entire data encryption and 
decryption including VoIP, CRM data with an exception of video-conference data will 
be encrypted as encryption will be done at Internet layer which will be faster with less 
overhead.  
 
The suggested solution offers scalability, reliability and security while integrating the 
entire network. An upgrade to 100Mbps internet package is recommended as the 
existing 30Mbps bandwidth might not be able to serve the required bandwidth with 
future expansion, HD video-conference and heavy data transfer will be taking place 
simultaneously. 
 

 
Fig 18 

 
Site offices will be connected by persistent site-to-site tunnels while Quick VPN Client 
will be used for remote-workers. The quick VPN clients will need authentication every 
time the user wants to connect to the VPN server. 
 
Although most of the configuration and installation could be easily done following the 
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user manual a few specific settings in CLI will have to be done so that Skype traffic is 
not encrypted by VPN. The steps and methodology required has already been stated 
in Chapter 5.2.1. The listed steps will have to be done on all the site-to-site VPN edge 
routers. 
 
Checking whether the VPN is working correctly can be done from the router with 
“show crypto IPsec transform-set” and “show crypto map” commands from the 
router’s CLI. It can also be checked from operating system by Wireshark to confirm 
packet encryption. 
 
With regards to QoS it can be tested to see if there is any benefit but it is advised not 
to implement any QoS as it will not be effective unless the ISP network hardware 
implements the same QoS settings i.e. ISP's routers must be configured to handle 
packets based on their IP precedence. As suggested earlier ISP’s offer dedicated QoS 
services but they can be expensive and in Phoniro’s setup might not be well worth the 
cost. 
     
 

 
 
7   Conclusion 
 
In this thesis we have tested and evaluated various elements of a secure converged 
VPN network which carries video-conference data without compromising on 
performance. Based on our tests and Phoniro System’s requirements we were able to 
suggest a solution. Our suggested solution provides applications and services to be 
incorporated within Phoniro System’s network securely, efficiently and reliably; 
providing secure data and services access while considering scalability for future.  It 
will not only save time, cut costs on business expenditures and ensure round the clock 
accessibility for the employees but will also provide a long term strategic edge over its 
competitors. 
 
Considering that PPTP was running on Phoniro System’s network a comparison and 
possible up gradation to a closely-linked solution i.e. L2TP/IPsec was also thoroughly 
investigated.  However, because of the facts discussed in detail in Chapter 6.1.2, 
Router based IPsec for site to site connectivity and Cisco’s Quick VPN for remote 
access was chosen. Also, at this point it is worth mentioning that for a modest setup 
Operating System based VPN setup can be recommended as some of the latest high 
end CPU hardware provides hardware accelerated AES support.  
 
Although, considering Phoniro’s requirements it is enough to say that a pre-shared 
key authentication should provide ample security. However, changing the keys at 
regular intervals should minimize any compromise on security. Also for Quick VPN 
client no port needs to be opened in Windows XP, while in Windows Vista firewall 
needs to be opened for IPsec. The Quick VPN client in Cisco RV 042 can handle all 
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negotiations itself but for third party VPN client applications, only 50 connections are 
supported which should still be enough in case such connections are needed. Cisco RV 
042 has dual ports for WAN; so, it is possible to have load-balancing or run two 
internet connections from two different ISP’s making the network available even if 
the primary ISP internet is down.  
 
With regards to Video-conference, Skype Premium should not only suffice but offer 
quality video-conference experience. However, in case of any problem i.e. while 
accessing from public network if its port is blocked; the port can be manually changed 
in Skype’s application settings to any other open port. 
 
As discussed and later instructed in Chapter 5.2, Skype traffic if possible should not be 
encrypted by VPN as Skype has its own encryption. Although, in our testing we have 
seen that even if the video data is encrypted still it should not degrade network 
performance as Cisco’s RV 042 provides sufficient VPN throughput. The suggested 
solution should scale well for Phoniro System’s future expansion providing video-
conference, VOIP and Site-to-site and remote access application level network 
accessibility, offering seamless connectivity while integrating the branch offices and 
remote workers without any compromises on performance or security.    
 
While designing the solution scalability was also considered. Our model solution 
should be able to connect multiple sites with the expansion of the company resulting 
in a full mesh. Thus, the suggested solution allows hassle free scalability. If only the 
main VPN server site needs an upgrade because of company’s expansion or network 
load, Cisco RV042 can be replaced with a more powerful variant the Cisco RV082, 
which offers better performance with 97Mbps VPN throughput.   
 
Future work 
 
For future work we would look forward to testing and exploring a much larger and 
complex network with heavy VoIP, video and data usage over several hops and 
implementing QoS with various VPN settings to find out its impact on performance; 
jitter and throughput loss might be more pronounced at high bandwidth i.e. 100Mbps 
or on 1Gbps links. Testing the impact of various factors like different VPN settings, 
video and VoIP settings and finding the limits for the number of concurrent clients 
that can access the network with reasonable performance.  
 
Also, the performance and benefits of cloud-based computing applications and 
services like Cisco ProtectLink. Would these services lower the cost of expenditure for 
the corporate sector particularly for SMEs that operate under a constrained budget?  
 
It is also worth mentioning to note that the latest CPU architecture from Intel and 
upcoming AMD CPU support AES hardware acceleration which should increase AES 
performance for Operating System based VPNs.  
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Appendix 
 

a) Cisco IPsec Router Configurations. 
 
R1 : 
 
ip subnet-zero 
ip cef 
! 
! 
! 
! 
! 
! 
voice-card 0 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
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! 
! 
! 
! 
crypto isakmp policy 10 
 encr aes 256 
 authentication pre-share 
 group 5 
 lifetime 3600 
crypto isakmp key cisco address 172.16.23.3 
 
! 
crypto IPsec security-association lifetime seconds 1800 
! 
crypto IPsec transform-set 50 ah-sha-hmac esp-aes 256 esp-sha-hmac 
! 
crypto map MYMAP 10 IPsec-isakmp 
 set peer 172.16.23.3 
 set security-association lifetime seconds 900 
 set transform-set 50 
 set pfs group5 
 match address 101 
! 
! 
! 
! 
! 
interface FastEthernet0/0 
 ip address 172.16.12.1 255.255.255.0 
 duplex auto 
 speed auto 
 crypto map MYMAP 
! 
interface FastEthernet0/1 
 ip address 172.16.10.1 255.255.255.0 
 duplex auto 
 speed auto 
! 
interface Serial0/1/0 
 no ip address 
 shutdown 
 no fair-queue 
 clock rate 125000 
! 
interface Serial0/1/1 
 no ip address 
 shutdown 
! 
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ip classless 
ip route 0.0.0.0 0.0.0.0 172.16.12.2 
! 
! 
ip http server 
no ip http secure-server 
! 
access-list 101 permit ip 172.16.10.0 0.0.0.255 172.16.30.0 0.0.0.255 
! 
! 
! 
! 
control-plane 
! 
! 
! 
! 
! 
! 
! 
! 
! 
line con 0 
line aux 0 
line vty 0 4 
 login 
! 
End 
 
R2: 
 
hostname R2 
! 
boot-start-marker 
boot-end-marker 
! 
! 
no aaa new-model 
! 
resource policy 
! 
memory-size iomem 5 
mmi polling-interval 60 
no mmi auto-configure 
no mmi pvc 
mmi snmp-timeout 180 
ip subnet-zero 
ip cef 
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! 
! 
! 
! 
no ip domain lookup 
! 
! 
voice-card 0 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
! 
interface Loopback0 
 ip address 172.16.2.1 255.255.255.0 
! 
interface FastEthernet0/0 
 ip address 172.16.12.2 255.255.255.0 
 duplex auto 
 speed auto 
! 
interface FastEthernet0/1 
 ip address 172.16.23.2 255.255.255.0 
 duplex auto 
 speed auto 
! 
interface Serial0/1/0 
 no ip address 
 shutdown 
 no fair-queue 
! 
interface Serial0/1/1 
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 no ip address 
 shutdown 
 clock rate 125000 
! 
ip classless 
ip route 172.16.10.0 255.255.255.0 172.16.12.1 
ip route 172.16.30.0 255.255.255.0 172.16.23.3 
! 
! 
ip http server 
no ip http secure-server 
! 
! 
! 
! 
! 
control-plane 
! 
! 
! 
! 
! 
! 
! 
! 
! 
line con 0 
line aux 0 
line vty 0 4 
 login 
! 
end 
 
R3: 
 
 
R3# show running-config 
Building configuration... 
 
Current configuration : 1488 bytes 
! 
version 12.4 
service timestamps debug datetime msec 
service timestamps log datetime msec 
no service password-encryption 
! 
hostname R3 
! 
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boot-start-marker 
boot-end-marker 
! 
! 
no aaa new-model 
! 
resource policy 
! 
mmi polling-interval 60 
no mmi auto-configure 
no mmi pvc 
mmi snmp-timeout 180 
ip subnet-zero 
ip cef 
! 
! 
! 
! 
! 
! 
voice-card 0 
 
 
 
 
crypto isakmp policy 10 
 encr aes 256 
 authentication pre-share 
 group 5 
 lifetime 3600 
! 
crypto IPsec security-association lifetime seconds 1800 
! 
crypto IPsec transform-set 50 ah-sha-hmac esp-aes 256 esp-sha-hmac 
! 
crypto map MYMAP 10 IPsec-isakmp 
 set peer 172.16.12.1 
 set security-association lifetime seconds 900 
 set transform-set 50 
 set pfs group5 
 match address 101 
! 
 
 
interface FastEthernet0/0 
 ip address 172.16.30.1 255.255.255.0 
 duplex auto 
 speed auto 
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! 
interface FastEthernet0/1 
 ip address 172.16.23.3 255.255.255.0 
 duplex auto 
 speed auto 
 crypto map MYMAP 
! 
interface Serial0/1/0 
 no ip address 
 shutdown 
 no fair-queue 
 clock rate 2000000 
! 
interface Serial0/1/1 
 no ip address 
 shutdown 
! 
interface Serial0/2/0 
 no ip address 
 shutdown 
 clock rate 2000000 
! 
interface Serial0/2/1 
 no ip address 
 shutdown 
 clock rate 2000000 
! 
ip classless 
ip route 0.0.0.0 0.0.0.0 172.16.23.2 
! 
! 
ip http server 
no ip http secure-server 
! 
access-list 101 permit ip 172.16.30.0 0.0.0.255 172.16.10.0 0.0.0.255 
! 
! 
! 
! 
control-plane 
! 
! 
! 
! 
! 
! 
! 
! 
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! 
line con 0 
line aux 0 
line vty 0 4 
 login 
! 
End 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

b) Operating System based L2TP/IPsec Config.  
 

   Windows Server 2008 Network Access Services installation. 
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1). Start Server Manager. 

 
2). Add Roles. 

3).SelectNetworkPolicy 
4). Click next to select role services. 
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5). Select Routing and Remote access Services in Role Services. 

 
 

6). Click on Install 
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7). Installation 

 
8). Network Policy and Access services installed. 
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Windows Server 2008 VPN Configuration. 
 
1).  Configure Enable Routing RemoteAccess 
 
 

 
 
2). Start Routing and Remote Access server Wizard by pressing Next. 
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3). Select CustomConfig 
 

 
 

4). Select VPN Access 
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5). Completing Routing and Remote access wizard by pressing Finish. 

 
 
 
 
6). Starting services 

 
 
 



75 

 

7). Configure IPsec VPN 

 
8) Default Settings 
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9). IPsec config 

 
 
10). DHCP Config 
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11). Optional Static Configuration. 

12) PPP Policy. 

 
In case of dual WAN connections with a single or two different ISP's multilink should 
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be enabled. 
 

c) RV042 Router setup steps. 
 
Getting Started with the Configuration 
STEP 1 Connect a computer to a numbered LAN port on the router. Your PC will 
become a DHCP client of the router and will receive an IP address in the 192.168.1.x 
range. 
 
STEP 2 Start a web browser. To use the configuration utility, you need a PC with 
Internet Explorer (version 6 and higher), Firefox, or Safari (for Mac). 
 
STEP 3 In the address bar, enter the default IP address of the router: 192.168.1.1 
 
STEP 4 When the login page appears, enter the default user name admin and the 
default password admin (lowercase). 
 
STEP 5 Click Login. The System Summary page appears. The router’s default settings 
are sufficient for many small businesses. Your Internet Service Provider may require 
additional settings. On the System Summary page, check the WAN Status to see if the 
router was able to receive an IP Address. If not, continue to the next step. 
 
STEP 6 To use the setup wizard to configure your Internet connection, click Setup 
Wizard on the System Summary page, or click Wizard in the navigation tree. In the 
Basic Setup section, click Launch Now. Follow the on-screen instructions. If your web 
browser displays a warning message about the pop-up window, allow the blocked 
content. 
 
STEP 7 To configure other settings, use the links in the navigation tree.Cisco strongly 
recommends setting a strong administrator password to prevent unauthorized access 
to your router. For more information about all settings, refer to the online Help and 
the Cisco Small Business RV0xx Series VPN Router Administration Guide. 
 
Resetting the Router. 
 
Reset: The reset button is an indented black button on the back panel of the RV042 
and on the front panel of the RV082 and RV016.  
 
• To restart the router or restore connectivity: If the router is having problems 
connecting to the Internet, use the tip of a pen to press and hold the Reset button for 
one second. 
 
• To restore factory default settings: If you are experiencing extreme problems with 
the router and have tried all other troubleshooting measures, press and hold the 
Reset button for 30 seconds to restore the factory default settings. All previously 
entered settings will be abandoned. Security Slot: Use the security slot on the side 
panel to attach a lock to 
protect the router from theft. 
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Power: 
• RV042: Connect the provided power adapter to the power port on the side panel. 
 
The above data is taken from and detailed installation, troubleshooting and resetting 
instructions are  available at 
http://www.cisco.com/en/US/products/ps9925/index.html 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

d) Video-conference resolutions table. 
 

Resolution Dimension 

CIF 352 x 288 pixels 

SIF 

 

352 x 240 pixels 

W360P 640 x 360 pixels 

W448P 768 x 448 pixels 

4CIF 704 x 576 pixels 

4SIF 704 x 480 pixels 

QCIF 176 x 144 pixels 

QSIF 176 x 120 pixels 

VGA 640 x 480 pixels 

High Definition (HD)  1280x720 pixels 

Full High Definition 1920x1080pixels 

 
 
 
 

e)  Bandwidth requirement table for Skype. 
 

http://www.cisco.com/en/US/products/ps9925/index.html
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Call type 
Minimum download  

/ upload speed 
Recommended download  

/ upload speed 

Calling 30kbps / 30kbps 100kbps / 100kbps 

Video calling 128kbps / 128kbps 300kbps / 300kbps 

Video calling  
(high-quality) 

400kbps / 400kbps 500kbps / 500kbps 

Video calling 
(HD) 

1.2Mbps / 1.2Mbps 1.5Mbps / 1.5Mbps 

Group video calling  
(3 people) 

512kbps / 128kbps 2Mbps / 512kbps 

Group video calling  
(5 people) 

2Mbps / 128kbps 4Mbps / 512kbps 

Group video calling  
(7+ people) 

4Mbps / 128kbps 8Mbps / 512kbps 

 
 
 

f) Cisco RV042 VPN features. 
 

VPN 

Ipsec 50 IPsec site-to-site tunnels for branch office connectivity 

QuickVPN 50 QuickVPN tunnels for remote client access 

PPTP 5 PPTP tunnels for remote access 

Encryption Data Encryption Standard (DES), Triple Data Encryption 
Standard (3DES), and Advanced Encryption Standard (AES) 
encryption; AES-128, AES-192, AES-256 

Authenticati
on 

MD5/SHA1 authentication 

IPsec NAT 
traversal 

Supported for gateway-to-gateway and client-to-gateway 
tunnels 

VPN pass-
through 

PPTP, L2TP, IPsec 

Advanced 
VPN 

Dead peer detection (DPD), IKE, split DNS 

 
 
 
 
 
QoS 
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Quality of Service (QoS) 

Prioritizatio
n types 

Application-based priority on WAN port 

Service-
based QoS 

Supports rate control or priority 

Rate control Upstream/downstream bandwidth can be configured per 
service 

Priority Each service can be mapped to one of 3 priority levels 

 
Source:http://www.cisco.com/en/US/prod/collateral/routers/ps9923/ps9925/data_sh
eet_c78-501225.html 
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