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Abstract  
 
With the emergence of multimedia applications and the upcoming age of Voice over 
IP (VoIP), Voice setup and resources control protocols such as SIP and H.323 over 
the Internet are becoming increasingly attractive applications. In the last few years 
as a real competitor in traditional telephony services (PSTN), SIP has gained much 
attention when compared with H.323. SIP works at presentation and application 
layer thus it mainly faces security issue at these layers. The objective of this thesis is 
to describe the most relevant SIP related security issues and then present security 
mechanisms that can be deployed to overcome the SIP security related issues. 
This project work demonstrates the tasks necessary to enhance the SIP security 
both inside and outside of the network. It is divided into three main parts, where the 
first part describes the SIP architecture, for example, the SIP rivals, SIP components 
and how a SIP system works. The second part is about some vulnerability issues of 
concern to SIP, study of the proposed security mechanism and also analysis on how 
possible threats to the SIP system such as call hijacking, message tempering and DoS 
attack, affect the SIP based VoIP system. The third and final part describes different 
steps that have been taken to avoid SIP attacks, by implementing some of the 
proposed security mechanisms. 
In order to test the SIP security, a SIP model is designed, which based on security 
mechanisms such as firewall, IPSec, DMZ and SIP-TLS. The results are conducted 
into two different scenarios. In the 1st scenario, the SIP system is tested before 
implementing the security measurements. In this case, the insecure system was 
vulnerable to several SIP attacks such as call hijacking, DOS and message tampering. 
In the 2nd scenario, the system is tested after the implementation of the proposed 
security mechanisms, where by the system now is only accessible to the authorized 
users and services. The tested results are also compared and discussed at the end. 
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1 Introduction  
Session Initiation Protocol (SIP) [4][5] is a standardized Internet Engineering Task 
Force (IETF) signalling /controlling protocol, for initiating, manipulating, managing 
and terminating a session. SIP is use to setup IP-based multimedia services such as 
audio and video streaming, instant messaging, and other real-time communication 
across commonly used packet networks [1]. SIP is a text based client-server 
protocol like HTTP and due to its simpler nature and flexible design; this protocol is 
becoming more popular than the H.323 family of protocols and will likely emerge as 
the dominant standard in coming years. The text-based nature of SIP messages 
however opens many opportunities for several attacks such as registration 
hijacking, impersonating a proxy and denial of services (Dos). SIP is a signalling 
protocol, and during the signalling phase several parameters are exchanged 
between the end users. These parameters contain the sensitive information like the 
user name and the location of the user. These parameters should be kept secret. 
Security issues of SIP are becoming a serious problem due to rapid development and 
wide adoption of SIP based VoIP system. The security services desire for SIP based 
VoIP systems are as follows: 
Confidentiality: SIP needs confidentiality and integrity of messages. 
Authentication: SIP needs authentication and privacy for the participant in a 
session. 
Availability: SIP needs availability of secured voice resources [2]. 
 

1.1 Motivation 

SIP is a popular signalling protocol for current and the future IP telephony services 
and nowadays it has become a real competitor to traditional telephony services 
(PSTN). SIP is based on text coding instead of binary coding, therefore it is easily 
modified by the attacker and remains vulnerable to several SIP attacks. The motive 
of this thesis is to study the security of SIP based VoIP system, analyse the security 
threats and suggest potential countermeasures, as well as to design and implement 
a set of   different tasks that are necessary to enhance the SIP security both inside 
and outside of the network. The process of securing the SIP based VoIP system can 
be achieved by increasing the security at different levels, during the designing of the 
SIP network. 
 

1.2 Goals 

The main goal of the thesis is to design a secure VoIP system based on SIP by 
analysing and performing various tasks. The tasks are as follows:   

 Identify possible SIP security threats. 

 Analyze and suggest potential countermeasures  

 Present tests, that can be performed on a SIP based model and compare the 

results of insecure and secure SIP network. 
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1.3 Approach Chosen to Solve the Problem 

Initially, SIP was design to work in client-server architecture. Although SIP seems to 
be a promising protocol, it also introduced new security threats. Many solutions and 
strategy have been proposed to solve mentioned security issues, but there is an 
obvious need to analyze them on the basis of performance. The first and foremost 
important thing is to understand the nature of these attacks and then investigate 
some security solutions. Finally, to makes the connection between the theoretical 
and practical aspects of the threats and their solutions, different tests can be taken 
to compare the performance of proposed solutions. 
 

1.4 Methodology 

The methodology of this study involves both theoretical and practical 
implementation. First, the SIP functionality is discussed, which gives a clear picture  
to find out why SIP system is vulnerable for different attacks and what steps are 
necessary to secure it, so at the beginning, the project work discusses the general 
SIP architecture which includes; SIP components, SIP behavior and how SIP 
performs different tasks during the communication process. Secondly, after 
understanding the SIP functionality, a SIP system is designed, which contain 
different security parameters such as firewall configuration and implementation of 
Demilitarize Zone (DMZ), IPSec and also TLS. To check the performance of proposed 
security solutions, different tests have been taken and the results are conducted into 
two scenarios. In the 1st scenario, the SIP system is tested before implementing the 
security measurements. In the 2nd scenario, the system is tested after configuring 
the proposed security measurements. The test results are also compared at the end. 
The implementation of this thesis consists of routers, switches, IP-soft phones and 
also including the attacker system. 
 

1.5 Struchture of the thesis 

The work in this thesis is categorised into different parts, which are as follows: 
Chapter 2: the 2nd chapter discusses the background and rival of the SIP, which 
contain the explanation of the SIP architecture such as SIP component (client and 
type SIP server), interaction between SIP elements, nature of SIP messages and 
methods. 
Chapter 3: this chapter consists of vulnerability issues in SIP, security 
considerations and understanding of the nature of SIP possible attacks on SIP, such 
as registration hijacking, proxy impersonation, message tempering and session tear 
down. This chapter also discusses some of the SIP security proposals to protect the 
system against these attacks such as, firewall, IPSec, DMZ, Remote VPN and SIP-TLS.  
Chapter 4: the third chapter of the thesis consists of implantation of the SIP secure 
model. There is a list of different parameters that has been taken into account. 

 System tools and software are described 

 System specifications are discussed  
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Chapter 5: the fourth chapter exhibits different results. The tests are conducted on 
system (insecure and secure system) and results are represented into two 
scenarios; 
Scenario 1: check the vulnerabilities on the insecure system and generate different 
SIP related attacks such as reconnaissance attack, call hijacking, message tampering 
and DoS attack. 
The second part of this chapter describes the security implementations, which are 
as follows: 

 Implementation of IPSec. 

 Implementation of firewall. 

 Configure DMZ 

 Configure SIP-TLS 

Scenarios 2: analyze the system after implementation of security mechanism. 
Finally, present the difference between first scenario and the second scenario 
Chapter 6: the 6th chapter consist of conclusions.  
Chapter 7: Reference  
Chapter 8: Appendix 
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2 Background 
SIP is an IETF signalling protocol that is derived from other protocols like HTTP [6] 
and SMTP [7]. It has specifications for media transport, multimedia session 
description and multimedia streaming. The SIP protocol has been designed to allow 
participating devices to setup audio/video calls over the internet and tear down 
these calls. These services are used to perform the preliminary function necessary to 
make communication between the end-point smoothly and easily. H.323 [8] was the 
first protocol, introduced by the VoIP, but later SIP was replaced by H.323 in many 
applications. SIP as being the controlling protocol provides a building block for new 
media blending applications in IMS (IP Multimedia Subsystem) network and is also 
used for enterprise multimedia applications, generating session and for gaming [1]. 
SIP is an application-layer signalling protocol and provides the following 
functionality.   
 

 SIP determines the end point target location and supports many things like 
mapping the names, address resolution and call redirection during the 
session. 

 It transports session description information from caller to caller and also 
allows changing parameters in the mid-session. 

 It determines the media capabilities and established video session by using 
SDP (Session Description Protocol). Conferences can be established easily 
between end points. 

 It converts PSTN (Public Switched Telephone network) audio signals to IP data 
packets. SIP is the open standard and programmers can add new bits of 
information without compromising connections. 

 SIP also supports changing during the conversation like an addition of 
another end point in conferences or changing media characteristics or codec. 

 SIP protocol specification remains the same in all scenarios, dealing with 
operational aspects, such as firewalls and NATs (Network Address 
translation). 

SIP handles transfer and termination of calls. It also supports the transfer of call to 
new end point and terminates the session between the transferees. 

2.1 History of SIP 

SIP emerged in the mid-1990s from the research of Henning Schulzrinne. He was an 
associate Professor of Department of Computer Science at Columbia University 
along with his research team. He was also the co-author of Real Time Streaming 
Protocol (RTSP) [9] for controlling streaming audio-video content over the web. In 
1996, he submitted a proposal to IETF (Internet Engineering Task force) that actually 
contained the key elements of SIP. The IETF started working on SIP and issued its 
final specification “RFC 3261” in 2001. Several additional RFC’s were issued after 
that but no fundamental work was done for security and authentication.  Earlier SIP 
based services were introduced by the specific vendors but today’s SIP based 
services are commonly used by different vendors. Organizations such as Sun 
Microsystems’ Java are defining application program interfaces (APIs). The 
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developers are able to build components and applications that support SIP for 
service providers and enterprises. SIP received huge publicity with 3GPP’s 
endorsement and publication of Microsoft’s Windows messenger.  Mass 
deployments began to appear in 2004 when the consumer prize of SIP terminals 
sank below $100[3] and open source SIP servers became available. The SIP is 
defined only at the root level and there is no network specification. SIP is viewed as 
a large Gateway that translates millions of SIP calls into the Public Switched 
Network. The most interesting part is that the SIP equipment does not specify how 
to integrate SIP equipment into a consistent network but the users of the SIP find it 
easy to add functionalities of network architecture according to their open-source 
SIP server’s usage [3]. 
 

2.2 SIP Rivals 

H.323 was the greatest rival of SIP in the 1990s [3] and its standardization began 
earlier than the SIP specification. The protocol is similar in many aspects to SIP with 
a key difference being binary coding, which allows the better performance. Many 
vendors still prefer SIP instead of H.323 because SIP is based on text coding instead 
of binary coding and they find it easy to modify it. Also with H.323, the provider has 
to wait for a new interaction of protocol to support a new network, still H.323 is 
used by many vendors but SIP have won the victory over H.323 [3]. Skype is the 
most significant competitor for SIP. Skype developed its own protocol that is much 
secured against common security threats as well as reverse engineering. Skype’s 
software client is being built by using well known technologies that deals with voice 
encoding, firewall and NAT transversal. Skype is very good competitor but many 
vendors prefer SIP over Skype because SIP is open standard, therefore it is easily 
modified and enhanced according to company technologies [3].The advantages such 
as open standard, easy to configure, text coding has given SIP protocol an edge over 
its rivals. Successful SIP service providers are known to have passed the one-
million-subscriber mark. SIP- based Private Branch Exchanges (PBXs) are common 
worldwide. There is a large demand for SIP based equipment such as SIP soft 
phones, servers, gateways, media servers and other devices [3]. 
The primary attraction of the SIP session is that it is a very lightweight protocol with 
a low Round Trip Time (RTT) of  “1.5”, as it compared with the backward-
compatible H.323 version that has a call setup time of RTT, (Round Trip Time) is “7” 
[11]. 
Most of the SIP intelligence lies at its end points that draw SIP antithetical strength 
from other routing networks where the maximum intelligence is presented at the 
central nodes (core network devices). This approach gives the SIP protocol greater 
flexibility, scalability and opens the new ways to implement new services in the 
network.[12] SIP is a developing protocol and provides a high scope for the 
researchers, but it has a similar functionality to other basic signalling protocols, as 
following  

 Locate at end point. 
 Maintaining the sessions. 
 Initiate a session between the end points. 
 Terminating the session. 
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2.3 SIP Architecture  

Secure SIP standard RFC 3261 describes the number of essential components that 
make up the SIP architecture. SIP needs various devices and protocols to function on 
the networks. There are several different devices and servers that are used in a 
conversation, allowing communication with each other and connecting the 
participants together. Protocol carries the voice and other data between these 
devices and sets up the SIP communication. [5] 
2.3.1 SIP Components 

The session initiation protocol has two fundamental components, although it works 
in conjunction with other protocols and technologies. The main components are as 
follows: 

 User Agents: the end points that make a call (the devices that participate in a 
call) 

 SIP Server: provides different services such as requests from the clients and 
sends back the responses to the clients. 

2.3.2 SIP User Agent 

User agent (UA) is a basic element of SIP scenario (networks) that represents the 
signalling functionality and it is installed on every piece of equipment in the SIP 
network. The SIP UA is a peer-to-peer element that can initiate and receive as SIP 
request at the same time. UA are end devices that make a call for starting a 
communication session. There are two main component of a User Agent.   

 User Agent Client (UAC) – it participates for sending a request and then 
processes the replies for initiating a call. 

 User Agent Server (UAS) – responsible for receiving the response to the 
request, processing and answering the incoming calls.[3] 

2.4 SIP Servers 

SIP Servers are basically used to resolve the username to an IP address so that the 
request can be directed properly from one user agent to other. Firstly the user 
registers himself with the SIP server (with username and current IP address), and 
then establishes their current location on the network. They also verify his online 
status before starting the session. If the user is available then they send the 
invitation. If the user is on other domain then they use a different SIP server for 
communication (pass on the request to another server). 
SIP servers are intermediary nodes which process an SIP request. They handle the 
signalling, associated with multiple calls, providing name resolution and user 
location. They are called SIP Network Servers. 
There are three types of SIP network servers that perform several different 
functions which are as follows: [12] 

 Proxy server – it is a central element residing in the network which handles 
incoming invitations and performs routing. A SIP proxy between the UA, 
handles routes requests (from UAC to UAS) and responds back to these 
requests [3]. When a user places a call to a recipient Uniform Resource 
Identifier (URI), the caller UA initiates the SIP Invitation messages to a proxy 
server and this server send routes to receiving User Agent. Commonly there 
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are two types of SIP proxy servers: stateful proxy server (stateful proxy 
server keeps track of all requests and saves previous routing information) 
and stateless proxy server (stateless proxy server forwards incoming 
requests without maintaining any state). A Proxy server is a single physical 
entity in the SIP network that assumes the properties of both, a UAC and a 
UAS. 
 
 

 
                                                         fig1: UAC and UAS in a single network  
 

 Redirect Server – A Redirect server is another specialized instance of a UA. 
It does a very simple job, to answer the incoming request with a suggestion 
for UAC to try again for some other destination. In contrast to an SIP proxy 
server, it does not forward user requests [3]. It performs a lookup of a 
receiving message and replies with a location of its destination URI. The 
caller UA then sends an invitation request to the target URI. This can be very 
useful, for example if someone leaves a company and he requests that all 
incoming calls are redirected to his new address.[13] 

 Registrar Server - There is a major problem with the simplest-possible two-
party call flow. The caller must know the IP of address destination 
equipment. It is very hard to remember the IP address of a caller, because 
they are temporary and frequently change. In SIP the solution to this 
problem is the concept of SIP permanent addresses that are known as 
Address of Record (AoR) [3]. The main purpose of the registrar is to process 
the register requests sent by a user to update his location address, which 
temporarily bind the user SIP URI to the current location and then the 
registrar stores the binding information into a location service [13]. 
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                                          fig2: Registration process  
 

2.4.1 Location Server 

Location server is an important component of the SIP architecture. It maintains the 
binding between the URI and the location services to cooperate with the registrar. It 
acts as a standalone server that can integrate with the registrar as well as proxy 
server. Location Services generally use an application protocol, which is called light 
weighted Directory Access Protocol (LDAP) for non-SIP communication between 
registrar and location services [13]. 
2.4.2 Interaction between SIP elements 

The UAC at the origin sends an INVITE message to the origin proxy Server, and then 
it sends to the destination proxy server for a session flow between two domain 
communications. A mapping query is used to map the destinations SIP URI and to an 
IP address.  Finally, proxy server forwards the INVITE to the final destination device 
as shown in figure no 3. [14] 
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                                                     fig3: Interaction between SIP network elements  

2.4.3 SIP Messages 

In order to perform SIP function, SIP messages are sent between the entities. The 
key function of the SIP protocol is the client-server messages (that can also be 
described as a request-response, text-based messages) in such a way that a client 
sends a textual request to a server that precedes some consumption and sends a 
final response to the client to start the communication. The SIP message body is 
used for managing an abstract notion of the session. It is important to exchange 
application data specifically to such a session among participants, such as UAC and 
UAS. Sometimes the server also sends provisional responses back before issuing the 
final one. Every single SIP message has a three-part structure. 

 
SIP : Header (lenght = 327) 
SIP: Via: SIP/2.0/UDP  192.168.1.2:1241 
SIP: From: ”ssarro” <sip:ssarr@CONPUTER>.; tag= 234321412doo-fds34-2344-sd23 
SIP: To : <sip:192.168.1.2: 242> 
SIP: Call-ID: 1234234@192.168.1.2:1241 
SIP: CSeq: 1 invite 
SIP: Contact : sip:192.168.1.2: 242 
SIP: User-Agent: windows messenger/1.0 
SIP: Content-type : application/ sdp 
SIP: Content-length : 362 
SIP: Messages body (Length =323) 
 
                                          Table1: SIP messages. [15]                           
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First line:  It is the most important line that states the purpose of the message. It 
identifies its type and the destination in the form of URI, whereas in reply, it sends a 
numerical three-digit status code and textual human-readable code such as 
“200”and “ok”. 

 Message: message header includes a variety of useful information like User 
Agent Client (UAC) identification and a path taken by SIP request. 

 Message body: it includes application specific information. The information 
related to the different codecs available for voice call [3]. 

2.4.4 SIP request message and their responses 

The action between UA and UAS can be summed up by the following example that 
illustrates the response of the UAS to a request sent by the client and also used in 
order to invoke a particular operation in SIP session [16]. The requests carry such 
information: 

 Method names a request line in the first line. 
 URI request 
 CRLF terminating  
 Single protocol version                                                                                               

2.4.5 SIP Method 

SIP methods are used to specify the purpose of the SIP messages. As we know, the 
SIP register methods are used for registering a SIP User Agent with a SIP server and 
the method INVITE method are used for initiating a call. ACK, CANCEL, BYE and 
OPTOINS are additional SIP functions, and these additional methods are specified in 
various SIP extensions. There is a complete list of the SIP method and their 
operations. 

 For registration of end point it needs “REGISTER”. 
 For replying during the setup of session it uses ”INVITE”, “ACK”, and” 

CANCEL”. 
 For termination it uses “BYE”. 
 For maintaining session it uses “OPTION”[14] 

2.4.6 Request-URI field and SIP responses 

The version of the protocol is presented in both request and response messages, 
whereas the request-URI field is just populated with the user, and the service to 
which it is addressed. As SIP is so similar to the HTTP standard, the version is being 
corresponded to the HTTP standard. To convey the client, the server sends a SIP 
response. SIP response codes range from 100 to 699, and they are categorized into 
classes. Since SIP is based on HTTP, so most of the HTTP responses are being reused 
including three digit code 200 and OK as a human textual code [13]. 
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                                        Table2: SIP Response code classes [13] 

2.4.7 SIP Sessions 

SIP support two kind of sessions which are client-server and peer-to-peer sessions. 
The availability is ascertained and capability is exchanged before initiating a session 
between the end points. ”To” field contains the destination of the IP address in peer-
to-peer session that eliminates the process of locating the registrar server and read 
in the location server. However an INVITE can be sent directly to the destination end 
point. 
 In the SIP messages session, different methods are being used such as:  
INVITE:  field that carries information of the session.  
From: field that carries the SIP URI of the originator of the call.  
To: field that carries the destination SIP URI.  
Via: field that carries the path chosen by a session. 
                                            

 
                                                                  fig4: SIP session pattern  
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 INVITE, OK, and ACK messages are three-way handshake methods to establish the 
session, such as media communication protocol “RTP” (Real Time Protocol) session. 
In the termination of the call it sends the “BYE” messages to the other end point then 
the call is being terminated and that is followed by an “OK” message from the 
recipient [14] 

2.5 SIP common scenarios 

SIP scenarios are important to understand and be familiar with, regarding the 
deployed SIP architecture. The two important reasons to understand these 
scenarios are as follows: 

 Firstly: all user case can put together, but with different ways because they 
rely on different technologies.  

 Secondly: better understanding of the difference between what is state-of-art 
today and what is yet to become real. 

However, the SIP protocol specification remains the same in all of the scenarios [3]. 

2.5.1 SIP trunking scenarios 

SIP trunking has been the most successful user case so far from both historical and 
volume points of view. In the trunking scenarios calls are originated and terminated 
in Public Switch Telephony Network (PSTN). In the middle of the path the call only 
traverses the internet or private IP network through SIP-to-PSTN gateway. 
However, the caller remains unaware of using SIP. It is easy to integrate and quite 
affordable because it is economically viable.  PSTN are used as gateways for single 
vendor and for smoothly interoperating with each other’s as shown in the following 
figure [3].  
 
 

 
                                                      fig5: SIP trunking scenario  
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2.5.2 SIP Residential scenarios  

In the beginning when Internet Services Provider (ISP) and application services 
providers (ASP) started offering consumers services in about 2004, SIP residential 
scenarios for VoIP implementation was started. They also offered discount internet 
telephony and some other additional features like voice mail and call forwarding.   
 
 

           
                                                                                                                                                                                            
                                                        fig6:  SIP residential scenario  

 
SIP calls are made with legacy telephony, when the subscriber receives a SIP 
terminal adapter. Frequently VOIP deployment use PSTN to interconnect different 
uses on the network [3] 
2.5.3 SIP-based PBX scenarios 

The SIP-based Private Branch Exchange (PBX) is another frequently deployed use-
case. The motivation for deployment is multi-folded: 

 Affordable: user is able to install an open-source SIP-base PBX with a 
conference bridge on a very low cost such as sub-$100. Even for a 
commercialization solution makes it a significant price point. 

 Programmability: it is a very popular SIP-base PBX technique, because 
Software, which are frequently based on open-sources. It is easy to customize 
by a skilled programmer according to the user specification. 
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  Design: SIP telephony network design is decoupled from sub-IP 
technologies. Another interesting feature of this scenario is, it can be shared 
for both voice and data at the same time. [3] 
 

                          

 
                                                fig7:   SIP-base PBX senario  

2.6 SIP addressing 

Sip addressing is an important part of SIP protocol that uniquely identifies the users, 
services and equipment. As other internet applications such as mail and web, SIP 
application uses the same addressing scheme. For example: A user, Alice, has email 
address such as: Alice@iptel.org which is likely to have a SIP address sip: 
Alice@iptel.org.   
Where there are different IP phones, users, services and telephone numbers, SIP 
addresses uniquely identify a sender and receiver of a message. Within the context 
of SIP application to URI addresses, there are some examples. 
  

1. Public SIP user addresses are formally known as record address, for example 
sip: Alice@iptel.org. To find out the IP address, a client will use a Domain 
Name System (DNS) extension. TCP/UDP protocol and port number are used 
to communicate with the machine. 

2. The SIP addresses may be accompanied by a long list of parameters that 
dictate in detail, how a message should be sent to a particular address. These 
parameters override the DNS resolution and dictate the use of a specific 
transport protocol, for example in TCP: sip: Alice@iptel.org ; transport = tcp. 

mailto:Alice@iptel.org
mailto:Alice@iptel.org
mailto:Alice@iptel.org
mailto:Alice@iptel.org
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3. URI simply specifies the IP address, port number of a SIP telephony, and 
transport protocol such as 192.168.2.1: 16348; transport = udp, which is 
usually used during phone registration when it associates the user address to 
telephone address. 

4. Through secure channel, public SIP addresses are also reachable such as sips: 
Alice@iptel.org. To convey SIP signalling and prevent eavesdropping, the 
addresses with “SIPS” in protocol have discriminator mandates. Sips 
behaviour was underspecified in RFC 3261. These specifications suggest that 
“sips” implies hop-by-hop with TLS encryption throughout the transaction 
from client to the final reception.  

5. SIP messages breakout to PSTN by specifying the “URIs tel” (Schulzrinne-
2004) sender, whereas PSTN telephone number like tel: +925371234 leave 
the routing choice open in such a way that there is no SIP server (direct 
communication). By using least-cost-routing algorithms, a Sip server resolves 
a tel URI into SIP URI. 

6. Services addresses are usually the same as a user address except that a 
machine is associated to it that offers a Variety of different services, such as 
Conference Bridge, voice-mail and some other announcements.   

7. To create “meshed” internet application, non-telephony URI is used, for 
example the textual announcement like http://iptel.org/alice/away. On the 
web page sometimes SIP may redirect a call to unreachable/or unavailable 
server/client. It can also announce some other announcement to a different 
user such as “I am not available and my messages can be send to my mail 
address, or find me using my GPS coordinates”. [3]  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

mailto:Alice@iptel.org
http://iptel.org/alice/away
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3 SIP Security Issues 

There are several security issues concern to SIP based VoIP systen. 

3.1 SIP Vulnerabilities  

SIP was designed with simplicity just like many other Internet protocols for voice, 
but without built-in security. In SIP, different vulnerabilities are inherent, but most 
of the vulnerabilities were introduced by different developers during developing the 
SIP protocol into the product. [33] 

3.1.1 SIP Protocol Vulnerabilities 

As we mentioned earlier, the SIP protocol resides in an application layer.  It is a text 
based client-server protocol within the UDP or TCP Transport that exchanges plain-
text messages. It is easy to modify and readable to any malicious efforts that 
compromise with VoIP. However, SIP does not use any encryption mechanism, so it 
is very easy to access the sensitive information contained in the SIP protocol like: 

 Information of sensitive IP address 

 Address of the contact 

 Information of Port address 

 SIP compliance capabilities 

 Username 

 Media steam attribute 

 Type of MIME Content 

                                         fig8: SIP messages vulnerabilities.  
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LAN IP address  
Information of sensitive IP addresses is provided during the exchange of the 
messages, which helps the attacker and malicious software to get inside the LAN 
network. Through this sensitive information an attacker or malicious user can gain 
the access to the LAN network 
SIP URI addresses  
In SIP protocol the SIP UPI is an addressing scheme, where contact header provides 
the SIP address (that sent all SIP responses). It gives malicious user the precise 
address where he can send an attack. 
Port allocation   
From the attacker point of view the port address information is as important as the 
IP address. It gives an attacker the information regarding the device key port. This 
information makes it very easy to know the exact port and the status of the port. 
Vendor equipment information 
Information of vendor equipment is exploited and through this information an 
attacker or malicious software is enabled to target any well-known equipment 
vulnerabilities. 
Caller information 
In this process it is very easy to get the user name and phone number. It also 
provides the called party’s number. It compromises the user privacy and activity, 
which means where and when they made the calls. 
Media attributes 
It also provides the media stream encoding information that giving an attacker the 
knowledge of the media streaming format. It can allow an attacker to decode it for 
playback and then listen to the conversation between two parties.   
Invite messages vulnerabilities 
 During the testing process of SIP, the researcher discovered a lot of DoS(Denial of 
Services) vulnerabilities in the “INVITE” messages during the SIP implementation 
process. As CERT Advisory (CA-2006) report explains, exploitation of these 
vulnerabilities may lead to service interruptions. [33]     
MIME Content type 
It is an Internet standard and extension of e-mail format. It is used for audio/video 
streams and Internet Multimedia (IM) text. Basically SDP (Session Description 
Protocol) is a typical application.  And different media codecs and addresses are 
negotiated in SDP application. In SIP protocol the risk is to receive MIME contents 
allow the possibility of receiving SPAM Instant messages. [32] 
1.1.1 Media Stream Vulnerabilities 

The common VoIP media streams such as G711, G723, G729 and other media 
streams over the Internet are open for a malicious user to listen or record the 
conversation. Because these VoIP media streams are not encrypted, as a result the 
sensitive voice conversation can be maliciously recorded. As mentioned earlier, the 
SIP protocol provides all connection information for the purposes of media streams 
[32]. 
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3.1.2 Network Vulnerabilities 

The internet (WAN) 
In the internet environment, all devices are connected and also accessible to each 
other. It is an un-trusted network from a security point of view, and different issues 
such as SPAM/SPIT are a common concern. An attacker or malicious users are free 
to attack the target network with service intrusion attacks, DoS attack and other 
fraudulent activities. [32]  
The Local Area Network (LAN)   
In any organization, it is a priority to protect the enterprise network. So for this 
purpose the implementing of NAT (Network Address Translation) devices like 
Firewall is a solution from a network security point of view. The SIP communication 
does not work with NAT. To overcome this issue many IP-PBX and ITSP vendors  
recommend the sending of  all UDP and TCP traffic on Port 5060 and thousands of 
other media ports  through  “Port forwarding” or “tunneling ”. It creates a hole in 
firewall and by this way UDP and TCP traffic may not only be legitimate to SIP 
messages but also allow an attacker to gain access to the LAN network.[32] 
In past few years some common vulnerabilities and exposure (CVEs) have been 
found in SIP. According to RFC 3261 acknowledgement it is difficult to secure SIP 
protocol due to its use of intermediates and between different elements without any 
trust, its multi-faced trust relationships, and its user–to-user operation [33]. 

3.2 SIP Security Considerations 

Sip has same vulnerabilities as other VOIP protocol (IP and application-level 
protocol). There is a list of several factors which makes the SIP insecure.  

 Maturity- SIP is a relatively new standard. 
 Complexity- SIP is not a complex protocol, but all the necessary extensions 

make the SIP a complicated protocol.  
 Encoding- SIP is text message protocol, and is easily visible to any sniffer. 
 Extensibility- SIP supports extensions, these features are new but often 

weak from a security perspective.                                                                                                                                                                                                                                     

In SIP there are limited built-in security labels ( RFC 3261), which have security-
related item as “Should” rather than “Must”, and some other items are labelled as 
“Recommended”. SIP also supports different vendors, which are also 
interoperability and can be an issue from a security point of view, because all 
components should support the common security standard. For implementation and 
transporting, SIP messages use connection-less User Datagram Protocol (UDP), 
which is an unreliable form of packet transfers and also does not use re-
transmissions or sequence numbers. It opens the gates for an attacker to spoof the 
UDP packets. Whereas TCP is guaranteed-delivery transport protocol because it is 
connection-oriented and more secure than UDP [16] 

3.2.1 Need additional security in a SIP session. 

SIP sessions are used by network elements for modifying, terminating a session, and 
resource discovering. Therefore SIP security such as authentication, Confidentiality 
and authorization is an essential element. Different attacks like Denial of the 
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services (DoS), Man in the middle, and ping attacks can cause security threats. To 
offer further integrity SIP used a built mechanism for protection against different 
kind of attacks, and it relies on different protocol like IPSec, Transport Layer 
Security (TLS) and Secure Mime (S/MIME) [14]. 

3.3 SIP Attacks 

A SIP based system is vulnerable to common IP and VoIP attacks. The lists of attacks 
that are unique to SIP are as follows:  
 

3.3.1 Registration Hijacking 

This attack occurs when an intruder in the network impersonates a valid UA into a 
registrar and replaces his address as a legitimate user. Then all of the incoming calls 
send to the attacker legitimate address. 
 

       
                                               fig9: Registration hijacking  

 
The Registration process normally uses UDP protocol that provides a weak security 
mechanism. It is easier to spoof the request, as mentioned earlier, because it only 
requires username and password. In RFC 3261 standard, there is only challenge 
registration that is known as “Recommended” messages. Most of the registrar just 
requires a simple username and password. It can easily be defeated by generating 
dictionary-style attacks. In dictionary-style attacks, an attacker needs just to know 
the username and then he steps through a list of built-base passwords like 
enterprise name, office branch name or organization name. Some organizations use 
a shared mechanically generated weak password such as an extension with 
additional word, so this way an attacker may learn one of enterprise’s passwords 
and then he may be able to learn all of its passwords. [16]. 

3.3.2 Proxy Impersonation 

During communication with a rogue proxy these attacks occur when an 
attacker/intruder tricks one of enterprise’s SIP servers (UA), if this attack occurs 
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successfully then the attacker can access all SIP messages and control on all SIP 
calls. 
                                                                                                                                                                                                                                                                                                                                                                                                                                                                

 
                                                fig10: Proxy impersonation  

 
UDP protocol is used between User Agents (UAs) and servers/proxy servers for 
communication, and it does not require strong authentication to communicate with 
other proxies. Therefore another rogue proxy can insert itself into the signalling 
stream through several means such as Address Resolution Protocol (ARP), cache 
spoofing, Domain Name Services (DNS), or by changing the proxy address for SIP 
phone calls. For redirecting outgoing calls DNS spoofing attack is used against a 
domain for example “office.com”, and all of these outbound calls to that website can 
easily be intercepted, manipulated or blocked the conference. The famous ARP 
cache spoofing attack actually works against network switches [16]. 

3.3.3 Message Tempering 

In this attack an attacker/intruder intercepts the packets, and modifies these 
packets when the SIP component exchanged their messages. It can also occur 
through proxy impersonation, registration hijacking, or an attack on any trusty SIP 
component. 

 
                                           fig11: Message tampering  

As we know, SIP messages do not have any built-in security so they will not provide  
integrity. An attacker can use the same type of attacks against any insecure system  
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for registration hijacking and proxy impersonation [16].   

3.3.4 Session Tear Down 

In this attack an attacker/intruder observes the signals of a call. After receiving the 
signals he sends spoofed SIP “BYE” messages to the participating UAs, which tear 
down the session. As most SIP UA does not require a strong authentication, they 
open the gate for an attacker to send a properly crafted “BYE” message.   
                 

 
                                                         fig12: Session tear down  

 
An attacker does not need to observe the call signalling because UAs do not check 
the available packet value and if an attacker knows the active address of UA (like 
media-gateway, Interactive Voice Response (IVR), Automated Attendant (AA), or 
Virtual Machine systems (VM), or trading floor phones, etc...), then he can send a 
“BYE” message to tear down the call. The UDP ports become open for a legitimate 
call, so flooding the firewall with a “BYE” messages by an attacker, may cause to tear 
down the session [16]. 

3.3.5 Denial of Services (DoS) 

This attack can occur through any of means whether through additional DoS specific 
attacks or what have already mentioned, because strong authentication is rarely 
used in SIP processing components or SIP messages. 
                                                                      

 
                                                                fig13: DoS attack  
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These are malformed packets, which manipulating the SIP states, and cause 
flooding. SIP implementations are highly vulnerable by these kinds of attacks. It can 
cause a high level of damage if it targets the network voice resources like media-
gateway, Interactive Voice Response (IVR), Automated Attendant (AA), or Virtual 
Machine systems (VM). It generates a large number of toll emergency calls such as 
(911), and information call such as (411). One of the enterprises systems may be 
used as a DoS launching point, in such a way that all calls are directed to another 
enterprise or to a firewall as well, so in a SIP session it is essential to manage the 
UDP ports for media [16]. 

3.4 Principal and Security reuirements to avoid attacks 

There are different requirements for SIP applications security, for example if the call 
is being established between expected trusted parties, then the conversation 
between the parties should be protected by applying different security parameters. 
One party should be able to discard or reject any unwanted call. It means that in the 
system a different option should be available for the user to manage or limit the 
incoming calls. Lastly the information should not be revealed to an outsider, during 
the communication between the parties. [13] 

3.4.1 Privacy 

 Privacy is defined by the VOIP alliance as “The Concept about the Privacy is the 
privilege to have their communication systems and content free from unauthorized 
access, interruption, delay or modification.”[24]. In other words, users should know 
what kind of information is delivering, and it should be encrypted and finally it 
should successfully reach the intended party. Privacy issues between the parties 
present many threats to the applications such as message tampering, and message 
eavesdropping [13]. Privacy requires an implementation of a set of secure 
interfaces, which provide authentication, authorization and integrity. 

3.4.2 Confidentiality  

In overlay storage we can provide confidentiality for each record and value. SIP URI 
can reveal party calling information. As mentioned earlier, a hash record key with a 
shared secret is used between the parties to prevent malicious users from call 
monitoring. These value-records contain the information such as caller presence 
status, buddy list and contact address. Then the system would be vulnerable to 
many attacks like message tampering, and eavesdropping without confidentiality. 
To achieve confidentiality, there are different encryptions techniques, which 
provide user authentication, are as follows: 

 Symmetric encryption. 
 Asymmetric encryption.[13] 

3.4.3 Intigrity 

To protect the source of data we use Integrity that provides user authentication. It is 
used for origin integrity, and without integrity control, any non-trusted system has 
the ability to modify the different contents without any notice.  
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3.4.4 Availability  

The ability to access desired information or services on demand referred to as 
“Availability”. When a user requires or requests any services, a system should 
ensure the user can access the required service without any problem. Sometimes it 
is called services on demand. Sometimes it is not possible due to various attacks 
such as DoS attacks or DDoS attacks. [14]  

3.5 SIP Security Mechanism 

There are different numbers of security protocols or schemes that should be 
integrated with the SIP protocol or used together with the SIP, to improve the 
security. These protocols and schemes are suggested and recommended by IETF, 
but most of them originated from communications communities. [26] 

3.5.1 Firewall  

Firewall is a real mainstay of enterprise security and most of the private networks 
are widely adopting this technology. Firewall is a first defensive line against the 
unauthorized access and malicious traffic. Firewall is usually placed between the 
private network and outside Internet, in such a way that all incoming and outgoing 
packets pass through the firewall. The main function of the firewall is to examine all 
of the incoming and outgoing packets and then decide whether to accept these 
packets or discard them. These functions are called “Policies”. Policies basically 
specify the sequence of rules [27]  
The polices rules are formed by two functions that are as follows 

 Predicate 

 Decision    

Predicate of the rules are Boolean expressions, which represent the source and 
destination IP address along with source and destination port number. They also 
represent the Protocol type of the network. A packet matches a rule in such a way 
that the packet satisfies the predicate of roles that ensure that every packet matches 
at least one rule in the firewall. [27]. Decision of the rules decides whether the 
traffic can be accepted or discard. Sometime, the decisions can be combined with 
other options such as logging options. In the firewall these rules often conflict with 
each other for example if they overlap or if they have different decisions. Sometime, 
the rules are also conflicts, if one packet matches more than two rules. 
 
How a firewall works 
On the WAN (internet) each machine is assigned a unique address that refers to an 
IP address. These IP addresses contain 32-bit numbers that are expressed in dotted 
decimal numbers such as 4-octect 209.165.100.1/24 [28]. In domain names IP 
addresses are represented as human readable text name, such as 
www.staffwork.com . It is a very easy way to remember the name of the domain 
instead of an IP address. A Firewall in the company may block all access to this 
domain or allow access only to a certain domain. Protocols are pre-defined way of 
service. Protocols are texts, which define how the conversation starts between the 
clients and servers.  There is a set of different protocols that the company firewall 

http://www.staffwork.com/
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sets for filter such as IP (Internet protocol), UDP (User Datagram Protocol), FTP (File 
Transfer Protocol), ICMP (Internet Control Message Protocol), and many other 
protocols. Firewall searches through each information packet for an exact match of 
the text that is listed in the filter list of the firewall [28]. 

3.5.2 DMZ    

DMZ (Demilitarized Zone) acts as a no-man land, and access is permitted from both 
inside and outside of the network. It is also known as a buffer network and screened 
subnet. It is important to provide a layered defence security. The purpose of its 
configuration for SIP server is to provide the filtering points that are set up on edge 
router which enforces access control for traffic to exit or enter this Zone. The DMZ 
approach is the most popular and commonly used in modern architecture because it 
has the ability to contain an attacker, and the limits the damage in case of break-in. 
In DMZ configuration systems on the LAN (Local Area Network) run behind the 
firewall connected to a public network such as Internet. Behind the firewall it 
provides an extra layer of protection for systems by intercepting outside traffic and 
broker requests for the rest of the LAN. DMZ is a neutral zone between the private 
and public network. The primary role is to provide a secure shelter for commonly 
used services such as FTP-servers, SMTP, SIP server and Web servers. The design of 
DMZ in conjunction with VPNs, works to segregate these servers from the internal 
private networks [29]. 

3.6 Network Layer and Transport Layer Security 

3.6.1 TLS  

The implementation of TLS (Transport Layer Security) is to provide end-to-end 
reliability to meet the security requirements. Transport Layer Security (TLS) is 
implemented above the TCP, whereas User Datagram Protocol (UDP) does not need 
it. According to the standard by IETF, Transport Layer Security (TLS) is based on the 
SSL (Secure Socket Layer) and integrated with a web browser. To provide the 
security services, Transport Layer Security (TLS) consist of four sub-protocols, 
which are mentioned in the following table. 
 
 
 
 
 
 
 
 
 
 
                       
                                                      
fig14: Illustration how different protocols are organized in TLS protocol stack     
 

TLS 
Handshake 
Protocol 

 
Change  
Cipher 
Spec 
Protocol 

 
Alert 
Protocol 

 
Application  
Protocol SIP 

 
                                      TLS Record Protocol 
 
 
                                            TCP/IP 

 



SIP Security Thearts and Countermeasures 

 27 

These sub protocol has the following task to accomplish. 
 TLS Record Protocol: Used to provide integrity protection services and 

confidentiality that handles the fragmentation and the application data 
compression. 

 TLS Handshake Protocol: used to protect the data and define how to 
negotiate with cryptographic keys and a secure hash function. 

 Change Cipher Spec Protocol: Single message that consists of a single byte 
is always sent by both entities during TLS connection initiation, the other 
entities that negotiate cipher suit should be used, but after receiving that 
message. 

 Alert protocol: Alert protocols are used to send TLS related alerts to other 
entities and each alert can be of a different warning type. TLS connection 
should be terminated immediately after receiving these fatal alerts [25].  

3.6.2 TLS Handshake 

The Transport Layer Security defines ten messages that are used between the client 
and the server for authentication to each other, but it is a very interesting and 
complex part of TLS. To provide the secret data for generating cryptographic keys to 
each other, TLS Handshake Protocol negotiates a secure hash function and an 
encryption algorithm. To provide encryption and integrity protection by the TLS 
record protocol, these keys are used with the negotiated algorithm. 

3.6.3 TLS Function in SIP 

It is proposed by the IETF and use to provide the security services on hop-to-hop, in 
TLS functions. TLS may be used in conjunction with the SIP, but the multiple TLS 
connections are used through the signalling path.  
There are some statements by the IETF for how TLS should be used in SIP 

 To support mutual and one-way authentication, all SIP servers must 
implement TLS. 

 It is recommended that SIP UA should be able to initiate a TLS connection 
and may TLS act as a server. 

 With respond to a hostname, a SIP server should have a public key 
certification. 

 SIP UAs may have a public key certificate, if the TLS server sends a 
certification request message to SIP UA. 

 The SIP server and SIP UAs should verify the public key certificate. 
 It should establish a TLS connection, when a SIP UA attempts to connect to a 

SIP server over which SIP messages are sent. 
To validate a public key certificate for S/MIME, SIP UA should use the same 
mechanism as it does for TLS. [25] 

3.6.4 IPSec 

To provide security services at the network layer, IP Security (IPSec) is an extension 
to the IPv4 and IPv6 of the IP protocol. SIP is completely independent of IPSec, as 
SIP User Agents do not notice whether IPSec is used or not, IPSec can be a better 
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solution for protecting SIP messages in the open environment of the internet. SIP 
implementation is independent of IPSec, but the intermediate the SIP servers may 
use IPSec for establishing long-lived secure connection. To provide security services 
there are two more protocols used within IPSec such as Authentication Header (AH) 
and the Encapsulation Security Payload (ESP). The configuration of AH protocol only 
provide authentication whereas ESP protocol may be used to provide both 
encryption and authentication. These protocols may be used to provide some other 
services like Connection integrity, Access control, and confidentiality,  
IPSec needs to have a Security Association (SA) with the receiver, and the receiver to 
sender. SA is defined by its parameters (uniquely identified by an IP destination 
Address). There are two different modes in which ESP and AH are used. 
 Transportation mode: IPSec insert either an AH or ESP header to the original 

IP packet and the mode applies the required security mechanism on a certain 
part of original packet, so this mode may be seen as an extension to the IP packet 
and most suitable when it is used between end users. 

 Tunnel mode: this mode is used to make drastic changes to the original packet, 
whereas IPSec encapsulates the IP packet in the payload of a new packet by 
adding a new header. Then an ESP or AH header is inserted to the packet, so that 
it applies the required security mechanism on the whole packet. Tunnel mode is 
a most suitable mode which protects the whole original packet during 
intermediate network entities.   

 Key management: Key management is another fundamental part of IPSec, 
which is used to provide confidentiality and integrity protection services. It can 
be managed or handled both manually or automatically. Automatically key 
management is basically used in a large environment where large numbers of 
SAs are used, whereas manually Key management is used in a small or static 
environment where small numbers of SAs are used. Internet Key Exchange is 
used by default in IPSec for automatic key management [25]. 

3.6.5 Remote Access VPN 

VPN technology is used to provide a secure method for transmitting the data over 
the Internet (public network).VPN is basically implemented for remote access, for 
example from a telecommuter location (a small offices or home office) to a 
corporate office. It existed between the end user machine and a private network (for 
remote access) or between a private network and a remote LAN. However, remote 
access VPN utilizes the software and a central site concentrator. The client of VPN 
should be installed on the user system side to establish an encrypted and secure 
tunnel for the office network. It can provide encryption and some other security 
measurements to ensure that only the legitimate can access the data, so it allows the 
remote user from any part of the world to connect to the corporate network 
securely. In this process the traffic is encrypted from one side to the other side (both 
directions) whether it travels through the public network (Internet) [34].   
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4 Implementation 
The SIP based VOIP environment was performed on combination of different real 
time devices and software.              
                                                               

                                  fig15: SIP secure model and security parameters 
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The IP addressing assign to SIP model is as follows: 
The Headquarter Router (HQ) 
The IP address assigned to its fast interface is fa0/0: 172.16.1.1/24 for local 
network (inside) and the address fa0/1: 172.16.2.1/24 is assigned to the interface, 
which is connected to SIP server. The serial interface is connected to the branch 
Router (outside network) and the IP address assign to it interface is Se0/1/0: 
209.165.100.1/24. Finally, the loopback address assigned to this network is 
loopback0:10.0.0.1/24. The routing protocol EIGRP1 is used for inside and outside 
routing.     
The Branch Router (Br) 
The IP address assigned to its fast interface is fa0/0: 192.168.1.1/24 for inside 
network. The serial interface is connected to the headquarter Router and the IP 
address assign to its interface is Se0/1/0: 172.16.1.1/24. Finally, the loopback 
address assigned to this area is loopback0:20.0.0.1/24. The routing protocol OSPF1 
is used for inside network and for outside routing the routing protocol EIGRP1 is 
used for outside network, which is connected to HQ. Under the OSPF process on 
branch router, issue the redistribute EIGRP1 subnets command, and under the 
EIGRP process, issue the redistribution OSPF 1 metric 10000 100 255 1 1500 
command, which tells EIGRP to process 1 with these metrics: bandwidth , delay, 
reliability, load of 1/255, and a MTU of 1500. The complete detail of IP addressing 
table, we can see in Appendix B.   
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4.1 Projec tools and Softwares. 

Different software’s are used in this project, which are as follows: 
4.1.1 IP Phone Systems: 3CX Phone System for Windows 

The 3CX Phone System for windows provides a complete replacement of 
proprietary PBX, it supports the phone lines (PSTN), and SIP soft /hard phones and 
some other VoIP services. The 3CX Phone System is a web-based administration 
managing system, which is easy to operate and manage. It provides a remote 
environment by eliminating the wiring network. 
The key features of 3CX Phone System are as follows: 

 Complete system: it provides a complete phone system for call switching 
and routing. 

 Scalable: it provides unlimited phone lines and extensions. 
 Easy management: web-based configuration and easy control. 
 Support: SIP standard phones:   
 VoIP gateways: it makes and receives calls via PSTN VoIP gateways [17]. 

4.1.2 SIP server configuration 

The 3CX phone system is software based IP PBX, entirely SIP standard, and it is a 
replacement of traditional proprietary hardware PBX/PABX. It interoperates with 
most popular SIP phones, SIP VoIP provider and Gateways. It is easy to manage and 
integrates well with the infrastructure of windows network.   
In this project a different step has been taken to configure the SIP server. 
Step1: After opening the SIP server web browser window, a different extension has 
been added according to the project specification. Different extensions are 1000, 
3000, 5000, 7000, and 9000.   
Step2: assign extension number, ID and password. 
Step3: configure the SIP port on which the SIP devices can communicate to each 
other. By default it is set to port (UDP/TCP) 5060. 
Step4: set RTP port for SIP server that has range of (UDP/TCP) 9000 to 9015. 
Step5: configure SIP port (UDP/TCP) 5061 to support SIP-TLS.  
Step6: download the certificate to support SIP –TLS and make connection 
Step7: Assign the address to SIP server 

4.1.3 3CX-Phone and X-Lite soft phone 

3CX is a freely available VoIP soft-phone for all windows operating system. There 
are a lot more applications that are suitable for iPhone and Android based smart 
phones, for making the calls to any VoIP, mobile, or land number. It is easy to install 
and it does not need a licence. 
It has some key features that are as follows 

 It provides multi-line setup 
 It transfers calls 
 It supports G.711, GSM, and speed codecs 
 It records the call [18] 
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4.1.4 SIP client configuration 

A different step has been taken to configure the SIP client, which is as follows. 
Step1: set the account name and caller ID according to the SIP Server configuration 
for the client. 
Step2: Assign the extension number, ID and the password. 
Step3: specify the IP of the PBX/SIP server address. 
Step4: add some advance setting for supporting SIP-TLS such as  
SIP Transport = TLS 
RTP mode = normal 
Support RFC2833 DTMF 
Attach the TLS-Certification for client to communicate securely to SIP server 

4.1.5 CISCO IOS 

CISCO IOS is a CISCO network device operating system that exploits the set of 
hardware available in devices. The CISCO IOS is used in CISCO 2800 routers. CISCO 
2800 series is a family of modular and multi-services, which are suitable for medium 
or large sized organizations and Internet Service Providers (ISP).  

4.1.6 Wireshark 

Wireshark is a very popular network analyzer tool. Wireshark is perhaps one of the 
best open source packet analyzers tools that are available these days [19]. It allows 
the user to capture and browse running traffic on the network. It is widely used in 
cross educational institutions and industries. Its development started in 1998 and 
still the project is under-development to improve it, for monitoring the network. 
Wireshark has a Variety of different features, some are mentioned here [19] 

 It is used by an administrator, for troubleshooting network problems 
 It is used by security engineers, to examine security problems 
 It is used by developers, for debugging protocol implementation 
 It is used for analysis and for educational purposes.  

A User can get the network information just by putting the interface of the network 
in promiscuous mode. Wireshark also provides the information of different criterias 
like source and destination address, error status, protocol etc. By using built-in tools 
for filtering, it can also warn the system against any kind of attack or malicious 
traffic. [20] 

4.1.7 Zenmap 

An open source Zenmap tool is widely used for network exploration and security 
audition. Hackers usually use this tool for gathering the target system information, 
and in this project this tool is being used for the same purpose. This tool is more 
suitable for flexible behavior. It is a power tool that can scan thousands of the 
systems in the network and also support most of the operating systems such as 
Linux and Microsoft windows. It is a friendly tool that is easy to manage and control. 
[21] 
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4.1.8 IP Traffic monitor        

It is a very useful tool for monitoring interface statistics and activity indicators. This 
tool shows all kinds of information that pass over the network. In this project work 
this tool is being used for the same purpose to monitor network traffic, for example 
which system is active and what kind of service it is taking from the network. It is 
also a very useful tool to monitor malicious activity on the network, and if there is 
anything going wrong then it will immediately notify the administration. It also 
supports most of the operating systems such as Linux and Microsoft windows. [22] 

4.1.9  VQManager 

VQmanager is a very useful tool to monitor VoIP traffic for bandwidth utilization, 
call traffic and voice call quality. This tool keeps an eye on all of the network’s active 
and failed calls.  
The most important thing about this tool is, it supports almost all kind of devices 
that support SIP. This tool gives us a whole picture of voice bandwidth usage, 
answer delay, and other metrics. In this project work this tool is being used to check 
the Qos (Quality of service) of the call before and after the DoS attack. [23] 

4.2 System specification 

PC-1 
PC-1 consists of following programs 

 SIP user server (UAS) 
 Sip user client (UAC) 

Network monitoring tools:- 
 Wireshark  
 IPtrafmon 
 Zenmap 
 DNS 
 3CX phone 
 3CX SIP-Server 
 VQmanager 

 
PC-2:- PC-2 is a part of our network that works as a client user of SIP server. 

 X-lite 
 3CX phone 

 
PC 3:- Our PC-3 is used to test the security mechanism on the target system and it 
works as an attacker machine. It consists of the following tools that are used for 
attacking or generating attacks. 

 Zenmap 
 Wireshark  
 IPtrafmon 
 X-lite 
 3CX phone 
 Nsauditor 
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5 Results 
The results are explained into two scenarios.  
Scenarios-1: the results are obtained before applying the security measurements.  
Scenarios-2: the results are obtained after applying the security measurements 
(such as firewall, IPSec, SIP-TLS and DMZ).   
In order to understand and have a clear distinction between the secure and non-
secure system, the same steps are taken in both scenarios.  
These steps are as follows: 
Step1: Ping the System IP address 
To get the IP address of the target system. 
ii. Reconnaissance attack and monitoring tools. 
To gather the information of the target machine, a reconnaissance attack is 
generated by using Zenmap software. IPtrafmon and Wireshark tools are used to 
monitor the activities in the network. 
Step 2: Call hijacking.  
Hijack the conversation between different parties. 
Step 3: Packet sniffing (message tampering)    
We used Wireshark to capture the insecure (plain-text) packets, and gather the 
required information that lead to generate other attacks like session tear down, 
impersonation, message tempering etc. 
Step 4: DoS attack 
Generate a DoS attack that caused delay and jitter during the conversation. 

5.1 Scenario-1 Results of insecure System 

In this scenario all the results are obtained before implementing the proposed 
security mechanism for SIP model, for example before configuring the firewall and 
security measurement such as firewall, DMZ, SIP-TLS and IPSec. The system is 
insecure and anyone can access the sensitive information. The resources are 
configured on PC-1 and attacking tools are installed on PC-3. 

5.1.1 Test 1:  System IP address and Reconnaissance attacks 

Setup: configure SIP server, install monitoring tools (IPTraffmon, Wireshark) on PC-
1, install attacking tool (Zenmap) on attacker system (PC-3), and use DNS for IP 
addressing. 
Motivation: A company SIP model has its own web address and the domain of the 
company is www.exampleSIPserver.com. There are different services running in the 
company, and the main purpose of this setup is to see how an attacker gets into the 
insecure system by using different tools.    
The SIP server is placed in this domain. In this scenario PC-3 (attacker machine) 
executes a ping command by using PC- 1 domain name address, the domain in PC- 1 
responds to the request and sends the IP address of the machine as a reply message. 
The domain www.exampleSIPserver.com IP address is 172.16.2.2, as shown in the 
figure16; 

http://www.examplesipserver.com/
http://www.examplesipserver.com/
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                                                    fig16: Ping system 

 
ii) After getting the IP address of the target machine, the next step is to check the 
weak point on the target system. This task is performed by using an attacking tool 
“Zenmap” (check the ports status whether ports are open or not). It is known as a 
reconnaissance attack. This attack is generated to know what kind of services are 
running on the target system and what the possible ways to get inside the system 
are. In the first scenario as PC-1 is an insecure system, it is very easy for the attacker 
(PC-3), to gather the information with little time consumption.  
 

                                                     fig17: Reconnaissance attack  
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The time taken by the attacker system to gather the required information is 
“0.11seconds”. This information is very useful from the attacker prospective, 
because it shows the detail of every running service on the target machine. 
iii) When the system is under attack, the administrator can get the information of 
the system PC-1. As mentioned earlier, different monitoring tools such as IPtrafmon 
and Wireshark are used to monitor the incoming and outgoing traffic between the 
server and client. In the following figure 18, we can see after getting the access to a 
target machine how an attacker can easily transfer the file from one of our systems 
to his destination system.    
 

 
                                                fig18: IP Traffic monitoring tool 
 

Wireshark is also used for the same purpose to monitor the activities between the 
server and the client as shown figure19; 
 

 
                                              fig19: Wireshark monitoring tool 
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5.1.2 Test 2:  Call hijacking 

Setup: configure SIP server and client; make communication between SIP server 
and clients (A, B,), and prepare the system to capture the conversation between A 
and B. 
Motivation: listen or capture the conversation between User A and User B. 
A call hijacking attack is different to all other attacks in such a way that an attacker 
can listen to the conversation or redirect the entire call to a different party. The 
hacker can also participate in the conversation and pretend that he is the legitimate 
call party. This is possible, by modifying the SIP registrar database in such a way 
that the legitimate caller IP address is replaced with the attacker IP address. In this 
setup, PC-3 (attacker system) is on the same line (trusty user or outside the network 
setup). For this purpose I used the Wireshark tool on PC-3 to catch the call between 
PC-1(User A) and PC-2(User B). The results are shown in figure22;   

 
                                        fig20: Setup for call hijacking 

Packet dumps 
 SIP packets (messages) were captured during the conversation between the end 
users and the SIP server (3CX phone system). The information is as follows: 

 

                                   fig21: SIP RTP packets are captured during call hijacking           
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                                                      fig22: Sample of voice call  

5.1.3 Test 3: Packet spoofing lead to “message tampering” and registry 
hijacking. 

Setup: configure the SIP server and client; make communication between the SIP 
server and clients (A, B, and attacker). 
Motivation: tampering with the SIP messages between User A and User B, which 
leads to registry hijacking and session hijacking. 
Once the attacker is inside the insecure system, he is able to make changes or 
damage to our voice system resource. An attacker can tamper with the SIP message 
or intercept the call and modify the SIP packet. Usually message tampering occurs, 
when SIP clients exchange SIP messages during the conversation. The following 
figure 24 illustrates the message tampering technique used by an attacker. 

                                             fig23: Non-encrpted SIP messages                  
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                          fig24: Sample of SIP messages contain user sensitive information 

 
Different information can be gathered by tampering the SIP messages. 

 LAN IP address  
 SIP URI addresses  
 Port allocation   
 Vendor equipment information 
 Caller information (both sender and receiver) 
 Media attributes 
 MIME Content type 

 
ii. Session hijacking 
A session hijacking is similar to a registry hijacking; the only difference is, taking 
over of the session by an attacker always occurs during the conversation period. For 
this purpose, special software “Nsauditor” is used, which changes the original IP 
address. The incoming request or response time and date stamp are known for the 
session hijacking. (This is an example to see how an attacker can take the benefit 
after tampering with the SIP message) 
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                                             fig25: Session hijacking 

5.1.4 Test 4: DoS attack 

Setup: configure the SIP server and the SIP client, communication between the SIP 
server and clients (A, B), and install the VQmanager on PC-1.  
Motivation: generate DoS attack and see effects on the target system (PC-1). 
The SIP system is vulnerable to any sort of DoS attacks at the network and transport 
layer. It is a very simple technique used by an attacker to bring down the targeted IP 
based network by injecting a huge number of packets. It is called flood attack and it 
creates difficulties for an administrator to control these huge volumes of packets.   
The main cause of DoS attack is minimum availability of the IP address, bandwidth, 
process memory and many other services. The following example shows the result 
before and after the DoS attack. 
Quality of service (Qos) Before DoS attack After DoS attack 

Min Max Avg Min Max Avg 

Delay 10 10 10 1623 1623 1623 

Jitter 10 10 10 2 2 2 

Loss 0 0 0 0 0 0 

                                             Table3: Before/after DoS attack 

5.2 Security Implementation  

After understanding the nature of the SIP attacks, different steps have been taken to 
implement the following security mechanisms such as firewall/DMZ, SIP-TLS and 
the IPSec. The feature of Cisco 2800 series routers (available in the university) for 
configuring the firewall and DMZ is used to achieve maximum security level against 
various SIP related threats such as packet sniffing, call hijacking, message tampering 
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and the DoS attack. During the firewall implementation, different policies have been 
considered to monitor both the inbound and the outbound traffic. 

5.2.1 Access Control polices on R1 (HALMSTAD) 

 

 
                                   fig26: Access Policies on R1 (HALMSTAD) 

 
For the firewall configuration, CISCO router GUI (Graphical User Interface) software 
“SDM” is used to implement the access control polices on the inbound/outbound 
interfaces of HALMSTAD router. 
SDM (Security Device Manager) is a web-based device management tool. It is used 
for CISCO IOS routers. It is easy to manage and monitor the routing, switching, Qos 
and security based services. It is also useful for managing the ACLs (Access Control 
lists) and packet filtering. 
 
The Inside interfaces fa0/0 (172.16.1.1/24) 
The following configurations are applied by using SDM feature for monitoring the 
inside (trusty) traffic. All the inbound traffic from HALMSTAD to local network 
fa0/0: 172.16.1.0/24 will be monitored. These steps are necessary to deny spoofing 
traffic from an outside source, which can disturb or damage the SIP system.  In this 
case, all the traffic has been blocked except only the SIP traffic, for example only the 
SIP packets are allowed to pass through the IPSec tunnel. The access rules applied to 
the inside interfaces (fa0/0: 172.16.1.1/24) are as follows: 
Access rules are applied to the inbound direction to permit the SIP protocol 
transmission. The SIP TCP/UDP port 5060 and the port 5061(for SIP-TLS) are used 
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for this purpose. The TCP 5060 port is used for handshaking before starting the SIP 
communication and the UDP 5060 port is used for the rest of the SIP 
communication. The TCP/UDP port 5061 is used for the SIP-TLS. The port 5090 
(TCP) is also permitted for the SIP server tunnelling (if the tunnel is enabled). To 
support RTP protocol for the incoming and outgoing calls, the port range from 9000 
to 9015 (UDP) has also been configured.  
The Outside interface Se0/1/0 (209.165.100.1/24)  
The security policies for the outside network are applied by using SDM feature of 
CISCO routers. All of the traffic which passes through the router interface: 
Serial0/0/0: 209.165.100.1 will be monitored and given the permission to only IPSec 
tunnel traffic and its supporting protocols. To achieve the maximum security level, 
all of the other spoof traffic is denied. The access rules applied to the outside 
interfaces (Se0/0: 209.165.100.1/24) are as follows: 
Access rules are applied to the inbound direction to permit IPSec Tunnel traffic and 
its supporting protocols such as AH, ESP and ISAKMP. To achieve maximum security, 
all of the other traffic and networks are denied. 

5.2.2 Access Control polices on R2 (LINKÖPING) 

 
                                        fig27: Access Policies on R2 (LINKÖPING) 

                                           
The policies applied to LINKÖPING router are as follows:      
The Inside interfaces fa0/0 (192.168.1.1/24) 
The same configurations are applied by using SDM feature of the CISCO router for 
monitoring the inside (trusty) traffic. All of the inbound traffic to the inside local 
network such as Linkoping inside local interface fa0/0: 192.168.1.0/24 will be 
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monitored. All of the traffic has been blocked in such a way that only SIP packets will 
pass through the IPSec tunnel. The access rules applied to the inside directional 
interfaces (fa0/0: 192.168.1.1/24) are as follows:                            
The SIP TCP/UDP port 5060 and the port 5061 are used for this purpose. The SIP 
TCP/UDP 5060 is used for the SIP communication, whereas the SIP TCP/UDP 5061 
port is used for the SIP transport layer security (TLS). The port 5090 (TCP) is also 
permitted in the SIP server tunnelling (if the tunnel is enabled). To support RTP 
protocol for the incoming and outgoing calls, the port range from 9000 to 9015 
(UDP) have also been configured and given the permission to the inbound interface 
fa0/0: 192.168.1.1/24 for the secured communication.  
The Outside interface Se0/1/0 (209.165.100.2/24)  
All of the traffic which passes through the router interface: Se0/0/0 
209.165.100.2/24 will be monitored and given permission to only the IPSec secured 
tunnel traffic and its supporting protocols. All of the other traffic will be denied. The 
access rules applied to the outside directional interfaces (Sel0/0: 209.165.100.2/24) 
are as follows: 
Access rules are applied to the inbound direction to permit the IPSec Tunnel traffic 
and its supporting protocols such as AH, ESP and ISAKMP. All the other traffic and 
networks will be denied.  

5.2.3 IPSec Tunnel on HALMSTAD 

The IPSec tunnel is configured on both routers (Halmstad) and (Linköping) to 
accomplish the encryption parameters. The following configurations reflect the 
policies and security parameters on one side of R1: HALMSTAD; 
HALMSTAD#sh crypto engine connection active 
ID Interfaces Type Algorithm Encrypt  Decrypt IP-Address 
1001 Se0/1/0 IKE SHA+3DES 0 0 209.165.100.1 
2001 Se0/1/0 IPSec AES256+SHA 0 29 209.165.100.1 
2002 Se0/1/0 IPSec AES256+SHA 29 0 209.165.100.1 
                Table4: IPSec tunnel algorithms and encrypted packets (HALMSTAD) 
HALMSTAD#sh crypto isakmp sa 
IPv4Crypto Isakmp Sa 
destination source State Conn-id slot Status 
209.165.100.2 209.165.100.1 QM-IDLE 1001 0 ACTIVE 
IPv6 Crypto ISAKMP SA 

5.2.4 IPSec Tunnel on LINKÖPING 

The encryption parameters for the IPSec tunnel are configured on the other router, 
which is placed in Linköping. The same policies rules are applied as; 
LINKÖPING#sh crypto engine connection active 
ID Interfaces Type Algorithm Encrypt  Decrypt IP-Address 
1001 Se0/1/0 IKE SHA+3DES 0 0 209.165.100.2 
2001 Se0/1/0 IPSec AES256+SHA 0 29 209.165.100.2 
2002 Se0/1/0 IPSec AES256+SHA 29 0 209.165.100.2 
                     Table5: IPSec tunnel algorithms and encrypted packets (LINKÖPING) 
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LINKÖPING#sh crypto isakmp sa 
IPv4Crypto Isakmp Sa 

destination sourcey State Conn-id slot Status 

209.165.100.1 209.165.100.2 QM-IDLE 1001 0 ACTIVE 

IPv6 Crypto ISAKMP SA 

5.2.5 DMZ  

A DMZ (Demilitarized Zone) is a neutral zone between the private and public 
network. It acts as a no-man’s land. It is also known as a buffer network and a 
screened subnet. In this setup traffic is not allowed to pass directly to a SIP server, 
which is placed in the DMZ. It is important to provide a layered defence security. 
The purpose of its configuration for the SIP server is for filtering points that are set 
up on the edge routers. This enforces an access control for the traffic at the exit or 
entrance point. The configurations on the inbound interfaces are as follows:  
 
The Inside interfaces fa0/1 (172.16.2.1/24) 
The access rules applied to the inside interfaces (fa0/1: 172.16.2.1/24) are as 
follows: 
The inbound direction is applied with the access rules to permit SIP protocol 
transmission. The SIP TCP/UDP port 5060 and the port 5061 are used for the SIP 
communication. The SIP TCP/UDP port 5061 is used for the SIP transport layer 
security (TLS). The Port 5090 (TCP) is also permitted in the SIP server tunnelling (if 
the tunnel is enabled). To support the RTP protocol for the incoming and the 
outgoing calls, the port range from 9000 to 9015 (UDP) have also been configured 
and given permission to the inbound network interface fa0/1: 172.16.2.1/24. The 
SIP server is inside the DMZ and it does not need to communicate to any of the 
outside network host. 
 
The Outside interface Se0/1/0 (209.165.100.1/24) 
All of the traffic which passes through the router interface: Se0/1/0: 209.165.100.1 
will be monitored and given permission to only IPSec tunnel traffic. To achieve the 
maximum security level, all of the other spoofed traffics are denied. The access rules 
applied to the outside direction interfaces (Se0/1/0: 209.165.100.1/24) are as 
follows: 
The same access rules are applied to the inbound direction to permit IPSec Tunnel 
traffic and its supporting protocols such as AH, ESP and ISAKMP.  

5.2.6 Secure SIP with TLS 

The Secure SIP is a security mechanism for sending the SIP messages over a 
transport layer. It is an IEFT (RFC 3261) standard for the SIP security-encryption 
channel. It is used for securing the HTTP sessions. It is a proposed security 
mechanism to protect SIP sessions against the eavesdropping or the message 
tampering attacks. The following setups are taken for SIP-TLS configurations: 

 SETUP 3CX Phone System with secure SIP (TLS), create certificate on the 
 SIP server (3CX-Phone system) 
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 Create simple CA certificates 
 Use Microsoft inbuilt importer for trusty certificates. 
 Configure IP Phones (3CX-Phones) to communicate SIP securely. 

5.2.7 Layer 2 security 

The data link (layer 2) infrastructure basically consists of interconnected Ethernet 
switches. End user devices usually connect to the network via layer 2 access 
switches such as printers, computers, IP phones and other internet devices. These 
devices are also vulnerable. CISCO ISO feature for switching provides many security 
features such as port security, switch storm control and spanning tree protocols. 
These setups are also taken for enhancement in the switch security. 

5.2.8 SIP server configuration for security 

The SIP server (3CX phone system) has also been configured to protect against the 
Dos attack. The settings on the SIP server for DoS attack are as follows: 
Step1: failed authentication requests = 25 
The first step taken is to configure the amount of failed authentication requests that 
the 3CX Phone System will accept. If the value is exceeded then the source IP 
address put into the black list. 25 is a recommended setting that may not need to be 
changed, because if we set it to low it causes problematic issues and if we set it to 
high then it gives the hacker too much time to send the authentication requests 
before it stopped. 
Step2: unanswered challenge requests = 1000 
The DoS attack sends REGISTER requests, but does not reply to the challenges. 
Configure the amount of fake requests, which 3CX will accept per IP address before 
blocking it. 
It is a sufficient setting, for example if an hacker sends the requests to register as a 
legitimate user then there should be a system which sends the challenges to get 
access into the system. It gives the sense that the system is password protected. If 
the attacker system does not pass these challenges, then the target system knows 
that it is a spam attack and after the 1000 requests, the attacker IP address will be 
black listed. 
Step3: black list duration in seconds =1800 (30 minutes as default) 
This is a time interval in seconds in such a way that an abusive IP address remains in 
the blacklist, for example if the device gets into the blacklist, it will remain in the 
blacklist for a specific time, according to the rules implemented.  
Step4: security barrier (Green) = 200 
The counting has started, but no any action has been taken. If someone wants to 
disable the security then this option must be set to a high value. 
This is an actual time in the milliseconds, where by the PBX has not been enforced to 
take any action but only counting. Basically 200 milliseconds, the PBX treats 
everything is valid.  
Step5: packet/second = 2000 
This is a first layer protection. If the amounts of packets specified in as above are 
exceeded, then the PBX will lawfully block the source IP address for a five second 
interval. 
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Step6: security barrier (RED) = 4000 
This is a final protection layer in which if the amounts of packets specified above are 
exceeded then the PBX will blacklist the source IP address.  
It is a default setting and when it reaches at that level, the PBX blocks the device to 
the time set in the black list duration in seconds. If someone sends the 4000 packets 
per second then it sends the IP address of this device into the black list. 

5.2.9 Secure Shall (SSH) 

Finally, the secure feature of SSH (secure shall) is added in such a way that users 
access to the router through SSH session, but not through telnet (which is insecure). 
 

5.3 Scenarios 2: Results of Secure System 

5.3.1 Test1: The ping test 

Setup: Configure the firewall, the DMZ for the SIP voice resources, communication 
between A and B according to the SIP model. 
Motivation: Secure the system against reconnaissance attack, Ping attack and 
unauthorized access to the system. 
The results obtained in this test are not the same as in the first scenario. The 
configuration of the firewall is in such a way that it blocks all of the pings which can 
make the system busy, as shown in the figure 28. If the system fa0/0 172.16.1.2/24 
tries to target the system fa0/1 172.16.2.2/24, then its gateway will block its request, 
according to the policy applied on the interface fa0/0 172.16.1.1/24. In this setup, an 
attacker cannot get any “ICMP” reply from the target SIP system IP address 
172.16.2.2/24. 
 

    
                                                             fig28: Ping system results 
 

ii) In the next step, the same type of attack (reconnaissance attack) is used for 
gathering the information of possible vulnerabilities on the system 172.16.2.2/24. 
After applying the security parameters, the results are different in this scenario. It is 
very hard for any attacker to gather the information of the secured system and 
sometimes vulnerabilities are impossible. The firewall configuration will block all of 
the ports except the SIP ports and it is a real challenge for any attacker to find out 
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the weak spots to get into the secured system. Somehow if an attacker is so very 
professional, then it will take much time (many hours, days and months) to find out 
the vulnerabilities on the targeted system. 
 

 
                                   fig29: Reconnaissance attack after configure the firewall             

                   
The time will further increase if the numbers of hops between attackers to the 
targeted system increases.  
iii) After generating the reconnaissance attack in step 2, the monitoring tools such as 
Wireshark and IPtraffic can be used to alarm the administrator and he can also see 
the attack related information. After implementing the security on (PC-1) system, it 
can be seen that the system denied a malicious traffic request for gathering the 
information, at the same time without any disturbance in the SIP communication. 
The purpose for implementing the firewall is to give the permission to the required 
services which are important according to the system requirement and all of the 
malicious traffic, which might cause damage to the system, should be denied. 
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                                fig30: Wireshark monitoring after firewall implementation 

 
(It can be seen that the system PC-1 fa0/0: 172.16.1.2/24 sends ICMP packet to the 
target machine fa0/1: 172.16.2.2/24 but the host gateway address 172.16.1.1/24 
denied these requests)  

5.3.2 Test2: Call Hijacking 

Setup: configure routers for the IPSec  
Motivation: encrypt the SIP traffic,  
If it happens that an attacker gets an access to the secured system and is able to 
capture the SIP RTP packets then he will not able to listen to anything. The results 
show that even if the attacker is a trusty client or he is from outside, he cannot listen 
to any conversation because the IPSec encrypts the SIP-RTP packets, which are very 
difficult to decode or playback. 
 

 
                                    fig31: Call hijacking after IPSec implementation 
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                                           fig32: Capture RTP packets after IPSec implementation 

 
The SIP messages have been encrypted as well, so it is a good solution for securing 
the SIP traffic in the cloud environments, as shown in the following figure33: 
 

 
                           fig33: Sample of encrypted SIP RTP packets after IPSec implementation 
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                               fig34: No voice call is recorded after capturing the RTP packets 

5.3.3 Test3: Message tempering 

Setup: configure the SIP server and the SIP client for SIP-TLS. 
Motivation: Encrypt the SIP messages. 
The SIP-TLS is configured for securing the SIP messages, so that a client requests the 
TLS session to the SIP proxy server. In the return to this request, the SIP proxy 
server responds with a public certificate. The SIP User Agent (client) validates this 
certificate according to the configuration and then the SIP Proxy server exchange 
session key to encrypt and decrypt the data. 
 

                       
                                                            fig35: SIP-TLS setup 

 
Due to the following security mechanisms, it is almost impossible to generate the 
SIP attacks such as message tampering, session hijacking and etc., because these 
packets are encrypted and hiding the sensitive information such as user name, user 
location and other useful information. The SIP-TLS provides the hop-by-hop security 
to keep secret the caller information secret by encrypting the SIP messages. The 
following figure 35 shows how the SIP server and the SIP client exchange the 
certificates. 
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                                        fig36: SIP packets after SIP-TLS implementation 

 

                              fig37: Encrypted SIP messages after SIP-TLS implementation 

5.3.4 Test4: DoS attack 

Setup: configure the firewall, prepare the SIP server for DoS attack and the SIP 
server is in  the DMZ. 
Motivation: protect the system against the DoS attack.  
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Various kinds of DoS attacks can target any network. The DoS attacks use the UDP  
echoes, which are called “Fraggle”, ICMP echo replies, which are called“Smurf 
attack” and TCP/UDP SYN flood attacks. The most common attack is the Smurf 
attack. Different parameters are taken into consideration for preparing the SIP 
system against DoS attack, which are as follows: 

1. Firewall configuration. 
2. SIP server in DMZ. 
3. Configure the SIP server against DoS attack. 

The first step is to configure the firewall in such a way that all of the malicious traffic 
is blocked, except the SIP traffic, for example only the SIP packets are allowed to 
pass through the IPSec tunnel and then reach to the SIP server. 
The second setup is to configure the DMZ, which is a neutral zone between the 
private and public network and protect the system against all DoS attacks. 
 

 
                                         fig38: DoS ping attack after Firewall configuration 
 

The results can also see on the monitoring tool such as Wireshark. 

 
                           fig39: System response to DoS attack after firewall configuration 

It can be seen that, the system PC-1 fa0/0: 172.16.1.2/24 sends ICMP requests, which 
normally cause the DoS attack. The targeted machine gateway fa0/1: 172.16.2.2/24 
denied these requests by sending the message “Destination unreachable”, 
seamlessly without any disturbance in the SIP conversation. 
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5.4 Result Comparison  

In the following table I compared my results which are taken in both of the 
scenarios (1st scenario and 2nd scenarios). 
 
steps Scenario 1 Scenario 2 
1 The ping system is used to know the 

IP address of the domain name, 
which is 192.166.2.2/24. 
Nmap tool is used to gather the 
information and check the 
vulnerability on the target machine. 
The results are taken within 1.22 
seconds. Monitoring tools such as 
IPTraff and Wireshark are used to 
warn and see attacker activities. The 
IPtraff shows how an attacker 
successfully received responses to 
the requests. Wireshark shows how 
an attacker exchanges packets with 
the targeted system.  

After configuring the firewall, the 
same tools are used to gather the 
information on the targeted system. 
IPtraffand Wireshark tools 
(monitoring tool) shows that after 
configuring the firewall and other 
security mechanisms, an attacker 
has been successfully blocked to 
access the targeted system (PC-1).it 
shows also how the secured system 
blocks any malicious traffic. 

2 The attacker system (PC-3) 
successfully captured the 
conversation between two parties. 

Somehow if an attacker captures the 
SIP conversation then he will not 
listen to any conversation between 
the participating parties, because 
the IPSec configuration encrypts the 
SIP RTP packets.  

3 Attacker successfully captured the 
insecure SIP messages, which reveals 
the sensitive information such as 
user name and user location etc. This 
information led to the SIP attacks 
such as message tampering (3) and 
session hijacking (3.1).  

A SIP-TLS is a security mechanism 
to secure the SIP messages, which 
are exchanged during the SIP 
communication between the two 
parties. Now the messages are 
secured by using the SIP-TLS and 
the attacker cannot explore any 
sensitive information like user name 
and user location. 

4 The DoS attack is used to reduce the 
availability of the IP address, 
bandwidth, process memory and 
many other services. The delay was 
observed about 1623ms, after the 
Dos attack occurred. 

A CISCO router firewall (ACLs) and 
the DMZ has been configured to 
avoid such Dos attacks. A SIP server 
has also been configured to protect 
the SIP system against the DoS 
attacks.  The SIP secure gateways do 
not reply to any ICMP requests, 
which led to the Dos attacks. 
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6 Conclusions 

 
The SIP is such a protocol, which does not have any built-in security. This makes it 
more vulnerable to common VoIP attacks. In this implementation of the SIP security 
threats and countermeasures, the SIP secure model is designed to provide security 
mechanisms by following the best practices for securing a SIP based VOIP system. It 
offers standards-based security for all of the SIP system components. The 
implementation of the firewall and IPSec features are used to achieve the maximum 
security level against various SIP related attacks such as packet sniffing, call 
hijacking, message tempering and the DoS attack. The firewall implementation 
consists of different policies which have been configured in such a way that it 
monitors both the inbound and the outbound traffics. To provide security services at 
the network layer, the IPSec protocol is used to encrypt the SIP traffics. To enhance 
security, the IETF-standard Transport Layer Security (TLS), which is based on the 
Secure Socket Layer (SSL), is deployed into the designed model. Most of the SIP-
based end points used the SIP-TLS to provide an added level of the security.  
Finally, in this project the whole SIP system is inside a Demilitarized Zone (DMZ), 
which is a neutral zone between the private and public network and protects the 
system against all kinds of DoS attacks. The SIP server has also been prepared in 
such a way that it can protect itself from various attacks by acting as a firewall.  
On behalf of security, the firewall and the IPSec VPNs can be the best solutions for 
real time traffic, but the solutions which provides best security, may not provide 
best performance. It may affect the QoS of the call by packet losing, jitter and 
synchronization etc. During the implementation of the firewall and the IPSec, the 
delay and low performance has also been observed. The IPSec imposes high CPU 
overhead on the SIP gateways (due to encryption process and voice traffic load). To 
overcome this problem there are two solutions. The first solution is to use a new 
VoIP over VPN security protocol [30], which supports IPSec tunnelling protocol in 
the combination with cRTP (compressed Real Time Protocol) and IPHC (IP header 
compression). Secondly, as encryption mechanism requires a great amount of CPU 
and bandwidth, the separate installation of VPN accelerator card [31] is a good 
technique in such a way that it is exclusively dedicated to the data 
encryption/decryption mechanism. In this way the router is only involved in routing 
information, which also increases the routing performance. High internet 
connection may be a good solution for reliable and high performance voice 
communication. For the remote user, remote VPN configuration can be used to 
protect sensitive information between the trusty parties.   
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8 Appendix  

 
Configuration on R1 (HALMSTAD) 
 
hostname HALMSTAD 
! 
boot-start-marker 
boot-end-marker 
! 
no logging buffered 
enable secret 5 $1$ugY3$lWMZCeO0ysI6XAyKe.boL1 
! 
no aaa new-model 
! 
resource policy 
! 
memory-size iomem 5 
mmi polling-interval 60 
no mmi auto-configure 
no mmi pvc 
mmi snmp-timeout 180 
ip subnet-zero 
ip cef 
! 
ip domain name SIPnetwork.com 
ip name-server 10.0.0.1 
ip ssh rsa keypair-name HALMSTAD.SIPnetwork.com 
ip ssh version 2 
ip inspect log drop-pkt 
ip inspect name SDM_HIGH appfw SDM_HIGH 
ip inspect name SDM_HIGH icmp 
ip inspect name SDM_HIGH dns 
ip inspect name SDM_HIGH esmtp 
ip inspect name SDM_HIGH https 
ip inspect name SDM_HIGH imap reset 
ip inspect name SDM_HIGH pop3 reset 
ip inspect name SDM_HIGH tcp 
ip inspect name SDM_HIGH udp 
ip inspect name dmzinspect tcp 
 ip inspect name dmzinspect udp 
! 
appfw policy-name SDM_HIGH 
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  application im aol 
    service default action reset alarm 
    service text-chat action reset alarm 
    server deny name login.oscar.aol.com 
    server deny name toc.oscar.aol.com 
    server deny name oam-d09a.blue.aol.com 
    audit-trail on 
  application im msn 
    service default action reset alarm 
    service text-chat action reset alarm 
    server deny name messenger.hotmail.com 
    server deny name gateway.messenger.hotmail.com 
    server deny name webmessenger.msn.com 
    audit-trail on 
  application http 
    strict-http action reset alarm 
    port-misuse im action reset alarm 
    port-misuse p2p action reset alarm 
    port-misuse tunneling action reset alarm 
  application im yahoo 
   service default action reset alarm 
    service text-chat action reset alarm 
    server deny name scs.msg.yahoo.com 
    server deny name scsa.msg.yahoo.com 
    server deny name scsb.msg.yahoo.com 
    server deny name scsc.msg.yahoo.com 
    server deny name scsd.msg.yahoo.com 
    server deny name cs16.msg.dcn.yahoo.com 
    server deny name cs19.msg.dcn.yahoo.com 
    server deny name cs42.msg.dcn.yahoo.com 
    server deny name cs53.msg.dcn.yahoo.com 
    server deny name cs54.msg.dcn.yahoo.com 
    server deny name ads1.vip.scd.yahoo.com 
    server deny name radio1.launch.vip.dal.yahoo.com 
    server deny name in1.msg.vip.re2.yahoo.com 
    server deny name data1.my.vip.sc5.yahoo.com 
    server deny name address1.pim.vip.mud.yahoo.com 
    server deny name edit.messenger.yahoo.com 
    server deny name messenger.yahoo.com 
    server deny name http.pager.yahoo.com 
    server deny name privacy.yahoo.com 
    server deny name csa.yahoo.com 
    server deny name csb.yahoo.com 
 --More--  
*Mar 17 20:47:13.203: %SEC-6-IPACCESSLOGP: list 103 denied udp 
172.16.2.2(137) - 



SIP Security Thearts and Countermeasures 

 65 

> 74.55.235.26(137), 3 packets  
*Mar 17 20:47:13.203: %SEC-6-IPACCESSLOGP: list 103 denied udp 
172.16.2.2(137) - 
> 207.44.254.170(137), 2 packets  
*Mar 17 20:47:13.203: %SEC-6-IPACCESSLOGDP: list 103 denied icmp 172.16.2.2 -> 
1 
72.16.1.2 (8/0), 176 packets server deny name csc.yahoo.com 
    audit-trail on 
! 
voice-card 0 
! 
crypto pki token default removal timeout 0 
! 
username admin privilege 15 secret 5 $1$wOcd$vhfQSWhXq/TNdrE1TX0d7. 
! 
class-map match-any sdm_p2p_kazaa 
 match protocol fasttrack 
 match protocol kazaa2 
class-map match-any sdm_p2p_edonkey 
 match protocol edonkey 
class-map match-any sdm_p2p_gnutella 
 match protocol gnutella 
class-map match-any sdm_p2p_bittorrent 
 match protocol bittorrent 
! 
policy-map sdmappfwp2p_SDM_HIGH 
  class sdm_p2p_edonkey 
   drop 
  class sdm_p2p_gnutella 
   drop 
  class sdm_p2p_kazaa 
   drop 
  class sdm_p2p_bittorrent 
   drop 
! 
crypto isakmp policy 1 
 encr 3des 
 authentication pre-share 
 group 2 
! 
crypto isakmp policy 10 
 encr aes 256 
 hash md5 
 authentication pre-share 
 group 5 
crypto isakmp key cisco address 209.165.100.2 
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! 
! 
crypto ipsec transform-set Lab-Transform esp-aes 256 esp-sha-hmac  
! 
crypto map SDM_CMAP_1 1 ipsec-isakmp  
 description Tunnel to209.165.100.2 
 set peer 209.165.100.2 
 set transform-set Lab-Transform  
 match address 100 
! 
interface Loopback0 
 description $FW_INSIDE$ 
 ip address 10.0.0.1 255.255.255.0 
 ip access-group 102 in 
 ip inspect SDM_HIGH in 
! 
interface FastEthernet0/0 
 description $FW_INSIDE$ 
 ip address 172.16.1.1 255.255.255.0 
 ip access-group 101 in 
 ip inspect SDM_HIGH in 
 duplex auto 
 speed auto 
! 
interface FastEthernet0/1 
 description $FW_DMZ$ 
 ip address 172.16.2.1 255.255.255.0 
 ip access-group 103 in 
 ip inspect dmzinspect out 
 duplex auto 
 speed auto 
interface Serial0/1/0 
 description $FW_OUTSIDE$ 
 ip address 209.165.100.1 255.255.255.0 
 ip access-group 104 in 
 ip verify unicast reverse-path 
 clock rate 64000 
 crypto map SDM_CMAP_1 
 service-policy input sdmappfwp2p_SDM_HIGH 
 service-policy output sdmappfwp2p_SDM_HIGH 
! 
interface Serial0/1/1 
 no ip address 
 shutdown 
 clock rate 125000 
! 
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router eigrp 1 
 network 10.0.0.0 
 network 172.16.0.0 
 network 209.165.100.0 
 auto-summary 
! 
ip classless 
! 
ip http server 
no ip http secure-server 
! 
access-list 100 remark SDM_ACL Category=4 
access-list 100 remark IPSec Rule 
access-list 100 permit ip 172.16.1.0 0.0.0.255 192.168.1.0 0.0.0.255 
access-list 101 remark auto generated by SDM firewall configuration 
access-list 101 remark SDM_ACL Category=1 
access-list 101 remark SSH 
access-list 101 permit tcp 172.16.1.0 0.0.0.255 host 172.16.1.1 eq 22 
access-list 101 remark TELNET 
access-list 101 deny   tcp any host 172.16.1.1 eq telnet 
access-list 101 deny   ip 10.0.0.0 0.0.0.255 any 
access-list 101 deny   ip 172.16.2.0 0.0.0.255 any 
access-list 101 deny   ip 209.165.100.0 0.0.0.255 any 
access-list 101 deny   ip host 255.255.255.255 any 
access-list 101 deny   ip 127.0.0.0 0.255.255.255 any 
access-list 101 deny   icmp any any 
access-list 101 permit ip any any 
access-list 102 remark auto generated by SDM firewall configuration 
access-list 102 remark SDM_ACL Category=1 
access-list 102 deny   ip 172.16.2.0 0.0.0.255 any 
access-list 102 deny   ip 209.165.100.0 0.0.0.255 any 
access-list 102 deny   ip 172.16.1.0 0.0.0.255 any 
access-list 102 deny   ip host 255.255.255.255 any 
access-list 102 deny   ip 127.0.0.0 0.255.255.255 any 
access-list 102 permit ip any any 
access-list 103 remark auto generated by SDM firewall configuration 
access-list 103 remark SDM_ACL Category=1 
access-list 103 deny   ip any any log 
access-list 104 remark auto generated by SDM firewall configuration 
access-list 104 remark SDM_ACL Category=1 
access-list 104 permit ahp host 209.165.100.2 host 209.165.100.1 
access-list 104 permit esp host 209.165.100.2 host 209.165.100.1 
access-list 104 permit udp host 209.165.100.2 host 209.165.100.1 eq isakmp 
access-list 104 permit udp host 209.165.100.2 host 209.165.100.1 eq non500-isakm 
p 
access-list 104 remark IPSec Rule 
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access-list 104 permit ip 192.168.1.0 0.0.0.255 172.16.1.0 0.0.0.255 
access-list 104 permit eigrp any any 
access-list 104 remark SIP TCP Port 
access-list 104 permit tcp host 192.168.1.2 host 172.16.2.2 eq 5060 
access-list 104 remark SIP UDP Port 
access-list 104 permit udp host 192.168.1.2 host 172.16.2.2 eq 5060 
 access-list 104 remark SIP TLS TCP 
access-list 104 permit tcp host 192.168.1.2 host 172.16.2.2 eq 5061 
access-list 104 remark SIP TLS UDP 
access-list 104 permit udp host 192.168.1.2 host 172.16.2.2 eq 5061 
access-list 104 remark SIP Tunnel 
access-list 104 permit tcp host 192.168.1.2 host 172.16.2.2 eq 5090 
access-list 104 remark SIP RTP 
access-list 104 permit udp host 192.168.1.2 host 172.16.2.2 range 9000 9015 
access-list 104 remark SSH 
access-list 104 permit tcp host 192.168.1.2 host 209.165.100.1 eq 22 
access-list 104 deny   icmp any any 
access-list 104 deny   ip 10.0.0.0 0.0.0.255 any 
access-list 104 deny   ip 172.16.2.0 0.0.0.255 any 
access-list 104 deny   ip 172.16.1.0 0.0.0.255 any 
access-list 104 deny   ip 10.0.0.0 0.255.255.255 any 
access-list 104 deny   ip 172.16.0.0 0.15.255.255 any 
access-list 104 deny   ip 192.168.0.0 0.0.255.255 any 
access-list 104 deny   ip 127.0.0.0 0.255.255.255 any 
access-list 104 deny   ip host 255.255.255.255 any 
access-list 104 deny   ip host 0.0.0.0 any 
access-list 104 deny   ip any any log 
! 
control-plane 
! 
line con 0 
line aux 0 
line vty 0 4 
 login local 
 transport input ssh 
! 
scheduler allocate 20000 1000 
end. 
 
Configuration on R2 (LINKÖPING) 
 
hostname LINKOPING 
! 
boot-start-marker 
boot-end-marker 
! 



SIP Security Thearts and Countermeasures 

 69 

enable secret 5 $1$px4Q$7otXlgb4WIdJEc//C6kiq0 
! 
no aaa new-model 
! 
resource policy 
! 
memory-size iomem 10 
mmi polling-interval 60 
no mmi auto-configure 
no mmi pvc 
 mmi snmp-timeout 180 
ip subnet-zero 
ip cef 
! 
ip domain name SIPnetwork.com 
ip name-server 20.0.0.0 
ip ssh rsa keypair-name LINKOPING.SIPnetwork.com 
ip ssh version 2 
ip inspect log drop-pkt 
ip inspect name SDM_HIGH appfw SDM_HIGH 
ip inspect name SDM_HIGH icmp 
ip inspect name SDM_HIGH dns 
ip inspect name SDM_HIGH esmtp 
ip inspect name SDM_HIGH https 
ip inspect name SDM_HIGH imap reset 
ip inspect name SDM_HIGH pop3 reset 
ip inspect name SDM_HIGH tcp 
ip inspect name SDM_HIGH udp 
! 
appfw policy-name SDM_HIGH 
application im aol 
    service default action reset alarm 
    service text-chat action reset alarm 
    server deny name login.oscar.aol.com 
    server deny name toc.oscar.aol.com 
    server deny name oam-d09a.blue.aol.com 
    audit-trail on 
  application im msn 
    service default action reset alarm 
    service text-chat action reset alarm 
    server deny name messenger.hotmail.com 
    server deny name gateway.messenger.hotmail.com 
    server deny name webmessenger.msn.com 
    audit-trail on 
  application http 
    strict-http action reset alarm 
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    port-misuse im action reset alarm 
    port-misuse p2p action reset alarm 
    port-misuse tunneling action reset alarm 
  application im yahoo 
    service default action reset alarm 
    service text-chat action reset alarm 
    server deny name scs.msg.yahoo.com 
 server deny name scsa.msg.yahoo.com 
    server deny name scsb.msg.yahoo.com 
    server deny name scsc.msg.yahoo.com 
    server deny name scsd.msg.yahoo.com 
    server deny name cs16.msg.dcn.yahoo.com 
    server deny name cs19.msg.dcn.yahoo.com 
    server deny name cs42.msg.dcn.yahoo.com 
    server deny name cs53.msg.dcn.yahoo.com 
    server deny name cs54.msg.dcn.yahoo.com 
    server deny name ads1.vip.scd.yahoo.com 
    server deny name radio1.launch.vip.dal.yahoo.com 
    server deny name in1.msg.vip.re2.yahoo.com 
    server deny name data1.my.vip.sc5.yahoo.com 
    server deny name address1.pim.vip.mud.yahoo.com 
    server deny name edit.messenger.yahoo.com 
    server deny name messenger.yahoo.com 
    server deny name http.pager.yahoo.com 
    server deny name privacy.yahoo.com 
    server deny name csa.yahoo.com 
    server deny name csb.yahoo.com 
    server deny name csc.yahoo.com 
    audit-trail on 
! 
voice-card 0 
! 
crypto pki token default removal timeout 0 
! 
username admin privilege 15 secret 5 $1$hA3q$1LEByn3lp/mBSE9zB6F8C1 
class-map match-any sdm_p2p_kazaa 
 match protocol fasttrack 
 match protocol kazaa2 
class-map match-any sdm_p2p_edonkey 
 match protocol edonkey 
class-map match-any sdm_p2p_gnutella 
 match protocol gnutella 
class-map match-any sdm_p2p_bittorrent 
 match protocol bittorrent 
! 
policy-map sdmappfwp2p_SDM_HIGH 
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  class sdm_p2p_edonkey 
   drop 
  class sdm_p2p_gnutella 
   drop 
  class sdm_p2p_kazaa 
   drop 
  class sdm_p2p_bittorrent 
   drop 
! 
crypto isakmp policy 1 
 encr 3des 
 authentication pre-share 
 group 2 
crypto isakmp policy 10 
 encr aes 256 
 hash md5 
 authentication pre-share 
 group 5 
crypto isakmp key cisco address 209.165.100.1 
! 
crypto ipsec transform-set Lab-Transform esp-aes 256 esp-sha-hmac  
! 
crypto map SDM_CMAP_1 1 ipsec-isakmp  
 description Apply the crypto map on the peer router's interface having IP addre 
 set peer 209.165.100.1 
 set transform-set Lab-Transform  
 match address SDM_1 
! 
interface Loopback0 
ip address 20.0.0.1 255.255.255.0 
! 
interface FastEthernet0/0 
 description $FW_INSIDE$ 
 ip address 192.168.1.1 255.255.255.0 
 ip access-group 101 in 
 duplex auto 
 speed auto 
! 
interface FastEthernet0/1 
 no ip address 
 shutdown 
 duplex auto 
 speed auto 
! 
interface Serial0/1/0 
 description $FW_OUTSIDE$ 
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 ip address 209.165.100.2 255.255.255.0 
 ip access-group 102 in 
 ip verify unicast reverse-path 
 ip inspect SDM_HIGH out 
 crypto map SDM_CMAP_1 
 service-policy input sdmappfwp2p_SDM_HIGH 
service-policy output sdmappfwp2p_SDM_HIGH 
! 
interface Serial0/1/1 
 no ip address 
 shutdown 
 clock rate 125000 
! 
router eigrp 1 
 redistribute ospf 1 metric 10000 100 255 1 1500 
 network 209.165.100.0 
 auto-summary 
! 
router ospf 1 
 log-adjacency-changes 
 redistribute eigrp 1 subnets 
 network 20.0.0.0 0.0.0.255 area 0 
 network 192.168.1.0 0.0.0.255 area 0 
! 
ip classless 
! 
ip http server 
no ip http secure-server 
ip access-list extended SDM_1 
 remark SDM_ACL Category=4 
 remark IPSec Rule 
 permit ip 192.168.1.0 0.0.0.255 172.16.1.0 0.0.0.255 
! 
access-list 100 permit ip 192.168.1.0 0.0.0.255 172.16.1.0 0.0.0.255 
access-list 101 remark auto generated by SDM firewall configuration 
access-list 101 remark SDM_ACL Category=1 
access-list 101 remark SSH 
access-list 101 permit tcp 192.168.1.0 0.0.0.255 host 192.168.1.1 eq 22 
access-list 101 remark TELNET 
access-list 101 deny   tcp any host 192.168.1.1 eq telnet 
access-list 101 deny   ip 209.165.100.0 0.0.0.255 any 
access-list 101 deny   ip host 255.255.255.255 any 
access-list 101 deny   ip 127.0.0.0 0.255.255.255 any 
access-list 101 deny   icmp any any 
access-list 101 permit ip any any 
access-list 102 remark auto generated by SDM firewall configuration 
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access-list 102 remark SDM_ACL Category=1 
access-list 102 permit ahp host 209.165.100.1 host 209.165.100.2 
access-list 102 permit esp host 209.165.100.1 host 209.165.100.2 
access-list 102 permit udp host 209.165.100.1 host 209.165.100.2 eq isakmp 
 access-list 102 permit udp host 209.165.100.1 host 209.165.100.2 eq non500-
isakm 
p 
access-list 102 remark IPSec Rule 
access-list 102 permit ip 172.16.1.0 0.0.0.255 192.168.1.0 0.0.0.255 
access-list 102 permit eigrp any any 
access-list 102 remark SIP TCP Port 
access-list 102 permit tcp 172.16.1.0 0.0.0.255 host 192.168.1.2 eq 5060 
access-list 102 remark SIP UDP Port 
access-list 102 permit udp 172.16.1.0 0.0.0.255 host 192.168.1.2 eq 5060 
access-list 102 remark SIP TLS TCP Port 
access-list 102 permit tcp 172.16.1.0 0.0.0.255 host 192.168.1.2 eq 5061 
access-list 102 remark SIP TLS UDP Port 
access-list 102 permit udp 172.16.1.0 0.0.0.255 host 192.168.1.2 eq 5061 
access-list 102 remark SIP Tunnel TCP Port 
access-list 102 permit tcp 172.16.1.0 0.0.0.255 host 192.168.1.2 eq 5090 
access-list 102 remark SIP RTP UDP Port 
access-list 102 permit udp 172.16.1.0 0.0.0.255 host 192.168.1.2 range 9000 9015 
access-list 102 remark SSH 
access-list 102 permit tcp host 172.16.1.2 host 209.165.100.2 eq 22 
access-list 102 deny   icmp any any 
access-list 102 deny   ip 10.0.0.0 0.255.255.255 any 
access-list 102 deny   ip 192.168.1.0 0.0.0.255 any 
access-list 102 deny   ip 172.16.0.0 0.15.255.255 any 
 access-list 102 deny   ip 192.168.0.0 0.0.255.255 any 
access-list 102 deny   ip 127.0.0.0 0.255.255.255 any 
access-list 102 deny   ip host 255.255.255.255 any 
access-list 102 deny   ip host 0.0.0.0 any 
access-list 102 deny   ip any any log 
! 
control-plane 
! 
line con 0 
 password cisco 
 login 
line aux 0 
 -- line vty 0 4 
 login local 
 transport input ssh 
! 
scheduler allocate 20000 1000 
end. 
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8.1 Appendix B 

IP addressing scheme for SIP model; 

                                                     Routing Table 

Routers 
HQ 

Interface IP Address Routing 
Protocol 

Routers 
Branch 

Interface IP Address  Routing 
Protocol 

HQ  Fa0/0 172.16.1.1 EIGRP1 Br Fa0/0 192.168.1.1 OSPF 1 
Area 0 

HQ  
 

Fa0/1 172.16.2.1 EIGRP1     

HQ  Se0/1/0 209.165.100.1 EIGRP1 Br Se0/1/0 209.165.100.2  EIGRP1 

HQ  Lo1 10.0.0.1 EIGRP1 Br Lo1 20.0.0.1 OSPF 1 
Area 0 



 

 



 

 

 
 

 


