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Abstract  

There is an increasing demand for reliable wireless communication in embedded real time 

systems.  Various communication requirements make the development and deployment of 

applications that rely on the existence of a protocol stack a challenging research and industrial 

field of activity. Suitable protocol stacks need to be designed and implemented on new 

hardware platforms and software structures. Applications that exchange packets over a 

wireless medium have to deal with time constraints, error checks and have to be aware of 

energy consumption. 

 

PIE (Platform for Intelligent Embedded Systems) is an experimental platform developed at 

Halmstad University for educational purposes.  It is a robotic vehicle with wireless 

communication capabilities that can be used to experiment with traffic scenarios where the 

vehicles communicate in order to cooperate, for example to avoid hazards or to build 

platoons. 

 

This thesis addresses the design and implementation of a protocol stack suitable for the PIE 

platform in the area of vehicle alert systems. Requirements include low latencies along with 

low packet loss ratios.  The thesis addresses also experimenting with reactive objects for 

programming network software.  
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1 Introduction 

Intelligent Transportation Systems (ITS) are applications of information and communication 

technologies to vehicles and road infrastructures aiming at improving transport safety, 

productivity and reliability as well as at providing better travelling information and better 

environmental performance. Figure 1.1 shows two not so uncommon situations in and around 

big cities that could be made less dangerous and time consuming with information and 

suggestions from an ITS. Developing and deploying ITS is quite challenging. Challenges 

related to data communication over a wireless medium include high reliability and low 

latency on data delivery within deadlines. This thesis examines these challenges and presents 

a communication protocol stack design and implementation suitable for vehicle-to-vehicle and 

vehicle-to-infrastructure communication. For the thesis, the protocol stack is implemented and 

tested in the experimental platform PIE designed at Halmstad University to simulate traffic 

scenarios. The experiments done for this thesis include exchanging information packets 

periodically and notice packets sporadically among vehicles. The thesis also explores using 

the real time kernel TinyTimber for programming the protocol stack. 

 

 

Figure 1.1: Transportation Systems in Real Life [4] 

1.1 Motivation 

In the context of Intelligent Transportation Systems (ITS) research, Vehicle Alert Systems 

(VAS) is receiving a lot of attention. At Halmstad University, the Centre for Research on 

Embedded Systems (CERES) has a number of research projects in this area [1, 2, 3] together 

with industrial partners, both vehicle manufacturers and communication companies. These 

projects aim to apply vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I) 

communications (see Figure 1.2) to supply different types of information exchange for traffic 

safety. Even though improvements in traffic safety have produced a remarkable decrease in 

the number of traffic accidents [1, 2, 3] there is still a need for improvement. 
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In a VAS application, there might be different kinds of packets that need to be delivered and 

they may have various characteristics. For example, positions and velocities could be sent 

periodically by all vehicles, while warnings could be sent sporadically by vehicles involved in 

hazards. Due to challenging requirements on the wireless communication for information 

exchange in traffic applications, there is one focus area of VAS research for dealing with it. 

 

The challenges on wireless communication in the area of VAS are to design packet 

specifications and the protocol logic to achieve compliance with time constraints and 

reliability. The majority of new applications and technologies for improving traffic safety in 

VAS are real-time systems.  If a given packet does not reach the intended destination within 

the required deadline, the data might be useless and in some cases missing a deadline could 

produce serious consequences like traffic accidents.  

 

The research on this master project is focused on a vehicle alert system to warn vehicles 

approaching an intersection and is connected operations for avoiding collisions and potential 

hazards based on vehicle-to-vehicle and vehicle-to-infrastructure communication. An 

experimental platform is needed for this kind of applications because we cannot deploy 

experimental solutions in real life traffic. For doing this, we design a real-time protocol stack 

suitable for PIE (a robotic vehicle) units to communicate with each other via their wireless 

device and simulate traffic scenarios. The thesis aims also at exploring programming with 

reactive objects. We use TinyTimber, which is a quite small and lightweight real-time kernel 

for event-driven embedded systems. 

 

 

Figure 1.2: Exchange Information in Vehicle Alert Systems [4] 
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1.2 Thesis Description and Objectives 

The purpose of the thesis is to contribute with a real-time protocol stack for the PIE platform‟s 

wireless device and to use an approach based on reactive objects for programming the 

protocol stack. The thesis should result in the specification of a real-time protocol stack 

suitable for the PIE platform to simulate traffic scenarios related to VAS and enable a group 

of PIEs to interact with each other. It is supposed to support periodic as well as sporadic real 

time packets.  

 

 

 

 

Figure 1.3: a Robotic Vehicle (PIE) 

 

The protocol stack is designed following a four-layer network architecture and is discussed in 

detail in Chapter 3. The layers we consider are an application layer, a wireless connection 

layer, a data link layer and a physical layer. 

 

The implementation is done in C using TinyTimber as a real-time kernel. TinyTimber is 

discussed in detail in Chapter 2. In brief it supports reactive objects, methods, message 

passing and time managing. 

 

1.3 Research Methodology 

In order to achieve the project goals, the requirements of hardware and software for the traffic 

scenarios are analysed as well as the simulation environment and the tools needed to program 

it. Therefore, the thesis work is divided into four different phases: research on previous work, 
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design the protocol stack, implementation and testing. 

 

1.4 Outline of the Thesis 

The rest of the thesis is structured as follows. 

 

Chapter 2, background: the chapter introduces embedded real-time systems, wireless 

communication hardware and software along with related work. The PIE platform, protocol 

stack layered architecture and the functionalities and features of the TinyTimber kernel are 

described in detail. 

 

Chapter 3, the protocol stack: the chapter presents a four-layer real-time protocol stack for the 

PIE platform.  The packets specifications and protocol logic specifications are described in 

detail. 

 

Chapter 4, testing and results: the chapter presents the implementation of the protocol stack 

and tests safety, real time and reliability in the vehicle alert scenario. 

 

Chapter 5, conclusion and future work: the chapter describes the conclusion of the thesis and 

suggests a few areas for future extensions and improvements. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



A Protocol Stack in TinyTimber for PIEs that Cooperate for Traffic Safety 

 5 

2 Background 

This chapter reviews prior work in embedded real time communication and discusses how it 

relates to our system. It presents both hardware and software for our platform. 

 

2.1 Embedded Real-time Systems 

An embedded system is a computing system designed to deal with one or more specific 

functions in interaction with the environment of the computing device, often with real-time 

computing constraints. Embedded systems include hardware and mechanical sections.  In a 

real-time system correctness depends not only on the output values, but also on the time at 

which results are produced. It means that the system time must be synchronized with the time 

in the environment.  

 

Embedded real-time systems are implemented on one or more main processing cores such as 

microcontrollers or digital signal processors (DSPs). Embedded real-time systems are 

commonly used in all kinds of applications involving vehicles, telephones, mp3 players, video 

games, video conferences, microwave ovens, cash machines, GPS, digital cameras, robots and 

more. Moreover, these embedded systems can communicate with each other to cooperate in 

more advanced tasks than the ones they were designed to solve individually. 

 

Embedded real-time systems are classified according to task criticality into soft real-time 

systems and hard real-time systems. In the former, missing a deadline could make the system 

performance decrease. For example, if one frame is delayed in a video conference, it might 

lead to a disturbance in the video and or the audio.  In the latter kind of system, tasks must be 

executed before the deadline, otherwise the system is not considered to function correctly. For 

example, missing a deadline to open the airbag of a car after a collision might result in 

physical injuries. 

 

2.2 Wireless Communication 

Wireless communication has developed into a key technology of modern society. From 

satellite transmissions to ubiquitous radio communication and mobile telephones, wireless 

communications have become pervasive. 

http://en.wikipedia.org/wiki/Function_(mathematics)
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Within the ITS field, vehicles and infrastructure are expected to be equipped with radio 

devices that allow them to communicate and cooperate with each other. The radio equipment 

involved in wireless communication contains a transmitter and a receiver, having an antenna 

and appropriate terminal equipment.  

 

We now present a list of definitions related to communication requirements such as latency, 

data rate, communication range, type, wireless propagation channel and network architecture 

for ITS applications that has been compiled based on related work on vehicle-to-vehicle and 

vehicle-to-infrastructure communication. 

 

Latency is the time interval needed for a data packet to be transferred from transmitter to 

receiver. Many ITS applications demand time-critical wireless communication. The timing 

requirements that need to be considered include the latency. There is supposed to be an upper 

bound on the maximum communication latency: the deadline of a packet. The latency can be 

expressed as the sum of transmission latency and propagation latency. Transmission latency is 

given by Tx= N/R, where N is the number of bits in the packet and R is the bit rate [bit/s]. 

Propagation latency is given by Tp =S/V, where S is the distance from source to destination 

[m] and V is the velocity in medium. 

 

Data Rate is the rate of data transfer, measured as the amount of data in bits per second [bit/s], 

at which data can be communicated. In a wireless communication system, the data rate is 

influenced by circuits or other devices that operate when handling digital information. For 

example, 802.11 is a set of IEEE standards that implement wireless networking technology. 

The different versions such as 802.11a, 802.11b, 802.11g etc are commonly used to provide 

wireless connectivity in the home or office with different data rates: 54Mbp/s, 11Mbp/s and 

54Mbp/s.   

 

We would like to get as high a data rate as possible at a particular limit of error rate for a 

given bandwidth [7]. An error is the reception of a 0 when a 1 was sent or the reception of a 1 

when a 0 was sent. Error rate is the rate at which errors occur.  
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Communication Range is the maximum communication distance between two communicating 

nodes that can be achieved. For example, ZigBee is part of the low speed WPAN network 

family with the latest 802.15.4 standard. The standard communication range for indoor 

applications is about 30m and for outdoor applications is about 100m. The communication 

range can be extended by using higher power or external antennas. In our project, the 

transceiver unit is an nRF24L01 with a communication range of 100m. 

 

Wireless Propagation Channel is the medium linking the transmitter and the receiver. Its 

properties determine the information capacity, i.e., the ultimate performance limit of wireless 

communications, and also determine how specific wireless systems behave [8]. It is of limited 

bandwidth. The limitations arise from the physical properties of the transmission medium or 

from deliberate limitations at the transmitter on the bandwidth to prevent interference from 

other sources [8]. Each frequency has an assigned channel number in wireless 

communication. For example, the transceiver unit nRF24L01 needs to operate on frequencies 

from 2.400GHz to 2.4835GHz. If the sender and the receiver want to communicate with each 

other, they must be programmed and operated on the same channel frequency. 

 

Type refers to the different categories of wireless network, which can be system 

interconnection, wireless LANs, wireless WANs [9]. The first category is about 

interconnecting the components of a computer using short-range radio. The second one is 

about communicating with other systems by a radio modem and antenna. The third kind is 

about communicating in wide area system.  

 

Network Architecture refers to the design of a wireless communication network. Two types of 

network architectures commonly used in embedded real-time communication are broadcast 

networks and point-to-point networks. A broadcast network has a sole channel frequency 

which is shared by all of the devices on the network. Packets can be transmitted by any device 

and are received by all other devices in range. When receiving a packet, a device verifies the 

address field. If the packet is addressed for this device, the packet gets to be processed, 

otherwise, it is barely ignored. A point-to-point network involves all kinds of connections 

among pairs of devices. From the source to the destination, a packet needs to access one or 

more intermediate devices. 
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2.3 Hardware 

The platform we use, called PIE (platform for intelligent embedded systems), is composed of 

four basic components.  It includes a radio transceiver, a microcontroller, two infrared sensors, 

and a battery power supply. 

2.3.1 Transceiver Unit (nRF) 

The nRF (Figure 2.1) is a single chip transceiver operated in the world wide Industrial, 

Scientific and Medical (ISM) frequency band 2.400 - 2.4835GHz. It is useful in ultra low 

power wireless communication and includes an embedded baseband protocol engine 

(Enhanced ShockBurst™) with wireless LANs to support both broadcast network and point-

to-point network. The advantage of operation at this frequency band is that it is license free, 

but the disadvantage is the interference from all the other applications also using this 

frequency band. In our case this is not important as we run our tests in isolation from other 

systems. In PIE, the nRF24L01 is configured and operated via a Serial Peripheral Interface 

(SPI). 

 

The primary feature of the nRF24L01 transceiver is the Shock Burst technology.  It is based 

on packet communication and supports all kinds of modes from manual operation to advanced 

protocol stack operation. Using Shock Burst, the transceiver will transmit at a data rate of 

either 2Mbps or 1Mbps. The advantage of using a high data rate is that it decreases the risk of 

collision over the air because of short transmission time. The communication range depends 

on the data rate, at present the maximum communication range of the nRF24L01 transceiver 

is 100 meters.  

 

Features of nRF24L01 include [10]: 

 Worldwide 2.4GHz ISM band operation 

 126 RF channels 

 Programmable output power: 0,-6,-12 or -18dBm 

 Auto acknowledgment and retransmit 

 on the air data rate 1 or 2 Mbps 

 Power supply range 1.9 to 3.6 V 

 Completely RF compatible with nRF24XX 

 3 separate 32 bytes TX and RX FIFO 
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 Integrated channel filters 

      

              

Figure 2.1: nRF24l01 Transceiver and SPI [12] 

 

2.3.2 The Microcontroller (AT91SAM7S64) 

AT91SAM7S64 (Figure 2.2) is a series of low pincount flash microcontrollers  based on 32 

bits ARM RISC processor from Atmel. It contains a high speed flash, an SRAM and a list of 

peripherals (for example, a USB 2.0 device) as well as a finished set of system functions 

which minimize a series of external elements. This device is a proper choice for 8-bit 

microcontroller users who want to have additional performance and extended memory [11]. 

 

The flash memory can be programmed via the JTAG-ICE interface or via a parallel interface 

of production programmer prior to mounting [11]. 

 

 

Figure 2.2: AT91SAM7S64 Processor [12] 

 

 

2.3.3 Infrared Sensors 

PIE includes two proximity infrared units which are used as distance sensors (Figure 2.3). 

They are installed on left and right sides of PIE. It is useful for measuring and monitoring 

distances to nearby objects. 
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Figure 2.3: Infrared Sensor [12] 

2.3.4 Power Supply 

The PIE energy supply is taken from a rectangular 12V battery.  Energy is used to move, 

operate the device and for wireless communication.  

 

2.4 Software 

In order to implement VASs in simulated traffic scenarios, a combination of hardware and 

software is built into an embedded real time application that includes communication. In 

recent years advances in hardware have allowed for more advanced functionality and software 

has become a field of increasing significance. This section surveys prior work and is 

organized into two parts. The purpose of the first part is to discuss network software, and 

protocol stacks in particular.  The purpose of the second part is to explore programming with 

reactive objects as an approach to real time programming in embedded software. 

2.4.1 Network Software 

To make design, implementation and evaluation easier, network software is organized into 

layers, a so called layered architecture. The functionality of network software is divided into 

sections, called protocols, which are agreements between the communicating parties or 

devices on how communication is to be done. In a layered architecture, each layer includes 

one or more protocols. The aim of each layer is to provide some  service to the higher layers. 

The interface between adjacent layers defines which primitive operations and services the 

lower layer makes available to the upper layer (see Figure 2.4) 
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Figure 2.4: Layers, Protocols and Interfaces 

 

For example, the well known TCP/IP protocol stack is a five-layer system. The application 

layer includes protocols useful for specific applications. It includes a variety of higher lever 

protocols, such as the widely-used protocol HTTP for the World Wide Web, TELNET for 

virtual terminal, FTP for file transfer, SMTP for electrical mails, and DNS for mapping the 

host name into network addresses. The transport layer supplies the communication services 

and data from one end (source host) to another end (destination host) for the higher layer. 

There are two well-known protocols in this layer. One is the Transmission Control Protocol 

(TCP) which provides a reliable communication over a packet-switching network, the other is 

the User Datagram Protocol (UDP) which provides a connection-less and unreliable 

communication service. The main job of the network layer is to allow hosts to send packets 

into any network and have them transmitted to the destination. The packets are possibly 

received in a different order after sending; in this situation higher layers must rearrange the 

packets. The network layer has defined a certain packet format and protocol called IP (Internet 

Protocol). The task of network layer is to deliver IP packets to the destination. The data link 

layer and the physical layer are usually part of a device driver; interface and connection 

problems are the two lower layers in the TCP/IP protocol stack. 

2.4.2 Embedded Systems Programming 

Embedded real-time systems are often resource-constrained.  Programs have to be correct and 

run for a long time. In addition, programs should make use of little memory and should keep 

power consumption low.  
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This master project is programmed using reactive objects as an approach to real time 

programming. Reactive objects are implemented in TinyTimber, a real-time kernel developed 

in C [13]. The main purpose of TinyTimber is to administrate queues of messages sent 

between objects and schedule them onto execution threads. The programmer can organize her 

code in terms of objects that send messages to each other. Baselines and deadlines can be used 

in the program to provide time constraints and the kernel transforms these into scheduling 

policies. 

 

TinyTimber programs are event driven, chains of reactions  are started from stimulus from the 

environment brought into the system via interrupts. The system is idle if there are no stimuli 

that have not been dealt with.  One advantage of TinyTimber is that it leads to energy efficient 

implementations by construction [13]. 

 

Reactive Objects  

TinyTimber implements reactive objects. By an object we mean a collection of variables at 

some unique place in the memory, together with a set of functions that have the exclusive 

right to access these variables.  A reactive object is an object that responds to incoming 

messages and sends outgoing messages. To introduce objects TinyTimber allows the 

programmer to define a structure that becomes a “class” (a template) for creating objects of 

that type. Reactive objects are at rest (doing nothing) unless external events have simulated it.  

A group of methods can access the variables of a reactive object. In order to allow the kernel 

to schedule messages that call these methods, the programmer has to use the methods via 

services from the kernel. An advantage of TinyTimber is that it handles integrity of object 

state by implementing mutual exclusion automaticaly. As a result, no race conditions will 

arise on the concurrent executed threads that are started to execute the methods. 

 

Here is how a programmer could declare the class payload  
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                                          typedef struct{ 

   Object super; 

   int speed0; 

   int speed1; 

   int px; 

   int py; 

}PAYLOAD; 

 

All classes have to include the Object field. The other components of the structure are used 

as the fields of the class, in this case the speed and position.  To create an object of this class 

the programmer has to initialize the structure. In order to enforce static object creation the 

programmer should introduce a macro for initialization, as in   

 

#define initPAYLOAD(speed0,speed1,px,py){initObject(),speed0,speed1,px,py} 

 

The top-level TinyTimber object is a C program that installs a number of reactive objects, 

installs some interrupt handlers and the startup routine:  

 

INTERRUPT (IRQ1, ASYNC(&obj,start,0); ); 

STARTUP(app); 

 

Both INTERRUPT and STARTUP are preprocessor macros provided by the kernel that do 

scheduling and turn the processor to sleep when there is nothing to react to.  Other interrupts 

are disabled while the CPU runs an interrupt handler and when the kernel handles the internal 

data structures. STARTUP is used as the handler for turn-on-the power. 

 

Methods  

TinyTimber implements invoking methods using self application. In TinyTimber, a method 

associated to a class should include an argument pointing to the object on which it will act as 

the first parameter and an integer pointer as second argument. For example, a method for 

sending might have the signature 

 

                  int send (PAYLOAD *self, int *arg) 

 

TinyTimber supports concurrent execution. There are two primitive forms for asking an 
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object to execute a method:  SYNC and ASYNC. Both of them take a pointer to an object, a 

method and an integer pointer argument and have the task of executing the method on the 

object and the argument in mutual exclusion with other method calls on the same object.  The 

difference between SYNC and ASYNC is in how the  invocation is made. Calling a method using 

SYNC will not introduce concurrent execution between the called method and the calling 

thread.  On the other hand, calling a method using ASYNC supports concurrent operations, the 

calling thread and the method called execute concurrently. 

Managing Time  

The mechanisms for managing in TinyTimber are based on the notion of a stable time 

reference: every method invocation is assigned a baseline, for methods invoked from an 

interrupt handler the baseline is the timestamp assigned by the macro INTERRUPT that registers 

the time instant when the event occurs. The kernel then provides mechanisms for changing the 

baselines. There is no need for blocking operations in TinyTimber.  Message scheduling is 

pre-emptive and uses the earliest deadline first (EDF) algorithm  

 

In TinyTimber there are three different extensions of ASYNC to manage time and provide 

information to the scheduler [13]:  

                            AFTER(Time b, T *obj, int (*m)(T*,A), int* a ); 

used to invoke a method after a baseline that is provided as the first argument.  

              BEFORE(Time d, T *obj, int (*m) (T*, A), int* a );  

used to invoke a method before a deadline relative to the baseline of the method invocation.    

                            WITHIN(Time b, Time d, T *obj, int (*m) (T*, A), int* a ); 

used to invoke a method between the baseline and a relative deadline. 

 

In TinyTimber the time argument in AFTER is calculated from the baseline of caller, not from 

the time instant in which the statement is executed. The kernel ensures that the execution of 

the method is after the baseline (see Figure 2.5). 
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Figure 2.5: Baseline adjustment using AFTER with an offset T 

2.5 Related Work 

The PIE platform is used in a couple of courses at Halmstad University, a programming 

course and a systems design course. Earlier masters‟ theses have engaged in developing 

software for this platform. In [12] a TinyTimber interface for the wireless transceiver was 

implemented and tested. In [18] PIEs were used to explore a traffic scenario called platooning 

taken from the GCDC specifications [4]. TinyTimber has been developed at Luleå University 

and there are a works putting it to use in embedded systems programming [13,15,16,17]. 
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3 The Protocol Stack 

3.1  Design Factors for our Protocol Stack 

 

In order to develop a protocol stack suitable for the PIE platform as used in a VAS scenario, a 

number of factors and requirements need to be taken into consideration. 

 3.1.1 Reliability 

The mechanisms for providing reliability are essentially independent of the nature of the 

applications. Therefore, it makes sense to collect those mechanisms in a common layer shared 

by all applications. Part of the protocol stack for this project will have to deal with making 

communication reliable.  This is part of the data link layer and the wireless connection layer.  

 

In this project, we use periodic packets with positions and velocities to monitor and control 

the vehicles (PIEs). We use sporadic packets for warnings when vehicles are involved in 

hazards. The more reliable the wireless communication system is, the higher intelligence and 

automatic control can be supplied to the application in the PIE platform. Because wireless 

links are unreliable, a suitable protocol stack needs to be designed and implemented. Part of 

the protocol stack for this project will have to deal with making communication reliable.  We 

used two layers from the protocol stack to support reliability in the wireless communication.  

 

One is the wireless connection layer, which is responsible for establishing a connection 

making sure the end points are in range before sending a packet. This is done by sending a 

request from the infrastructure to the vehicle and waiting for feedback in the form of a SYN-

ACK. If the SYN-ACK arrives in time then an ACK is sent to the vehicle that can now 

transmit its data to the infrastructure. When this transmission is completed, the connection is 

released for the channel used. This “three-way-handshake” (see section 3.3.3 includes two 

request attempts before polling the next vehicle. 

 

The other is the data link layer. To prevent the same frame being sent more than once, it is 

generally necessary to assign PID (packet identification) to outgoing frames, so that the 

receiver can distinguish retransmissions from originals. An error detection technology called 

Cyclic Redundancy Check (CRC) is implemented for each frame (this functionality is already 

implemented in the transceiver used in PIE).  
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3.1.2 Energy Consumption 

The robotic vehicle PIE is powered by batteries. We should try to consume as little power as 

possible. Several layers from the protocol stack can influence power consumption. But also, 

the implementation itself can have an impact. In this project we address this issue exploring 

programming the protocol stack in TinyTimber so that it can be integrated with the rest of the 

application also written in TinyTimber. In TinyTimber, when there is no function or algorithm 

to run, the processor will go into sleep mode in order to save energy. In sleep mode, both the 

processor and the transceiver are in standby mode with less current consumption. During 

communication, the transceiver sends and receives on a channel. For the two lower layers the 

figures for power consumption are: in RX mode, in average, 12.3mA at 2Mbps air data rate 

while in TX mode power amplifier (PA) control has four programmable steps that can be  

used to set the output power to send a message with data size up to 32 bytes in a time slot (see 

Table 3.1 [10]). 

 

SPI RF-SETUP(RF_PWR) RF output power DC current consumption 

11 0dBm 11.3mA 

10 -6dBm 9.0mA 

01 -12dBm 7.5mA 

00 -18dBm 7.0mA 

Table 3.1 RF output power setting for the nRF24L01 in the TX mode 

 

3.1.3 Real Time 

A computing system that can respond to events within given timing constraints is called a 

real-time system. It is a system in which the correctness depends not only on the output 

values, but also on the time at which results are produced. In real-time communication there 

needs to be an upper bound on the communication latency smaller than a given deadline. 

 

In our project all vehicles periodically send positions to an infrastructure. If the infrastructure 

loses one of these periodic packets from one vehicle in the proper slot, how bad this is 

depends on how short the period is and how fast the vehicle is moving.  In our cases, the 

period was short enough compared to the velocity of the vehicles that we could lose up to one 

packet without major consequences. Since the packets are transmitted periodically and so the 

infrastructure can depend on previously received packets even if some packets are lost. Also, 
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in case of warnings, if a sporadic notice packet sent from an infrastructure does not reach its 

intended destination to vehicles involved in hazards before a deadline could result in two 

different kinds of situations. On the one hand it could generate serious consequences like 

traffic accidents. The vehicles involved can not apply relevant operations such as stop or 

decrease current speed to avoid collision and potential hazards because of missing a deadline, 

therefore traffic collision with high probability will occur in the next period in the PIE 

platform. The other would be that accident turns to be less damaging if the notice packet 

arrives late rather than not arriving at all, the relevant vehicles probably are quite closed to 

each other.  We address this issue  using TinyTimber to be able to have control over the 

deadlines in an explicit form instead of implementing a system of priorities.  

3.2 The specification of the protocol stack 

We present a specification for the protocol stack we design for the VAS scenario using PIEs. 

For each protocol, the specification is composed of two conceptual sections, one is the packet 

specification, and the other is the protocol logic specification describing the services of the 

layer. The packet specification describes the layout of fields in the packet and possible 

constraints and dependencies. The protocol logic specification describes how to operate and 

process the packet to achieve the desired functionality, such as allocating buffers, checking 

errors, scheduling tasks, time constraints, assembling or disassembling packets, checking and 

avoiding collision, etc. In fact, all these actions are divided into four abstract classes: 

programmer calls, transmitting packets, receiving packets and timer events (real time) which 

are used as input and output for the protocol finite state machine (FSM) [14].  

 

For the protocol stack for the PIE platform and VAS scenarios, we identified four layers: the 

physical layer (already part of the transceiver), the data link layer (already part of the 

transceiver, but can be configured and we do so in this thesis), the wireless connection layer 

and the application layer (these two layers are the main contribution of this thesis).   

3.2.1 The Physical Layer  

The physical layer is related to transmitting raw bits over a communication channel, in a 

wireless network this is done via radio waves using an antenna to transmit and receive. On the 

one hand, the design issues deal with making sure that when one side sends a 1 bit, it is 

received by the other side as a 1 bit, not as a 0 bit. On the other hand, the design issues also do 

with mechanical, electrical, and timing interfaces, and the physical transmission medium. 
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Radio waves are omnidirectional. It means that they travel in all directions from the source to 

destination; therefore the sender and receiver do not need to be aligned physically.The 

nRF24l01 transceiver takes care of this layer. 

3.2.2 The Data Link Layer  

The data link layer turns a raw bit transmission facility into a line that looks like there are no 

undetected transmission errors to the higher layer. In the nRF24L01 transceiver the data link 

protocol is called embedded baseband protocol (Enhanced ShockBurst) and includes a variety 

of operation modes. The packet specification is described in Table 3.3.  

 

Table 3.2 describes these modes the nRF24L01 can operate in and how they are accessed. In 

power down mode all the register values available from the SPI are maintained and the SPI 

can be activated. In the TX mode where the nRF24L01 transmits a packet, the PWR_UP bit is 

set, the PRIM_RX bit is clear, a payload in the TX FIFO for nRF24Ll01. After sending a 

packet and if CE is low, nRF24L01 comes into to standby-I mode from TX mode. Otherwise 

CE is high; if the TX FIFO is not empty the nRF24L01 keeps in TX mode and continue to 

send the next packet. However, if the TX FIFO is empty the nRF24L01 comes into standby-II 

mode. In the RX mode where the nRF24L01 radio is a receiver, the PWR_UP bit is set; 

PRIM_RX bit is set and the CE pin is set for nRF24L01. When a packet is received, if the RX 

FIFO exists an unoccupied position, the packet will come in to the RX FIFO. Otherwise if the 

RX FIFO is full, the packet received will be discarded. 

 

Mode POW_UP 

register 

PRIM_RX 

register 

CE FIFO state 

RX mode 1 1 1 - 

TX mode           1 0 1 Data in TX FIFO. Will empty 

all levels in TX FIFO. 

TX mode 1 0 Minimum 

10us high 

pulse 

Data in TX FIFO. Will empty 

one level in TX FIFO. 

Standby_II 1 0 1 TX FIFO empty 

Standby_I 1 - 0 No ongoing packet 

transmission 

Power Down 0 - - - 

Table 3.2: Operational Modes Configuration [10] 
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Packet Specification  

To accomplish these goals it encapsulates the packet from higher layers into frames for 

transmission and sends these frames periodically. As can be seen in Table 3.3, each Enhanced 

ShockBurst frame includes a preamble field, address field, a packet control field, a payload 

field and a CRC field. 

  

Preamble 

1 byte 

Address 

3-5 bytes 

Packet Control Field 

9 bit 

Payload 

0-32 bytes 

CRC 

1-2 bytes 

Table 3.3:  an Enhanced ShockBurst Frame Specification [10] 

 

The preamble is useful to detect level 0 and level 1 in the receiver. The length of preamble is 

one byte and the form of it is either10101010 or 01010101 which are decided by the first bit 

in the address is 0 or 1. It is useful to stabilize the receiver with enough transitions in the 

preamble. 

 

The address field contains the address of the receiver and is configured to be 3, 4 or 5 bytes 

long. An address can be used to assemble and disassemble and ensures that the correct frame 

is detected by the receiver. 

 

Table 3.4 shows the format of the packet control field. It includes a 6 bit packet length field, a 

2 bit PID field and a 1 bit NO_ACK field. 

 

Packet length 6 bit PID 2 bit NO_ACK 1bit 

Table 3.4: Packet Control Field [10] 

 

The packet length field is a 6 bit field that defines the length of payload (0 to 32 bytes). For 

instance, Coding: 000000 = 0 byte (only used in empty ACK packets.) 100000 = 32 byte, 

100001 = don‟t care. This field is only used if the Dynamic Payload Length function is 

enabled [8]. 

 

The PID (packet identification) field is a 2 bit field used to detect whether the received packet 

is new or retransmitted. The PID field is incremented at the sender side for each new packet 

received through the SPI. The PID and CRC fields are used to determine if a packet is 

retransmitted or new [10]. 
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The NO_ACK (no acknowledgment flag) field is a 1 bit field only used when the auto 

acknowledgement feature is implemented. If the flag is low, tells the receiver that the packet 

is to be auto acknowledged. 

 

The payload field contains the data that has to be transmitted. The range of payload is from 0 

byte to 32 bytes. 

 

Cyclic Redundancy Check (CRC) is an error detection technology. For a frame, a code is 

calculated over the address field, the packet control field and the payload field. Codes are 

polynomial based upon treating bit strings as representations of polynomials with coefficients 

0 and 1[10]. The CRC is applied for two aims. One is to check for errors in the frame, the 

other is for authentication purposes.  

 

VAS Related Configuration  

The embedded baseband protocol provides functions for choosing a channel, something that 

we do once and for all in the initialisation code. In our instance of the data link layer all 

vehicles and the infrastructure communicate along the same channel. We made this choice in 

contrast to assigning a channel per vehicle, because all our vehicles are communicating with 

the same infrastructure and the infrastructure can only communicate along one channel. 

 

This embedded baseband protocol (Enhanced ShockBurst) provides functions for setting the 

device in different modes. In each of these modes there are functions for updating and reading 

the fields. For example, when there is a packet to be sent, the function  

nrf24l01_set_as_tx() 

is used to set the device in  transmitting mode and setting CE. We can then use the function  

nrf24l01_write_tx_payload(unsigned char * data, unsigned int len, bool transmit) 

to write the payload field before transmission. For transmission we can control the time the 

physical layer has to wait before doing the actual transmission by setting a delay. In our case 

we use a delay of 130us after transmitting in order to decrease the possibility of data loss.  

 

Receiving is handled using interrupts. As long as the CE pin is set the radio device will listen 

for arrivals. Each new arrival generates an interrupt and the status register  

nrf24l01_STATAS_ RX_DR  

is inspected. We can then read the PID field and the CRC field to decide whether to accept the 
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packet or not. After the packet is validated, the enhanched ShockBurst protocol disassembles 

the packet. The function 

nrf24l01_read_rx_payload(unsigned char * data, unsigned int len)  

is used to receive the data and loads the payload into the RX FIFO. Finally, the function  

nrf24l01_irq_clear_rx_dr() 

clears the interrupt. 

3.2.3 Wireless Connection Layer  

The goal of the wireless connection layer is to supply reliable data transport between two 

hosts (in what follows host_1 and host_2). It provides transport services to the application 

layer. This protocol ensures that packets are transferred in the proper order to the correct 

destination and that feedback is sent from the destination to the correct source in a wireless 

setting. We designed this layer as a “three-way-handshake”, see Figure 3.1. 

 

Packet Specification 

Tables 3.5 to 3.8 show the physical layout of the packets for the wireless connection layer.  

There are different packet formats for the different stages of the handshake. 

Request (SYN) Packet Specification 

As can be seen from the Table 3.5, the request (SYN) packet contains four fields: packet type 

field, SourceID field, DestinationID field, and counter field. The packet type field is used to 

indicate the type of packet, a „#‟ sign indicates a SYN packet.  The SourceID serves for 

identifying the host_1 (infrastructure). The DestinationID serves for identifying the host_2 

(vehicle). The counter field is the sequence number for the request (SYN) packet. 

 

Packet Type (1 byte) SourceID (1 byte) DestinationID (1 byte) Counter(2 bytes) 

Table 3.5: a Request (SYN) Packet Specification 

SYN-ACK Packet Specification 

As can be seen from the Table 3.6, the SYN-ACK packet contains four fields: packet type 

field, SourceID field, DestinationID field, and counter field. The packet type field is used to 

indicate the type of packet, a „@‟ sign indicates a SYN-ACK packet.  The SourceID field 

serves for identifying the host2 (vehicle). The DestinationID field serves for identifying the 

host1 (infrastructure). The counter field is the sequence number for the SYN-ACK packet. 
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Packet Type (1 byte) SourceID (1 byte) DestinationID (1 byte) Counter(2 bytes) 

Table 3.6: a SYN-ACK Packet Specification 

ACK Packet Specification 

As can be seen from the Table 3.7, the ACK packet contains four fields: packet type field, 

SourceID field, DestinationID field and counter field. The packet type field is used to indicate 

the type of packet, a „$‟ sign indicates an ACK packet. The SourceID field serves for 

identifying the host1 (infrastructure). The DestinationID field serves for identifying the host2 

(vehicle). The counter field is the sequence number for the ACK packet. 

 

Packet Type (1 byte) SourceID (1 byte) DestinationID (1 byte) Counter(2 bytes) 

Table 3.7: an ACK Packet Specification 

 

DATA Packet Specification 

A data packet consists of a 10 byte header part and a payload which comes from the 

application layer. The packet format is shown in Table 3.8. 

 

Packet 

Type 

(1 byte) 

Total 

Length 

(2 bytes) 

Header 

Length 

(2 bytes) 

Lifetime 

(2 bytes) 

Counter 

(2 bytes) 

ID 

(1 byte) 

Payload 

(9 bytes) 

Table 3.8: a DATA Packet Specification 

 

The packet header includes a number of fields. The packet type field is used to the type of 

packet, a „D‟ sign indicates a DATA packet.  The total length field indicates the length of the 

complete packet including header and payload. The header length field indicates the length of 

the header.  The lifetime field is used to limit packet lifetime, which means that the time of 

each communication completed successfully must be less than the lifetime of the packet, 

otherwise the packet will be considered missed. The counter field is the sequence number for 

the DATA packet. The ID field serves for identifying the host_2. The payload field comes 

from the higher layer data. 

 

Protocol Logic Specification 
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Figure 3.1: Three-way Handshake 

 

In order to establish a connection the infrastructure initiates a sequence of exchanges as 

shown in Figure 3.1 and explained as follows: 

 

1. When host_1 would like to establish a connection with host_2, it sends a request (SYN) 

packet to host_2. In our setting, the infrastructure will send a SYN to a vehicle. 

 

2. If the ID field is correct (the id of host_2), host_2 will send a feedback (SYN-ACK packet) 

to host_1.  

 

3. After receiving SYN-ACK packet, host_1 sends an ACK packet back to host_2 indicating it 

is ready to exchange data. If host_1 does not receive SYN-ACK in a given time, it will 

attempt to retransmit a request. 

 

4. Host_2 now sends data to host_1 with one packet of type DATA.  If host_1 does not 

receive data in a given time, it will attempt a re-connection. If it cannot re-connect, host_1 

will close the connection. Each host_2 keeps a counter of the packets sent and includes this 

value as part of the packet. This host_1 (infrastructure) also collects statistics the number of 

packets received on each vehicle separately. This can be used to calculate the packet loss rate. 

3.2.4 The Application Layer  

On top of the wireless connection layer is the application layer which contains a higher level 

protocol that is commonly needed by users, to allow the applications to function. 

 

For this project, we will concentrate on a traffic scenario where a number of vehicles 
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approach an intersection. At an intersection a vehicle could turn or continue straight ahead. 

The infrastructure part could be placed in a traffic light or a traffic police in the real life. 

Firstly, the protocol of the application layer provides communication services to the actual 

applications that are simulating a traffic scenario. Secondly, it is in charge of providing 

applications with the functionality needed to simulate relevant scenarios. Lastly, to support 

several applications, it needs to handle data aggregation, control and cooperation in a safe and 

scalable way [19]. The application layer for our project deals with speeds and positions of 

several vehicles and informs on actions to be taken related to possible collisions. 

 

Packet Specification 

There are five different types of packets. One type of packet is used for vehicle to 

infrastructure communication, these packets are sent periodically. Four other types of packet 

are for infrastructure to vehicle communication.  These are described in tables 3.9 to 3.13. 

 

Periodic Packets Specification 

The periodic packet is composed of 9 bytes and is divided into packet type, speed0, speed1, 

px, py, as can be seen in Table 3.9. 

 

Packet Type 

(1 bytes) 

Speed0   

 (2 bytes) 

Speed1    

(2 bytes) 

Px     

(2 bytes) 

Py    

(2 bytes) 

Table 3.9: a Periodic Packet Specification 

 

The packet type field is used to indicate what kind of packet is transmitted:  a „P‟ indicates a 

periodic packet.  Speed0 field declares the current speed of left wheel on the PIE. Speed1 field 

declares the current speed of right wheel on the PIE. Px and Py provide the coordinates of the 

current position. 

 

Notice Packets Specification for Going Straight 

Notice packets for going straight need to be sent sporadically in order to warn an approaching 

vehicle when two vehicles are running in the same lines of a road and is connected to a 

relevant operation for avoiding collisions and potential hazards in a vehicle alert system. 

 

A notice packet for going straight consists of a header and a payload, as can been seen in 

Table 3.10. The packet type field is used to indicate the type of packet, a „!‟ indicates a notice 
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packet.  The payload of a notice packet is composed of several fields. The SourceID field 

serves for identifying the infrastructure. The DestinationID field serves for identifying the 

vehicle that has to be informed that it might enter a collision area in the next period. The 

Noticecounter field is the sequence number for the packet.  Speed0 and Speed1 provide the 

suggested new speed for the vehicle.  

 

Packet Type 

(1 byte) 

SourceID 

(1 byte) 

DestinationID 

(1 byte)        

Noticecounter 

(2 bytes) 

Speed0 

(2 bytes) 

Speed1 

(2 bytes) 

Table 3.10: a Notice Packet Specification for Going Straight 

 

Acknowledgement Packets Specification for Going Straight Notice 

As can be seen from the Table 3.11, the notice acknowledgement packet for going straight 

contains four fields, packet type field, SourceID field, DestinationID field and ACKcounter 

field. The packet type field is used to indicate the type of packet, a „?‟ sign indicates a notice 

acknowledge packet.  The SourceID serves for identifying relevant vehicle involved in a 

potential hazard in the next period. The DestinationID serves for identifying the 

infrastructure. The ACKcounter field is the sequence number for the ACK packet. 

 

Packet Type  

(1 byte) 

SourceID  

(1 byte) 

DestinationID  

(1 byte) 

ACKcounter  

(2 bytes) 

Table 3.11: a Notice Acknowledgement Packet for Going Straight 

 

Notice Packets Specification for Crossing 

The notice packets for crossing need to be sent sporadically in order to warn an approaching 

vehicle when one vehicle is going through one of four directional bound lines in the 

intersection and is connected to a relevant operation for avoiding collisions and potential 

hazards in the vehicle alert systems. Table 3.12 shows the physical layout. 

 

The packet type field is used to indicate the type of packet, a „+‟ sign indicates a notice 

packet.  The payload of a notice packet is composed of several parts. The SourceID serves for 

identifying the infrastructure. The DestinationID field serves for identifying relevant vehicle 

that will go through the bound line. The Noticecounter field is the sequence number for the 

packet.  Speed 0and Speed1 provide the suggested new speed for the vehicle.  
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Packet Type 

(1 byte) 

SourceID 

(1 byte) 

DestinationID 

(1 byte)        

Noticecounter 

(2 bytes) 

Speed0 

(2 bytes) 

Speed1 

(2 bytes) 

Table 3.12: a Notice Packet Specification for Crossing 

 

Acknowledgement Packets Specification for Crossing Notice 

As can be seen from the Table 3.13, the notice acknowledgement packet for crossing contains 

four fields: packet type field, SourceID field, DestinationID field and ACK counter field. The 

packet type field is used to indicate the type of packet, a „-‟ sign indicates a notice 

acknowledge packet.  The SourceID serves for identifying relevant vehicles that should stop a 

short time to avoid collisions in the crossing. The DestinationID serves for identifying the 

infrastructure. The ACKcounter field is the sequence number for the ACK packet. 

 

Packet Type  

(1 byte) 

SourceID  

(1 byte) 

DestinationID  

(1 byte) 

ACKcounter  

(2 bytes) 

Table 3.13: a Notice Acknowledgement Packet Specification for Crossing 

 

Protocol Logic Specification 

Time Issues and Store Information in the Database 

In the application layer, there is a protocol in an infrastructure (server) that starts connections 

with a known set of vehicles by unicast transmission. When connection with one vehicle is 

over and data received from this vehicle stores in the database of infrastructure, then it 

attempts a connection to the next vehicle. This is repeated in a round-robin manner. After the 

database of infrastructure receives data from all of vehicles periodically, it will check the state 

of traffic with collision detection algorithms. 

 

The goal of this protocol is that separate time from infrastructure into different timeslots, each 

timeslot corresponding to one packet from the application layer including current positions 

and velocities on each vehicle. The advantage of it is that all vehicles always are granted 

access to the channel for communicating with infrastructure fairly and predictably in each 

period. It achieves the goal of collision avoidance among a group of vehicles shared the same 

channel to deliver periodically packets of positions and velocities in the PIE platform. 

 

Collision Detection Algorithms  

With regard to a PIE, it is not considered as a point because it has real diameter, radius and 
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center of robot. A minimum warning distance between moved PIEs (vehicles) must be strictly 

set and correctly calculate as well as check it periodically. When two vehicles will collide 

with each other, the critical distance between centers of them is diameter which means the 

tangency of two vehicles. Formula 3.1 is to calculate a minimum warning distance. 

 

A minimum warning distance = diameter + radius                                    (3.1) 

 

This minimum warning distance is used can give a response time from relevant vehicle in 

potential hazard and give feedback to the server in critical situations. This also should ensure 

that the short retransmission time of notice packet to decreases the risk of collision when a 

notice packet is lost. This is the reason why this formula is used as a minimum warning 

distance when a packet delivery has a non-zero probability of being lost or discarded in the 

wireless communication. 

 

On the one hand, the infrastructure will check whether the distance according to the data 

information from the database between two vehicles in the PIE platform is smaller than the 

minimum warning distance or not.  

 

On the other hand, in the intersection only one vehicle at a time can be present.  If a vehicle 

precedes to the intersection all other vehicles trying to approach it should be warned and 

stopped.  Four bound lines have been built from four directions such as east, south, west, and 

north in front of the intersection. The infrastructure will check whether one vehicle has 

arrived one of the bound lines in four directions for an intersection or not. 

 

Send Notice Packets and Relevant Operations for Going Straight 

If one front vehicle is slower than another latter vehicle and the distance along with vehicles is 

smaller than the minimum warning distance, the infrastructure will send a notice packet by 

broadcast transmission in order to avoid collisions in the vehicle alert systems and then the 

infrastructure turns into waiting for notice acknowledgement reply state. 

 

Firstly the notice packet will be sent to all of vehicles and then each vehicle checks whether 

the DestinationID field of payload from the notice packet is equal to ID field itself  in order to 

decide to accept this notice packet or not. If the notice packet is valid for this vehicle which 

means these two fields mentioned above are equal, then the latter one will decrease the speed 
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as the half of speed from front vehicle as well as a notice acknowledge will be transmitted to 

the infrastructure.  

 

If no notice acknowledgement reply is received before a deadline, the infrastructure will turn 

into the notice packet state to retransmit it again until the infrastructure get the notice 

acknowledgement before a given time and the number of miss deadline will be recorded in the 

interrupt from the infrastructure. What is more, the speed from latter vehicle will be recovered 

to initial speed without collisions. 

 

Send Notice Packets and Relevant Operations for Crossing 

If one vehicle has arrived at one of four directional bound lines in the intersection, the 

infrastructure will send a notice packet by broadcast transmission in order to avoid collisions 

in the crossing and then the infrastructure turns into waiting for notice acknowledgement 

reply state.  

 

Firstly the notice packet will be sent to all of vehicles and then each vehicle will check 

whether the DestinationID field of payload from the notice packet is equal to ID field  itself  

in order to decide to accept this notice packet or not. If the notice packet is valid for this 

vehicle which means these two fields mentioned above are different, then other vehicles must 

be waited a short time no matter any situation except for this vehicle which has arrived at the 

bound line at first along with send notice acknowledges from other vehicles using different 

baselines from the protocol on other vehicles in the intersection to the infrastructure 

separately in order to avoid collisions of acknowledgement feedback shared with the same 

channel.  

 

If no notice acknowledgement replies are received before a deadline, the infrastructure will 

turn into the notice packet state to retransmit it again until the infrastructure get the notice 

acknowledgements before a given time and the number of miss deadline will be recorded in 

the interrupt from the infrastructure. What is more, the speed from other vehicles will be 

recovered to initial speed after going through the intersection. 

 

3.3 Layer Architecture for the Protocol Stack 

The layer architecture for the protocol stack is shown in Figure 3.2. It provides an overview 
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and information useful for understanding the structure specification in each layer from the 

protocol stack and explains how to assemble packet, disassemble packet, get information and 

set information in each protocol in order to implement wireless communication. 

 

 

Figure 3.2: Layer Architecture for the Protocol Stack 
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4 Experiments and Results 

This chapter presents a number of experiments to evaluate the protocol stack implemented for 

the project. We evaluate both the behavior of the protocol stack, the programming style and 

the structure of the resulting program. The experiments were conducted using the PIE 

platform and the real time kernel TinyTimber based on reactive objects.  

 

4.1 Using Reactive Objects for Implementing the Protocol Stack 

The fundamental idea that underlies the design of TinyTimber is the notion of a reactive 

object. A reactive object is a component that reacts to incoming events by updating its internal 

state and emitting outgoing events of its own [13]. The layering architecture of our  protocol 

stack uses three types of packets: application packet, packet, and frame from the different 

protocols. In our implementation each packet specification is a reactive object with  a 

collection of fields (the packet fields)  together with a group of methods that have the 

exclusive right to access these fields. 

 

In TinyTimber, we use a combination of typedef and struct to define the field structure of  the  

class that characterizes a reactive object. The methods of the class are defined as functions 

that take self as an extra argument (self-application). Every class must inherit the predefined 

class Object. For a given protocol, the fields of the packet specification are the variables of the 

class. Each variable is a field of the packet header or the  payload that  comes from a higher 

layer.   

 

The packets are implemented with the following “classes”: 

typedef struct{ 

                                 Object super; 

                                 char packettype; 

                                 int speed0; 

                                 int speed1; 

                                 int px; 

                                 int py; 

                              }APPLICATIONPACKET; 
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typedef struct{ 

                                    Object super; 

                                    char packettype; 

                                    int totallength; 

                                    int headerlength;                               

                                    int lifetime; 

                                    int counter; 

                                    APPLICATIONPACKET *applicationpacket; 

                               }PACKET; 

 

typedef struct{ 

                                   Object super; 

                                   char preamble; 

                                   int address; 

                                   PCF *pcf; 

                                   int CRC; 

                                   PACKET *packet; 

                               }FRAME; 

 

Using SYNC for calling a method  

     int Get_field(PACKET *self, int *Nothing) 

to read or  

    int Set_field(PACKET *self, int *fieldvalue) 

to write values of fields of a packet in the memory buffer guarantees mutual exclusion in the 

use of the fields. The protocols in adjacent layers can communicate directly by exchanging 

packets via a sending method  

    int Send_layer(PACKET *self, int *Nothing)  

and a  receiving method  

    int Receive_layer(PACKET *self, int *Nothing). 

 

In TinyTimber, reactions of method invocations are  initiated from interrupts: interrupts  

trigger a method invocation using ASYNC. This guarantees mutual exclusion in the use of the 

fields and introduces concurrent execution. In our program interrupts are generated by  

incomming packets and timeouts. One of the primitives of TinyTimber for managing time is 

AFTER, it supplies information to the kernel‟s scheduler for invoking a method asynchronously 

in the future, after a baseline provided as an argument.  This proved useful for implementing 

periodic tasks.  
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We tested our protocol stack simulating an application that could be used at a road 

intersection for increasing traffic safety.  In this simulated transportation scenario, three 

vehicles move along roads close to an intersection with one infrastructure communication 

node  placed  close  the crossing (see Figure 4.1). 

 

 

 

Figure 4.1: Black rectangle indicates an infrastructure node. Red, green and yellow rectangles 

indicate vehicles. 

 

The experiments include exchanging packets periodically as well as sending notice packets 

sporadically in case of potential hazards among the vehicles. During the vehicles‟ movement 

along the roads they will try to go straight or turn left or turn rightwith some given 

probabilities. In our test application the vehicles send position and velocity periodically and 

the infrastructure collects this information to build a map of the possible scenarios that might 

occur in the near future so that it can detect possible hazards among the vehicles. If it can 

predict that a collision will probably happen it sends a notice packet to the vehicles involved. 

These notices include instructions like decreasing velocity or stopping.  We were interested in 

knowing how well our implementation could keep timeliness: low latency and low packet loss. 

The testing also addresses using the real time kernel TinyTimber for programming this 

protocol stack in the PIE platform. Table 4.1 contains a summary of the simulation parameter 

settings. 

 

Parameter Value 

Data Rate 2Mbps 

Bandwidth 2MHz 

Frequency 2.406GHz 
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Wireless Propagation Channel 6 

Communication Range <100m 

Type WLAN 

Network Architecture Unicast and Broadcast 

 

Table 4.1 parameter setting for traffic scenario simulation 

 

The infrastructure node is initialized using  the method initializeRF()to ensure wireless 

communication. It then runs the method execute() to establish a connection to one vehicle. 

Receiving messages is triggered  from interrupts and proceed according to the block diagram 

in Figure 4.2 . As can be seen below, STARTUP is used as the handler for turn-on-the power 

and is called to execute function app() that does the initializations: in a TinyTimber program 

there is no main, instead the program is put to sleep waiting for interrupts to occur. 

 

                      void app(){ 

                         ASYNC(&communicate,initializeRF,NULL); 

                         ASYNC(&communicate,execute,0); 

                      } 

                      STARTUP( app ) ; 
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Figure 4.2: Block Diagram for the 

infrastructure node. 
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In the vehicles initialization also uses initializeRF() to  ensure wireless communication. 

Vehicles then proceed by using the function move_test() to move or turn at the intersection. 

The ID field of an arriving packet is used in the interrupt handler to decide whether to proceed 

to receive the packet in the stack.  Figure 4.3 illustrates the block diagram for the vehicle 

nodes. Again, STARTUP is used as the handler for turn-on-the power and is called to execute 

function app() 

 

                          void app(){ 

                            ASYNC(&communicate,initializeRF,NULL); 

                            ASYNC(&pay, move_test, NULL); 

                          } 

                          STARTUP( app ) ; 
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                                  Figure 4.3: Block diagram for a vehicle node 
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4.2 Results and Discussions 

The simulated traffic scenario presented in Figure 4.1, a traffic safety application using 

vehicle-to-infrastructure (V2I) communication, falls within vehicle alert systems (VAS). It 

relies on vehicles periodically transmitting packets containing their current state (e.g., 

position, speed, etc) to infrastructure that sporadically sends notice packets to relevant 

vehicles involved in potential hazards in order to avoid collisions and accidents. The   

requirements on the real time wireless communication system include reliability and low 

delay. 

 

The selected metrics to assess the proposed protocol stack are designed with the goal of 

ensuring its main goal: increasing traffic safety in the vehicle alert system. The first metric is 

a measure of reliability: the packet loss rations for periodic packets exchanged between 

infrastructure and vehicles.  The second metric is the deadline miss ratios for sporadic notice 

packets and acknowledgements. This is important because the deadlines for communication 

are set so that the vehicles will have time to react and take suitable action.  

4.3.1 Packet Loss Ratio Results 

The application was tested with one infrastructure node and three vehicles (that is, in our 

experiment the number of vehicles close to the infrastructure is constant and known in 

advance). The periodic packet loss ratio formula is given by 

 

𝑙𝑟𝑖=1-𝑠𝑖 /𝑟𝑖*100%                                                           (4.1) 

 

where 𝑙𝑟𝑖  is the periodic packet loss ratio for vehicle i; 𝑠𝑖  is the number of sent packets from 

vehicle I (can be calculated by the infrastructure using the sequence number carried by the 

periodic packets); 𝑟𝑖  is the number of received packets from vehicle i by the infrastructure. 

 

All of the experiments were carried out on the same embedded devices. Each experiment is 

repeated 10 times and consisted of exchanging 1000 packets. The protocol logic in the 

wireless connection layer was used to record in the database of the infrastructure node the 

number of packets sent  from each vehicle in sent_packet[i] and the number of packets 

received by the  infrastructure in rec_packet[i]. Subsequently, the periodic packet loss 

ratio was calculated in loss_ratio[i] using formula 4.1.  
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Figure 4.4 shows the packet loss ratios for the periodic packets, the X-axis represents the 

number of simulation runs  and the Y-axis represents the loss ratios in percents.  

 

 

     Figure 4.4: Periodic Packet Loss Ratios between Vehicles and Infrastructure 

 

As can be seen from the Table 4.2, the average periodic packet loss ratio is  1.67%, which is 

low  compared to the results from [18] where another protocol for exchanging periodic 

packets between infrastructure and vehicles was tested for the same platform with a packet 

loss ratio of 2.5%.  

 

The periodic packet loss ratios are affected by interference with other communication devices, 

performance of the transceiver unit with an antenna and error ratios on data delivery. All of 

these  are reasons why a packet transmitted by the sender over a communication channel has a 

non-zero probability of not reaching the receiver. Missed packets can cause 

misunderstandings about the positions and velocities of the vehicles. Since the packets are 

sent periodically, the infrastructure can  use previously received packets to extrapolate 

position using  velocities for a few periods if the period length is small enough. However, 

these are only approximations and cannot cover long periods without getting new values from 

the vehicles.  

 

Infrastructure and vehicles Average Periodic Packet Loss Ratios 

Infrastructure and vehicle B 2.2% 

Infrastructure and vehicle C 1.1% 

Infrastructure and vehicle D 1.7% 
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Infrastructure and all vehicles 1.67% 

 

Table 4.2: Average Periodic Packet Loss Ratios between Infrastructure and Vehicles 

 

4.3.2 Deadline Miss Ratio Results 

Real-time communication is concerned with timing issues. In real-time communication there 

is an upper bound on the communication latency: the deadline for a packet. Exchanging 

sporadic notice and acknowledgement packets with the goal to prevent road collisions puts 

real time requirements on the communication system.  In our tests we experimented with the 

deadlines of Table 4.3 on the notice and acknowledgement packets. We believe that they are 

small enough in relation to the speeds of the vehicles and the distances the vehicles can cover 

before taking action to avoid a hazard. They are also realistic in relation to tested execution 

times and transmition times for PIE with TinyTimber. 

 

Deadline for Going Straight Notice Acknowledgement 25ms 

Deadline for Crossing Notice Acknowledgement 30ms 

 

Table 4.3: Results for setting deadlines for the PIE platform 

 

The notice packet deadline miss ratios formula is given by 

 

𝑚𝑟𝑖=𝑚𝑛𝑖 /𝑠𝑖*100%                                                                         (4.2) 

 

where: 𝑚𝑟𝑖  is the notice packet miss deadline ratio calculated for vehicle i; 𝑚𝑛𝑖  is the number 

of missing expected notice acknowledgement packets from vehicle i (infrastructure expects an 

acknowledgement before 25ms or 30ms depending on the case); 𝑠𝑖 is the number of sent  

notice packets to the vehicle i. 

 

In order to calculate 𝑚𝑛𝑖  the program just checks whether an acknowledgement has arrived 

before the deadline. In TinyTimber this just involves using the AFTER construct to check the 

presence of the acknowledgement at the right instant of time: 

AFTER (MSEC(25), infrastructure, check_notice1, i)  

or  
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AFTER (MSEC(30), infrastructure, check_notice2, i) 

The methods called using AFTER record the result in miss_number[i]. The infrastructure also 

keeps a counter of the notice packets sent for each vehicle in sent_noticepacket[i]. The 

protocol logic in the application layer has calculated sporadic deadline miss ratios for notice 

packet in the miss_ratio[i] according to the formula 4.2. 

 

All the experiments were carried out on the same embedded devices (PIEs).  Each experiment 

was repeated 10 times. Figure 4.5 and Figure 4.6 report the notice packet miss ratio with the 

X-axis representing the number of simulation runs and the Y-axis representing the miss 

deadline ratios in percent.  

 

 

Figure 4.5: Deadline Miss Ratios for Going Straight Notices  

 

 

Figure 4.6: Deadline Miss Ratios for Crossing Notices 

 

Table 4.4 shows the results of notice packet average deadline miss ratios for going straight 
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between infrastructure and each vehicle and Table 4.5 shows the results of notice packet 

average deadline miss ratios for crossing.  As can be seen from the two tables, notice packets 

average deadline miss ratios are less than 2%. When a potential hazard will probably happen, 

the infrastructure triggers a notice packet containing relevant operations to avoid collisions. 

According to the testing results, the sporadic notice packets have achieved high reliability and 

meet their deadlines often enough. Since the notice packets are typically broadcasted, the 

reliability can be increased by repeated broadcasting until the notice packet is valid and the 

acknowledgements have been received. 

 

Infrastructure and Vehicles Average Deadline Miss Ratios 

Infrastructure and Vehicle B 0% (no notices were needed for B) 

Infrastructure and Vehicle C 0.9% 

Infrastructure and Vehicle D 1.1% 

Infrastructure and Vehicle 0.67% (or 1% without B) 

 

Table 4.4: Average Deadline Miss Ratios for Going Straight Notices 

 

 

Infrastructure and Vehicles Average Deadline Miss Ratios 

Infrastructure and Vehicle B 0.3% 

Infrastructure and Vehicle C 1.2% 

Infrastructure and Vehicle D 2% 

Infrastructure and Vehicle 1.17% 

 

  Table 4.5: Average Deadline Miss Ratios for Crossing Notices  

 

Comparing  Table 4.4 with Table 4.5, average deadline miss ratios for crossing notices 

(1.17%) is higher than the one for going straight notices on the same embedded devices. With 

respect to going straight notice acknowledgement, only one relevant vehicle will send back an 

acknowledgment to infrastructure. However, as only one vehicle can be present in the 

intersection, the infrastructure needs to collect more than one crossing notice 

acknowledgement from possibly several  different vehicles. Hence the possibility of data 

collision in the same shared frequency channel increases as the number of acknowledgements 
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and the number of vehicles increase. Since more than notice packets are typically transmitted 

back with different baselines to the kernel, one way of improving reliability might be to let 

vehicles send acknowledgements after a randomly chosen small enough time, instead of 

sending the acknowledgement immediately.  
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5 Conclusion and Future Work 

5.1 Conclusion 

The thesis project is focused on exploring programming with reactive objects  (we use 

TinyTimber to program embedded devices) and designing a protocol stack suitable for the 

PIE platform in a vehicle alert system. The experiment for this thesis includes exchanging 

information packets periodically and notice packets sporadically between vehicles and 

infrastructure.  

 

The core features of TinyTimber are  reactive objects, message scheduling and time 

specifications in the program. We implemented protocols  using reactive objects where the 

object fields are used to  describe packet formats and the methods are used to implement 

protocol logic.   Time specifications were used both for providing deadlines (used by the 

scheduler) and for asking the system to do things in the future (for example sending a new 

packet after the period and for recording misses after a timeout). TinyTimber puts the system 

to rest when there are no messages to be handled, this contributes to lower power 

consumption. However we have not compared our implementation with an equivalent one not 

using TinyTimber so we cannot show any figures about power consumption reduction. 

 

The protocol stack includes concurrently executing tasks. Protocol logic is specified using  

finite state machines (FSM). Our protocol stack is designed to guarantees reliable real-time 

communication for simulating traffic scenarios for avoiding collisions at crossings. The 

testing results to evaluate the performance of simulated traffic scenarios show that the 

protocol stack designed is suitable for the PIE platform. 

 

5.2 Future work 

We would like to test our implementation further by increasing the number of vehicles 

involved in the crossing and by doing the tests in a larger room where the vehicles can enter 

and move away from the range of the infrastructure. 

 

We would also like to test the wireless communication layer with another application layer, 

for example for platooning scenarios to be able to compare with earlier masters thesis [18].  
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An interesting test for TinyTimber is to make an implementation of the same protocol stack 

for the same platform in C without using TinyTimber and compare  energy consumption. 

 

Finally, we would like to implement the protocol stack in a domain specific language for 

protocol stacks like Protege [14] in order to compare the effort in implementing a protocol 

stack. 
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