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Abstract — Embedded systems normally need to react to external 
events in time if the application requirements are to be met. 
Moreover, as embedded systems more and more often consist of 
distributed sub-systems and nodes, they must rely on 
communication networks. Real-time communication methods and 
protocols are essential for such systems and must be chosen and 
developed carefully. Not only real-time demands must be 
supported, but also high throughput, low energy consumption, 
high reliability and cost-efficiency, depending on the specific 
application. Another challenge to consider comes from the 
dynamics in systems properties and application requirements in 
some applications. Novel cooperative embedded systems might 
even rely on wireless connectivity where mobility and the 
erroneous nature of the communication medium bring new 
challenges. In this paper, we give examples of challenges, 
applications and solutions to give an understanding of the 
importance and possibilities of real-time communication. The aim 
is also to give a brief overview of research on real-time 
communication performed at Halmstad University, and in what 
contexts the results can be useful. Both systems relying on wired 
and wireless communication are covered. 
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I.  INTRODUCTION 

As more and more embedded systems are being distributed 
and/or cooperating with each other, real-time communication is 
a key ingredient. Highly parallel embedded computer systems, 
delivering super computer performance, often also have real-
time communication demands [1]. Application examples 
include future radar signal processing systems capable of both 
communicating and sensing in different directions 
simultaneously, and radio base stations for mobile telephony, 
where sophisticated signal processing is needed to support 
higher bit-rates using the available bandwidth. 

Fieldbuses with real-time support are used to connect 
multiple nodes in, e.g. automation industry and within vehicles, 
with low cabling costs. In the future, especially with increased 
functionality and connections to the external world, the 
demands increase and new real-time communication networks 
are needed. By the use of wireless real-time communication, 
we can even interconnect mobile systems in automation 
industry and let the embedded systems in vehicles connect to 
other vehicles in cooperative traffic-safety applications. 
Multimedia communication is of course another example of 
real-time application area. 

One aim of this paper is to give a brief overview of the 
research on real-time communication research performed at 

Halmstad University, even though some other works also are 
referred. The paper is structured to present different “tools” or 
methods possible to use when designing a network supporting 
real-time communication. Some of the “tools” improve the 
real-time capabilities indirectly, e.g. by increasing the network 
capacity, but typically needs special treatment in terms of 
protocols and/or real-time analysis. 

The remaining paper is structured as follows. Section II 
discusses real-time communication analysis, while 
deterministic medium access control is discussed in Section III. 
Spatial bandwidth reuse and multi-channel networks are 
discussed in Sections IV and V, respectively. Switched 
networks are discussed in Section VI, continuing with traffic 
shaping in Section VII. Support for special kinds of traffic is 
treated in Section VIII, while precedence constraints are 
discussed in Section IX. Context awareness and reliability are 
discussed in Sections X and XI, respectively. The paper is then 
concluded in Section XII. 

II. ANALYSIS TO SUPPORT REAL-TIME GUARANTEES 

Real-time analysis is an important tool to include when it is 
desired to support throughput and delay guarantees. The traffic 
patterns must be specified and obeyed and the behavior of the 
network must be deterministic for this to be possible. The huge 
efforts put on real-time scheduling research constitute a 
fundament, but the results are normally not directly applicable 
to the communication field. One contributing factor is that 
packets are non-preemptable, but still have a maximum 
duration. Other factors include the complexity of protocols and 
network architectures, and the sometimes heterogeneous traffic 
demands where, e.g. deadlines can be shorter, longer or equal 
to the deadlines. An example of consideration of such factors is 
when we adapted a flexible uniprocessor real-time scheduling 
analysis for EDF (Earliest Deadline First) [2] for a 
communication system, including adaptation to both packet 
scheduling and switched network architecture [3]. 

III. DETERMINISTIC MEDIUM ACCESS CONTROL 

In shared medium networks such as bus and ring networks, 
a MAC (Medium Access Control) protocol is used to control 
which node to get access to the medium in each instance. 
TDMA (Time Division Multiple Access) is a straightforward 
method to ensure each node access to the medium. A cyclic 
access method is utilized, where each cycle consist of a number 
of time slots. In the basic case, each node is given a single slot, 
all slots having the same duration. Mars is an example of 
system where TDMA is used for bus access [4]. 

A drawback of TDMA is the inflexibility not being able to 
adapt to varying communication demands. In [5], we presented 
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a concept of splitting the cycle into one static part and one 
dynamic part to gain a combination of minimum guaranteed 
network capacity, with strict periodic access, and on-demand 
capacity controlled through special control-slots. The strategy 
of combining static and dynamic TDMA has later been used in, 
e.g. our TD-TWDMA protocol [6] [7] and in Profinet [8] and 
FlexRay [9]. 

CAN (Controller Area Network) is a fieldbus network with 
deterministic behavior and thereby possible to develop a real-
time analysis method for [10] [11]. The frame identifiers in 
CAN are also used as priority fields. Bus arbitration is done on 
the bit-level of the frame identifiers in the beginning of each 
frame transmission, leading to the highest-priority frame 
winning access to the bus. 

Master-slave is another method to gain deterministic 
medium access. In [12], we presented a master-slave based 
protocol, together with its real-time analysis, which is put on 
top of the wireless LAN (Local Area Network) standard IEEE 
802.11p for vehicle-to-vehicle and vehicle-to-infrastructure 
communication. 

IV. SPATIAL BANDWIDTH REUSE 

By increasing the possible throughput in a shared medium 
network, the possibilities to meet the real-time demands might 
also be improved. One way to increase the throughput in, e.g. a 
ring network is to utilize spatial bandwidth reuse. By allowing 
different packets travel in different segments of the ring, the 
throughput can be increased. In [13] [14] [15], we presented 
real-time protocols for such networks. The work was later 
continued with the proposal of an EDF-based protocol [16]. 

V. MULTI-CHANNEL NETWORKS 

Another way to increase the possible throughput in a shared 
medium network, and thereby also the possibilities to meet the 
real-time demands, is to use multiple “physical” channels [17]. 
One way to implement a multi-channel is by the use of multiple 
frequency channels, or wavelength channels as normally 
referred to when utilizing several colors of the light in a fiber-
optic network. In [6], we presented a real-time protocol for a 
fiber-optic multi-channel star network, a so called WDM 
(Wavelength Division Multiplexing) star network. The protocol 
supports both guarantee-seeking real-time messages and soft 
real-time messages. The AWG network is a related network for 
which we have developed a deadline-driven MAC protocol 
operating through a centralized protocol processor [18]. 
Furthermore, we have investigated wireless multi-channel real-
time communication for industrial communication [19]. 

VI. SWITCHED NETWORKS 

In a packet-switched network, each packet is traveling 
through network switches along the path from its source to its 
destination. Full-duplex point-to-point links are often used 
between the switches to avoid nondeterministic and/or 
performance limiting medium access methods. Different 
queuing architectures of the switches exist, where a simple 
architecture to support prioritization of real-time traffic is 
shown in Figure 1. In the example, an output queued switch 
with priority queuing at each output port is shown. When using 
strict priority queuing, packets are always taken from the 

highest-priority non-empty queue first. Each priority queue is 
in the basic case a FCFS (First Come First Served) queue. 

In [20] [21], we have proposed an analysis framework to 
support guaranteed real-time communication over switched 
networks with FCFS queuing. By the use of priority queuing 
too, non-guaranteed traffic can be separated into lower-priority 
queues and thereby coexist with the guarantee-seeking real-
time traffic. We have demonstrated that our analysis can 
perform much better, in terms of amount guaranteed real-time 
traffic, than the well-known Network Calculus [22][23][24]. 

Even though FCFS and priority queuing are commonly 
used in network switches such as for Switched Ethernet, more 
advanced sorting of the packets can be implemented. In [25], 
we proposed how to add EDF scheduling support to a switched 
Ethernet network. The paper was one of the very first in the 
world presenting how to deliver guaranteed real-time 
performance over switched Ethernet networks. With 
asymmetric deadline partitioning between the links, the real-
time performance can be even further improved [26][3]. 

VII. TRAFFIC SHAPING 

By using traffic shaping in the end nodes and/or in the 
switches in a switched network, some worst-case situations 
with traffic congestions can be avoided. A traffic shaper 
regulates the traffic so not too much traffic is inserted at the 
same time. When targeting guaranteed real-time services, it 
might be required to have traffic shaping in the end nodes just 
to ensure the specified traffic patterns are obeyed. 

Token Bucket (see Figure 2), is a well-known traffic 
shaper. A bucket contains token that are consumed in 
proportion to transmitted packets or data. Token are inserted 
into the bucket at a rate corresponding to the targeted 
throughput. If the bucket gets empty, transmission is not 
allowed until new tokens arrive, and incoming packets are 
queued up. If the bucket gets full, arriving tokens are discarded. 
The size of the bucket corresponds to the maximum allowed 
burst size. 

Traffic shaping is also possible to use internally in a switch, 
as shown in Figure 3. By utilizing the hardware-supported 
priority queuing in the switch chip, guaranteed real-time traffic 
can be prioritized. By implementing EDF, thereby increasing 
the real-time performance, in software and letting a traffic 
shaper just deliver one packet at a time to the switch chip, 

      

  

Figure 1. An output-buffered switch with priority-queuing on each output 
port, each priority queue being a FCFS queue. 
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FCFS is only used as queuing principle just before 
transmission. 

VIII. SPECIAL SUPPORT FOR CERTAIN TRAFFIC 

In some systems there exists certain traffic for which the 
real-time performance can be significantly improved if 
developing special support for the traffic. One example is when 
there are high volumes of short messages despite the network 
not being optimized for short messages. In [27], we presented a 
framework, including real-time analysis, for the delivery of 
high traffic-volumes of short messages over a switched 
Ethernet network with an active switch. A kind of hierarchical 
real-time scheduling is used, where the underlying normal-size 
frames are virtualized to each carry several shorter messages. 
We have also proposed special real-time support for group 
communication such as many-many communication [28], and 
barrier-synchronization and global reduction [29]. 

IX. PRECEDENCE CONSTRAINTS 

In typical real-time analysis methods, worst-case situations 
are considered to calculate the maximum delay that can be 
experienced. An example is to, where appropriate; assume that 
all periods of periodic real-time message streams start at the 
same time. Such a worst-case situation is, however, not always 
possible to appear. Figure 4 shows an example where the tasks 
(the numbers shows the lengths of their execution times) in a 
task graph are allocated to two different processors. Obviously, 
the two communication instances cannot be generated at the 
same time, i.e. there are precedence constraints. However, the 
first message might still remain in the network when the second 
message is generated, thereby potentially affecting its delay. In 
[30], we present a method to analyze the delay through a 
switched network with FCFS queuing, considering both 
precedence constraints based on task graphs or similar affecting 
message generation times, and derived possible message arrival 
times to the different switches. 

X. CONTEXT AWARENESS 

By considering the context of where the real-time 
communication takes place, performance improvements can be 
gained. As an example, we have investigated an adaptive 
priority and send-rate scheme for traffic safety messages over 
IEEE 802.11p [31][32]. In this way, more vehicles can be 
supported with real-time communication in an area. More 
specifically, a highway merge-assistance system was studied. 

Overtaking assistance on rural roads is another example 
where context awareness can be utilized for improved real-time 

performance, as we have shown in [33]. By adapting the send 
rate depending on the estimated number of vehicles in the 
surroundings, the available bandwidth can be shared more 
efficiently. If there are not very many vehicles around, as 
typical on rural roads, the send-rate can be increased compared 
with the standard setting. Thereby, we also increase the 
probability to receive important traffic safety messages about 
hazardous overtaking in time, i.e. before deadline. Another way 
to increase the real-time performance in vehicle-to-vehicle 
communication is to choose a proper MAC method [34][12]. 

XI. RELIABLE REAL-TIME COMMUNICATION 

Reliability can be considered in different ways in real-time 
communication. In fault-tolerant systems for safety-critical 
applications, redundant networks might be used to deliver 
several copies of the messages in case one is lost. In other real-
time systems, it might be enough to incorporate a 
retransmission scheme, instead of just neglecting the 
probability of erroneous packets. In wireless communication, 
this is especially important, but not widely considered with 
real-time performance in mind. In [35][36], however, we have 

     

Figure 2. The Token Bucket traffic shaper. 

     

Figure 3. Hard real-time traffic is sorted with EDF in software, while 
hardware-supported priority-queuing is used to separate hard real-time traffic 
from lower-priority traffic. 

     

Figure 4. Allocation of tasks from a task graph onto two processors. 
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proposed a framework supporting scheduling and real-time 
analysis of both ordinary transmissions and retransmissions. 
Using the framework, it is ensured that no deadline misses 
appears due to the added retransmissions. Deadlines of 
ordinary transmissions are shortened to get time for one or 
several retransmissions, all in a controlled way (see Figure 5). 
The framework has been adapted for both IEEE 802.11 [37] 
and IEEE 802.15.4 [38]. 

Another approach is to utilize deadline dependent coding 
[39][40], where the focus is on one message at a time. As long 
as the receiver has not been able to decode the message 
correctly, and the deadline is not passed, more and more 
redundant information is transmitted. 

XII. CONCLUSION 

In this paper, we have presented a number of useful “tools”, 
showing that taking the design of real-time communication 
systems and networks seriously really matters when striving to 
meet deadlines. 
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