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Abstract 

The aim of this thesis project to design and implement a campus network based on 

IPv6, as IPv6 is the protocol of the future communication.  

There are many papers available which discuss upgrade from IPv4 to IPv6 and their 

side by side implementations and functionalities. Contrary to this we are working on 

running a network entirely based on IPv6. So we built this network infrastructure, 

monitored it and tested it. 

A network working on IPv6 is not just about a different addressing plan. Rather 

there are some serious questions. Network administrators are quite happy and 

comfortable with the current setup of IPv4. Would this IPv6 be able to provide them 

same facilities on one-to-one basis? If not, would it be upgrade or degrade on some 

functionality? Is there solution to every problem available or they would have to 

discover it themselves? All these and many more questions were faced and tackled 

in the course of this thesis.  
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1 Introduction 

IPv6 is the coming generation internet protocol. It has very large addressing space. 

IPv4 is unable to provide such a growing number of devices and applications. 

Additionally IPv6 provides enhanced security measures. Many organizations are 

taking step and are being transferred to IPv6. Högskolan I Halmstad is also 

equipped with state of the art equipment and provides advanced education, skills 

and services. Some of the universities of Sweden have already been transferred to 

IPv6 and its very good time to take the step. 

In this project we are going to re-design the HH network by using IPv6. For this we 

make following project plan. 

 Network Design 

 Architecture 

 Hardware 

 Software 

 Implementation 

 Network Addressing 

 Routing Protocols 

 Security Implementing 

 Quality of Service 

 Testing and Verification 

Basic architecture of Högskolan I Halmstad laid the foundation for this design, but 

this is rather generic network design model, which can be implemented in any 

campus-network or small to medium sized enterprise network. It fulfils all the basic 

needs of a network and has discussed all the current problems. 

1.1 What is IP? 

Internet Protocols are rules and regulations according to data can be sent and 

receive. These are developed in 1970. Mostly IP is used with the TCP (Transmission 

Control Protocol) and is called TCP/IP. Internet Protocol is used by the computers 

on the network. On the Internet data travels in the shape of packets. Every packet 

contains source and destination. [1] 
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1.1.1 IPv4 past, Presence, and Future 

Limited address space is the biggest problem of IPv4. When IPv4 was invented no 

one could have predicted that after 20, 30 years the world will be facing this kind of 

problem. At the beginning the internet was consist of only 600 computers with the 

4.3 billion IPv4 addresses. In early 2010 (February) just 364 million addresses were 

left untouched and the situation changed quickly when after 3 months only 298 

million addresses were available. It is predicted that after the first quarter of 2012 no 

IPv4 address will be available. Bad or unjustified distribution and allocation of IPv4 

addresses highlights this problem. HP and MIT got 16.7 Million IPv4 addresses, 

Many smaller organizations got 65,535 IPv4 addresses (each) and most of them are 

not using anywhere near of these. Every American Citizen owns 6 IPv4 addresses. [2] 

1.1.2 Current Situation 

IN Florida, On 3 February 2011 at 8:36 AM the last address block of IPv4 addresses 

has been given to RIR (Regional Internet Registries). Now they are or they have 

distributed these last addresses further down. [3] 

1.1.3 Why we need IPv6 at this time 

The scalability of the internet depends on the supply of addresses. According to the 

early written prediction no IPv4 address will be available after March 2012 [2a]. It 

means IPv4 has reached its limitations. But the Internet has become popular among 

users by leaps and bounds. New users are coming; new devices are being attached 

with internet day by day. It seems to be an endless process. Who will provide IP 

addresses to the devices and to the users? We know IPv4 does not have the 

capability to solve this problem. The solution is IPv6. The change from IPv4 to IPv6 

has already begun in many countries of the world. Japan, China, Europe etc are the 

good examples of it. Moreover IPv6 also contains many other features and qualities, 

which make IPv6 more useful. 

1.2 IPv6 Features 

In the world of internet to be able to perform the communication every host needs IP 

address. Present Internet is running on the IPv4 scheme and this scheme is creating 

many problems not only for the internet but also the networks. Many features and 

qualities make IPv6 better than IPv4 almost in every aspect. New type of IP has 

number features. We take a briefly look of some of them. 
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1.2.1 Simpler Header 

Although Ipv4 header (20 octet) is smaller than IPv6 header (40 octet), yet IPv6 

header is simple and efficient. Simple and efficient header provides better scalability 

and faster forwarding. The graphs show the changes made to IPv6 header. These 

changes really made many things easier. [4] 

 

 

Fig1: Comparison of IPv4 and IPv6 header structure [4] 

 

1.2.2 Address Space 

By using IPv6 every user can get multiple addresses. These addresses can be used 

for mobile phones, cars and for many other devices as well. NAT (Network Address 

Translation) is not used in IPv6. In this way IPv6 addresses can be reached without 

using the different schemes like the NAT. This feature makes IPv6 darling of the ISP 

(Internet Service Provider) because IPv4 offers limited 4,200,000,000  addresses while 

on the other hand IPv6 offers 340,282,366,920,938,0040,000,000,000,000,000,000,000 

Addresses. 
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Fig2: Comparison of IPv4 and IPv6 Address Space [4] 

 

1.2.3 Mobility 

This feature is also available in IPv4 but some extra configuration is needed to enable 

it. On the other hand this feature is built in function in IPv6. IPv4 has some issues 

with the mobility feature. For example one remote device moves from one location 

to other then the connection must be lost in order to connect to the next network. 

IPv6 prevents this connection connectivity. We can say the change of the network 

will not affect on the connectivity and device can move in the networks without 

losing its connectivity to established network. IPv4 and IPv6 mobility is not same. 

IPv6 mobility is much simpler and offers more benefits than IPv4 mobility. [4] 

1.2.4 IPSec Feature 

In this age of internet, security is becoming one of the main issues. Normally the 

data travels on the Public Network (internet) and Public Networks is not secure. To 

overcome this problem one technique (IPSec) was invented. 

 

                                                             Fig3: [5]  
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According to this solution, one virtual tunnel is made between two sites to protect 

the data. This technique is helping the organizations to protect their important assets 

because within the tunnel the data interference, modification or the tempering is not 

possible. IPSec is standard of IETF (Internet Engineering Task Force). Both versions 

support this standard but this is mandatory in the IPv6.  This change gives IPv6 

precedence over the IPv4. Every IPv6 enabled node can use this new built in feature. 

After the comparison of both versions we can easily say that the mandatory IPSec 

feature has made internet much more secure than the earlier days. [4] 

1.2.5 Auto Configuration 

Stateless Auto configuration is one of the shining features of the IPv6. Any IPv6 

enabled device can automatically connect to the IPv6 network without using any 

version of DHCP. Even no manual configuration is needed. We can say IPv6 

facilitate the users with plug and play feature. DHCP and DHCPv6 both are stateful 

protocols and in IPv4 world, devices heavily depend on DHCP. [4] 

1.2.6 Extension Header feature 

The extension of IPv4 header creates some security issues and it complicates the 

performance as well. Normally IPv4 header can be extended from 20 to 60 bytes. On 

the other hand IPv6 stops these kinds of problems and performs improved 

processing in efficient way. Many IPv6 extension header types exist.  

A. IPv6 header                                 
B. Hop by Hop option header                             
C. Destination option header        
D: Routing header  
E: Fragment header                         
F: Upper layer header 
G: Authentication header and Encapsulating Security Payload header. [4][6] 
 

1.2.7 Quality of Service 

Without QoS any network treats all the traffic according to FIFO (First in First out) 
rules. By using the QoS any traffic can be prioritized. We can give voice calls more 
priority than downloading the any movie. If you see the structure of the IPv6 header 
then you will find two entries (Traffic Class and Flow Label) in it. The Traffic Class 
field is the replacement of the Types of Service field of IPv4. These both entries are 
used for the QoS. Flow Label field can put any tag on the packet to make it 
distinguish among the other packets and in this way this packet gets special priority. 
Both of the fields make it possible that more effective and more excellent traffic is 
allowed by the IPv6 header. For QoS, the new design of the new IP version is better 
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than the earlier design, as well as IPv6 improvements make the usage of the network 
more efficient. [2] [6] 

 

1.2.8 Efficient Transmission of data 

Normally fragmentation occurs at the router. In such a situation fragmentation is 
needed when MTU of the next coming link is smaller than the packet, which is ready 
to generate. Fragmentation means divide any network packet into the small parts in 
order to efficient transmission of the data. When we talk about IPv6 then the 
fragmentation is the duty of the router. While in IPv6 the source host is the 
fragmentation point. PMTU (Path Maximum Transmission Unit) process is used in 
order to perform this task by the host (to learn the MTU size). This process is a kind 
of discovery and it expurgates the needs of routers. This discovery helps to increase 
the data transmission efficiency. [6]  

 

1.3 Brief Comparison of Both IP versions 

 

 

Fig4: Brief comparison of IPv4 and IPv6 [2] 
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1.4 IPv6 Addressing 

IPv6 addresses are written in hexadecimal form (0-9, A-F not case sensitive). The 

length of every IPv6 address is 128 bits. Every address consists of eight fields and 

every field has 16 bits segments. 16*8//128 bits. A colon sign (:) separates the each 

field within the address. IPv6 has also network portion and host portion, just like 

IPv4. 

 

 

Fig5: IPv6 notation system [4] 

 

 

1.4.1 Addressing Types of IPv6 

Multiple RFCs (3513, 4291) defines these types of addresses. [4] 

 Unicast address (one to one) 

 Multicast address (one to many) 

 Anycast address (nearest member of the group) 

 Broadcast Address (No broadcast in IPv6) 
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1.4.2 IPv6 addressing Table 

 

 
Fig6: IPv6 Addressing Table [7] 

 

1.4.3 Unicast Address 

This type of address determines a single device. When we send any packet to any 

destination with the Unicast address, then the packet is send to only that interface 

determined by the address. Unicast address hat further down other types of 

addresses 

Link Local Unicast Address 

This type of address is used within the LAN environment and no router will send 

any packet by using this type of address. 

Global Unicast Address 

This type of address is globally unique. A router is needed to send any packet with 

this address. Most of the traffic on internet uses this address. 
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Site Local Unicast Address 

This type of address is being redressed or interchanged by the IETF. [4] 

1.4.4 Multicast 

IPv6 helped the internet a lot by replacing the Broadcast . Broadcasting in IPv4 was 

creating some serious issues for the networks. Broadcast storm, wastage of 

bandwidth, interrupts for the computers were some of these serious issues which 

were decreasing the performance of the networks. According to the future needs 

Multicast has unlimited space and is doing the job of Broadcast (by sending 

messages group wise). A multicast message is automatically forwarded to all 

predefined interfaces. Neighbour and Router discovery is also being performed by 

the IPv6 Multicasting. These addresses begin with FF00:: /8. [4] [2] 

1.4.5 Anycast address 

New type of IP addresses. Unicast sends data to one address. Multicast send data to 

whole of the group, while Anycast send data to any member of the group. By using 

Anycast address the Internet Protocol sends the data packet to the nearest interface. 

In addition, For the sake of the source address, Anycast cannot be used. If any 

Unicast address will be configured on more than one interface it will be 

automatically become Anycast address. [8] 

1.4.6 Other Type of addresses 

Loopback addresses 

IPv4 and IPv6 both have loopback addresses. One change in IPv6 is their size. Any 

node can send packets to itself by using this address (::1 or 0:0:0:0:0:0:0:1). 

Unspecified addresses 

:: or 0:0:0:0:0:0:0:0 is a type of unspecified address. In IPv4 this address is written in 

0.0.0.0 format. This address cannot be assigned as destination address. 

Compatibility address (6to4 address) 

6to4 address is used when exchange of data between the two computers (IPv6 and 

IPv4) over IPv4 network Infrastructure is needed. 
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2 Network Design Fundamentals 

2.1 What is a Design? 

First of all we should understand what design is and what should any best design 

provide? After that we will examine whether our sketched design is standard or not? 

Does it prevent and authenticate the entire network? Let us name it planning for the 

creation of anything. We want to build a house. The first thing we need is a good 

plan for the building and for all the procedure (does not matter who plans it you 

yourself or any special architect). With all important needs (including electricity, 

water sanitary system, gas connections etc.) designing is base for everything. If the 

base of your house is solid the building will be solid and if the base is not strong 

then the result could be a disaster. The design should be according to your 

requirements, budget and needs. Same is true about designing any network. Basis of 

the network should be solid enough to meet all the requirements and any future 

threats. [9] 

2.2 Rules for Designing a Network 

To achieve this task we can take help from PDIOO network model. This is a Cisco 

standard for designing and modelling any kind of network. This is acronym of 

following different phases. [9] 

 Plan Phase 

 Design Phase 

 Implement Phase 

 Operate Phase 

 Optimize Phase 

2.2.1 Plan Phase 

The planning is our first step towards our thesis work. During our work we 

determined the different needs (LAN, WLAN, security, servers etc.) for our plan. 

Gathering information about the old network, getting requirements from the 

customer and estimating future expansions is comprised in this very first phase. 

2.2.2 Design Phase 

Second phase of modelling a network is actually design it to fulfil the plan phase 

information. There are many reasons behind this decision that why we considered 
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this architecture best for our thesis work. Reasons like scalability, redundant paths 

for the data and especially the security makes our network novel. 

 

Network Design Cycle 
Fig7: [10] 

2.2.3 Implement Phase 

When the planning and designing of the network is completed according to 

demands and needs, then comes the stage of implementation. In this stage all the 

networking apparatus is connected and configured to meet the previously 

discovered need and requirement. 

2.2.4 Operate Phase 

One common thing has been observed that easy taken tasks could be complicated. 

We thought the implementation of different servers (DHCP and DNS servers etc.) 

with IPv6 should be an easy task. But we had to work very hard in this part of the 

thesis. This made our work more valuable because this was a testing period of all 

previous work.  

2.2.5 Optimize Phase 

Discovery of problems and their solutions were the main problems at this stage. The 

problems like servers, IPv6 addressing and windows server 2008 were solved. 

Otherwise the complete reconsideration and redesign was essential. 
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Fig8: Network design procedures 

 If we compare our work with PDIOO model then we can say that our effort is 

entirely appropriate to it, because, it fulfils all the fundamental requirements and 

tasks. 

2.3 Network design requirements 

How should any campus network design looks like? Earlier a building example was 

given. If the idea and theme is clear then the start must be positive in order to 

achieve the goals. Now we come back to network design scheme. May be the 

designing of any campus is not interesting as compared to other designs (IP 

telephony network, wireless network). If the planning and designing is not solid 

then the applications (which are actually service dependent IP telephony, video etc.) 

will face serious problems. We focused on IPv6 addressing scheme, protocols, 

security (Firewall), servers installation (Active Directory, Domain Controller, DNS, 

DHCP, Web Server) and QoS. While no tasks have been given by the network 

administrators of Högskolan i Halmstad, all the earlier focused points were choose 

after the conversation with the thesis supervisor. [9] 

2.3.1 Business Requirements 

Requirements for a network are interesting point of this part. One thing is clear-cut 

that QoS and security both are not definite goals and applications of any network. 

Simply both of these are services and these services facilitate other applications. 

Security is now integral part of any good structured network. Budget issues, staff 

issues, legislative issues and policies are related to business issues in any network. 

Note- In this particular thesis we do not have all the business requirements 

regarding Högskolan i Halmstad. 
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2.3.2 Switches Requirements 

Switches are one of the important parts of campus network. Switches have replaced 

hubs very well and proved that they are collision free. Switches and routers both 

play an important role in any network. To reduce the cost in the network multilayer 

switches (Layer three switches) are being used. Because layer three switches have 

replaced routers cost effectively and they perform switching tasks as 

well.  Furthermore switches help in many ways (VLAN, extend LAN, STP, Express 

forwarding etc.). 

Our network comprises and works mainly on switching. That’s why figuring out 

requirements relating switches and switching technologies is very important.  

VLAN 

A feature of switch is that it divides network into logical segments using VLANs. In 

the same way its configuration and implementation is done in software. Suppose we 

have two switches. Switch A and Switch B. These both switches have one common 

VLAN VLAN3). In this situation both the switches are able to talk with each other. 

And no other VLAN is able to see this broadcast. To be able to see this conversation 

some other settings must be configured on the switches. [11] 

Need of VLAN 

Interesting question is why we need VLANs in our network? If the network is large 

then it is essential to use VLANs in it. Then another question comes what is the 

identity of a large network? VLAN limit broadcast. For instance a network has 200 

computers. These computers belong to different users or groups. In the case of 

broadcast every computer will receive the message. It does not matter who actually 

needs it. This is wastage of bandwidth. VLAN solve this issue in a gentle way that 

VLAN divides users or groups logically and in the matter of broadcast only the 

relevant group will receive it. We are using IPv6 in our network and as we wrote 

earlier IPv6 does not use broadcast. Thus in this way IPv6 has already solved this 

problem. We can say form the performance point of view that the use of VLAN goes 

in the favour of the network. We have used different VLANs as well. [11] 

Spanning Tree Protocol 

We have redundant links to each destination in our network. It sounds good and 

interesting. But what is the fastest way to send the data to its destination? 

Furthermore how you will overcome the problem of link failure and loop 

occurrence? To give answers of all these questions we decided to use STP. It works 

on the layer two levels but has some capabilities of layer three. Another feature of 

this protocol is that multiple links to the one destination are not used. The data is 
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always forwarded through Root Bridge (primary link). If it goes down then STP uses 

non root bridge. [12] 

Inter VLAN Routing 

When layer two switches are being used in the network then the network demands 

any layer three enabled device as well to perform routing tasks. It does not matter 

which device provides the routing functionality, either any router or a layer three 

switch (multilayer switch). Why do we need routing enabled device in the network? 

Suppose we have two VLANs (10, 20) and two switches (S1, S2) in our network. S1 

sends data to S2 on VLAN 10 from VLAN 10. In this situation we do not need any 

kind of routing. But if the S1 sends data to S2 on VLAN 20 how the multilayer switch 

will come to know that this data is for VLAN 20 form VLAN 10? This task is 

achieved by configuring Inter-VLAN routing. The Layer three devices associate the 

frames with the proper sub interface and decode the frame payload (the IP packet). 

Then multilayer switch performs layer 3 processing based on the destination 

network address (contained in the IP packet) to determine which sub interface 

should forward the packet. The IP packet is now encapsulated in a dot-1Q frame that 

is tagged with the VLAN identification (ex VLAN 20) of the forwarding sub 

interface. 

2.3.3 Routing Protocols 

After planning and designing requirements the main thing in our network was the 

routing protocols. By using routing protocols, the routers learn about the paths to 

their destinations. But the routing protocols have their advantages and 

disadvantages as well. The adaption of any protocol depends on the network 

topology. [9]  

2.3.4 Wireless Network Requirement 

Security of WLAN 

A wireless network can open up a whole new world of opportunities and extend 

access to information for the company well beyond the traditional confines of a PC 

tethered to a power outlet and Ethernet connection.  Unfortunately, an unprotected 

wireless network can also open up your sensitive private information to a whole 

new world of ill-intentioned opportunists.  Today we'll look at why it's essential to 

secure your wireless network as well as some of the most effective options for 

protecting your network and its sensitive data. 

If the wireless network is unsecure then it also gives chance for the misusing the 

internet connection like sending or receiving the illegal information like pirated 
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software, music, or even pornography. An unprotected network makes much simple 

for anyone with less positive intentions access shared files and resources on the 

networked computers and servers as well obtain log-in information. 

In this context the most popular method for securing the wireless network is to 

implement encryption. Recently Wired Equivalent Privacy (WEP) and two versions 

of Wi-Fi Protected Access (WPA and WPA2) are the commonly used methods using 

for encryption. Of these methods, WEP is the oldest and least secure, and almost all 

wireless experts advise utilizing WPA or WPA2. We use WPA and WPA2 in our 

case. 

If company requires more security then multiple security methods are used. These 

methods make unauthorized access to wireless networks more difficult. This acts 

adversely in minimizing the risk of compromised data and making the management 

more difficult. Once you have experienced how quick and simple it is to add WPS or 

a similar encryption method to the wireless network, consider adding additional 

measures that are relatively easy to implement 

Optimization of WLAN 

These days specially increase in number of mobile devices (Laptops, IPAD and 

Smartphones etc.) it is hard to imagine life without wireless networks. Wireless 

LANs make it possible to be more productive and accessible than ever before, and 

yet there are few thing as frustrating as a sluggish wireless network that you just 

can’t seem to get up to proper speed. We concentrate some of the common issues 

that degrade the wireless network performance. 

WLAN Interface Minimization 

The ideal position for the router and access points are located in the central location 

with clear sight lines to the computer or network recourses that will be connecting to 

the WLAN. We referred to setup them in the area that is elevated and unobstructed- 

that, off the floor and away from walls and metal objects such as metal file cabinets 

WLAN Technologies 

These days there are four main wireless technology standards, each of which offer 

varying maximum speeds, signals strengths, potential for interface, and of course, 

cost. The most recent 802.11n offers the great potential speed and maximum 

distance, but also one of the highest costs. Our university is already using this 

technology so we preferred to use this technology. 
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WLAN Performance Consideration 

Attenuation, or other signal loss over time and distance, computer or other recourses 

which are far away from the AP can experience the poor performance as well as 

wireless connectivity issues. If there is serious problem then we have option to add 

wireless repeater, which strengthens the signals and can provide better performance.  

2.3.5 WAN Optimization 

The best WAN optimization solution will help us to prioritize traffic and also allow 

us to use the bandwidth in the efficient way. With WAN optimization we can 

manage the traffic e.g. we can block the unwanted traffic (both inbound and 

outbound). We can also give the priority to some special clients or can enforce many 

other related policies. 

For our remote clients we can make VPN (Virtual Private Network) or we can also 

use MPLS (Multiprotocol Label switching) for avoiding packet delivery issues in 

shared WAN environments. The WAN optimization is very important for 

organization that transmits business-critical data over public network. 

Better WAN optimization solution will help to manage the flow of data on WAN. 

Some specific technology include data compression, data prioritization, streaming 

data protocol, deduplication to eliminate redundant data transfer, cashing VPN 

tunnelling etc. 

In our thesis we used QoS of prioritize the traffic and we give voice and video traffic 

a high priority. Now we have not remote clients so we do not focus on VPN but in 

future if we require we can also implement this. 

2.3.6 Conclusion 

This long discussion shows that we can say our adapted design is responsible, 

efficient, adaptive and not only accessible but also secure. 

2.4 Characteristics of a Scalable Network 

Any network must have five unique features, and these five features make any 

network scalable. These features are [13] 

 Reliability and Availability 

 Responsive 

 Efficient 

 Adaptive 
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 Access and Secure 

2.4.1 Reliability and Availability 

Any user should be able to access the network at any time. Network availability 

makes it possible that any user can use the service. Reliability means that users 

should have trust on it that data is coming from a genuine source and there is no 

possibility of important information leakage. If one link goes down then the network 

must provide some another link (redundancy). The routers can perform these tasks 

easily. Another advantage of redundant links is that they provide multiple links for 

the data to reach its destination. We can say that the redundant links not only take 

action in the situation of link failure but also they provide services in daily routine as 

well. This increases the availability of the network.  

2.4.2 Responsiveness 

Network must be responsive. Obvious every one wishes that response should come 

quickly from the network. Critical and sensitive traffic should be treated especially. 

The question arises in mind how is this done? The queuing is very famous method to 

solve this problem. Many techniques can be used e.g. Priority queuing, Custom 

Queuing, Weighted fair queuing etc. In these techniques the packets are tagged 

(scheduled). This gives special treatment to the critical traffic.  

2.4.3 Efficient 

Bandwidth is very expensive. Extra and unnecessary traffic within the network is 

wastage of the assets. A network should be efficient enough to save the organization 

assets. One way is that unnecessary traffic should be stopped to travel in the 

network, because it increases the routing table and routing updates. Access lists 

route summarizing and incremental updates are best options to make network 

effective. 

2.4.4 Adaptive 

A beauty of scalable network is that the network must be adaptive and it should 

control the coexistence of many routing protocols (IPv4, IPv6). Network should 

adapt the changes quickly in order to response quickly. Because if the network is too 

slow to adapt the changes then it means there is something wrong with 

configuration. 
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2.4.5 Access and Secure 

As we wrote earlier that it is right of every user to be able to get access to the 

network. Now if the user is inside the organization one can be connected through 

LAN. The remote users may access using WAN. Privacy should not be violated 

without reasonable suspicion of criminal activity. Access to the network must be 

secure. Trust building is very important. The network must be secure enough to 

prevent the important data in any organization. 

We have proved that our adapted network is well structured and well scaled and 

has all upper mentioned characteristics.  

2.4.6 Security Threats 

Both IPv4 and IPv6 have almost same ordinary attacks and threats. New version is 

also facing malicious attacks (Logic bombs, time bombs, rabbit or bacteria, Trojan 

horse, virus, worm, trapdoor/backdoor) Man-in-the-middle, DoS, Buffer overflow 

etc.  

2.4.7 Network Management 

Network Management is the act of management of all the existing resources within 
the Network. Many kinds of hardware and software are available to help the 
administrator so that he can deal with this issue of Management. These tools can 
help to manage security and authorization (by allowing access to authorized user 
and denying unauthorized requests), How to secure wireless resources, what type of 
network is needed and as well as the right topology [26]. 

2.5 Network Topology 

If we just start with setting up a new network for the university then there is 

seemingly endless array of the possibilities. But the good thing for us is that we have 

already a basic network which already is working. In this network both wired and 

wireless client are working so we just make this basic infrastructure. We feel we do 

not need to change this infrastructure. 

It refers to layout or design of the network and how different nodes are connected 

with each other and how they communicate. Follow are the different network 

topologies. 

 Mesh Topology 

 Full mesh topology 

 Partially mesh topology*  
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 Star Topology 

 Bus Topology 

 Ring Topology 

 Tree Topology 
*We are using this topology in our network. 

2.6 Network Security Appliances 

NSA (Network Security Appliance) not only makes the remote management easy 
but also reduces the expenses. It is nothing more than a Computer and allows 
internet connectivity and some other activities (Business etc.) in spite of all it does 
what it should to do. This device offers fast installation, is user friendly (easy to use) 
moreover it is manageable through the web browser. These devices are becoming 
popular and becoming an alternative for the software network security based 
software. 
 
UTM (Unified Threat Management) devices or equipment assimilate many security 

features in only once device (Anti-virus, Firewall, IDS, and IPS). For this reason we 

preferred to use UTM platform for security [27]. 
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3 Project Implementation 

3.1 Hierarchical Network Model 

Our approved network is three layered hierarchical model.  To scale, manage and 

provide flexibility to the network this scheme was used.  According to this design 

network can be divided into three blocks (Access, Distribution and Core layers). 

Each layer has its tasks and they are providing different services. 

Benefits of using this approach are given as [25] 

 Sometimes trouble-shooting becomes necessary. To be able to perform it the 

network should be straightforward and simple minded. 

 Hierarchical Network abates the Configuration errors. The cookie cutter type 

configuration helps to reduce the administrative concernment. 

 One best offer of this model is the migration and exchange or switching to 

another network. 

 This hierarchical pattern ensures smooth traffic. 

 It helps to boost the load balancing and redundancy. 

 It makes the administrative tasks easier because it helps a lot in 

troubleshooting and buoys up the network. 

Due to all these points this scheme was necessary to our work. Any network which 

is not well structured and does not fulfil the hierarchically requirements cannot 

perform efficiently. How hierarchical can help in network? First we must 

understand the roles of these layers in our network. [14] 

 Core Layer 

 Distribution Layer 

 Access Layer 
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Hierarchical network model 
Fig9: [15] 

3.2 Core Layer 

Our campus is located at multiple geographically dispersed building and fibre-optic 

run between the buildings. The core layer in our network is a critical part of scalable 

network. We try to make our network as simple as we can. The fault and control 

domain are the responsibility of distribution layer. The core is responsible of the 

7x24x365 nonstop connectivity between them. 

It is also called the backbone of our network. Main duty of this layer is to pass the 

packets as quick as possible. Our core layer is responsible for connectivity and it has 

to provide availability.  It is also concerned with trusted exchange of the data.  
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 Concept of hierarchical network model 
Fig10: [14] 

3.2.1 Components of Core Layer 

In our topology we use two layer-three switches at distribution layer, which are 

named CS 1 and CS 2. We use Cisco firewall between switches and the ISP provider 

(SUNET). We plan to stop all the unwanted traffic before it comes to our network. 

Both these switches are connected with the firewall. It is assumed that ISP will give 

us IPv6 pool for our network. IPv6 pool is coming through ISP’s routers. These two 

switches are used for load balancing and also they act as redundant path if required. 

For our network we decide to take 1500 IPv6 addresses from the ISP. So for this we 

divide half traffic from switch 1 and half from switch 2. And also in 1500 around 700 

clients we need for the wired clients and about 800 IPs we reserve for wireless 

clients. We take 2 + 2GB bandwidth connection from ISP. Because recently our 

university network is using 1 + 1 GB links. And according to our network 

administrator they hardly use half of its bandwidth. So double the bandwidth that is 

much more for the future needs as well. 

Switch 1 

This switching is working on core layer. Fa 0/1 is connected with Distribution 

switch of building A and its Fa0/2 is Connected with building B. its ports Fa 0/3, Fa 

0/4, Fa 0/5, Fa 0/6 are connected with building C, D, E, F respectively. Its all ports 

trunking ports. Fa 0/9 and fa0/10 are connecting with server switches and also 

Fa0/11 and Fa 0/12 is connected with internet.  

We set VTP mode server. We created VLANs on this switch in the following manner: 

 VLAN 5   Wireless clients 

 VLAN 10  Building A 

 VLAN 20  Building B 

 VLAN 30  Building C 

 VLAN 40 & 50 Building D 
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 VLAN 60  Building E 

 VLAN 70 & 80 Building F 

 VLAN 90  Varberg Campus 

Building D and F have more clients so these are given two VLANs each. Varberg 

campus which is situated at a distance is connected through VLAN 90. After making 

VLANs on this switch we assigned addresses to all VLANs. Then we enabled inter 

VLAN routing on this switch. 

Once we check that all other switches get VLAN from this switch. They can send and 

receive traffic from different VALNs after enabling IP routing on this switches. Now 

it time to think about load balancing and redundant path. 

In switching network looping is the biggest problem and for we can use Spanning 

tree protocol (STP).but on STP each VLAN need a spanning-tree instance and make 

load on switches. So we planned to implement Multiple Spanning-tree protocol 

(MSTP). MSTP enables multiple VLANs to be mapped to the same spanning-tree 

instance. In our project MSTP provides multiple forwarding paths for data traffic. 

Following are the summary steps of our implementation of MSTP on Cisco Catalyst 

3560. 

Enable 

Configure terminal 

Spanning-tree mst configuration 

Instance [ instance-id VLAN VLAN-range] 

Name name 

Revision version 

Show pending 

Exit 

Spanning-tree mode mst 

End 

Show running config  

Copy running-config startup-config 

For redundant path we used HSRP on VLAN-Based implementation on Cisco 

Catalyst Series (CatOS) switches with internal layer 3 routing modules installed and 

running version 12x of the IOS. On switch 1 we configured HSRP (Hot standby 

Router Protocol) version 2 for load-balancing and fault-tolerant. On this switch we 

give highest priority for the student clients group which was 150. Then we set 
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priority for the management groups which was 120 and the least priority for the 

teacher group which was 100. The student client’s traffic goes through this switch. In 

case of the fault or any ways if the link is broken, then the traffic is automatically 

transferred on the other path. 

 Following are the summary step for configuring HSRP. 

Enable 

Configure terminal  

VLAN ID 

IP address 

Standby [ group-number] priority priority 

Standby [group-number] preempt [ delay ] 

Standby [ group-number] IP [ IP-address [secondary]] 

End 

Show standby [all][brief] 

Show standby type number [group-number | all] [brief] 

Two gigabit ports are connected with ISP router. We take 2GB bandwidth for this 

switch. And we also make VLAN for the wireless clients. We do this only to make 

these clients separated from the rest of the network.  

Switch 2 

This switch on core layer gets VLANs from Switch 1. We also make all the ports as a 

trunking ports. Fa0/1 is connecting with port Fa0/2 of the switch A. Port Fa 0/2 of 

this switch is connecting with Fa 0/2 of switch B. Fa 0/3 is connecting with Fa 0/2 of 

switch C. Fa 0/4 is connecting with Fa 0/2 of switch D. Fa 0/5 is connecting with Fa 

0/2 of switch E. Fa 0/6 is connecting with Fa 0/2 of switch F. Fa 0/7 is connecting 

with Fa 0/7 of switch 1 of the core layer. 

On switch 2 we also configure HSRP version 2 but the priority is different. We set 

highest priority to teaching clients group that was 150 and then the management 

group which was 140. We set least priority to the students. So that only in case of 

problem all the traffic comes on this link otherwise other traffic takes on other link 

Same like the switch 1 we also make 2GB link from the ISP for this Switch. Also we 

make a VLAN for the Wireless user on this switch.  
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3.3 Distribution Layer 

In our network the distribution layer serves as an accumulation point for multiple 

access layer switches in the campus. This layer is also responsible for the 

connectivity between core layer and the access layer devices.  

This layer provides scalability, security and redundancy to the network. We also 

implemented the policy of our network. We stopped port 25 and also blocked 

initiation of any services generated from the clients. Firewalls are used for security. 

Furthermore we also created fault domain that is for the failures or network changes 

to those parts of the network directly affected. 

Role of switches  

We uses distributed layer switches as shown in diagram 3.-7. Later we will describe 

the role of each DLS in detail. 

Switch A 

In our project switch A is representing the building A. We make port Fa 0/7 as a trunking 

port which is connect to layer 2 switch of access layer. Port Fa 0/1 is connecting with port Fa 

0/1 of CS1 and port Fa 0/2 is connected with Fa 0/1 of CS2. We made these two ports as a 

trunking port. We access VLAN 10 and also VLAN 5 from core layer switches. MSTP and 

HSRP are implemented for the access layer switches. 

Switch B 

In our project switch B represent the building B. We make port Fa 0/7 as a trunking port 

which is connect to layer 2 switch of access layer. Port Fa 0/1 is connecting with port Fa 0/2 

of CS1 and port Fa 0/2 is connected with Fa 0/2 of CS2. We also make these ports as 

trunking ports to access VLAN 20 and VLAN 5 form the core layer switches. MSTP and HSRP 

are implemented. 

Switch C 

In our project switch C represent the building C. We make port Fa 0/7 as a trunking port 

which is connect to layer 2 switch of access layer. Port Fa 0/1 is connecting with port Fa 0/3 

of CS1 and port Fa 0/2 is connected with Fa 0/3 of CS2 which are also trunking ports. We 

access VLAN 5 and VLAN 30 from core layer switches. MSTP and HSRP are implemented. 

Switch D 

In our project switch D represent the building D. We make port Fa 0/7 as a trunking port 

which is connect to layer 2 switch of access layer. Port Fa 0/1 is connecting with port Fa 0/4 

of CS1 and port Fa 0/2 is connected with Fa 0/4 of CS2.we made these ports as a trunking 

port so we get VLAN 40, VLAN 50 and VLAN 5 from these ports. MSTP and HSRP are 
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implemented.  

Switch E 

In our project switch E represent the building E. Moreover it is also connected with our 

Varberg campus. We make port Fa 0/7 as a trunking port which is connected to layer 2 

switch of access layer 

Port Fa 0/3 and Port Fa 0/4 are also trunking Ports. But they are connected with Varberg 

campus switches. Fa 0/3 is connecting with Fa 0/1 of VS1 and Fa 0/4 is connected with Fa 

0/1 of VS2.  

Port Fa 0/1 is connecting with port Fa 0/5 of CS1 and port Fa 0/2 is connected with Fa 0/5 of 

CS2. From these ports that are also trunking ports we are access VLAN 5, VLAN 60 and VLAN 

90.  MSTP and HSRP are implemented. 

Switch F 

In our project switch F represent the building F. Moreover it is also connected with our 

Varberg campus. We make port Fa 0/7 as a trunking port which is connect to layer 2 switch 

of access layer. Port Fa 0/1 is connecting with port Fa 0/6 of CS1 and port Fa 0/2 is 

connected with Fa 0/6 of CS2. Which are also trunking ports, we are accessing VLAN 5, VLAN 

70, VLAN 80 and VLAN90 from these ports 

Port Fa 0/3 and Port Fa 0/4 are also trunking Ports. But they are connected with Varberg 

campus switches. Fa 0/3 is connecting with Fa 0/1 of VS1 and Fa 0/4 is connected with Fa 

0/1 of VS2. MSTP and HSRP are implemented.  

3.4 Access Layer 

In our network the access layer is the point at which user-accessible (both wired and 

wireless) and user-controlled devices are connected. In our case it also contains 

features and services which ensure security and resiliency for the entire network 

3.4.1 Device Connectivity 

This layer provides user-controlled and user-accessible device connectivity. We use 

many different devices to connect on this layer. These devices can include personal 

computers, IP phones, wireless access points, IP video surveillance cameras, servers 

etc. Although access layer is capable to support many logical networks on one 

physical infrastructure, but for the best performance, management and security 

reasons we segment all our different devices. 
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3.4.2 Resiliency and Security Services 

The goal of resiliency and security services in our infrastructure is to ensure that the 

network is available to all the users without any problem. The reason is that it is a 

connection point between network and client devices. In our project its role is 

ensuring the network is protected from human error and from malicious attacks. It 

also makes sure that the devices connected to the network do not attempt to provide 

services to the rest of the end users. It also verifies the devices to allow on the 

network when required (especially in case of wireless devices).    

3.4.3 Components of Access Layer 

Server Farm 

Servers play a pivotal role in any network. Due to their importance it is crucial to 

plan ahead their design and placement in our network model. 

We are using centralized server farm to allow easy maintenance, support, security 

and scalability. It is positioned as a complete separate distribution block which is 

also attached directly to the core layer. Layer 2 switches have been used to connect 

all these servers together and ultimately to the core layer. This hierarchal connection 

provides following benefits: 

 Intelligent forwarding towards the network requiring different services 

 Fast convergence 

 Usage of access lists on layer 3 switches to provide security 

 Server to sever traffic is kept within one block to make our network more 

efficient and secure 

 Highly scalable 

 Ease for using multicast  

Description and roles of the servers which were configured and used in our network 

is given as follows: 

 Active Directory Server 

 Domain Controller 

 Domain Name Server 

 Dynamic Host Control Protocol Server 

 Web Server 

 File Transfer Protocol Server 

We have used different operating system environments to run these servers which 

are as follows: 



35 | P a g e  

 

 Microsoft Windows Server 2008 

 Linux Ubuntu 

 

Role of Windows Server 2008 

Window server 2008, also abbreviated as “Win2k8” is one of the Microsoft windows 

servers line of operating systems. It was officially released by Microsoft Feb 27, 2008. 

It is the Server successor to window server 2003 which was released five year before. 

A second release named Window Server 2008 R2 is also released afterwards. 

 

Fig11: Windows 2008 Server Desktop Screen 

One of the biggest reasons that we used Window Server 2008 is the inclusion of IPv6. 

Although IPv6 is the part of the Microsoft Window series since Window 2000 but in 

Window 2008 is the first version of version of Windows to enable IPv6 by default. 

we have option that we can use IPv6 and IPv4 run parallel to each other. But we 

already considered that in our network we get IPv6 from ISP. In our project we used 

only IPV6.In this thesis work we add following features of the window server 2008 

 Server Core 

 Active Directory role 
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 Failover Clustering 

 Self-healing NTFS 

 Hyper V 

 Window System Resource Manager 

 Server Manager 

In thesis work we configured some basic role on window server 2008 machine like 

Domain controller/ Active Directory Domain Services, ADLDS (ADAM), DNS 

Server, DHCP Server, File Server. 

 

Active Directory 

It is also known as AD. In our project Ad is widely used in Network.  Whole 

network was monitored by Ad. In this way the hierarchal notion of the network is 

available. With the help of AD we create different users and give them permission as 

well as restrictions for certain applications. [16] 

How is it used? 

If we planning related to small network, tasks like install new software’s or upgrade 

existing one are not a big problem. Network Administrator can complete these tasks 

easily by going to each machine directly and completing the tasks manually. But 

when we talk about the large organizations, like our project where network is big 

and manually up gradation is not possible for any Network Administration, in this 

situation Network administrator takes help from AD by upgrading one object in a 

forest or tree. In our network, we have different kind of users. We are also providing 

network services to Varberg campus. Of course each user has different permissions 

and restrictions. We give different permission or deny access to any user for certain 

application. All these tasks are accomplished by using AD because AD stores the 

information about users in the network. Briefly in our project AD helps to keep the 

network organized and store the information effectively. 

 Domain Controller 

 In the domain provide and control the different services (print, mail etc.) to hosts 

are the responsibilities of DC. On DC Active Directory Domain Service (ADDS) 

should be installed and it runs the version of windows server operating system [17]. 

Roles of Domain Controller 

In this thesis work the tasks like storage of directory data or control of the 

communication in between domain and user are handled by ADS. Domain 

controller gives those tasks to ADS [18]. DC grants centralized guidance and care for 
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all the resources. Like users, computers, group and group policy etc. Domain 

controller acknowledges users and look after directory services and also the secure 

database for a domain. 

 

Active Directory Domain System 

In the thesis we make four different kinds of the clients that are 

 Wireless clients 

 Student clients 

 Teacher clients 

 Management clients 

They all have different policies which we discuss below 

Wireless Clients 

First of all we make wireless clients in our network, wireless clients do not need to 

use much network recourses e.g. print server, FTP server, or SAM etc. Wireless 

clients connect with access point (AP) which was link with the switches in the access 

layer. For the wireless clients we have a separate VLAN which was VLAN 5. When 

the wireless client want to connect our network first the request go to AD for the 

authentication. When AD authenticate the client then is can use the network. Wireless 

clients do not using or university systems so they have right to do what they want to 

do on their own system. They can upload or download software or anything they 

want to do their own systems. 

For security point of view we do not let wireless user to use our network fully – So 

we do not give permission to them to access printer server or FTP or web server or 

SAM. If they need to access our university web side or mails they can use through 

internet as we access in our home. Other word they will only use Internet as we use 

in our home. Although they are authenticated through our network but still they are 

untrusted clients. We cannot trusted on their system only this reason we use the 

policy like this 

Student Clients 

For the students we make a different policy. Actually they are the client who is 

connected through our wired network. So they are using our network recourses. 

These clients first authenticated through ADS. Once they have authenticated them 

they can use printers, scanners, or SAM. Every Student client have there have own 

storage area which consist of 50 MB where these clients can store there personal 

data. 
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These clients can access all the software that is installed on the system but they have 

not permitted to change them. In short we can say they are simple users and they 

have only read only permission. If they need to save some data so they can use their 

own personal storage area. They are not allowed to save anything on the system. 

 

Fig12: Network Clients Model Representation 

Teacher Clients 

The basic rights of the teachers are same as the student have but they have some 

more rights like they can use print server directly they not need to pay for it. And 

also if they required some specified software, they will request the management so 

that will be arranged. And if the need to make changes then they can do it and 

students cannot do that. And more over them have more space than the students 

Management Clients 

They are the management staff of the different departments. They have certain 

special right which depends upon their requirements.  
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Moreover we make about 200 clients as management clients and around 737 clients. 

In which 245 are as teachers and rest of all clients are students. Also about 800 users 

are wireless clients. If any clients have any problem he can contact with management 

staff. Management staff will also work as a helpdesk. 

DNS Server and its Functions 

It is also known as domain name system/service/server. The computer understands 

the language of 0 and 1 (binary language). When we write any website address in 

the Uniform Resource Locator (URL) of our web browser then the work for the DNS 

starts from this stage. DNS translates our written words into machine readable 

language (digits) and vice versa. DNS solves this problem efficiently. For example, 

when we write Error! Hyperlink reference not valid. (The address of Halmstad 

University) First of all the browser tries to get the Halmstad university IP address 

(192.47.12.29/ 2002:C02F:C1D::). Because this IP address will be used as 

destination address. When the Halmstad university server has received the client 

request then it will take client address as source address. DNS also assigns domain 

names. 

 

DNS is an essential part of our network. The reason is that our server should be 

available from outside of the entire network (Web server , mail server) in this case 

these servers must be published in an external accessible DNS server, so we  using 

static address, that does not changes often and is unique on the internet. Understand 

the Domain name is a hard nut to crack for internet. That’s why domain name 

resolving is important (translate domain names in IP addresses). [20] Domain Name is 

badge and governs or controls in the internet. We can say a Domain name positions 

DNS Server functionality  
Fig13: [19]  
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any enterprise on the internet. [21] It is seen that Domain Names are easy to 

remember weather less IP addresses. DNS helps a lot in the matter of IPv6. Because 

IPv6 addresses are too lengthy to remember as compare to IPv4. To assign domain 

names and then convert those names into IP addresses for every domain is the duty 

of ANS (Authoritative Name Server). [22] Without DNS internet cannot exist and 

could collapse quickly because it is the biggest database for the internet. Moreover 

every network needs DNS server. It shows that DNS is an essential part of Every 

Network. When we wish that our server should be available from outside of the 

entire network (Web server , mail server) in this case these servers must be 

published in an external accessible DNS server (mostly running at the ISP), using 

static address, that does not changes often and is unique on the internet. 

 

DHCP 

(Through RFC3315 International Engineering Task Force (IETF) has standardized 

DHCP configuration forIPv6. [23] In our project we have many options for assigning 

addresses to computers because IPv6 enabled devices need a way to select which IP 

address they are using, just like IPv4. IPv6 provides several ways to do so which are 

as follows: 

 Manual Configuration 

 Stateless Auto configuration ( SLAAC) 

 Cryptographically Generated Addresses 

 DHCPv6 

We decide to use DHCPv6 for this purpose and following are some of the reasons 

for this: 

 It allows central managements, so administrator can know which address is 

use at which time. 

 Administrator can use similar tools for IPv4 and IPv6 network management. 

 It is easy for the DHCPv6 server to set up DNS and many other services. 

 Entire Prefixes, for example a /48 or a /64, can be delegated, instead of single 

addresses. 

 Other kind of configuration, other than addresses is easy to transmit for 

example until now there was no way to transfer information about local DNS 

recursive resolver except through DHCPv6. 

 Administrator may configure DHCPv6 to grant specific parameters to 

different groups or even single users. [24] 
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 A simple way is that DHCP can be used to assign IP addresses automatically. For 

this we create pool and we exclude few addresses from the pool. For our 

management staff  

 In this way a pool is created (that give option to include or exclude address range) 

and every time any computer is started it gets IP address from that specific pool 

without configuring manually addressing. Or simple we can say that we save few 

IPs for our static uses.  

A local area network receives a request from the IPv6 client to find existing DHCPv6 

Server. IPv6 Multicast address is used for this point. All this is accomplished by 

using Solicit and Advertise messages. After that DHCPv6 client requests parameters 

to DHCPv6 server and get inquired information with reply message. 

 

DHCP Server Operation  
Fig14: [23] 

 

Once the client has got an IP address then each next time the client tries to get the 

same IP address. Server can accept it and also deny it. Until the lease time is not over 

it is assumed that the address remains the same. When half time of lease is passed 

away the client automatically tries to extend the lease. Suppose server refuses to 

extend it more than the client repeats whole the process again. 

 

Linux Ubuntu 

To make our network more novel and versatile we have also configured and added 

Linux Ubuntu server into our server-farm, because Linux servers are supposed to be 

more secured and customizable. In this project our focus was to implement and test 

every possible network device in our environment. There are many Linux 

distributions available out there which are equal in their properties. We have chosen 

Ubuntu as our working platform and installed a dedicated server edition. 
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Fig15: Ubuntu Linux Server Installation 

Apache Web Server 

On this Ubuntu Linux server we configured Apache Web server. Apache web server 

is among the most popular open-source HTTP server of the modern times. Its 

features are its speed, stability and a wide configurability. To make it work with 

IPv6 there was just one simple setting to make which is as follows: 

Listen [2001:db8::a00:20ff:fea7:ccea]:80 

Other than this there was not much difference in making this server work for us. 

3.5 Implementation considerations 

Our campus network architecture establishes a framework that securely, reliably 

and seamlessly connects our clients together anytime, using any device to any 

resource. Our architecture combines a core network with integration of productivity-

enhancing advanced technologies, including real time collaborative applications and 

IP Communications, mobility, security and video communication. This combination 

helps to create a network which is highly scalable, available network which is easier 

to adapt to the different changing requirements. 

Our network consists of different buildings which are located geographically 

dispersed. Varberg campus is located at some distance compared to other campus 
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buildings which are located within small premises. Varberg campus is connected 

with 100 Mbit link to the core network. Core network connects all these campus 

building distribution layer blocks together with the server farm and to the internet 

edge which connects the whole network to the outer world through our Stockholm 

(SUNET) ISP. 

To avoid the confusion we have divided the implementation in different parts and 

we will discuss each of them in detail in the following section: 

 Addressing 

 Physical connectivity 

 Switching 

 Routing 

 High availability 

 Management 

3.5.1 Addressing 

IPv6 addressing architecture and types have been discussed in much detail in the 

introduction section. Here we are going to discuss the part which is more related to 

practical implementation in our scenario. 

IP addresses are allocated in blocks to a regional registry (RIR) which is RIPE in our 

case. This registry will allocate addresses down to ISPs, ISPs to customers and so 

forth. By default the registry will allocate a /32 to an ISP and the ISP is supposed to 

allocate a /48 to a customer. This is depicted in the following figure. 

We are following the thought that a /64 prefix for p2p link is wastage of resources. 

So we are using /126 for this purpose.  
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Fig16: IPv6 Addressing and subnetting rules 

Subnet 

IPv6 have large address spacing but it does not mean that we will not manage these 

addresses in a proper way. Therefore all IP addresses are allocated in large blocks to 

a regional registry. These then allocates address down to ISPs, ISPs to organization 

and so on. By default ISP get /32 IP address from registry and ISP are supposed to 

give /48 to the organization, and further organization handle the address  

In our project we suppose that we get /64 address from SUNET (ISP). We have 

almost 1.8 x 1019 addresses. We need to use these addresses efficiently. For all this 

reason we need subnetting. As we already mentioned above that we have different 

VLANs. So we make small network detail of the subnets are given below 

 VLAN5   2001:DB8:0:C000::F800/117 

 VLAN10  2001:DB8:0:C000::FA40/122 

 VLAN20   2001:DB8:0:C000::FA00/122 

 VLAN30   2001:DB8:0:C000::F940/122 

 VLAN40   2001:DB8:0:C000::F880/121 

 VLAN50   2001:DB8:0:C000::FB00/121 

 VLAN60   2001:DB8:0:C000::FA80/121 

 VLAN70   2001:DB8:0:C000::F980/121 

 VLAN80    2001:DB8:0:C000::FB80/121 

 VLAN90   2001:DB8:0:C000::F900/122 

 Servers   2001:DB8:0:C000::FC00/118 
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3.5.2 Physical Connectivity 

For the clarification about the whole network connectivity diagram is given. Our 

whole network is connected through two connections named Red and Green 

connections which are coming from Stockholm via Malmö and Göteborg. These 

connections pass through the firewall and make their way towards the core layer 

switches CS1 and CS2. These switches provide the fastest links and are connected 

with each other through a fast fibre-optic link. Different distribution layer blocks or 

modules are connected to these switches as well as they are acting as backbone of 

our network. These distribution layer blocks consist of server farm, Varberg campus, 

A, B, C, D, E & F building blocks. 

Server farm as stated earlier is housed in a centralized manner behind distribution 

layer switches. Varberg campus in our scenario is connected via F building block. 

 It is ensured that there is sufficient bandwidth for both existing and new traffic and 

there are sufficient redundant links for almost every connection or a node. 
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Fig17: HH Network Model according to IPv6 
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3.5.3 Switching 

As stated and discussed earlier in detail that our network consists mainly on 

switches. There are both layer 2 and layer 3 switches used at different points. This is 

also obvious from the diagram of our network. Detail of the VLANs configured has 

already been given under the switches requirements heading. 

 

3.5.4 Routing 

For the routing purposes we are using OSPFv3. It is a link-state protocol as its name 

depicts Open Shortest Path First. It makes its routing decision based on the state of 

the links that is connected with source and destination. The interface information 

includes the IPv6 prefix of the interface, the network mask, the type of network it is 

connected to, the routers connected to that network, and so on. This information is 

propagated in various types of link-state advertisements (LSAs). 

Although most of our traffic is being routed via inter-VLAN routing on layer 3 

switches. This OSPFv3 is being used to make our networks communicate via the 

router. We have implemented single area for routing in our network. 

 

3.5.5 High Availability 

To make the network highly available we have implemented and configured 

multiple techniques and technologies which can be discussed as follows: 

Multiple redundant and forwarding paths have been given keeping in account that 

these redundant links make triangular paths and not rectangular. 

VLANs have been created to confine networks within a building or locale. 

MSTP along with HSRP are configured on switches. 

End-to-end quality of service have been configured not only to give priority to the 

critical traffic but also to make it more secure and avoid accidents like denial of 

service to happen. 

3.5.6 Management 

SNMP or simple network management protocol is configured over IPv6 transport so 

that hosts can perform SNMP queries and receive SNMP notifications from a device 
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running IPv6. We have tried and used third party network monitoring and 

management software which is named Orion®. 

3.6 Problems and Solutions 

As we wrote earlier (in 2.2.4) that the easy taken tasks could be complicated. We had 

to face these problems during Operate and Optimize phase. We planned to work 

with Windows server 2008 and it was a hard nut to crack for us, while our clients 

were not able to get IP Addresses from the server side. To achieve this task we 

configured Active director and Domain Controller many times on the server but all 

in vain. Even we had installed Windows Server 2008 three times. At the end we 

installed windows 7 Professional on our client Pc. Hurrah! It works. Our clients were 

able to get the IP addresses from the server. Before Professional version we were 

using Home version. This is not suitable and does not support the client sides (in 

order to get the IP Addresses). This process took more than two weeks. 

A long discussion has been made before we have created VLANs in the network. 

One Group member was not in the favour of creating these. On the other hand two 

members were in the favour of these. In part (2.3.2, need of VLAN) we have 

discussed this topic.  

The IPv4 addressing scheme is easy, if we compare it to IPv6. IPv6 addressing is not 

a piece of cake. Moreover it is almost impossible to remember the addresses. We 

stuck in sub-netting many times. At some stages the data was not coming from some 

VLANs. This stage was very important for us and we achieve this task with great 

patience and effort.   

Wireless is a very important part of any network. Especially these days wireless 

devices are being used everywhere. Wireless was important for our network too but 

unfortunately because of the lack of equipment we could not test it practically. The 

equipment (Access Points and Bridges) were available to support IPv4 but not IPv6. 

In this way we could only present paper work solution.   

Should we use DHCPv6? Yes or Not. Here once again opinions were divided. One 

opinion was “why should we use DHCPv6 in our project if we have option of Auto 

Configuration” A solid argument. For response please read Heading of DHCP. 
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4 Summary and Future Work 

In this chapter we are discussing our conclusion about the thesis. Furthermore we 

will discuss about some future improvements and enhancements to be done later. 

4.1 Summary 

Due to the predicted exhaustion of IPv4 addresses in the future it is the need of 

every organization to prepare itself for the future changes. 

Current networks are working flawlessly. But it is a wise decision to build new 

networks according to the future needs in other words IPv6. Working through the 

Cisco® based network architecture pattern. We have planned a whole new network 

based on IPv6, designed it, implemented it (in parts), monitored the running parts, 

had some issues like: 

 Windows capabilities and limitations 

 VLANs 

 WLAN 

We faced these issues and tried to find solutions, though we were not completely 

successful in this try. Mainly because we had not fully capable equipment and also 

that we implemented it in parts and were never able to run it as a complete network. 

Still the model and procedure described in the course of this thesis is a complete 

model for a new network desiring the said functionalities. 

4.2 Future Work 

Still there is much room for improvement in different areas of the same network 

model. We were not able to come up with the complete solutions for all the problems 

faced. New capabilities can be added easily into this model. 

WLAN working, management and issues were not handled properly. In the future it 

can be done in more precise manner. 
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Appendix A: Abbreviations 

 

ADS  Active Directory Services 

Active directory services include 

 Active Directory certificate services (AD CS) 

 Active Directory Domain Services (AD DS) 

 Active Directory Federation services (AD FS) 

 Active Directory Lightweight Directory Services (AD LDS) 

 Active Directory Right Management Services (AD RMS) 

AH    Authentication Header 

It provides authentication, integrity and anti-replay for the entire packet 

AP   Access Point 

This is a device that allows wireless devices to connect to a wired network 

using Wi-Fi, Bluetooth or any other related standards 

ARP   Address Resolution Protocol 

ARP is a network layer protocol used to convert an IP address into a physical 

address such as an Ethernet address. The host first broadcast ARP request on 

the network and then gets back its IP address on its physical hardware 

address. 

ATM   Asynchronous Transfer Mode 

This is a switching technique for telecommunication networks. 

CIDR   Classless Inter-Domain Routing 

CIDR was developed in the 1990 as a standard scheme for routing traffic 

across the internet. 

DC   Domain Controller 

DC is a server that responds to security authentication requests within the 

Windows Server Domain. 

DHCP  Dynamic Host Configuration Protocol 

DHCP is a network protocol that enables a server to automatically assign an 

IP address to a computer from defined range of number. 
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DNS   Domain Name System 

DNS is a hierarchical naming system built on distributed databases for 

computers, services, or any resource connected to the internet or a private 

network. 

ESP   Encapsulating security payload 

ESP provides confidentially, in addition to authentication, integrity, and anti-

replay. ESP can be used alone, in combination with AH or with IPsec.  

FTP   File Transfer Protocol 

This protocol is used for exchanging files over the internet. 

HSRP  Hot Standby Routing Protocol 

HSRP is a Cisco proprietary redundancy protocol for establishing a fault-

tolerant default gateway. 

IETF   Internet Engineering Task Force 

IETF is an international community of network designers, operators, 

researches and vendors which mainly concerned with the evolution of the 

internet architecture and the smooth operation of the internet. 

IKE    Internet key Exchange 

The IKE is an IPsec standard protocol used to ensure security for VPN 

negotiation and remote host or network access. 

IP  Internet Protocol 

The IP is the basic communication protocol used for relaying datagram across 

an internetworking using the IP suite. 

IIS   Internet Information Services 

IIS is a group of internet servers which consist of Web or HTTP server and 

FTP server, with additional capabilities for Microsoft’s window NT, window 

2000, 2003, 2008, Window Vista or window 7.  

IPng  IP Next Generation 

It is the newest version of the internet protocol (IP). IPv6 was previously 

called IPng. 
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IPS  Intrusion Prevention System 

It is data safety device that monitors network or system activities to detect 

malicious behaviour and can react and block these activities in real time.  

IPsec  IP Security 

It is a protocol suit for securing IP communication by encrypting and 

authenticating each IP packet of a communication session. 

ISP  Internet Service Provider 

ISP is a company which provides internet services. 

LAN  Local Area Network 

LAN is a computer network in which computer or devices are connecting 

with each other in a limited geographical area. 

LSA  link-state advertisements 

It is a basic communication means for the OSPF routing protocol for the 

network. 

MPLS  Multiprotocol Label Switching  

Is a mechanism in high performance networks which directs and transfer 

data from one network node to the next with the help of labels. 

MSTP  Multiple Spanning Tree Protocol 

It carries the concept of the RSTP a leap forward by allowing the user to 

group and associate VLANs to multiple spanning tree instances over link 

aggregation group (LAGs). 

MTU  Maximum Transmission Unit 

It is the largest protocol data unit on the network that can pass onwards. 

NAT  Network Address Translation 

This is the process of modifying IP address information in IP packet header 

while in transit across a traffic routing device. 

OSPF  Open Shortest Path First 

It is a link state routing protocol that falls into the group of interior routing 

protocol, operates within a single autonomous system. 
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P2P  Peer-to-Peer 

In computing or networking is a distributed application architecture that 

partition task or workloads between peers. Peers are equally privileged, 

equipotent participants in the application. 

PAT  Port Address Translation 

It is an extension to NAT that allows multiple devices on a LAN to be 

mapped to a single public IP. 

PDIOO Plan, Design, Implement, Operate and Optimize phases 

It reflects the various phases of a typical network’s life cycle. It is a network 

design model devised by Cisco. 

PMTU Path Maximum Transmission Unit 

It is a standardized technique in computer networking for determining the 

maximum transmission unit on the network path between two IP hosts.  

QoS  Quality of Service 

Quality of service is the mechanism that provides different priority to 

different application, users, or data flow, or to guarantee a certain level of 

performance to a data flow.  

RFC  Request for Comments 

RFC, in computer network engineering is a memorandum published by the 

Internet engineering Task Force explaining behaviours, innovations, research, 

or methods applicable to the working of the Internet and Internet connected 

system. 

RIPE  European IP Networks 

This is an open forum to all parties with an interest in the technical 

development of the internet. 

RIR  Regional Internet Registry 

A RIR is an organization that manages the allocation and registration of 

internet number (IP) resources within a particular region.   

SAM  Storage Area Manager 

It is set of procedures, services and standards for comprehensively managing 

the infrastructure of a storage area network; it includes all components within 

all servers, the disk arrays, the switches and the programs. 
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SLAAC Stateless address auto configuration 

It is mechanism that requires no manual configuration of hosts, minimal 

configuration of routers, and no other additional servers. It also allows a host 

to generate its own addresses using a combination of locally available 

information and information advertised by the router. Due to SLAAC a 

mobile host keeps its IPv6 same while changing its networks. (RFC 4862) 

SNMP Simple Network Management Protocol 

It is the protocol uses in IP network to managing the devices, which includes 

routers, switches, servers, workstations, printers, modem racks, and more. 

SSH  Secure Shell 

It is a network protocol which allows data to be exchanged using a secure 

channel between two networked devices. 

STP  Spanning Tree Protocol 

STP is a network protocol that ensures a loop free topology for any bridged 

Ethernet local area network. 

TCP/IP  Transmission Control Protocol/Internet Protocol 

TCP/IP is the basic communication protocol of the internet. It can also be 

used as a communication protocol in a private network. 

ULA  Unique Local Address 

In Ipv6, fc00::/7 blocks is ULA. It is the counterpart of the IPv4 private 

address. Unique local address is available for use in private network.  

URL  Uniform Resource Locator 

URL is a uniform resource identifier that specifies where a known resource is 

available and the mechanism for retrieving it. 

UTM  Unified Threat Management  

Unified Threat Management is a category of security appliance that integrates 

a range of security features into a single appliance. 

VLAN  Virtual Local Area Network 

A feature of switch is that it divides network logically using VLANs. In the 

same way its configuration and implementation is done in software. 
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VoIP  Voice over Internet Protocol 

VOIP is one of a family of communication protocols and transmission 

technologies for delivery of voice communication and multimedia sessions 

over IP network.  

VPN  Virtual Private Network 

VPN is a mechanism for providing secure, reliable transport over internet. 

WAN  Wide Area Network 

WAN is a computer network that covers broad area or geographically 

dispersed area.  

WEP  Wired Equivalent Privacy 

It is a security algorithm used for wireless network.  

WLAN Wireless Local Area Network 

WLAN links two or more devices using some wireless distribution method. 

WPA  Wi-Fi Protected Access 

WPA is a security protocol and security program developed by Wi-Fi 

Alliance to secure wireless computer network 

WPA2  Wi-Fi Protected Access 2 

WPA is a security protocol and security program developed by Wi-Fi 

Alliance to secure wireless computer network it overcomes the weakness of 

the previous security system WEP. 
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