
 

 

                  Technical report, IDE1142, June 2011    

Guaranteeing QoS in a Crises Response 

                        Network 

   Master’s Programme in Computer Networks Engineering 

 

              Muhammad Salman & Muhammad Mobeen Ahmed 

 

 

 

 

School of Information Science, Computer and Electrical Engineering 

Halmstad University  



Guaranteeing QoS in a Crises Response Network 

2 

 

             Guaranteeing QoS in a Crises Response Network 

 

Master Thesis in Computer Networks Engineering  

 

 

 

 

 

 

 

 

 

 

 

 

School of Information Science, Computer and Electrical Engineering 

Halmstad University 

Box 823, S-301 18 Halmstad, Sweden 

 

 

 

 

June 2011 

 

 



Guaranteeing QoS in a Crises Response Network 
 

3 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Guaranteeing QoS in a Crises Response Network 

4 

 

Preface 

 

This thesis is our final project for the Masters program in Computer Networks Engineering. This 

report shows the results and conclusion of providing QoS to Crises Response Network. This 

report gives the description that how network reacts in emergency situation and how to control 

network in emergency situation. 

We express our deep and pleasant thanks to our learned, kind and experienced supervisors Urban 

Bilstrup, Tony Larsson, for their kind behavior, encouraging attitude and good suggestions  

We express thanks the University, Olga Torstensson and Dmitry Nizhnichenko for providing us 

Cisco Lab environment during our project work. 
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Abstract 

 

Main task in this thesis is to see how different queuing techniques can be used to provide 

guarantee QOS (message precedence) in crises response network. There are different types of 

traffic on communication links e.g. voice, video and elastic data. If the network is not properly 

designed, traffics will chop all the bandwidth of the link and the link would be congested, in 

emergency situation prioritized call will get prioritized over general traffic. Sometimes 

emergency situation occur in these situations emergency calls will get prioritized. In these cases, 

prioritization queuing methods must be applied in order to secure emergency communication and 

to assign it the highest priority.   

The evaluation is conduct in a laboratory environment, where a network is set up with equipment 

like 3600 and 2800 series CISCO routers, 3800 series CISCO switches, with some real clients 

and Cisco IP communicators.   
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1    Introduction 

In an emergency crisis situation communication systems often become overloaded. It is often 

caused by the increased need for communication. However, certain information has higher 

priority such as rescue-team coordination or telemedicine imagery. In this thesis commonly used 

QoS tools are applied to evaluate the possibility to provide guaranteed services in crises response 

situations. Especially different kinds of queuing techniques are evaluated. 

During crises response operations a network should provide service that offer a full collection of 

community based emergency response services 24 hours a day, 7 days a week. 

1.1   Motivation 

It is very hard to predict when and where an emergency situation occur, so if an emergency 

situation occurs it would be good if present infrastructure for communication could service crises 

response traffic with higher priority services than general data traffic. Actually, in any Internet 

communication there are three main types of traffic: non elastic user traffic (voice, video) elastic 

user traffic (www, ftp etc) and control traffic. 

Since, multiple traffic flows are sharing common resources in a network it is necessary to be able 

to conduct service differentiation for different traffic flows. Normally, this service differentiation 

is only based on traffic classes, but in these case of a crises response prepared network one must 

also take into account the specific sources and destinations addresses of traffic flows.  

1.2    Problem Statement   

In large scale emergency situations available communication infrastructure often becomes 

overloaded. This happens caused by that the present infrastructure often is damaged and the 

available infrastructure is overloaded, as a result of the increased requirement for communication 

resources during an emergency situation.  

In a catastrophe zone there is an emergent need of a communication infrastructure in order to be 

able to provide efficient command and control of rescue teams etc. 

To be able to provide a reliable and efficient communication infrastructure during the time of 

crisis while the normal traffic still utilizing the network, priority is assigned to each different 

kind of traffic. Rescue calls are assigned with higher priority as compared to the rest traffic. 

Traffic related to rescue work will be prioritized, so that the rescue work will not be affected 

much because of network performance. 

Every link of the Internet has some data transfer rate. There are various types of traffic in a 

network which pass through such a link. In any network different applications run at same time 

e.g. voice, video and elastic data applications. Some applications utilize more bandwidth e.g. 

video streaming and some applications require less bandwidth e.g. email.  
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One of the worst case scenarios in the crises situation can be that audio, video and data traffic 

may require higher bandwidths simultaneously. The required bandwidth in this case can be 

greater than the actual bandwidth supported by the link. Normally the traffic would be served in 

first in first out fashion. In this case some important traffic might have to wait in the queue, 

which could be fatal for emergency traffic.  

1.3   Approach Chosen to Solve the Problem 

Different queuing techniques can be used to solve this problem by assigning priority as important 

and unimportant traffic. Important traffic, like emergency voice would serviced first because 

they cannot face delays and the unimportant traffic would be serviced later e.g. file transfer 

application. Keeping unimportant traffic in a queue and sending the important traffic will avoid 

congestion for emergency traffic.  

In this hypothesis, different experiments were performed to provide priority for voice traffic in 

emergency situations for specific users. The overall traffic was classified into three different 

traffic classes: Data, Simple Voice and Emergency Hotline. Specific amount of bandwidth was 

allocated to each of these classes. In the normal condition voice and data will utilize the whole 

bandwidth of the network. Whenever an emergency situation arise the prioritized users 

(Emergency Hotline) will get access to the pre allocated amount of bandwidth for Emergency 

Hotline with priority over general users. 

This project will attempt to evaluate possible configuration of a CISCO based network which can 

assist emergency traffic at the time of network congestion, especially voice traffic is considered. 
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2   Background 

2.1   Introduction 

The use of Internet is increasing rapidly with time and new applications requiring high data 

transfer rates and guaranteed service are becoming common. To enhance the experience for user, 

the computer networks should be optimized and predicted. Also the network should try to deliver 

all packets from source to destination without losing any packet. The load on network increases 

with the increase in number of users. This is where QoS come into action. Good QoS helps to 

avoid unwanted results and enhance the network performance up to user expectations. 

A real test environment is used in this thesis to evaluate the given problem and see the effects of 

queuing techniques. Auto traffic generation is one way to simulate this problem but manually 

generated traffic is more preferred as it resembles the traffic that can be seen in real time crisis 

environment. [1] 

2.2   QoS Parameters   

Below are some reasons to provide QoS in a network. 

1) To assign priority to specific tasks or to those application which are important.  

2) To make modifications in the stream of data. 

3) To provide good presentation for important traffic i.e. voice and video because these type 

of applications are delay responsive.[1][2] 

Quality of service is often based on four different characteristics  

1) Bandwidth 

2) Delay 

3) Jitter 

4) Packet loss  

2.2.1   Bandwidth 

Bandwidth is defined as quantity of data transferred from one point to another in a specified time 

periods (commonly sec). Bandwidth is a bit rate which actually calculates the used and offered 

capacity measured in bits/sec (bps). Bandwidth in terms of QoS is actually allocation of 

bandwidth to important and unimportant traffic. [1] 

2.2.2   Delay 

Delay is an important characteristic measurement to judge the performance of any computer 

network. Delay is describes as the time difference between in actual and estimated time of packet 

to reach destination from source. Delay is measured in multiple or fraction of a second. [1] 
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2.2.3   Jitter  

Jitter is the standard deviation (variance) of the delay. Delays are not constant and it deviates 

caused for example by queuing, multiple paths and packet dropping etc. [1]  

2.2.4   Packet loss  

Packet lose is when one or more packets fail to arrive to its final destination. Loss in packet can 

be caused by corrupted data or packet dropping at congestion. Packet loss can affect performance 

of different application like VOIP, video streaming and online games. [1][5] 

2.3 QoS Models 

2.3.1   Best Effort  

The best effort model is the model in which all traffic types are treated equally and it does not 

provide any assurance, i.e. VOIP traffic and any other simple data will be consider equally. 

Some of the advantages and disadvantages of best effort model are as follows. 

Advantages 

Best effort model is the fastest and uncomplicated model because it does not need any 

configuration and QoS. 

Disadvantage 

No priority assigning, important data will be treated as same as unimportant data 

No assurance of packet delivery  

2.3.2   Integrated Services 

Integrated service (IntServ) was designed to support real time (non elastic) applications like 

video conferencing, VOIP and virtual reality. Integrated Services permits a network node i.e. 

router to communicate with adjacent node to appeal particular behavior for certain traffic type.  

Actually in this model, application appeals a certain type of use from the network before 

transferring data. The application tells the network about its traffic summary and appeals a 

particular type of function which can admit its bandwidth and delay requirements. The 

application transfer data only when it gets verification of delay and bandwidth. 

To provide QoS, IntServ utilizes resource reservation and admission control, by using this 

IntServ model assures traffic characteristics like delay, bandwidth and packet loss from source to 

destination. IntServ actually employs RSVP (Resource reservation protocol) and intelligent 

queuing. By using RSVP protocol, the IntServ model marks the need of QoS of any application. 

If the devices which are attached to network can preserve the required bandwidth, the initiating 
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application will start transmitting and if the required reservation fails the initiating application 

will be rejected. Whereas intelligent queuing can be used with RSVP to offer guaranteed rate 

service and controlled load service. [3] 

2.3.3   Differentiated Services 

Differentiated services (DiffServ) conquer the drawback of best effort model and IntServ. 

DiffServ can offer “Almost Guaranteed” QoS at the same time as providing less cost and 

scalable. Differentiated services add a set of classification tools and queuing method to give 

particular procedures or applications with a particular priority above further network traffic. 

DiffServ lies on edge routers to apply the classification packets passing through a network. 

DiffServ model is actually used for some mission-critical traffics and it offer source to 

destination QoS. 

Below are the attributes which supports DiffServ model: 

Committed access rate (CAR), which applies packet classification by IP Precedence. CAR 

applies policing and metering by offering bandwidth management. 

Intelligent queuing methods like Weighted Random Early Detection and Weighted Fair Queuing 

and there other corresponding methods like Distributed Weighted Random Early Detection 

(WRED) and Distributed Weighted Fair Queuing (DWFQ) on the Versatile Interface Processor 

(VIP), these methods are able to utilize with CAR to convey DiffServ. [4][8] 
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2.4 QoS Tools   

Fig 2.1 Architecture of CISCO QoS framework

As shown in above Fig 2.1 different traffic classes entering the same physical interface

traffic classification take place, 

applications that are present in the network. In the classification the

certain DiffServ Code Point (DSCP)

marking will help the router to 

take place, this stage includes packet 

agreements (SLA). Policing of traffic estimates the bit rate and guarant

assigned and that it is not exceeded. Simply the traffic which goes above the identified rate 

that specific traffic class will be discarded.

the traffic reaches to queuing and scheduling, router queues packets
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Fig 2.1 Architecture of CISCO QoS framework 

above Fig 2.1 different traffic classes entering the same physical interface

traffic classification take place, classification recognizes and differentiates traffic from various 

applications that are present in the network. In the classification the header is tagged with a 

DiffServ Code Point (DSCP) then the packet is forward for more processing

marking will help the router to apply proper service policies. After classification pre

packet dropping policing traffic flows according to service level 

. Policing of traffic estimates the bit rate and guarantees the bit rate which has 

is not exceeded. Simply the traffic which goes above the identified rate 

will be discarded. After passing through classification and pre

to queuing and scheduling, router queues packets for further actions. Queuing 
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above Fig 2.1 different traffic classes entering the same physical interface, first 

and differentiates traffic from various 

header is tagged with a 

for more processing. These 

lassification pre-queuing 

policing traffic flows according to service level 

ees the bit rate which has 

is not exceeded. Simply the traffic which goes above the identified rate for 

After passing through classification and pre-queuing, 

for further actions. Queuing 
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is actually a process in which a node stores packets and waits for the further actions to be 

followed on the data. As the packets go into a queue, the router schedules the order of handling 

those packets. Shaping, congestion management and congestion avoidance are also included in 

queuing and scheduling. After this Post Queuing take place where the throughput is enhanced by 

various operations like: packet header compression, link fragmentation and interleaving breaks. 

[6] 

2.4.1 Classification and Marking  

The first act is to identify the traffic that enters the network (or router) and mark the packets so 

that traffic from various applications is differentiated. Classification of traffic depends on the 

nature of traffic which is different for voice and data etc. it is the method that differentiates one 

type of packets among other type of packets, e.g. matching access list for packets with exact 

source and destination. Classification of traffic depends on the IP header values, value includes 

DSCP, COS, IP address ranges and IP precedence. [7] 

Classification set up a trust boundary after that scheduling relies on this trust boundary. 

Classification and marking create this boundary by seeing one of following parameters. 

L2 – Multiprotocol label switching experimental values (MPLS Exp) and Class of service (COS) 

L3 – Source and Destination IP address, DSCP, IP precedence and IP explicit congestion 

notification. 

L4 – TCP/UDP protocoles, source destination ports. 

L7 – Application signature Via NBAR. [8] 

2.4.2 Cisco Classification Technologies 

QoS Access List  

Network based application recognition (NBAR) 

QoS Access list  

Access Control List (ACL) is set of rules which can be assign to ports that are available on a 

host. ACL is apparently the main widespread object, ACL is not only a sort of firewall utilized 

for packet filtering, it can also be used to choose some specific kind of traffic to consider. In 

actual ACL is a list of permission appended to an item. ACL identifies that which users or 

system method that are allowed to access a specific item and which operations are allowed on 

those items e.g. rules applied to port numbers gives which hosts that are allowed getting the 

services. 

Access control list are commonly dependent on following parameters: 
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• Source Address  

• Destination address  

• Type of packet 

To filter the network traffic the following parameters are utilized:

Source address 

Destination address 

Upper layer protocol 

To utilize ACL, first the ACL must be constructed and then applied to an interface. Once the 

ACL identify specific traffic, multiple things can be done, e.g. allowing the traffic, denying 

traffic, limiting traffic or restrict routing updates.

Access list are of two types 

• Standard access control list 

• Extended access control list

 

These access lists have some ranges which start from 1 to 99 and 1300 to 1999 for standard 

access list, 100 to 199 and 2000 to 2699 for extended access list. 

Below is the format of standard access control list

Below is the format of extended access control list with U

[9] 
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To utilize ACL, first the ACL must be constructed and then applied to an interface. Once the 

ACL identify specific traffic, multiple things can be done, e.g. allowing the traffic, denying 

s have some ranges which start from 1 to 99 and 1300 to 1999 for standard 
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Network Based application Type 

NBAR (Network based application type) gives smart classification which can be apply to decide 

which type of services the network should offer. NBAR is a new classification type, which can 

identify a lot of application like client server applications and web based applications. Once the 

application is identified then network can call up particular services for those particular 

applications. In QOS aspects NBAR make sure that network bandwidth is best utilized. 

2.4.3   Congestion Management  

Congestion management is the method of controlling or managing the congestion. Congestion 

management comprises the use of queues to stay packets temporary unless the packets can be 

forwarded to the router. If the queue is loaded, packet would be discarded unless packets are 

prioritized. Congestion management impose making of queues, allocation of received packets to 

those queues according to their classification and then scheduling of those packets in queues for 

further process. Actually when there is an overflow in traffic which is arriving, it will be sort out 

by some queuing algorithms and then will be sent out on output link. Following are the 

congestion management features. 

First in First out (FIFO) 

FIFO does not impose any special type of prioritization to packets. Packets will be forwarded as 

they arrive. 

Weighted fair Queuing (WFQ) 

WFQ gives fair queuing which divides bandwidth among all the queues of traffic depends on 

weight. WFQ confirms that all the traffic is handling fairly up to its assigned weight. Following 

are the types of WFQ 

Flow-based weighted fair queuing (WFQ) 

Distributed weighted fair queuing (DWFQ) 

Class-based weighted fair queuing (CBWFQ) 

Distributed class-based weighted fair queuing (DCBWFQ) 

Custom Queuing (CQ) 

CQ uses the available bandwidth for each traffic. 

Priority Queuing (PQ)  

All the traffic which belongs to one priority class will be sent before all the lower priority traffic. 

[10]  
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2.4.4 QoS scheduling and Queuing   

Queuing is actually a process in which a node stores packets and waits for the further actions to 

be followed on the data. As the packets go into a queue, the router schedules the order of 

handling those packets. Below are some scheduling and queuing methods 

First in First out Queuing (FIFO) 

Custom Queuing (CQ) 

Class-based Weighted Fair Queuing (CBWFQ) 

Flow-based Weighted Fair Queuing (WFQ) 

Priority Queuing (PQ)  

 2.4.4.1   FIFO (First in first out) Queuing  

FIFO accumulates packet when the link is congested and it will forward packet which are stored 

in queue, as far as network is not congested. FIFO is the simplest queuing algorithm which 

works like first in and first out, the packet which will arrive first will send out first. Actually this 

queuing method does not give any priority to data, it’s just a very simple shape of queuing and 

the size of the queue is defined by default which is 64 packets generally. FIFO handles all 

packets equally and it has only one queue. Below figure shows the FIFO queuing.  

 

Fig 2.3 FIFO Queuing   

2.4.4.2   PQ (Priority Queuing) 

PQ is purely proposed to give priority and in PQ algorithm, important traffic obtains the fastest 

execution. Actual purpose of PQ was to give high priority to very important data. There are four 

types of queues in PQ which is high, medium, normal and low. As far as the communication is 

going on, it gives fully importance to high queue then low queue. PQ works in this manner, 

where it clears 1st queue then go to next queue and so on. If the high priority queue is empty it 
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will take packets from medium priority queue and if the medium priority queue is empty it will 

take packets from the normal queue and so on as shown in below figure 2.4.[5][10] 

 

Figure 2.4 Priority Queuing  

2.4.4.3   CQ (Custom Queuing)  

Custom queuing differs from PQ in such a way that CQ is not bound for assigning priority. CQ 

provides minimum bandwidth requirement for different applications in a network. CQ permits to 

make 16 custom queues and these queues examines in round robin method. CQ first, sends out 

packet from first queue and then other packet from second queue and then next from third queue 

and so on as shown in figure 2.3. Custom queuing is beneficial in this way that it avoids 

starvation. [5][10] 

 

Figure 2.5 Custom Queuing  

2.4.4.4   WFQ (Weighted Fair Queuing) 

Weighted fair queuing differs from CQ in such a way it permits prioritization.  WFQ actually 

allots a weight to every queue and sends packet in same Round Robin method. WFQ gives a 

weight to every queue and then send amount of packets from every queue as defined in the 

weight as shown in the figure 2.4. WFQ is in fact an active procedure which separates bandwidth 

amongst all queues. Weight is actually the bandwidth which WFQ assigns to every queue.     
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Figure 2.6 Weighted Fair Queuing   

2.4.4.5   CBWFQ (Class Based Weighted Fair Queuing)

CBWFQ is the latest congestion management tool which gives enormous adaptability. CBWFQ 

is actually depends on the WFQ and also add the capabilities of WFQ with CQ. The algorithm of 

CBWFQ is capable and it’s very easy to

classes then traffic is allocated to those classes and after allocating the traffic to classes CBWFQ 

allocates bandwidth to each class. Defining the bandwidth to each class shows that the traffic 

which belongs to this minimum capacity of bandwidth belongs to that class.

Figure 2.7 Class Based Weighted Fair Queuing 

2.4.4.6   LLQ (Low Latency Queuing)

Recently PQ became the part of CBWFQ; this was inserted to handle voice traffic. This 

mechanism is actually the low latency queuing mechanism in which CBWFQ is bound of PQ.  

Here low latency queuing distinguishes traffic into four different queues which are high priority 

class and in second and third class is bandwidth guaranteed and fourth

is delay sensitive, so this type of traffic will be sent first. In actual LLQ allocates high priority to 

delay sensitive traffic then other traffic to reduce jitters. [10][5]
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.6   LLQ (Low Latency Queuing) 

Recently PQ became the part of CBWFQ; this was inserted to handle voice traffic. This 

mechanism is actually the low latency queuing mechanism in which CBWFQ is bound of PQ.  

Here low latency queuing distinguishes traffic into four different queues which are high priority 

class and in second and third class is bandwidth guaranteed and fourth is default class i.e. voice 
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CBWFQ is the latest congestion management tool which gives enormous adaptability. CBWFQ 

is actually depends on the WFQ and also add the capabilities of WFQ with CQ. The algorithm of 

configure. CQFWQ works in such a way, its first make 

classes then traffic is allocated to those classes and after allocating the traffic to classes CBWFQ 

allocates bandwidth to each class. Defining the bandwidth to each class shows that the traffic 

[5][10]  

 

Recently PQ became the part of CBWFQ; this was inserted to handle voice traffic. This 

mechanism is actually the low latency queuing mechanism in which CBWFQ is bound of PQ.  

Here low latency queuing distinguishes traffic into four different queues which are high priority 

is default class i.e. voice 

is delay sensitive, so this type of traffic will be sent first. In actual LLQ allocates high priority to 
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Figure 2.8 Low Latency Queuing 

2.4.5 Congestion Avoidance

When the flow of data is weakened or stopped totally, congestion avoidance works then to avoid 

this condition. Actually congestion avoidance checks network traffic loads by preventing 

congestion at traffics jam. Congestion avoidance differs from c

such way that congestion management techniques solve problem when the congestion occur but 

congestion avoidance avoids congestion before the congestion occur. 

2.4.5.1   RED (Random Early Detection) 

RED is the algorithm which is used to avoid congestion in the networks in advance, so that 

congestion would not be converted into trouble. RED functions by checking the traffic loads and 

if the congestion raises it remove packet arbitrarily. 

2.4.5.2   WRED (Weighted Rando

WRED is the congestion avoidance tool and it is the algorithm which unites the abilities of both 

RED and IP. WRED works by using the blend of both RED and IP to control the prioritized 

traffic, instead of discarding packet randomly it d

to avoid congestion before the problem occur. 

2.4.6   Traffic Policy and Shaping 

There are two types of traffic regulation Policers and Shapers

2.4.6.1   Policers  

Policers actually make traffic policing o

has some assigned rate, if any packet goes above the rate of assigned rate, policer will discard 

that packet. The objective of policing is to estimate maximum traffic. Simply the traffic which 

goes above the identified rate will be discarded. The tool which it uses is CAR (Committed 

access rate). An example of policer is to limit the rate of FTP up to 2 Mbps; the traffic (which 

goes through the interface which is attached to it) exceed this rate will 
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Low Latency Queuing  

voidance 

When the flow of data is weakened or stopped totally, congestion avoidance works then to avoid 

this condition. Actually congestion avoidance checks network traffic loads by preventing 

congestion at traffics jam. Congestion avoidance differs from congestion management tools in 

such way that congestion management techniques solve problem when the congestion occur but 

congestion avoidance avoids congestion before the congestion occur. [11] 

.1   RED (Random Early Detection)  

which is used to avoid congestion in the networks in advance, so that 

congestion would not be converted into trouble. RED functions by checking the traffic loads and 

s it remove packet arbitrarily. [12] 

.2   WRED (Weighted Random Early Detection)  

WRED is the congestion avoidance tool and it is the algorithm which unites the abilities of both 

RED and IP. WRED works by using the blend of both RED and IP to control the prioritized 

traffic, instead of discarding packet randomly it discards those packets which have low priority 

before the problem occur. [5] 

Traffic Policy and Shaping  

There are two types of traffic regulation Policers and Shapers 

Policers actually make traffic policing or traffic organization. Traffic which goes over policers 

has some assigned rate, if any packet goes above the rate of assigned rate, policer will discard 

that packet. The objective of policing is to estimate maximum traffic. Simply the traffic which 

bove the identified rate will be discarded. The tool which it uses is CAR (Committed 

access rate). An example of policer is to limit the rate of FTP up to 2 Mbps; the traffic (which 

goes through the interface which is attached to it) exceed this rate will be discarded.
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this condition. Actually congestion avoidance checks network traffic loads by preventing 

ongestion management tools in 

such way that congestion management techniques solve problem when the congestion occur but 

which is used to avoid congestion in the networks in advance, so that 

congestion would not be converted into trouble. RED functions by checking the traffic loads and 

WRED is the congestion avoidance tool and it is the algorithm which unites the abilities of both 

RED and IP. WRED works by using the blend of both RED and IP to control the prioritized 

iscards those packets which have low priority 

r traffic organization. Traffic which goes over policers 

has some assigned rate, if any packet goes above the rate of assigned rate, policer will discard 

that packet. The objective of policing is to estimate maximum traffic. Simply the traffic which 

bove the identified rate will be discarded. The tool which it uses is CAR (Committed 

access rate). An example of policer is to limit the rate of FTP up to 2 Mbps; the traffic (which 

be discarded. 
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2.4.6.2   Shapers 

 Shapes actually make traffic shaping. If there is excess of traffic shapers usually holdup it by 

using buffer or any queuing techniques to delay packets, and waits up to when the data rate of 

incoming traffic become higher than anticipated data rate. There are various forms of shapers 

which are GTS (Generic Traffic Shaping), (FRTS) Frame Relay Traffic Shapers and Class Based 

Traffic Shaping. The main objective of the shaper is to buffer the delayed packets and send 

delayed packet afterward. Practically FTP traffic which is TCP supported can bear traffic packets 

delays, on the other hand VoIP cannot afford delays. So policies are good for VoIP packets. So it 

is better to drop packet like policing instead if delaying it like shaper does, as the VoIP cannot 

afford delay. [19] 

2.5 Transport Layer Protocols 

To handle the data communication between host to host in an IP network, TCP and UDP are the 

protocols used. 

TCP 

TCP stands for transmission control protocol. TCP is a connection oriented protocol, connection 

oriented protocol means it first makes a connection between two hosts then sends data. TCP is an 

error correction protocol and it provides guaranteed delivery. This is just because it uses a 

method which is called flow control. Flow control mechanism decides when data has to send, 

resend and look the flow of data awaiting the last packet sent. [13] 

UDP 

Is also an internet protocol and stands for user datagram protocol.UDP commonly used to for 

delay sensitive traffic like audio and video traffic.UDP does not used for data like web pages , 

information and databases. UDP is faster than TCP just because there is no error correction and 

flow control in it.  [14] 
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3       Method 

3.1     Network Topology  

This chapter will focus on all tools and techniques relative to QoS. Three distinct traffic flows 

will be generated to demonstrate bandwidth reservation and allow fair use of network based on 

flow type. There will be Elastic data traffic, simple voice traffic and Emergency Hotline. The 

visual diagram of the network is represented in the exhibit below. 

 

Fig 3.1 Network Topology  

First act to provide QoS is classification, so we generated different traffics in the network and all 

the traffics passing through router 3, so traffic will be classified at router 3 as shown in the figure 

3.1. As we know classification use different methods to classify packets like incoming interface, 

IP precedence, DSCP, Source and destination IP address, application and the five tuple. [15] 

According to our requirement we have used the layer 3 source and destination IP address and 

layer 4 TCP/UDP protocols. We used TCP for the simple data traffic and UDP for Voice traffic. 

By using this method we can separate the specific users by using the source and destination IP 

address, for this we have made access lists (ACL) as shown in [appendix F]. These ACL,s define 
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the source addresses that if the traffics come from the specific addresses will be classified in to 

three different classes. So we made three different classes with the names of Emergency Hotline, 

Voice and Simple Data as shown in the figure 3.1 [appendix B]. In our case traffic will be 

classified in to two voice traffics and one data traffic; one of the voice traffic will be treated as 

Emergency Hotline and other voice traffic will be treated as simple voice.  

Further if we talk about marking, marking is actually tagging the packets so that they are 

recognized.  

There are different ways to use the 8-bit TOS for example IP precedence and DSCP.  In our case 

we haven’t used any of them we directly mark the packets and allocated dedicated bandwidth for 

our service classes. As shown in Figure 3.1 all the traffic is going through router 3, router 3 is 

working as backbone router so we directly mark the packet by their source address.  

In the general case traffic is going through different routers so we must assign packets with 

DSCP tags so that every router will be aware of them. But in our case all the traffic is going from 

the router 3 so we can directly used the source address for further process. 

Next step is to create the QoS policy to shape and queue the traffic [appendix E]; we apply the 

low latency queue (LLQ) at the interface. LLQ is an alternate of class based weighted fair queue 

(CB-WFQ). [17] 

LLQ is configured in the same way as CB-WFQ but the difference is that one or more traffic 

classes can be allocated as priority traffic and it will be assigned to a highly prioritized queue. 

All the traffic which will go through that prioritized queue will be sent first avoiding traffics 

from non priority classes. The prioritized queue will also be bandwidth limited, we have assigned 

30% bandwidth to Hotline class, 25% bandwidth to Voice class and 20 % bandwidth to Data 

[appendix E] class as shown in the below figure 3.2 Remaining bandwidth is utilized by routing 

protocol which is almost 25%.  

 Figure 3.2 

Whenever congestion occurs, QoS policing will discard the packets. We have applied priority 

percent command, as shown in Appendix E. By applying this command Cisco IOS measures the 

packet rate and provides a traffic calculation system with the help of a “Token bucket”. While 
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making this policy we assigned a specific rate to the different traffic classes [appendix E], so that 

when these limits are crossed packets starts to be discarded from the specific traffic class [18].   

3.2 Basic Network 

Client 1 or Client 2 will be downloading file from server 1 or server 2.Server 1 or server 2 will 

also be generating VOIP calls to certain location i.e. to client 1 and client 2 as shown in figure 

3.1.Suddenly an emergency occur and Server 1 or Server 2 will have to generate Emergency 

Voice call. The link speed between R3 and R4 is 128 kbps thus data traffic will monopolize the 

whole bandwidth. This will cause problems for Emergency services and rest of the traffic (i.e. 

Voice).  

The work in this project will try to configure the network that can help time sensitive traffic such 

as Emergency Voice Calls and VOIP during the congestion time. Elastic data traffic does not 

require strict priorities such as VOIP for transferring. This network will start with the simpler 

work and will enhance traffic transfer using different QoS tools.  

3.2.1   Basic tests 

In the basic network setup client 2 will be downloading file from server 1 or server 2. Server 1 

will be generating VOIP probes using Cisco Call manager and suddenly Emergency services 

calls, and then Server 1 will be sending Voice packets for emergency Calls a. The basic network 

setup is given in [Appendix A] 

TEST1: Only Data traffic 

First we make three different classes for Client 1, Client 2 and Voice. Then the download from 

TFTP server 1 to Client 2 is started, as shown in Figure 3.1. The elastic data traffic from client 2 

is generated by issuing the below command at client 2 router.  

Copy tftp: null: 

After this command the terminal ask about remote host, so we give the remote host an IP 

address. 

Address or name of remote host []? 192.168.0.10 

The terminal ask about source filename. 

Source filename []? salu.7z 

The terminal accessing tftp file from the remote host. 

Accessing tftp://192.168.0.10/salu.7z...  
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The Salu.7z is the file name and 192.168.0.10 is the host Addre

downloaded.  

Then we configure Router 4’s serial interface

traffic for measuring purpose. Check the statistics to ensure the download rate per flow.

issuing the command in [appendix K

Table 3.1 Data download rate 

Client 2 is downloading some file 

client 1, and only one flow is currently active. Since the total bandw

25% of the available bandwidth is used for signaling (e.g.

Test 2: VoIP traffic 

Start VOIP traffic from Server 1 call manager 111 to client 1 by dialing 113 through Cisco

Communicator as shown in figure 3.4

                     

Figure 3.4 

Guaranteeing QoS in a Crises Response Network 

Salu.7z is the file name and 192.168.0.10 is the host Address from where the file

serial interface according to appendix A to meter 

purpose. Check the statistics to ensure the download rate per flow.

issuing the command in [appendix K], the results are given in table 3.3. 

 

 

Client 2 is downloading some file using a bandwidth of 94kbps, voice traffic is not utilized for 

flow is currently active. Since the total bandwidth of the link is 128Kbps t

idth is used for signaling (e.g. routing protocols etc). 

VOIP traffic from Server 1 call manager 111 to client 1 by dialing 113 through Cisco

ure 3.4. 
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ss from where the file will be 

meter the incoming 

purpose. Check the statistics to ensure the download rate per flow. By 

is not utilized for 

idth of the link is 128Kbps t 

).  

VOIP traffic from Server 1 call manager 111 to client 1 by dialing 113 through Cisco IP 
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Now the call is established and its sending voice traffic in network.

Since there is no other user traffic in the network

difficulties. Check the statistics on R4 metering to ensure 

the VOIP call, by issuing the appendix K

   
Table 3.2 Voice download rate 

 

In the output above, table 3.2, the 

elastic user data is going through 

Suddenly a emergency situation occurs. In emergency situation, Rescue services, Police 

department and High Command of the country (i.e. President of the state) will be calling. Now 

the network will be experiencing the three traffics at the same time which are elastic data, simple 

VoIP call and the Emergency call. In which there are two voice traffics and one simple data in 

the network.  

3.2.2 Test of Emergency situation traffic 

Now QoS policy is applied to shape and Queue the traffics. Low Latency queue will be set up to 

the interface. The rate it takes is Kilobits per second. LLQ chooses queue as the priority queue. 

This time all the traffic is going through Router 3, configured according to

network is experiencing three different traffics classes: elastic

As a result of that all three traffic patterns coexist the

percent” command shows the bandwidth which will be assigned to any traffic class, percentage 

of the total available bandwidth, 

to each traffic class. The priority command offers a strict priority to 

reserve priority 30 % for Hotline, 25 % for Voice and 20% for data

priority percent allocations are given in

Table 3.3 Allocation of Bandwidth 

Guaranteeing QoS in a Crises Response Network 

ll is established and its sending voice traffic in network. 

here is no other user traffic in the network, the single VOIP call is not experiencing 

. Check the statistics on R4 metering to ensure that total bandwidth 

by issuing the appendix K command; we can see the results in table 3.2

 
 

table 3.2, the VOIP call is consuming about 81Kbps of bandwidth. Since no 

s going through the network the bandwidth consumed for elastic data 

mergency situation occurs. In emergency situation, Rescue services, Police 

department and High Command of the country (i.e. President of the state) will be calling. Now 

ill be experiencing the three traffics at the same time which are elastic data, simple 

VoIP call and the Emergency call. In which there are two voice traffics and one simple data in 

gency situation traffic  

to shape and Queue the traffics. Low Latency queue will be set up to 

The rate it takes is Kilobits per second. LLQ chooses queue as the priority queue. 

affic is going through Router 3, configured according to Ap

three different traffics classes: elastic Data Traffic, Voice and 

a result of that all three traffic patterns coexist the network would be congested. 

command shows the bandwidth which will be assigned to any traffic class, percentage 

 in our case 128Kbps. Percentage from 1 to 100 can be allocated 

to each traffic class. The priority command offers a strict priority to a traffic class. So

reserve priority 30 % for Hotline, 25 % for Voice and 20% for data. The traffic classes and 

are given in appendix K and the output is shown in table 3.3

 

Allocation of Bandwidth  
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experiencing any 

bandwidth is consumed by 

in table 3.2.  

VOIP call is consuming about 81Kbps of bandwidth. Since no 

for elastic data is 0Kbps. 
mergency situation occurs. In emergency situation, Rescue services, Police 

department and High Command of the country (i.e. President of the state) will be calling. Now 

ill be experiencing the three traffics at the same time which are elastic data, simple 

VoIP call and the Emergency call. In which there are two voice traffics and one simple data in 

to shape and Queue the traffics. Low Latency queue will be set up to 

The rate it takes is Kilobits per second. LLQ chooses queue as the priority queue.  

Appendix B. The 

Voice and Hot line. 

would be congested. The “priority 

command shows the bandwidth which will be assigned to any traffic class, percentage 

in our case 128Kbps. Percentage from 1 to 100 can be allocated 

traffic class. So we can 

he traffic classes and 

he output is shown in table 3.3.   
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3.2.3 Emergency situation traffic 

Start voice traffic in the network by dialing

Check statistics on R3 interface to

Appendix K the result are in table 3.4

Table 3.4 Voice download rate 

The metering on R3 indicates that VOIP packet has now been running in the network. 

Now we start to download a file from 

network. Check statistics on the

appendix K command and the results are in below table 3.5

Table 3.5 

The above output showing that both 

Both traffics are utilizing more bandwidth 

Now an Emergency call is introduced 

manager 114 through IP communicator 

Guaranteeing QoS in a Crises Response Network 

situation traffic  

voice traffic in the network by dialing 113 from Call manager 111 to call manager 113.

Check statistics on R3 interface to see the flows of Voice traffic, configuration given in

esult are in table 3.4. 

 

able 3.4 Voice download rate  

The metering on R3 indicates that VOIP packet has now been running in the network. 

file from TFTP Server 1 or Server 2 to inject da

the R3 interface to confirm data traffic, configuration 

the results are in below table 3.5. 

 

both Data traffic and Voice traffic is going through the 

more bandwidth than they were assigned. 

is introduced in the network by dialing Emergency call 112 from call 

ger 114 through IP communicator as shown in figure 3.9. 
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113 from Call manager 111 to call manager 113. 

, configuration given in 

The metering on R3 indicates that VOIP packet has now been running in the network.  

data traffic in the 

, configuration given in 

is going through the network. 

in the network by dialing Emergency call 112 from call 
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Figure 3.9 

Issue the appendix K command to see results

Table 3.6 

In the output the final result is shown and the main task is achieved. Emergency Call Hotline is 

on the high priority compare to other traffics in the network. 

bandwidth up to their allocation. 
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Issue the appendix K command to see results, the output is shown in table 3.6. 

 

final result is shown and the main task is achieved. Emergency Call Hotline is 

on the high priority compare to other traffics in the network. All the classes are consuming there 
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final result is shown and the main task is achieved. Emergency Call Hotline is 

the classes are consuming there 
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4 Analyses  

4.1 Tests before Allocation of bandwidth 

This chapter will focus on the analysis of techniques relative to 

available is 128kbps, 25% of the bandwidth is utilized by the routing protocols,

bandwidth is almost 96kbps. In the beginning client

from server 1 or server 2. In below figure 4.1 we can see the Elastic data is utilizing the 94kbps.

Figure 4.1 Elastic Data download rate

In the next step stop downloading TFTP file, and generate Voice traffic in the network, as shown 

in the below figure 4.2 Voice traffic is utilizing 82 kbps.

 

Figure 4.2 Voice download rate

Suddenly an emergency situation occurs. 

department and High Command of the country (i.e. President of the state) will be calling. Now 

Total Bandwidth
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128
94

Total Bandwidth Voice

128

82

Available
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This chapter will focus on the analysis of techniques relative to QoS. The 

available is 128kbps, 25% of the bandwidth is utilized by the routing protocols,

bandwidth is almost 96kbps. In the beginning client 1 or client 2 will be downloading TFTP files 

server 2. In below figure 4.1 we can see the Elastic data is utilizing the 94kbps.

 

Elastic Data download rate 

e next step stop downloading TFTP file, and generate Voice traffic in the network, as shown 

in the below figure 4.2 Voice traffic is utilizing 82 kbps. 

 

Voice download rate 

an emergency situation occurs. In emergency situation, Rescue services, Police 

department and High Command of the country (i.e. President of the state) will be calling. Now 
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 total bandwidth 

available is 128kbps, 25% of the bandwidth is utilized by the routing protocols, and remaining 

1 or client 2 will be downloading TFTP files 

server 2. In below figure 4.1 we can see the Elastic data is utilizing the 94kbps. 

 

e next step stop downloading TFTP file, and generate Voice traffic in the network, as shown 

In emergency situation, Rescue services, Police 

department and High Command of the country (i.e. President of the state) will be calling. Now 
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the network will be experiencing the three traffics at the same time which are elastic data, simple 

VoIP call and the Emergency call. In which there are two voice traffics and one simple data in

the network. Generate Voice traffic and Emergency Voice traffic and simple traffic. 

 

Figure 4.3 Emergency Situations 

The above figure 4.3 indicates that three

currently active. Since the total bandwidth of the link is 128Kbps thus 25% of bandwidth has 

already been taken by routing protocols etc thus the total bandwidth left is 96Kbps

utilizing 82kpbs, Voice call is utilizing 11 kbps,

much as bandwidth as it can. In the current condition all the traffic is treated as same (TCP and 

UDP) thus data download are utilizing 82kbps. Si

consume a limited amount of bandwidth thus it cannot fight with bandwidth hungry traffic like 

TFTP to claim the bandwidth it requires and further Emergency situation occurs. In order to 

solve this problem, Voice and Emergency voice traffics

normal timing, when there is no traffic across the network, 

need any priority but during the congestion Emergency Voice

be allocated bandwidth for good utilization of bandwidth.

4.2 Tests after Allocation of bandwidth 

Three distinct traffic flows will be generat

Three types of traffic will be generated in 

to all traffics. 
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the network will be experiencing the three traffics at the same time which are elastic data, simple 

the Emergency call. In which there are two voice traffics and one simple data in

Generate Voice traffic and Emergency Voice traffic and simple traffic. 

Emergency Situations without Allocation of Bandwidth   

4.3 indicates that three flows (Elastic data, Voice and Emergency Call

currently active. Since the total bandwidth of the link is 128Kbps thus 25% of bandwidth has 

already been taken by routing protocols etc thus the total bandwidth left is 96Kbps

call is utilizing 11 kbps, the reason is this that file transfer can eat up as 

much as bandwidth as it can. In the current condition all the traffic is treated as same (TCP and 

UDP) thus data download are utilizing 82kbps. Since Voice packet are really small in size and 

consume a limited amount of bandwidth thus it cannot fight with bandwidth hungry traffic like 

TFTP to claim the bandwidth it requires and further Emergency situation occurs. In order to 

and Emergency voice traffics should be given treatment. During the 

normal timing, when there is no traffic across the network, Emergency Voice traffic

congestion Emergency Voice traffic must be prioritize and must 

be allocated bandwidth for good utilization of bandwidth. 

4.2 Tests after Allocation of bandwidth  

Three distinct traffic flows will be generated to show bandwidth reservation and their

ic will be generated in the network. Reserved bandwidth would be allocated 
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the network will be experiencing the three traffics at the same time which are elastic data, simple 

the Emergency call. In which there are two voice traffics and one simple data in 

Generate Voice traffic and Emergency Voice traffic and simple traffic.  
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already been taken by routing protocols etc thus the total bandwidth left is 96Kbps. Data is 

the reason is this that file transfer can eat up as 

much as bandwidth as it can. In the current condition all the traffic is treated as same (TCP and 

packet are really small in size and 

consume a limited amount of bandwidth thus it cannot fight with bandwidth hungry traffic like 

TFTP to claim the bandwidth it requires and further Emergency situation occurs. In order to 

should be given treatment. During the 

Emergency Voice traffic does not 

traffic must be prioritize and must 

ed to show bandwidth reservation and their utilization. 

idth would be allocated 
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The total bandwidth available is 128 kbps in the network as shown in the below graph. Allocated 

bandwidth to voice is 25%, 20% for elastic data and 30% for

traffic running in the network as shown in the below figure 4.4. 25% bandwidth will be utilized 

by routing protocol which 96 kbps. 

Figure 4.4 

First voice traffic is added in the network. As you can see in below graph there is 

running in the network but only the Voice traffic

which is 32 kbps but it is at present state 
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otal bandwidth available is 128 kbps in the network as shown in the below graph. Allocated 

dth to voice is 25%, 20% for elastic data and 30% for Emergency Hotline. Yet there is no 

traffic running in the network as shown in the below figure 4.4. 25% bandwidth will be utilized 

by routing protocol which 96 kbps.  

in the network. As you can see in below graph there is 

running in the network but only the Voice traffic, figure 4.5. Voice traffic was assigned 25%, 

at present state utilizing the 82 kbps.  
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otal bandwidth available is 128 kbps in the network as shown in the below graph. Allocated 

y Hotline. Yet there is no 

traffic running in the network as shown in the below figure 4.4. 25% bandwidth will be utilized 

 

in the network. As you can see in below graph there is no other traffic 

. Voice traffic was assigned 25%, 
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Figure 4.5 

Second elastic data traffic is added to the voice traffic. A

figure 4.6 voice traffic utilize 40 

kbps but it was assigned 28 kbps. Still they both are utilizing more bandwidth then there 

allocated bandwidth because the 

figure 4.6. 

Figure 4.6 
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is added to the voice traffic. As can be seen in the below graph 

 kbps but it was assigned 32 kbps and Elastic data utilize 

kbps. Still they both are utilizing more bandwidth then there 

allocated bandwidth because the Emergency Hotline bandwidth is free, as shown in the below 
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in the below graph in 

kbps and Elastic data utilize  32 

kbps. Still they both are utilizing more bandwidth then there 

gency Hotline bandwidth is free, as shown in the below 
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Now an emergency situation occurs and network experiences e

in the below graph figure 4.7. Emergency hotline is assigned 30

you can see now Elastic data, Voice and e

allocated bandwidth as shown in the below figure 4.7.

 

Figure 4.7 

Now all the traffic classes are utilizing there allocated bandw

priority comparatively to other traffics in the network. 
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occurs and network experiences emergency hotline traffic as shown 

. Emergency hotline is assigned 30 % of the total bandwidth

ee now Elastic data, Voice and emergency Hotline all limited to are utili

allocated bandwidth as shown in the below figure 4.7. 

Now all the traffic classes are utilizing there allocated bandwidth. Emergency Hotl

priority comparatively to other traffics in the network.  
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mergency hotline traffic as shown 

bandwidth. As 

are utilize their 

 

idth. Emergency Hotline is on high 
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5 Conclusions 

It is very difficult to guess when and where a crises situation can occur, so crises response 

network should provide services that offer quick response 24 hours a day, 7 days a week. In cries 

situations communication network may become overloaded; in these situations it is very 

important to prioritize emergency traffic.  In this thesis experiments were performed to provide 

priority for voice traffic in emergency situations for specific users. The overall traffic was 

classified into three different traffic classes: Data, Simple Voice and Emergency Hotline. 

Specific amount of bandwidth was allocated to each of these classes. In the normal condition 

voice and data will utilize the whole bandwidth of the network. Whenever an emergency 

situation arise the prioritized users (Emergency Hotline) will get access to the pre allocated 

amount of bandwidth for Emergency Hotline with priority over general users. 
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9 Appendixes  

 

Appendix A 

Server1 

 

Server-1#sh run 

Building configuration... 

 

Current configuration : 2809 bytes 

! 

version 12.4 

service timestamps debug datetime msec 

service timestamps log datetime msec 

no service password-encryption 

! 

hostname Server-1 

! 

boot-start-marker 

boot-end-marker 

! 

! 

no aaa new-model 

! 

resource policy 

! 
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memory-size iomem 5 

mmi polling-interval 60 

no mmi auto-configure 

no mmi pvc 

mmi snmp-timeout 180 

ip subnet-zero 

ip cef 

! 

frame-relay switching 

! 

no ip dhcp use vrf connected 

! 

ip dhcp pool ITS 

   network 192.168.20.0 255.255.255.0 

   option 150 ip 192.168.20.1 

   default-router 192.168.20.1 

! 

! 

! 

! 

voice-card 0 

! 

! 

! 

! 
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! 

interface FastEthernet0/0 

 no ip address 

 duplex auto 

 speed auto 

! 

interface FastEthernet0/1 

 no ip address 

 duplex auto 

 speed auto 

! 

interface FastEthernet0/1.1 

 encapsulation dot1Q 1 native 

 ip address 192.168.2.1 255.255.255.0 

 no snmp trap link-status 

! 

interface FastEthernet0/1.10 

 description File-Server 

 encapsulation dot1Q 10 

 ip address 192.168.0.1 255.255.255.0 

 no snmp trap link-status 

! 

interface FastEthernet0/1.20 

 description Voice-CLient 

 encapsulation dot1Q 20 
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 ip address 192.168.20.1 255.255.255.0 

 no snmp trap link-status 

! 

interface FastEthernet0/1.100 

 description Hot-Line 

 encapsulation dot1Q 100 

 ip address 192.168.100.1 255.255.255.0 

 no snmp trap link-status 

! 

interface Serial0/1/0 

 ip address 192.168.1.1 255.255.255.0 

 encapsulation frame-relay 

 ip ospf priority 0 

 no fair-queue 

 clock rate 125000 

 frame-relay interface-dlci 150 

! 

interface Serial0/1/1 

 no ip address 

 shutdown 

! 

router ospf 1 

 router-id 1.1.1.1 

 log-adjacency-changes 

 network 192.168.0.0 0.0.255.255 area 0 
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! 

ip classless 

! 

! 

ip http server 

no ip http secure-server 

ip http path flash: 

! 

! 

! 

control-plane 

! 

! 

telephony-service 

 max-ephones 6 

 max-dn 6 

 ip source-address 192.168.20.1 port 2000 

 auto assign 1 to 6 

 network-locale SE 

 create cnf-files version-stamp Jan 01 2002 00:00:00 

 dialplan-pattern 1 1.. extension-length 3 

 voicemail 5 

 max-conferences 4 gain -6 

 transfer-system full-consult 

! 
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! 

ephone-dn  1  dual-line 

 number 111 

 call-forward busy 5 

 call-forward noan 5 timeout 18 

! 

! 

ephone-dn  2  dual-line 

 number 112 

 call-forward busy 5 

 call-forward noan 5 timeout 18 

! 

! 

ephone-dn  3  dual-line 

 number 113 

 call-forward busy 5 

 call-forward noan 5 timeout 18 

! 

! 

ephone-dn  4  dual-line 

 number 114 

 call-forward busy 5 

 call-forward noan 5 timeout 18 

! 

! 
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ephone-dn  5  dual-line 

 number 115 

 call-forward busy 5 

 call-forward noan 5 timeout 18 

! 

! 

ephone-dn  6  dual-line 

 number 116 

 call-forward busy 5 

 call-forward noan 5 timeout 18 

! 

! 

ephone  1 

 mac-address 0018.8B82.08BE 

 type CIPC 

 button  1:1 

! 

! 

! 

ephone  2 

 mac-address 0018.8B84.BEB2 

 type CIPC 

 button  1:2 

! 

! 
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! 

ephone  3 

 mac-address 0018.8B82.0A64 

 type CIPC 

 button  1:3 

! 

! 

! 

ephone  4 

 mac-address 0018.8B83.3D3D 

 type CIPC 

 button  1:4! 

! 

ephone  5 

! 

ephone  6 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

 login 

! 

end 
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Server-1# 

 

Server2 

 

 

Server-2>en 

Server-2#sh run 

Building configuration... 

 

Current configuration : 1044 bytes 

! 

version 12.4 

service timestamps debug datetime msec 

service timestamps log datetime msec 

no service password-encryption 

! 

hostname Server-2 

! 

boot-start-marker 

boot-end-marker 

! 

! 

 

no aaa new-model 

! 
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resource policy 

! 

memory-size iomem 5 

mmi polling-interval 60 

no mmi auto-configure 

no mmi pvc 

mmi snmp-timeout 180 

ip subnet-zero 

ip cef 

! 

! 

! 

! 

frame-relay switching 

! 

voice-card 0 

! 

! 

! 

! 

! 

! 

! 

! 

! 
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! 

! 

interface FastEthernet0/0 

 ip address 192.168.10.1 255.255.255.0 

 duplex auto 

 speed auto 

! 

interface FastEthernet0/1 

 no ip address  

 duplex auto 

 speed auto 

! 

interface Serial0/1/0 

 ip address 192.168.1.2 255.255.255.0 

 encapsulation frame-relay 

ip ospf priority 0 

 no fair-queue 

 frame-relay interface-dlci 160 

! 

interface Serial0/1/1 

 no ip address 

 shutdown 

 clock rate 125000 

! 

router ospf 1 
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 router-id 2.2.2.2 

 log-adjacency-changes 

 network 192.168.1.0 0.0.0.255 area 0 

 network 192.168.10.0 0.0.0.255 area 0 

! 

ip classless 

! 

! 

ip http server 

no ip http secure-server 

ip http path flash: 

! 

! 

! 

! 

! 

control-plane 

! 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

 login 

! 
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end 

Server-2# 

 

R3 

 

R3> 

R3>en 

R3#sh run 

Building configuration... 

 

Current configuration : 1648 bytes 

! 

version 12.4 

service timestamps debug datetime msec 

service timestamps log datetime msec 

no service password-encryption 

! 

hostname R3 

! 

boot-start-marker 

boot-end-marker 

! 

! 

no aaa new-model 

! 
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resource policy 

! 

mmi polling-interval 60 

no mmi auto-configure 

no mmi pvc 

mmi snmp-timeout 180 

ip subnet-zero 

ip cef 

! 

! 

! 

frame-relay switching 

! 

! 

voice-card 0 

! 

! 

! 

! 

class-map match-all Hot-Line 

 match access-group 106 

class-map match-all Data-Traffic 

 match access-group 101 

class-map match-all Voice 

 match access-group 105 
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! 

! 

policy-map METER 

  class Voice 

  priority percent 25 

  class Hot-Line 

  priority percent 30 

  class Data-Traffic 

  priority percent 20 

! 

! 

interface FastEthernet0/0 

 no ip address 

 shutdown 

 duplex auto 

 speed auto 

! 

! 

interface FastEthernet0/1 

no ip address  

 duplex auto 

 speed auto 

! 

interface Serial0/1/0 

 ip address 192.168.1.3 255.255.255.0 
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 encapsulation frame-relay 

 no fair-queue 

 frame-relay interface-dlci 130 

 frame-relay interface-dlci 140 

! 

! 

interface Serial0/1/1 

 no ip address 

 shutdown 

! 

! 

interface Serial0/2/0 

 no ip address 

 shutdown 

 clock rate 2000000 

! 

! 

interface Serial0/2/1 

 ip address 192.168.34.3 255.255.255.0 

 clock rate 128000 

 service-policy output METER 

! 

! 

router ospf 1 

 router-id 3.3.3.3 
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 log-adjacency-changes 

 network 192.168.0.0 0.0.255.255 area 0 

! 

! 

ip classless 

! 

! 

ip http server 

no ip http secure-server 

! 

! 

access-list 101 permit ip host 192.168.0.10 any 

access-list 105 permit udp 192.168.20.0 0.0.0.255 any 

access-list 106 permit tcp host 192.168.100.100 any 

access-list 106 permit udp host 192.168.100.100 any 

! 

! 

control-plane 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

 login 

! 



Guaranteeing QoS in a Crises Response Network 

56 

 

scheduler allocate 20000 1000 

end 

 

R4 

 

R4>en 

R4#sh run 

Building configuration... 

 

Current configuration : 1562 bytes 

! 

version 12.4 

service timestamps debug datetime msec 

service timestamps log datetime msec 

no service password-encryption 

! 

hostname R4 

! 

boot-start-marker 

boot-end-marker 

! 

! 

no aaa new-model 

! 

resource policy 
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! 

mmi polling-interval 60 

no mmi auto-configure 

no mmi pvc 

mmi snmp-timeout 180 

ip subnet-zero 

ip cef 

! 

! 

! 

voice-card 0 

! 

! 

! 

! 

! 

! 

! 

class-map match-all client1 

 match access-group 101 

class-map match-all client2 

 match access-group 102 

class-map match-all Voice 

 match access-group 105 

class-map match-all C-1 
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 match any 

! 

! 

policy-map METER 

  class client1 

  class client2 

  class Voice 

! 

! 

! 

! 

interface FastEthernet0/0 

 no ip address 

 shutdown 

 duplex auto 

 speed auto 

! 

interface FastEthernet0/1 

 no ip address 

 shutdown 

 duplex auto 

 speed auto 

! 

interface Serial0/1/0 

 ip address 192.168.41.4 255.255.255.0 
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 no fair-queue 

 clock rate 128000 

 service-policy output METER 

! 

interface Serial0/1/1 

 ip address 192.168.42.4 255.255.255.0 

 clock rate 2000000 

 service-policy output METER 

! 

interface Serial0/2/0 

 ip address 192.168.34.4 255.255.255.0 

! 

interface Serial0/2/1 

 no ip address 

 shutdown 

 clock rate 2000000 

! 

router ospf 1 

 router-id 4.4.4.4 

 log-adjacency-changes 

 network 192.168.0.0 0.0.255.255 area 0 

! 

ip classless 

! 

! 
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ip http server 

no ip http secure-server 

! 

access-list 101 permit ip host 192.168.0.2 any 

access-list 102 permit ip host 192.168.10.2 any 

access-list 105 permit udp 192.168.0.0 0.0.0.255 any 

! 

! 

! 

! 

control-plane 

! 

! 

! 

! 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

 login 

! 

end 

 

Client 1 
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! 

hostname Client-1 

! 

boot-start-marker 

boot-end-marker 

! 

! 

no aaa new-model 

! 

resource policy 

! 

memory-size iomem 5 

mmi polling-interval 60 

no mmi auto-configure 

no mmi pvc 

mmi snmp-timeout 180 

ip subnet-zero 

ip cef 

! 

! 

voice-card 0 

! 

! 

! 

interface FastEthernet0/0 
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 no ip address 

 shutdown 

 duplex auto 

 speed auto 

! 

interface FastEthernet0/1 

 ip address 192.168.12.1 255.255.255.0 

 duplex auto 

 speed auto 

! 

interface Serial0/1/0 

 no ip address 

 shutdown 

 no fair-queue 

 clock rate 125000 

! 

interface Serial0/1/1 

 ip address 192.168.41.1 255.255.255.0 

! 

router ospf 1 

 router-id 5.5.5.5 

 log-adjacency-changes 

 network 192.168.12.0 0.0.0.255 area 0 

 network 192.168.0.0 0.0.255.255 area 0 

! 
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ip classless 

! 

! 

ip http server 

no ip http secure-server 

! 

! 

! 

! 

! 

control-plane 

! 

! 

! 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

 login 

! 

end 

 

Client-1# 
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Client 2 

service timestamps log datetime msec 

no service password-encryption 

! 

hostname Client-2 

! 

boot-start-marker 

boot-end-marker 

! 

! 

no aaa new-model 

! 

resource policy 

! 

memory-size iomem 5 

mmi polling-interval 60 

no mmi auto-configure 

no mmi pvc 

mmi snmp-timeout 180 

ip subnet-zero 

ip cef 

 

! 

! 

! 
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voice-card 0 

! 

! 

! 

! 

! 

interface FastEthernet0/0 

 no ip address 

 shutdown 

 duplex auto 

 speed auto 

! 

interface FastEthernet0/1 

 ip address 192.168.11.1 255.255.255.0 

 duplex auto 

 speed auto 

! 

interface Serial0/1/0 

 no ip address 

 shutdown 

 no fair-queue 

! 

interface Serial0/1/1 

 ip address 192.168.42.2 255.255.255.0 

! 
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router ospf 1 

 router-id 6.6.6.6 

 log-adjacency-changes 

 network 192.168.0.0 0.0.255.255 area 0 

! 

ip classless 

! 

! 

ip http server 

no ip http secure-server 

! 

! 

! 

control-plane 

! 

! 

! 

! 

line con 0 

line aux 0 

line vty 0 4 

 login 

! 

End 
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Frame Relay Switch 

 

sh run 

Building configuration... 

 

Current configuration : 1578 bytes 

! 

version 12.4 

service timestamps debug datetime msec 

service timestamps log datetime msec 

no service password-encryption 

! 

hostname FrameRelay 

! 

boot-start-marker 

boot-end-marker 

! 

! 

no aaa new-model 

! 

resource policy 

! 

memory-size iomem 5 

mmi polling-interval 60 

no mmi auto-configure 
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no mmi pvc 

mmi snmp-timeout 180 

ip subnet-zero 

ip cef 

! 

no ip domain lookup 

! 

frame-relay switching 

! 

voice-card 0 

! 

interface FastEthernet0/0 

 no ip address 

 shutdown 

 duplex auto 

 speed auto 

! 

interface FastEthernet0/1 

 no ip address 

 shutdown 

 duplex auto 

 speed auto 

! 

interface Serial0/1/0 

 bandwidth 1000000 
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 no ip address 

 encapsulation frame-relay 

 no ip mroute-cache 

 tx-ring-limit 100 

 tx-queue-limit 100 

 clock rate 128000 

 transmitter-delay 10 

 frame-relay intf-type dce 

 frame-relay route 160 interface Serial0/2/1 130 

! 

interface Serial0/1/1 

 no ip address 

 no ip mroute-cache 

 shutdown 

! 

interface Serial0/2/0 

 no ip address 

 encapsulation frame-relay 

 no ip mroute-cache 

 clock rate 2000000 

 frame-relay intf-type dce 

 frame-relay route 150 interface Serial0/2/1 140 

! 

interface Serial0/2/1 

 bandwidth 1000000 
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 no ip address 

 encapsulation frame-relay 

 no ip mroute-cache 

 tx-ring-limit 100 

 tx-queue-limit 100 

 clock rate 2000000 

 transmitter-delay 10 

 frame-relay intf-type dce 

 frame-relay route 130 interface Serial0/1/0 160 

 frame-relay route 140 interface Serial0/2/0 150 

! 

ip classless 

! 

! 

ip http server 

no ip http secure-server 

! 

control-plane 

! 

line con 0 

line aux 0 

line vty 0 4 

 login 

! 

end 
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Appendix B 

class-map match-all Hot-Line 

 match access-group 106 

class-map match-all Data-Traffic 

 match access-group 101 

class-map match-all Voice 

 match access-group 105 

! 

! 

Appendix E 

policy-map METER 

  class Voice 

  priority percent 25 

  class Hot-Line 

  priority percent 30 

  class Data-Traffic 

  priority percent 20 

appendix F 

access-list 105 permit udp 192.168.20.0 0.0.0.255 any 

access-list 106 permit tcp host 192.168.100.100 any 

access-list 106 permit udp host 192.168.100.100 any 

! 

Appendix K 

show policy-map interface serial 0/2/1 
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