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Abstract 
 
Eleven years ago Cisco introduced three types of applications on the same converged 
network and named it AVVID (Architecture for Voice, Video and Integrated Data). In 
spite of the initial interest and hype surrounding AVVID, the feature was and still is 
unable to confront problems such as: data priority, load balancing and network 
congestion. The work in this report addressed these issues within the network. Different 
Cisco Internetwork Operating System (IOS) methods: routing protocols, Cisco IOS QoS 
(including LLQ, LFI and Header Compression), Path Control and Cisco Performance 
Routing (PfR) were all tested to see which feature would work best at enhancing network 
performance.  
 
A practical network was created in which these features were carefully implemented one 
after another. In every step, the results were observed and recorded and if necessary 
repeated in order to check their validity. The results for RTT (Round Trip Time) and 
MOS (Mean Opinion Score) showed that in comparison to Path Control and Cisco IOS 
QoS (Quality of Service) mechanisms, Cisco PfR was able to generate routes on the fly 
during times of network congestion. This cannot be achieved with the use of Cisco QoS 
and Path Control which makes Cisco Performance Routing a far more superior feature. 
Although the focus of the work was VoIP (Voice over Internet Protocol) data, it is 
possible to construct a network with any application as Cisco PfR is able to reroute data. 
Cisco PfR is an easily accessible IOS feature which, once implemented, requires very 
little updating and maintenance.  
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1 Introduction 
“The Internet is broken” [1] said Lawrence G. Roberts one of the original founders of the 
Internet. In his article he placed blame on the performance of routers. There is no doubt that 
problems such as: slow convergence, congestion, packet loss, load sharing and variable latency 
(to name but a few problem areas) are directly related to router inefficiency. These issues affect 
time-critical and sensitive applications the most. There is a growing demand for such 
applications, and it is now more important for modern-day networks to address router issues. In 
order to maintain a high level of network efficiency the following problems should be overcome: 
 

• Inadequate data prioritisation 
• Inability to manage congestion, brownouts and black-hole mitigation 
• Inefficient link utilisation 
• Inefficient management of time-critical applications 
• Too much jitter 

1.1 Background and need 
Previous research is focused on the implementation of QoS (Cisco Quality of Service) [3] [5] [8] 
[9] or Path Control [11] to tackle different performance related problems in the network.  
 
Cisco QoS is a feature implemented and supported by IOS which gives fair usage of bandwidth; 
it defines a special class for an application and provides priority bandwidth to it. If an application 
is given greater priority, and then the application itself exceeds a certain limit, problems arise as 
there is no extra bandwidth to facilitate extra usage. In order to combat the shortcomings of QoS, 
Path Control is put into practice.  
 
Path Control is another similar feature which allows traffic to be routed through selected paths. 
Certain flows are given preferential treatment through different links. Packets traveling through 
the router would normally be sent according to the routing table decision but Path Control makes 
the decision before the routing protocol does. Even though the implementation of Path Control 
increases usage of multiple links and prioritises certain data, it cannot help in disaster recovery 
when the assigned link or port is down or broken. Cisco has gradually become more and more 
aware of these difficulties and has recently introduced the technology of Cisco Performance 
Routing (PfR) to enhance network efficiency. 
 
Cisco Performance Routing [4] is the latest technology promoted by Cisco that works with 
existing routers and routing protocols. It makes intelligent decisions by inserting routes into the 
routing table to optimise application performance. This is done in order to satisfy the 
requirements of end-user applications [12]. Cisco PfR uses Cisco IOS features like Cisco IOS IP 
SLA (Internet Protocol Service Level Agreement) [22] and Cisco IOS NetFlow [21] (which are 
automatically enabled during its configuration) for best path selection. The Cisco PfR enabled 
routers (Master router/controller and Border routers) communicate on TCP (Transmission 
Control Protocol) port 3494 with each other by default. Cisco PfR is a policy-making based 
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feature in which decisions to boost network performance are made upon: reachability, 
throughput, loss, link usage, cost, delay, jitter, MOS and load.  

1.2 Purpose of the project 
The purpose of this study is to give an in-depth analysis of Cisco PfR and through its 
configuration, the work aims to decipher whether or not Cisco PfR is a more realistic solution in a 
practical environment in comparison to routing protocols, Path Control and Cisco QoS. Once the 
study is done, it will be feasible to state if Cisco PfR should be put into practice broadly.  

1.3 Thesis goals and methods 
The goals of this thesis are: 
 

• To implement and evaluate Cisco PfR technology 
• To compare the results of Path Control, Cisco QoS and OSPF with those of Cisco 

PfR at the time of congestion 
• To clarify if Cisco PfR is a better alternative in improving network performance 

 
A network topology will be developed with consistent bandwidth and data types (VoIP and 
HTTP) throughout the study. The work will be divided into four parts. First, a network will be 
constructed with the routing protocol OSPF [7] to calculate usage and gather statistics. Second, 
Cisco QoS (including LLQ and LFI and Header Compression) will be implemented. Third, Path 
Control will be applied in the network and finally, a configuration of Cisco PfR will be done to 
obtain a wide range of results during times of congestion needed for comparison.  
 
The study will analyse how Cisco PfR works to enhance network performance in contrast to 
Cisco QoS and Path Control. The writing will be both descriptive and instructive so as to give 
other academics the opportunity to repeat the work with relative ease. 

1.4 Limitations 
The work in this thesis is centralised on configuring a network with Cisco PfR and an underlying 
routing protocol. The aim is to document the behaviour of the network and its routers when 
congestion is generated on the links. This will be done so that one can evaluate how Cisco PfR 
prevents the network from collapsing during times of congestion. There are many other aspects 
that can be incorporated into the study. For example: 
 

• WAN enhancement with Cisco WAAS (Wide Area Application Services) and 
Cisco PfR 

• Implementation of Cisco PfR on tunnelling interfaces  
• Implementation of Cisco PfR in MPLS networks 
• Implementation of Cisco PfR with BGP learned prefixes 

 
Due to time and space constraints, it is not possible for this study to address all of these other 
areas. However, it is important to note the scope and potential for further studies in Cisco PfR. 
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2 Related work 
As Cisco PfR is a relatively new subject, there is very little work relating directly to the issues 
addressed in this report. Many of the articles available on network enhancement methods are 
focused either on QoS or Path Control which have their own limitations. The term “network 
performance” relates to a combination of factors that come together to affect performance in the 
network. Apart from studying QoS and Path Control on an individual basis, most of the literature 
does not attempt to conduct a comparison between the two or any other network enhancement 
technique. The work in this thesis is focused on making a comparative analysis between QoS, 
Path Control and Cisco PfR. In doing so, it aims to offer a more contemporary solution to 
setbacks in the network with the configuration of Cisco PfR. 

2.1   Implementation of QoS-Provisioning System for Voice over IP 
This study addressed the issue of quality of service for VoIP. It paid particular attention to the 
fact that VoIP was unable to support the CAC (Call Admission Control) mechanism which was 
introduced to prevent packet losing and over-queuing. These problems considerably affected the 
quality of the call. The writers designed and implemented the QoS-Provisioning system which 
was integrated into the current Cisco VoIP system and aimed to support Site-Utilisation-Based 
CAC (SU-CAC) mechanism by resource allocation [8].  
 
Although there are many strong points in their work, the writers have limited themselves to 
enhancing VoIP data alone. They do not consider the use of utilising multiple links to improve 
VoIP performance whereas the work in this thesis is highly concerned with this subject area. 
Another point to be taken into consideration is that the work done in their study is now eight 
years old. At the time they were doing this, mechanisms such as Path Control and features such as 
Cisco PfR did not exist. 

2.2   Implementation and Performance Measurements of QoS Routing Extensions to OSPF 
“Our evaluations are aimed at assessing the cost and feasibility of QoS routing in IP networks” 
[9]. Like the writers of the thesis in section 2.1, the academics also focused on QoS. On an OSPF 
based network they implemented QoS and verified performance improvements. Their work was 
more concerned with evaluating computational cost and protocol overhead and seeing if QoS 
could be implemented in IP networks. 
 
The study starts with OSPF as an underlying protocol which is similar to section 4.2 in this study. 
The writers made a solid attempt in 1999 at enhancing a routing protocol with QoS and given that 
at that time QoS was still in its early stages, the results were satisfactory. The work done in this 
project is more practical in comparison to the authors’. The concepts in this article have made it 
easier to firmly establish the direction of study in section 4.2 where the work is related to an 
extent.  

2.3   Intelligent Path Assignment Control for Network Survivability and Fairness 
The paper “...proposes new facility assignment control methods, IPAC (Intelligent Path 
Assignment Control), using DCS (Digital Cross-connect System) for improving network 
survivability and fairness” [10]. The focus of Inoue and Yamada’s work was on path and traffic 
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restoration and circuit utilisation. They evaluated performance and came to the conclusion that 
IPAC improved survivability and fairness by using transmission network and circuit network 
data.  
 
What is most relevant to the work in this thesis is the fact that network performance was 
reinforced by dynamic routing. This technique is a fundamental aspect of both Path Control and 
Cisco Performance Routing which creates dynamic routes to enhance network throughput. Inoue 
and Yamada’s research highlights the benefits of Path Control and these will be further explored 
in section 4.4. 

2.4   Coordination Path Control Method to Reduce Traffic Load on NGN Access Gateway 
The goal of this paper was to propose “...a path control method to reduce load concentration on 
the access gateway by offloading specified flows from PDG” [11]. Path Control mechanism 
developed a route bypassing PDG (Packet Data Gateway) in which UEs (User Equipments) and 
IMS (IP Multimedia Subsystems) core were directly connected. 
 
This article is the most recent of all the related work. It combines Path Control and QoS network 
performance tools and the prototype tested in their experimentation works in a WLAN (Wireless 
Local Area Network). The aim of the work in this study however, is to assess these performance 
enhancing tools in a wired network. The authors have looked at reducing load on the PDG; this 
study also takes this issue into consideration but places emphasis on how PfR is able to reduce 
load as well as other setbacks in the network. 

2.5   FR-1000 and the issue of flow management 
In 2004 Lawrence G. Roberts founded a company named Anagran which set out to “…reinvent 
the router” [1]. In particular, the company focused on flow management and congestion in the 
network with regards to increased multimedia usage. They set about to create the FR-1000 in 
competition with traditional routers. The engineers of this device aimed to solve problems 
associated with bandwidth hungry networks. Instead of using a Routing Engine, the company 
developed a Flow Engine which used a hash function to convert packets into sequences that 
uniquely identified a flow. This reduced the number of steps required for per packet processing 
and overall, increased speed.  
 
The aim of Anagran’s work is to completely disregard the router in general. The company wants 
to replace routers and emphasises the benefits of their own invention in comparison to routers. It 
is particularly useful as it highlights the different technologies on offer in the market for 
improving network performance. Most importantly, it shows the extent of competition in the 
routing world. This report conducts an in-depth analysis of one of the features introduced to work 
on top of existing routers (rather than re-inventing them completely) to enhance efficiency.  
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3 What is Cisco PfR? 
This section breaks down Cisco PfR. It looks at: what it does, how it works, what its limitations 
are and the different phases that comprise Cisco PfR.  
 
Cisco PfR is an intelligent routing technique working over existing routing protocols to select 
best paths to satisfy application requirements. Cisco PfR technology is hidden inside Cisco IOS 
software. Cisco Internetwork Operating System (IOS) is defined by Cisco as the world’s most 
essential network-building software [23]. It is used on the majority of Cisco Systems routers and 
network switches. IOS combines switching, routing, telecommunications and internetworking 
with a multitasking operating system. Cisco PfR technology can be further explained with a 
definition of transport diversity. “Transport diversity is a general terminology used for selecting 
or preferring a network exit-point for end-user application traffic across network topologies that 
have a variety of characteristics...monetary cost, reliability or availability, availability of 
bandwidth, and latency” [12].  
 
One of the many advantages of Cisco PfR is that it can collect, evaluate and come to conclusions 
without interaction from an administrator. Cisco PfR not only helps in providing alternate nodes 
but also assists in utilising multiple links. Organisations usually implement multiple links for 
redundancy and it is common knowledge that routing protocols [2] for example: EIGRP, OSPF 
and BGP (Border Gateway Protocol) can route based on their best path selection. This is where 
Cisco PfR plays a major role; in order to use all available links and bandwidth efficiently it 
changes routes on the fly. If the network is PfR enabled, the application which is met by a 
performance hit will be rerouted to another link. However, it is very important to understand the 
process and key components of Cisco PfR. Like many other features, Cisco PfR has specific 
requirements that have to be met. It is essential to consider these prerequisites before building a 
Cisco PfR based network.  

3.1   How Cisco PfR works 
In order to build a network with Cisco PfR, one must have a master router and a border router(s). 
Border routers are usually connected to external links which can either be physical or logical 
links (tunnel interfaces). The role of border routers is to monitor incoming and outgoing traffic in 
the network. As the flow remains in transit through the network, these border routers record 
prefixes. They collect statistics based on source and destination IP addresses and report them to 
the master router. The master router, having collected this information, then generates a statistics 
table based on the prefixes sent from the border routers. The border routers not only report the 
flow direction and prefixes but also the weight of the flow per link. Here, weight refers to the link 
utilised by the flow. From these reports, the master router can conclude another link and generate 
a static route. As the master router is the decision maker, it injects this static route in the 
underlying routing protocol and propagates it throughout the network to inform others of a new 
destination.  
 
Cisco PfR can serve two jobs in the network. It can either be used to collect, analyse and report 
the alerts to the administrator or, it can be used to generate alerts whilst also controlling the exit 
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points of the network. Figure 1 is a visual representation of border routers (labelled BR), master 
router (MR) and their links to external ISPs (Internet Service Providers). 

 
Figure 1 : Cisco PfR components representation 

 
Figure 1 shows one master router connected to three border routers. It is vital to make a note that 
these border routers should be connected to different networks. To give an example, if border 
routers1 and 2 in the figure above are connected to ISP1 then Cisco PfR cannot report alternative 
prefixes because the exit points are on the same subnet. 

3.2   Limitations of Cisco PfR 
To obtain the best results whilst implementing Cisco PfR, one must take into account that it is 
new technology with equally new guidelines and criteria. It is necessary to consider that:  
 

• Cisco Express Forwarding [13] (CEF) must be enabled on all routers 
• Cisco PfR requires an underlying routing protocol (Static or Dynamic) 
• The external links should be point to point links 
• In multicasting, support for an outbound source currently exists 
• That there is no support for a Token Ring network 
• The maximum number of border routers should not exceed 10 
• The maximum number of external links should not exceed 20 
• External links should be connected to unique subnets 
• Reports should be generated whilst there is limited activity in the network 

3.3   Master controller/router and border router setup 
Before building a network with Cisco PfR, one must check network operation and connectivity. 
The first thing to do is to decide the master router in the network. As master routers already have 
a lot of tasks to complete, it is wise to limit their functionality. For example, if a router has to 
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check security and complete IP telephony it is not suitable as a master router with Cisco PfR. The 
ideal master router should have a direct link to the border routers; it should not have to be 
diverted through other subnets to reach them. If the network has a limited set of routers then a 
master router can also act as a border router but it is better to make a clear distinction between the 
two. Communication between master and border routers is encrypted through md5 algorithm. 

3.4   Hardware and software requirements 
Cisco PfR can be implemented on any ISR (Integrated Services Router). The following platforms 
are supported by Cisco PfR:  
 

• 1800 
• 2800 
• 3800 
• 7200/7301 
• 7600 
• Catalyst 6500 

 
Cisco PfR is the new implementation of legacy OER (Optimised Edge Routing). Any of the 
above platforms with 12.3(8)T or latest versions in SP services, Advance IP services, Enterprise 
services are all Cisco PfR enabled. Cisco PfR features are built in set for these versions and no 
extra licensing costs are required. 

3.5   Cisco PfR phases 
Once the requirements have been met and Cisco PfR is successfully configured in the network, it 
then passes through different phases to collect, evaluate and conclude results. A summary of 
these phases is presented below. 

3.5.1   Profile phase 
The purpose of this phase is to discover different traffic classes transiting through the network. 
There are two ways to discover the traffic classes. “The PfR profile phase includes both the learn 
mechanism and the configure mechanism” [14]. Traffic classes can be configured manually 
through command line on the master router. Or, it can be learnt automatically on the basis of 
parameters such as delay and throughput on the border routers. Figure 2 is a visual representation 
of the profiling phase: 



 

8 

 
Figure 2: Cisco PfR traffic class profiling process 

    

3.5.2   Measure phase  
This phase is the second step in the performance loop. The measure phase checks the 
performance metrics of the traffic class entries which were identified during the profile phase 
[15]. It calculates the performance of traffic classes and reports them to the master router. The 
measurement can either be passive (on the basis of counters on the interfaces) or active. In active 
mode, IP SLA (Service Level Agreement) is used to simulate certain traffic which then monitors 
the performance of each class. 

3.5.3   Apply policy phase 
The apply policy phase uses policies to map the measured performance metrics of traffic class 
entries in the Monitored Traffic Class (MTC) list. It determines if any action is needed [16]. The 
master router is configured to declare a performance hit for certain classes based on the level of 
threshold. For example, a VoIP packet requires less than 150ms RTT [17]. If it exceeds 150ms 
then the master router can be told to find an alternative path for VoIP based packets. When the 
traffic crosses a certain threshold, PfR declares it out-of-policy (OOP). 

3.5.4   Control phase 
The control phase controls the traffic defined in a traffic class through entrance and exit links. 
These links are selected on the basis of the user-defined policies or default policies [18]. When 
Cisco PfR concludes that certain classes are out-of-policy (OOP) it will take action to change the 
routing decision. The decision could be made by changing the route metrics, injecting a static 
route or using BGP routes. In turn, this will change the exit point selection. 

PfR traffic profiling 

Learn (Automatic) Configure (Manual) 

Learn Prefix Traffic 
Class 

Configure Prefix 
Traffic class 

Learn Application 
Traffic class 

Configure Application 
Traffic class 
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3.5.5   Verify phase 
After the network decision has been applied by the control phase, Cisco PfR will finally verify 
the network optimisation and check that it has brought all the OOP classes to in-policy [18]. The 
routing table obtains an extra static route in this phase but it is an extra overhead. It will be 
removed after the hold-down period which is by default 300 seconds. No configuration is needed 
for this phase and it is the final phase initiated by Cisco PfR.  
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4 Network Management: OSPF, Cisco QoS and Path Control  
This part of the thesis focuses on network performance during times of congestion. It will observe 
how OSPF, Cisco QoS and Path Control mechanisms handle congestion in the network. The 
same topology and same set of traffic will be used throughout the work. This topology and traffic 
will be checked with OSPF, Cisco QoS and Path Control mechanisms and then finally, will be 
applied to Cisco PfR (section 5). 
 
The network for this setup will contain three exit points and one master router. These three exit 
points will be interlinked, connected to external networks and also directly connected to the 
master router. The master router will remain untouched, whilst at the same time two extra routers 
will be connected to the border routers for simulating data. It is only with the configuration of 
Cisco PfR that the master router is used.  
 
There are two ways to transport data through the network and obtain statistics. It can be active or 
passive. In passive mode, interface counters are used to predict the behaviour of certain traffic. It 
requires an access list to record data counters and sends it to the master router. In active mode IP 
SLA is used to simulate certain data. 
 
IP SLA [19] is an IOS feature that is used to send probes on the live network for simulating 
certain traffic classes. VoIP packets for example use a port range of 16734 – 32786 in their 
packet headers. Secure HTTP (Hyper Text Transfer Protocol) functions on port 80 or port 443. IP 
SLA can be programmed with certain classes using their dedicated port ranges. It is also possible 
to increase datagram size to oversubscribe the link and affect the other packets.  

4.1   Network setup 

 
 

Figure 3: Cisco PfR network optimisation 
 
In figure 3, three border routers are interlinked and connected to an external ISP as well as a 
master router. Client1 and client2 are end users generating traffic transiting through the border 
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routers to reach ISP. The colour boxes represent HTTP and VoIP packets generated from clients. 
The network has one primary link to ISP1 and two backup links to ISP2 and ISP3. HTTP data is 
oversubscribing the primary link as both clients are downloading heavy traffic. Since this link is a 
primary path, all the traffic uses this as an exit point first. Cisco PfR enables VoIP packets which 
are experiencing delay, jitter and low response time to be routed to the backup link even though it 
is a secondary link for the underlying routing protocol. It is not a major problem for HTTP data to 
experience slow download rates but for VoIP, even the slightest delay can have a significant 
impact during conversation. 

4.2   Implementing OSPF  
After building a network topology, a routing protocol is needed to run the network and here 
OSPF is used. OSPF is an open-standard, link-state routing protocol that converges quickly. It 
uses Dijkstra’s SPF (Shortest Path First) algorithm to determine the best path [7]. In figure 3 the 
outgoing links to the ISP are 128Kbps each. Two clients will be downloading data from ISP1 and 
at the same time they will also establish VoIP calls on the same link. The scenario is configured 
in the following way: 
 

• Setup client1 and client2 to start downloading data file from ISP1 using the primary link. 
Setup ISP1 as HTTP server to allow files downloading [Appendix A]. 

 
• Before downloading files, first simulate client1 to send VoIP probes to ISP1 with G.711a 

law codec, which consumes 64Kbps per call [Appendix B]. Check the statistics on client1 
and see the overall RTT (Round Trip Time) for call one. 

 
Output 1: 

Round Trip Time (RTT) for Index 1 
 Latest RTT: 22 milliseconds 
Latest operation return code: OK 
RTT Values: 
 Number Of RTT: 1000  RTT Min/Avg/Max: 1/22/58 milliseconds 
MOS score: 4.34 
Number of successes: 20 
Number of failures: 0 
Operation time to live: Forever 

 
In output 1 only one call has been initiated. The overall RTT is 22ms with 4.34 mean opinion 
score (MOS). VoIP experiences good quality service as there is no other traffic and no load on 
the primary link. RTT (also known as ping time) is the length of time it takes for a data packet to 
be sent and the confirmation of that same data packet to be received. RTT should not exceed 150 
milliseconds; the lower the RTT value, the better the response time. MOS on the other hand, is a 
numerical way of identifying the quality of sound resulting from the use of certain codecs. The 
codecs used in this study (G.711a and G.729a) are known for having very good MOS values 
which is why they were selected. Sound quality is measured on a scale from 1 to 5, 1 being bad 
and 5 being excellent. 
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• Now simulate client2 and send VoIP probes with G.729a codec. This consumes 25Kbps 

of bandwidth per call [Appendix C]. Check the results and RTT for call two. 
 
Output 2: 

Round Trip Time (RTT) for Index 1 
 Latest RTT: 54 milliseconds 
Latest operation return code: OK 
RTT Values: 
 Number Of RTT: 1000  RTT Min/Avg/Max: 1/54/138 milliseconds 
MOS score: 4.06 
Number of successes: 24 
Number of failures: 0 
Operation time to live: Forever 

 
Due to the nature of G.729a codec and the fact that it consumes less bandwidth, the MOS in 
output 2 is 4.06 with 54ms of RTT. There are two VoIP calls going through the network and both 
calls are experiencing good RTT and solid quality service.   
 

• Now start downloading file from ISP1 on client2 and check the VoIP quality on client1. 
 
Output 3: 

copy http://************************/file1 null: 
Loading http://**********************/file1 
!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! !!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!!! !!!!!!! 

 
The above code snippet in output 3 is downloading http name file1 to client2 to the location null. 
Null means to download the file but not save it. As the main concern is with traffic rates, saving a 
file to a location is not an issue in this particular implementation. 
 

• Check the statistics on client1; see the response time and mean opinion score. 
 
Output 4: 

Round Trip Time (RTT) for Index 1 
 Latest RTT: 974 milliseconds 
Latest operation return code: OK 
RTT Values: 
 Number Of RTT: 785  RTT Min/Avg/Max: 5/1241/1829 milliseconds 
MOS score: 1.19 
Number of successes: 94 
Number of failures: 0 
Operation time to live: Forever 
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Output 4 highlights that long RTT time and a poor mean opinion score of 1.19 results in poor 
VoIP quality. VoIP calls are suffering from a performance hit. This is due to HTTP and VoIP 
packets using the same buffer space. As VoIP is not given any preferential treatment with OSPF, 
the response time and MOS is considerably reduced. 

4.3   Improving the network with Cisco QoS techniques 
“Quality of service (QoS) configurations give special treatment to certain traffic at the expense of 
others” [5]. This section will use different Cisco QoS tools to improve network utilisation and 
treat VoIP packets for better response time. The tools are: LLQ and LFI (Link Fragmentation and 
Interleaving) and Header Compression. 

4.3.1   Implementation of LLQ 
LLQ (Low Latency Queuing) tackles the issues of real-time traffic (i.e. VoIP data) for guaranteed 
bandwidth and low delay [5]. LLQ builds a priority queue in addition to CBWFQs (Class Based 
Weighted Fair Queues) with controlled and guaranteed bandwidth. 
 
Previously, VoIP packets experienced problems because they required a maximum of 150ms of 
RTT. Latest Cisco services support an MQC (Modular QoS Command-Line Interface) based 
approach, where all the traffic is divided into certain classes and policy is applied to treat them. 
LLQ is the compilation of a legacy queuing system and comprises of one priority queue (PQ) and 
class based weighted fair queue (CBWFQ). An illustration of LLQ is given in figure 4. 
 

 
 

Figure 4 – LLQ structure 
 
Figure 4 demonstrates that there is only one queue which will serve for priority packets. Even if 
numerous flows are defined in different classes with priority treatment they will still utilise one 
priority queue. Manual classes for certain flows will get their own FIFO (First In First Out) 
queue, whereas anything else that is undefined will default to a WFQ (Weighted Fair Queue) 
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system. LLQ determines which packets reach the transmitting ring first. During peak hours the 
network link is congested. In such circumstances LLQ will always place VoIP packets first 
followed by each class so that VoIP gets priority even if the network is extremely busy. 
 
In order to check LLQ in action, implementation is needed. This configuration uses the previous 
format in section 4.2 but implements LLQ [Appendix D] to prioritise VoIP traffic over HTTP 
traffic.  
 

• Client1 and client2 are sending VoIP probes already, start downloading an HTTP file on 
client2 and check the response time of VoIP packets on client1.  

 
Output 5: 

Round Trip Time (RTT) for Index 1 
 Latest RTT: 108 milliseconds 
Latest operation return code: OK 
RTT Values: 
 Number Of RTT: 1000  RTT Min/Avg/Max: 1/22/58 milliseconds 
MOS score: 3.50 
Number of successes: 110 
Number of failures: 0 
Operation time to live: Forever 

 
In output 5 VoIP packets receive priority treatment, the total response time is 108ms which is less 
then 150ms and the mean opinion score is 3.50. This represents average VoIP quality. 
Unfortunately, the difficulties with VoIP quality do not stop here. The following RTT and MOS 
were recorded at different times during the study: 
 
Output 6: 

Round Trip Time (RTT) for Index 1 
 Latest RTT: 273 milliseconds 
Latest operation return code: OK 
RTT Values: 
 Number Of RTT: 1000  RTT Min/Avg/Max: 1/22/58 milliseconds 
MOS score: 1.41 
Number of successes: 135 
Number of failures: 0 
Operation time to live: Forever 

 
Obtaining diverse response times is due to serialisation delay and this is displayed in output 6. 
Although VoIP traffic is given preferential treatment, due to low speeds, the data packet 
consumes more than 25ms to exit the buffer. This 25ms of delay causes VoIP packets to wait 
until the data packet is actually served out of the transmitting ring. The extra time taken by the 
data packet affects the VoIP RTT time. A possible solution for this problem is to chop data 
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packets into smaller pieces and then to inject VoIP packets between them. Even though this 
creates temporary problems with router performance, it will permanently improve VoIP quality. 
 

4.3.2   Implementation of LFI and Header Compression 
Link Fragmentation Interleaving (LFI) is the technique used to break down large data packets 
into smaller pieces. This is done so that the smaller pieces can then be inserted in between the 
larger, chopped segments [5]. In turn, this reduces delay and jitter for small segments.  
 
Even though the problem of queuing delay is overcome with the use of LLQ, an issue that still 
persists is serialisation delay on the link. Serialisation delay is the time taken for a router to move 
a packet from the software queue to the hardware queue. Links with a Kbps of 768 or less are the 
cause of serialisation delay. Cisco recommends that the serialisation delay should be between 
10ms to 15ms at most. On the slower links serialisation is not an issue for VoIP packets. 
However, data packets whose PDU (Protocol Data Unit) size is 1500Kb will create problems for 
VoIP packets. In order to combat this problem, the larger sized PDUs are sliced into smaller 
pieces and VoIP packets are injected inside for timely delivery. 
 
VoIP packets are comprised of 60 bytes in which 20 bytes are the VoIP data payload itself, and 
the remaining extra 40 bytes are the header information [20] (IP- 20 bytes, UDP- 8 bytes and 
RTP- 12 bytes). The extra 40 bytes of header information added is reduced using Header 
Compression technique. Header Compression technique trims down this (40 bytes) header 
information into 2-5 bytes.  
 
One must bear in mind that LFI and Header Compression only solves the problem of serialisation 
delay. It does not prioritise or reserve bandwidth for data which is why it is implemented over 
LLQ. Figure 5 displays the process of LFI and Header Compression: 
 

 
 

Figure 5: LFI and Header Compression 
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The following configuration corresponds to the work in section 4.3.1. This time however, LLQ 
will be combined with LFI and RTP (Real-Time Transport Protocol) header compression 
[Appendix E]. Similar to the recordings before, RTT will be checked at different intervals.  
 

• As 2 VoIP calls are already generated, start downloading 1 file on client2 and see the IP 
SLA statistics for VoIP on client1. 

 
Output 7: 

Round Trip Time (RTT) for Index 1 
 Latest RTT: 69 milliseconds 
Latest operation return code: OK 
RTT Values: 
 Number Of RTT: 1000  RTT Min/Avg/Max: 1/22/58 milliseconds 
MOS score: 3.50 
Number of successes: 150 
Number of failures: 0 
Operation time to live: Forever 

 
When compared with the results obtained from the implementation of LLQ, it is clear in output 7 
that with the implementation of LFI and Header Compression with LLQ, VoIP calls get a better 
response time. The results raise issues in relation to bandwidth usage. In particular, what happens 
when the 82Kbps of bandwidth is entirely consumed and another call is placed at this time? To 
test this, a third call must be placed in order to consume bandwidth. 
 

• Generate a third VoIP call from client1 with G.729a codec and check the statistics. 
  

Output 8: 

Round Trip Time (RTT) for Index 1 
 Latest RTT: Connection Time out 
Latest operation return code:  
RTT Values: 
 Number Of RTT: 1000  RTT Min/Avg/Max: 1/22/58 milliseconds 
MOS score: 0 
Number of successes: 0 
Number of failures: 1 
Operation time to live: Forever 

 
Output 8 confirms admission rejection. The reason for this is that all of the 82Kbps has already 
been consumed and another call cannot be served. In order for this call to be served, the previous 
call has to end.  
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4.3.3   Analysis of the outputs 
Implementing LLQ, LFI and Header Compression solved the problem between VoIP and HTTP 
traffic. However, a continuous setback with implementing LLQ is that the priority queue has 
fixed allotted bandwidth. This experiment provided 82Kbps bandwidth to all VoIP calls. This 
was to ensure timely delivery of VoIP calls during times of congestion. However, when an 
attempt to connect a third call was made there was a Connection Time out which shows that this 
technique is unable to manage congestion on the primary link. Redirection to other links can 
solve this problem and can be achieved with the use of Path Control. It is possible to assign all 
VoIP traffic to the backup link with this technique.   
 
Table 1 displays the results obtained with the implementation of LLQ and LFI and Header 
Compression: 
 
Table 1- Implementation of QoS tools 
 
Technology Load  MOS RTT Reacted to congestion 

LLQ 2 VoIP calls and 1 
download 

1.14 273 
milliseconds 

No (caused serialisation 
delay) 

LFI and Header 
Compression 

2 VoIP calls and 1 
download 

3.50 69 milliseconds Yes (so far) 

LFI and Header 
Compression 

3 VoIP calls and 1 
download 

0 Connection 
Time out 

No (admission rejection) 

 

4.4   Path Control (also known as policy-based routing) 
Path Control is a Cisco IOS based feature which allows traffic to be routed through selected 
paths. In accordance to the administrator’s choice, certain flows such as VoIP data are given 
preferential treatment through different links. 
  
Even though there are multiple links, the primary link will always be used for data transmission. 
This is due to OSPF protocol. The link to ISP2 is a secondary link for OSPF and can only be used 
when ISP1 link is down. Cisco QoS can be implemented on the primary link to treat certain 
packets but it cannot resolve the problems that come with placing a third call on the same link. 
Path Control on the other hand, can permanently redirect extra calls on the border routers to link 
2 regardless of link congestion on ISP1.  
 
Path Control dominates the decisions made by routing protocols. Normally, the packets traveling 
through the router would be sent according to the routing table decision. Path Control makes the 
decision before the routing protocol does. OSPF has chosen ISP1 as the primary link and all the 
packets will follow that designated path. With Path Control, all the VoIP packets will be held 
before the routing protocol decision and will be redirected to link 2.  
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4.4.1   Implementation of Path Control 
In order for Path Control to work efficiently, it should be implemented throughout the network. It 
is not a requirement but good practice for a stable network. It is important to remember that Path 
Control can only be implemented by matching traffic on the basis of source or destination address 
or, on the basis of well known port numbers.  
 

• Now implement Path Control on the border router for client1 and client2 [Appendix F]. 
Continue the implementation with the same load used for QoS (2 VoIP calls and 1 
download) 

Output 9: 

Round Trip Time (RTT) for Index 1 
 Latest RTT: 45 milliseconds 
Latest operation return code: OK 
RTT Values: 
 Number Of RTT: 1000  RTT Min/Avg/Max: 1/22/58 milliseconds 
MOS score: 4.10 
Number of successes: 20 
Number of failures: 0 
Operation time to live: Forever 

 
• As Path Control is implemented according to Appendix F, start downloading a second file 

on client2. Also generate a third call and check the statistics. 
 
Output 10: 

Round Trip Time (RTT) for Index 1 
 Latest RTT: 61milliseconds 
Latest operation return code: OK 
RTT Values: 
 Number Of RTT: 1000  RTT Min/Avg/Max: 1/22/58 milliseconds 
MOS score: 3.50 
Number of successes: 20 
Number of failures: 0 
Operation time to live: Forever 

 
Unlike the experiments carried out earlier with OSPF and Cisco QoS techniques, output 10 shows 
that Path Control admits the third call with 61ms of RTT and 3.50 MOS. All calls are now 
established and routed through link 2. 

4.4.2   Analysis of the outputs 
In section 4.3, the results of the implementations showed that by prioritising VoIP traffic a 
limited number of calls were given preferential treatment. In this part of the study, Path Control 
was applied and it was successful in permanently redirecting all VoIP calls to link 2. The 
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drawback of this approach is that if the link to ISP2 is down or the link is overwhelmed, VoIP 
packets will not be served. The fundamental problem is that Path Control works regardless of any 
routing protocol. Any change to the routing protocol itself will not change the decision made by 
Path Control as the feature is inflexible. Table 2 shows results obtained for Path Control: 
 
Table 2- Implementation of Path Control 
 
Technology Load MOS RTT Reacted to congestion 
Path Control 2 VoIP calls and 1 

download 
4.10 45 

milliseconds 
Yes 

Path Control 3 VoIP calls and 2 
downloads 

3.50 61 
milliseconds 

Yes (for 3 calls only) 

 
Cisco QoS and Path Control can help the network but the downside is that all the calculations are 
static. On link 1 Cisco QoS helped traffic to some extent but during times of peak congestion, all 
the flows struggled for bandwidth. Path Control redirected sensitive traffic to another link but it is 
entirely dependent upon the available bandwidth of a specific link. The only feature which has 
the potential to tackle these problem areas is Cisco Performance Routing and this will be the focal 
point of the next section. 
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5 Network Management: Cisco PfR 
This section of the thesis places emphasis on Cisco PfR and how it is able to deal with congestion 
in the network. Similar to the implementations of Cisco QoS and Path Control in section 4, 
section 5 will also use the same topology and network in order to obtain results needed to make a 
comparison. As already explained in section 3, Cisco PfR is comprised of different phases. These 
phases have to be implemented with precision and recorded individually so that successful results 
can be obtained. Although this is a very tedious and time-consuming task, it must be done so that 
any minute changes are properly documented.  

5.1   Cisco PfR component setup 
Cisco PfR requires one master router and at least two exit points. The role of Cisco PfR in the 
network is to find alternative paths for applications experiencing problems. In the network 
constructed there is one master router and three exit points.  
 

• To setup a network with Cisco PfR and its five step procedure, one has to choose the 
master and border routers first. In this particular case, the configuration of the master 
router is given in Appendix G and the configurations of the three borders routers are given 
in Appendix H accordingly.  

 
• It is important to verify that the master router has been setup correctly and that all 

corresponding border routers are up. Issue the command “show oer master” on the master 
router and check its status. 

 
Output 11: 

R2#show oer master  
OER state: ENABLED and ACTIVE 
  Conn Status: SUCCESS, PORT: 3949 
  Number of Border routers: 3 
  Number of Exits: 3 
  Number of monitored prefixes: 0 (max 5000) 
  Max prefixes: total 5000 learn 2500 
  Prefix count: total 0, learn 0, cfg 0 
Border           Status   UP/DOWN             AuthFail 
6.6.6.6          ACTIVE UP       00:05:23          0 
5.5.5.5          ACTIVE UP       00:05:21          0 
4.4.4.4          ACTIVE UP       00:05:20          0 

 
Output 11 displays that there are three border routers up and running. Each border has one 
external link which is also shown. The three border routers have been active for five minutes. 
Border routers can be verified by typing “show oer border”. The output should demonstrate the 
status of the border routers. 
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Output 12: 

OER BR 4.4.4.4 ACTIVE, MC 2.2.2.2 UP/DOWN: UP 00:13:48, 
  Auth Failures: 0 
  Conn Status: SUCCESS, PORT: 3949 
  Exits 
  Se1/1           INTERNAL 
  Se1/3           EXTERNAL 

 
Output 12 shows that Border1 is up and running and internal and external networks are also 
established.  

5.2   Cisco PfR profile phase 
Once the Cisco PfR master and border routers are setup successfully, the next step is to define 
traffic classes. This mode could be active or passive. In these experiments the focus is on active 
mode using IP SLA and the use of two data traffic classes- VoIP and HTTP.  
 

• Setup the master router for two traffic classes [Appendix I]. 
 
During the profile phase, the master router instructs the border router to record activity of certain 
flows and save them to a Monitored Traffic Class (MTC) list. The border router collects NetFlow 
information on the basis of bytes transferred or RTT. NetFlow information is based on host 
source and destination IP addresses. MTC automatically performs prefix aggregation on the basis 
of external prefixes or internal prefixes related to the non-BGP table. The emphasis of this part of 
the thesis is on non-BGP prefixes and their ability to create static routes and perform route 
injection.   
 

• Note that prefix learning will only take effect when there is an active flow. Generate some 
traffic i.e. VoIP from client1 and client2 using IP SLA and check the master router for 
prefix information. Issue the command “show oer master prefix learned”, and see the 
prefix learned. 

 
Output 13: 
Prefix State 

PasSDly 
ActSDly 
 

Time 
PasSDly 
ActSDly 
 
 

Curr BR 
PasSUn 
ActSUn 

Curr I/F 

PasLUn 
 
ActLUn 

 
PasSLos 
 
EBw  

Protocol 
PasLLos 
Ibw 

192.168.14.0/24 
 
 
192.168.35.0/24 

INPOLICY 
U 
16 
INPOLICY 
U 
12 
 

@6 
U 
16 
@2 
173 
9 
 

192.168.46.6 
0 
0 
192.168.46.6 
0 
0 

Ser1/2 
0 
0 
Ser1/2 
0 
0 

 
3831 
8 
 
2038 
10  

Non-bgp 
2599 
1 
non-bgp 
3055 
4 
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Output 13 indicates the number of flows and destinations. In this case, two flows are going 
through the network to destination 192.168.46.6 through serial1/2 interface. They are both in-
policy which means that they are not experiencing any problems and that the aggregation type is 
non-BGP. The aggregation type suggests the policy that will be used during times of congestion 
in the network; in this particular situation it will create a static route. There are more fields in 
output 13 but the main concern is with flow source, their states, destination and route type. 
 

• Check the statistics for 2 VoIP calls and 1 download 
 

Output 14: 

Round Trip Time (RTT) for Index 1 
 Latest RTT: 18 milliseconds 
Latest operation return code:  
RTT Values: 
 Number Of RTT: 1000  RTT Min/Avg/Max: 1/22/58 milliseconds 
MOS score: 4.75 
Number of successes: 2 
Number of failures: 0 
Operation time to live: Forever 

Output 14 shows that for 2 VoIP calls and 1 download Cisco PfR has given the best results. 

5.3   Cisco PfR measure phase 
In section 5.2, the profile phase was configured to analyse traffic on the basis of throughput and 
delay. The prefixes learned information about flows that were transiting through the network. 
Cisco PfR traffic measurement begins with the nature of different traffic; delay is measured on 
the basis of RTT, throughput is measured on the basis of bytes transferred during given time 
intervals and packet loss is determined on the basis of TCP (Transmission Control Protocol) 
sequence numbers etc. The configuration can either be automatic or user defined. In automatic 
mode, the master router makes its own decision by comparing different traffic classes. User 
defined classes require values defined for certain flows.  
 
Two active IP SLA probes are generated towards ISP1, at the same time the master router 
receives a report informing it about the learned prefixes.  
 

• Start downloading file on client2 from ISP1, also generate a third VoIP call on client1 and 
check the prefixes again. 
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Output 15: 
Prefix State 

PasSDly 
ActSDly 

Time 
PasSDly 
ActSDly 

Curr BR 
PasSUn 
ActSUn 

Curr I/F 

PasLUn 
 
ActLUn 

PasSLos 
 
EBw 

 

Protocol 
PasLLos 
Ibw 

192.168.14.0/24 
 
 
192.168.35.0/24 
 
 
192.168.35.0/24 
 
 
192.168.14.0/24 

INPOLICY 
U 
16 
INPOLICY 
U 
12 
INPOLICY 
U 
12 
OOPOLICY 
N 
234 

@6 
U 
16 
@2 
173 
9 
@24 
119 
7 
@10 
155 
1 

192.168.46.6 
0 
0 
192.168.46.6 
0 
0 
192.168.46.6 
0 
0 
192.168.46.6 
0 
0 

Ser1/2 
0 
0 
Ser1/2 
0 
0 
Ser1/2 
0 
0 
Ser1/2 
0 
0 

 
3831 
8 
 
2038 
10 
 
2038 
10 
 
1111 
112  

Non-bgp 
2599 
1 
non-bgp 
3055 
4 
non-bgp 
1012 
10 
non-bgp 
3112 
1 

   
In this instance, output 15 highlights four flows towards destination 192.168.46.6. As two more 
flows are generated, two more entries are developed. When the third call is placed, the border 
router reports this as a problem and the master router declares it OOPOLICY (Out Of Policy). 
When the output displays OOPOLICY, it is an indicator that the traffic doesn't meet its 
requirements on the network. After the traffic comes into OOPOLICY state, the master router 
moves itself into a new state to apply policy for that class and to choose another exit point.  
 

• Confirm the status of call three on client1. 
 
Output 16: 

Round Trip Time (RTT) for Index 1 
 Latest RTT: Connection Time out 
Latest operation return code:  
RTT Values: 
 Number Of RTT: 1000  RTT Min/Avg/Max: 1/22/58 milliseconds 
MOS score: 0 
Number of successes: 0 
Number of failures: 7 
Operation time to live: Forever 

 
Here in output 16, the master router receives a report with statistics from the border router stating 
that the third call has been placed in OOPOLICY. This is due to the consumption of available 
bandwidth on the primary link. Therefore, the third call is experiencing admission rejection and 
there is a Connection Time out. 
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5.4   Cisco PfR policy phase 
After the traffic class is identified and experiences a performance hit, the next step is to 
implement the policy phase. In this phase, certain traffic is taken into consideration and the rule is 
set for that traffic class. VoIP traffic is suffering, in order to combat this issue a rule is established 
and that is that the RTT should not be more than 150ms. It is up to the administrator to apply a 
policy to that class alone or to all classes. In this scenario, policy is applied to VoIP traffic. Due 
to high network utilisation call three is hit with a Connection Time out.  
 
As long as the VoIP packet has an RTT in the range of 1 and 150ms it will remain in-policy. It is 
clear that the third call exceeds this range and therefore, an alternative exit link needs to be 
developed so that call three can connect successfully.  
 

• Configure the master router to take action for VoIP traffic if the rule of 150ms RTT is 
violated [Appendix J]. This means finding another path.  

 
The routing table (output 17) shows entries recorded before Cisco PfR applied its policy. 
 
Output 17: 

show ip route  
 
O    192.168.46.0/24 [110/128] via 192.168.24.4, 00:00:05, Serial1/1 
     2.0.0.0/24 is subnetted, 1 subnets 
C       2.2.2.0 is directly connected, Loopback1 
O    192.168.45.0/24 [110/128] via 192.168.25.5, 00:00:05, Serial1/2 
                     [110/128] via 192.168.24.4, 00:00:05, Serial1/1 
C    192.168.25.0/24 is directly connected, Serial1/2 
     4.0.0.0/32 is subnetted, 1 subnets 
O       4.4.4.4 [110/65] via 192.168.24.4, 00:00:05, Serial1/1 
O       192.168.14.0 [110/65] via 192.168.24.2, 00:00:05, Serial1/1 
C    192.168.24.0/24 is directly connected, Serial1/1 
     5.0.0.0/32 is subnetted, 1 subnets 
O       5.5.5.5 [110/65] via 192.168.25.5, 00:00:05, Serial1/2 
O       192.168.35.0 [110/65] via 192.168.25.5, 00:00:05, Serial1/2 
O    192.168.56.0/24 [110/128] via 192.168.25.5, 00:00:05, Serial1/2 

 
Output 17 explains the current routing table of the master router. The two highlighted entries are 
client generating traffic.  
 

• Continue the implementation with two VoIP calls- one from client1, one from client2 and 
a second download on client2. Then start a third VoIP call on client2 and in the mean 
time, turn on debug on the master router. 
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Output 18: 
R2#debug oer border active-probes detail 
 
OER BR APE detail: Completed retrieving Probe Statistics. 
probeType = udp-jitter, probeTarget = 192.168.46.4, probeTargetPort = 16384 
probeSource = 192.168.14.1, probeSourcePort = 56612, probeNextHop = 192.168.46.4 
probeIfIndex = 10, SAA index = 339 probeToS = 0 policy_seq = 0 
OER BR APE detail: Completions 2, Sum of rtt 40, Max rtt 24, Min rtt 16 
 
OER BR APE detail: Completed retrieving Probe Statistics. 
probeType = udp-jitter, probeTarget = 192.168.46.4, probeTargetPort = 16384 
probeSource = 192.168.35.3, probeSourcePort = 54431, probeNextHop = 192.168.46.4 
probeIfIndex = 11, SAA index = 340 probeToS = 0 policy_seq = 0 
OER BR APE detail: Completions 2, Sum of rtt 52, Max rtt 28, Min rtt 24 
 
OER BR APE detail: Completed retrieving Probe Statistics. 
probeType = tcp-connect, probeTarget = 192.168.46.4, probeTargetPort = 80 
probeSource = 192.168.35.3, probeSourcePort = 52238, probeNextHop = 192.168.46.4 
probeIfIndex = 13, SAA index = 352 probeToS = 0 policy_seq = 0 
OER BR APE detail: Completions 2, Sum of rtt 391, Max rtt 411, Min rtt 330 
 
OER BR APE detail: Completed retrieving Probe Statistics. 
probeType = udp-jitter, probeTarget = 192.168.46.4, probeTargetPort = 16384 
probeSource = 192.168.14.1, probeSourcePort = 54431, probeNextHop = 192.168.46.4 
probeIfIndex = 11, SAA index = 370 probeToS = 0 policy_seq = 0 
OER BR APE detail: Completions 2, Sum of rtt 0, Max rtt 0, Min rtt 0 
 
Output 18 indicates number flows received by the master router from the border router. It shows 
the sources, their destinations, their corresponding ports and RTT for each flow. The details of 
call three show no RTT information; this is because there is no available path out of the network. 
HTTP traffic experiences periods of long delay but the work is more concerned with VoIP traffic 
and lower RTT for HTTP data does not cause problems. Based on the above debug, the master 
router declares traffic as OOPOLICY.  

5.5   Cisco PfR apply policy and verification 
The final task executed by Cisco Performance Routing is to apply policy (action) on traffic 
declared as OOPOLICY. Here, the goal is to find an optimal exit point for VoIP traffic. 
According to Appendix J, the master router is set up to find an alternative path and to create a 
static route for flows and propagate it throughout the network. 
 

• Check log messages on the master router (output 19) 
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Output 19: 

%OER_MC-5-NOTICE: Route changed Prefix 192.168.14.1/24, BR 192.168.14.4, i/f ser1/0, 
Reason Delay, OOP Reason Timer Expired 

  
Output 19 from the master router indicates the flows; the third call was placed out-of-policy 
(OOP). 
 

• Run the debug again on the master router and check how it performs its calculations. 
 

Output 20: 

OER BR APE detail: Completed retrieving Probe Statistics. 
probeType = udp-jitter, probeTarget = 192.168.46.6, probeTargetPort = 16384 
probeSource = 192.168.14.1, probeSourcePort = 54432, probeNextHop = 192.168.46.4 
probeIfIndex = 10, SAA index = 363 probeToS = 0 policy_seq = 0 
OER BR APE detail: Completions 1, Sum of rtt 0, Max rtt 0, Min rtt 0 
OER BR APE detail: Completed retrieving Probe Statistics. 
 
probeType = udp-jitter, probeTarget = 192.168.46.6, probeTargetPort = 16384 
probeSource = 192.168.14.1, probeSourcePort = 54432, probeNextHop = 192.168.58.5 
probeIfIndex = 10, SAA index = 364 probeToS = 0 policy_seq = 0 
OER BR APE detail: Completions 1, Sum of rtt 64, Max rtt 28, Min rtt 20 
 
The master router performs calculations for the above probe. It finds out that due to admission 
control the third call is failing. Then it attempts to search out an optimal exit point in order to 
service that call. In output 20, the information highlighted in bold displays that for the same 
traffic (VoIP) another exit point is established through ISP2. It also shows total, maximum and 
minimum RTT. As the second exit point satisfies the conditions required for VoIP traffic 
(configuration in Appendix J) the static route will be created and injected into the routing table.  
 

• Check the routing table of the master router again (output 21) 
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Output 21: 

show ip route  
O    192.168.46.0/24 [110/128] via 192.168.24.4, 00:00:05, Serial1/1 
     2.0.0.0/24 is subnetted, 1 subnets 
C       2.2.2.0 is directly connected, Loopback1 
O    192.168.45.0/24 [110/128] via 192.168.25.5, 00:00:05, Serial1/2 
                     [110/128] via 192.168.24.4, 00:00:05, Serial1/1 
C    192.168.25.0/24 is directly connected, Serial1/2 
     4.0.0.0/32 is subnetted, 1 subnets 
O       4.4.4.4 [110/65] via 192.168.24.4, 00:00:05, Serial1/1 
O       192.168.14.0 [110/65] via 192.168.24.2, 00:00:05, Serial1/1 
C    192.168.24.0/24 is directly connected, Serial1/1 
     5.0.0.0/32 is subnetted, 1 subnets 
O       5.5.5.5 [110/65] via 192.168.25.5, 00:00:05, Serial1/2 
O       192.168.35.0 [110/65] via 192.168.25.5, 00:00:05, Serial1/2 
O    192.168.56.0/24 [110/128] via 192.168.25.5, 00:00:05, Serial1/2 
S     192.168.14.1/32 [110/128] via 192.168.56.5 00:10:10, Serial1/1 
  
In the routing table a static route is created. Output 21 shows that the flow from client1 suffers a 
performance hit and the master router finds another exit point 192.168.56.5 for 192.168.14.1 and 
injects that route into the routing table. 
 

• Check the IP SLA statistics on client1 to see whether or not call three is being routed. 
 
Output 22: 

Round Trip Time (RTT) for Index 1 
 Latest RTT: 24milliseconds 
Latest operation return code: OK 
RTT Values: 
 Number Of RTT: 1000  RTT Min/Avg/Max: 1/22/58 milliseconds 
MOS score: 4.35 
Number of successes: 2 
Number of failures: 0 
Operation time to live: Forever 

 
Output 22 displays the status of the third call; it develops a new exit point with very good VoIP 
quality. The apply policy and verification phase is complete. 
 
The last step to check in Cisco PfR is master router optimisation. It is of particular interest to 
observe whether this static route will exist permanently or whether it’s removed when not needed. 
 

• Stop all traffic flow and generate two VoIP calls again- one from client1 and one from 
client2. Check the master router’s routing table again to verify this. 
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Output 23: 

show ip route  
 
O    192.168.46.0/24 [110/128] via 192.168.24.4, 00:00:05, Serial1/1 
     2.0.0.0/24 is subnetted, 1 subnets 
C       2.2.2.0 is directly connected, Loopback1 
O    192.168.45.0/24 [110/128] via 192.168.25.5, 00:00:05, Serial1/2 
                     [110/128] via 192.168.24.4, 00:00:05, Serial1/1 
C    192.168.25.0/24 is directly connected, Serial1/2 
     4.0.0.0/32 is subnetted, 1 subnets 
O       4.4.4.4 [110/65] via 192.168.24.4, 00:00:05, Serial1/1 
O       192.168.14.0 [110/65] via 192.168.24.2, 00:00:05, Serial1/1 
C    192.168.24.0/24 is directly connected, Serial1/1 
     5.0.0.0/32 is subnetted, 1 subnets 
O       5.5.5.5 [110/65] via 192.168.25.5, 00:00:05, Serial1/2 
O       192.168.35.0 [110/65] via 192.168.25.5, 00:00:05, Serial1/2 
O    192.168.56.0/24 [110/128] via 192.168.25.5, 00:00:05, Serial1/2 

 
There is no static route in output 23. The reason for this is that there are two calls at the moment 
and both are accumulating their required bandwidth which does not create congestion in the 
network. As a result, the last static route has been deleted and normal procedures are followed. 

5.6   Analysis of the outputs 
Cisco PfR required proper setup and implementation strategies. Cisco QoS failed to service the 
third call when there was insufficient bandwidth whereas Cisco PfR on the other hand, utilised an 
alternative link based on application performance and successfully facilitated the third call. Cisco 
PfR managed to efficiently service the call by dynamically allocating another link. Cisco 
Performance Routing injected one route on the fly and instructed all the routers to send VoIP data 
to another link for the specified duration. When the link to ISP1 became free the static route was 
removed as it was no longer needed. At times when it was pointless to inject a static route Cisco 
PfR did not. Cisco PfR reported application performances but did not perform an action until an 
administrator instructed it to do so.  
 
Table 3 concisely displays the outcomes of the different performance enhancing techniques 
configured with 2 VoIP calls and 1 download. 
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Table 3- Outputs at peak times of congestion with consistent load 
 
Technology Load MOS  RTT  Reacted to congestion 
OSPF 2 VoIP calls and 1 

download 
1.19 974 milliseconds No 

QoS- 
(1) LLQ 
 
 
(2) LFI and Header 
Compression 

 
2 VoIP calls and 1 
download 
 
2 VoIP calls and 1 
download 

 
1.14 
 
 
3.50 

 
273 milliseconds 
 
 
69 milliseconds 

 
No 
 
 
Yes (so far) 

Path Control 2 VoIP calls and 1 
download 

4.10 45 milliseconds Yes (so far) 

Cisco PfR 2 VoIP calls and 
1 download 

4.75 18 milliseconds Yes (so far) 

 
Table 4 shows how the different network enhancement techniques reacted to increased load in the 
network.  
 
Table 4- Outputs at peak times of congestion with increased load 
 
Technology Load MOS  RTT  Reacted to congestion 
QoS - LFI and Header 
Compression 

3 VoIP calls and 2 
download 

0 Connection Time out No 

Path Control 3 VoIP calls and 2 
downloads 

3.50 61 milliseconds Yes 

Cisco PfR 3 VoIP calls and 
2 downloads 

4.35 24 milliseconds Yes 

 
The results confirm the rule briefly discussed in section 5.4. A lower RTT means a better 
response time and a higher MOS means better voice quality. There is no doubt that Cisco PfR has 
the lowest RTT and the highest MOS which concludes that it is the best feature in this 
comparative study. Although the load was limited to a maximum of three calls in the thesis, Cisco 
PfR has the ability to manage up to nine calls in the same network. This is in stark contrast to 
OSPF, Cisco QoS and Path Control.  
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6 Conclusion and future work 
There is no doubt that with the implementation of Cisco PfR the traditional router can be 
improved. Problems such as slow convergence, congestion, load balancing, disaster recovery and 
low latency have been tackled successfully by Cisco Performance Routing in the main body of 
this thesis. When analysing traffic flows a significant improvement was visible with the use of 
Cisco PfR in comparison to other common features such as routing protocols (OSPF), Cisco QoS 
and Path Control mechanisms.  
   
Cisco PfR found the applications experiencing difficulty and calculated optimal exit points for 
those services that required bandwidth. It selected the best path on the fly when there were 
periods of congestion in the network. Cisco PfR did not overwhelm the network by constantly 
increasing the routing table but in fact, it removed all the routes after usage which considerably 
eased the processing burden on the router. From the point of view of a network engineer with 
substantial supporting evidence, there should be no hesitation in introducing Cisco Performance 
Routing on a wider scale. Given the scope of issues faced by networks ranging from small home 
offices to large autonomous systems, Cisco PfR provides a realistic and contemporary solution 
when it comes to redundancy.  
 
Cisco PfR does require a lot of administrative planning prior to its deployment. It demands 
careful consideration and effort, the lack of which could lead to unreliable results. This may be 
off-putting for many administrators but once Cisco PfR is properly implemented it requires no 
further configurations for as long as the network is up and running. Areas in which Cisco 
Performance Routing can be enhanced are in relation to MPLS (Multi Protocol Label Switching) 
traffic engineering, multipoint GRE (mGRE) interfaces and Ethernet interfaces. At the moment, 
Cisco PfR lacks the feature of per packet load balancing. Multipoint GRE interfaces (as with 
Dynamic Multipoint Virtual Private Network- DMVPN configuration) that have multiple next 
hops reachable from the mGRE interface are not yet supported by Cisco PfR. Also, Ethernet 
interfaces with multiple next hops (common BGP peering deployment topology) are not currently 
supported. Any work done on Cisco PfR in the future should particularly focus on these features 
of traffic engineering, multipoint GRE interfaces and Ethernet interfaces. If these setbacks are 
overcome, the broader implications of Cisco Performance Routing are immense. 
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7 Abbreviations 
Cisco PfR Cisco Performance Routing 
OER Optimised Edge Routing 
EIGRP Enhanced Interior Gateway Routing Protocol 
OSPF Open Shortest Path First 
IP SLA IP Service Level Agreement 
ISP Internet Service Provider 
ISR Integrated Services Routers 
Cisco QoS Cisco Quality of Service 
LFI Link Fragmentation and Interleaving 
LLQ Low Latency Queuing 
RTT Round Trip Time 
MQC Modular QoS Command-Line Interface 
FIFO First In First Out  
PDU  Protocol Data Unit 
MOS  Mean Opinion Score 
NBAR  Network Based Application Recognition 
MPLS  Multi Protocol Label Switching 
BGP Border Gateway Protocol 
OOP Out Of Policy 
HTTP Hyper Text Transfer Protocol 
RTP Real-Time Transport Protocol 
TCP Transmission Control Protocol 
CAC Call Admission Control 
SU-CAC Site-Utilisation-Based CAC 
IPAC Intelligent Path Assignment Control 
PDG Packet Data Gateway 
IMS IP Multimedia Subsystems 
UE User Equipment 
WLAN  Wireless Local Area Network  
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Appendix 
 
A. Setup ISP 1 as HTTP server 
 
ip http server 
no ip http secure-server 
ip http path flash: 
enable secret cisco 
 
B. IP SLA for VOIP probes using G.711 
 
ip sla 1 
 udp-jitter 192.168.48.8 16384 codec g711alaw 
 timeout 1000 
 frequency 1 
ip sla schedule 1 life forever start-time now 
 
C. IP SLA for VOIP probes using G.729 
 
ip sla 1 
 udp-jitter 192.168.48.8 16384 codec g729 
 timeout 1000 
 frequency 1 
ip sla schedule 1 life forever start-time now 
 
D. Implementing LLQ 
 
access-list 101 permit udp any any range 16384 32668 
access-list 102 permit tcp any eq www any 
class-map VOIP 
    match access-list 101 
class-map HTTP 
   match access-list 102 
policy-map policy 
   class VOIP 
  priority 82 
class HTTP 
  bandwidth 32 
 
interface serial 1/0 
service-policy output policy 
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E. LFI and Header Compression 
 
interface multilink 1 
encapsulation ppp 
bandwidth 128 
ppp multilink fragment-size 10 
ppp multilink interleave 
ppp multilink group 1 
service-policy output policy 
 
interface serial 1/0 
encapsulation ppp 
ppp multilink group 1 
 
For Header Compression modify policy to support compression and apply it to multilink 
interface. 
policy-map policy 
class VOIP 
 compress header rtp 
 
F. Policy based routing 
 
on border1, border2, border3 
 
access-list 110 permit udp any any range 16384 32668 
route-map VOIP 
match access-list 110 
set ip next-hop 192.168.58.5 
interface fastethernet 0/0 
ip route-policy VOIP 
 
G. PfR: Master Setup 
 
key chain PFR 
 key 1     
  key-string YOUNAS 
!          
oer master 
 logging   
 !         
 
 border 4.4.4.4 key-chain PFR 
  interface Serial1/3 external 
  interface Serial1/1 internal 
 !         
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 border 5.5.5.5 key-chain PFR 
  interface Serial1/1 external 
  interface Serial1/2 internal 
!         
 border 6.6.6.6 key-chain PFR 
  interface Serial1/1 external 
  interface Serial1/2 internal 
 
H. Border setup 
 
Setup border 1, 2, 3 
oer border 
 local Loopback1 
 master 2.2.2.2 key-chain PFR 
 
I. Profile setup 
 
ip prefix-list PFR seq 10 permit 192.168.0.0/16 le 32 
oer-map PFR 10 
 
 match traffic-class prefix-list PFR 
 
 
oer master 
policy-rule PFR 
 learn     
  throughput 
  delay    
  protocol 1 
  protocol udp port range 16384 32767 
  protocol udp port 80 
  periodic-interval 0 
  monitor-period 1 
  aggregation-type non-bgp 
 
J. Policy setup 
  
backoff 180 360 
 mode route control  
 mode select-exit-best 
 periodic 90 
 resolve loss priority 1 variance 1 
 resolve delay priority 2 variance 1 
 resolve utilization priority 3 variance 1 
 resolve range priority 4 


