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ABSTRACT'!!This thesis work exhibits the survival of IPv4 addressing architecture and also 
about the distribution and allocation of IPv4 addresses. The fast growth of the Internet demands 
huge address space and it is the prominent cause for IPv4 exhaustion. The information regarding 
the existence of IPv4 addressing architecture in spite of its huge demand for the address space is 
also discussed. The temporary solutions like private IP addresses, CIDR, NAT makes the life of 
V4 still alive. But the permanent solution is to shift towards the new addressing scheme, IPv6. 
The merits and demerits of using both the addressing scheme are also discussed. Deploying IPv6 
leads to the co-existence of V4 and V6 during the transition phase. Hence appropriate tunneling 
and transition techniques have to be deployed to make communication possible across both the 
addressing scheme. After the transition period the whole internet will be operating with V6 
address. During that phase packet travelling across LAN will be carrying huge header to payload 
ratio. Hence finally this paper also brings out a suggestion on reducing this ratio across the local 
traffic in the V6 environment. 
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1. Introduction 
Internet and other private network uses IP addresses to communicate between peers. Today’s 
Internet is completely dominated by the IPv4 address scheme. The shortage of IPv4 address 
space was forecasted few years back and because of that many proposal emerged to keep the 
existence of IPv4 address alive. The deficiencies of IPv4 address emerged not only because of its 
shortage of address space and technical issues, but also due to some political differences 
involved in the distribution and allocation of the address. This thesis focuses on the issues of 
IPv4 address allocation and distribution and also about the technical concerns which makes IPv4 
addresses still in existence. Majority of IPv4 addresses are occupied by US and other European 
countries, while other countries in Asia and Africa were operating with only few class C address 
chunk. These IPv4 addresses were not effectively managed and distributed since majority of the 
address blocks were allocated to certain region. Most of the colleges and universities were 
allocated with majority of the IPv4 addresses and in most cases those addresses were kept idle. 
Hence the lack of sufficient addresses forces these Asian and African countries to use Network 
address Translation (NAT) over NAT and this results in an end to end inconsistence problem. 
Moreover due to the emergence of 3G and also the advancement in the mobile technology there 
is more demand for huge address space. IPv4 is not in a position to support these technologies 
because of its lack of address space and because of this the whole world is forced to shift towards 
the new addressing scheme i.e. IPv6. This new addressing scheme has all its capabilities to 
support future internet demands. It has huge address space and also has some additional 
capabilities to take over the global internet 

1.1 Application Area and Motivation 
The provision of IPv4 to provide a maximum of 4.3 billion addresses was viewed to 
accommodate the internet world and other technologies. With the rapid development of the 
internet, there was a need for a greater number of IP addresses and that triggered the creation of 
the IPv6 addressing protocol [1]. 

Causes of IPv4 Exhaustion [2] [3]: 

1. Mobile Devices: New specification of 4G devices requires only IPv6 addressing 
protocols.  

2. Always on connection: Broadband internet access is always active on the routers, is 
rarely turned off and requires a minimal power (so the address uptake continues at an 
accelerating pace). 

3. Internet demographics: In the mid 90s, only a few households were using internet 
connectivity which was more convenient with the IPv4 allocation. Nowadays, due to the 
rapid deployment of broadband connection to many households, the need for new address 
allocation is increased. 

4. Inefficient address use: Some organizations in the early 80s which obtained IP addresses 
were often allocated far more addresses than they require.   
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5. Virtualization: The process of computer virtualization demands the need for extra address 
allocation for each of its instances.   

1.2 Problem Studied 
There is a clear sign that IPv4 will come to be an extinct, as stated by the authorities that are 
responsible for provision of address allocation. This has also highlighted the drawbacks that are 
causing the delay and lack of full acceptance of IPv6 at the present time. Some of these 
drawbacks are attributed to technical and political issues guiding the distribution of IPv4 
addresses.  

1.3 Approach Chosen to Solve the Problem 
This report is going to focus on an investigative study on reasons that IPv4 remains in existence 
i.e. looking into how this addressing scheme has survived for an extended time frame. This 
report is an exploration into the world of IPv6, and proposes some of the reasons as to why IPv4 
is not completely being replaced by IPv6 address at the present time. 

Thesis Goals and Expected Results 

Some of the main goals that are aimed to be achieved for this project include:- 

• Why is IPv4 still in existence and what makes that possible? 
• What are the main differences between IPv6 and IPv4? 
• What makes IPv6 better than IPv4? 
• What are advantages of creating IPv6?  
• What are the possibilities of using both IP versions on the same platform? 
• What mechanism enables a smooth transition process between the 2 addresses?  
• Future works and improvement of both protocols. 
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2. IP Suite 

IP (Internet Protocol) is the protocol used for communication across the internet. This protocol’s 
primary task is to deliver different protocol’s data grams from particular sources to a destination 
mainly based on their address. Solely for this reason the internet protocol was designed with a 
specific addressing format, security techniques, packet encapsulation etc. The internet protocol 
suite mainly consists of sets of protocols that are mainly intended for communication between 
networks. Transmission control protocol (TCP) and the Internet protocol (IP) are the first two 
protocols that the IP suite came up with [9].  As the packet travels from the application layer 
towards the physical layer it will be tagged with their layered headers through the process of 
encapsulation and necessary protocols will be used to deliver the intended task (as described in 
figure 1). IP is a connection less protocol and there will not be any initial circuit setup before 
transmission. IP as it is only provides best effort service and there is also lack of reliability.  

!

Figure 1. IP Protocol Suite  

Transmission control protocol along with Internet protocol has a greater control over the network 
[10]. With IP, each packet can arrive in any order other than the order in which they were 
actually sent. However TCP provides reliable data exchange while IP will be taking care of 
addressing and routing issues. TCP works on the transport layer and most of the internet 
application such as WWW, E-mail and FTP etc relies heavily on this protocol for its reliable 
communication. TCP mainly concentrates on accurate data delivery rather than timely delivery.  
Those applications not in need of reliable communication can use User Datagram Protocol 
(UDP). UDP is also connectionless and it mainly focuses on latency issues. Both TCP and UDP 
do not work with real time communication especially in the case of voice mail, video streaming 
etc. This resulted in the use of real time transmission protocol (RTP), which is a protocol used 
for providing real time services in a network.  Even though there were lots of communication 
protocols that support communication between the networks, in order to deliver the intended 
message to a particular recipient addressing plays a vital role. Hence in order to face this 
addressing issue, IETF came up with the IPV4 addressing scheme.  
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2.1 IPv4 

An IP address is a numerical identification for any device in a network that uses the internet 
protocol to send the query/reply to a particular node in a network. The Internet Protocol version 
4 (IPv4) was originally developed by the engineers of TCP/IP [9]. The main objective of IPv4 is 
to interconnect networks and this IP addressing focuses on a 2 level hierarchy (network part /host 
part). The network part is used to find the location of the network where the host is attached and 
the Host part is used to reach the final destination within that found network.  

2.1.1 IPv4 Address Classification 

Initially when IP addresses came into existence, it was necessary for each system which was 
connected to the internet to have a unique public IP address. Today’s internet address IPv4 is 32 
bits in length, which means it has only 4,294,967,296 addresses available [9]. Public addressing 
started with class full which is based on the network/host hierarchy (see figure 2). If the 1st octet 
of a 32 bit IP address is in between (0-126) then that particular address comes under class A. 
Similarly for class B the range is from (128-223) and for class C it is from (224-239). Only these 
3 classes of IP addresses were used for commercial purpose. An IP address that starts with 224-
239 comes under class D which is used for multicasting. While addresses from 240-255 were 
kept for research purposes. 

!

               Figure 2. Class Full addresses  

As the internet routing tables were beginning to grow in a rapid phase, IANA faced lot of 
difficulties in allocating IP addressing with this 2-level hierarchy [14]. Class C address can 
provide a maximum range of only 254 host addresses and Class B has 65534 addresses, from 
which a host can get a unique public IP address. With this 2-level hierarchy, when an 
organization  gets a block of class B IP addresses with in this range faces a lot of difficulties in 
efficiently using all of these addresses in that block. Moreover, as the number of hosts in the 
internet increases the requirement of unique public IP address also increases. Then in order to 
reduce the rapid consumption of IPv4 addresses, the design and implementation of CIDR 
provided a short –term solution for these difficulties.  
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2.2 IP Address Management Organizations and Authorities: 

The global management of the IP and Autonomous Systems (AS) Numbers distribution was 
under the “Internet Assigned Number Authority” (IANA). IANA has the authority of allocating 
names and numbers that can be uniquely used, research and innovations of all internet protocol 
applications that can be used on the internet. In figure 3, IANA has other subsidiaries like the 
Internet Registry (IR- AfriNIC …..) that are in charge of IP address to customer distribution and 
the Regional Internet Registry (RIR) that are in charge of assigning IP addresses to different 
regions of the world [6].  

 

Figure 3. Internet Assigned Number Authority Hierarchy  

Figure 4 shows how RIR is further divided into five regional subsidiaries covering the main 
continents of the world. These subsidiaries are:- 

• AfriNic: African Network Information Centre (Africa) 
• APNIC: Asia-Pacific Network Information Centre (Australia, Asia and other close 

countries) 
• ARIN: American Registry for Internet Numbers (North America, Canada and Some of 

the Caribbean Region) 
• LACNIC: Latin America and Caribbean Network Information Centre (Latin America 

and the rest of the Caribbean Region) 
• RIPE NCC: Reseaux IP Europeens Network Coordination Centre (Europe, Middle East 

and Central Asia) 
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Figure 4. Regional Internet Registries World Map [6] 

Other organizations that contribute to the management and oversight of the IP address is the:- 

2.2.1 Address Support Organization (ASO): The ASO is another subsidiary organization 
that deals with the global internet addressing which focuses on global policies taken on the basis 
of address development policy. This organization creates a MoU between the Internet 
Corporation for Assigned Names and Numbers (ICANN) and Number Resource Organization 
(NRO) through the adoption of global policy by all other internet-related parties. Their main 
responsibility is to deal with the “Internet Number Resource Policies” and sharing of important 
global information between all internet address organizations [6]. 

3. IPv4 Allocation 

The RIR keeps the unallocated address number pool which is the main bank for drawing new 
addresses for allocation [3]. There are two periods of time during which address allocation was 
carried out. These are [3]:- 

i. IANA Address Allocation: i.e. allocation of address that was done directly by the 
IANA. Some of these addresses were allocated before the RIR took over allocation. 
These allocated addresses are now regarded as “VARIOUS” allocation (Figure 5).  

!

Figure 5. IANA Address Allocation [3] 

 



! "*!

ii. RIR Address Allocation: these are allocations of addresses that were done after the 
commission of RIR. These allocations were highly regulated by the RIR regionally. 
Figure 6 shows the regional allocation rate by RIR sub groups. It also shows a 
comparison of the VARIOUS allocations.  

!

Figure 6. RIR Address Allocation [3] 

The increase in consumption of the IPv4 became an important concern to the internet world. At 
the current stage, about 63000 address blocks are already allocated were 18000 of these address 
blocks were allocated between the year 1997 and 2004 [7]. From the 18000 allocation blocks, 
about 90 percent were used immediately and almost half of that 90 percent were broken into 
smaller IP address fragments. X, Meng et al (2004) claimed that, from the 18000 address blocks 
allocated between the years of 1997 to 2004, 5 percent of these IP addresses appeared in the 
networks prior to their allocation time.  

Among the address classes of IPv4 i.e. A, B and C, class A and C blocks were found to be too 
small for organizations and this resulted in more allocation of class B [8].After Class B address 
started reaching exhaustion, the RIR started allocating class C blocks in multiple numbers. CIDR 
was considered as a short term solution to the address exhaustion problem, but it provided 
flexibility between the host and network prefix through subnetting.  

!

Figure 7. Allocation time and allocation size for unused address blocks [7] 
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There are also issues of lack of returning unused addresses to the RIR and also with the RIR 
mismanagement of failing to record the reallocations of addresses, but only recording addresses 
that were given allocation time [7]. This has also resulted in many organizations holding large 
number of unused IP addresses instead of returning them for reallocation. Figure 7, indicates the 
allocation of almost 40 blocks of addresses between the years of 1999 to 2001 which mostly 
were of the /24 block size.  

3.1 Process of IPv4 Address Allocation 

Some processes and policies were taken in order to achieve a smooth allocation of the remaining 
IPv4 address blocks. By the time these available addresses space is being maxed out, the IANA 
must start allocating the /8 blocks instead of the present /24 address blocks.  

The allocation of the remaining IPv4 addresses is going to be carried out in two phase’s i.e. [7]:- 

i. Present Existing Phase: on this phase, no any change in the allocation processes as 
IANA will continue to allocate addresses to the RIR under the normal policies. The 
termination of this phase can be expected during a period when the IANA address 
pool is empty and the organization cannot provide RIR with the required IPv4 address 
block.  

ii. Exhaustion Phase: during this period, IANA can only allocate the /8 block of 
addresses to each RIR sub group. This will also signal a notification of complete 
exhaustion of IPv4 address blocks, because the /8 will be taken from the reserved 
IPv4 blocks. IANA will inform the NRO NC of all regions about the exhaustion 
phase activities, final allocation stages of the reserved blocks.  
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4. State of the Art (or Best Praxis) 

Some of prior State of Art where the short term solutions that resulted to the elongation of the 
life span of IPv4 address scheme are:- 

4.1 Classless Addressing (CIDR): 

The main idea behind CIDR is to divide Class A, B, and C through subnetting to provide 
efficient addressing architecture. Initially this proposed solution was on short term basis and 
there was a lot of awareness that even by deploying this addressing scheme (Subnetting), the 
internet will be in short of IP address within 3 or 4 years down the line. As expected this 
addressing goal has faced problems regarding the scaling of routing which has a close relation to 
addressing format and the aggregation of routing information helps the service providers to 
reduce these scaling issues [14]. During the early 90’s there were some serious problems with the 
continued growth of the internet and BGP4’s support along with CIDR has alleviated the short 
term crisis. 

4.2 Private Internets: 

With the advancement in the TCP/IP worldwide, most of the huge enterprises use private addressing for 
their communication within their intranet. Because of the growth rate of the internet, it is impossible for 
some organizations to have a unique public IP address for each and every host that connects to the 
internet. IANA has reserved the following 3 blocks of IP address for private addressing-!

Class A

Class B

Class C

10.0.0.0 10.255.255.255

172.16.0.0 172.16.255.255

192.168.0.0 192.168.255.255
 

Figure 8. Different Classes of IPv4 Address 

Organizations using these private addresses have to ensure that their communication will be 
restricted within their organization and the organization will not be in a position to reach the 
global internet through these private chunks. One of the major advantages of using private 
networks is to preserve the globally unique public IP address. 

Some of the major drawbacks of using private addressing are [8]: 

• Organizations will have reduced flexibility to access the Internet. 
•  When there are several private networks in an organization and when all the 

private networks have to be merged into internet, the organization will face lot of 
problem regarding readdressing. 
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Through the emergence of the private networks the consumption of globally unique public IP 
addresses has drastically reduced. Most of the organizations have benefitted a lot because of the 
flexibility provided by these private addresses. Private addresses were used to prolong the IPv4 
exhaustion. These addresses were also included as one of the features of the coming generation 
IPv6 address. In most of the cases these private addresses were used by the end users who are 
located in the residential areas. People in residential areas tend to have more than one PC, play 
stations etc. Hence each and every device cannot acquire a unique private IP address. In those 
cases ISP’s will be using NAT to connect all these private address chunks to a common unique 
public IP address.  
 
4.3 Network Address Translation (NAT) 
 One of the powerful techniques which are being used today to extend the life of IPv4 to a 
greater extent is NAT. It is a process of translating a set of private IP’s into a public IP to reach 
the global internet and vice versa. Most of the residential houses will use class C private chunks 
which start with 192.168.x.x to extend the local area network and some companies might be 
using private block of IP addresses from Class A range which starts from 10.0.0.0 – 10.x.x.x to 
extend their addressing capabilities. Then the ISP’s will help these residential premises or the 
companies to reach the global internet through NAT. The state full translation table present in the 
router helps to translate these private addresses to a global public IP address so that the internet 
will assume that these packets had originally emerged from this router. On the reverse case when 
the packets are coming from the internet, the public address will be mapped back to its original 
address through the information present in the transition table. In the case of overloaded NAT, 
TCP/UDP ports are used to de-multiplex the packet.  
As the internet still continues to grow towards the exhaustion of IPv4 addresses, there are not 
many addresses available for the 1:1 mapping between the customers. In this situation there are 
only two possible solutions to overcome the difficulties of IPv4 exhaustion. The solutions are as 
follows. 

•  ISP’s have to focus on a completely different addressing scheme like IPv6, but 
this transition may take a decade. 

• Another solution is the sharing of IPv4 address space. 

4.3.1 Sharing  
The information present in the IP packet header helps to determine its destination but, when two 
or more hosts have the same destination information, locating the correct destination with only 
their address is impossible [9]. Hence NAT and transport layer protocols join together to address 
this issue (TCP and UDP) using port numbers which has been clearly depicted in the following 
figure. 
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Figure 9. Address Sharing with NAT 

 

According to the above figure, the incoming packet with the port number 3000 will be translated 
to 10.0.0.2 and the port number 2000 will be translated to 10.0.0.1. Hence, by using NAT, the 
unique global IP can be effectively shared. NAT works efficiently unless the application relays 
on ICMP packets and also hiding the IP addresses in their payload. Working with ICMP is a 
problem with NAT because it does not work with (TCP/UDP) transport layer.  

ISP

Carrier 
NATs

Edge NAT

172.16.0.1/32
RFC 1918
Address

10/8
Home Network

192.0.2.1/32
Public Address

!

Figure 10. Large Scale NAT  

The above figure describes the usage of using NAT inside a NAT. Most of the service providers 
in Asia were implementing these kinds of address translation mechanisms. Here the service 
provider has obtained only 192.0.2.1/32 block. By using that one public IP the service provider is 
doing two types of NAT. The first one is carrier NAT i.e. the address provided by the service 
provider itself will be a private IP. In this case it is from 172.10.0.0 chunk. The other type of 
NAT used towards the end user is Edge NAT. Deploying carrier NAT in the core network which 
handles many sub networks consumes huge processor cycle. The NAT which is employed in the 
core area has to deal with so many customers and have to translate thousands of routes. Hence 
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the performance level in the core will be far beyond what we will actually do near customer edge 
and, hence, the NAT which is used in core’s area is referred to as Large scale NAT or “carrier 
grade NAT”. In this case, many customers share a single IP using different port numbers, but it 
faces a serious drawback when it comes to application level security. Trusting a remote party’s 
IP address will be an issue here to speak about.  

4.3.2 Drawbacks of using NAT: 

Service resilience becomes a major concern while the traffic moves from one NAT-connected 
service to another. Unless the service provider provides a transit access between the large scale 
NAT and the external transit providers, much of the current sessions could be dropped. 

The other issue is effective resource management. For example if a host gets infected by a virus, 
there are some possibilities that this host can send numerous messages to the outside network. In 
this case, there will be a numerous NAT translation, which results in unwanted resource leakage. 
Hence if an ISP has used NAT inside NAT there will be lot of difficulties regarding resource 
maintenance. 

Public
Address
Domain

Upstream and
Peers

Private Domain
Partition A

Private Domain
Partition B

Private Domain
Partition C

Large Scale 
NAT

Large Scale 
NAT

Large Scale 
NAT

Customer Edge
NAT ISP Network

!

Figure 11. Multiple large scale NAT deployment  

The other drawback is with the scalability issues. If an ISP has many millions of customers, 
effectively scaling these private addresses to every customer will also be a difficult task to 
complete. According to above figure this particular ISP is using large scale NAT as well as Edge 
NAT. Even here there should not be any address conflict. Hence as an organization grows further 
allocating private addresses inside NAT will also be an issue to consider. 
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The end users using NAT do not have to care about scaling issues as the network grows and even 
the service providers were satisfied by employing NAT over NAT in order to prevent the 
exhaustion of IPv4 addresses. However when it comes to application level translation, the 
loading sequence of NAT will be a cause for trouble; more over, NAT works well with client 
server application but not with peer to peer application. 

Other drawbacks of  NAT can be attributed to the following aspects.-  

Application Limitation:  Most of the advanced voice/video application has problem with crossing 
NAT/PAT proxy servers. These applications have a buried source IP address which is attached to 
the payload of the data packet. Unless an application level gateway is enabled in these NAT 
devices, it won’t check for this buried source IP addresses. If the application level gateway 
function has been enabled it will check each and every packet crossing the NAT box and it will 
also make the necessary changes in the payload of the data packet. 

Performance:  latency is an issue that has to be considered when every packet is crossing through 
the same NAT box. Because of some computational process which is happening in the NAT 
proxy servers, every packet consumes some additional period of time. 

Complexity:  Most of the core routers are already configured with BGP as well as some firewall 
configuration stuffs. Addition of these NAT/PAT devices adds much more complexity to the 
existing infrastructure. 

Network Management:  If a remote desktop connection has to be shared with a device inside an 
NAT environment, the NAT box has to negotiate the simple network management protocol 
inquires. Then static translation table with necessary port numbers has to be configured to allow 
these enquires to pass through the NAT box. This needs additional management and technical 
skills to be deployed.  

NAT security: NAT will translate the IP address present in the payload of the data packet and the 
simultaneous changes in the checksum field will also be done by these devices. If the data packet 
is encrypted then these NAT boxes will not be in position to view IP address and hence the 
packet will be dropped. Hence the deployment of NAT/PAT devices has to be planned properly 
in order to implement necessary security plans. 
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5. IPv4 Exhaustion 

The exhaustion of IPv4 can be simply attributed to the continuous expansion of the internet and 
the need for more IPv4 addresses. From the year 2008, there were 1122.85 million unused IPv4 
addresses; by the following year to January 2009, there were 925.58 million unused IPv4 
addresses [1]. This indicates that 197.27 million IPv4 addresses were used within a single 
country (i.e. the United States of America) which also shows that 75.3 percent of the IPv4 
addresses have been already consumed [1] with Figure 12 showing 3,144,942,920 addresses 
were occupied. With the current rate of consumption, it is projected by IANA that, by May of 
2011, there will be an exhaustion of IPv4 addresses, while RIR projection is dated at January of 
2012 (see Figure 5 and 6 respectively) [3]. Cisco Systems also suggested that, with the present 
deployment, the IPv4 address pool will be exhausted by the year 2010 [4]. 

 

Figure 12. World IPv4 address statistic sorted by number [5] 

In figure 13, it can be viewed that the United States is the main country that is consuming almost 
half of the IPv4 addresses i.e. 52.4 percent of the address space used, while the other top 15 
countries using the internet occupy 35.8 percent and the rest of the world uses 11.8 percent [2]. 
According to the RIR statistics the United States has consumed 48.08 percent of IPv4 addresses.  
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Figure 13. IPv4 statistics by country in world zone [5] 

5.1 Four Stages of IPv4 Exhaustion: 

Since IPv4 addresses will, at some point of time, become exhausted, the stages at which this 
exhaustion will take place needs also to be identified. These stages are [7]:-    

a. Initial Stage: This is the present situation the internet world is facing. The realization 
that, within some years, there will be a greater scarcity of IPv4 addresses. There will 
wide use of NAT to create more private IPv4 addresses, followed by the small 
acceptance and use of IPv6 addresses (most ISP companies that deployed IPv6 uses dual 
stack for translation). There is also continuous production of devices that support IPv4 
addresses.   

b. Critical Stage: At the rate the address blocks are being consumed, this stage could be 
reached within 3-4 years and there is an expectation for this period to last for a year or 
two. This critical stage will be attributed to a period where IANA will run out of IPv4 
block of addresses. There will be a definite increase in the use of NAT and ISPs will 
have difficulty in obtaining their required number of IPv4 addresses. By this time, there 
is a likelihood of the emergence of a secondary address market (which needs to be 
controlled by governing bodies), but this will prompt the deployment of IPv6 in most 
networks. 

c. Very Critical Stage: This phase will come immediately after the critical exhaustion 
stage and is predicted to last for about two years, but depending on IPv6 fast acceptance 
and deployment. Now the RIR has also run out its pool of IPv4 addresses space. There 
will be extreme difficulty in obtaining IPv4 addresses because a stage of almost total 
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consumption has been reached. This gives ISPs and other networks only the option of 
more extreme NAT usage, thereby causing the ISP companies to adopt IPv6 fully. 
Increased use of translation devices and IP4-to-IPv6 proxy can result in causing 
interoperability failures. The design of new networks and in creation of new ISP 
companies will have no option but to use IPv6 addresses. The use of proxy/translators 
will be needed to connect to old networks that are still using IPv4 address. During this 
period, many networks will deploy IPv6 in their access network level and only a few of 
them will be running an IPv4. There will be the emergence of the production of devices 
and applications that specifically use IPv6.    

d. Aftermath of Exhaustion Stage: This is the phase that will come after the full 
acceptance of IPv6 address has been realized (and last for an undetermined time). It will 
depend on the rate at which IPv6 was deployed and also on policies set by the bodies 
governing the global transition process. The aftermath of IPv4 exhaustion will be a 
complete IPv6 transition and with no longer any need to use IPv4 addresses in new 
networks. The essential part of this period is the availability of large new address pool, 
no longer any need for dependency on IPv4 addresses and also reducing problems of 
interoperability due to the transition process.     
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6. Mitigation Processes of IPv4 

From the view of IPv4 exhaustion, mitigation to exhaustion of IPv4 addresses was a focus of the 
internet management community. Since a solution was needed to solve this exhaustion setback, 
two main processes were being considered. These are [17]:- 

a. Temporary: at the point of realization of the multiple potential growth of the internet, 
some immediate temporary solutions to the IPv4 Exhaustion were recommended. These 
solutions are called “action packages” which include: 

• Experimental IPv4 Blocks: from the Ipv4 addressing system, some addresses 
were reserved for only “experimental use”. These addresses were considered for 
returning to the normal addressing blocks for normal address allocation. There 
were major drawbacks to this solution, e.g. the change of these addresses to 
normal block of address will require a large amount of in-testing and 
compatibility with both software and hardware (in addition, some devices are 
likely to reject these upgrade). These upgrades will also take a large amount of 
time i.e. 5-6 years for a global upgrade scale. Financially, it is a total waste, 
because the task will consume huge amounts of funds, thereby bringing only a 
few years of short-term solution. 

• Policies and Changes in Policies: there was a need for a common important 
understanding between the different stakeholders that are responsible for the 
global internet. The three major fields of policy change are from allocation, global 
and regional policy changes. In a situation where policies change globally, there 
needs to be a general consensus from all stakeholders. This became another 
source of setting global rules and regulations of IP address monitoring. Global 
policies have also created an avenue for different stakeholders to debate and agree 
on important issues such as the unfair address allocation to some regions and 
countries. Another advantage is that this policy gives the world internet 
management bodies a focus on how the exhaustion of IP addresses is taking place 
globally. 

Regional policies allow different regions of the globe to have the independence 
of adopting their regionally suited rules (which might generate problems to the 
global policies). On the other hand, these policies will also focus on the utilization 
of allocating address space and this regional policy can prevent certain countries 
from acquiring large chuck of address space. The Policy Development Process 
(PDP) helps to keep track of present, new and changed policies with regards to 
the circumstances in which management and stakeholders find themselves. The 
PDP also makes sure that policies are not imposed in such a way that they might 
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cause negative effects regionally or globally. The main drawback of the policies 
rule is that new policies are always adopted to change old ones.              

•  Resource Reclamation of Policy: with the emergence of the administrative 
organizations like the RIR, proper regulations started governing the address 
allocation process (which has control of the “legacy space” phenomenon i.e. 
addresses allocated to different entities). The RIR tackles important issues like 
conserving address space by avoiding the unnecessary wasting of address space. 
Consideration were conducted to recall large addresses that are still not in use, but 
the major inhibitor to this policy is that it can generate a lot of problems as some 
of the addresses are unusable due to the level of fragmentation. Moreover, the 
organizations holding these addresses are not bound by any contract law to return 
their unused addresses. 

Other Temporary Measures:   

• IP Address Trading Market: as the need for more IPv4 addresses is increasing, 
there is a possibility of creating a “secondary address market” where 
organizations can buy and sell IPv4 addresses. With this perception, the RIR has 
already implemented a preventive measure that can control this happening 
through the “Resource Certification Act”. The aim of this Act is to make sure that 
organizations are only “users” of IP addresses and these IP addresses are not 
personally owned property, but rather a “leased” commodity. This rule is set so as 
to avoid conflicts and also to have control over the internet community which, if 
not protected, could result in a uncontrolled private market.  

• Continuous use of Network Address Translator (NAT): the NAT was a major 
breakthrough for extending the life span of IPv4 addresses. NAT has been very 
useful to the internet, except there has been a lot of setbacks with its use e.g. 
security issues, peer-to-peer (P-2-P) connectivity difficulties (i.e. in client-2-
server applications where clients can communicate with servers but serves cannot 
communicate with clients, thereby creating only a one way communication path). 
The use of NAT has in addition caused increase in financial costs to Internet 
Service Providers (ISPs) and other organizations in terms of maintenance and 
support.  

b. Permanent: following the unsuccessful attempt to find a complete solution by the 
different temporary options of the IPv4 address, a permanent solution of using IPv6’s 
enormous address space was introduced to the internet world. IPv6 addresses were 
designed to work in coexistence with IPv4. Allowing a smooth interaction between these 
two IP addresses will extend to the full transition from IPv4 to IPv6 networks. As 
networks are constantly growing, some applications and hardware devices are still being 
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produced to use the last remaining IPv4 addresses, while some applications use the new 
IPv6 (since both can work together on the same network). A downside of using both 
addresses in the same networks comes in a situation where devices use IPv6 and the ISP 
uses IPv4; there must be a tunnel mechanism for a vice-versa conversion. Using IPv6 is 
better than applying temporary mitigation processes like IPv4 with NAT most especially 
in organizations with peer-to-peer networks.  

The full use of IPv6 in all networks still depends on the exhaustion of IPv4 addresses and also 
the production of technology devices that only support IPv6 addresses. In order to aid with the 
acceptance of IPv6, there are new policies that could make IPv6 cheaper to obtain while making 
the remaining IPv4 a bit more expensive to acquire. This process is set to encourage expanding 
ISPs and networks to convert to IPv6 and also return the remaining unused IPv4 addresses.  

6.1 Need for new addressing scheme  

These short-term solutions may help IPv4 to survive for few more years, but there will not be a 
permanent solution unless one moves to a new addressing scheme. Sudden shifting to a new 
addressing scheme is not an easy task to accomplish. The addressing scheme which is going to 
take over has to support the existing IPv4 addressing architecture because,  already, many 
millions of applications have been deployed by making use of IPv4’s address structure. 
Moreover, there should not be any address deficiency at least for a decade to come and during 
the transition phase there should not be any difficulties for the existing IPv4 applications. Since it 
is a known fact that IPv4 is heading towards its limits, IETF came up with a permanent solution 
with IPv6 in 1994. IPv6 can support 2^128 which is about 3.4*10^38 addresses. Hence if the 
internet is shifting towards IPv6, there is the perception that each and every grain in the earth soil 
can get an IPv6 address.  

Cisco recognizes that, because of the growing demand on the Internet in the form of voice over 
ip (VOIP), personal digital assistant (PDA), hybrid mobile phones (HMP), set-top boxes etc may 
become network-aware, and even may require a unique IP address in the future. In that case only 
IPv6 can provide a clear path for all these technological expansions [10]. 
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7. IPv6 

The capability of IPv4 address (32 bits) was estimated to 4 billion addresses which were viewed 
to be enough to accommodate the internet world. The rapid growth of the internet has meant that 
the number of available IP addresses has already become depleted and the need for more 
addressed has become inevitable [17].The Internet Protocol version 6 (IPv6 with 128 bits) is the 
Internet protocol format that was introduced as the tentative replacement of IPv4 address. This IP 
address scheme is expected to take over the position of IPv4 immediately it is completely 
exhausted (although some IPv6 addresses are already being adopted by a few networks and are 
also used by a few new devices and applications). IPv6 is a protocol that can be used in a packet 
switched internetworks i.e. a network with communication processes for transmission of data are 
regarded as “packets” without any consideration to its content, structure or the type of the packet.  

As IPv6 has a lot of important features, the scalability of networks in the entire world can be 
satisfied to meet the requirements of addresses with the IPv6 address scheme. IPv6 also provides 
an end-2-end communication process (instead of using other features to extend IPv4 e.g. NAT). 
This address proposal is expected to generate an unlimited number of IP addresses i.e. enough 
addresses to allocate IP addresses to every person on planet Earth. With the present situation of 
IPv4, countries like Japan, European Union Countries (EU), and China are keenly adopting IPv6. 
While other countries like the US still have chuck of unused IPv4 address, places like the US 
Department of Defence (DOD) is actively working towards moving to a complete IPv6 transition 
[18]. 

7.1 Important Features of IPv6 

Some of the important features of IPv6 are [19]:- 

i. Large Space Address: the 128 bits of Ipv6 has enabled this address scheme to have 
the availability of large address space. This address is globally reachable and flexible; 
also there are other features like aggregation, multi-homing and auto-configuration 
that this new IP address version is capable of performing. With the growth of 
multimedia applications on the internet, IPv6 provides a Plug and Play facility 
through an end-2-end communication. Although not required, there is the possibility 
of renumbering and modification of IPv6.  

ii. Simple Header: the simplicity of this header has made it possible for traffic to flow 
better i.e. no broadcasting and checksums to determine various traffic flows. There 
are other extension headers attached to the original header. The provision of more 
efficient routing results in better performance and forwarding at scalable rates.  

iii. Transition Possibilities: a combination of the two addressing scheme to work 
together in proving internet and a network service is a needed. The use of Dual Stack 
on the interface of a network can enable IPv6 and IPv4 addresses to communicate 
smoothly. Other features like the 6to4 Tunnel can provide a tunnel where IPv4 can 
carry IPv6 traffic, while NAT-PT can translate between IPv6 to IPv4 traffic.  
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iv. Mobility and Security: IPv6 consists of mobility and security (IPsec) facilities (in 
build) which adapts to mobile IP and functionality standards. IPv6 addressing format 
was designed to adapt and comply with the IP RFC standards. Moreover, IPsec is a 
security standard that is mandatory (or native) enabled at every node that uses an IPv6 
address. Through this security design, there is always a need for global key 
deployment and distribution to each party that deals with IPsec.  

 
7.2 Packet Header Format 

This format contains 5 header fields from the 12 fields contained in the IPv4 header. The 
simplicity of IPv6 header format (i.e. 64 bits field format) has made it possible not to require the 
extra 7 header fields that IPv4 header posses. IPv6 header has a length of 40 octets (twice the 
length of the IPv4 header with 20 octets) which is a fixed length. Some of the more important 
features of IPv6 header include no checksum, options and fragmentation of routers which has 
resulted in the achievement of an efficient routing system [20].  

!

                                            Figure 14. IPv6 Packet Format  

Contents of the IPv6 Packet include [20]:- 

i. Version (4 bits): specifies the version of the IP i.e. Version 
ii. Traffic Class (1 byte): labels the type of traffic class that is used by Diffserv. It 

replaces TOS in IPv4 and it also facilitates sending of real time data. 
iii. Flow Label (20 bits): labels a particular flow of traffic, i.e. used in multilayered 

switching and packet switching. Sending nodes will be having same value in the flow 
label for all packets which need similar treatment while processing. Nodes which do 
not process this flow label will just leave this field without any modification. 

iv. Payload Length (2 bytes): length of the payload which excludes the header length. 
In IPv4 header length is also included in payload calculation. Extension headers are 
included as part of fixed payload.  

v. Next Header (1 byte): denotes the next header that will follow IPv6 packet header 
e.g. TCP, UDP or Extension Headers. It is exactly similar to protocols. 

vi. Hop Limit (1 byte): provides information about the maximum number of hops the IP 
packet can transverse. Router decrements the value of hop limit when it forwards the 
packet. 

vii. Source Address (16 bytes): packet source address. 
viii. Destination Address (16 Bytes) : packet destination address. 
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ix. Extension Header: headers that provide vital preferences about that can be used for 
special treatment of the packet e.g. routing, security and fragmentation. 

 

7.3 Extension Headers: there are multiple of extension headers that appear in the IPv6 packet 
header; these headers are also used for encoding information that has the options of internet- 
layer. With the aid of these extension headers, IPv6 packets are more simple and efficient in 
handling options. It has helped to increase the performance rate of fast forwarding and 
processing of end nodes.  

The order in which these extension headers are attached in the IPv6 packet header is as follows, 
respectively [21][22]:- 

i. Hop-by-Hop option Header: processed by all hops on the path of the IP packet to its 
destination. Used in RSVP and MLDv. 

ii. Destination option Header: used for processing of the final destination of the 
packet. This represents both the intermediate and final destination headers. 

iii. Routing Header: deals with routing i.e. both source and mobile. 
iv. Fragmentation Header: in situations where the packet is larger than the MTU, there 

is a need for packet fragmentation. The fragmentation header is attached to each 
fragment which can be used for easy identification and assembly of the packet as a 
whole.  

v. Authentication and Encapsulating Security Payload Headers (AH and ESP): 
these are headers used for security purposes i.e. to provide authentication, integrity 
and confidentiality to the packet.  

vi. Upper layer Header: e.g. TCP or UDP. This is used to transport data. 
vii. Mobility Header: used in the management of binding to ensure that home agents, 

corresponding devices and mobile nodes, all communicate in mobile situations.   
 



! $%!

!

Figure 15. Line up order of Extension Headers  

7.4 Addressing:  

The acceptance and use of the Internet into daily important activities of people’s lives has 
created the need for an expansion of networks and, consequently, this result in the demand for 
more IP addresses. IPv6’s most important feature is the ability to provide a large source of IP 
addresses that can be used by any device that requires one. The address range of IPv6 is 128 bit 
long and this is estimated to provide approximately 3.4x10^38 addresses, which is anticipated to 
be enough for world internet market [19]. 

The format of the IPv6 address format is represented by breaking the 128 bits into 8 groups 16 
bits each which are separated by colons. Each group of these 16 bits is written in a hexadecimal 
format, i.e. from 0x000 and 0xFFF [22]. 

X    :    X    :    X     :X :X    :    X    :    X    :    X

Prefix

Subnet 
ID

Interface ID

2001 : 0db8 : 3c4d     :0015 :0000 : 0000 : 1a2f : 1a2b

Prefix Interface IDSubnet 
ID !

Figure 16. Basic IPv6 addressing format 
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In some instances, the addressing format of IPv6 can be shortened if the following situations are 
encountered. These are [22]:- 

•  Leading zeros in a field are optional , for example 09C0= 9C0 and 0000=0 
• Successive fields of zeros can be represented as “::” only once in an address. 
• An unspecified address is written as “::” because it contains only zeros.  
  

By using the notation of “::” in the above addressing format, the IPv6 address can be shortened. 
For example, FF01:0:0:0:0:0:0:1 can be reduced to FF01::1.  

7.5 Types of IPv6 Address 

There are 3 main types of IPv6 address. These are [19]:- 

  1. Unicast Address: the unicast address type, can be regarded as a one-on-one addressing 
format, i.e. this address recognizes only one single device (when a packet is sent using the 
unicast, it only delivers the packet to a single interface of that address). There are two categories 
of Unicast address:- 

  a. Link Local Address: - this address is exclusive and its scope is configured to only one 
link locally (it is also an address that cannot be routed). 

  b. Global Address: - the scope of this address is unlimited and can be used for internet 
connection. It can be routed without any change (packet with Global address i.e. both 
source or destination can be routed for the appropriate destination).  

2. Multicast Address: - this is a one-to-many address type. Due to a lack of broadcasting 
address in IPv6, the multicasting address replaces broadcasting address system. This address type 
has also led to efficient network operation through using functionality specific multicast groups. 

3. Anycast Address: - a new addressing type introduce by IPv6 is the Anycast Address which 
deals with one-to-nearest addresses (i.e. packets sent with Anycast address are sent to the nearest 
interface by routing protocols). All nodes that have anycast addresses are expected to have 
identical service as these multiple devices share the same address. This address type has been 
found to be very efficient in load balancing and the delivery of services.  
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7.6 Mobility of IPv6 

As there are always improvements in technology, the ability to make a node mobile by the use of 
wireless technology is dominating the internet and telecommunications industry. This advantage 
of being mobile has aided mobile devices to move and function freely with minimal or no signal 
interruption. Unlike the IPv4 addressing system, IPv6 has a built in mobility that creates and 
allows the compatibility for devices to use this function [19]. The ability of IPv6 to be mobile 
has resulted in a more efficient routing header (and extension headers) in IPv6 as this address can 
be positioned in any adaptable environment. There is a creation of mobility direction between the 
mobile node and the correspondent and these has considerable reduce third party addresses 
acquired as Foreign Agent (as used in IPv4) [23]. Another advantage of IPv6 mobility is the 
ability of a device to easily discover neighbours and execute autoconfiguration. Another 
important advantage of IPv6 mobility is the elimination of the triangular routing, where packets 
sent to a node in a foreign network first have to go to the home network of the node before it is 
delivered to the node (Figure 4). This elimination process is due to the support provided for route 
optimization which can be deployed between the mobile node and the correspondent [19].  

!

Figure 17. IPv6 Mobility with Home Agent, Mobile Node and Correspondent Node [23] 
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8. Difference between IPv6 and IPv4 

i. Size: when comparing these two IP addresses, size will be the first major factor to be 
considered. As indicated previously, the exhaustion of IPv4 addresses is what resulted 
in the creation of the IPv6 address. IPv6 has an address size of 128 bits (2^128= 
~340,282,366, 920,938,463,463,374, 607,431,768,211,456), while IPv4 maintains a 
32 bits (2^32 = ~4,294,967,296) [24]. 

ii.  Addressing Format: the addressing format of IPv4 has a dotted decimal notation 
e.g. 192.168.12.0. This address is also divided into parts i.e. Network ID and Host ID. 
Figure 5, shows the format and divisional parts of IPv4 address [9][25].  

82 157 177
01010010 10011101 10110001

227
11100011

0 8 16 24 32

Binary

Dotted Decimal

IP address: 227.82.157.177
Splits into 8-Bit Network ID and 24-Bit Host ID !

                   Figure 18. IPv4 Address Format 

In IPv6 address format, it uses a hexadecimal notation e.g. 
3FFE:F213:0516:AB00:0123:4567:8901: ABCD. The IPv6 address format is divided 
into 3 parts i.e. Global Routing ID (which holds routing information), Subnet ID 
(contains Subnetting information and Site ID) and Interface ID (that holds the MAC-
Address and a 16 bit Global identifier). 

!!!!!!!!!!!!!!!!!!!!

2001 0DB8 Interface ID
/23 /32 /48 /64

Registry
ISP Prefix
Site Prefix
Subnet Prefix

Global Prefix Subnet ID Interface ID 

!

                                  Figure 19. IPv6 Address Format with 3 different parts  

iii. Speed: IPv6 is found to be faster than IPv4. Considering the physical 
fragmentation of packets, IPv6 packets are not fragmented as IPv4 packets. Logically, 
IPv6 is hierarchical where routers do not require large routing tables [25].  

iv. Routing Protocols: with IPv4, there is still the support for outgoing routing 
protocols RIP which is supported by daemon. IPv6 does not support RIP, but instead 
use static routes [26].  

v. Security: IPv4 was designed with no attached security and this makes it dependent 
upon the end host to provide security. The support of IPsec in IPv6 is a requirement 
and a compulsory feature rather than an optional feature as for IPv4 packets. In figure 
3, the extension headers of IPv6 consist of both IPsec Headers i.e. Authentication 
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Header (for data authentication and integrity) and Encapsulation Security Payload 
Header (for data integrity, authentication and confidentiality). Data packets using 
IPv6 address can be considered to be more secured than packets having IPv4 address 
as there is provision of a more secured environment with a unified support [28].  

vi. Mobility: the division in types of addresses in IPv6 has given the address format 
more advantages, like the support of mobility with the use of address types like 
Anycast, and also the elimination of dependency upon Home Agent and Foreign 
Agent addresses. Mobility in IPv6 supports hierarchical mobility and a better router 
optimization process. When comparing the compatibility of IPv6 to 3G mobile 
technology, it was found to improve scalability, efficiency and performance [28].  

 
vii. Quality of Service: QoS in IPv4 is more considered as ToS (Terms of Service) which 

are rules that a packet needs to abide by in order to receive some services. In IPv6, 
the QoS deals with flows i.e. it can be either flow classes or labels [29].  
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9. IPv6 Allocation 

The allocation process of IPv6 addresses were done in a regional format i.e. considering the 
different regional RIR’s. These RIRs consider the giving of minimum size (minimum allocation 
size of /32 space) in IPv6 allocation (because this will help in filtering Prefix-Based Address) 
[33]. There are some criteria’s, policies, and rules guiding the allocation and assignment of IPv6 
address space:- 

a) Initial Allocation: for the initial allocation process of IPv6 address space to an organization 
(ISP/LIR) must satisfy the following criteria’s [33]:- 
   i) Be an Local Internet Registries (LIR); 
   ii) Not be an end site; 
   iii) Plan to provide IPv6 connectivity to organizations to which it will assign /48s, by 
advertising that connectivity through its single aggregated address allocation; and 
  iv) Have a plan for making at least 200 /48 assignments to other organizations within two years. 
After satisfying the above criteria’s, these organizations are eligible to be awarded a /32 
minimum allocation space. In situations where organizations needs more than the /32 address 
space, a special request indicating a large number of users and infrastructures that demands more 
than a /32 address space must be provided.  
 
b) Subsequent Allocation: the criteria for an organization (ISP/LIR) to get a subsequent 
allocation of IPv6 address is that the organization must pass the evaluation process in utilizing a 
/48 IPv6 address space. These evaluation processes are governed by the RFC 3194 (i.e. HD-
Ratio of utilization threshold). The requirement of RFC 3164 will determine if an organization is 
eligible for subsequent IPv6 address allocation, where a double address space can be 
subsequently awarded when found eligible. RIR normally will consider allocating an adjacent 
address block (i.e. extending the existing allocation by one bit to the left) thereby providing a 
system that will not waste address space.  
 

9.1 IPv6 Distribution 
The global distribution of IPv6 address space (/32 address block) indicates that the RIPE NCC is 
responsible for distributing 42%, while APNIC and ARIN are responsible for the 37% and 27% 
of global distribution (see figure 20). With APNIC distributing 37% of these addresses, this can 
be attributed to the fact that the Asian countries e.g. Japan and China are taking a major step in 
adopting IPv6 addresses. 
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Figure 20 IPv6 Global Distribution 

When considering the geographical distribution (see figure 21) LACNIC has regionally 
distributed more IPv6 addresses than any other RIR member i.e. giving 45.61%. RIPE NCC, 
APNIC and ARIN have distributed 24.54%, 18.97% and 10.81& respectively. AFRINIC is 
recorded to have the lowest regional distribution of 0.07% which can be due to less development 
of information technology in the region. 

!

Figure 21. IPv6 Regional Percentage Distribution 

Figure 22, shows the cumulative distribution of IPv6 /32 address block [34]. The distribution of 
IPv6 address from the year 2003-2005 steady state, whereas between 2007-2008 the address 
distribution almost doubled which might be due to more depletion of IPv4 addresses and the 
more acceptance of IPv6 by ISP companies. It can also be clarified that between 2007-2099 there 
has been a steady increase in the distribution of resources using IPv6 which might be due to new 
policies introduce to allow small address allocations that encourage the efficient use of resources.   
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Figure 22. IPv6 Cumulative Distribution 
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10. The Transition Phase: V4 to V6                                                

It is a well known fact that changing the addressing scheme from V4 to V6 over night is an 
impossible task to accomplish. More over the transition period is going to be on the higher side 
because of the huge deployment of IPv4 addresses. Hence necessarily there has to be a co-
existence of these two addressing architecture (V4 and V6) for quiet a period of time.  

The growth of the next generation wireless networks demands that the end user terminal has to 
support both voice and data. But when it comes to data traffic it is not necessary that each and 
every device should have unique IP address. But when it comes to voice, since it is a peer to peer 
communication the demand for the unique IP address is a must for the external application to 
communicate. Hence the next generation wireless equipments play a vital role for the migration 
towards IPv6. Hence during the transition phase both the addressing scheme has to be efficiently 
handled in order to establish an effective communication. There are several transition 
mechanisms which favors the communication between V4 and V6. The following section gives a 
overall view of some of the transition techniques.  

IPv4/IPv6 Transition Required

IPv4 Only 

Experimental
IPv6 Network

IPv6 Island IPv6 Ocean 

IPv4 Island IPv4 Ocean 

IPv6 Only 

!

Figure 23. IPv4 to IPv6 Transition 

!

10.1 Network Layer Transitions Mechanisms 

The different types of network layer transitions alternatives are Dual stack, Tunnelling-6to4, 
Tunnelling-4to6, tunnel broker, RSIP Dual stack gateway, Translator, NAT-PT. 

1. Dual Stack: the most fundamental transition technique from V4 to V6 is the implementation 
of Dual stack. Through dual stack the IPv6 host can communicate with IPv4 host without any 
modification. The modern routers have the ability to send and receive both v4/v6 packets. By 
deploying Dual stack, the interoperability between the two protocols has been achieved with 
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ease. But the major drawback with the dual stack mechanism is the increase with the network 
complexity. Each and every configuration on the router has to support both the versions of the 
protocol. A dual copy has to be made in order to configure unicast routing, multicast routing as 
well as to enable QOS. This makes the network payload to increase to a greater extent. But once 
Dual stack has been deployed it provides a greater flexibility over other transition techniques. 
Each and every device requires a unique V4 and V6 addresses. Ten years ago Dual stack could 
be the Ideal technique to be deployed. Since already we are in the deficiency of getting V4 
address, scalability is the major issue regarding the deployment of Dual stack.  

2. Tunneling: in Future the 3rd generation wireless network will be operating only with IPv6 
addresses, more over there won’t be any additional IPv4 addresses to support. In that case there 
will be a separate island of IPv4 as well Ipv6 addresses. Hence in order to establish connectivity 
between these two islands certain tunneling and translation techniques have to be employed. 
Some of the tunneling techniques are 6to4 (IPv6 packet inside IPv4), 4to6 (IPv4 packet inside 
IPv6), Tunnel Broker etc. Since now the as the transition to IPv6 begins, initially to establish 
connectivity through IPv4 Ocean, 6to4 tunnel will be used. Later once IPv6 has reached its peak 
and then in order to communicate with IPv4 only peer 4to6 tunnel can be used.  

IPv6
Network

Dual Stack 
Router NAT-PT

Dual Stack Network 

A) Dual IPv4/IPv6 stack [RFC2893-bis]

B) Tunneling [RFC2893-bis] (6-in-4 6-to-4, ISATAP,DSTM,…….)

C) Protocol Translators [RFC 2766], [RFC 2765] 

Data     IPv4 Header
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Data     IPv6 Header

Data     IPv6 Header    IPv4 Header
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Figure 24.  Tunneling and Transition Techniques 

3. Tunnel brokers (RFC 3053): help to provide an encapsulated tunnel over an existing 
infrastructure to connect to a completely different infrastructure using particular software. It 
helps an end user who already has an IPv4 connection to connect to an IPv6 world [31]. 
Currently most of the 6bone network uses a manually configured tunnel to connect to the 
internet. IPv6 internet uses a plenty of tunnel over an existing IPv4 infrastructure. Hence using 
this tunnel broker software these IPV6 enabled end device can connect to IPv6 internet using v4 
backbone. Registration process has to be carried out while using tunnel brokers hence it provides 
authentication as well as authorization. Many of the tunnel brokers running today were not 
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running any cast. Hence it takes only the fixed route to reach the desired destination and the 
drawback here is with the latency issue.  

4. NAT-PT: NAT-PT (Network Address Translation-Protocol Translation) is an RFC2766 IETF 
standard. It is a translation which helps to communicate between the native IPV6 and native IPv4 
hosts. Each NAT-PT device should have a globally routable IPV4 addresses and the IPv6 
devices uses these addresses to initiate a session between the V6/V4 boundaries. Due to the lack 
of sufficient IPv4 address NAPT-PT (Network Address Port Translation - Protocol Translation) 
can be used to reuse a single IPv4 address for a multiple IPv6 hosts using port translation. 

NAT-PT uses Application level gateways especially when the IP address is embedded within a 
payload of an IP packet. Especially DNS ALG is important to form an IPv4 address mapping for 
IPv6 clients in the V4 network architecture. When it comes to deployment it is relatively simple 
since it has to be done only at the network boundaries. Moreover the administration as well as 
maintenance is also relatively simple. But the drawbacks of NAT-PT are almost similar to 
traditional NAT devices. More over when an IP address is embedded within a payload of another 
IP address a separate Application level Gateways are required to view that particular address. 
End-to-End network layer security is also not possible. Hence because of all these drawbacks it 
is better to employ NAT-PT when no other mechanism is possible and it can be used when there 
is a V6 only or V4 only nodes.   

10.2 Experimentation with 6to4 tunnels 

!

Figure 25. 6 to 4 Tunnel 

A sample model experiment has been conducted to evaluate the complexity of tunneling. The 
experiment consists of 3 routers R1, R2, and R3, where R1 and R3 are the part of a corporate 
network (A).A uses IPv6 address for their network to cope up with their future demands. But the 
corporate network here is separated by an IPv4 Internet. Hence 6to4 tunnel is used to establish 
connectivity between R1 and R3. Initially the IP addresses were configured with reference to the 
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above mentioned figure and the routing protocol EIGRP is configured to advertise their 
connected networks. Then the tunneling has to be configured between R1 and R3 via R2. 6to4 
tunnel uses a special type of IP address in the 2002::/16 address space. In that the first 16 bits 
represents the hexadecimal number 2002 and the next 32 bits are original IPv4 address in 
hexadecimal form. Since it is a point-to-point link, 6to4 tunnel does not require any destination 
address to be configured. In this experiment a 6to4 tunnel is configured to provide connectivity 
between the loopback interface of R1 and R3. 

In R1, the tunnel interface has to be created using interface tunnel 0 command. Then the tunnel 
mode has to be specified as ipv6ip 6to4. Next the IP address of the outgoing interface s0/0/0 of 
R1 (172.16.12.1) has to be converted into hexadecimal. Then this hexadecimal number is added 
along with 2002 as 2002:AC10:0C01:1::1/64. This IP address has to be configured as an IPv6 
address inside the tunnel interface and then the tunnel source is specified as S0/0/0. Similarly the 
other end of the corporate network (R3) has to configured with an IP address of 
2002:AC10:1703:1::3/64. Then the static route similar to IPv4 is configured to reach the 
loopback interface FEC0::3:0/112 of R3 from R1 using ipv6 route FEC0::3:0/112 
2002:AC10:1703:1::3. Similarly the other end is also configured to reach FEC0::1:0/112 
through ipv6 route FEC0::1:0/112 2002:AC10:C01:1::1. Hence the connectivity is between 
the two corporate network is easily established using 6to4 tunnel. 
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11. Findings 

11.1 Special NAT Services 
!

!

 

 

 

 

 

 

 

Most of the 3G devices and the IP telephony equipments require a unique IP addresses for its 
identification. Whenever an IP telephone communicates, it will embed its IP address inside its 
header. Hence in this case it will embed the private address 192.168.1.20.  Since it is a private 
address the packet will be dropped when the reply is coming back from the Internet. This is one 
of the drawbacks of using NAT. Hence CISCO added additional facilities to support this kind of 
end to end application using (ip nat services skinny tcp port 2001) some special protocol 
services. IP telephony uses Skinny protocol for its communication. By enabling the above 
command the router will start watching for the skinny request and it also makes sure that it 
doesn’t embed the private IP address for these requests. When the router receives the packet 
from the Internet it sends to that particular port number. CISCO also supports this special NAT 
services for few other voice protocols which are in demand. Hence these temporary solutions 
still allows IPv4 in existence. Shifting towards IPv6 is the only available permanent solution.  

11.2 IPv6 header compression 

Once IPv6 has attained its global recognition, Implementing IPv6 on local LAN will be an issue 
to be considered. Packets that are travelling in LAN and between LAN will not be having much 
payload size. IPv6 header size is increased twice than that of V4 header size.  Moreover 
implementing IPSEC on v6 further increases the header size. The header to the payload ratio is 
very high, resulting in increase bandwidth utilization and latency which reduces the throughput 
of IPv6 traffic especially in LAN traffic. Hence the reduction in the header size yields to the 
effective control of overall network utilization. 

Figure 26. Special NAT Services Figure 26. Special NAT Services 
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Figure 27. Packet distribution on LAN [32] 

The above figure depicts the packet level traffic measurement with in a local LAN. It also shows 
that the IP traffic is dominated by the smaller packets. Hence even these smaller packets will be 
carrying the same header size which affects the performance of IPv6 packet transmission. Hence 
the header size of these smaller packets has to be optimized for effective packet transmission 
with in a LAN.  Internet traffic is predominately dominated by TCP/IP traffic. TCP/IP uses data 
encapsulation technique to add the control information at each and every layer. These control 
information’s are the headers which adds overhead to redirect a particular packet towards its 
destination. The actual information is a data which is present inside these headers. If the data size 
is very less than the header size, more bandwidth of the network will be consumed in order to 
transmit a small packet. 

1. Customized IPv6 header:  

The customized IPv6 header can be constructed by excluding some parts of the standard IPv6 
header that are not necessary in the LAN environment. The packet which is travelling inside the 
LAN will be using this customized header and when it travel’s out will be using its original 
header to reach the global internet. The mechanism which is used here reduces the IPv6 header 
size from 40 bytes to 1 byte. This header compression involves compression and decompression. 
According to this mechanism getting an original header from a customized header is an exact an 
inverse process. The effort involved in customizing the IPv6 header and also the processing time 
between the two headers are also very less. Some of the IPv6 features like auto-configuration, 
functionalities to find redundancy between layer 2 and layer 3 and some other fields which are 
irrelevant for the LAN environment have been removed. 
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Figure 28. Ethernet Frame Format 
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Figure 29. IPv6 Packet header 

2. Compression Technique:   If the destination of the packet is within the LAN, then the source 
address, destination address, flow label, traffic class and payload length in the packet header can 
be completely excluded. The Hop limit can also be excluded, since the number of hop limit is 
always going to be one for local traffic. 

Next Header
(8 bits) 

Customized IPv6 Header for host-to-host communication 
within a LAN

!

Figure 30. Compressed IPv6 Header 

Hence this customized packet header is enough to send the packet with a LAN up to a data link 
layer. Once the packet reaches the network layer again the packet has to gain its entire layer three 
information. Because of this customization the typical IPv6 header size is reduced to 1 byte from 
40 bytes. 

3. Reconstruction of original header: the receiving host has to reconstruct the original IPv6 
header before it handles the packet to the network layer. Since the source as well the destination 
are on the same LAN, the network prefix is exactly the same as the standard local prefix. Hence 
this next header appended with the network prefix has to be inserted into the prefix part of source 



! %+!

and destination IPv6 address. The interface part of source and destination IP address is obtained 
from the Ethernet frame header. This interface part is converted into EUI-64 bit format address. 
The combination of this EUI-64 bit address and the 64 bit network prefix results in 128 bit 
source and destination IP address. Ethernet header is also used to get the value for version field. 
Traffic class and flow labels can be assigned with zeros. Then the packet with this reconstructed 
information is handed over to the network layer for further processing. 

4. Header Compression across VPN Tunnels Destined for LAN: packet travelling across 
VPN tunnels gets routed through edge routers. Once the packet reaches the edge router, it 
examines the packet and it determines that the destination is also with in a local network. Edge 
router has to customize the packet header before it forwards the packet to the intended 
destination. In that case the destination IP address, traffic class, payload length, hop limit fields 
can also be removed. Packets travelling across WAN to reach LAN should keep the source 
address while customizing the packet. Then the packet is encapsulated into the appropriate frame 
of the data link layer and forwarded to the destination host. At the receiving side before this 
packet is handed over to the network layer has to restore its original header for further processing 
on higher layers. Version and payload length field were obtained from the Ethernet header. The 
destination address is obtained by inserting the next hop to the standard global prefix and 
combining the interface ID which is obtained from the Ethernet frame header. Traffic class and 
flow labels can be inserted with zeros. 

!

Figure 31. A Customized Header for traffic destined for LAN from WAN 
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5. Header Compression across VPN Tunnels Destined for WAN: for VPN packets destined to 
WAN, first has to reach the edge router. In this case source address, traffic class, payload length, 
hop limit fields can be removed left out with the destination IP address. Now this customized 
header is encapsulated into a layer 2 frame and it is sent to edge router. Then the edge router has 
to restore the original header for further processing. In this case the flow label has to be retained 
as it is to reach the edge router which is in WAN. Similarly the payload is obtained from the 
Ethernet header. The hop limit is going to be one and finally the traffic class can also be assigned 
to zeros. Source IP address is obtained by combining the standard IPv6 global prefix and the 
interface ID is obtained from the Ethernet header. Hence the packet destined from/to a LAN 
from/to a WAN reduces a header packet size to 20 bytes from 40 bytes. 

!

Figure 32. Customized Header for traffic destined for WAN from LAN 

!
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Figure 33. Customized IPv6 header construction Architecture 
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Adaption module is used to do a transparent compression and decompression of customized 
IPV6 header between layer 2 and layer 3 of the OSI model. An adaptation module is inserted 
between layer 2 and layer 3. Host machines will be performing this operation for local traffic 
with in a LAN. Edge router will be using this adaptation module for traffic destined in WAN and 
between WAN. Hence this technique effectively reduces the header size which yield efficient 
transmission of IPv6 packet between LAN. Proper placing of adaptation module has to be done 
to reduce the processing overhead as low as possible. 
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12. Conclusion 

 Modern communication technology is at its peak especially when it comes to mobile telephony 
and internet. In future everyone will be moving towards mobile telephony using internet instead 
of a fixed telephone from public switched telephone network (PSTN). The combination of 
mobile telephone and internet (Mobile Internet) is going to have a great impact on the growth of 
communication technology and the need for unique addresses. Even many devices will be 
communicating through internet by using these mobile devices. The devices such as cars, 
welding systems, alarms, cameras, microwave oven, etc will also be communicating using 
internet and may require a unique IP address to represent its physical uniqueness. Hence 
everyone should know about the advantages of IPv6 and should try to migrate towards IPv6 as 
early as possible. Using Ipv4 to access the internet might be an easy task to accomplish for the 
time being. Nat over Nat is going to cause lot of inefficiency in achieving optimum Ipv6 packet 
transmission. The new devices of 3G support both version 4 as well as version 6. Manufacturers 
were also investing a bit while developing new products to support both the protocols. Hence we 
have all the resources available to support V6. Everyone has to be educated completely about  
deploying Ipv6 and it has to be converted slowly  by using Dual stack initially  and then later, 
proper tunneling and transition techniques has to be adopted appropriately to achieve an efficient 
transition from V4 to V6. Later the concept of header compression can also be considered while 
the packet is moving within a LAN and also while using VPN across the LAN. 
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Appendix:  
 

Experimentation with 6to4 tunnels Configuration Details: 

R1#show run 

hostname R1 

! 

ipv6 unicast-routing 

! 

interface Tunnel0 

ipv6 address 2002:AC10:C01:1::1/64 

tunnel source Serial0/0/0 

tunnel mode ipv6ip 6to4 

! 

interface Loopback0 

ip address 10.1.1.1 255.255.255.0 

ipv6 address FEC0::1:1/112 

! 

interface Serial0/0/0 

ip address 172.16.12.1 255.255.255.0 

clock rate 64000 

no shutdown! 

router eigrp 1 

network 10.0.0.0 

network 172.16.0.0 

no auto-summary 
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! 

ipv6 route 2002::/16 Tunnel0 

ipv6 route FEC0::3:0/112 2002:AC10:1703:1::3 

end 

 

R2#show run 

hostname R2 

! 

interface Loopback0 

ip address 10.1.2.1 255.255.255.0 

! 

interface Serial0/0/0 

ip address 172.16.12.2 255.255.255.0 

no shutdown 

! 

interface Serial0/0/1 

ip address 172.16.23.2 255.255.255.0 

clock rate 64000 

no shutdown 

! 

router eigrp 1 

network 10.0.0.0 

network 172.16.0.0 

no auto-summary 

end 
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R3#show run 

hostname R3 

! 

interface Loopback0 

ip address 10.1.3.1 255.255.255.0 

ipv6 address FEC0::3:1/112 

! 

interface Tunnel0 

no ip address 

no ip redirects 

ipv6 address 2002:AC10:1703:1::3/64 

tunnel source Serial0/0/1 

tunnel mode ipv6ip 6to4 

! 

interface Serial0/0/1 

ip address 172.16.23.3 255.255.255.0 

no shutdown 

! 

router eigrp 1 

network 10.0.0.0 

network 172.16.0.0 

no auto-summary 

ipv6 route 2002::/16 Tunnel0 

ipv6 route FEC0::1:0/112 2002:AC10:C01:1::1 

end 
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Views of different personalities regarding IPv6 deployment: 

 Maria Häll, Swedish Government (Deputy Director for the Ministry of Enterprise, Sweden)  

     “The development of IPV6 or the transition from IPv6 to IPv4 is important for the Swedish 
government some way or the other to be interested in or to engage us in. It’s really important 
that the steps we take is really going to be the best thing we do with the money we have. Have to 
work with RIPE community and other market players to know what is happening? What are they 
doing? What kind of priority list they do have? What are the timelines?  

    With the answers to these questions the government will be in a position to proceed further 
regarding IPV6 development and deployment.”  

Gert Döring, (Co-Chair of the RIPE Address Policy Working Group) 

    “During the initial phase of IPv6 deployment, there is no IPV6 in Europe. Hence in order to 
use IPv6 it has to be tunneled to UUNet in UK. But now every exchange is IPv6 capable. For 
example: About 1/3 rd of the ISP’s has IPv6 in DECIX at Frankfurt. Now almost every country 
in Europe, even small ISP’s that do IPv6 today. The biggest advantage in IPv6 is the whole 
subnet size calculation. In the case of Ipv4, whatever the size of subnet it may be either two low 
or too long. But IPv6 /64 is enough for ever and it really saves address management space, 
address space planning, network planning etc” 

“One of the argument among people is RIPE is again doing the same mistake by allocating huge 
chunk of memory space and again there is going to be an address deficiency down the line. But 
the RIPE says that people were not doing the proper math behind it. The block of IP that they 
provide are /32 chunks and there were about 4 billion /32 chunks are available and their 
prediction says that there is not going to be more than 4 billion ISP’s in the future.IPv4 is good 
enough as long as the end user’s gets an access to Google, You tube etc. via IPv4. Till then there 
is no pressing need to go IPv6.People will start to care about technology if IPv4 breaks for them. 
But it will be too late. Hence the provider has to be ready before that.Ipv4 is just a legacy from 
the last century. Hence by providing huge address space IPv6 is going to take over IPv4 in the 
future. 

Farad AlSharawi (Managing Director, 2Connect Bahrain)   

“Our company has spent a lot of time in evaluating what we have to do in terms of our network. 
For IP transit there are limitations in the number of suppliers in the Middle East. Access to the 
suppliers is also limited and the majority of the suppliers do not support IPv6. But we run lot of 
submarine cables by ourselves and we are getting a transit from either a node in London or from 
Hong Kong. Technically implementing IPv6 is not a big deal but it is really a concern. The 
access network and the limitations of available equipments in the access network to support IPv6 
is the problem we are facing today. But our company is now working with access network 
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supplier to put IPv6 compatibility. Its again taking time because most of the customers were 
interested in the business what they are getting it now than they were going to get in future. But 
if the customers were not deploying IPV6, 3 years down the line when there were no IPv4 
address available those companies have to miss the future opportunities to grow along with us”. 

Mat Ford (Technology Program Manager with the Internet Society (ISOC)) 

“The technical hurdles to the deployment of Ipv6 are almost non existence. The main 
outstanding challenge is education, ie raising awareness. Network engineers have to educate 
their engineers, operators, etc. If the deployment starts now it can take its time and there will not 
be any additional expenses. But deploying at the neck of the death is really going to be very 
expensive.”    

 


