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Abstract 

The past few years have seen great increases in the use of portable devices like laptops, 

palmtops, etc. This has also led to the dramatic increase demand on wireless local area 

networks (WLAN) due to the flexibility and ease of use that it offers. Mobile IP and 

handover are important issues to be considered as these devices move within and between 

different networks and still have to maintain connectivity. It is, therefore, imperative to 

ensure seamless mobile IP handover for these devices as they move about.   

In this thesis we undertake a survey to describe the real processes involved in mobile IP 

handover in WLAN environment for different scenarios. Our work also identifies individual 

sources of delay during the handoff process, the sum total of which makes up the total 

latency. Other factors that could militate against the aim of having a seamless handoff in an 

inter-subnet network were also considered as well as some proposed solutions. These factors 

are security, packet loss and triangle routing.   
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1 Chapter One:  Introduction 

Computer networking has seen tremendous developments and evolution in the recent years. 

There is no doubt that the world today is very much dependent on computer networking 

technologies for effective and efficient communication. Wireless local area network (WLAN) 

is the communication between computer systems or devices without the use of cables. With 

the development of technology, wireless communication has assumed a high usage level over 

the past few years complementing and, in some cases, replacing, the traditional wired 

network. This increase in the use of wireless networks has come about due to their flexibility 

and ease of use. As media communication is fast moving from its traditional wired local area 

network (LAN) towards wireless local area network (WLAN), it is quite important to use 

effectively the mobility the latter offers. This mobility has contributed immensely to the 

further development of the wireless LAN. The use of the network has also shifted from its 

traditional use of data transfer as more real time applications are finding their way on the 

LAN.   

The increasing emergence of laptops and other mobile computers has brought about the 

development of layer-three handoff (mobile IP). Mobile IP seeks to make it possible for these 

mobile computers and devices to continue to stay connected to the Internet as they move 

from one internet connection point to the other. Mobile IP is very suitable for wireless 

networks, even though it can also work in a wired network [5]. In mobile IP, the mobile node 

or station has a particular network it is attached to which is known as the home network. The 

node is assigned a static IP address, called the home address by the home network. When the 

mobile node moves from its home network, the new network it becomes associated with is 

called the foreign network [5]. The issue with mobile or cellular networks is the ability to 

provide a very smooth transition or transfer of mobile nodes between the different access 

points. By this, it ensures continuity of connection and avoid data loses. 

One of the most important features of deploying WLAN is handover. This is the process by 

which a mobile station (STA) moves from the basic service set (BSS) of an access point (AP) 

to another [1]. The handover process occurs between layer one and layer three. Wireless LAN 

uses APs to communicate to and from STAs. As the mobile station moves through the 

network, it changes AP as the received signal strength drops (below a pre-defined threshold) 

from its current AP, it scans all the available 11 channels within the vicinity for another AP 

with higher received signal strength indicator to connect to [2]. The scanning of the 11 

channels has been shown to be the most time consuming phase of the layer-two handoff 

process [1, 2] and this is detrimental to the performance of the network during handover. The 

other phases are authentication and re-association. The handoff process increases latency, and 

this often can affect multimedia and other real-time applications that require seamless and 

guaranteed network resources. The terms handoff and handover are often used 

interchangeably, as they have the same meaning. 

With reference to handover in mobile IP, it occurs when the mobile node moves across 

networks or extended basic service set (extended BSS). Thus, handover occurs between the 

home agent and the foreign agent. This process requires cooperation and exchange of 

information between a home agent and foreign agent to ensure continuous and smooth 

connectivity of the mobile node to the network.   

Over the years, a couple of research works have been done to improve the performance of the 

network, especially to decrease latency, so that applications such as voice over internet 

protocol (VOIP) , and other time sensitive applications, can be successful or work with 

minimal degradation and packet loss during layer-two and layer-three handover. The aim of 
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this thesis work is to carry out a comparative survey on mobile IP handoff process in WLAN 

by outlining a detailed description and explanation of the whole process, describing the 

cooperation and exchange of information between all the various nodes involved in the 

process, especially the home agent (HA), foreign agent (FA) and mobile node (MN). Our 

work also identifies the challenging issues facing mobile IP handoff in WLAN and some 

solutions proposed for them. 

The work is described as follows: Chapter one will be the introduction and it includes such 

details as the evolution of wireless LANs and literature review. In chapter two, we will 

discuss the IEEE 802.11 standards in detail, including the modifications that have been made 

over the years. Chapter three is dedicated to handover, while chapter four deals with mobile 

IP, where we will discuss these issues in detail. We continue with detailed description of 

mobile IP handoff in WLAN for some IP mobility scenarios, its challenging issues and 

solutions are explained in chapter five. Chapter six concludes our work. 

1.1 Wireless Local Area Network (WLAN) 

Wireless local area network (WLAN) is the connection of two or more computers using radio 

frequency transmission [37]. That is to say, WLAN is the communication between computer 

systems or devices through the use of radio transmission medium. Thus, the connectivity of 

devices in a WLAN is without the use of cables, as in the case of wired local area networks, 

which sometimes make networks cumbersome. WLANs can be used or operated 

independently but, in most cases, they are used as an extension to the traditional wired 

networks. WLAN offers users the opportunity to access and share data, application internet 

access and other network resources just as the wired network [37]. WLAN has gained 

recognition and usage in the past few years complementing and, in most cases, replacing, the 

traditional wired network infrastructure. This has come about because of the mobility and 

flexibility that WLAN offers. The wireless LAN is specified by the IEEE802.11 working 

group. The IEEE 802.11 forms the standard for the WLAN and describes the physical (PHY) 

and medium access layer (MAC) for wireless communication using Ethernet protocol. 802.11 

wireless networks are often referred to as Wi-Fi (wireless fidelity) [37].  The IEEE 802.11 

standard is discussed in detail in the next chapter.  

For wireless LAN to be more efficient, some requirements should be met. Some of the 

important requirements included are 

1. Throughput: the wireless medium should be used to its maximum capacity by the 

MAC protocol. 

2. Number of nodes: the WLAN should be able to maintain a number of nodes across 

multiple cells. That is, WLAN should be capable of ensuring a full connectivity 

among nodes that are attached to it. 

3. Connection to backbone LAN: this is required for the WLAN to be able to link the 

wireless section of the network to the wired backbone LAN in some cases. 

4. Coverage area: WLAN coverage area is a diameter of between 100 to 300m. Thus, a 

WLAN should have the ability to cover some short distance.  

5. Security: WLANs are always at risk of interference and eavesdropping. It should, 

therefore, be designed to these risks and make the network very secure 

6. License free operation:  users of WLAN should be able to purchase and use WLAN 

products in an unlicensed frequency band. 
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7. Handover/roaming: WLAN MAC protocols should allow mobile nodes to move 

from one cell to another very freely. [5, 38] 

1.1.1 Wireless LAN Applications  

Some areas in which WLAN is applied are;  

1. LAN extension:  

One application area of wireless LAN is as an extension to an existing local 

area network (LAN). This helps to cut the cost of LAN cabling installation and 

also simplifies the job of rearrangement and changes of the structure of the 

network [5] .In cases where a LAN needs to be extended, for example, in large 

buildings and warehouses with limited cabling, manufacturing factories with 

separated offices, historic buildings that do not allow cabling due to its effects 

on the building during installation and in areas where cable installation is not 

economical, wireless LAN provides the solution. Thus, the wireless LAN is 

used to link up the existing wired network in the other parts of the sites. [5, 38] 

2. Cross Building Interconnection     

Another area of wireless LAN application is the cross building 

interconnection, that is, wireless LAN technology is used to connect local area 

networks (LAN) in buildings which are closely located. The network 

technology in the various buildings can either be wireless or wired 

infrastructure.   

3. Nomadic Access 

Nomadic access is yet another area of WLAN application. Nomadic access 

offers a wireless connection between a local area network (LAN) hub and a 

mobile data terminal with an antenna, such as a laptop or notepad computer [5, 

38]. Nomadic access allows users to easily move around, for example, in their 

work places with their portable computers, and still have access to the server 

on the wired network infrastructure to share and access data from different 

locations. 

 

 

4. Ad-hoc Networking  

Ad-hoc network is also another area in which WLAN is applicable. An ad-hoc 

network is a peer-to-peer network which may be installed temporarily to 

satisfy some immediate need [5, 38]. Typical situations in which ad-hoc 

networks may be used are at a conference or meeting of a group of people, a 

group of students, members of family in a household with their portable 

computers. Ad-hoc wireless networks can be set up for the duration of the 

meeting or conference or study session to share and access data from each 

other.  

1.1.2 Wireless LAN Technology 

Wireless LAN technologies are classified or grouped according to the techniques of 

transmission that they employ. They can, therefore, be under one of the following classes 
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1. Infrared (IR) LANs 

2. Narrowband microwave   

3. Spread spectrum LANs  

Infrared (IR) LANs: Infrared (IR) LAN is restricted to a room. This is because infrared rays 

cannot penetrate through opaque bodies. Infrared LAN technology is, however, no longer in 

use these days.  

Narrowband microwave: these are the types of LANs which operate at microwave 

frequencies but do not use spread spectrum technology.  A number of these types of LANs 

work at a licensed frequency and others operate in the licence-free ISM band. This type of 

technology is not common 

Spread spectrum LANs: these are the class of local area networks which employs the use of 

spread spectrum transmission technology. This type of LAN normally operates in the 

industrial, scientific and medical (ISM) band, in which case the users do not require a license 

to use.   

The most widely used WLAN technology today is the octagonal frequency division 

multiplexing (OFDM) in conjunction with spread spectrum since they have high data rate 

transmissions. OFDM LANs employ the use of octagonal frequency division multiplexing 

transmission technology. They operate in the 5GHz frequency band [41]. 
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1.2 Motivation 

Our topmost task is to conduct a survey on how handover is performed by a mobile node 

moving within the same wireless network and roaming in different subnets. In the later 

scenario, we will consider handover between the home agent and the foreign agent of a 

mobile IP in WLAN environment. Since successful data transmission is very crucial in real 

time applications, it is important to ensure a very smooth handover process for moving nodes 

between the home agent and the foreign agent to maintain continuous connectivity of mobile 

nodes to the network. The handover process involves exchange of information between the 

home agent, the foreign agent and the node such as:  

1. The discovery of the mobile node by the foreign agent 

2. Registration of mobile node  

3. The assigning of care-off address to the mobile node 

4. Informing home agent of the care-off address  

The above process can sometimes take time, thereby increasing latency and packet losses 

which are detrimental to real time applications. In the case where TCP is used, there will be 

further poor performance of link due to TCP connection or retransmission timeout as a result 

of these delays. Our motivation is to find out how this handoff or handover process between 

home address and care off address is handled in a wireless LAN. We will also look at how the 

challenging issues in the process are addressed to ensure a smooth and seamless handover 

(free of packet losses and delays). Thus, our motivation for undertaking this thesis project is 

the need for a secured, seamless handoff process in WLAN which will produce QoS for 

delay-sensitive and real time applications.  

1.3 Methodology 

Our methodology for this research is a theoretical investigation. To accomplish this, we will 

make a study of a number of research papers. We will then extract important and helpful 

information from these papers and do a comparison of them. This study and comparison will 

aid us to conclude on how to obtain smooth and seamless handover during mobile IP 

handover in W LAN. 
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2 Chapter two: IEEE 802.11 Standards 

2.1 Introduction 

Wireless local area network (WLAN) is a communication system or network access between 

devices through the use or radio waves instead of cable connections. The emergence of 

WLAN led to the development of a standard for its use by IEEE.  IEEE 802.11 is thus the set 

of standards for WLAN.  It specifies the procedure and rules for wireless local area network 

(WLAN) communication.  The big issue with the use of WLAN is the throughput as 

compared to the wired infrastructure, that is, the ability of WLAN to transmit higher data rates 

as in wired infrastructure. The original version of 802.11 provided a data rate of between 1 – 

2Mbps [24, 25]. This data rate provided by the original 802.11 was too low to meet most 

business data transmission needs. The need for a high data transmission rate to satisfy general 

business requirements of data transmission led to the development of other versions or 

extensions of 802.11 by IEEE. The extension includes 802.11a, 802.11b, 802.11g, 802.11n 

etc.; these extensions provide data rates of 11Mbps, 54Mbps and even up to 100Mbps [25]. 

The 802.11 standard operates at the first two layers of the OSI protocol stack model, that is, 

the physical layer and the data link layer, just like all IEEE 802 standards. [24] 

2.2 IEEE 802.11 Architecture   

To better understand the IEEE 802.11 architecture, 802.11 standards define some key terms as 

follows 

1. Station (STA): a device with IEEE 802.11 MAC and physical layer properties. 

2. Basic Service Set (BSS): a group of stations with a particular coordination function 

controlling them. 

3. Independent Basic Service Set (IBSS): a BSS which stands alone without any 

connection to an access point or base. [33, 34] 

4. Coordination Function: logical function which regulates times when BSS stations 

are allowed to transmit and received PDUs [5]. 

5. Access Point: a device that has IEEE 802.11 properties and offers access to a 

distribution system to connected stations.  

6. Extended service set (ESS): collection or interconnection of two or more BSSs by 

the backbone distribution system (LAN) which is seen as a single network by the 

OSI model upper layer [5, 26].  

802.11 LAN is based on cellular network architecture [26]. The basic service set (BSS) is the 

smallest building blocks of wireless LAN. In a BSS, there are a number of stations 

implementing the same MAC protocol with access to the same shared wireless medium [5].  

A base station, also known as access point (AP), controls and links or connects the BSS to a 

backbone distributed service (DS). A BSS may also stand alone without any connection to the 

DS. The access point (AP) has a central coordination function that controls the MAC 

protocol; otherwise the MAC protocol may be fully distributed [5].   
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Figure 2.2 illustrates the 802.11 architecture with its different units. A single station can 

participate in more than one BSS. This comes about as a result of the overlap of two BSSs. 

The collection or interconnection of two or more BSSs by the backbone distribution system is 

known as the extended service set (ESS). The extended service set is seen as a single logical 

network. 802.11 architecture is integrated or linked with wired network through the use of a 

portal [5, 26]. The portal is a device such as bridge or router.  

 

2.3 Operation Mode 

The 802.11 standard defines two operation modes. These are, namely, the ad-hoc mode and 

the infrastructure mode. In both modes, the wireless network is identified by a wireless 

network name which is known as the service set identifier (SSID). For the infrastructure 

mode, the SSID is configured on the wireless AP while, for ad-hoc mode, the SSID is 

configured on the initial wireless client that identifies the wireless network [28]. 
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Figure 2.2, 802.11 Architecture  
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2.3.1 Infrastructure Mode 

In this mode, there is at least one mobile station and one wireless access point (AP). The 

access point connects the stations to the traditional wired network. That is, the AP serves as a 

bridge between the stations or clients and the wired network. [27, 28] Figure 2.3 shows an 

infrastructural mode network. 

2.3.2 Ad-Hoc mode 

Ad-hoc mode requires at least two stations or clients. These stations connect and establish 

communication with each other without any access point (AP), that is, the stations 

communicate with each other directly [27, 28]. The ad-hoc mode is also known as the peer-to-

peer mode. The ad-hoc 802.11 wireless network can take a maximum of nine clients in a 

network and is very useful where there are no access points. All clients should be clearly 

configured to use ad-hoc mode [28]. Figure 2.4 below shows the ad-hoc mode. 

Distribution System 

(Wired network) 

AP AP 

Figure 2.3 802.11 Infrastructure mode  

 

Figure 2.4 802.11 Ad hoc mode  
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2.4 Medium Access Control (MAC) of 802.11 

Besides the normal functions of the medium access control (MAC) layer, 802.11 MAC also 

carries out other tasks, such as fragmentation, packets retransmission and acknowledgments 

[26]. The MAC layer of 802.11 standards is in charge of three main functions. The layer is 

concerned with the reliability of data delivery, access control and security issues [5].   

2.4.1 Data delivery reliability:  

All wireless networks (802.11 standards) suffer from loss of a considerable number of frames 

due to unreliability, noise, signal interferences and other transmission effects. It is, therefore, 

imperative for reliable mechanisms to resolve this problem of frame losses. TCP provides 

such mechanism at a higher layer but the retransmission at higher layers is not too efficient 

[5]. A more efficient way is to deal with this on the MAC layer. A frame exchange protocol 

is, therefore, incorporated in IEEE 802.11 MAC. An acknowledgment (ACK) is sent by a 

receiving node to a sending node upon the successful receipt of a data frame. If a sending or 

source node does not receive an ACK within a certain specified period of time, the frame is 

considered lost and the source retransmits the frame.   

In total, a four-frame exchange can be used by 802.11 to further improve data delivery 

reliability. The procedure involved in the four-frame exchange is as follows 

1. Request to send (RTS) frame is first sent by the source node to the receiving node. 

This is to announce and clear the medium for the transmission to begin. 

2. The receiving node then sends back a clear to send (CTS) frame, indicating that the 

road is clear for the source to send frames.  

3. The source node, upon receiving the CTS, then transmits the data frame.  

4. Finally, the receiving node sends an ACK to the source to signify a successful data 

frame received. These are the essential functions of the 802.11 MAC. The RTS and 

CTS can, however, be disabled [5]. 

2.4.2 Access control:  

Access control of 802.11 MAC employs two mechanisms which are distributed coordination 

function (DCF) and point coordination function (PCF). DCF employs a contention algorithm 

to offer access to all traffic, while PCF is a centralized MAC algorithm that offers a 

contention-free service [5, 26, 29]. Figure 2.5 shows the 802.11 protocol architecture with 

PCF and DCF. 
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2.4.2.1 Distributed Coordination Function (DCF):  

DCF utilizes the carrier sense multiple access (CSMA) algorithm in its operation. The CSMA 

algorithm in DCF is carried out in the following steps. A station or node which wants to 

transmit a frame first listens or senses the medium to find out if it is free or not. If the medium 

is free, the node then transmits the frame. On the other hand, if the medium is busy, the node 

waits until the medium is free before transmitting the frame [5, 26]. Collision of frames can 

occur since two nodes can transmit at the same time after sensing the free or idle medium. 

DCF, however does not incorporate collision detection due to the fact that collision detection 

does not easily work on wireless networks [5, 26, 29].   

A set of delays is, therefore, included in the CSMA algorithm to guarantee its efficient 

execution. The delay is known as interframe space (IFS) and exists in four types. They are  
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1. Short interframe space (SIFS)  

2. Point coordination interframe space (PIFS) 

3. Distributed coordination interframe space (DIFS) and  

4. Extended interframe space (EIFS) [26]. 

 Applying the IFS in the CSMA algorithm involves the following procedure:  

1. A station or node which wants to transmit a frame first listens or senses the medium 

to find out if it free or not. If the medium is free, it waits for a time period which is 

equal to the IFS to make sure the medium still remains free. If it is, the frame is 

immediately transmitted.  

2. On the other hand, if the medium is busy, the node waits whiles monitoring the 

medium until the ongoing transmission is over.  

3. The node then waits another IFS time to ensure the idleness of the medium and then 

backs off for a random amount of time, after which the node senses the medium 

again. If the medium is free, it transmits the frame [5].  

The flow chart below illustrates the medium access control logic of 802.11 using, the CSMA 

with the IFS, as described above.  
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2.4.2.2 Point Coordination Function (PCF):  

The PCF access mechanism is implemented on top of the DCF. This mechanism makes use of 

a centralized, contention-less polling master known as point coordinator (PC) [5, 29].  A base 

station contains the point coordinator (PC) which polls nodes one after the other in order to 

prevent transmission contention [29], that is, the PC polls individual nodes for transmission 

by offering them contention-free channel access [32]. During polling, the point coordinator 

(PC) uses PIFS. PCF works only in the infrastructure mode since it uses an access point as the 

point coordinator (PC). When a node is polled, it is able to transmit a single frame to any of 

the nodes in the network.  

When a PC sends out a poll to a node, a response is expected back from the node within a 

certain time frame before transmission is allowed to be carried out. If the PC does not receive 

a response within the time frame, it sends out another poll. To avoid the repeated sending of 

polls, the superframe interval is defined. The superframe interval is in two parts, they are 

contention free period (CFP) and contention period (CP). At CFP, the PC sends out polls 

(contention free channel access) to the nodes. The CP of the superframe allows a period of 

contention for channel access to the nodes.   

2.4.3 Security Issues in 802.11:   

The 802.11 MAC layer also deals with security. It make provision for both privacy and 

authentication mechanisms.   

To provide a security mechanism, IEEE 802.11 initially integrated the wired equivalent 

privacy (WEP) algorithm [5]. The WEP provides security against eavesdropping which is a 

major challenge in wireless LAN. WEP employs encryption, based on the RC4 encryption 

algorithm to offer data integrity and privacy. To maintain data integrity, the WEP algorithm 

adds a 32-bit CRC) to the end of the MAC frame and, for encryption, the two nodes or users 

involved in the transmission share a 40-bit secret key [5]. 

 Two types of authentications are provided by IEEE 802.11 standards. They are namely,  

1. Open system authentication and  

2. Shared key authentication 

Open system authentication is the agreement between two users to exchange or transmit data. 

Open system offers no security benefit. It only requires one node to send MAC control frame, 

called the authentication frame, to the destination node with the frame indicating that it is an 

open system authentication type. The authentication process is complete with the destination 

node sending back its own authentication frame [5].  

Shared key authentication demands two users or nodes to share a secret key that is not known 

to any other users.  

WEP, however, has some weaknesses, such as the lack of provision or specification of any 

key management and message integrity [42], which has rendered it vulnerable in recent times. 

With the development of technology, WEP is now vulnerable and, therefore, insecure since 

hackers have taken advantage of its weaknesses. 

Wi-Fi protected access (WPA) and WPA2 are now being used in place of WEP to ensure 

WLAN security. WPA employs the use of RADIUS server to authenticate individual wireless 

users. It generates secret keys which are used to create encryption keys [43]. WPA also uses 
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the RC4 encryption algorithm and temporary key integrity protocol (TKIP) as in WEP [44]. 

WPA was meant to replace WEP without any new hardware requirements.  

 

WPA2 is newer, and an improvement of WPA, making it more secure since it deals with all 

the flaws of WEP. WPA2, which is also known as the 802.11i standard, is based on a robust 

security network (RSN). This requires the support of other capabilities (new hardware and 

software support i.e. RSN compliant). WPA2 uses advanced encryption standard (AES) and 

counter mode CBC MAC protocol (CCMP), which gives it the characteristics of a stronger 

and scalable security solution. AES is the cipher system used by RSN, just like RC4, in WEP 

and WPA. AES, on the other hand, provides a more complex encryption mechanism. CCMP 

is the security protocol for AES, which is the equivalent of TKIP in WPA. CCMP is 

responsible for the handling of message integrity checks and this has been proven to be very 

effective [44]. 

 

 

2.5 Physical Layer of 802.11 

IEEE 802.11 standard initially specifies two types of spread spectrum for the physical layer 

specifications, namely direct sequence spread spectrum (DSSS) and frequency hopping spread 

spectrum (FHSS). The standard also gives another physical layer which uses infrared 

technology for data transmission [5, 29, 38]. This (infrared), however, is not currently in use. 

A later development also specifies physical layer which uses orthogonal frequency division 

multiplexing (OFDM) technique for data transmission [38]     

2.5.1 Direct Sequence Spread Spectrum (DSSS):  

DSSS operates in the 2.4 GHz ISM band and has a data transmission rate of 1Mbps and 

2Mbps [5, 30]. DSSS has up to seven channels each with either of the above data rates stated 

[5]. Various national regulatory bodies allot bandwidths and this determines the number of 

channels available.  Each available channel has a bandwidth of 5Hz. In DSSS, spreading code 

is used to represent every bit in the original signal by multiple bits in the transmitted signal. 

The signal is spread in a wider frequency band by the spreading code according to the number 

of bits used [5].  The DBPSK encoding scheme is used for the 1Mbps data rate and DQPSK 

encoding for 2Mbps [5, 30].   

2.5.2 Frequency Hopping Spread Spectrum (FHSS):  

FHSS employs multiple channels in which signals hop from one channel to another in a 

pseudorandom sequence, that is, transmitting signal hops from frequency to frequency in a 

random sequence over a wide band of frequencies. 1MHz channels are used in 

802.11standard. Hopping rates can be varied [5]. Two-level Gaussian FSK is used for 1Mbps 

system during modulation and a four-level Gaussian FSK scheme is used for 2Mbps in 

modulation. 

2.5.3 Infrared communication:  

Infrared specification for IEEE 802.11 is omnidirectional and not point-to-point. It covers a 

range of up to 20m [3]. 802.11 Infrared uses optical signals in the 800-900 nm band and have 

a data transmission rate of 1Mbps and 2 Mbps. It uses the diffuse mode of propagation [31].  

802.11 Infrared uses pulse position modulation (PPM) modulation scheme. For the 1Mbps, 

16-bit PPM modulation scheme is used and for the 2Mbps, the modulation scheme is 4-bit 
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PPM [5, 31]. The intensity modulation scheme is employed in actual transmission. In this, the 

binary 1 represents the presence of signal and binary 0 represents the absence of signal. 

2.5.4 Orthogonal Frequency Division Multiplexing (OFDM) 

OFDM is an FDM modulation technique: it is capable of transmitting large amounts of data 

through radio waves. In OFDM, high speed or rate signals are broken down into many lower-

speed signals and then transmitted from the source to the receiver simultaneously at different 

frequencies [40, 41]. Crosstalk (disturbance from RF interferences) is minimized when 

OFDM is used in transmission [40]. It operates in the 5GHz frequency band. The form of 

transmission employed by OFDM in multiple subcarriers enables WLAN using OFDM to 

transmit high data rates. It has a data rate of up to 54Mbps and employs BPSK, QPSK, 16-

QAM and 64-QAM modulations techniques.  

 

2.6 Extensions of 802.11    

The original version of 802.11 provided a data rate of between 1 – 2Mbps. This low data rate 

provided by the original 802.11 which was not able to meet the data transmission of most 

general business led to the expansion or extension of the standard. The extension of the 

802.11 standard resulted in newer versions, such as 802.11a, 802.11b, 802.11g, 802.11n, etc., 

each of which provides a higher data transmission rate than the original version of 802.11, 

thus satisfying the requirements for higher data transmission rate. Below are descriptions of 

some of the expansions of the 802.11 standards. 

2.6.1  802.11b 

This is the expansion of the original 802.11 in 1999. This provides two new data transmission 

rates of 5.5Mbps and 11Mbps [24]. Just like the original 802.11 standard, the 802.11b also 

makes use of the unregulated 2.4GHz radio frequency of the ISM band. 802.11b uses only 

direct sequence spread spectrum (DSSS) modulation scheme [24]. 

The advantages of 802.11b are that,  

1. it has low cost;  

2. It has good signal range  

3. It is not easily obstructed.  

On the other hand, it has the disadvantages of, 

1. having slow speed and  

2. working with the unregulated 2.4GHz radio frequency, it is at risk of interferences 

from other appliances using the same frequency range, such as microwave ovens.  

The solution to cutting these interferences is to allow an appreciable distance between 

appliances and 802.11b during installation. [25]  

2.6.2 802.11a 

This expansion of the original 802.11 standard was developed just at the same time as 

801.11b. It provides data transmission rates up to 54Mbps and operates in the 5GHz 

frequency band. This high frequency gives it a shorter range as compared to the 802.11b. It 

uses the OFDM modulation scheme. 
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The 802.11a has the advantages of, 

1. having a high maximum data transmission speed   

2. with its regulated frequency band, signal interferences from other appliances are 

avoided.  

its disadvantages are that:  

1. it is of high cost and  

2. its high frequency, which produces a short range, results in its obstruction [25]. 

2.6.3 802.11g 

802.11g seems to be a combination of 802.11a and 802.11b. It provides or supports a data 

transmission rate of 54Mbps as in 802.11a and operates in the 2.4GHz frequency band as 

802.11b, thereby giving it a greater range. 802.11g devices are backwards compatible with 

802.11b devices, that is, 802.11g devices can work or access any 802.11b access point and 

also vice versa. It employs the OFDM modulation scheme as in 802.11a.  

The advantages of 802.11g are that: 

1. it has high maximum speed,  

2. has good signal range  

3. It is not obstructed easily.  

The disadvantages are that: 

1. It costs more than the 802.11b.  

2. Since it works in the free 2.4GHz frequency band, it has the risk of suffering from 

interferences from other appliances operating in the same frequency band [25]. 

2.6.4 802.11n 

802.11n is the newest version of 802.11 standards. The rectification of 802.11n was approved 

as a final standard in September 2009 [35, 36]. It is meant to bring great improvement in 

earlier versions of 802.11 in their rate of data transmission and also brings more flexibility in 

the wireless networking. 802.11n delivers a data transmission speed of up to 300Mbps and 

even more [35]. It uses of multiple-input multiple-output (MIMO) technology [25, 39]. 

The advantages of 802.11n are that,  

1. it has a maximum high data rate transmission; 

2. it has the best signal range because of its increased signal intensity  

3. it can withstand more signal interferences coming from source outside.  

The disadvantage has to do with its use of multiple signals which may interfere with 802.11b 

and g networks which may be close to it. [25]   
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3 Chapter Three: Layer 2 Handoff in 802.11 networks  

3.1 Introduction 

The handoff process is of great concern in all wireless networks; cellular networks, global 

systems for mobile communication (GSM) and wireless LAN, as they extend their coverage 

areas. While the process of changing access to the network is developed in old 

communication networks (e.g cellular network), it is still a growing concern in newer 

technologies as more demands are placed on these networks from newer applications that 

were not initially designed for such networks are finding their ways on the network. An 

example of such applications and networks is the voice (VoIP) communication on the 802.11 

networks. In this chapter we are describing important factors of the handoff process. 

3.2 Types of Handoff 

There are two categories of handoffs, depending on whether the previous connection was 

terminated before joining the new access point (AP), or at one point during the process the 

mobile node was in connection to both access points (present and new access point). These 

two categories are called hard handoff and soft handoff. 

3.2.1 Hard Handoff 

The hard handoff is basically a “break before make” connection [7]. This means that a mobile 

node has to terminate the connection to a current access point as it connects to a new one.  

There is never a point when the STA is connected to both access points. This is because the 

access points are transmitting on different channels, so it becomes impossible for the STA to 

be connected to both APs.  

 

3.2.2 Soft Handoff 

Soft handoff occurs when an STA stays connected to two BSs that are being considered for 

handoffs. That is, the STA stays connected to both BSs and combine their received signals for 

its communication for some time before breaking the connection with the former access point. 
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Figure 3.1 Hard handoff between STA and BS 
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Soft handoff is more common in CDMA network, which is transmitting similar bit streams on 

different channels within the same frequency. It forms a “make before break” connection.  

3.2.3 Vertical Handoff 

There is also another classification of handoff that is called vertical handoff. This is the 

transfer of access point between differing access technologies. An example of such is 

accessing the internet via wireless LAN and cellular network. The mobile user can decide to 

access the internet via wireless LAN and switch over to cellular network for access in the 

event that he has moved out of the coverage of the wireless LAN.  

3.3  Handoff Initiation 

In 802.11 networks, the handoff is hard handoff, that is, the mobile node is only connected to 

one AP at a time. The handoff process is usually triggered by the mobile node when it 

experiences decreased signal strength from its current point of attachment, although there is 

some work that specified that the AP can initiate the process [8]. It is quite difficult to 

describe the handoff process without making some reference to the cellular network. In this 

section, we will be discussing handoff initiation criteria, as described for cellular network, and 

use this information to explain handoff in wireless LAN.  

Figure 3.2, below, describes what happens as a mobile node moves from base station one 

(BS1) towards base station two (BS2). It will be observed that as the mobile node travels from 

BS1’s coverage area towards BS2, the received signal strength on the node decreases and the 

received signal of BS2 increases. 
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3.3.1 Relative Signal Strength 

Using this method, the mobile node selects the access point with higher received signal. The 

handoff decision is always based on the received signal [7]. It is observed that this method 

often increases the handoff frequency (that is, number of handoffs per time). Even when the 

signal received from BS1 is sufficiently high, a handoff is initiated at point A, as shown in 

Figure 3.2. This means that, even if the STA can still effectively receive and send data with 

the current point of attachment, it initiates handoff based on the fact that the newly received 

signal is higher. 

3.3.2 Relative Signal Strength with Threshold 

This handoff initiation method allows a mobile node to perform a handoff only when the 

following two conditions are fulfilled: 

1. The current signal is sufficiently weak (weaker than a set threshold) and 

2. The new signal is the stronger of the two [5, 7]. 

BS1                             STA               A    B      C            D         BS2 

T1 

 

 

T2 

T3 

Signal strength Signal strength 

h 

Figure 3.2 Signal strength and hysteresis between two adjacent BSs for potential 

Handoff. 
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The effect of this is to solve the problem of frequent handoff experienced by the first method 

(relative signal strength). This makes handoff unnecessary as long as the received signal is 

sufficiently strong. If the threshold is set relatively high, say at point T1, this scheme behaves 

like the relative signal scheme (handoff happens at point A) [5, 7]. With the threshold value 

set at T2, the handoff would be initiated at point B. If the threshold value is set lower (at T3) 

than the crossover signal strength, which is at A, the mobile node would have to move far into 

the coverage area of BS2 before initiating a handoff. This may result in poor connection or 

even disconnection from BS1. This also causes interference to co-channel users in cellular 

network. In practice, threshold alone is not used to initiate handoff, because its effectiveness 

depends on prior knowledge of the crossover signal strength between the current and potential 

BS [5, 7]. 

3.3.3 Relative Signal Strength with Hysteresis 

This handoff initiation scheme allows handoff to occur only if the new BS is sufficiently 

stronger (by hysteresis margin h in figure 3.2 above) than the current BS. In this case, the 

handoff occurs at point C. This scheme also prevents the ping-pong effect, that is, repeated 

exchange of handoff between two BS caused by fluctuation in the received signal strength 

from both BSs. The disadvantage of this scheme is that the first handoff may still be 

unnecessary if the current BS is sufficiently high [5, 7].  

3.3.4 Relative Signal Strength with Hysteresis and Threshold 

This scheme allows a handoff to be initiated only if: 

1. The current signal strength drops below a threshold and  

2. The candidate BS is stronger than the current BS by a given hysteresis margin h [5, 7].  

In  figure 3.2 above, the handoff will occur at point C if the threshold was set at T1 or T2 and 

at point D if set at T3 [5, 7].  

3.3.5 Prediction Technique 

This scheme initiates a handoff based on the predicted value of the received signal strength. 

The node is first able to predict the future signal strength that is expected to be received and 

then uses this prediction to make handoff decision [5, 7]. 

 

3.4 Handoff in 802.11 based Wireless LAN 

The 802.11 standard did not specify how handoff should be performed; therefore, this 

functionality is left for the vendors to implement. This, however, has made the 

implementation differ from vendor to vendor; which initially posed an inter-operability 

problem. Research work [8, 9] in this field has shown that, because of this vendor dependency 

of the handoff schemes, there is varying delay involved. This is because the method and 

number of messages involved in the process differ. The handoff delay is the total time taken 

for this process to complete, that is, probing/scanning delay, re-authentication delay and re-

association delay.  

The layer-two handoff described in this section occurs when a mobile station is roaming 

within the same extended service set ID, so the movement that occurs during this change of 

access point is transparent to the upper layer. Figure 3.3, shows two access points extended by 

a distributed system to form an extended service set. The transition of a mobile node from the 
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BSS of AP1 to the BSS of AP2 involves a series of communications (of management frames) 

between the STA and the APs [9]. 

        

 

3.5 The Handoff Process 

The handoff process can be categorised into three phases: discovery, authentication and re-

association.  

3.5.1 Discovery 

This is process by which a station searches for a new AP for connection after considering 

itself to have moved from the radio range of its current AP. Usually, a mobile node considers 

itself to have moved if the received signal strength has dropped or it did not receive 

acknowledgements for its sent frames or quality degradation [9]. There are two discovery 

mechanisms: 

1. Pre-emptive AP Discovery 

2. Roam-time AP Discovery. 

The 802.11 standard specifies two types of scanning methods: active and passive scanning; 

each of the above discovery methods can use one or both [10]. Scanning is the process by 

which a network card listens for beacon messages sent periodically by APs on a specified 

channel [9]. 

 

Figure 3.3, An  802.11 extended BSS  
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3.5.1.1.  Active Scanning 

In this scanning method, the mobile node sends a probe request on a particular channel at a 

time and waits for response from the AP [1, 9, and 10]. The mobile node performs this 

operation on all the channels it is configured to use and then makes a handoff decision based 

on the responses from the APs [10]. Scanning in active mode requires that the mobile node be 

on the particular channel it scans. The STA waits for MinchannelTime on a channel for 

response after which it proceeds to scan the next channel. If, for some reason, the channel was 

busy, then the STA waits MaxchannelTime in the hope that the AP would gain access to the 

medium [11]. The time it spends on that channel is vendor dependent and could vary between 

10 to 20 milliseconds [10]. The advantage of active scanning is that it is fast and, on the down 

side, the transmitted probe introduces additional overhead on the network [1, 10]. 

3.5.1.2.  Passive Scanning 

In passive scanning, the STA listens for beacon frames that are sent on each channel. The 

beacon frames are sent periodically (usually 10 ms) by APs after contending for the access 

medium. Like the active scanning, the STA must change channels at set intervals that the 

beacons are expected, and wait until it receives the beacon. The mobile node then extracts 

needed information, such as SSID, supported rates and other propriety information, from the 

beacon frames [11]. This information is combined with the corresponding signal strength to 

decide with which AP to communicate [11]. 

Both passive and active scanning can be employed during handoff, but that may depend on 

the STA being used.  

3.5.1.3.  Pre-Emptive AP Discovery 

This discovery mechanism allows a mobile node to handoff to a predetermined AP after the 

decision to initiate a handoff. This means that the mobile node must do background scanning 

while it is still connected with the current AP. While scanning, the STA changes channels to 

either perform active or passive scanning on that channel. This means that: 

1. The STA cannot receive data from its current AP. 

2. The running application on the STA will experience throughput reduction because it 
cannot send data [10]. 

However, the two problems can be solved if the STA notifies the AP that it will be switching 

to the power save mode. During this period, the AP buffers frames that are destined to this 

STA until the STA notifies the AP that it is back on the continuous aware mode. While the 

STA is in low power mode, it can actively or passively channel-scan. The purpose of this 

method is to reduce the discovery process during handoff [1].  

 

3.5.1.4.  Roam-Time AP Discovery 

This access point discovery scheme starts channel scanning (active or passive scanning) for 

APs during the handoff process (that is, after the decision to handoff). With roam-time AP 

discovery, the handoff process is longer but, on the other hand, it avoids the overhead caused 

by background scanning in the pre-emption discovery [10]. 
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3.5.2 Authentication 

This is the process by which the mobile confirms its identity with the AP [1, 2] of its choice. 

The re-authentication involves the exchange of authentication frames between the mobile 

node and the new access point. This authentication frames could either be accepted or rejected 

based on some policy. This process usually takes less than 10ms, but can be reduced even 

further by using the pre-authentication method [1]. There are two types of authentication 

methods specified by the standard: the open system (default- two frames) which authenticates 

the STA without confirming its identity, and the shared-key authentication, which consist of 

four frame exchanges and employs wired equivalent privacy (WEP) to encrypt sent frames 

[11]. WPA is also another security method which employs the use of RADIUS server to 

authenticate individual wireless users. It generates secret keys which are used to create 

encryption keys [43].  

3.5.3  Association 

This is the last phase of the handoff process and includes the exchange of re-association 

request and re-association response frames. Association is the process of connecting a mobile 

node with an AP. So, re-association is the process of transferring state information from the 

old AP to the new AP [9, 11].  
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4 Mobile IP 

4.1 Introduction 

Mobile IP is the term used to describe operation of nodes that change their point of attachment 

(due to mobility) without changing their initial (home address) IP address. The standard 

supporting this is specified by the Internet Engineering Task Force (IETF) Request for 

Comment (RFC) 3344 [3]. This change of point of attachment needs to be on different 

networks, such that a change of IP address would have been necessary; otherwise, a smooth 

handoff at the data link layer would suffice. Although IPv6 is fast growing and will dominate 

the Internet of the near future, in this work we will concentrate on IPv4, since this protocol 

dominates the internet as of now. The support for mobility in IPv6 is described in IETF RFC 

3775. 

Mobile IP is important as there are now more portable devices (laptops, palm tops, PDAs, 

mobile phones etc) that require IP connection for the applications running on them. As these 

mobile STAs moves around the network, they sometimes move out of their home network 

(initial point of attachment) into a nearby foreign network. Mobile IP specifies how packets 

destined to these STAs’ home IP addresses are directed to them even as they are out of the 

range of their home network. Mobile IP is designed to work both wired and wireless network 

as long as the IP address of the moving node is not changed [3]. The goal of mobile IP is to 

have a minimal number of administrative messages sent over the connection link, and these 

messages should be as small as possible, thereby minimising energy consumption during this 

period.  

At this juncture, it is necessary to describe some terms that are required for the clear 

understanding of the concept of mobile IP. 

1. Agent Advertisement: the process by which a mobility agent becomes known to 

the mobile node [4]. 

2. Mobile Node: A host or router that is capable of changing its point of attachment 

from one network or sub-network to another. This mobile node is capable of 

maintaining its (constant) IP address even if it has changed its point of connection, 

and can still receive datagram sent to its initial IP address provided there is a link-

layer connection [3]. 

3. Home Agent: this is a router on a mobile node’s home network which is 

responsible for tunnelling of packets for delivery to the mobile node when it is 

away from home. It also maintains current location information for the mobile node 

[3].  

4. Foreign Agent: this is a router on an STA’s visited network which provides routing 

services for the STA while it is registered on the network. It stores information of 

visiting mobile nodes and provides the care-of address to the visiting STAs. Foreign 

agent helps de-tunnel datagrams that were tunnelled by the STA’s home agent and 

delivers them to the visiting STAs. It can also act as a default gateway for 

registered STAs when they are transmitting [3].  

5. Care-of Address: this is a physical IP address assigned to the STA when in a 

foreign network. It is the terminating end of the tunnel for datagrams forwarded 

towards the mobile node by the home agent [3]. This address is the IP address of 

the foreign agent. 
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6. Home Address: this is an IP address assigned to the STA over extended period of 

time by its home network. This address remains unchanged (permanent) 

irrespective of the STA’s point of attachment to the Internet [3]. 

7. Correspondent Node: this is a node with which a mobile node is currently 

communicating. It could be mobile or stationary node [3]. 

8. Foreign Network: this is any network apart from the STA’s home network. 

9. Home Network: this is the network from which the mobile node receives its 

permanent home address. This is the network to which it is assumed to belong.  

10. Link: this is a medium over which nodes can communicate. 

11. Mobility Agent: this is a home or foreign agent. 

12. Mobility Binding: this is a association of a home address with a care-of address 

[3]. 

13. Node: this is a host or a router. 

14. Tunnel: this is the path followed by a datagram while it is encapsulated.  

15. Virtual Network: this is the standard [3] described this as a network with no 

physical instantiation beyond a router (with a physical network interface on another 

network). The router (e.g a home agent) generally advertises reachability to the 

virtual network using conventional routing protocol. 

16. Visitor’s List: this is the list of mobile nodes visiting a foreign agent. 

17. Visited Network: this is a separate network from the mobile node’s home network 

to which it is currently attached.  

 

4.2 How Mobile IP works 

Traditionally, packets find their way to the destination host by using the IP address. The IP 

standard specifies that each host is assigned a unique 32 bit number, called the Internet 

protocol (IP) address [6]. The address consists of network number and the host number; the 

network number is obtained by masking some of the lower order bits [4]. The network part of 

the address is used by the routers to deliver the datagram to the next hop router on its way to 

the destination network, while the host part is used by the router on the destination network to 

deliver it to the target host on the network.  

As a mobile node changes its position, it may also need to change its point of attachment. This 

may disrupt the existing transport-layer connection as the IP address may need to change, 

otherwise, it must maintain its address to keep this connection.  Transmission control protocol 

(TCP), which is used by most applications on the Internet [4, 5], uses IP addresses to identify 

connections. If the IP address changes while one or more TCP connections are active, these 

connections would be disrupted and lost [5]. Mobile IP was designed to solve this problem by 

allowing mobile nodes to have two IP addresses: a home address which is static and used to 

identify TCP connection, and the care-of address, which changes with new point of 

attachment [4]. The care-of address provides information on the STA’s current location with 

respect to the network [4]. 
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Whenever a mobile node moves away from its home network to a new network, called the 

foreign network, it reattaches itself to this network and makes its presence known by 

registering with a foreign agent (a router on the foreign network). The mobile node then 

informs a similar agent on its home network (home agent) of its care-of address on its present 

location. This care-of address identifies the foreign agent’s location [5] and marks the end of 

the tunnel [3]. The mobile node maintains its long term address, known as the home address. 

This is its address on the home network. Often, the roles of home agent (HA) and foreign 

agent (FA) are implemented by one or more routers on a network [5]. The following Cisco 

routers, Cisco 2500 series, 2600 series, 3600 series, 4000 series, 4500 series, 4700 series, 

7200 series and 7500 series, support agent functionalities. The process by which a STA 

deregisters from one FA and registers with another FA is known as handoff, or layer-three 

handoff. 

The sample scenario of mobile IP is depicted in Figure 4.1.  

1. Mobile node (STA) travels to a foreign network and obtains a new care-of address. 

2. STA registers the care-of address with HA via binding update and acknowledgement.  

3. Correspondent node (CN) transmits an IP datagram to STA using STA’s home address. The IP 

datagram is routed to STA’s home network. 

4. At the home network, the HA intercepts the incoming IP datagram and encapsulates it with the 

new care-of address registered by the STA as the destination IP address. This is called 

tunnelling. It then routes the datagram to the foreign network. 

5. At the foreign network (FN), the FA de-encapsulates the new incoming datagram and delivers 

it to STA across the foreign network. 
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Figure 4.1 Mobile IP scenarios 
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6.  When STA sends IP traffic to CN, it uses the CN’s IP address and it is forwarded by a router 

on the FN [5]. 

 

It is noteworthy that the STA, and a prospective or current FA, must be able to exchange 

datagrams without depending on standard IP routing mechanisms, that is, those mechanisms 

which make forwarding decisions based upon the network-prefix of the destination address in 

the IP header. This requirement can be satisfied if the foreign agent and the visiting mobile 

node have an interface on the same link. Likewise, the home agent must be able to intercept 

and forward all datagram destined to any of STA connected to it [3].  

4.3 Mobile IP Architecture 

Mobile IP uses three related mechanism to support its operation (figure 4.2): 

• Discovery of the care-of address 

• Registration of care-of address 

• Tunneling to the care-of address [4]. 

 

 

4.4 Discovery 

This is the process by which a mobile node detects its location on the network, that is, 

whether it is on a foreign network, in which case IP datagram are forwarded to it by an HA, or 

on its home network receiving datagram directly. Discovery is a continuous process, done by 

the STA, because the handoff from one network to another occurs at the physical layer and 

can occur anytime without informing the network layer as the STA transits from an HN to an 

FN [5].  

The mobile IP discovery process was built on an existing standard protocol specified in RFC 

1256, router advertisement [4, 3], Internet control message protocol (ICMP) message. The 

discovery process does not modify the original fields in router advertisement, but rather 

extends them to support mobility function [4]. The router advertisement portion of the 

message includes the IP address of the router while the advertisement extension carries further 

information about the router’s role as an agent and one or more care-of addresses [4, 5]. 

Whenever the router advertisement message contains the extended part, it is called agent 

advertisement (AA) (figure 4.3). 

Usually, home agent and foreign agent broadcast agent advertisements at regular intervals [4]. 

The STA listens for these agent advertisement messages and compares the network portion of 

the router’s IP address with the network portion of its home address to identify its location. If 

Figure 4.2 Protocol support for mobile IP [5] 
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the network portions match, then it is on the home network, otherwise it is on a foreign 

network.  

The AA comes after the ICMP router advertisement field and has the following fields: 

Type: 16, represents agent advertisement. 

Length: (6+4N), N is the number of care-of address advertised. 

Sequence Number: the number of advertisement messages sent since the agent was 

initialized [5]. 

 

 

Type Code Checksum 

Num addrs Entry size Time to live 

Router address 1 

Preference level 1 

....    

....    

....    

.... 

Router address n 

Preference level n 

Type  Length Sequence Number 

Lifetime R B H F M G V Reserved 

Zero or more care off addresses  

Type  length Prefix length [1] Prefix length [2] 

Additional prefix lengths if needed 
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Figure 4.3 Agent Advertisement Message 
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4.4.1 Functions of Agent Advertisement 

The agent advertisement performs the following functions: 

� Makes detection of mobility agent possible 

� Provides lists of available care-of addresses 

� Informs the STA about the special features offered by the FAs, for example, 

alternative encapsulation techniques 

� Lets STAs determine the network number and status of their link to the Internet, and 

� Lets the mobile node know whether the agent is a home agent, foreign agent or both 

and, therefore, its location with respect to network, either home or foreign [4].  

4.4.2 Agent Solicitation 

If a mobile node needs agent information before a foreign agent broadcasts its agent 

advertisement, it can broadcast or multicast an ICMP router solicitation message. Any home 

agent or foreign agent receiving this solicitation message will then issue an agent 

advertisement.   

4.4.3 Move Detection 

There are two ways that mobile nodes detect their movement: 

1. Use of lifetime field: the mobile node uses the lifetime field of the agent advertisement 

it received from FA as a timer. If the timer expires before the STA receives another 

AA from the agent, then the node assumes it has lost connection with that agent. The 

STA can then use any currently received agent advertisement that has valid lifetime 

for its registration to the new agent.  Otherwise, the STA should use the agent 

solicitation to find new agent. 

2. Use of network prefix: the mobile node checks whether any newly received agent 

advertisement is on the same network as the node’s current care-of address [5]. If this 

differs, the node assumes it has moved and may register with the agent which sent the 

received agent advertisement. 

4.4.4 Co-Located Addresses 

Sometimes, the STA can move to a network that has no foreign agent, or whose foreign 

agents are busy. In this case, the mobile node uses a co-located address [5]. A co-located care-

of address is a care-of address acquired by the mobile node as a local IP address through some 

external means which is associated with its current interface to the network [3, 5]. The address 

may be dynamically acquired through dynamic host configuration protocol (DHCP) or the 

mobile node may have a long-term address for use only while on a given network [5]. The 

modes of acquiring these addresses are beyond the scope of mobile IP. 

4.5  Registration 

Registration is the process by which the mobile node registers its new care-of address with the 

home agent. The HA uses the new care-of address to direct traffic destined to the mobile node 

to it. The registration process involves four steps.  

Figure 4.3 shows the steps for the registration and discovery process. The four steps involved 

are: 
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1. Mobile node sends registration request to FA. 

2. FA sends the request to the HA 

3. HA either approves or denies the request and sends a registration reply to the FA 

4. FA relays this reply to the mobile node [5]. 

The above process does not hold when the mobile node is using a co-located address (there is 

no FA). In this case, the mobile node communicates directly with the home agent. The 

registration message uses user datagram protocol (UDP), a connectionless protocol, since the 

registration process involves simple request-response communication [5]. 

4.5.1 Registration Request Message 

The registration requests contains information that the HA will use to construct the tunnel to 

forward IP datagram destined to the STA. Figure 4.4 shows the registration request message 

format. It can be viewed as a binding update sent by the STA. The registration request 

message consists of the following fields (Figure 4.4): 

 

� Type: 1 indicates that it is a registration request. 

� S: Simultaneous bindings. This is used when previous mobility bindings are still 

maintained while initiating a new one. Multiple IP datagrams will be sent to all the 

registered care-of addresses; this can be useful for reliability during wireless handoffs.  

Figure 4.3 Discovery and Registration process of mobile node 
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� B: Broadcast datagrams.  Indicates that the STA would like to receive all broadcast 

sent on its network (home network). 

� D: De-capsulation by mobile node: the STA is using a co-located address and will act 

as its own FA; de-encapsulates its tunnelled datagram [5]. 

� M: Minimal encapsulation 

� V:  HA should use Van Jacobson header compression. 

� G: HA should use generic routing encapsulation (GRE). 

� Lifetime:  duration of time (in seconds) that the advertisement is considered valid. A 

zero value is used for de-registration. 

� Home Address:  the home IP address of the mobile node [5]. 

� Home Agent: the IP address of the STA’s home agent [5]. 

� Care-of address (CoA): the IP address of the FA; this marks the end of the tunnel. 

� Identification: A 64-bit number used by the STA to match registration request with 

registration replies and for authentication. 

� Extensions: Authentication extension is done using message digest 5 (MD5) to create 

a 128-bit digital signature for the registration request. 

4.5.2 Registration Reply Message 

A registration reply message is sent to confirm the registration request message. It is sent to 

inform the STA as to whether the request was accepted or denied. Figure 4.5 shows the 

registration reply message format. When the HA accepts the registration request, it associates 

the home address of the STA with the care-of address, and keeps this association until the 

registration lifetime expires [4]. 
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Figure 4.4 Registration request message 
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� Type: 3 indicates that it is a registration reply. 

� Code: shows the result of the registration request (Table 4.1). 

� Lifetime: duration of time during which the registration is valid. 

� Home Address: the home IP address of the STA. 

� Home Agent: The IP address of the HA. 

� Identification: A 64-bit number used by the STA to match registration request with 

registration replies and for authentication. 

� Extension: Authentication extension. 
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Registration Successful Registration denied by Foreign Agent 

0 Registration accepted 64 Reason unspecified 

65 Administratively prohibited 

1 
Registration accepted, but simultaneous 

mobility bindings unsupported  
66 Insufficient  resource 

67 Mobility node failed authentication 

Registration denied by Foreign Agent 

68 Home agent failed authentication 

128 Reason unspecified  69 Requested lifetime too long 

129 Administratively prohibited  70 Poorly formed Request 

130 Insufficient resources  71 Poorly formed Reply 

131 Mobile node failed authentication   72 Requested encapsulation unavailable 

132 Foreign agent failed authentication 

133 Registration identification mismatch 

73 
Requested van Jacobson compression 

unavailable 

134 Poorly formed request 

135 
Too many simultaneous mobility 

bindings 

80 
Home network unreachable  (ICMP 

error received) 

136 Unknown home agent address 

  

81 
Home agent host unreachable  (ICMP 

error received) 

  
82 

Home agent port unreachable  (ICMP 

error received) 

  
88 

Home agent unreachable  (other ICMP 

error received) 

Table 4.1 Code Values for a mobile IP Registration Reply [5]. 

4.5.3  Authentication Extension 

This is necessary to mitigate attack by malicious nodes. A malicious node parading itself as a 

legal node may send false care-of address to the HA causing it to update its routing table with 

erroneous information, thereby making the STA unreachable. Another form of attack could be 

a malicious agent replaying old registration messages, thereby cutting the STA from the 

network [5]. 
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 Mobile IP incorporates an authentication mechanism so that HA and STA can be sure they 

are communicating with the right node. Each STA and HA must share a security association, 

the default authentication mechanism uses message digest 5 (MD5) with 128-bit keys to 

create shared secret key for the authentication.  Each request must contain a different unique 

shared key so that, in practice, there will no two authentications that are the same. This 

prevents attacks caused by replaying message [4]. Both the registration request message and 

the registration reply message contains the authentication extension (Figure 4.6) and this 

extension has the following fields: 

� Type: type of authentication extension. 

� Length: 4 plus number of byte in the authenticator 

� Security Parameter Index: an index that identifies the security context between a 

pair of nodes (for example authentication algorithm) [5]. 

� Authenticator: a code used to authenticate the message [5]. Figure 4.6 shows the 

format of the authentication extension. 

 

The authenticator protects the identification field in the request and reply messages and the 

identification field changes with every new message to prevent a malicious node from 

replaying stored identification.  There are two ways to achieve a unique identification field; 

first, the use of timestamp, which will be different from each registration and, second, is for 

the STA to generate a pseudorandom number [4]. With the pseudorandom number, it is 

unlikely that any two identification fields will have the same number and the home agent 

knows what numbers to expect since the algorithms for the generation of these numbers are 

known by both HA and STA. If, by chance, the STA and the HA fall out of synchronisation 

such that the timestamp is not valid, or they lose track of the expected pseudorandom number, 

the home agent will reject the registration request and include necessary information for 

resynchronisation [4,5]. It is worth knowing that the FA does not need to authenticate itself to 

the STA or HA. This is because they merely act as a relaying agent for messages between HA 

and STA. 

Type Length Security parameter index (SPI) 

SPI (continued)  

Authenticator 

(default is 128- byte keyed MD5) 

  

 

Bit: 0                                     8                                    16                                                                        31                      

Figure 4.6 Mobile IP Authentication Extension 
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4.5.4  Automatic Home Agent Discovery 

Automatic home agent discovery is a mechanism used by mobile IP to register with an 

unknown home agent within its home network. Sometimes, the STA is unable to contact its 

HA so it sends a directed broadcast by using a broadcast IP address, in place of HA’s IP 

address, as the destination of the registration request. On the network, the other agents (on the 

home network) receiving this message will reject it and include their IP address in the 

rejection message. The mobile node can now use the IP address in a freshly attempted 

registration message.  

4.6 Tunneling 

This is the process of encapsulating packet destined to the mobile node by the home agent 

with the care-of address. This packet is de-capsulated by the foreign agent.  The tunnel end 

point is usually between the home agent and the foreign agent, occasionally at the mobile 

node itself when a co-located address is used.  The purpose of the tunnel is to allow the home 

agent to deliver packets sent by the corresponding node to the mobile node. The home agent, 

having being informed by the mobile node of its current location (network wise), intercepts 

the packets and puts them in another IP header with the care-of address as the destination 

address. The foreign agent then de-encapsulates this and delivers it to the STA. There are 

three types of encapsulations supported by mobile IP: 

1. IP-Within-IP Encapsulation (RFC 2003) 

2. Minimal encapsulation (RFC 2004) 

3. Generic Routing Encapsulation (RFC 1701). 

4.6.1 IP-Within-IP Encapsulation 

This is the simplest form of encapsulation. It involves putting the initial packet in a new IP 

header. The initial payload is unchanged, except for the decrement in the time to live by one. 

The version number (IPV4) and the type of service are retained in the new IP header. The 

inner IP header (payload) has the source IP of the sending host and the destination IP address 

is the home network of the receiving host. The outer IP header has the source (IP) address of 

the home agent and the destination (IP) address is care-of address of the destination network. 

Figure 4.7 shows what the new packet looks like. 
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4.6.2 Minimal Encapsulation 

This encapsulation results in less overhead. The new IP header is put between the initial IP 

header and the IP payload (figure 4.7) and it can be used when the trio of the mobile node, 

home agent and foreign agent agree to use it [5]. The home agent encapsulates the IP packet, 

as shown in figure 4.8, and sends it across the internet to the care-of address. At the care-of 

address, the forwarding header is removed and the minimal forwarding header is replaced to 

the original IP header. The following fields are included in the minimal encapsulation: 

Protocol: this identifies the protocol type and is copied from the original IP header. 

S: this can have the values 1 or 0, depending on whether or not the original source address is 

present. The length of header also depends of the values: 0 is 8 octets and 1 is 12 octets. 

Header Checksum: this is computed over all the field of this header [5]. 

Original Destination Address: this is the same as the destination address field in the original 

address IP header. 

Original Source Address: this field is present only if the S value is 1 and it is copied from 

the source address field of the original IP header. 

Total Length: this is incremented by the size of the minimal forwarding header (8 or 12). 

Protocol: 55, this part is modified to reveal that it is a minimal encapsulation. 

Header checksum: this is recomputed to accommodate the changes in the header. 
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Figure 4.7 IP-within-IP encapsulation [5] 
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Source Address: the IP address of the encapsulator, usually the home agent. 

Destination Address: this the care-of address and could be the IP address of the foreign agent 

or mobile node. 

4.7 Mobile IPv4 versus Mobile IPv6  

The aim of IPv6 is to eventually replace the existing IPv4 by extending the capabilities and 

deploying new mechanisms for mobility support [16]. Many new features which are not found 

in IPv4 are integrated into IPv6. These features include stateless address configuration, 

neighbour discovery, etc.  

Unlike in IPv4, the STA in IPv6 uses stateless auto configuration and neighbour discovery to 

configure its CoA without the support of the FA [4].  The functionality of the FA in this area 

in IPv4 is thus rendered irrelevant in IPv6. Stateless auto configuration enables the STA to 

generate its own CoA using link layer address information and also information from router 

advertisements (RAs). Discovery of new access routers by STA is done by a neighbour 

discovery mechanism using RAs and router solicitations (RSs) [16].  

While packets being transmitted to the STA are passed through the HA for encapsulation to 

the FA, as in the case of IPv4, IPv6 optimises its routing and may enable the corresponding 

node to send packets directly to the CoA of the STA without passing the HA. This is made 

possible because the CN also maintains a binding update for the STA since binding updates 

are also sent directly to the CN [4, 16].   

HA in IPv4 encapsulates and tunnels IP packets in a new IP header but, in IPv4, the CN may 

transmit packets to the STA using a routing extension header [16]    
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Figure 4.8 Minimal encapsulation [5] 
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IPv6 also deals with security by implementing stronger encryptions and authentication 

mechanisms [4] than as in IPv4. 
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5  Mobile IP Handoff: Scenarios 

5.1  Introduction 

In this chapter, we are going put together the previous discussions to evaluate how mobility is 

supported in a wireless network such that it has minimal effect on upper layer protocols. We 

discuss how factors, such as handoff latency and packet loss can be minimized as a mobile 

user roams in a wireless local area network (WLAN). In a wireless network, users move 

around enjoying the freedom that wireless LAN provides but, unknowingly to users, the 

mobile node (STA) may need to change its point of attachment to the network. The process by 

which a STA changes its point of attachment is what has been described as handoff. 

While the deployment of WLAN would be desirable, it takes proper planning and evaluation 

to extend its functionalities. By planning and evaluation, we mean processes and factors when 

considering deploying WLAN in a building. Consideration should be given to whether to have 

one subnet extended by wireless repeaters to cover the required building, or to make use of 

subnets. If the network is subnetted, then we need to consider what kind of users and 

applications we expect on each subnet. Applications such web services require minimal 

quality of service when compared with applications such as voice or video.  

5.2  Mobile IP Handoff 

Mobile IP handoff includes the processes that are involved in having a seamless, layer3 

roaming, in an IP network. This process involves activities between the first three layers of 

the OSI model, that is, physical, data-link and network layers. Figure 5.1 describes mobile IP 

according to the OSI model. However, mobile IP was developed to function independently of 

the link layer; therefore, it can function with different data-link protocols like 802.11, CDMA, 

3G [16]. This independence makes layer-2 handoff transparent to mobile IP. A successful 

mobile IP handoff should minimise the packet loss and latency during the process. This can be 

achieved by making enhancement on every layer of the stack, considering the information 

from other layers of the OSI model [12] 
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Figure 5.1 OSI model and Mobile IP 
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5.2.1 Mobile Node traversing Intra and inter subnet  

This scenario describes an STA that moves between both layer-2 and layer-3 boundaries; an 

STA with its home network (10.64.x.x) moving towards an FN (10.128.x.x). As the STA 

moves within the range of router A (subnet 1) serviced by AP 1 and AP2 (figure 5.2), at some 

point within this extended service set, handoff occurs due to received signal drop from AP1; 

this triggers the STA to begin a layer2 handoff process (described in chapter 3). However, this 

handoff process does not affect the communication between the corresponding node and the 

STA beyond the link layer, that is, the destination IP address need not to be changed nor 

modified, although the period it takes for the STA to perform this handoff could cause packet 

loss and delay. A quantity of work has been done to minimize the effect of link-layer handoff 

on real-time communication. A proposal was made in [21] to use access point (AP) with a 

multiple wireless network interface card (WNIC). One of these cards was reserved entirely for 

scanning; a process that is known to be responsible for most of the delay experienced during 

layer2 handoff.  The aim of this is to reduce the time it takes the STA to scan through all 

channels by just scanning the reserved channel (limiting the number of channels to scan). This 

proposal also makes it possible for ongoing communication to be maintained between the AP 

and the STA in the reserved channel, thereby reducing interruption in link-layer 

communication (frames). Another, similar work [8] proposed a novel AP with two 

transceivers, one of these is for scanning for neighbouring STAs and notifying its associated 

AP of the presence of the STA within the range. The APs will then compare this information 

with that of neighbouring APs and its own AP to decide whether the STA is to perform a 

handoff. In other words, the handoff is initiated by the AP. This work also provides a load 

balancing function among the participating APs. Aside from all proposed solutions to 

minimise handoff latency at the link-layer, it is worth knowing that this latency is also vendor 

dependent, that is, the time it takes for the handoff to be performed differs with both the STA 

and the AP used [9]. It is important to tackle this because layer2 handoff-related latency 

accounts for approximately 90% of the overall latency, while latency relating to layer3 

handoff accounts for about 10% [8]. 

However, as shown in figure 5.2 that, as the STA journeys towards router B (in a different 

subnet) , it will need to get a new IP address and this will disrupt communication between the 

mobile node and the correspondent node (CN). The CN will not be aware that the network 

address has changed and, therefore, forward packet destined to the STA to the old address. 

The mechanism that ensures that communication between STA and CN is maintained has 

been described in chapter four. One of the major concerns in mobile IP is the fact that the 

communication between the CN and STA is tunnelled via HA, while the reverse 

communication goes through normal routing, which creates a triangular routing effect. This, 

and other factors that militate against seamless mobile IP handoff, will be discussed in the 

section entitled: “challenging issues of mobile IP handoff in WLAN” section of this chapter. 
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5.2.2 Mobile Node Traversing Multiple Foreign Agents. 

Here, we consider a STA that is moving across multiple networks, that is, an STA that is on a 

foreign network and further moves to another foreign network. There are two possibilities in 

this scenario; the first is a handoff between FA in the same domain because it is possible for a 

domain to have more than one FA, and the second is a handoff between different domains.  

Handoff happens when the STA moves away from the range of old FA (FA1) into the new FA 

(FA2). Within the period that STA leaves (most times because it has received a new agent 

advertisement-AA) FN1 and HA receiving STA’s registration request, because STA has to 

inform the HA of its new CoA, it will still tunnel packet destined to STA to the old FN (FN1). 

In Figure 5.3 below, we consider the movement of STA from the point it was at its home 

network to its present point (D) at FN2. At point A, the STA performs the first handoff and 

update binding between FN1 and HA with the new address CoA1. However, as STA continues 

its movement, it receives a new AA (an indication that it has left or about to leave its current 

point of attachment), the STA then checks if the new AA is from the same FA or a different 

FA. In this case, the new AA is from FA2, and it performs a handoff but, at this point, 

communication between STA and CN are still being sent to CoA1. This may result in loss or 

delay of those packets which will, in turn, affect the ongoing communication with the CN. 

This could have more adverse effects on the communication if the handoff is frequent and the 

distance between HA and FA2 if great [12]. Until the new registration request message is 

accepted by HA, all communication is lost, otherwise HA updates its binding cache to register 

COA2 and communication resumes between CN and STA. 

Figure 5.2 layer 2 handoff and Mobile IP  
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We are, therefore, now considering ways to reduce the handoff latency and packet loss in this 

scenario. A proposal was made in [22] to optimise handoff in mobile IP. This work considers 

having packets cached at the old FA while the STA performs registration with the HA and the 

new FA. After handoff, the STA includes a handoff request in its registration message which 

causes the new FA to request buffered messages from the old FA to be delivered to it. To 

reduce duplication, the STA includes the source IP address and ID of the last packet it 

received from the old FA in the cache handoff request to the new FA. The new FA then 

forwards it to the old FA. This method can be effective in reducing packet loss, but a 

challenge could be how to set the buffer [12], moreover, the communication between the FAs 

may include some overhead on the network. 

Another scheme was mentioned in [12, 22], that describes how to reduce handoff latency in a 

network with multiple FAs. It was based on the assumption that the FAs in a domain are 

managed hierarchically, therefore allowing STA to register only with common FA which is 

the closest one on both the old and new routes, thereby performing only local registration. The 

STA only needs to register with the HA if it moves out of the domain. 

 

5.2.3 IP Mobility in Disjointed Network (or   Wired Network) 

In this scenario (figure 5.4), we consider how handover is handled in such a network. STA 

moves from home network (HN) to foreign network (FN) which does not have overlapping 

range. It could also be in a wired network, where users simply have to unplug their system 

from HN and re-connect with FN. At point A, the STA, having discovered it is out of range of 

                 FN2 
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Figure 5.3 Mobile nodes moving within multiple foreign agents 
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its home network, starts the discovery process of find a new point of attachment. During this 

period, packets sent to the MN are lost, except there is a mechanism for buffering the packets. 

Another factor that could affect the performance of handoff latency in this scenario is the 

distance between the HA and FA. The further the distance, the more close to impossible is it 

to have a seamless mobile IP handoff. A multicast solution was proposed for this kind of 

scenario [14], where packets destined to the STA are multicast to all possible FAs for storage 

until the STA performs the handoff. This could be a solution, provided the distance involved 

is not much; otherwise, it will be useless. Seamless handoff is not possible to achieve in this 

case because there is no link layer connection when the STA is at point A. At this point, no 

router/agent advertisement will be available to the STA to decide on. 

 

 

 

 

 

 

 

 

 

 

 

 

 

5.3 Challenging issues of Mobile IP handoff in WLAN  

In our survey, four main issues were found to be challenging to mobile IP handoff in WLAN. 

They are as follows 

1. Latency of the handoff process  

2. Packet loss during the handoff process 

3. Security and 

4. Triangle routing 

It is very important for these issues to be considered and taken care of to ensure secured, 

seamless handoff for mobile IP handoff in WLAN, thereby maintaining quality of service. 

Achieving a seamless handoff requires the elimination of packet loss in the handoff process 

and also ensuring a low latency in the process. The network switching is made transparent to 

the higher layer service in a seamless handoff scheme which is of great importance to time 

sensitive services. [15] A number of factors or components contribute to the increase in 

packet loss and high latency during the handoff process. The next sections identify these 

factors, and also outline some proposed solutions to the challenging issues.   

. A 
               FN                HN 

HA   FA 

Figure 5.4 STA moving through non-overlapping networks 
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5.3.1 Handoff Latency 

In mobile IP, the handoff process is considered to start from the prediction of the loss of the 

STA’s  link layer connection  with its home network and completed with the receipt of 

registration acknowledgment message (i.e. a response to the registration process) from the HA 

by the STA [17]. The handoff latency is the time taken from the start to the completion of this 

whole process. This whole period in the process has been identified to consist of four stages 

or phases. They are 

1. Link layer handover (layer 2) 

2. Discovery or detection (layer 3) 

3. Configuration  

4. Registration (layer 3) 

During this period, communication with the STA is disrupted and packets are not sent or 

received until after the whole process. Layer-3 handoff latency can go above the acceptable 

threshold, in which case it is detrimental to delay sensitive and real time applications [19]. All 

the above four mentioned phases of the handoff process introduce their delays to make up the 

overall handoff latency.   

  Link layer handover (layer 2)  

Before layer 3 handoff takes place in mobile IP, there is the link layer (layer 2) handoff [16] 

and it is an important part of the whole handoff process. The duration of the link layer handoff 

may range between 50ms to 400ms, depending on the hardware being used [16]. The link 

layer handoff is thus a significant contribution to the whole mobile IP handoff latency. Mobile 

IP is designed to be independent of the link layer and, therefore, does not become aware of 

link layer handoff when it occurs [16]. We represent the link layer handoff duration with, PL.    

Discovery or Detection (layer 3) 

This stage is the duration from when the STA moves to the new network to the time it 

receives router advertisement, Ra, from the FA i.e. the access router. When an STA moves to 

a new network, it has 2 options of detecting the FA 

1. To send out router solicitation Rs and wait for Ra from FA (active scanning) or 

2. To listen and wait for Ra which is broadcast by the FA (passive scanning) [11] 

The Ras are broadcast periodically, or at a given interval of time, usually one Ra per second 

[16, 13]. The detection is thus dependent on the time interval for the Ra broadcast and, 

therefore, forms a significant delay, contributing to the overall handoff latency in mobile IP. 

The time taken in this stage is known as the mobility or movement detection delay [12, 13]. 

Let the time spent in this stage be PD. 

Configuration 

This stage spans from when the Ra is received by the STA to when the care of address (CoA) 

is configured on the network interface [15]. The information received by the STA in the Ra is 

used to configure the CoA. The time taken in this configuration is another component 

contributing to the overall handoff latency. Let it be represented by PC.   

Registration (layer 3) 
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Registration is the last stage or phase that makes up the overall handoff latency. This stage 

covers the period between when the mobile node sends a binding update (BU) to the HA, 

informing it of the CoA, to when the STA receives an acknowledgment message (i.e. 

acknowledging receipt of BU) from the HA. Both the binding updates and their 

acknowledgment travel through the network core [16] which also takes some time and, 

therefore, adds to the handoff latency. Let the registration time be PTR.  

Authentication delay: In WLAN, where security is very important, authentication may be 

required in the registration. An authentication is done by a server at the home network to 

verify the identities of messages coming from the mobile node [18].  The time taken to 

authenticate the STA makes up the authentication delay and also becomes a component or 

part of the overall handoff latency.  In such a case where there is an authentication, it can be 

said to be part of the total registration period (it forms the initial registration latency) [20]. Let 

the authentication time be represented by PA.  

Then it implies that the total registration period PTR = PA + PR where PR is the actual time for 

registration, excluding the authentication time. 

The overall handoff latency is the sum of the individual times of the phases in the process i.e. 

link layer handoff, (PL), detection (PD), configuration (PC) and registration (PTR). 

Therefore, the total handoff latency LH 

LH = PL + PD + PC + PTR 

LH = PL + PD + PC + PA + PR 

The challenge with handoff latency is to ensure that it is reduced to the barest minimum to 

achieve a seamless mobile IP handoff. 

5.3.2 Packet loss  

Packet loss is another challenging issue with mobile IP handover in WLAN. In cases where 

the home network and foreign network does not overlap, it is very difficult to prevent data 

packets from being lost [14]. Mobile IP handoff in WLAN, which is a layer 3 handoff, causes 

an interruption in the connection of the STA with CN during the handoff process as a result of 

the disconnection of the STA from its home point of attachment to the foreign point of 

attachment. There is, therefore, a great likelihood of data packet loss, since the STA is not 

reachable to the CN during the period of the handoff process. Higher network link rates result 

in more data packet losses during handoff [16, 13].  In the case where TCP is used for 

transmitting data, the network change in the handoff process may result in poor performance 

(packet losses) because of TCP retransmission timeout [13]. To achieve a smooth and 

seamless handoff to ensure quality of service for real time system, it requires the elimination 

of packet losses and this is a challenge to deal with in mobile IP handoff in WLAN.  

5.3.3 Security  

Security is yet another challenging issue to deal with in mobile IP handoff in WLAN. The 

identity and credibility of the messages from the STA to the HA should be checked before 

registration is executed. There is the need to ensure that the registration information which is 

being received by the HA is coming from the STA and not any malicious node or intruder that 

is impersonating the STA. Since the registration information, i.e. BU, contains the CoA 

information, a malicious node will introduce an erroneous CoA to the routing table of the HA 

which will make the STA unreachable to any datagram being forwarded to it [4]. It is, 

therefore, important to secure the registration and, for that matter, the whole of the handoff 
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process by deploying the right security technique. It is also imperative to maintain a security 

mechanism that does not introduce unnecessary delay in the handoff process.  

5.3.4 Triangle Routing            

Triangle routing refers to the process by which the corresponding node forwards data packets 

to the STA through the HA and not directly [4, 23]. Data packets from the corresponding node 

to STA should, however, be able to go directly with being channelled through the HA. This is 

another challenge to mobile IP in WLAN. 

5.4 Proposed solution to the challenging issues 

Several proposals and attempts have been made to address or solve these challenging issues in 

mobile IP handoff in WLAN to offer a smooth handoff process. We consider some of the 

proposals below: 

The first is the proposal to obtain a low latency handoff, which is very significant for a 

seamless handoff. With the various components introducing delays to make up the total 

handoff latency, A. Hasson in [16] proposes that the solution to the link layer handoff delay is 

in mobile IPv6, as specified by the IPv6 draft. With mobile IPv6, information from the link 

layer is made known to the mobile IP. This ensures that mobile IP does not only rely on the 

advertisement-based mechanism for handoff which causes a sort of repetition in the handoff 

process thereby taking more time. The authors of [16] also describe the eager cell switching 

(ECS) mechanism as being very suitable for mobile IP handoff in WLAN. ECS initiates layer 

3 handoff immediately it identifies a new network prefix in the Ra that is received i.e. when it 

discovers a new network [14, 16]. The MN thus can be communicating through the old 

network while attaching to the new network and, thereby, cutting down the mobility detection 

delay. [15, 16] suggest that, to reduce the mobility detection delay, router advertisements 

should be more frequent or MN should always be active in sending router solicitations for 

router advertisements since the detection process is dependent on the receipt of the 

advertisements. The disadvantage, however, of increasing the advertisement messages is that 

it increases traffic on the network, thus decreasing the bandwidth efficiency of the link.  

In [15], the authors attribute the time spent in the configuration stage as being dependent on 

the processing speed of the MN. It can, therefore, be suggested that it is important for MNs to 

have high processing speed to ensure that less time is spent in the configuration stage.  

It is proposed in [16] that, to reduce the total mobile IP handoff latency, a network 

architecture that cuts down detection and registration should be employed.  It further explains 

that this type of hierarchical network access opens up effective communication between the 

link layer and mobile IP to reduce latency. 

A low latency handoff mechanism has also been proposed in Internet Engineering Task Force 

(IETF) by K. El Malki [19]. The proposal presents three methods, comprising two individuals 

and a third which combines the two methods. He describes techniques that reduce drastically 

the time of disruption of the MN from communicating i.e. time for not sending and receiving 

data packets as a result of the mobile registration process delay. This offers a great support for 

delay sensitive and real time applications.  The three methods are as follows 

Pre-Registration handoff method:  this method follows the trend of the normal mobile IP 

handoff procedure with the exchange of all the messages (Rs, Ra and BU). However, the 

messages are extended in order for them to carry additional information to offer a fast 

handoff. In this method, mobile IP handoff occurs before a link layer handoff. When an MN is 

associated with a current FA i.e. olds FA (oFA), this oFA obtains router advertisements from 
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the new FA (nFA) in whose network the MN will be moving to next. The oFA then advertises 

this information in its network which helps the MN to get hold of this information. This helps 

the MN to execute a mobile IP registration with the nFA through the oFA before a link layer 

handoff. 

Post-Registration handoff method: this method makes use of a bidirectional edge tunnel or 

unidirectional tunnel between oFA and nFA to achieve low latency handoff. The link layer 

point of attachment of the MN is changed by this tunnel method without the participation of 

the MN. This method allows mobile IP handoff to occur after link layer handoff. A temporal 

tunnel is established between oFA and nFA with the receipt of link layer trigger (either source 

or target). When an MN moves from oFA to nFA, the registration of the MN with the nFA 

can be held on and still communicates through the oFA with the help of the tunnel. All the 

data packets coming from or to MN are channelled through the tunnel between oFA and nFA. 

The number of signalling messages to the home network is reduced in this method, which 

results in the reduction of the signalling delay when the MN moves within the foreign 

network.  

The third method is a combination of both pre-registration handoff and post-registration 

handoff methods.  First, the pre-registration handoff method is attempted and, if it fails after 

the expiration time on the nFA, then the post-registration handoff is employed to establish the 

tunnel between the oFA and nFA.  

S. Sharma, N. Zhu and T. Chiueh [23] also propose a scheme to achieve a low-latency 

handoff. In this scheme, a probing software mechanism is employed to accelerate the 

discovery of link layer handoff occurrence. The scheme also caches router advertisements to 

accelerate foreign agent discovery, thereby speeding up network layer handoff and reducing 

the latency.        

To solve the issue of packet losses, [13] mentions the proposal of J C-S Wu. Wu recommends 

a mechanism of buffering of packets at the mobility agents during the handoff process when 

connection to MN is interrupted and transmitted, when the process is over. The mechanism 

also requires MN to have a record of neighbouring FAs and layer 2 handoff triggering layer 3 

handoff in MN. [13] , however, noted that Wu’s mechanism requires the specification of the 

mobile IP to be altered. [13] tackles the issue of packet losses with a scheme in which the 

joint use of access points in WLAN environment and dedicated MAC bridge eases packet 

losses without mobile IP specification being changed.  In the scheme, the AP is able to 

broadcast the MAC address of the MN to a wired network (i.e. in its network). Different 

WLANs (different subnets) are linked by the configured MAC bridge, which forwards MAC 

frames whose destination MAC address are registered in the filtering database. MN thus is 

able to receive packet even during the mobile IP registration period. 

For the security of the whole mobile IP handoff process in WLAN, C. E. Perkins in [20] 

proposes the joining of authentication, authorization and accounting (AAA) servers to mobile 

IP agents. AAAH associated with the HA and AAAF with FA. In his proposal, the AAA 

servers have the functions of  

1. Verifying the identity of the MN and authorizing it to use mobile IP and other specific 

services 

2. Initiating and authenticating mobile IP registration and 

3. Key distribution to MN and mobility agents  
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K. El Malki [19], in his pre-registration handoff method described, also supports the provision 

of  authentication, authorization and accounting (AAA) to authenticate MN as it moves to a 

new domain. D. Shi and C. Tang [18] also support the provision of the AAA servers and, 

further, propose an enhanced Mobile IP/AAA model with some assumptions that reduces the 

burden of the AAAH and AAA networks. They present improvements in security by the 

distribution of temporal session keys oFA and nFA.  This temporal session key is kept to 

allow communication between the MN and CN through the oFA until the completion of the 

new registration of the MN with the nFA. 

A. Hasson [16] and C. Perkins [4] recommend the solution to the triangle routing issue to be 

with mobile IPv6, which uses routing optimisation techniques. In mobile IPv6, corresponding 

nodes also maintain binding updates for MN and this may allow data packets to be sent 

directly to CoA (MN) without being channelled through the home agent. Perkins C.E. and 

Kuang-Yeh W [22] also describe route optimisation as a solution to the triangle routing. They 

describe that any CN which is sending its first packet to MN goes through the HA and the HA 

may send a BU message to this CN with the current CoA of the MN. The CN then sends all 

subsequent packets directly to the MN. Furthermore, as part of the registration, the MN may 

instruct its nFA to send previous foreign agent notification message (contains BU) to oFA so 

as to allow packet to be sent directly to the CoA of the MN.  
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6 Chapter Six:  CONCLUSION 

In this comparative survey thesis, we have described background information of WLAN, 

IEEE 802.11 standard, mobile IP and handoff. We have also given a detailed explanation of 

the mobile IP handoff process in WLAN, describing the cooperation between all the various 

nodes involved in the process, especially the HA, FA and MN. Our survey also considered 

several mobile IP scenarios and how handoff process can be smoothed in them.  

Our survey has gone further to identify the challenging issues facing mobile IP handoff in 

WLAN and the individual factors or components that contribute to making up each 

challenging issue. The final part of our survey considered some of the mechanisms and 

techniques proposed to deal with or solve these challenging issues in order to achieve a 

smooth, seamless mobile IP handoff in WLAN which is of paramount importance to delay 

sensitive and real time systems. 

In conclusion, we want to emphasize the fact that it is possible to achieve a secured handoff 

process for mobile IP in WLAN which is free from packet losses and with low handoff 

latency, thereby giving the smooth and seamless handoff required in real time applications. 

This can be done by tackling and reducing the time spent by the individual factors or 

components that make up each challenging issue, like packet loss, latency etc. The reduction 

of the effects of these challenging issues’ components can be done by applying a suitable 

proposal, such as pre-registration handoff method, post-registration handoff method and 

others as described above in the earlier chapter. The sum effect of these reduced individual 

component delays goes a long way to producing a low latency handoff to offer QoS as 

required by real time, and time sensitive, applications for mobile IP in WLAN.  

The whole handoff process can also be very secure by the implementation of the appropriate 

security technique, such us the AAA servers, which employ strong authentication and 

encryption methods to prevent hackers or malicious users. 

Packets are primarily lost due to the delay in the handoff. Since packet delivery is disrupted 

during the handoff process, the longer time it takes for the handoff to be completed, the 

greater the possibility of more packet losses. Techniques and mechanisms employed to reduce 

the whole delay in the handoff process to the barest minimum go to saving data packets from 

being lost.  
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