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Abstract 

 
The networking field has become a core component for any company. All of the 

businesses rely on the networking industry, due its vastness and significance. Every day 

companies are planning and thinking to develop better strategies that can offer efficient 

and reliable communication solutions between their employees and customers for 

maximum revenue. The planning of a company’s network requires a lot of resources and 

aspects to study, and to evaluate them carefully to build a comprehensive secure and 

reliable platform. It is the job of a network administrator to take care of the company’s 

network infrastructure and upgrade or update the required components and applications 

from time-to-time that can follow new standards.  

     

This thesis is a practical work aimed to evaluate a company network infrastructure in its 

real environment. The purpose of this thesis is to evaluate different aspects of the 

network infrastructure used such as VPN, WLAN, firewall and physical security and give 

recommendations to make their performance better and to offer more advanced strategies. 

This study will also provide an inclusive observation of the company’s needs and their 

network infrastructure, and will provide a concept how to evaluate and fix small mistakes, 

the kind of problems that can occur in an evolving company network. Lastly, this research 

will make recommendations and suggest a possible implementation on the studied 

network infrastructure.  
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1 Introduction 

Today’s IT industry has a great impact due to it’s continue significance. Every day more 

and more applications are being developed to provide a better, more secure and fast 

communication medium over Internet technology also for industrial users. The Internet 

revolution has diverted human thoughts towards a new horizon of an extreme 

development. The last several years have shown a surge in the popularity of high speed 

Internet communication that have raised the growth of Internet users. According to a 

survey ‘‘1.463 billion people are using the Internet Services all around the world in 

2008, June 30
th
’’ [1].  

 

Currently, the companies are intensively using Internet Services to manage their remote 

offices in different countries through a protected and reliable connection such as Virtual 

Private Network and etc. In this pursuit of technology, the network companies have 

urbanized numerous applications that offer high quality of service and bandwidth. 

Networks are exist to share the information between people or machines, and these 

information are transmitted over a shared network. Different kinds of protocol and 

application are being used to deliver a secure communication over the Internet, followed 

by rules and regulations to support the user requirements. The Integrated Services Digital 

Network (ISDN), Digital Subscriber Line (DSL), Wireless Technologies and Wide Area 

Networks are some solutions, which provide an extensive range of amenities for users to 

achieve a massive speed, secure and reliable communication channel in a flexible 

environment that can adopt or follow different policies. 

 

In the establishment of a real physical network infrastructure, companies need to develop 

VPN connections, firewalls protection, physical security polices, disaster recovery plan 

and different other aspects. Virtual Private Networking (VPN) is one of the solutions 

used by companies to communicate with remote offices through a secure and reliable 

channel. Companies use a myriad of networking equipment and applications to route 

their communication traffic over Internet. In regard of this, they need to use firewall 

features and services that can protect their networks from being exploited for an illegal 
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purposes. The innovation of wireless technology has been rapidly evolving and we can 

see it effects in business and social life due to its flexibility and mobility. WLAN services 

redefine the way the industry views Local Area Networks and connectivity no longer 

implies attachment. Companies need to take care of their technologies; devices and 

equipments are being used, to construct a strong and secure network infrastructure. The 

vastness of IT industry has come up with many vulnerability threats, which can harm the 

networks, and there is always chance of losing data due to environmental circumstances 

or human intrusion. This includes protection from fire, natural disasters, burglary, theft, 

and vandalism. To overcome these issues and maintain the reliability and robustness of 

the network, the IT department needs exist at companies. The IT administrators have 

responsibility to prevent or minimize the impact of an unwanted event and take care of 

company resources. 

 

In this pursuit of development, Network Infrastructure Development / Network 

Consultant companies offer varieties of solutions and services (VPN technologies, 

Protocols, MPLS, IP Sec and etc) for users to build a fast, secure and reliable massive 

communication network. Mostly companies hired network consultants to develop their 

network infrastructure and manage it regularly, but sometime it is considered a costly 

solution for them. In this perspective the companies own IT departments that manage 

their network flexibility with regular interval, and they still need to hire services from 

Internet Service Providers that can offer them high bandwidth and international 

connectivity. 

 

The focus of this research paper is to evaluate a network capability profile of the Student 

Travel School (STS) network infrastructure and suggest to them valuable 

recommendations with possible implementations. This research has been conducted to 

study and evaluate the current network infrastructure at the Student Travel School (STS) 

head office in Gothenburg, Sweden. It will present a detailed overview of different 

aspects of network infrastructure that are being used to establish any company network 

infrastructure. In this research paper, we have provided the recommendations according 

to our perception, which follow the new standards and applications that have been 
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developed recently. The suggested recommendations and implementations will help STS 

network infrastructure to run more actively and securely, by introducing new 

implementations. It will also help them to minimize and understand potential problem 

caused by messy configuration. Notice that all screen shots and solutions are designed 

and deployed on real STS network infrastructure profile and no assumptions are made. 

 

1.1 Background of Company 

The City Airline, Student Travel School (STS) is one of the famous, multi-functional and 

dynamic enterprises of Sweden. This enterprise is an alliance of different companies and 

each company is managed independently, except for the IT department that manages all 

the company’s operation mutually. The STS is involved in many businesses such as tour 

arrangements, ski trips, education services, language courses, ticketing services and hotel 

business. It is 100% owned by Investment AB Janus of Gothenburg, Sweden. This is one 

of the world’s largest international education groups. It has more then 20 branches over 

the world. The combined annual turnover of this group is close to one billion SEK.  

 

The STS was established in 1958 with the ambition of preparing Swedish student to 

capture the best language learning opportunities and to meet the challenges of modern 

business world, when they have sent their first language trip to Austria. It provides a 

caring and conducive language learning environment and adopts a holistic approach 

towards good attitude. Later on, they have expanded their business world wide; in 1976 

they have started the Alpresor and the International Business School in 1986.  

 

Since its establishment in 1958, STS has been one of the leading companies to offer 

various services with a strong reputation world wide. Sited at a strategic location within 

Sweden, the STS is renowned for its progressive philosophy, innovative approach and 

variety of quality business. At the same time, STS offers a flexible environment and a 

commitment to quality of services for their customers.  
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1.2 Problem Definition 

New technologies are driving a new breed of business, therefore a high performance and 

a reliable network infrastructure has become a vital need for organizations. A strong and 

fast network infrastructure provides agility to take advantage of the rapidly evolving 

technology landscape opportunities. High performance networking and latest application 

awareness is the foundation, which ensures companies achieve fast, reliable and secure 

platform.      

 

The STS network infrastructure was developed 20 years ago. With the passing of time 

different employees have come to their IT department, which have developed the things 

according to their preferences. Mostly companies believe that their network performance 

and reliability are acceptable, but sometimes companies prefer a third person to evaluate 

their network infrastructure and provide an evaluation for them. In the advancement of 

the IT world, people have different way of evaluation due to enhancement of applications 

and standards. Companies use a private networks channel for their communication and 

operations are managed by their own IT department.  

 

• All companies have circulation of employees from time to time, and tried to find 

professional and skilled employees on long term bases. These changes can be a 

barrier to their network infrastructure, when it occurs in IT department. A change 

to the IT team members from time to time leaves some running projects in the 

middle of work or incomplete. These issues create incomplete planning and 

incomplete arrangement, which lead to messy router settings, inappropriate 

firewall configurations etc. These measures create problems, because when a new 

team member joins that place, he/she might not know what the purpose of such 

unfinished things was? And why some changes have been made? These problems 

occurred due to lack of documentation and inadequate skills.  

• Normally, all departments maintain a proper documentation for any changes that 

has been made, but the STS IT support department doesn’t has proper or clear 

documentation concept. As a professional network administrator, these issues 
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should be investigated properly and the network administrator should make a fast 

decision on running the project. However, due to the busy schedule of IT team 

these issues are not being solved and at the end some projects and implementation 

are still left uncompleted, which is the cause of exhausted resources and messy 

configuration setting.  

 

These issues have developed a concept of evaluation of the STS network infrastructure 

from a third person, who can help them to identify these mistakes and check the 

unnecessary configuration and setting, and give them possible recommendation for 

adaptation of new applications to offer a more modern and flexible environment for 

employees. This research has been done by the evaluating of following network 

components such as the Virtual Private Network infrastructure, Wireless LAN, Physical 

Security, Access and Authentication, Firewall and Disaster Recovery Plan.    

 

1.3 Motivation 

One of the strongest instincts we have as humans is the desire to learn new things about 

anything we do. In fact, through our entire life we never stop learning new things. 

Organizations are growing to adopt network based applications for communication. 

Presently, it has become quite hard and complex to understand everything, due to the 

immensity of the IT industry and companies feel it hard to keep a simple and flexible 

network configuration infrastructure. This research has motivated us in two ways. 

 

Firstly, it was a good idea to review the subsets of STS network infrastructure and 

evaluate them, to make ourselves more comfortable with and understanding of the real 

networking profile. Our purpose is to produce valuable recommendations and flexible 

implementations, which will make the STS network efficient. It will increase the 

productivity, save time, enhance the functionality, build up a high interaction of the users 

with the system, and will lead the STS network towards an efficient horizon by 

eliminating small errors. Hence, a high motivation was involved to conduct this thesis 

research. 



 6 

 

Secondly, in our networking education, we have studied many subjects related to the 

networking field. All of them contains theoretical and practical syllabus, but away from 

them the real working has totally different concepts. When we work under real network 

infrastructure, it gives us more awareness and better understanding related to what we 

have studied. Therefore, a developing a Network Capability Profile experience has taken 

us toward many of the network infrastructure aspect used in real life. This opportunity 

has brought us towards a new horizon of networking industry and increases our 

knowledge and understanding toward better network infrastructures.   

 

1.4 Project Objectives 

Every day, a new application has been developed to cover the limited or non-professional 

fields. In an organization the network administrators are responsible for handling all kind 

of network allied matters and provide constant connection availability at all times for 

users. It is part of their job to offer best communication services between users and 

clients through good environment platform and to eliminate vulnerability threats towards 

company resources. The main objective of this research is to have good understanding 

toward following goals: 

 

• How does the organization’s network work?  

• How to develop an organization’s network? 

• What kind of connectivity and policies should be adopted? 

• Why upgrades of the system are recommended to follow new standards? 

 

This research involves two students that work based on their skills; nevertheless there are 

job that are allocated to both members such as evaluation of network, recommendation, 

implementation, report writing and review the project planning. The suggested 

recommendation depends on the STS: either they want to implement this and their 

acceptance, or not, would be based on the STS policy.   
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This research paper will assist network administrators and recently graduated network 

students to develop strong understanding on the real network infrastructure of 

organizations and will improve their focus towards better solutions.   

1.5 Limitations 

Since this research has been conducted on a real company network infrastructure, we are 

constrained by many solutions.  

• We are only authorized to study the network infrastructure and offer suggestions 

or recommendations. We can’t make any changes without the company’s 

permission.  

• We are committed to maintaining the confidentiality of data such as IP address, 

passwords and internal policies. 

• The STS Company has 20 branches over the world, which assures that it has a 

very big network infrastructure. According to our time line, we are supposed to 

finish this thesis within a short period that matches 15 credit points. That’s why 

we don’t have much time to evaluate complete network infrastructure. 

1.6 Methodology 

In the past few years there has been growth of a new style of research methodology 

developed. The iterative approach has been used in this research, where a real network 

infrastructure has been used for evaluation and some implementation has been done with 

other recommendations to the STS network. The reasons being that this method 

encourages the active involvement of the users during the development process, and 

secondly it supports consistent delivery of the system. This model does not attempt to 

start with a full specification of requirements, for implementation and recommendation. 

We have analyzed the several parts of the current network, given our recommendations 

and made possible implementation according to our specification. We worked to discover 

new strategies by studying IEEE papers, forums, books and Internet resources. To begin 

our work we have analyzed the current STS network and both deep observations and 

analysis’s of network has been made. 
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2 Theoretical Background 

In this chapter, we will cover different areas of networking technologies that will assist in 

defining the terms and explaining the networking technologies. It will assist in making 

our implementations and suggestions easily understood. The adoption of any networking 

applications or technologies is dependent on the STS network needs and IT team budget.   

 

2.1 Virtual Networks 

The massive expansion of IT industry often leads to the deployment of new technologies 

and applications. The organizations have realised that their vital networking resources, 

applications and information assets remain partly unlinked due to the expansion of 

remote offices across the world. It has become common for organizations to have 

hundreds of application and databases that can’t communicate with each other over an 

expanded world. The Internet Protocol (IP) network has become a publicly accessible and 

offers flexible services due to its enormous global growth. Despite this, all businesses are 

reliant on development and supremacy of new services, which can offer a flexible and 

secure infrastructure that interconnect businesses and remote sites. The result of this is 

that, every day new technologies are been considered in IT field.  

  

As workforces get more and more decentralized and telecommunication become more 

widespread, we are faced with the inevitable issue of information security. When users 

share information on a public network (Internet), it may imply access and visibility to 

other users that can use this information for illegal purposes. Many kind of general 

threats exist on Internet such as eavesdropping, denial of service, unauthorized access, 

data manipulation, masquerade, session replay and session hijacking. The fact that public 

infrastructure is insecure has frightened most enterprises to adopt the Internet as a vital 

communication channel to connect with remote offices. Nowadays, companies are 

conscious to have cost effective, fast and secure solutions towards their corporate WAN, 

telecommuters, mobile users, suppliers, business partner, and that can be achieved 

through Virtual Private Network. Virtual private networks (VPN) allow corporations to 
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replace their dedicated private networks (such as Frame Relay, ATM, and leased line) 

and add new values with the convergence of voice, video, and data. However, the VPN 

involves intense data processing and secure and fast communication. The data typically 

traverses over the public Internet, but it may be the cause of unpredictable delay and jitter 

[2]. 

2.1.1  Classification of Virtual Networks 

Basically, Virtual Networking is a technique that is used to provide a secure and reliable 

communication platform over a public network infrastructure. In spite of enhancement, 

Virtual Networking has been taken over from technologies such as Frame Relay and 

ATM etc, which were used for specific proposes under different requirements. The 

Virtual Networks can be classified into three types namely Virtual Private Networks, 

Virtual Dialup Network and Virtual LANs. These networks can be classified further more 

with different technologies that are being used to support them [3].  

                 
                                              Figure 2.1 : Classification of Virtual Network 

2.1.1.1  Virtual LA's   

The Virtual Local Area Network refers to a Local Area Network Interconnected Virtual 

Network infrastructure. In LAN-to-LAN Virtual Private Networks the encrypted 

connections have been to be established via Internet, which is used to connect the 
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geographically distinct company’s networks. Typically, these connections are used to 

connect multiple geographic locations of a single company, where several small offices 

can be connected with their regional or main offices. The Virtual LANs provide a shared 

and cost effective private platform for companies to communicate through the same 

virtual wire, while the computers are installed at different locations. The VLANs can be 

configured through software rather than hardware. Virtual LANs offers a flexible solution 

towards adding a new site or branch. For example, the capacity of link can be easily 

increased depending on the application supported on VPN and further sites can be 

connected to VPN with only little effort [3]. 

 

Virtual Local Area Networks (VLANs) have become a vital feature of switched LAN 

solutions. A few years ago, all the major LAN equipment vendors’ enthusiasm has 

diverted towards a VLAN implementation. The organizations prioritised the adoption of a 

well-articulated VLAN strategy and they have shifted towards LAN switching with the 

replacement of local routers. Virtual LANs represent an alternative solution to router for 

broadcast traffic and also allow switches to contain broadcast traffic. The proper 

implementation of Virtual LANs offers a flexible workplace movement to new locations 

without requiring a manual reconfiguration of IP addresses [4].                                 

    
                                                           Figure 2.2 : Virtual LAN’s 

2.1.1.2   Virtual Dialup 'etwork 

Virtual Private Dialup Network (VPDN) refers to a network that extends remote access to 

a private network using a shared infrastructure. Typically, the Dial-up VPN service 

supports mobile users to access the company’s Intranet from remote locations. In this 
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technique Layer 2 Tunneling Protocol and Point-to-Point Tunneling Protocol (L2, L2TP 

and PPTP) are being used. The users need to dial the nearest Remote Access Server 

(RSA) to connect with the Internet. Then the RAS will automatically establish a secure 

connection to a pre-specified location through a firewall. The user used the Public Switch 

Telephony Network (PSTN) to connect with the Internet Service Provider local point of 

presence (POP), the Internet Service Provider (ISP) then use the Internet to forward users 

traffic via the POP to the customer network. The calls forwarding occur over the Internet 

that provides a cost saving solution [3].   

 
Figure 2.3 : Virtual Dialup Network 

                                                                                                                                

2.1.1.3    Virtual Private 'etwork 

The concept of Virtual Private Network (VPN) has been raised due to unsecured Internet 

Infrastructure. VPN refers to creating a private network over a public network 

infrastructure while maintaining confidentiality and security at the same time. Many 

advanced encryption techniques are used in virtual private networks by establishing a 

secure tunnel, which lets the tunnel participant enjoy a secure end-to-end communication 

between two points. A secure tunnel uses cryptographic techniques to prevent non-VPN 

member from intercepting the VPN packet. VPN can be implemented on different layers 

(such as Layer 2, Layer 3 and Layer 4) of Open System Interconnection (OSI) model and 

cryptographic tunnelling protocols such as Point-to-Point Tunnelling Protocol (PPTP), 

Layer Two Forwarding (L2F) and so on, are used to check the authentication, message 

integrity and confidentiality against packet sniffing attacks.  

 

The main reasons for using VPN technology is security, which offers data encapsulation 

and encryption services to protect the data against any kind of attacks [5]: 
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• Encapsulation used to transmit data transparently from network to network 

through a shared network infrastructure.  

• Encryption is used to decode the data into a different format and decryption 

method is used to decode encrypted data into the original data. 

 

VPN provides an inexpensive way to increase productivity by extending the geographic 

connectivity. VPN reduced operational costs and provides broadband networking 

compatibility for fast remote access that increase working efficiency. It also offers a 

competitive advantage by creating a closer link with employees, partners, suppliers and 

customers. With the help of VPN solution, companies can get faster ROI (return on 

investment) than traditional WAN. There are different kinds of software that can be use 

to facilitate VPN services that allow only authorized users to access a private network. 

Only authenticated user can log in VPN gateway by providing the correct name and 

password. Once the users are connected through the gateway, they can access to the 

private network and can read the emails, open files and can use other applications just as 

if they are sitting in any company office [7]. 

                 
                                                           Figure 2.4 : Virtual Private Network 

2.1.1.3.1   Overlay VPN 

An Overlay Network refers to a computer network that is built on the top of another 

network. It follows a hub-and-spoke topology, whereas the hub represents centralized 
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resources such as server and spokes represent as remote site such as client. It is mostly 

used by the service providers.  

 

In this technology, a private trunk is established across a service provider’s shared 

network infrastructure, to act as point-to-point link or virtual circuit’s connection. The 

customer networks routing protocols are running directly between customer routers, if 

they are running GRE or BGP in IP-Sec implemented environment. The service provider 

does not have knowledge of the customer routes, and SP is only responsible for providing 

a point to point communication between customer sites [8].    

 

The overlay VPN model has two constraints such as a difficulty in sizing the Inter-Site 

circuit capacities and a fully meshed deployment of point-to-point link over the service 

provider backbone to attain optimal routing [8]. 

  

An overlay technique can be implemented at Layer-1 using dial up line, at Layer-2 using 

x.25/ frame relay/ATM Virtual Circuits and at layer-3 using IP (GRE) tunnelling. 

                      
                                                               Figure 2.5 : Overlay Model 

2.1.1.3.2   Peer to Peer VPN 

The peer-to-peer model has a different approach compared to the overlay model. Peer-to-

peer VPN is also known as Layer 3 VPN. In this technique, user creates VPN across an 

Internet connection without any specific knowledge or cooperation from the service 
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provider. The customer gains the advantage of increased privacy using an inexpensive 

Internet connection. This is not a valid choice for the Service Provider (SP), because of 

less revenue opportunities. SP do charge a higher rate to distribute their services [8].  

 

P2P VPN adopts a simple routing scheme, the SP and customer network use the same 

network protocol and all the customer routes are carried within the core network (service 

provider network). The Provide Edge (PE) routers exchange routing information with the 

Customer Edge (CE) routers. The layer-3 routing adjacencies have been established 

between the CE and PE routers at each site. It will establish an optimal routing between 

sites and fully meshed deployment of point-to-point links or VCs over the service 

provider backbone will be eliminated [8].   

 

A P2P VPN technique can be enhanced by the implementation of different services / 

applications such as split routing, MPLS VPN and applications such as bit-torrent. 

  

                              
                                                      Figure 2.6 : Peer to Peer Model 
 

2.1.2   Characteristics of a Secure Virtual Private 

Network’s  
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The main objective of VPN is security achieved with use of authentication, encapsulation 

and encryption methodologies. A proper secure VPN implementation should achieve 

these three goals [7]: 

 

• Authentication: The Authentication process ensures that a message is coming 

from an authentic source and is going to an authentic destination. The user 

identification provides confidence about a trusted source, different methods are 

being used to check the identification of user such as passwords, digital 

certificates and etc.  

• Data confidentiality: The data confidentiality process is used to protect data from 

eavesdroppers. Its aim is to protect the message contents from being intercepted 

by unauthenticated or unauthorized users. It can be achieved by using encryption 

methods.    

• Data integrity: It is a process that guarantees that no tampering or alterations have 

been made to data, while it travels between the source and destination. There are 

three technologies to ensure data integrity such as one-way hash functions, 

message authentication codes (MAC), and digital signatures. 

 

2.1.2.1  Encapsulation 

Encapsulation is one of the main components of confidentiality. Encapsulation is used by 

tunneling to support the confidentiality. Tunneling is a process of placing an entire packet 

within another packet and sending this new packet over the private network. The outer 

packet source and destination address are being assigned to the tunnel interface and 

delivered across the network. When this new packet will reach the destination tunnel 

interface, the original data has been extracted. In this method the routing nodes of public 

network are unaware that the transmission is part of a private network. Tunneling process 

used three different protocols such as [7]. 

 

• Carrier protocol: It takes care of information that travels over public network.  
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• Encapsulating protocol: It is used to wrap the original data such as (GRE, IP-Sec, 

L2F, PPTP, and L2TP). 

• Passenger protocol: It handles the original data (IPX, AppleTalk, IPv4, and IPv6). 

 

2.1.2.1.1  IP-Sec and GRE 

IP-Sec provides a mechanism for secure data transmission with ensuring confidentiality, 

integrity and authentication. It contains a group of protocols and provides a set of rules. 

IP-Sec acts at the network layer it protects and authenticates IP packets between 

communication peers. IP-Sec only provides unicast services to a private, resilient 

network, but when it used in conjunction with GRE it provides multicast services.  

 

IP-Sec has two encryption modes such as tunnel mode and transport mode.  

In tunnel mode, the header and payload of each packet is encrypted, while in transport 

mode only payload is encrypted. IP-Sec can encrypt the data between various devices 

such as router to router, firewall to router and PC to server [7].  

 

In Generic Routing Encapsulation (GRE) the IP header and payload of packet are 

enclosed with GRE encapsulation header to hide the IP header of the packet with GRE 

encapsulation payload. The data is transmitted with mapped IP address from one network 

to another network without making changes to the public network infrastructure [7].    

 

IP-Sec follows a standards based protocol to offer services such as [7] 

 

• Internet Key Exchange (IKE): IKE is designed to negotiate and exchange a 

security parameter and authentication key between two communication points. 

IKE use different algorithm to exchange the key (such as symmetrical or 

asymmetrical encryption algorithms) between peers. 

• Encapsulating Security Payload (ESP): It manages data confidentiality, data 

integrity, data origin authentication, and optional anti-replay features of IP-Sec. 

ESP is the IP-Sec protocol that provides data encryption with different methods 
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such as Data Encryption Standard (DES), Triple Data Encryption Standard 

(3DES), Advanced Encryption Standard (AES). 

• Authentication Header (AH): It manages data integrity, data origin, 

authentication, and optional anti-replay features of IP-Sec. It ensures that the data 

is not modified or tampered with, but it can’t hide the data, that is why AH works 

together with ESP. They use a Hash-based Message Authentication Code 

(HMAC). 

2.1.2.2  Encryption 

Encryption is a process of encoding the transmitted data. There are two methods used for 

encryption i.e. symmetric and asymmetric:  

 

• Symmetric key encryption: It also known as secret key encryption. In this method 

each user has a secret key, which is used to encrypt and decrypt the data or 

message. Each peer must have knowledge about the other so that a secret key can 

be configured on them.    

• Asymmetric key encryption: In this method two keys have been used such as 

secret key and public key to encrypt and decrypt the data. 

2.1.2.2.1  Symmetric encryption 

There are different kinds of encryption standards based on cipher techniques. Symmetric 

algorithm uses two methods for encryption, stream ciphers and block ciphers. Stream 

cipher takes a bit of message and encrypts it first, whereas block cipher takes a number of 

bits and encrypts them once, a fixed length concept. The block cipher technique has been 

used more frequently in different encryption standards [7].    

  

• DES: DES stands for Data Encryption Standards and it is used to block cipher 

algorithm. It takes a fixed length message bits and encrypt them into cipher text of 

the same length. It simply rearranges the bits into combination and it required a 

reverse procedure to decode the plaintext. It consists of 64 bits and only 56 bit are 

used by the algorithm, the remaining 8 bits are been wasted. DES is considered 
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insecure method due to less length size. DES algorithm can be broken into 24 

hour. DES algorithm can be broken into 24 hour.  

• 3DES: Triply Data Encryption Standard 3DES is used to cover the basic DES 

weakness. In this method the message is encrypted, decrypted and then again 

encrypted and delivered.  It has 168 bit length and only 112 bits are used.   

• AES: AES stands for Advance Encryption Standards and it is referred to as 

Rijndael Encryption. It also uses the block cipher method. It is more secure and 

faster than 3DES. AES has a fixed block size of 128 bits and a key size of 128, 

192, or 256 bits.  

2.1.2.2.2  Asymmetric encryption 

Asymmetric encryption is known as Public-key cryptography. It is a method for secure 

communication between two peers without requiring an initial exchange of secret keys. 

This method also can be used to create digital signatures. IP-Sec is using asymmetric 

algorithms such as Diffie-Hellman (DH) and Rivest, Shamir, and Adelman (RSA), both 

of them have different functionalities. Internet Security Association (ISA) used these 

protocols to ensure a fast and highly secure tunnel establishment. RSA is used to 

authenticate the remote device and DH to exchange the encryption keys between peers. In 

digital signature, a sender digitally "signs" a document with its private key and then the 

recipient can verify the signature by using the sender's public key.  

 

2.1.3   Active Directories 

In the distributed networking, the networks and devices are communicated through 

remote connection and they require a central database of information, which will 

provides them an integrated service. As the organization grows, they have to manage 

their network resources and services with a secure centralized management system to 

provide a flexible environment for employees. Active Directories (AD) are used to store 

the information on central database and they are access able across a network that 

maintains a domain. Basically, directory is a set of similar attributes objects that are 

organized in a logical and hierarchical manner for easy access of users.  
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Active Directory (AD) concept was created by Microsoft and the first time it was 

released with Windows 2000 Server edition. AD offers a variety of services with the help 

of following protocols [9]. 

 

• LDAP: The LDAP refer to Lightweight Directory Access Protocol, it is an 

application protocol for querying and modifying directory services that are 

running over TCP/IP.  

• Kerberos: The Kerberos is a computer network authentication protocol that 

allows individuals communicating over a non-secure network to prove their 

identity to one another in a secure manner. 

• D'S: Domain Name Services that offer a name based domain and other 

information on the network.  

2.1.3.1  Active Directories Site  

Active Directory sites offer a fast and reliable connected set of networks that allow client 

computers to communicate with servers, which are located in the same site. The Active 

Directory site objects represent a collection of Internet Protocol (IP) subnets that develop 

a physical Local Area Network (LAN). Multiple sites are connected for replication by 

site link objects. It uses site links to maintain a low-bandwidth or unreliable network 

connections between two sites. AD allows administrator to assign policies, share a name 

base database with user email address and deploy software for users on the network. This 

information and the setting are stored at central database [10].        

 

Active Directories typically used for one of three purposes [11]: 

• Internal directory: Basically, it is used within the corporate network for 

publishing information about users and resources within the enterprise. Internal 

directories are only accessible to company employees when they are outside the 

company network and using a secure connection such as a virtual private network 

(VPN). Internal directories might span across many geographically separated 

areas, and the concept of AD sites can control the frequency of replication 

between domain controllers. 
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• External directory: It is used to store the information about customer, client and 

business partners who can gain access to external application or services such as 

business information, catalogues and so on. External directories are located on 

servers in the perimeter network or demilitarized zone (DMZ) at the boundary 

between the corporate local area network (LAN) and the public Internet.  

• Application directory: Application Directories is a process of combining 

different software resources (such as software code, help files, and etc), which can 

work together as a single object for user on one or other domain. Application 

directories are used to store private directory data that is relevant to the 

application in a local directory. They are currently used in RISC OS and the ROX 

Desktop and exist in Zero Install application distributed system. The bundling of 

various files together, allow tools to manipulate applications easily. Applications 

can often be installed simply by dragging them from a distribution medium to a 

hard disk, and uninstalled by deleting the application directory. This solution 

reduces replication traffic on the network between domain controllers. 

 

2.2  Firewall 

Over the last couple of decades, companies have begun to realize that their most valuable 

assets such as intellectual property and other information that flowed internally as well as 

outwardly to suppliers and customers are not safe over Internet. Companies have become 

conscious of what might be happen if their key business information fell into the wrong 

hands. The last few years has showed a huge acceleration in the organization networks, 

which has changed the way of businesses, since all corporations are interconnected 

through Internet and the companies’ information always travel over public networks. 

These proliferations have created huge risks for companies and made them realise the 

need to protect their information against any unwanted activity.  

 

With the growth of the Internet, external and internal threats have been growing also. 

Every day millions of users on the Internet become victims of prospective attack. Hackers 
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and attackers are growing in number and their skills have been increasing over the year 

due to development of IT industry.  

 

These issues have raised the importance of information security in the business 

environment, and companies need to think about dedicated practitioners for this specialty. 

Organizations have become conscious of the need to focus their security efforts on 

defending them against any illegal attacks such as Reconnaissance attack, Access attacks, 

and DoS attacks. Therefore the firewalls solution has been introduced and use as primary 

focus.  

 

Information security is a dynamic field that is continually presenting challenges in the 

form of new technology, new threats, and new business processes. The organization 

needs to set a target secure state that offers high level of security environment. They need 

to define following step very carefully [12]:   

• To monitor properly secure environment. 

• To monitor the activity and respond to any incidents. 

• Verify security environment by testing. 

• Adopt better rule to improve the security of the environment. 

 

The following security wheel picture shows that how these four things needs to work 

together for achieving a highly secure environment [12]. 

                                         
                                                        Figure 2.7 :  Security Wheel 
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´´A comprehensive security policy is fundamental to an effective information security 

program, providing a firm basis for all activities related to the protection of information 

assets´´ [12]. The organization needs to develop a strong comprehensive security 

approach when choosing the policies, and they need to think about ´´what is not expressly 

prohibited is allowed and what is not explicitly allowed is prohibited´´. The chosen 

approach is usually reflective the organization’s culture overall. There are the following 

issues which need to be considered to secure an entire network, such as Confidentiality, 

Integrity, Availability, Authentication and Access control. 

 

 A firewall is ‘‘an integrated collection of security measures designed to prevent 

unauthorized electronic access to a networked computer system’’ [13]. The firewall word 

comes from Bricks-and-mortar concept, which mean it is ‘‘to build a wall from heat-or 

fire-resistant material such as concrete that is intended to slow the spread of fire through 

a structure’’ [12]. So come to network world, ´´firewall´´ refers to a wall that is intended 

to stop unauthorized traffic traveling from one network to another network. The most 

common deployment of firewall exits between trusted and un-trusted networks. In any 

network, Firewall solutions can be implemented as software based and hardware based. 

It’s used to permit different policies on communication traffics, follow by different rules 

and regulation. It is kind of barrier, which is used to identify and verify the traffic 

movement in each direction on the network. It can be designed to operate as a filter at the 

level of IP packets or to operate at the higher protocol layer. Firewall systems have had 

optimal evolution over the year, and companies are installing the firewall solutions into 

their external or internal networks. Basically, firewalls were hand-built systems with two 

network interfaces that forwarded traffic between them. However, this is an area for 

expert who requires significant skills and system administration talent to protect against 

any illegal attacks. There are several types of firewall techniques that can be used by 

companies, and it depends on user which approach they want to implement: 
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                                                        Figure 2.8: Firewall Structure 

2.2.1   Types of Firewall 

2.2.1.1  'etwork Layer and Packet filter 

Network layer firewalls also known as packet filter. In this kind of firewall, policies are 

permit based on packet analyzing and evaluation. The decisions are made on IP and UDP 

packet information, which need to be forwarded or rejected! Nevertheless, in packet 

filtering method each packet is verified individually but it does not keep track of TCP 

session. Policies are configured based on trusted source and destination IP address, 

source and destination ports and type of protocol (TCP, UDP, ICMP, and etc) 

infrastructure. Network layer firewall operates at low level of TCP/IP protocol stack and 

only allows packets to pass through the firewall, if they match the defined policies. It has 

two sub-categories namely state-full and state-less [12].  

In state-full firewalls, all network resources are verified and trusted source information 

are stored, and those "state information" are use to speed the packet processing. Any 

existing network connection can be identified by several properties, including source and 

destination IP address, UDP or TCP ports, and the current stage of the connection's 

lifetime. If a packet does not match an existing connection, it will be treated according to 

policies defined by administrator, but if a packet matches the existing connection as 

defined in the state table, it will be allowed to proceed. State-full packet filter methods 

are more reliable due to a fast speed, but they are less secure than application proxies. 

Check Point FireWall-1 and the Cisco PIX are the leading examples of this type firewall. 

However, stateless firewall technique is used for fast processing because it uses less 

memory and time for message filtering. It only verifies the packet rather than looks up a 

session. This approach cannot make good decision on what stage communication has 
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been reached. This approach is considered in poor operation, because it is unreliable at 

detecting spoofing packets that come into the network through outside interface. 

                                                              
                                                       Figure 2.9 : Packet Filtering Model 

2.2.1.2  Application Gateway  

In this kind of firewall, the security mechanism is evaluated to specific application such 

as FTP and Telnet Servers. It intercepts all packets traveling to or from an application and 

blocks other packets, and it helps networks to be safe from worms, and viruses. In 

general, it can prevent all unwanted outside traffic reaching the protected machine, but it 

is hard to achieve and complex to maintain practically and that can engender performance 

degradation [12].  

                                       
                                                     Figure 2.10 : Application Gateway Model 

2.2.1.3  Circuit-level gateway  

This method can apply on establishment of TCP or UDP connection. It monitors TCP 

handshaking between packets, to determine whether a requested session is legitimate or 

not. Once the connection has been established, packets can flow between the hosts 

without further checking. It works at the session layer of the OSI model. Circuit level 
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gateways are relatively inexpensive and have the advantage of hiding information about 

the private network, but they do not filter packet individually [12].  

                                       
                                                        Figure 2.11 : Circuit Gateway Model 

2.2.1.4  'etwork Address Translation 

In computer networking, network address translation (NAT) is the process of modifying 

network address information in datagram packet headers. It is transmitted across a traffic 

routing device for the purpose of remapping a given address space. Firewalls have NAT 

functionality, which can protect host address behind the firewall. It operates by hiding the 

original source address [12].  

                             
                                                       Figure 2.12 : Network Address Translation 

2.2.1.5  Proxy Server 

These techniques use the client and server concept. Proxy Server is an application that 

acts as mediator between a user workstation and the Internet such as Web browser. It 

takes care of enterprise network by having security, administrative control and caching 
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facilities. It operates at the application layer of the firewall, where the end of a connection 

is forced to conduct the session through the proxy. This method works by creating and 

running a process on the firewall that maintains a service as it is running on the end host 

side. It intercepts all messages entering and leaving the network and effectively hides the 

true network addresses. Proxies servers are mostly used to control, or monitor, outbound 

traffic. There are two types of proxy servers [14]. 

• Application Proxies − that do the work for you. 

• SOCKS Proxies − that cross wire ports 

 

2.2.1.5.1  Application Proxies 

The application proxy server is also known as application level proxy. It is an application 

program, which runs on a firewall system that exists between two networks. In 

application proxy server, a client will always establish connection via application proxy 

server. If a proxy server is used between two computers, it will creates two connections, 

one between the client and the proxy server and one between the proxy server and the 

destination. With an application proxy server, this process can be automated and it will 

handle all the communication so the computers behind the firewall will be protected. 

Application proxy server also performs authentication procedure to authenticate the user 

request. The advantage of proxy server is that its cache can serve all users such as all 

requested sites will be stores in proxy cache and it will improve user response time and 

performance. All communication details are stored in proxy server log book. This method 

is considered a highly secure, but it requires more memory and processing resources 

compared to other firewall technologies [14].  

 

2.2.1.5.2  SOCKS Proxies 

SOCKS refer to ´´Secured Over Credential based Kerberos Services´´. It is an Internet 

protocol that facilitates the routing of network packets between client-server applications 

via a proxy server. It works on the Session Layer 5 of the OSI model. A SOCKS server is 

like an old switchboard. It is simply cross-wires the connection through the system to 

another outside connection. Most SOCKS servers only work with TCP type connections 
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and like filtering firewalls, they don not provide user authentication. They only can have 

knowledge of where each user is connected to [14].  

 

Overall, Proxy servers have two main purposes; firstly, they improve the performance 

because they save the result of all requests for a certain amount in cache. Secondly, they 

have functionality of filter requests. They can be used to filter the requests.    

                                   
                                                       Figure 2.13 : Proxy Server 
  

2.3  Wireless Network 

The innovation of wireless technology has been rapidly evolving in today’s world, we 

can see its effects in business and social life due to it flexibility and mobility. Wireless 

industry has a lot of applications, standards, rules and regulations. The freedom to move 

while still maintaining the connectivity has helped in launching of wireless networking to 

new heights. It provides all features and benefits of traditional LAN technologies such as 

Ethernet and Token Ring, without the limitations of wires or cables. Users need to 

consider four major factors before the implementation of wireless network such as high 

availability, scalability, manageability and open architecture.   
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                                                         Figure 2.14 : Wireless LAN 
 
A Wireless LAN refers to Wireless Local Area Network infrastructure. It is a connection 

between two, or more than two, devices using spread-spectrum or Orthogonal Frequency-

Division Multiplexing (OFDM) modulation technology to enable a communication in a 

limited or wide area. It requires a physical medium, through which transmission signals 

will pass and transmission is possible through radio frequencies and infrared light instead 

of using cables for communication. Wireless LANs are built by connecting Access Point 

(AP) to the edge of the wired network so that clients will communicate with the AP using 

a wireless network adapter similar in function to a traditional Ethernet adapter. An access 

point (AP) contains a radio transceiver. It can act as the center point of a stand-alone 

wireless network or as the connection point between wireless and wired networks. In 

large installations, the roaming functionality provided by multiple APs allows wireless 

users to move freely throughout the faculty, while maintaining seamless, uninterrupted 

access to the network. Access Point has different features and comes out with different 

technologies in the way of security and management. Some of APs support Dual-band 

such as 2.4GHz and 5-GHz technologies. Any AP can be used as a repeater or extension 

point for the wireless network [15].   

 

2.3.1   IEEE Standards 

Recently, WLAN technology has discovered huge future horizons and it is growing 

rapidly, due to 802.11 standards. Wireless technology uses many standards, which varies 

from country to country. The Institute of Electrical and Electronics (IEEE) has developed 
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a group of standards such as 802.11 to support the WLAN technologies. 802.11 standards 

use the Ethernet protocol and CSMA/CA (carrier sense multiple access with collision 

avoidance) for path sharing and include an encryption method of Wired Equivalent 

Privacy algorithm. IEEE 802.11 and IEEE 802.11i Standards defines authentication, 

encryption, and data integrity for wireless traffic. Authentication can be done in two ways 

[15]:   

• Open System Authentication: It is the most generous mode, everybody is 

welcome. Some AP’s try to add a new measure to this mode by seating a list of 

allowed MAC addresses, but any hacker can capture a valid wireless packet, and 

use the MAC address as its own to gain access to the network.  

• Shared Key Authentication: It is used to verify the authentication-initiating 

system, which has knowledge of a pre-set key (password). The examples are WEP 

and WPA with its two versions.  

                       
                                                         Figure 2.15 :  Frequency Ranges 
 

2.3.1.1  Security Issues with the IEEE 802.11 Standard 

• Distribution of the shared keys must be done through a secure channel outside the 

IEEE 802.11 standard, and then it should be manually configured on the client’s 

machines. 

• No defined mechanism to auto-change the pre-shared key, which makes it a very 

difficult task when changing the key manually. And keeping the same key for a 

long time is a security hole. 
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• No per-user authentication. Anybody who has the key can access the network! So 

any unhappy fired employee can sit in the café downstairs, and get access to the 

valuable data resources in the company.  

• Rouge AP can be used by a cracker to gain the pre-shared key [16]. 

2.3.1.2  Security Issues with the IEEE 802.1x Standard 

It defines a port-based network access. It was initially designed for the wired network, 

but could be adopted into the wireless networks. IEEE 802.1x standard has the following 

components [16]: 

• Supplicant: A wireless client that is connected to a wireless logical port, and 

requests access to the wireless network 

• Authenticator: Typically the logical port on the AP, which requests the clients to 

authenticate themselves in order to get access to the LAN. 

• Authentication Server: AAA server that verifies the credentials of the supplicant 

on the behalf of the authenticator, then responds to the authenticator stating if the 

client has the right to access the network or not. AAA can be set internally on the 

AP, or it can be external like Microsoft Internet Authentication Server (IAS) or 

Free Radius.  

2.3.1.3  IEEE 802.1x overcomes most of the limitations of its precedent 

IEEE 802.11 

• WLAN Keying: There is no need for manual pre-shared keys. Random unicast 

session keys are derived for each authentication. Re-keying can be done by the 

client simply be re-authenticating, or by the AP. 

• Per-User authentication is possible using EAP. 

• Rouge APs: The mutual authentication protocols like EAP-TLS or PEAP-MS-

CHAP v2 ensures that the APs are a trusted entity of the wireless infrastructure 

[16]. 
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2.3.2  IEEE Protocols 

2.3.2.1  EAP 

The Extensible Authentication Protocol (EAP) (RFC 2284) is an extension of Point-to-

Point Protocol PPP, which allows development of network access via authentication 

methods. In this method the specific authentication mechanism is not chosen during the 

link establishment phase of PPP connection, however each PPP peer negotiates to 

perform EAP during the connection authentication phase. When the connection 

authentication phase has been reached, the peers negotiate the use of a specific EAP 

authentication scheme known as an EAP type. After the EAP type has been agreed upon, 

the EAP allows for an open-ended exchange of messages between the access client and 

the authenticating server (for wireless, the RADIUS server) that can vary based on the 

parameters of the connection. The conversation consists of requests and responses for 

authentication information. The EAP type determines the length and detail of the 

authentication conversation.  IEEE 802.1x differs from PPP in the fact that only EAP 

authentication methods are being used [16] [17]. 

2.3.2.2  EAP Types 

EAP-TLS [RFC 2716]: EAP-Transport Layer Security is used in certificates based 

network access environments; it’s the way that is used with smart cards that creates a 

mutual authentication between the supplicant and the authentication server. EAP-TLS has 

advantages of not being dependent on user accounts, it depends on Public Key Interface 

PKI that provides a strong authentication scheme and makes it resistant to dictionary 

attacks. The main drawback of EAP-TLS is its dependency on PKI, which is not an easy 

task to implement and maintain, especially in small to mid-sized enterprises that lack PKI 

infrastructure. The hassle of building one’s own PKI can be avoided by using certificates 

from a Public CA (e.g. VeriSign), but this will cost app. 400$ a year per server, and app. 

60$ per client certificate! This will be a huge budget for any company [17]. 

2.3.2.2.1  LEAP 

Lightweight EAP is a Cisco proprietary protocol that is used on its APs to address the 

weakness of WEP. According to a survey in 2004 by Nemertes Research, LEAP 46% that 
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applied EAP used LEAP of Cisco [20]. LEAP depends on MS-CHAPv2 (Microsoft 

Challenge Handshake Authentication Protocol (version 2) to protect the user credentials 

that are being sent over wireless medium, and this imposes a big security hole in the 

process, as MS-CHAPv2 sends the user name in a clear text (That’s it, 50% of the 

hackers’ work is done). Beside, it does not use SALT cryptographic in NT hashes to 

protect the passwords, which makes it very vulnerable for brute-force attacks [18]. A 

simple tool as ASLEAP can be used by anybody to crack LEAP passwords [19]. 

Cracking LEAP passwords is much more dangerous for the network than cracking a 

WEP key, as WEP key will get the crackers an access to the network, but still he has to 

walk his way to break into the servers and the network resources, while LEAP cracking 

gets the cracker a username and a password that is usually the same to access the servers 

and so on. 

 

2.3.2.2.2  EAP-Fast 

EAP-Fast is another Cisco proprietary protocol. Cisco tired to address the security issues 

in LEAP while still keeping the customers away from the need to PKI. EAP-Fast creates 

a tunnel to protect the user credentials during authentication session using MS-CHAPv2, 

exactly as PEAP does. The difference here is that EAP-Fast uses Protected Access 

Credentials (PAC) shared secret to create the encrypted tunnel, while PEAP uses the 

server side certificate. Informing the client of the PAC shared secret is done manually, or 

in Phase 0 anonymous Diffie-Hellman sessions. The first option makes it very difficult to 

implement, and the other option is a security hole, as there is no guarantee that the client 

is authenticating against a genuine server, which makes it open to a ´man in the middle´ 

attack. Other drawbacks of EAP-Fast are the support on the client’s network cards, as the 

older ones lack the support of EAP-Fast, and to apply EAP-Fast, you need to have Cisco 

ACS (Access Control Server), which is a very expensive authentication platform, and 

adds more tasks to the implementation. [17] 

2.3.2.2.3  PEAP 

Protected EAP, a secure password based authentication protocol, creates a security 

channel that is encrypted, and integrity protected with TLS, to guarantee that all the 
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authentication exchange is secured. PEAP is primarily used in the WLAN authentication, 

but can be used in wired LAN, and VPN authentication. PEAP is an independent 

protocol, which means it can run on any hardware, and it is integrated with MS Windows 

XP and later operating systems, and can be automatically deployed via Active Directory; 

Microsoft’s directory service. Unlike EAP-Fast that is not supported even on some of 

Cisco’s wireless network adapters! To run PEAP, two factors are needed [17]: 

• Radius Server: MS IAS is a good option if the server is Windows platform. 

• Server side certificate: to ensure the identity of the authenticating server, can be 

obtained from the enterprise’s self set PKI, or purchased from one of the public 

CAs e.g. VeriSign in order to avoid the deployment of the public certificate of the 

server that contains the public key. 

Wireless connection can be used for limited range as well as long range. The use of radio 

frequency has become more popular for its longer range, higher bandwidth, and wider 

coverage. Wireless LANs use the 2.4-gigahertz (GHz) and 5-GHz frequency bands. 

These portions of the radio frequency spectrum are reserved in most of the world for 

unlicensed devices. WLANs operate at 11 Mbps to 54 Mbps at the access layer instead of 

operating at distribution layer or core layer as Wired Ethernet LANs. Current WLAN 

technologies offer high data rates, better reliability and dependability and lower cost 

advantages. As WLANs have become more popular, it increases the possibilities for 

economies of scale by manufacturers. WLAN technology is inversely proportional to 

technology and distance, because higher data rate will have shorter distance and longer 

distance will have lower data rate; the following picture will illustrate the relationships of 

distance versus data rate [15].  
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Figure 2.16 : Data Rate Vs Coverage Area 

WLAN has numerous benefits to users such as it is a cost effective solution compared to 

wired network. It provides flexibility and mobility to users. WLAN has the following 

characteristics [15]:  

• It requires  standard Ethernet LAN speeds  

• It offers benefit for roaming users  

• It is easy to expand rapidly and utilization a broadband Internet connection  

 

2.3.3   Benefits of WLAN 

Mobility: The users can freely move around within the company by having a continuous 

connectivity with Internet and network services, they do not need to be tied-up with their 

desktop computer. 

Productivity: WLAN services enhance the productivity at workplace. WLAN provides a 

freedom of movement to employees, and they have the possibility of doing work from 

anywhere in the enterprise, office, cafeteria, or the conference room. 

Deployment:  Deploying a wired network requires cables that run all over the building; 

in some cases it seems difficult to get the cables into specific places within the company.  

However, with the help of WLAN services users can directly connect to APs without 

having wire trouble. It can be implemented easily anywhere inside the company and 

every computer with a wireless card will be able to connect if they have the correct 

settings. 
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Cost: The total cost of ownership is much lower in WLAN compared with the Wired 

LAN, as wired LAN requires labor costs and cables, and these two factors are eliminated 

in the WLAN implementations. 

Expandability: With WLAN, more clients can be added with the current hardware, 

while with the wired networks, more cables need to be added, and switch ports need to be 

free to accommodate the new clients. 

2.3.4   Limitations of WLAN  

Security: The intercepting of the packet on WLAN is much easier than Wire LAN 

because data packets are sent over the radio transmission. In Wired LAN, a physical 

access to the network is needed in order to intercept the data chunks. However, data can 

be sniffed from air near the AP’s range in WLAN. To overcome these limitations 

different kind of encryption methods are used, for example WiFi Protected Access 

(WPA), Wired Encryption Protection (WEP) and etc. 

Range: WLAN has range limitations; the signal gets weaker due to longer distance of 

APs. To overcome this problem, extra Access Point or repeater has been used, but it can 

increase the cost. Nowadays, many kinds of new technologies have been introduced for 

these purposes, WiMax is one of them.  

Speed: WLAN cannot achieve fast data transfer rate as the Wired LAN, but the current 

available speeds are quite enough to suit most of the enterprises’ needs. Beside, new 

technologies are appearing to boost the speed of WLAN. 

Media (Radio signal interference and degradation): The major challenge with WLAN 

implementation is Radio signal interference. In Local area network or metropolitan area 

network implementations, it is possible that radio signal can be degraded due to 

interference problem. To handle this situation, the network manager must ensure about 

different channels are utilized. Some time interference problem is hard to detect, because 

the 802.11 standards use unlicensed spectrum.  

 

 



 37 

2.4  Physical Security 

One of the most important companies concerns is to secure their physical elements, 

mostly the companies’ focus on remote security and protection of private network rather 

then concern on their physical security infrastructure. However, there is always chance of 

losing data due to environmental circumstances; ‘‘Physical security is the protection of 

personnel, hardware, programs, networks, and data from physical circumstances and 

events that could cause serious losses or damage to an enterprise, agency, or institution. 

This includes protection from fire, natural disasters, burglary, theft, vandalism, and 

terrorism’’ [21]. The confidentiality, integrity, and availability of information can be 

impaired through physical network access and damage to physical components. Physical 

security is also the security of the transport layer on which the application interaction 

resides and ensures that it remains unaffected by risks. When a user thinks about physical 

security, his first concern is to secure locks and use cameras. However, the building 

infrastructure also needs to consider carefully before deploying a network.  There are 

three main concerns about physical security [21]. 

 

Firstly, the problem can be happened due to potential attackers. The sites can be hardened 

against accidents and environmental disasters. These kinds of measures can include 

multiple locks, fencing, walls, fireproof safes, and water sprinklers. 

Secondly, surveillance and notification systems can be put in place, such as lighting, heat 

sensors, smoke detectors, intrusion detectors, alarms, and cameras.  

Thirdly, methods can be implemented to apprehend attackers and to recover quickly from 

accidents, fires, or natural disasters.  

There are three kinds of threat can be occur such as [22] 

• Theft of property/data 

• Theft of identity 

• Destruction of property / data 

 

Adoption of security techniques depends on physical environment. The only things users 

can do to counter these problems is by planning and executing the proper security 
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measures. Physical access to the network components (i.e. files, applications, 

communications, etc.) should be limited to those who require access to perform their 

jobs. Network workstations should be password protected and monitored for workstation 

activity. Network wiring requires some form of protection, since it does not have to be 

physically penetrated for the data it carries to be revealed or contaminated. Different 

kinds of method can be used in combination, to achieve the highly secure environment 

such as Security System Management and Access Control Devices. The combination of 

these security methods helps the company in increasing the security but it also increases 

the company expense. The companies need to install access control devices such as card 

readers, biometric scanners and etc, to cover the progression from the outermost areas to 

the innermost (most sensitive) areas. These devices are used to capture the data such as 

identification of people and people entry timing, and at back end these devices deliver 

information to remote management systems for monitoring and log checking [23].   

 

2.5  Access and Authentication 

Companies’ networks consist of combination of many hardware devices. Companies 

have a number of users who interact with their resources for different purposes. In this 

respect, companies need to protect their information very carefully. It is usual that 

authorized users will interact with company resources and steal the information or harm 

the company network. Therefore, companies always need to design secure and 

authenticated solutions to secure the company’s network from any harmful situation.   

 

2.5.1  AAA Server 

AAA stands for authentication, authorization and accounting. It is a system in Internet 

Protocol networking that controls users´ access to the specific resources, and keep track 

of the users’ activity over a network. Basically, these three things are used for different 

operations such as authentication checks the individual identification for users with the 

help of user name and password services. The authorization procedure provides the 

granting or denial of service to users, after the user has authenticated by username and 

password. Lastly, accounting is used to keep track of user activity while accessing the 
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network resources. These services are often provided by a dedicated AAA server, it’s a 

program that performs multiple functions. A Remote Authentication Dial-In User Service 

(RADIUS) is a current standard, which interfaces the network access servers with the 

AAA server. This AAA server used different protocol such as RADIUS, TACACS+ or 

Kerberos to administer its security function and AAA is the primary method for access 

control [24].  

 

2.5.2  Benefits of Using AAA 

The AAA provides the following benefits:  

• It helps IT administrator to increase the flexibility and control of access 

configuration  

• It offers scalability and multiple backup systems  

• It also offers standardized authentication methods, such as RADIUS, TACACS+, 

and Kerberos  

 
 

2.6  Disaster Recovery Plan 

Disaster recovery has become an important concern in enterprise computing, as 

companies´ networks are getting more complex. Today enterprises have too large and 

complicated networks, and the IT infrastructure in the event of a disruptive situation has 

become an increasing and more visible business priority in recent years. It is estimated 

that most large companies spend between 2% and 4% of their IT budgets on disaster 

recovery planning, with the aim of avoiding larger losses [25]. However, an interruption 

of service or loss of data can have serious financial impact to enterprise and can also 

cause of loss customer confidence. The adoption of disaster plan solutions differs from 

one enterprise to another, and depends on their needs. There is always need of proper 

research to adopt a compatible strategy thoroughly, before embarking on a disaster 

recovery project. It is neither a short term project nor a project, which can be completed 

once and forgotten about it in future. An effective recovery plan is a live recovery plan 

and it must be maintained, tested and exercised regularly. 
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A Disaster Recovery Plan (DRP) is also knows as Business Continuity Plan (BCP) or 

Business Process Contingency Plan (BPCP). It describes how organizations should 

handle the potential disaster, since any disaster can make the continuation of normal 

function impossible. Companies always need to develop a strong Disaster Recovery Plan, 

which can help them to recover data from any unexpected event. Disaster Recovery Plans 

are used to ensure that systems and services can be restored in an efficient and controlled 

manner. The purpose of business continuity planning is to maintain or restore operation 

and ensures the accessibility of information at any level. It is IT supports people’s 

responsibility to prevent or minimize the impact of an unwanted event and take care of 

company recourses [28].  

 

The job of professional network administrator is to ensure absolutely that the 

organization systems, data and people are fully protected for any unexpected crisis. This 

is only possible with a proper planning and preparation, which will develop a 

comprehensive disaster contingency strategy to cover organization vulnerability. A good 

DRP does not only protect the organization’s essential data from destruction, while it also 

helps to refine the business processes and enable the business to recover its operation 

quickly. In the assurance of good DRP, the IT administrator needs to ensure the 

involvement from executive management. It will help them to move easily on their task 

and get a full cooperation from the staff in performing a task. The collection of accurate 

information and flexible implementation can not be possible without endorsement from 

higher management. The following things are needed to be consider by IT administrator, 

when developing a disaster recovery plan such as 

 

• Identify and organize the data 

The IT administrator needs to identify the critical data as a first step, and to understand 

that what data might be needed for backup. It will also prompt them to document ‘why 

they need this data and plan, how to put it back, where it belongs in the event of a 

recovery operation’. They have to arrange the data in a proper way and keep them on 

central server.  
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• Restoration and recovery procedures 

The IT administrators have to think and analyze carefully about what will happen in the 

case of disaster. If they don’t have any proper restoration and recovery plan, the 

organization will lose all of its important data and information. Therefore, restoration and 

recovery procedure have become an essential issue in DRP.   

 

• Backup are key important 

The IT administrator has to bring all key data, processes and procedures together through 

a backup system that is reliable and easy to replicate. It is the job of the IT department to 

ensure that all systems are being backed up on a reliable schedule. This backup media 

must be stored off-site from the office building and numerous off-site storage vendors 

offer safe media storage services.   

 

2.6.1    Classification of Disasters 

Disaster can be classified in two broad categories such as natural disaster and man made 

disaster. When we talk about Natural Disaster, it is very difficult to prevent but 

precautions can be taken to avoid losses. Man Made Disaster consider as major reason for 

the failure of systems. It can be occur due to human errors, intentional or unintentional 

interventions, and these may lead systems towards a massive failure in communication 

and utilities [26].   

 

2.6.2    Security Holes 

When companies design their network solutions, sometimes they may have left the holes 

in their network. These security holes are considered as vulnerabilities in networks. They 

provide an indirect invitation to malicious user to work on them and exploit the 

vulnerabilities. To overcome these kinds of problem, different kind of tools can be used. 

Network components such as PCs, routers and switches can be secured through different 

software solutions. Security professionals should always work to heal such holes to 

eliminate possible attacks [25].  
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3 Recommendation and Implementation 

3.1  Overview of Current Network 

Organizations use different methodologies to support their network infrastructure based 

on their requirements and needs. As we have mentioned, the STS is one of the world 

wide organizations which operates in many countries and offers different kind of 

services. It is an alliance of multiple companies and each company is managed 

independently, except for the IT department that manages all companies’ operations 

mutually.  The head office in Gothenburg is responsible for manage all communication 

connections with branches and remote offices. The following diagram shows a brief over 

view of the STS network infrastructure with its branch offices and the router devices they 

are been using.    

 
Figure 3.1 : The STS VPN infrastructure 
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In above diagram we can see that STS Head office is connected with 14 branch offices 

via VPN connection. This diagram also tells us that different branches are using different 

Routers such as Cisco, Shiva and Watchguard Routers. All of these connections are 

managed from the Gothenburg head office. The STS employees are using following 

services to run their business over virtual connection such as   

• Booking systems (It supported by Oracle, Citrix, Lotus notes and used to make 

bookings) 

• Mail System: Lotus Notes (It is an IBM made platform used as mail system, and 

host for many databases. 

 
Figure 3.2 : Screen Shot of Lotus Note at STS 

 
The above picture shows a detailed view of Lotus Notes software. There are number of 

services and options are available for multiple purposes at Lotus Notes. It is an IBM 

made software that work for multiple purposes together.   

 

The following diagram will show the STS Head Office network infrastructure. It will also 

explain the internal connections, internal communication environment, and firewall 

overview of the STS network. 
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Figure 3.3 : The STS network Internal Infrastructure 

3.1.1   Server Name and Function 

In above picture many servers are being used, each of these servers is used for different 

purposes and only IT department have access to them.  

 

COLUMBUS (1) = It’s a Linux FTP, HTTP, web-mail Server.   

REDCLOUD (2) = It’s a Linux Domain Name Server that implements a name-service 

protocol. It will normally map a human-recognizable identifier of a host to its computer-

recognizable identifier.  

PEGASUS (3) = It’s a Windows 2003 Domain Controller Server and runs other services 

for the Avaya telephone exchange. 

PIGGE (4) = Windows 2003, serves as a Domino server (IBM Lotus Notes). 
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TIGER (5) = Windows 2003, serves as a Domino server (IBM Lotus Notes). 

LIVI'GSTO'E (6) = It is LINUX based server and performs SNMP function. The 

SNMP is a simple network management protocol which is used in network management 

systems to monitor network-attached devices for conditions that warrant administrative 

attention. It consists of a set of standards for network management, including an 

application layer protocol, a database schema, and a set of data objects.  

FA'TOME' (7) = It is an FTP server that is used by City Airline. 

MEDIA (8) = It handles the media files of the Media Departments. 

KAPTE' (9) = It is UNIX server that serves as routing gateway and a DNS. 

S'APSERVER (10) = It is a backup server that is used to keep all backup file and data. 

JULIUS (12) = It is a file server. 

PLATO' (13) = It is a host for Citrix databases. 

 

3.1.2  Adoption of VPN technology 

The STS are using Site-to-Site Virtual Private Network topology, with additional features 

of IP-Sec and Encryption methodology. The IP-Sec deployment maintains confidentiality 

with the help of encryption. IP-Sec provides following objectives: 

 

• It provides security measures such as encryption, users and devices authentication 

that offers a stronger security beyond the traffic separation inherent to Frame 

Relay, ATM networks. It also offers user authentication, data confidentiality and 

integrity services. 

• IP-Sec VPN can be deployed across any existing IP network easily by avoiding 

the capital and operational expenses. It offers flexible scalability and does not 

requires service provide interference, which help companies to reduce cost, and 

accelerate services with minimum risk.  

3.1.2.1  Site-to-Site Connectivity 

As a Site-to-Site connectivity via an IP-Sec based VPN, branch offices are able to run 

their business critical applications, without the need to install any extra software on their 
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computers. An IP-Sec enabled VPN router will automatically initiate an IP-Sec session 

with the central office and a secure VPN tunnel will be established between branch and 

central office, upon successful session negotiation and authentication.  

3.1.2.2  Remote Access Connectivity 

Whereas, in the Remote Access connectivity the user need to have a client VPN software 

and then he will select the appropriate destination such as a hostname or IP address to 

connect with central office.  

 

In the establishment of remote access IP-Sec VPN, VPN client based software is installed 

on the remote client or hardware client, which offers the providing of IP-Sec connectivity 

to multiple clients that are connected to the LAN. In this case only hardware VPN remote 

clients need to connect with head-end via IP-Sec VPN, and end station traffic will be 

secured by IP-Sec VPN.  The IP-Sec supports only unicast traffic and has adequate 

support for IP multicast over the virtual adapter concept.         

 

3.2   Reviews and Implementation of VPN 
Infrastructure 

 

3.2.1  Overview of the STS VPN Technology 

The STS has branches worldwide that are connected through Site-to-Site VPN 

technology.  These VPN connections are considered as a vital need, to maintain a secure 

communication between branch offices and head office. The STS offers different kinds of 

services and all confidential data travel over VPN network. This data travels in the form 

of packet from one location to another; it is simply a matter of knowing the destination IP 

address. However, due to insecure Internet infrastructure, it is not safe to simply send 

packet from one site to another. IP-Sec is being used to rectify this problem, as a means 

of safeguarding the IP data. A VPN creates a virtual connection between two endpoints, 

and adds a layer of protection to the data that travel across the VPN. IP-Sec only protects 

the IP layer, transport layer and user data, its services can’t extend to the data link layer. 
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To overcome this problem encryption methods are being used and they can protect the 

date link layer, and have become a requirement of IP-Sec.  

3.2.2   Evaluation  

According to our evaluation, the choice of Site-to-Site VPN is considered as a good 

choice; due to Site-to-Site VPN advantages, flexibility and the support of it on STS 

network infrastructure. However, the vastness of IT industry is coming out with more 

ideas every day, and a flexible and compatible configuration always requires updated 

features and upgraded services for electronic devices from time-to-time. Our observation 

has revealed the following issues:  

 

1. The STS has 14 or more remote links with its branch offices worldwide and all of 

them are connected to the head office router. In an existing IP-Sec LAN-to-LAN 

configuration or setting, the TCP traffic flow is passing through an IP-Sec tunnel. 

This communication can break and drop, if the IP-Sec tunnel has dropped or 

broken. Then this communication needs to reestablish after the tunnel start work 

again. This policy works well from the resource management and security point 

of view. However, there are some cases when this behavior raises issues for users 

and gets IT administrator’ attention, such as when a user is migrating from PIX to 

ASA-only environments, or a legacy TCP application that can not restart easily, 

or in a network that includes a gateway that tends to drop tunnels frequently.  

2. IP-Sec uses different kinds of encryption algorithms, previously Triple Data 

Encryption Standard (3DES) was considered a stronger encryption algorithm due 

to it longer key size of 168 bits. However, in today’s world it is not considered a 

good choice because it makes applications run slower, and less securely. The STS 

network is still using 3DES encryption method on Cisco ASA Firewall, which 

makes the connection slower, and raises an extra load on the router’s processing 

speed.  

3. The STS has number of staff who always uses STS resources from inside or 

outside the company’s network. These remote users require a full network access 

with virtually any corporate application from home or any Internet enabled 
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location. The STS has also extended its corporate network access to some 

offshore partners and consultants. The vastness of STS network requires a secure 

and a flexible environment that can help end users to connect with STS network 

flexibly and STS to keep its corporate data protected and secure.  

4. As we have mentioned earlier, STS is an alliance corporation that offers many 

services and communicates with many remote offices. The STS is using Microsoft 

Active Directories services to store the information on the central database so that 

users from different branches can access them across the network. Based on the 

STS growth, we have advised them to apply some improvements to their 

Microsoft Active Directory Services. The Active Directory sites was the major 

recommendation and implementation that we had, as it is important to control the 

replication traffic according to the geographical distribution of the network and it 

also uses the User Principal Name (UPN) to support the Single Sign On approach. 

 

3.2.3   Recommendation 

To overcome the above issues and to provide more flexible featured platform to the STS 

enterprise, we are recommending following solutions.  

 

1. Persistent IP-Sec Tunneled Flows 

We have advised the IT department to upgrade the IOS image of Adaptive Security 

Appliances ASA 5010 in Gothenburg to the latest version 8.0.4, which includes the 

support of Persistent IP-Sec Tunneled flows. The persistent IP-Sec will enable the 

security appliance to preserves and resumes stateful TCP tunneled flows. All other 

flows will be dropped when the tunnel will drop and it will be re-established when a 

new tunnel comes up. This feature supports IP-Sec LAN-to-LAN tunnels and IP-Sec 

Remote Access tunnels, which are running in network extension mode.  
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Figure 3.4 : The Persistent IP-Sec Example 

 

The above picture describes a good example to understand Persistent IP-Sec concept. In 

this picture two networks, C and S are connected through a secure LAN-to-LAN tunnel 

by a pair of security appliances, and the computer from C network has sent an FTP 

request to server of S network through a secure tunnel. According to this scenario if, for 

some reason the tunnel will drop or break, it may need to re-establish again, and the user 

has to log in on the server again and the requested session need to start from beginning. 

However, if a persistent IP-Sec tunnel flow has been enabled, it will create a timeout 

period for every request. As long as the tunnel is recreated within the timeout interval, the 

data flow will be continued until a request will is completed because the security 

appliances will retain the history for each request [26].  

  

2. 3DES to AES 

We have advised IT department to use Advance Encryption Standard (AES) techniques 

instead of using 3DES method on routers, since it’s consider as more secure and faster. 

Nowadays, the AES ciphers are extensively used worldwide. They has a fixed block size 

of 128 bits and a key size of 128, 192, or 256 bits. It has fast processing speed in software 

and hardware based implementation, and they relatively are easy to implement. It 

requires little memory and the AES cipher is specified as a number of repetitions of 

transformations rounds that convert the input plain-text into the final output of cipher-

text. Each round consists of several processing steps, including the one that depends on 

the encryption key. A set of reverse rounds is applied to transform cipher-text back into 

the original plain-text using the same encryption key. 

  

3. VP' AnyConnect 
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We have suggested IT department to use Cisco AnyConnect solution, to have a secure 

and flexible platform for remote user. The Cisco AnyConnect VPN client is a web-based 

VPN client that does not require user configuration. The Cisco AnyConnect client offers 

the benefits of Cisco SSL VPN client to remote end users that are running Microsoft, 

Linux and MAC operating systems. It also supports applications and functions 

unavailable to a clientless, browser-based SSL VPN connection. Furthermore, it has 

support for connecting to IPv6 resources over IPv4 network tunnel, SSL and DTLS 

protocols. The client has to be uploaded on the security machine and it will be 

automatically downloaded to the remote user computer when they will log in to the 

WebVPN portal. In addition, it can be installed manually as an application on PCs. The 

Cisco AnyConnect VPN Client allows users to authenticate via RSA SecurID to establish 

end-to-end encrypted SSL VPN tunnels. The RSA authentication will be done in two 

ways, via Native RSA SecureID authentication or using the RADIUS protocol. The end 

user running on a Windows platform can also take advantage of additional integration 

work by using the RSA Software Token. The Cisco AnyConnect VPN client can pull the 

tokencode from the RSA Software Token running on the same machine and couple the 

PIN and tokencode so that users only need to enter their PIN during an authentication 

[28].  

The Cisco AnyConnect client includes the following features [27]:  

• Datagram Transport Layer Security (DTLS) with SSL connections: This 

avoids latency and bandwidth problems that are associated with some SSL-

only connections and improves the performance of real-time applications, 

which are sensitive to packet delays.   

• Microsoft Installer (MSI): It gives Windows users a pre-install package option 

that provides installation, maintenance, and removal of AnyConnect client 

software on Windows systems.  

• Certificate-only authentication: It allows users to connect with digital 

certificate and does not provide a user ID and password.  

• Compression: It increases the communications performance between the 

security appliance and the client by reducing the size of the packets being 

transferred. 
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• Dynamic Access Policies feature of the security appliance: It allows network 

administrator to configure authorization polices that addresses the variables of 

multiple group membership and endpoint security for VPN connections.  

 

4. Active Directories  

When designing a Microsoft Active Directory Domain, an administrator should consider 

having multiple Domain Controllers, for backup and load balancing purposes. This will 

help the users get a faster response when there is more than one controller that answers 

the requests, besides preventing a single-point-of-failure situation. If there is only 

Domain Controller and it might happen to go down, then no Log-On requests can be 

processed, and the network will be locked. The directory data will be synchronized 

between the Domain Controllers using Replication. The Active Directory will assign each 

object (User, computer, printer. Etc...) a sequence number called Update Sequence 

Number (USN), each time a change happens to the object, AD will increment the USN 

and then replicate it to the other domain controllers. This is how the data is kept 

synchronized across the domain. The process of replication should be smooth when we 

are talking about Domain Controllers that are located in the same geographical location 

(branch, campus, etc..), But it will raise a problem when the Domain Controllers are 

located in different branches that are connected via an expensive WAN link. This is 

because we might experience a situation where AD replication will use most of the 

bandwidth on the WAN link, given that many changes occurred in a short time, and the 

WAN link has a small bandwidth. Another problem that we might encounter in 

geographically separated Domain Controllers is the Logon Authentication. If a user tries 

to log on to the AD in Gothenburg, then we might see that the Domain controller in 

Stockholm is answering this request over the WAN link, not the Domain Controller in 

Gothenburg that was meters away from the client. To avoid the two problems mentioned 

earlier (Logon and Replication), Microsoft Active Directory gives the option of creating 

Active Directory Sites, where the Logon traffic can be kept within the same geographical 

location, and replication can be controlled according to our needs. A site is a grouping of 

one or more Transmission Control Protocol/Internet Protocol (TCP/IP) Subnets. One or 

more IP subnets must be attached to the site, which is necessary to define the site 
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boundaries. A site-link is defined between two sites, and the replication traffic can be 

controlled by configuring the site-link options [29] [30]. 

 

3.2.4  Implementations 

We have suggested above solutions to STS and they were agreed for implementation of 

following suggestion. 

 
1. Persistent IP-Sec tunneled flows 

With regard to our recommendation to the STS IT staff, they agreed upon the 

implementations of above issues. The Persistent IP-Sec tunneled flows can be configured 

using either ASDM or CLI for LAN-to-LAN connections or Site-to-Site connections. 

Based on current setting of the STS network, we have configured Persistent IP-Sec using 

CLI for Site-to-Site connection. To configure it from Command Line Interface (CLI), we 

only need to use one command in global configuration mode 

                                   #sysopt connection preserve-vpn-flows  

 

2. 3DES to AES 

With regard to our recommendation to the STS IT staff, they were agreed the 

implementation of above issues. The STS have 14 VPN links with its branch offices and 

all of them are using 3DES encryption. We have changed the 3DES encryption method to 

AES encryption method on two Site Routes followed by MALTA and OSLO router that 

offers better encryption and fast processing speed. The following are implementations of 

AES.  

 

The following picture shows a list where users can select different kinds of encryption 

techniques. After selecting the encryption method, click on OK button to implement the 

changes. These changes are made in IP-Sec configuration for Tunnel Policy.  
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Figure 3.5 : The Implementation of AES 

 
The following picture shows the implementation of AES encryption on OSLO router for 

IP-Sec Site-to-Site connection. In this picture we can see that the Encryption Algorithm 

has been selected to ´´ESP-AES-126-SHA´´ value, and Protected Network shows the 

OSLO router address.  

 
Figure 3.6 : The Implementation of AES at OSLO Router 
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The following picture shows the implementation of AES encryption on MALTA router.  

 
Figure 3.7 : The Implementation of AES on MALTA Router 

                                             

 
In the following picture we can see the Internet Security Association and Key 

Management Protocol Policies, which are used to review the encryption techniques 

priorities. This window shows that there are 2 encryption methods being used for 

different D-H groups, one is AES-128 and second is 3DES.    
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Figure 3.8 : The IKE policies for VPN connection 

                                                       

 
3. Cisco AnyConnect 

With regard to our recommendation to the STS IT staff, they agreed upon the 

implementation of Cisco AnyConnect. We have installed the Cisco AnyConnect on a few 

users’ computers and they were pretty happy to see the performance and usability. The 

following shows how to implement Cisco AnyConnect.  

 

First open the Internet browser and enter the VPN server address. Then we will see the 

window where we need to enter Network Login ID and Password (These are the same 

UserID and password that are used to login-to Windows or STS Mail server. 
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Figure 3.9 : The Implementation of Cisco AnyConnect (step 1) 

                                                   
Upon a successful authentication, the VPN server checks to see whether the users has the 

latest version of the AnyConnect Web VPN client installed on his computer or not. It will 

then install the latest client and that will take approximately 1 to 2 minutes depending on 

computer's processing capabilities. The VPN server uses ActiveX on the Internet 

Explorer web browser or Java 1.4 or later on the Firefox or Safari web browsers to push 

the image to computer and will install it. 

 
Figure 3.10 : The Implementation of Cisco AnyConnect (step 2) 

 

 
Figure 3.11 : The Implementation Cisco AnyConnect (step 3) 
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Once the software has been installed, the Cisco AnyConnect VPN Client will open. 

When the Web VPN session has been established, a green "Cisco AnyConnect VPN 

Client" icon with padlock will appear in the Windows system tray or the Mac OSX Menu 

bar. User can now connect to all internal resources on the STS network. 

 
Figure 3.12 : The Implementation of Cisco AnyConnect (step 4) 

 
The following picture shows a successfully implemented configuration of Cisco 

AnyConnect from ASA. In this picture we can see that AnyConnect access is allowed 

from outside the network and work with enabled DTLS protocol.  

 
Figure 3.13 : Full Implementation overview 

4. Active Directories 
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(i) UP' 

 

To achieve a Single Sign On environment, we have implemented the User Principal 

Name (UPN), so that different users at different companies in the enterprise will be able 

to use their own email addresses to logon to the directory services, without the need to 

create multiple domain names. In AD Domains and Trusts window shown below, we 

have added all the enterprise’s domain names that use this AD. 

 

 
Figure 3.14 : UPN Suffixes 

 
And then we can edit any user profile to bind it to its respective domain, and we can 

define the UPN for the new users directly when we have created the user, so there is no 

need to edit their profile later on. 
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Figure 3.15 : The Implementation of UPN 

 

 

(ii) Active Directories Site 

The STS AD services are spanned over four geographical locations, Gothenburg, Land 

Vetter, Oslo, and Bad Gerstein in Austria. The last two locations are very small in the 

number of users (app. 5-6), so the STS decided not to place any Domain controllers there. 

They only generate low traffic that can be managed by the WAN links, but the number of 

users are big enough at Gothenburg and Land Vetter both locations. So the amount of 

data traffic that travels the WAN link between both of these locations is quite large, so 

wasting the WAN link is not acceptable. That is why; we have decided to divide the AD 

network into two sites. One site will be the service at three locations (Gothenburg, Oslo, 

and Bad Gerstein) and we called it GBG. The second site should service-only Land 

Vetter users and we called it Land Vetter. AD Domain Controllers were placed into the 

sites according to their location as shown below. 
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Figure 3.16 : AD site Controllers 

 
Then a site link will be automatically be created between the sites GBG and Land Vetter. 

Here we could manipulate the replication schedule according to our needs. We have 

decided to keep the replication off in all the working hours, except for 12:00 to 13:00, 

where the traffic density should be less at the lunch period. The schedule that we set is 

shown below.  

 
Figure 3.17 : Replication Schedule 
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3.3   Reviews and Implementation of Wireless 
LANs 

3.3.1   Overview of WLANs 

The STS is a big size company that occupies a big shopping mall floor. After a detailed 

review of the STS WLAN setting we have evaluated that, the WLAN is an essential 

facility for the STS employees and has become a daily practice work for them to maintain 

their productivity. Currently, the STS network administrators are using Cisco Aironet 

Access Point hardware to support, run and maintain their WLAN infrastructure and these 

AP are distributed at different places within the company to guarantee a complete 

coverage for all employees. All of three APs are working in AP mode, which means they 

are managed individually and there is no Hand-off being used for the roaming users. Wi-

Fi Protected Access WPA is used as an authentication protocol on all the APs, with a 

single pre-shared key. 

 

3.3.2   Evaluation 

According to our evaluation, the choice of Cisco Aironet has to be consider as a  good 

choice, based on the reputation that Cisco gained in the networking field and the features 

offered by Aironet access points.  

 

1. Currently the STS employees are using same secret key to connect with APs, 

they do not have any separate secret key to support different user 

identification and classification such as the user employee of STS or guest 

user.  

                  
Figure 3.18 :  Wi-Fi Network Problem 
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The Wi-Fi Protected Access (WPA) is a secure protocol, even though there are claims 

that it can be cracked. It has a long shared secret key, which make its tough task. 

However, the idea of having a single shared key is risky in such enterprise because it 

raises many security issues such as in some cases an employee can give secret key to his 

friend to provide him a free internet access, or some time a unhappy fired employee can 

sit downstairs in the shopping mall, having a cup of coffee while messing around with 

company’s information! 

 

An education company like STS frequently has guests and as a kind of hospitality, they 

might decide to provide them free Internet access, but we could not find any separate 

implementations for the guest users. We found out that they are connected to the 

company network using the same secret key as the other employees, which raises a big 

security risk. Anyway we cannot recommend WPA2; the reason is that the current STS 

APs model does not support it, even after we upgraded the IOS.   

 

3.3.3   Recommendation 

To provide a more suitable solution to enterprise for WLAN access, we are 

recommending a PEAP-MS-CHAP v2 application. The reasons for this choice are such 

as   

1. The STS network got radius server (IAS) and all the wireless clients have MS 

Windows XP or Vista, both of these operating systems have a native support of 

PEAP-MS-CHAP v2. So having MS Active Directory up and running will make 

the WLAN login an easy task. Any computer that is a member of the domain will 

gain an automatic access, and then it is re-authenticated with the user credentials 

info when the user will log-in. In other words, the user information does not need 

to be cached locally on the machine in order to be able to login and the clients that 

are not members of the Active Directory Domain need a valid username and 

password to get the access to STS network. 

2. We also recommend purchasing a VeriSign server side certificate, the cost of this 

server is approximate 600$ and it’s valid for 2 years. This will be a much easier 
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solution than to build a Private Key Infrastructure (PKI), because all of the clients 

already have the public certificate and it will make the deployment much easier. 

3. We recommend having some separate implementations for the guest users such as 

a separate SSID and a separate network ID that will isolate them from all the 

internal resources. This can be done in two way 

i. By creating a VLAN Domain with Trunk Port on three Access Points and                   

connect them with AAA server.  

ii. By putting three Access Points inside the STS building and broadcast 

two different SSID with the name of GUEST and EMPLOYEE. The guest 

can use Internet by connecting to GUEST SSID to a different gateway.     

 

 
Figure 3.19 : Recommendation of AAA Server 

 

3.3.4   Implementations  

With regard to our recommendation to the STS IT staff, they agreed upon the proceeding 

with PEAP-MS-CHAP v2 implementations. For this purpose they have ordered a WLAN 

server certificate from VeriSign [31].  

 

Step 1: Certificate Installation: This was a straightforward process: just access to the 

provided link by VeriSign, and install the certificate as a computer certificate, it will 

appear like this. 
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Figure 3.20 : The Installation of PEAP-MS-CHAP (step 1) 

 
Step 2: In the Internet Authentication Service (IAS), we have created a new client by 

giving a descriptive name and mentioned the IP address of the first AP. We have set a 

shared secret that is used on the AP settings later on. 

 
Figure 3.21 : The Installing of PEAP-MS-CHAP (step 2) 

 

Step 3: Create Remote Access Policy:  In the IAS management window. Right Click 

Remote Access Policy � New Remote Access Policy and then Use the Wizard to set up 

a typical policy for a common scenario as Access Method � Wireless 
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Figure 3.22 : Installing of PEAP-MS-CHAP (step 3a) 

 

       User or Group Access � Add� Domain Users and Domain Computers groups. 

 
                                            Figure 3.23 : Installing of PEAP-MS-CHAP (step 3b) 
 

Authentication Method � PEAP 

Authentication Method � Configure � Check the certificate  
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Figure 3.24 : Installing of PEAP-MS-CHAP (step 3c) 

 
Step 4: Access Point Configuration: Created using Gou_Aironet_Config_Tool from 

Techrepublic.com 

 

  Command Purpose 

service password-encryption Enable password encryption 

hostname Wireless2 Configure your router's name 

enable secret ********' Set the enable secret 

enable password ******** Set the password 

aaa new-model Enable aaa authentication model 

aaa authentication login default 
local 

aaa authorization exec default 
local 

aaa session-id common 

Set authentication mode 

ip http authentication aaa Set web authentication to AAA mode 

ip http server Enable Web server 

ip http secure-server 

Enable secure Web server (this will generate self-signed 
SSL 
 cert) 

line con 0 

 password *********' 
Set console password 

line vty 0 4 

 password *********' 
Set TELNET and SSH password 

ip domain name sts.se Set the router's domain name 

no ip domain lookup Turn off router domain lookup 

B
a
s
ic
 c
o
n
fi
g
u
ra
ti
o
n
 

username root privilege 15 
password **** 

Set username and password.  Used for Web and CLI 
access 
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control-plane   

bridge irb Enables bridging mode 

radius-server host 192.168.1.8 
auth-port 1645 acct-port 1646 key 
******* 

Defines the shared secret between access devices and  
radius server 

radius-server vsa send accounting Send radius accounting information 

radius-server retransmit 2 How many times to try a radius server 

radius-server timeout 4 
How many seconds to wait before assuming the server is 
 dead 

radius-server deadtime 1 
If a radius server is dead, then bypass it for the next 
server 

aaa group server radius Server-
group-1 

This creates a radius server group named "Server-group-
1" 

 server 192.168.1.8 auth-port 1645 
acct-port 1646 

Defines first server in the group.  You can add more 
servers. 

aaa authentication login 
eap_methods group Server-group-
1 

This ties the authentication method "eap_methods"  
to "Server-group-1" 

R
a
d
iu
s
 

ip radius source-interface BVI1 
Tells access point that RADIUS server is connected to 
BVI1 

dot11 ssid STS Creates a new SSID called STS 

   authentication open eap 
eap_methods 

Tells this SSID to use open standard EAP 
 method "eap_methods" 

   authentication key-management 
wpa Sets this SSID to WPA mode 

   mbssid guest-mode Enables multiple broadcast SSID in this SSID 

S
S
ID
 

    

interface Dot11Radio0 Enter physical radio interface 0 (this is the 2.4 GHz radio) 

 encryption mode ciphers tkip Set radio to use TKIP encryption 

 ssid STS Attaches STS to this radio interface 

 mbssid Enables multiple broadcast SSID in this radio interface 

 channel 1 Set radio channel for 802.11b/g 

 no cdp enable Turn off CDP (Cisco Discovery Protocol) on wireless side 

 no dot11 extension aironet Turn off Cisco proprietary extensions 

 bridge-group 1 Bridges main radio to BVI1 

 bridge-group 1 subscriber-loop-
control 

 bridge-group 1 block-unknown-
source 

 no bridge-group 1 source-learning 

 no bridge-group 1 unicast-flooding 

 bridge-group 1 spanning-disabled 

Other bridge settings 

2
.4
 G
H
z
 r
a
d
io
 c
o
n
fi
g
 

 no shut Enable interface 

interface Dot11Radio1 Enter physical radio interface 1.  This is the 5.3 GHz  
radio optional on some models.   
 

 encryption mode ciphers tkip Set radio to use TKIP encryption 

 ssid STS Attaches STS to this radio interface 

 mbssid Enables multiple broadcast SSID in this radio interface 

5
.3
 G
H
z
 r
a
d
io
 

c
o
n
fi
g
 

 channel 64 Set radio channel for 802.11a.  This is the only difference 
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 from radio 0. 

 no cdp enable Turn off CDP (Cisco Discovery Protocol) on wireless side 

 no dot11 extension aironet Turn off Cisco proprietary extensions 

 bridge-group 1 Bridges main radio to BVI1 

 bridge-group 1 subscriber-loop-
control 

 bridge-group 1 block-unknown-
source 

 no bridge-group 1 source-learning 

 no bridge-group 1 unicast-flooding 

 bridge-group 1 spanning-disabled 

Other bridge settings 

 no shut Enable interface 

interface FastEthernet0 Enter interface FastEthernet0 

 no ip address Sets no IP address 

 no ip route-cache Turns off route cache 

 duplex auto Auto duplex mode 

 speed auto Auto select ethernet speed 

 bridge-group 1 Attach FastEthernet0 to bridge group 1 

 no bridge-group 1 source-learning   

 bridge-group 1 spanning-disabled   

E
th
e
rn
e
t 

no shut enables interface FastEthernet0 

interface BVI1 Create bridge interface 1 

 description Bridge Virtual 
Interface 1 Set description to "Bridge to Internal Network" 

 ip address 192.168.1.233 
255.255.255.0 

Assign IP address and subnet mask for this bridge 
interface 

 no ip route-cache   B
ri
d
g
e
s
 

bridge 1 route ip Enable IP routing on Bridge 1 

                                            Figure 3.25 : Installing of PEAP-MS-CHAP (step 4) 
 
After that we have saved the configuration using the command (#write memory) 

Step 5: Client side settings: Settings can be made in two ways: 

i. Automatically using a group policy (preferred) 

ii. Manually on the client (for the clients that are not a part of the domain) 

(i) Automatically: We have started a new group that applies to all the domains. 

Computer�Windows Settings�Security Settings�Wireless Network�Create wireless 

policy 

Policy name� Next� Edit Policy 

Networks to Access� "Access point (infrastructure) networks only" 

      This is important to prevent clients from accessing any Ad-Hoc networks. 

"Use Windows to configure wireless network settings for clients" 

     To disable any third-party program that is used to configure wireless access. 
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Figure 3.26 : Installing of PEAP-MS-CHAP (step 5) 

 
 
Preferred Networks� Add 

Network Authentication � WPA 

Data Encryption� TKIP 

    Did not use AES, as it is not supported by all cliens’t hardware 

IEEE802.1x� "Authenticate as computer when computer information is available" 

    Enables Machine authentication  

EAP Type� Protected EAP � Settings 

Select Authentication Method� EAP MS-CHAPv2�Configure->Automatically use my 

windows login- name and password (and domain if any) 



 71 

 
Figure 3.27 : Installing of PEAP-MS-CHAP (step 6) 

 

(ii) Manually: On the client wireless network settings, just that we repeated the settings 

on the last two screenshots. The client will be presented with a login window every time 

they try to access the network. 

 
Figure 3.28 : Successfully Implemented Cisco AnyConnect 
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3.4  Review and Recommendation on Firewall 
configuration 

3.4.1    Overview of firewall 

In today’s age, the need for information security is imperative since all organizations 

rely on electronic communication. Companies are realizing the need to develop new 

information security policies to protect their network against unexpected attacks. 

Today the use of firewall technology has become necessary and core practice for 

corporations to protect their network infrastructure. It acts as the first line of defense 

against unauthorized attacks and plays a central role for network protection. The firewall 

has come to epitomize the network security, and provide a barrier to deny unauthorized 

access to the private network. It can be also deployed inside the private network to 

prevent internal or external attacks.  

 

The STS enterprise manages a big network infrastructure. Therefore, they need to be 

more careful about security of their resources and information. Currently they are using 

Cisco ASA 5510 firewall technology. This technology has steadily gained a great 

reputation in the market by demonstrating an excellent combination of functionality, 

performance and flexibility. A maximum IT security only can be achieved by 

understanding and applying effective rules and performing effective operations on 

firewall. Therefore, it is extremely important for IT departments to completely 

understand and manage the ASA firewall functions, to get better security and more 

efficient results.  

 

Currently the STS are using Nagios Linux base software to monitor and maintain the 

network links over remote offices. It’s free open-source software that allows 

administrators to monitor the network and fix the problems as soon as they happen. It’s 

stable, scalable, supported and extensible software. The network administrator can 

receive problem reports immediately via email. It has a web-based interface that is used 

for configuration and management. It also has the capability to automatically restart the 

failed application, services and hosts.  
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The following picture shows the detail diagram of network infrastructure by Nagios 

software.                            

 
                                   Figure 3.29 : Diagram of firewall connection by Nagios 
 

3.4.2   Evaluation 

We have seen that the STS are using ASA 5510 firewall to monitor and control the 

communication traffic at Gothenburg head office. The ASA firewall is used to monitor 

and check all external traffic that is passing through VPN connection and as well as the 

internal traffic. It provides better performance than application-type proxy firewall and it 

is more secure and efficient when compared to packet filtering. The ASA 5510 is a 

Business Edition of Cisco firewall that combines firewall, VPN and anti-X capabilities 

together. The Cisco anti-X offers advanced filtering features to protect the network from 

different kinds of threats including viruses, worms, spy-ware, spam and web content, and 

the VPN features offer a highly dense VPN connectivity to the ASA firewall through the 
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use of licensed software. It also allows ASA to support up to 5000 VPN peers. The Cisco 

ASA 5510 Firewall offers the following Security Appliance Features [32]:    

• Firewall: It is used to secure the network and information from unauthorized 

access and maximize the network resilience and maintain business continuity.  

• SSL/IPSec VPN: It is used to extend the network with secure, flexible and 

seamless remote access. 

• Intrusion Prevention and Detection: It is used to defend the critical network assets 

from attacks with superior and well-featured intrusion prevention (IPS) services.  

• Content Security: It is used to improve employees’ productivity and eliminate 

unwanted content threats in network. It also offers powerful content security 

services including URL filtering, anti-phishing, anti-spam, antivirus, anti-

spyware, and content filtering that offers lower operations costs and reduced 

liability. 

 

The ASA works as stateful and connection-oriented, which maintains session information 

in a state table. The connections are established or accepted based on policies declared in 

the state table and all traffic is to be checked, the requests are only processed for accepted 

connection otherwise it has will be rejected. The ASA stores the connection information 

into state table as initiated outbound connection. The security emphasis is on the 

connection establishment rather than on the packet filtering making it stronger and 

secure. The ASA controls traffic between separate sessions by segregating the network 

segment, which is connected to firewall and maintain secures perimeters.  The ASA is 

basically designed to work with Transmission Control Protocol (TCP), because TCP uses 

Stateful transmission. However, User Datagram Protocol (UDP) transmission is stateless 

and commonly used for multimedia streaming. So in UDP transmission, when an 

outgoing UDP packet crosses firewall, its pseudo-state information is stored into state 

table and when incoming UPD packet reaches the firewall, the firewall will match the 

´´connection state´´ information from its state table to determine if the packets are valid 

or not [12].  
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There is no doubt that STS is using a very good and advanced technology to protect their 

network, but our evaluation has found some weaknesses in their firewall configuration 

which may need more investigation and evaluation to address them. The following 

problems have been found during our evaluation.  

 
1. Duplication of ACL 

 
When configuring a firewall, there is a need to define different policies for every specific 

network or traffic that is passing through firewall. Access Control List (ACL) is basically 

a list of permission, which contains the policy model for each object and stores trusted 

and untrusted source information. These lists specify what kind of objects or traffic are 

allowed or not allowed. To proceed with any request the firewall will first check the 

policy about that request from ACL, whether it is allowed or not and only then it will 

proceed based on ACL policies. ACL also offers traffic filtering capabilities and access 

lists can be configured for all routed network protocols (IP, AppleTalk, and so on.) to 

filter those protocols’ packets as the data pass through a router.  

 

After a detailed review on the STS ACL configuration, we have analyzed that the STS 

firewall configuration contains many duplication of ACLs. When we have asked the IT 

department the purpose of blocking same IP address multiple times, they have no answer 

for that.  

 

In the following picture we can see there are so many duplicated ACL for one network 

address. The same ACL policies are configured on the same network address multiple 

times. This picture below has been taken from the firewall’s ACL configuration. The 

duplication of ACL creates an extra burden on router performance and is also the cause 

of memory waste. Beside this, it raises the complexity in troubleshooting and configuring 

the firewall.  
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Figure 3.30 : Duplication of ACL (a) 
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Figure 3.31 : Duplication of ACL (b) 

 
2. Hit Counts 

The Hit Count column in the configuration interface shows how many times any specific 

ACL has been applied. As we were looking through the configurations of STS ASA, we 

have found that there are so many lists that have the hit count of Zero, which means they 

were not used recently.  
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                                                               Figure 3.32 : Hit Count Problem  
 
 

3. Web filtering 

 
Today the Web or URL filtering has become a vital need for organization since the 

Internet has been used as core component of businesses. It is uses to prevent the 

employees’ access to unauthorized website, malicious website or social websites and 

protect the network from malware and other threats and helps organization to ensure the 

employees’ productivity. The majority of enterprises are trying to monitor and filter their 

employees’ Internet access, since it also exposes employees and employers to significant 

security threats. ´´The primary reason to use Web or URL filtering is to block the 

inappropriate content (44%), control productivity (32%) and preserve network 

bandwidth (23%)´´ [33]. The proliferation of Web applications such as YouTube, 

FaceBook, My Space and so on, have made the companies consciously think about their 
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employees’ productivity and to ensure that the lure of Web does not have a negative 

impact on the organization. It has become common for employees to visit some social 

website and that can affect their productivity.    

 

After a detailed review on the STS firewall configuration, we have evaluated that the STS 

are using an inappropriate and unaffected approach towards web filtering. The following 

picture is taken from firewall configuration of the STS network and we can see that the 

IT administrator has manually blocked the whole network of 69.63.0.0, to block only 

www.facebook.com website. By blocking 69.63.0.0 network, all other website that lie 

within the 69.63.0.0 network addresses will be blocked too! The manual blocking of IP 

address is not a proper approach to solve this problem, beside this www.facebook.com 

also changes its IP address frequently, and user can still access this site by using different 

IP address, or using proxy servers.  

 
                                                     Figure 3.33 : Web Filtering Problem  
 
Beside it’s not only Facebook.com that might affect the productivity of the employees, 

there are so many other social networking websites that do the same as Facebook, Tagged 

and My Space are just examples!       
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The IT department has blocked so many unnecessary IP addresses, only to block one 

website. This may create an extra workload, messy configuration and confusion in 

understanding these steps in future. Beside, it will not really block the websites 

completely.    

 

3.4.3   Recommendation 

There are several solutions that exist in the market to address the above issues, which 

provide a flexible and suitable platform to maintain the STS firewall configuration and 

eliminate the above barriers. These issues are caused by changing the IT department’s 

employees from time-to-time, and lack of documentation, because every employee makes 

changes to the firewall’s configuration according to his judgment. After he leaves the IT 

department, the new employee does not have any knowledge about the changes that have 

been made by previous employee.    

 

The most important thing STS needs to do is to adopt proper documentation in IT 

department for any changes that have been made so that every new employee will be 

aware of old configuration and setting and reasons behind those issues. 

 

1. Duplication of ACL and Hit Count 

As we have mentioned earlier, we can not make any major change to STS network 

without their permission. The editing and changing the ACL is considered a major issue 

and it requires a lot of time and work and that is why the STS do not allow us to work 

with these areas. So we are only providing a recommendation, as we could not implement 

them.  

A thorough investigation should be carried out on a line-by-line basis to see if Zero Hit 

counted rules are really needed or whether they are superfluous and of no use. And any 

rule should exist once in the firewall, and no duplications should be allowed. Removing 

the useless rules will save the firewalls’ resources, make the troubleshooting easier, and 

block potential security holes. 
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Anyway we have only suggested them to investigate these issues carefully by their own 

IT department employees to try to eliminate the unnecessary configuration.   

 

2. Web filtering 

Basically URL filtering offers a variety of services while browsing on the Internet. It acts 

by looking at the actual URLs of websites and employs its database of websites by 

determining if a specific website is appropriate or not. This is because web-based threads 

have become more prevalent and organizations are involuntarily exposing themselves to 

unnecessary risk every day. Many kinds of services and software based solution have 

been introduced by network companies to overcome these issues. These solutions 

combine advanced web access control, thread controls and data prevention services 

together, and that it is why they are more effective and productive compared to manual 

setting.  The STS are using ASA 5510 firewall that has a built-in function of web filtering 

such as Websense and Secure Computing Smart Filter. They should use one of these 

options to get better and productive support.   

 
                                                          Figure 3.34 : URL filtering Server 
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                  (i) Websense 

The Websense is a kind of software that works to control and monitor the communication 

traffic over network. It works as proxy server, which offers monitoring and content 

blocking capabilities together with intranet HTTP and NNTP file transformation. 

WebSense software generates a detailed report of users browsing or interacting on 

different sites. This report contains the URL address and time period. The network 

administrator can easily block site by IP address or domain name through WebSense. 

There are different kinds of software that offer WebSense services separately.     

 

The ASA 5510 Firewall has Websense URL filtering feature. It enables Cisco IOS 

firewall to interact with the Websense URL filtering software, which allows network 

administrator to prevent users from accessing specified websites based on policy. The 

Cisco IOS firewall works with the Websense server to determine whether a particular 

URL should be allowed or denied. Websense is a third party filtering software, which can 

filter HTTP requests on the basis of destination hostname, destination IP address, 

keywords and user name. It maintains a URL database of more than 20 million sites that 

are organized into more than 60 categories and subcategories. There are the following 

benefits offered by Websense [34]: 

 

• Primary and Secondary Servers: The network administrator can configure 

multiple servers. The firewall only uses primary servers and all other servers are 

known as secondary servers. If primary server has become unavailable or goes 

down, Websense will automatically take any of the secondary servers to a primary 

server.    

• IP cache table: Websense offers an IP cash table that contains the IP addresses of 

web servers that are accessible for employees.  

• Packet Buffering: Websense helps to increase the maximum number of HTTP 

responses that a Cisco IOS firewall can hold.  

 

              (ii) Secure Computing Smart Filter 
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Secure Computing Corporation is a global network software security company that 

develops security software solutions. Smart filter is one of the software products that is 

offered by it and used to monitor and manage outbound web access. The Smart filter is 

also third party software that is used by Cisco ASA firewall. Smart filter is specific URL 

(Universal Resource Locator) filtering software that operates inside network to control 

user access to external Internet resources and allows users to restrict access to World 

Wide Web pages, newsgroups, and FTP sites [12].  

 

These software-based solutions offer following benefits: 

 
• They clearly control access to HTTP resources by internal network users and 

allow users to implement an Internet web access policy for employees.  

• They also integrate work with the Cisco Content Engine behind the firewall or 

router. 

 

3.5  Review and Recommendation on Physical 
Security 

3.5.1   Overview of physical Security infrastructure 

In recent times, organizations have found themselves facing numerous challenges that 

drive the need for a comprehensive secure solution towards physical security. These 

challenges include greater reliance on physical network infrastructure. The physical 

security has similar priority concern as data security and the first priority of physical 

security is human safety. When implementing a physical security infrastructure, 

organizations always need to be concerned about the potential threats, which can be occur 

at any time such as fire, flood, and natural disaster. The organization must implement 

physical security measures such as progressively restricted security zones, locked doors, 

access control systems, intrusion alarm systems, approved security containers, destruction 

equipment and other applicable measures to achieve a secure and reliable infrastructure. 

By combining an assessment of risk tolerance with an analysis of access requirements 
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and available technologies, an effective security system can be designed to provide a 

realistic balance of protection and cost. 

 

Currently the STS are using OCS inventory NG software to monitor and evaluate the 

hardware and software information of networked machines. It is free software, which 

enables users to inventory their IT assets. It requires a client program, which must be run 

on each client machine. The IT administrator can visualize the inventory through a web 

based interface.   

 
Figure 3.35 : The screen shot of OCS software 

 

The above picture shows an overview of the current network. It shows total number of 

machines on the network and many other specific details.  
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Figure 3.36 : Employee PC detail by OCS software 

 

The above picture shows a detailed view of a specific computer. It shows all licensed 

software their versions and hardware details on a specific computer. 

 

3.5.2   Evaluation 

According to our evaluation, the STS has a good physical security infrastructure. The 

STS head office is situated in a shopping mall, which always has a high security 

measures. The shopping mall uses surveillance cameras to protect the outside 

environment and every employee has smart card. The employees swap smart card into 

card reader to open any door or to get the access to any department. For all employees 

who use company computers that have licensed windows, antivirus and software; 

everything on these computers has been carefully checked and approved by IT 

department.    
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Our evaluation shows that, inside the STS office many Ethernet Ports are open. Users 

only need to connect their laptop via LAN cable to these open ports and they can simply 

connect to Internet or company’s network. These gaps show an unexpected harm or 

vulnerability to STS network. It is possible to hack or harm the STS network through 

these connections and it also might bring viruses or malware into the STS network since 

there is no guarantee of licensed software and antivirus having been installed.   

 

3.5.3    Recommendation 

We have suggested the STS IT department close down the unnecessary Ethernet ports or 

fix the password and authentication on these ports. The employees should inform the IT 

administrator and get their permission before they connect their laptop to these ports. 

They need to adopt more flexible methodology that can update them about network 

situation from time to time.  

 

3.6  Review and Implementation of Access and 
Authentication 

3.6.1   Overview 

As organizations implement the network information strategies to offer services that 

require an authentication procedure to access the information resources in the networked 

environment. The access and authentication matter have been considered as key issues in 

the companies for security purposes. The organization requires employees’ authentication 

and identification process to offer them different services under their limitation. There are 

number of technologies that have been used for authentication and access purposes. All 

of these technologies required a user name and password to check the identity and access 

level of users. The adoption of access and authentication methodology depends on 

organizational requirements and needs. With the right access and authentication solution, 

the network administrator can alter individual users, monitor entire network, and offer a 

flexible environment for employees.   
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The STS is a multifunctional organization that offers a verity of services such as ticket 

booking, education courses, arranging travel trips around the world and the booking of 

hotels. As we have mentioned earlier, it is an alliance organization. In order to perform 

the mentioned tasks, the STS employees need to connect with different platforms and 

they used different software’s that have separate usernames and passwords. 

 

3.6.2   Evaluation 

The STS are using multiple platforms and a variety of software to perform their task. The 

employees always need to remember multiple usernames and passwords to access 

different applications and many organizations have recognized this problem. Many 

organizations have experienced the problem that their employees have difficulties 

remembering multiple usernames and passwords. Multiplicity of passwords is always 

hard to remember and create headaches for users. One of the highly rated issues for IT 

department is resetting the password every day, which is onerous for them. Our 

evaluation has found the following issues at the STS office. 

 

1. The STS employees are commonly using the STS education System, Lotus 

Notes, City Airline application, Active Directories services, Wireless 

Connection, and AnyConnect applications. All of these applications have 

different passwords and usernames. Memorizing of multiple passwords and 

usernames make headache for employees. We have observed that some of 

STS employees write their passwords on a piece of paper and stick it on the 

front of their monitor. That is considered a highly risky issue and it must be 

need to be addressed for security purposes, because by writing a password on 

piece of paper is totally unsafe and anybody can steal and misuse of it.    

2. On the file servers, there are so many folders that have different access rights, 

based on the department, or even the role of the employee inside the specific 

department. Tracking the access rights, and changing them according to the 

directions of each department’s is a very time consuming process, and it might 
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get very tricky sometimes due to the common behavior of the access rights on 

the files and folders! 

 

3.6.3    Recommendation 

The first and foremost aim for IT administrator is to minimize the redundant 

authentication and provide a flexible environment for users. The network administrator 

needs to map out the various best practice approaches to solve these issues by using 

emerging technologies, so that companies can get better alternatives to overcome these 

issues. These solutions should be sufficiently robust and simple so that users can easily 

interact and adopt them. There should be a clean, simple, and well-defined (standard) 

interaction between employees and authentication process. There are many software 

based solution options available for this purpose, most of them are used as commercial or 

free software but they are not considered as perfect solutions since they need to install 

separately on client and server sides, which adds to the workload. After a detailed 

observation we have suggested to the IT department the following solutions.  

 
1. SSO  

 
SSO has been earlier considered as the vital solution for a growing number of login and 

password management challenges. The Single Sign On (SSO) is the process in which 

user need only remember one password and username and he can log on multiple 

applications. It can eliminate the headache of remembering multiple passwords for 

employees and can improve convenience for employees. SSO offers following benefit for 

employees such as [35]: 

• COMPLIANCE: SSO offers compliance in sense of controlling the user log in 

reports.  

• CONVENIENCE: SSO offers convenience in sense of using the same password 

and username for multiple applications.  

• CONVERGENCE: SSO offers significant enhancement and holistic security 

infrastructure as it checks the employees’ physical location, validates their 

identity and then lets them access the requested services.   
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We have advised STS to use Single Sign On services. It may help STS employees to 

eliminate the need to remember the different passwords and usernames for log-in 

different platforms. They can log-on to Windows, AnyConnect, Wireless Connection, 

Active Directories and VPN client by using same password and username, but they still 

need to use a different password and username to Log In on Lotus Notes. We have also 

tried to implement same password and username for Lotus Note Logging, but it requires 

a lot of work and does not look feasible. SSO services also offers secure, authenticated 

identities onto corporate networks and manages a multitude of unique application 

passwords for thousands of employees.  

There could be three ways to implement same password and username on Lotus Notes 

also such as 

• Reinstall Lotus Notes application on server and use Active Directory Service 

instead of Domino directory service. Databases must be backed up; then restored 

after this process. The messaging system will be down during the upgrade period. 

• Reinstall the Lotus Notes on each client and make the SSO option Check In (It 

required a lot of work and time, and that is why it also does not look feasible) 

• Third Party installation (that may cost 6000 USD for 200 users per year. It is not 

costly for a big organization as STS.)  

  
2. SharePoint 

SharePoint is a service provided by Microsoft. It makes a kind of a portal for the shared 

files on the network, so every user can see the files that he is allowed to, and gathers them 

in a central view so they can be easily accessed. One of the best features provided by 

SharePoint is that it gives a very comprehensive control over the rights assignments of 

the shared folders and files, so the administrator’s task becomes much easier, and errors 

become less frequent. We are strongly recommended that STS make use of this service 

that comes on the top of Windows 2003 Server. 
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3.6.4    Implementation 

With the regard to our recommendation to the STS IT staff, they were agreed upon the 

proceeding with Single Sign On implementations. For this purpose, we have installed the 

RADIUS server and fixed the SSO on it. So when any user who wants to use STS service 

via AnyConnect, VPN client, Wireless connectivity and Active Directories, he will use 

same password and username and will connect with RADIUS server. RADIUS server 

offers authentication, authorization and accounting process. RADIUS server will check 

each identity and will proceed with following request. 

 

 
Figure 3.37 : Implementation of Radius Server 

 
As shown above, we could configure the Firewall to authenticate the IP-Sec sessions 

(Left) and the AnyConnect sessions (Right) via the same radius server.  

The AAA provides the following benefits.  

 

• It helps Network Administrator to increase the flexibility and control of access 

configuration. 

• It offer scalability and standardized authentication methods such as RADIUS and 

TACACS+ and Kerberos.  
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Share point was recommended to the IT department, and as the STS IT administrator has 

mentioned that they will start implementing it as soon as possible. 

 

3.7  Reviews and Implementation of Disaster 
Recovery Plan 

3.7.1    Overview of Disaster Recovery Plan 

With the increasing importance of information technology for the continuation of 

business critical functions and the importance of protecting an organization’s data has 

become a more visible business priority in recent years.  The STS is a multinational 

company that has many branches and customers worldwide and deals with many other 

companies. It has a lot of data and resources that are needed to be highly protected in case 

of any unexpected disaster. 

Disaster Recovery Planning usually refers to recovery of IT systems and infrastructure 

components. The process of Business Continuity Planning deals with business functions 

rather than application systems, therefore DRP has consider as a core component of any 

Business Continuity effort. Many companies considered their DR effort as part of the 

Business Continuity effort because both of them are used for the same purpose and there 

is a number of areas which overlap over DR and BC. One of the major aspects of DRP is 

maintaining a good backup strategy to ensure a regular backups of organizational 

information and keep backup data away from the office for security purposes, so that 

organizations can recover themselves quickly in case of any disaster.    

 

3.7.2   Evaluation   

According to our evaluation the STS has two backup servers: an HP tape server, and 

SNAPSERVER. SNAPSERVER Server is used to keep the backup for Lotus Notes, 

active directories, files and all other information, where as the HP tape is used for 

backing up the media server (flyers, brochures, etc...), the information is copied onto HP 

tapes. These HP tapes consist of a set of 6 tapes that have capacity of 800 GB each. These 
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tapes are changed once a week. These tapes are keeps in a fireproof box at IT department, 

after data has been written on them.  

 

The STS is a multinational organization and it deals with huge amount of information 

every day, and that why they have shown to be careful about their DRP. Many researches 

have shown that an unreliable and insecure DRP can cause a big loss to organizations and 

in some cases it could ruin the organizations. One survey has showed that the 

organizations in the USA that do not have any good DRP, might after a major crisis, face 

a loss of business data, 43% companies were shutdown, 51% companies were closed 

within two years, and only 6% of companies were able to survive for long-term [22]. The 

adoption of proper disaster recovery plan strategies are growing among companies 

nowadays and these strategies require regular testing to work effectively.    

The following problems have been found during our evaluation.  

    

1. The STS are using media backup strategy and all backups are safe on tape drives. 

This approach offers a high data transfer speed of up to 80 MB per second and 

these tape drives are able to store large amounts of data until 800 GB per tape. It 

is also a cost effective and affordable solution for companies, when compared the 

ratio of cost per amount of stored data. However, the STS have higher risk for 

losing their backup data and they do not have any serious concern about reliable 

and quick disaster recovery plan since all backup servers exist in same room. 

2. Hard drives, tapes and local backup services are available today and it is excellent 

practice to use them, but they can not always protect data in case of fire, flood, or 

tsunami. The companies can easily lose data if any of these disasters happen, 

since the STS keeps its backup server in only one place (head office) and there is 

no other backup strategy or DRP being used by the STS, which showed unreliable 

and insecure disaster planning as opposed to having a good Disaster Recovery 

Plan. 



 93 

3.7.3    Recommendation 

The primary objective of a Disaster Recovery Plan is to take care of organization in the 

event of a disaster and re-establish critical business operation quickly within the shortest 

time period with a minimum data loss. We are recommending that STS should adopt an 

effective Disaster Recovery approach that can provide them maximum data recovery in 

any disaster event. The STS need to have a good, secure and reliable DRP to take care of 

its resources and in unexpected disaster occur, since it is a multinational organization that 

deals with many customers and much information. To overcome the above issues and to 

provide a better platform to the STS enterprise, we are recommending following 

solutions: 

 

1. Move backup server to another place 

As a good Disaster Recovery Plan the backup tapes should be kept away from the head 

office (most recommended place of minimum 50 mile distance), since the STS is using 

only recording backup approach and has only one backup source. In this case the most 

favorable place to keep their backup server is Airport Branch at Gothenburg or Land 

Vetter.  

 

2. Online backup or Remote Backup 

The second thing, we have suggested to them is an online backup strategy. An online or 

remote backup service enables companies to store and manage data online (through 

Internet). There are many companies that provide secure online backup services to 

organizations but they do charge for these services.  

 

Online backup systems contain a client software program, which runs on an everyday 

schedule. This program collects, compresses, encrypts, and transfers the data to the 

remote backup service provider's servers. These services give users a guarantee to keep 

data in a secure manner and on remote location. It is easy to setup, choose files and 

folders for backup and especially in getting files back, if users have lost the data. Today 

different kinds of online services are being used such as Backblaze, Carbonite, Data 

Storage Corporation, i-drive, Jungle Disk, and SOS Online Backup, etc.  
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                       Remote or online backup advantages over traditional backup 

• It does not require user intervention such as user does not need to change the 

tapes, CDs or perform any manual steps.  

• It maintains data offsite or different location that is considered as highly secure if 

any disaster happened. 

• It offers unlimited data retentions. 

• It offers 128-448 bit encryption for data transmission over insecure link. 

• Some online backup services work continuously at backend and it will 

automatically create back up of files, once it has been changed.  
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4 Conclusion 

The emerging of technologies offers various flexibilities and advancement for today’s 

networking industry. There is always need to update and upgrade the networking devices 

with latest techniques, these can help the organizations and users to get better, and more 

reliable results.   

 

This research was mainly focused on analyzing the different aspects of the STS network 

and gave them suggestions for network improvement by identifying the considerable 

issues and implementing flexible solutions. These implementations will help the STS 

network to work more effectively and offer a flexible environment for employees.   

 

A detailed observation has been done to evaluate the STS network aspects. We have 

studied each aspect carefully and found out the vulnerability issues related to each area. 

Then we have given our recommendation for an adequately solution to cover those 

weakness, with minimum cost and faster implementation techniques.   

 

However, in order to optimize the network efficiency the STS needs to adopt the 

suggested recommendations and the IT department must consider the discussed issues in 

this research. It will provide an efficient platform and will minimize the unreliability and 

network infrastructure risk.     
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