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Abstract 

This thesis is an experimental study to evaluate the performance of different routing 

protocols in commonly deployed scenarios. This study mainly focuses on how much 

time each protocol consumes while recovering from a link-loss. It provides a guide 

line for the best routing solutions for ISPs, individual organizations or other types of 

providers which are engaged in providing reliable real-time communications to their 

subscribers. Such communications may include vehicle trafficking data, online TV 

programs (IPTV), voice over IP telephony (VoIP), weather forecasts, tracking 

systems and many other services which totally depend upon the reliability of real-

time data streams, where any major loss in received data may bring significant 

negative results in the integrity of the entire application. 

 

This work experimentally observes and tracks the loss of UDP packets when changes 

in the network topology occur. In order to make this observation in real network 

topologies, a custom-designed software tool has been developed. The tool is capable 

of delivering enough resources to a tester in evaluating the performance of routing 

protocols. All the test results derived from the software tool are statistically 

evaluated and on the basis of the outcome a better proposition can be provided to 

network administrators which face inconsistent topological issues. 
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1 Introduction 

In the present information age, the eagerness to share date between computer users 

is rapidly growing day by day. This desire pushes technological inventors to come up 

with even more efficient and complex applications for the networking industry. Voice 

over IP, IP TV and other real-time applications have raised the interest of users and 

provide totally new horizons for the computer networking field. Since the demand for 

these kind of Internet applications is increasing, it is vital that a better 

communication framework is implemented, which resolves present problems and 

also takes care of the flow of data from source till destination. 

 

Routing protocols are the fundamental functions to perform packet forwarding in 

packet switched networks. Such protocols usually allow routers to identify neighbor 

routers, build adjacency relationships and find the best paths connecting different 

destination prefixes through physically connected links and/or routers. Routing 

protocols are unlike internet protocol (IP) which encapsulates user data to be 

transported from a source to destination computer(s). In simple words, it is a 

communicating language between routers to set up a converged network and 

overcome any consequences caused by any change in the network topology of a 

running network. In order to avoid losses of data while communicating between 

different network devices, it is required to apply routing protocols which fit according 

to the needs of the network topology. 

 

Almost each and every routing protocol faces some sort of down-time when resolving 

for an alternative path for a lost path. The down-time refers to the time interval 

between when a router loses valid forwarding information to a network and starts 

dropping packets destined for that specific network until a new valid path is provided 

to the router. Such down-times may depend on the route-updating behavior of 

protocols, the amount of information to be processed, the processing speed of 

router, the current processing load, the hardware architecture of router and the 

efficiency of recovery algorithms etc. All these factors may considerably affect the 

performance of routing protocols and may also cause severe loss of data during the 

convergence. By considering all these issues, it is required to perform an 

experimental observation which should evaluate the reliability of protocols and thus 

this thesis clearly depicts the required results which are the core of this research 
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project and quite helpful in understanding the selection of protocols in following up 

the real-time communication. 

  

To conduct this thesis work, a socket-based network application is designed which 

facilitates the control of the test parameters and is implemented in very simple and 

most commonly used scenarios. Notice that all the scenarios are designed and 

deployed in the lab environment with real hardware systems and no third-party 

software-based simulators are used to collect tests results. 

 

1.1 Target Readers 

This report is useful for network administrators, managers, students and individuals 

who are interested in learning and optimizing the performance of routing protocols 

specific to its structural deployment for real-time communication. It may help them 

to understand which routing protocol is the best choice in different custom-designed 

network scenarios. 

 

1.2 Problem Background 

There are two commonly used protocols available in the transport layer (OSI’s 4th 

layer from bottom): namely the transmission control protocol (TCP) and the user 

datagram protocol (UDP). Both protocols offer significant features and are quite 

different from each other. They are used to establish connection types between two 

end points. 

 

TCP offers a reliable connection with a re-transmission mechanism. Most of the 

applications on the Internet use a TCP connection since it offers a guaranteed packet 

delivery, packet sequencing and an automatic repeat request (ARQ). A TCP packet 

arriving at the destination is always acknowledged to its sender to guarantee a loss 

free communication. This protocol is so central that the entire Internet protocol suite 

is often referred to as “TCP/IP”. Since it offers accurate packet delivery, it sometimes 

experiences long delays and is not very good as a transportation medium for real-

time communications like voice or live videos. 

 

On the other hand however, UDP offers non-reliable and best-effort packet delivery. 

The reason why it offers non-reliable delivery is because many of the applications 

like online video streaming, voice over IP and etc. do not require packet re-
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transmission or sequence numbering. These applications are extensively based on 

real-time communications. UDP also does not acknowledge any packet arriving at the 

destination to ensure guaranteed delivery to its sender. Since it does not track the 

packet sequence and also does not confirm guaranteed delivery by acknowledging 

each packet arriving at the destination, it thus works much faster than TCP and is 

quite efficient in delivering short and random datagrams. It is the favorite choice for 

time-sensitive applications which do not value late-arrived packets (like in TCP). 

Techniques like broadcasting and multicasting also incorporate UDP for data 

transmission, since re-transmission schemes for these are hard to accomplish. 

 

Computer networks should be fully interconnected in order to provide the fastest and 

most reliable packet forwarding from source to destination with in a limited time-

frame. Any disruption of data-carrying links may trigger the routers to start finding 

alternative paths. However, if the routers lose connectivity to a destination, they 

start resolving for an alternative path in order to continue packet delivery. During 

this processing event, packets destined for a destination or network which 

temporarily are not available in the router’s forwarding table are dropped. 

  

In TCP communication, the impact of finding alternative paths and causing packet 

drops is easily recovered since its packets are engineered with a re-transmission 

mechanism. If a TCP packet is lost during the convergence of the routing tables, it 

may be recovered by using ARQ or ‘time-out to acknowledgement’ methods. On the 

other hand, UDP does not offer such features since it does not support any re-

transmission for lost packets. Thus any loss of UDP packets during route 

convergence cannot be recovered and this loss is more or less depending upon the 

selection of routing protocols in the available network topology. 

 

1.3 Motivation 

Real-time applications use UDP as a transmission protocol. Since UDP packets are 

delivered without any acknowledgement, dropped packets during routing table 

convergence cannot therefore be recovered. Any enormous loss of data during route 

convergence may have a huge impact on the integrity of application’s data. For 

example, packet loss during an active voice call session might be detected as silence 

or loss of speech for a while. 



 4 

Implementing quality of service (QoS) over UDP packets can resolve many delaying 

and packet-loss problems for real-time communications while making it an effective 

mode to offer time-sensitive and prioritized data transmission. However, QoS cannot 

explicitly resolve the problems of packet loss during route convergence period.  

 

Therefore, it is important to come up with a solution which should detect and resolve 

route convergence issues for networks offering real-time communication. It is also 

important to devise network administrators in selecting those routing protocols for 

their networks which offer minimum packet loss and delay during routing table 

convergence. Hence, these are the factors involved in conducting a study over 

different protocols and evaluate their recoverability performance after a link failure. 

 

1.4 Goal 

The research carried in this thesis experimentally observes the packet loss and time 

required by different protocols running over different scenarios. It also explains the 

issues causing slow convergence of routing protocols. ISPs and network 

administrators can consider the outcomes of this research as a guideline in 

optimizing their real-time communication networks to offer rapid and minimum 

packet-loss forwarding during route convergence.   

 

A special software tool is developed for the purpose to evaluate the performance of 

routing protocols. The software tool helps administrators in benchmarking the route 

recovery performance of routing protocols implemented on their networks. The 

software tool is assumed to be a freeware product which might be distributed over 

the Internet for networking community. 

 

1.5 Methodology 

An empirical methodology is used in this thesis project where real measurements of 

the performance of routing protocols are used as input data for a statistical analysis 

of the convergence time for different routing protocols. It is important to understand 

the impact of delay in convergence of the routing tables which may cause loss of 

real-time data. Therefore, time-sensitive tests are performed in order to gain a more 

precise understanding of the convergence time for different routing protocols.  
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Several tests are performed on different network topologies in order to obtain very 

precise results. The results from the software are later statistically analyzed to obtain 

significant values which would help in making better decisions in the selection of 

appropriate routing protocols for different scenarios. 

 

A set of scenarios are designed over which different routing protocols are tested to 

evaluate their individual performance. The scenarios range from simple topological 

structure to complex topological structures. Routing protocols like RIP and EIGRP are 

tested in a single area domain since they do not offer ‘area’ bounding; however IS-IS 

and OSPF protocols are tested in single as well as multi-area domains because they 

are capable of configuring with different areas. 

 

The performance of the routing protocols is measured in terms of down-time which 

any protocol faces while calculating new available paths and altering its forwarding 

table. It is the exact down-time a router faces while it begins dropping the UDP 

packets due to unavailable network destination until it recovers the path or destined 

network and continues forwarding the UDP packets to its destination. The time gap 

between two states will denote the delay for the corresponding routing protocol and 

will be used for analyzing the overall performance and to propose the best solution 

for different cases. 
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2 Routing Protocols 

The routing protocols represent the essential function in a packet switched network. 

They define and instruct routers to exchange information with other routers in order 

to provide IP routing capability. It is the core of any active network which provides a 

source for the destination delivery of IP packets. Routers negotiate, update and keep 

in contact with other routers through routing protocols. These protocols construct an 

underlying topological structure over the physical network architecture to deliver 

paths for IP packets (OSI’s 3rd layer from bottom) and enable them to be forwarded 

from one network to another. 

 

Different networks are connected together by exchanging routing information 

between routers. With the help of routing protocols, organizations can connect their 

discrete working body’s network (such as the finance department, human resource 

department, management department etc.) into a single network by exchanging 

their routing information between corresponding routers and switches. This design 

allows organizations to share information between their departments and also 

increase their productivity. 

 

The open architecture of TCP/IP has encouraged individuals and organizations to 

take part in the development of routing protocols and as a result more than a half-

dozen well-known IP routing protocols dominate the network industry [1]. 

 

Routing protocols can be manipulated in terms of distance vector and link-state. 

These types are differentiated in the sense as they conceive the network topology, 

the algorithm used in calculating link costs or next hops and convergence 

performance [1]. 

 

The purpose of this section is to provide a general overview of some of the most 

common routing protocols, which is helpful in the understanding of their functional 

behavior for convergence. 

 

2.1 Distance Vector Routing Protocols 

Distance vector routing (DVR) protocols are the type of IP routing protocols which 

implement the Bellman-Ford algorithm [16] for resolving the shortest paths in 
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between two nodes in a graph. Simple distance vector routing protocols broadcast or 

multicast their complete routing tables through all configured interfaces. Neighboring 

routers subjected to receiving such routing updates examine the received routing 

tables and compare the received information with their current available routing 

information. If there is any change necessary to be done, the router affixes the 

routing entries and broadcasts its own updated routing table to other connected 

devices [1]. This type of routing is concerned with the distance, vector or direction 

towards a destination. The protocol counts Hop to measure distances, whereas each 

Hop is referred to a router with in the distance. A router receiving a routing update, 

analyzes the received update, modifies its own routing table (if required) and add its 

own distance value to the route metric before sending it to its neighboring routers. 

 

This routing algorithm offers a very simple and easily-configured dynamic routing 

aspect for a network. Such types of routing protocols are simple to be implemented 

and are easy to troubleshoot [1]. Administrators are not required to have extensive 

knowledge to operate these protocols because of their lesser complexities. Such 

routing protocols send routing updates periodically to the neighboring routers and 

are also capable of adjusting the time intervals to send updates. 

2.1.1 Routing Information Protocol 

The routing information protocol (RIP) is one of the basic and simplest forms of 

distance vector routing protocol being implemented today. This protocol has come in 

two versions RIPv1 (RFC 1058) [2] and RIPv2 (RFC 1723) [3]. However, we will be 

discussing the newest version (RIPv2) since the older version is not a classless 

routing protocol and does not support variable length subnet masks (VLSM) for the 

network entries available in the routing tables. RIPv2 emerges with all the features 

available in RIPv1 and contains some extra features such as update authentication, 

multicasting and etc. along with backward compatibility. 

 

RIP was originally used by ARPANET and was designed to work with small-sized 

networks [2]. The protocol is limited to work up to 15 Hops. A network tried to being 

accessed after the 15th hop is considered as inaccessible. RIPv1 used to broadcast its 

routing updates, while RIPv2 encompasses multicast technique to send routing 

updates only to those routers or devices who have subscribed the routing updates. It 

uses the reserved class D address 224.0.0.9 to multicast updates. The advantage of 
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implementing multicast is that not every routing device is required to unwrap the 

routing update message unless it is not subscribed to that service. This method 

saves the bandwidth of link and CPU cycles of a router. 

2.1.1.1 RIPv2 Features 

The following are the most useful and necessary features implemented in RIPv2: 

 

Authentication of Node: 

The authentication of node is a security feature added in RIPv2. This feature allows 

routers running RIPv2 to authenticate the communicating routers (also running 

RIPv2) in order to accept the routing updates. Its purpose is to avoid junk or corrupt 

route entries to be injected in the routing table from illegitimate routers/machines. A 

router not configured with this mode will accept routing updates from other non-

authenticated RIPv2 routers as well as RIPv1 routers [3]. 

 

Subnet Masks: 

Routing updates contain subnet mask value for each network entry in order to 

support subnetted or classless networks. This feature enhances the reachability of 

RIPv2 to those networks where RIPv1 simply cannot reach. It also helps in saving 

the IP addresses by acknowledging VLSM networks [3]. 

 

Next Hop: 

This feature allows routers to indicate a next hop to prevent routing of packets 

through unnecessary hops. It is considered to be an “advisory” field [3]. 

 

Multicast: 

This feature reduces the load on the routers which are neither taking part in the RIP 

updating process nor want to listen to its update messages. In RIPv2, devices send 

routing updates only to those particular devices which have subscribed to the update 

messages [3]. Thus, it results in saving the bandwidth and resources. 

 

Queries: 

If a router running RIPv2 receives messages from a RIPv1 router, it also responds 

back to the router with RIPv1 messages [3]. This feature enables the backward 

compatibility in the RIP version 2 protocol. 
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2.1.1.2 Message Format 

In order to communicate with other RIP enabled routers, RIP uses a special message 

or packet format to collect and share routing information. All the communication is 

UDP-based and uses port number 520. Any router sending information to another 

router will use port number 520 and will also accept information received on the 

same port number. However other information messages or queries can be sent from 

a different port number but they are directed to port 520 on the target machine. The 

header size of UDP is 8-bytes and can be appended with a maximum datagram size 

of 512-bytes, which all together assembles a RIP update message. Figure 2.1 is the 

format of the UDP packet used in RIP. 

 

 

 

Figure 2.1: RIP update message 

 

RIPv2 uses all the unused fields available in the original protocol to support its 

enhancements. Its updates can carry entries for up to 25 routes. Figure 2.2 shows a 

detailed format of RIPv2 message. 

 

 

 

Figure 2.2: RIPv2 message format diagram 

 

UDP header (8 bytes) Datagram (Max. 512 bytes) 
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2.1.1.3 RIP Forwarding Information Base 

The forwarding information base (FIB) is the table which stores the routing entries. 

This table is used for forwarding packets to the destinations given inside the IP 

header. RIPv2 generates the same FIB table as in RIPv1 with the difference that it 

also contains subnet mask values along with the network addresses [4]. The 

following are the components used in the FIB. 

 

IP address: 

IP addresses of the destination hosts or networks are stored together with their 

corresponding subnet mask values. 

 

Gateway: 

It is the gateway address which appears at the first place on the path and connects 

to the destination network. 

 

Interface: 

It points toward the physical interface which is connected to a known network. 

 

Metric 

It is the value which defines the cost of a network and it helps devices to identify the 

shortest distance by considering the minimum metric value. 

 

Timer 

It holds the remaining time value required to broadcast the update messages on the 

network. 

2.1.1.4 Limitations of RIP 

The creators of RIPv2 have tried to modernize the protocol to fit the current needs of 

routing protocols but they could not eliminate all the limitations which were present 

in RIPv1. They simply limited its purpose to be used as an interior gateway routing 

Protocol (IGRP) for small networks or autonomous systems (AS). Some of the 

significant limitations of RIP are defined below: 
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Lack of Alternative Routes: 

In figure 2.3, RIP keeps a single route entry to each destination in its routing table. 

However, if a route becomes invalid, RIP would not know any other alternative route 

to that particular destination and as a result it has to wait until it receives an update 

from other routers before it can begin its own search for an alternative route [1]. 

This technique keeps the routing table at a minimum but may also lead to a slow 

convergence and temporary unreachable destination issues. 

 

 

 

Figure 2.3: Unavailability of alternative paths 

 

 

Counting to Infinity: 

One of the most vital limitations of RIP is the counting to infinity problem. It is the 

issue in which RIP counts to infinity in order to resolve certain errors. Such errors 

may occur due to routing loops. Since RIP depends on timely updates, counting to 

infinity may bring slow convergence of the network [1]. In figure 2.4, router E loses 

its connection with network1 and sends an update to router A reflecting its own 

distance to reach network1 with an increment in the hop count. Router A sends the 

update to router D and also receives an update from router B to reach network1 with 

a higher distance. Router A again updates router D with the distance it received from 

other routers to reach network1 with an increment in its own distance value. The 

updating process keeps continuing in a loop between all the routers until the distance 

value to network1 in any of the router cross 15, which ultimately excludes the 

routing entry from the routing table. 
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Figure 2.4: Counting to infinity issue in RIP 

 

Hop Maximum: 

One of the limitations which does not allow the RIP to be implemented in large 

networks is its maximum hop count of 15. This limitation is inherited from RIPv1 and 

is the only solution to break the counting to infinity problem [1]. Therefore, RIP is 

only suitable for networks having a maximum of 15 or fewer hops. In figure 2.5, all 

the routers update their neighboring routers with regards to network1 with an 

incremented distance value for each time the update message is sent. At router D, 

the distance value to access network1 is reached at 16 and the route becomes 

invalid and the entry is deleted from the routing table. 

 

 

Figure 2.5: Hop count limitation in RIP 

 

Static Distance Vector Metrics: 

By default, the RIP counts each hop as 1 to setup its metric cost. The cost value can 

also be adjusted manually. However, the static nature of the metrics makes RIP a 



 14 

rigid protocol and does not allow adapting dynamically depending upon delay, 

bandwidth, traffic loads or reliability etc [1]. 

2.1.2 Enhanced Interior Gateway Routing Protocol 

The enhanced interior gateway routing protocol (EIGRP) is a moderated version of 

interior gateway routing protocol (IGRP). Both protocols are distance vector routing 

protocols and are Cisco proprietary. One of the major achievements in EIGRP is its 

support for layer-3 multiprotocol like IPX, AppleTalk etc. This support is not available 

in IGRP and that is why it is considered to be an obsolete protocol. However, EIGRP 

maintains its full compatibility with IGRP and both protocols can distribute routes to 

each other without any extra configuration. 

 

EIGRP and IGRP use different ways to calculate their metric values and also maintain 

different hop-count limits. EIGRP uses a 32-bit long metric, and in contrast IGRP 

uses a 24-bit long. Therefore, by multiplying or dividing with the factor of 256 both 

protocols are allow to work together and redistribute their routes to each other 

automatically. EIGRP also limits its maximum hope count to 224 which is a bit lesser 

than IGRP, which supports up to 255 hops [1]. EIGRP calculates its link metric as 

follow: 

 

metric = bandwidth + delay 

 

2.1.2.1 EIGRP Design 

EIGRP is an advance distance vector routing protocol but when it comes to update 

neighbors and maintain routing table information, it acts like a link-state protocol. Its 

superior design aspects over the IGRP are given below:  

 

Rapid Convergence: 

One of the biggest problems resolved in the EIGRP is its fast convergence over any 

other DVR protocols. The introduction of the diffusing update algorithm (DUAL) made 

it the best choice among DVR protocols. With the use of DUAL, EIGRP can converge 

instantly by offering guaranteed loop-free topology and updating all the EIGRP 

enabled devices synchronously [1]. It also stores all the tables in the RAM, so that 

any change in the topology can be reacted to quickly. 
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Efficient Use of Bandwidth: 

Instead of sending timely devised complete routing tables, the EIGRP maintains its 

connectivity by sending small sized Hello (keep-alive) messages to the routers. The 

method to check persistency of connections by sending hello packets allows EIGRP to 

consume very little bandwidth [1]. However, EIGRP also sends partial incremental 

updates rather than sending complete tables every time. It sends such partial 

updates to only those routers who need the information by requesting through query 

messages. 

 

VLSM and CIDR Support: 

EIGRP exchange the corresponding subnet masks of each network to allow VLSM and 

classless inter-domain routing (CIDR). However, this support is not available in IGRP 

[1]. 

 

Multiple Network-Layer Support: 

Unlike IGRP, EIGRP supports most of the available layer-3 protocols (e.g. IP, IPX and 

AppleTalk) with the help of its protocol-dependent modules (PDMs) [1]. 

 

Routed Protocol Independence: 

The modular design of EIGRP allows it to support new developments or 

enhancements in this protocol without modifying the core of the protocol. Developers 

can design new features for this protocol and can append those features without 

worrying about its compatibility issues. The design of EIGRP allows it to acquire 

updates in routed protocols easily without any troublesome. 

2.1.2.2 EIGRP Packet Types 

Unlike any other DVR protocol, EIGRP relies on specific types of packets which allow 

its reliable operation. The following five packet types are involved in the EIGRP 

processing: 

 

Hello Packet: 

This type of packet is used to discover, verify and rediscover neighbor routers. It 

uses class D multicast address 224.0.0.10 to send hello packets [1]. Packets are sent 

at a fixed regular interval depending upon the bandwidth of link. The interval time is 

configurable and can be adjusted manually by the administrator. An EIGRP neighbor 
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is rediscovered if two routers cannot not listen to each other’s hello messages for a 

specific hold time but then successfully establish the communication [1]. Such 

packets do not require acknowledgement [5]. 

 

Acknowledgement Packet: 

This type of packet is a data-less hello packet which is sent to provide 

acknowledgment for a reliable communication. A reliable transport protocol (RTP) 

provokes the requirement for acknowledgment packets in order to guarantee the 

delivery of packets [1]. Unlike hello packets which are multicasted, acknowledgment 

packets are unicasted as a receipt to the sender. An acknowledgment packet can 

also be sent in a response to the reply packets. 

 

Update Packet: 

Update packets are sent when a new neighbor is discovered. A unicast update packet 

is sent to the newly discovered router for filling its routing table. It is also sent to 

existing routers when a topology change is detected. For such events, EIGRP 

multicast the update packet, so that every router can update its routing table. All the 

update packets are sent reliably and require acknowledgment from their recipients. 

 

Query Packet: 

A query packet is a packet sent by a router to request for a particular piece of 

information from the routing table of its neighboring routers. This type of packet 

helps in filling required or missing information in one’s routing table. This type of 

packet can be sent using multicast or unicast and it must be acknowledged. 

 

Reply Packet: 

Reply packets are used in order to response to the query packets. They are also 

useful in cases when DUAL cannot find a feasible successor upon the failure of a 

present successor, so the router multicasts query packet to all neighbors looking for 

a successor to the destination network [1]. All the neighboring routers must send 

replies with either required information or no information. Reply packets are always 

sent reliably and are of unicast packet type. 
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2.1.2.3 Technological Aspects of EIGRP 

In order to provide the best routing capabilities, the EIGRP implements four main 

technologies in its underlying processing to bring the fastest and reliable DVR 

protocol solutions. 

 

Neighbor Discovery/Recovery: 

Neighbor discovery/recovery is the process in which routers send periodic messages 

on directly-connected attached networks in order to discover the neighboring 

routers. This process is usually done by sending very small overhead hello packets to 

ascertain the connectivity [5]. If the router continues receiving the hello messages, it 

assumes that the other end is functioning correctly. Hello messages are sent 

periodically and their time interval can be adjusted manually. Once the connectivity 

between neighbors is identified, routing information exchange takes place. This 

process also helps in rediscovering routers which were previously unreachable or 

inoperable [5]. Figure 2.6 shows all the steps required in building an adjacency with 

a neighboring router. 

 

 

 

Figure 2.6: Neighbor discovery process for EIGRP 

 

Reliable Transport Protocol: 

Since EIGRP is a protocol independent routing protocol, it does not rely on TCP/IP to 

unicast or multicast messages. To stay independent, it uses reliable transport 

protocol (RTP) in order to provide guaranteed and sequenced packet delivery [1]. It 

has the capabilities to provide reliable as well as unreliable delivery services 
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depending on the requirements of communication. In situations when a router needs 

to send hello messages, which does not actually require acknowledgement from 

receivers since the message is multicasted to several recipients, so the RTP performs 

unreliable message delivery. But on the other hand, messages or packets (e.g. 

routing updates) require acknowledgments, thus RTP helps in performing a reliable 

transmission by inserting extra information in the packet header. The entire process 

of reliable and unreliable delivery allows EIGRP to work efficiently in links of varying 

speed [5]. 

 

DUAL Finite State Machine: 

It is the route calculation engine of EIGRP. Its goal is to provide a fast route 

computation by considering loop-free connectivity. It uses the metric to perform its 

calculation in a very efficient manner [5]. The convergence of a network also relies 

on the processing of the DUAL. The information stored in the neighbor table and the 

topology table is used by DUAL in case of a network disruption has occurred. It 

computes and selects routes to be inserted into the routing table depending upon the 

feasible successor. 

 

Two commonly used terms successor and feasible successor are involved in 

explaining EIGRP route selection. A successor is a neighboring route that is currently 

selected as a primary route to forward packets [1][12]. This route offers the lowest 

path cost with guaranteed loop-free connectivity to a destination. However, a 

feasible successor is a backup path which should be available in the neighbor and 

topology table. This path is used when the current successor is unavailable, though 

enabling the feasible successor to become a successor path [1]. Feasible successor 

offers the next lowest-cost path without any routing loop after the successor path. 

 

DUAL closely works with feasible successors to bring them up as a successor path by 

testing its loop-free connectivity and the lowest cost metric. It is the ultimate routing 

decision maker in EIGRP. 

 

Protocol Dependent Modules: 

EIGRP is developed on modular design architecture. This design helps EIGRP to be 

scalable and adaptable. Figure 2.7 shows that it stores all the required information in 

a similar group of tables for each routed protocol. Therefore this design is also 
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referred to as protocol-dependent module (PDM). Each PDM performs all the required 

functions on any of the implemented routed protocols [1]. 

 

 

 

Figure 2.7: EIGRP maintaining different tables for each layer-3 protocol 

 

For example, in the case of IP-EIGRP, PDM is responsible for following: 

• Sending and receiving EIGRP packets encapsulated in IP packets 

• Notifying DUAL for the received IP routing information 

• Preserving the results of DUAL routing decisions in the IP routing table 

• Redistributing routing information to other routers capable of IP routing 

 

2.2 Link-State Routing Protocols 

Link-state routing (LSR) is a type of routing protocols which uses Dijkstra’s algorithm 

[17], sometimes also referred to as shortest path firth (SPF) algorithm to compute 

its routing table. This algorithm requires more memory and CPU processing power as 

compared to any distance vector routing protocols. Its design structure offers great 

scalability and rapid convergence features which may also require intensive 

knowledge for the administrator to implement [1]. 

 

Link state routing protocols, as the name it self explains, basically act on the state of 

the link interfaces [13]. Routers running such protocols generate a complete 

database of all the links available in the network based on the link state 

advertisement (LSA) received form other routers and also forward those LSAs, 

including their own, without making any changes to them. A smoothly running 

network maintains an identical link state database within every router by exchanging 
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LSAs throughout the network. Once, every router gathers enough information by 

receiving multiple LSAs, a complete overview of the network topology with its link 

state is known to every router, thus allowing each router to run SPF algorithm 

independently to compute the shortest path for all the destination networks [1]. The 

computed shortest paths are then entered into the routing table which is used for 

forwarding packets. 

 

Such protocols are very intelligent since they keep a complete picture of the entire 

network topology and can individually decide to choose the best routing paths. Any 

change or failure to the link may provoke routers to run the shortest path algorithms 

and help them to maintain the reliability of network efficiently.  

2.2.1 Open Shortest Path First 

Open shortest path first (OSPF) is a link-state routing protocol described in several 

RFCs, but the most current one is RFC 2328 [1]. It is developed by the OSPF working 

group of the Internet Engineering Task Force (IETF). The word ‘Open’ used in this 

protocol because it is an open standard protocol which is available to the public for 

open use and is a non-proprietary protocol [1]. OSPF overcomes all the issues which 

are available in distance vector routing protocol, and making it the best choice 

among network administration in terms of scalability, convergence and broadcast 

management. 

 

Since OSPF’s functionalities act on state of the link, it considers bandwidth as an 

important element in calculating the shortest paths through which optimal routing 

performance is achieved prior to no delay or congestion. It is one of the capabilities 

of OSPF to actively monitor link states and recalculate the shortest paths for 

destinations in case a change is noticed. The protocol is expressly designed for 

TCP/IP Internet environment and does not support other layer-3 protocols like 

Novel’s IPX or Apple’s AppleTalk. However, this protocol is packed up with VLSM and 

CIDR routing capabilities along with update-authentication and multicasting [6]. It 

routes IP packets without any encapsulation within a transit AS.  

 

In OSPF, each router shares its link state with neighboring routers through flooding, 

causing all routers to develop a database containing link status and the interface 

number to reachable neighbors. Such databases are known as link-state databases. 
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The database is identical within the AS or area. Once the advertisement is done, 

each router runs the exact same algorithm over the database to construct a tree of 

shortest paths to the destination by designating itself as root. The constructed tree 

provides paths to all the available network destinations by considering maximum 

bandwidth availability. All the external links to the OSPF are implanted as leaves to 

the tree since they are being distributed through external sources [6]. One of the 

interesting features available in the OSPF is load-balancing. Load-balancing is usually 

provoked when two or more paths offering same cost to a destination, though 

resulting in router to use those paths to traffic packets on per-packet basis or per-

destination basis [18][19]. 

 

OSPF has also included the concept of ‘areas’ in an AS. An area is referred to as a 

group of network addresses creating a logical topology over the physical structure. 

Such functionality allows information hiding since only the members of area can see 

each other routes. It also protects the network from bad routing information, since 

the networks are grouped together into invisible boundaries. Areas may also be used 

for generalization of an IP sub-netted network [6]. Figure 2.8 shows area-based 

topological structure in the OSPF.  

 

 

 

Figure 2.8: Multi-area OSPF routing 

 

To provide efficient convergence with no loops, OSPF offers the designated router 

(DR) and backup designated router (BDR) concept inside the network topology. The 

purpose of DR is to generate LSAs and perform other special responsibilities vital in 

running of OSPF. A DR is adjacent to all other routers within a network and it act like 

a spokesperson for the network [1]. Both DR and BDR are elected through a certain 

criteria and can also be set manually. They ultimately reduce the amount of routing 
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protocol traffic and also the size of link-state database [6]. Figure 2.9 shows an 

Ethernet broadcast multi-access topology which must elect a DR and BDR to enable 

route update monitoring along with several other features. 

 

 

 

Figure 2.9: DR and BDR selection in OSPF 

2.2.1.1 Packet Types 

OSPF works with the help of five different types of packets. They are defined below: 

 

Hello Packet: 

Like EIGRP hello packet, this packet type is used to establish connections with 

adjacent routers and maintain its connectivity. 

 

Database Description Packet: 

Database description packets (DBD) are used to describe the contents of link-state 

database. 

 

Link-State Request Packet: 

Link state request (LSR) packets are used to request a specific piece of information 

from a router in order to fill or recover the path(s) to a destination. 

 

Link-State Update Packets: 

Link state update (LSU) packets are used to transport LSAs (link-state 

advertisements) to the neighboring routers which help in filling link-state databases. 

 

Link-State Acknowledgement Packet: 

Link state acknowledgement (LSAck) packets are used to acknowledge LSA packets 

from neighboring routers. 
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2.2.1.2 Functional States 

OSPF performs complex internal processing in order to provide efficient routing. It 

relies on different communicating states which breaks down the complex processing 

into several different manageable steps: 

 

Down: 

This is the initial state which indicates no information has been exchanged between 

the neighboring routers [6]. 

 

Init: 

In this state, a one-sided transmission between two routers takes place. It is an 

initiation to start the conversation. A router sends a hello packet to its neighboring 

router without knowing it and expects it to respond back with its identification [6]. 

To establish a relationship between neighbors, one must receive a hello packet to 

start this state and then bring the relationship into further stages [1]. 

 

2-Way: 

At this stage, bi-directional communication between neighboring routers is 

established with the help of the hello protocol [6]. A router enters into 2-way state 

when it sees itself inside neighbor’s hello packet [1]. This stage is acquired just 

before beginning the adjacency establishment. 

 

ExStart: 

This is the first stage in creating adjacency between neighbor routers but as yet no 

full adjacency has been established [6]. At this stage, routers exchanging hello 

packets, decide which router should be the slave or master to specify their 

relationship. The router with the highest ID wins the title to become master. This 

stage is triggered by exchanging DBD packets [1]. 

 

Exchange: 

At this stage, routers exchange DBD packets to describe each other with their link-

state databases. In the case of partial information, a router may send link-state 

requests to receive further more link-state advertisements [6]. 
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Loading: 

In this state, link-state request packets are sent in order to receive further 

information through link-state advertisement. 

 

Full: 

At this stage, neighboring routers are fully adjacent to each other and include their 

adjacencies in all LSAs. Figure 2.10 depicts a comprehensive overview of different 

states during neighbor negotiations. 

 

 

 

Figure 2.10: Functional activity for OSPF during establishing adjacency 

2.2.1.3 Databases 

OSPF accumulates its data into three different databases. These databases help in 

maintaining neighbor adjacencies and offer fast convergence upon any change in the 

link state. 

 

Adjacency Database: 

The adjacency database maintains list of routes through all neighboring routers by 

which a bi-directional communication is established. This database is unique to every 

router. 
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Link-State Database: 

The Link-state database, also known as the topological database, stores information 

about all the routers available within the network. It helps in conceiving the network 

topology. Every router within the network must maintain identical topological 

database. 

 

Forwarding Database: 

The forwarding database, also known as the routing database, stores routing 

information obtained after running the SPF algorithm over the link-state database. 

This table provides information for forwarding IP packets to their destination 

networks. This table is unique to each router in a network. 

2.2.1.4 OSPF Operations 

Routers running OSPF perform following five steps: 

 

Establish Router Adjacencies: 

The first process any OSPF router performs is to establish adjacency relationship with 

the neighboring routers [1]. This task is achieved by exchanging hello packets with 

each other [1]. A router sending hello packet includes its router ID inside the packet. 

Usually, in the first place, a loopback interface with the highest IP address is selected 

as the router ID. If no loopback is configured, the physical interface with the highest 

IP address is selected as an alternative router ID. Figure 2.11 shows the router ID 

selection on the bases of highest interface IP addresses since there are no loopback 

addresses available. 

 

 

 

Figure 2.11: Router ID selection during adjacency establishment 
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Elect a DR and BDR (if required): 

With the help of hello packets, OSPF also accomplishes its election process for DR 

and BDR routers [1]. The router with the highest ID within the area or network is the 

winner to become the DR. Since the role of the DR is very delicate, a shadowed DR is 

elected as the BDR. The purpose of BDR is to serve as secondary DR if the real DR 

fails. Through this fault tolerance, a more reliable network operation is provided. 

Once the election process for DR and BDR is done, a new router joining the network 

with ID higher than the current available DR or BDR cannot take any of their places 

until they are restarted [6]. The process of election usually occurs in multi-access 

Ethernet networks, as shown in figure 2.12. 

 

Figure 2.12: DR and BDR selection for different network types 

 

Discover Routes: 

In figure 2.13, once the election process is done, routers exchange routing 

information between DR, BDR and every other router available within the network or 

the same area. 

 

Figure 2.13: Different OSPF packet exchanges during route(s) convergence 
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Select Appropriate Routes to Use: 

Once the link-state databases are generated, routers process SPF algorithm on their 

respective databases to fill up the routing table. SPF considers cost values in order to 

produce routing paths, as shown in figure 2.14. However, a cost is usually 

represented by the bandwidth offered by its link. 

 

 

 

Figure 2.14: Path selection based on cost value 

 

Maintain Routing Information: 

After network convergence, OSPF routers must maintain their routing information. If 

any change occurs within the network topology, routers use a flooding process to 

notify each other. Dead intervals in hello protocol, with the default duration of 40 

seconds, are partly used to identifying a link failure. 

2.2.1.5 Area Types 

In large internetworking, link-state routing protocols usually face problems like slow 

convergence, low memory, too much CPU processing or hugely populated routing 

and topological tables. OSPF protocol bounds different networks into several areas, 

as shown in figure 2.15. This feature is also known as hierarchical routing [1]. 

Hierarchical routing enables OSPF to manage large internetwork routing into several 

small interarea routing. 

 

By using hierarchical routing, OSPF can be implemented over very large networks. It 

may offer many salient features like minimizing the frequency to run SPF 

calculations, saving the router’s memory by maintaining small routing tables and 

reducing the link-state update’s overhead. Any change within an area does not cause 

the routers belonging to other areas to reprocess their routing tables, since the LSUs 
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are bounded to be flooded with in the specific area where the change is occurred. 

Practically, it is suggested to limit the size of an area up to 50 routers [1]. 

 

 

 

Figure 2.15: Area bounding in OSPF 

 

OSPF areas can be identified with different types, which are explained below: 

 

Standard Area: 

A standard area is an area which accepts link updates and route summaries obtained 

from any router through any type of area. An area which is not marked with any 

specific type is referred to as standard area. 

 

Backbone Area: 

A backbone area is a transit area which connects all other types of areas. A 

backbone area possesses all the features of a standard area. Area 0 is always 

denoted as backbone area. All other areas must establish a connection with a 

backbone area in order to exchange route information. It behaves like a central 

entity or head area for all other areas. 

 

Stub Area: 

A stub area does not accept routing information that is external to the autonomous 

system or the OSPF internetwork. For example, non-OSPF routes or redistributed 

routes are excluded in stub area. In order to reach excluded networks from the stub 

area, routers use default route (0.0.0.0) which provide packet routing to destinations 

not available inside the routing table. 
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Totally Stubby Area: 

A totally stubby area does not accept routes external to the autonomous system as 

well as summary routes from other areas internal to the autonomous system. Such 

areas always use default routes to route packets outside its area boundary. This 

helps in isolating a network which should not be aware of routes outside its relative 

area. It is a Cisco proprietary feature and this feature is only available in Cisco 

manufactured routers. 

 

Not-So-Stubby Area (NSSA): 

A not-so-stubby area is a type of area which is similar to a stubby area but it further 

allows for importing and translating different types of LSAs. 

 

The only factor by which these areas differ from each other is the way they handle 

external routes. However, external routes are the routes which are not a part of the 

OSPF inter-network and are injected through a source outside from the autonomous 

system. Figure 2.16 shows three commonly used areas available in OSPF. 

 

 

 

Figure 2.16: OSPF’s different types of areas 

 

2.2.2 Integrated Intermediate System to Intermediate 

System 

Intermediate System to Intermediate System (IS-IS) was originally designed to 

serve as connectionless network protocol (CLNP) to route OSI packets, but its 

extended version, also known as Integrated IS-IS, was introduced to support rapidly 
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growing IP networking. Thus, our main concern would be towards its extended 

version. The extended version of this protocol was commented in RFC 1195 [1] and 

invented before the OSPF protocol. It is one of the protocols which can 

simultaneously support packet routing of two different network layers, i.e. IP and 

OSI [7]. Figure 2.17 depicts that network administrators can use integrated IS-IS to 

route packets between both IP and OSI networks separately as well as 

simultaneously. 

 

 

 

Figure 2.17: IS-IS connecting networks using IP and ISO addressing 

 

It is a type of interior gateway protocol (IGP) which is used to distribute IP and OSI 

routing information within an AS, as well as to other AS. The term ‘intermediate 

system’ refers to a router which makes decisions in routing data packets over 

different paths or networks [7]. The protocol offers great stability in an environment 

where intensive communication load is applied on networks, thus making it very 

popular among ISPs. It is a link-state routing protocol where topology information 

exchange takes place with their neighbor routers and link-state updates are sent 

upon any change of a link is noticed. This information is spread throughout the AS, 

helping routers to conceive the whole picture of topology. Once the topology is 

conceived, it calculates and establishes end-to-end paths by using the Dijkstra 

algorithm [7]. This algorithm enables router to resolve the best end-to-end path to 

deliver packets by means of the shortest path. 
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The main advantage of this protocol is that a router with in an autonomous system 

knows the entire topology of its network. During transmission, if a link is down, the 

routers connected as its neighbor send updates to other routers which help the 

network to choose another best path in order to continue the transmission. Another 

good point is its automatic construction of adjacencies with other intermediate 

systems and also choosing a designated intermediate system which will be 

responsible for advertising updates. This enables networks to converge rapidly and 

save a great deal of bandwidth and CPU processing. The process to elect designated 

intermediate system repeats every time when a new router joins the network. Large 

networks configured with this protocol can be classified into different areas, which 

provide a scalable solution and also allow network administrators to manage and 

troubleshoot the network easily. The areas in IS-IS behave as different domains, 

which help routers to identify traffic to specific internetwork zones, like areas in 

OSPF. 

2.2.2.1 IS-IS Protocol Data Units (PDUs) 

In IS-IS, different types of routing specific packets are identified as PDUs. These 

PDUs help in establishing, maintaining and updating the entire IS-IS internetwork 

domain. The following are the types of PDUs available in this protocol. 

 

Hellos: 

These are the data units used in establishing, recovering and maintaining 

adjacencies with neighbor IS-IS routers [8]. These packets are exchanged every 10 

seconds except a designated intermediate system (DIS) which exchange after every 

3.3 seconds. 

 

LSP: 

The link state PDU (LSP) is specifically used to advertise the state of link running IS-

IS protocol [8]. 

 

CSNP: 

The complete sequence number PDU (CSNP) is an update containing a complete set 

of information (i.e. LSPs) known to the router [8]. Its responsibility is to guarantee 

that all the routers should have the same information and are synchronized with 

each other. 
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PSNP: 

The partial sequence number PDU (PSNP) is a kind of acknowledgement packet, 

which is used to acknowledge routing updates (LSPs) on a point-to-point link and 

may also request the missing information after receiving a CSNP [8]. 

2.2.2.2 Routing Levels 

Like OSPF, IS-IS also offers the concept of an area. However, this concept is 

somewhat modified in terms of its implementation. The IS-IS offers two different 

types of routing levels (Level-1 and Level-2). The proper implementation of these 

two routing levels gives area bounding between routers and networks. 

 

In first type of routing level, routing between intermediate systems and end systems 

(computer node, etc.) takes place. Such routing is performed within an area by 

looking at the system IDs and choosing the shortest paths. Where as, the second 

level of routing is performed between areas through specific type of intermediate 

systems. Such intermediate systems identify their inter-area networks and advertise 

them to other area’s intermediate systems. 

 

In order to achieve such hierarchical routing, IS-IS defines three different types of 

routers used in building areas. A pictorial representation of these router types 

bounded to offer routing services at different levels is provided in figure 2.18. 

 

Level-1 IS: 

Also known as L1 routers, these are routers which learn paths and traffic data with in 

an area (intra-area) [15]. These are the routers connected with end systems to offer 

an end-to-end connectivity for data routing. Such routers use LSPs to create intra-

area topology. 

 

Level-2 IS: 

These are routers which are only responsible for learning and calculating the shortest 

path between the different areas (inter-area). They also use LSPs to build topologies 

between areas [15]. Such routers are also referred to as L2 routers. 
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Level-1-2 IS: 

These are the routers which offer connectivity between intra-area and inter-area 

networks. Such routers learn routes from inside an area as well as between different 

areas. They offer a single point to provide connectivity between two different levels 

of routing. They are also known as L1L2 routers. 

 

The paths between L2 and L1L2 routers are known as the backbone paths through 

which routing between different areas takes place. It is also mandatory that each 

router running IS-IS always belongs to an exact area. 

 

 

 

Figure 2.18: IS-IS router types connecting different areas 

 

2.2.2.3 Network Types 

IS-IS defines two different types of networks in terms of its functionality which are: 

 

Point-to-Point Networks: 

Point-to-point networks connect a pair of routers through serial lines. Routers having 

point-to-point connection first send hello packets to identify each other’s interfaces 

to build adjacency and then use CSNP to form full database synchronization. A DIS is 

also not elected in such networks since both routers are directly connected to each 

other. 
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Broadcast Networks: 

Broadcast networks are capable of connecting more than two routers and require a 

DIS to manipulate changes in the network. Hello packets or other protocol packets 

are broadcasted on the network so every router is able to listen to the updates and 

also acknowledge their presence. For such networks, a DIS is elected, which holds 

the right to flood changes within the network. Examples of such multi-access 

networks are ethernet, token ring and fiber distributed data interface (FDDI). 

2.2.2.4 IS-IS Operation 

An IS-IS operation can be described as follows: 

 

• Any router running IS-IS protocol sends out hello packets from all its 

configured interfaces to discover and build adjacencies with other routers 

• If two routers exchange hello packets and fulfill some criteria, they become 

neighbors to each other. The criteria may require mutual understanding for 

authentication, intermediate system type or maximum transmission unit 

(MTU) size 

• Routers start building LSPs according to their local interfaces and the prefixes 

learned from neighbor routers 

• Routers start flooding LSPs to all other neighbor routers except to those from 

which they receive the same LSP. This technique helps in obtaining a full 

adjacency without any routing loops 

• All the routers start building their link-state database from the received LSPs 

• An SPF algorithm is executed on the link-state database to obtain optimal 

routing paths and the entries are stored in the router’s forwarding table 

 

2.3 Convergence Issues 

Link failures or other network changes in a network trigger routers to update each 

other. Some routing protocols allow routers to exchange their complete routing table 

with other routers before getting the converged state. However, other protocols only 

exchange the specific change and allow routers to recalculate their own topology 

table and obtain the converged state. This entire process may always take some 

time and is prone to packet loss or routing loops. 

 



 35 

One of the barriers in converging networks rapidly is the update of all the routers at 

the same time. There is no technique which updates all the routers at the same time. 

Therefore, a proper selection of the applied routing protocol may help in reducing the 

converged time and save unnecessary packet loss and devastating routing loops. The 

following factors may directly affect the convergence time of a routing protocol. 

 

• The selection of protocol plays great role since each protocol is defined with a 

different set of algorithms to update and process network changes 

• The metric or cost value in link-state and distance or number of hops in 

distance-vector routing protocols 

• Processing load on an individual router 

• The bandwidth offered by the link and the communication load on those links 

with respect to bandwidth 

• A total number of routers participating in the dynamic routing 

• Load of traffic affected by the topological change 
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3 Test Software 

Today’s software industry offers many examples of off-the-shelf network simulation 

software through which virtualization of network design and its implementation has 

become possible. Such software allows designers to evaluate the network 

performance by using several predefined gauges. However, the feasibility of different 

types of results is limited to software package and in some cases may not fulfill a 

particular requirement of user. Therefore, to carry out work for this thesis, it is 

considered important to design a customized software tool/simulator which helps in 

taking different types of measurements over a network. The tool is further explained 

below. 

 

3.1 Why is it required? 

Network simulators can be used to simulate a network design for evaluating the 

performance of routing protocols. However the results achieved could be different as 

compared to real network topologies which vary in organizations according to their 

network designs. Therefore, it is necessary to come up with a software tool which 

could be run over real networks to help in evaluating the performance of applied 

routing protocols. The tool, named “Route Recovery Analyzer”, designed for this 

thesis work is a very small sized computer application which helps in measuring 

some significant values necessary to offer a proposition. It is a customized item of 

software, designed and programmed to calculate specific measurements for 

networks. This tool should not be considered as limited to the goal of this thesis. It is 

also a software item for end-users which may utilize it in benchmarking their own 

running networks. It is expected to be distributed as freeware. 

 

3.2 Functionality 

The software tool is a windows-based network application written in C# language. It 

is developed using an object-oriented approach, embedding Winsock services, multi-

thread processing and several exceptions handling to make the software run error 

free. The software generates a number of UDP packets for a target end-system and 

counts the packet loss during any link failure and its recovery through an alternate 

path. It is also capable of measuring the down-time occurring during the process of 
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alternative route selection. Such result combination allows calculating routing 

protocol performance subject to specific network topologies. 

 

3.3 Components 

The tool “Route Recovery Analyzer” is based on two components. Both components 

should work together to perform tests. A more extensive description of each 

component is provided below. 

3.3.1 UDP – Client 

The UDP-Client is a primary component, which generates all the traffic used for 

testing purposes. Each UDP packet is of 28 bytes, in which 8 bytes is for header and 

20 bytes for payload. Figure 3.1 shows a typical UDP packet including overhead and 

approximate payload size. The payload contains a packet serial number and a very 

refined time-stamp value generated at the time packet is released. These two values 

are used to calculate the amount of lost packets and the time difference between 

starting and ending for packet loss. 

 

 

 

Figure 3.1: UDP packet size used for testing communication 

 

It also provides a very simple interface to the users through which they can change 

parameters like target IP address where the second component is running, target 

port address listening for UDP transmission, average rate of packets and the total 

number of packets needed to be sent on the other end. Figure 3.2 shows a sample 

screenshot for the component “UDP – Client”. 

 

8 bytes overhead 18 ~ 20 bytes payload 
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Figure 3.2: Snapshot of Route Recovery Analyzer (UDP – Client) 

 

Once the specified amounts of packets are transferred, this component establishes a 

TCP connection to retrieve results from the other end. The reason for choosing a TCP 

connection is because it offers reliable and guaranteed packet delivery, which in this 

case is a must requirement in order to retrieve and compile the test result. The 

section ‘output buffer’ in this tool shows all the running activities and prints a 

complete evaluation report once the test is completed successfully. 

3.3.2 UDP – Server 

The UDP-Server is the second component, which listens to the transmission and 

records any packet loss as well as its corresponding time-stamp in order to calculate 

the elapsed down-time. This component serves as end-node terminator which simply 

receives all the available packets and records any state change. While listening to a 

running transmission, if a certain amount of packets are lost, it notes the time 

obtained from the last packet received and wait until it again start receiving packets. 

Once the receiving is resumed, it again notes the time by reading time stamp from 

the first packet after the resumed transmission and calculate the elapsed down-time. 

The elapsed time between two time-stamps provides the total down-time any 

protocol faces while finding an alternate path. 
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Figure 3.3: Snapshot of Route Recovery Analyzer (UDP – Server) 

 

It offers the user to change listening port for UDP packets, in case if the port is busy 

or occupied by any other application. Besides, it also shows the connection status 

and prints all the activity in real-time mode. Once the UDP packets transmission is 

over, it establishes a TCP connection with its first component to send back the 

collected statistics. Figure 3.3 shows a sample screen shot for the component “UCP – 

Server”. 

 

 

Download: Route Recovery Analyzer available at www.waqaslam.com 
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4 Tests 

To evaluate the converging performance of different routing protocols, it is obvious 

to design some scenarios upon which real implementation of protocols are done. 

Once the topology is constructed, the designed software tool is used to calculate the 

down-time, the duration required for finding the alternative path during 

convergence. To accomplish tests, a set of network equipments are used, as shown 

in table 4.1. For the purpose of bringing uniformity between all the test scenarios, it 

is also considered to use same type of equipments in order to avoid hardware or 

software specification differences. Cisco’s 2800 series routers with IOS version 

12.4(7c), Cisco’s 3600 series switches and workstations with AMD Athlon 2.0Ghz 

processor are used for all test scenarios. 

 

Equipment Quantity 

Router 6 

Switch 2 

Workstation 2 

 

Table 4.1: Hardware equipment used during testing 

 

Each routing protocol has been tested ten times to collect a number of data which 

will be helpful in calculating the average and standard deviation. Therefore, following 

sections present the evaluated scenarios. Each scenario is different from others in 

terms of number of routers used and the number of paths offered to a target 

network destination. 

 

4.1 Scenario 1 

4.1.1 Topology 

The scenario showed in figure 4.1 implements two routers which provide two multi-

links to each other. The primary path chosen by the protocol will be the fastEthernet 

link since it offers greater bandwidth. In case this link is down, a backup serial link 

will be the ultimate selection to continue forwarding packets. A fastEthernet link at 

R2 is deliberately shut down to trigger alternate path selection process. 
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Figure 4.1: Test scenario 1 with two routers 

4.1.2 Results 

4.1.2.1 RIPv2 

Table 4.2 lists all the test values for RIPv2 protocol. A total of 500 packets with an 

average rate of 40 packets per second are sent during the test transmission. Since 

RIP updates are sent periodically, a huge uncertainty can be noticed in each test 

result. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 500 40 121 03.6953136 

2 500 40 67 01.8526640 

3 500 40 375 10.1045296 

4 500 40 311 08.4120960 

5 500 40 214 05.7983376 

6 500 40 221 05.9785968 

7 500 40 375 10.2347168 

8 500 40 58 01.5822752 

9 500 40 355 09.5637520 

10 500 40 98 02.7239168 

Average 219.5 5.99461984 

Standard Deviation 128.6375183 3.433500809 

 

Table 4.2: Test results for scenario 1 running RIPv2 



 43 

4.1.2.2 EIGRP 

Table 4.3 lists all the test values taken for scenario 1 running EIGRP. It also uses the 

exact transmission parameters as RIPv2, which is enough since the scenario offers 

very basic and simple connectivity between only two routers. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 500 40 312 08.4721824 

2 500 40 188 05.1474016 

3 500 40 99 02.6037440 

4 500 40 98 02.6538160 

5 500 40 371 10.0244144 

6 500 40 257 06.9499936 

7 500 40 148 04.0157744 

8 500 40 224 06.0687264 

9 500 40 150 04.0257888 

10 500 40 293 07.8713184 

Average 214 5.783316 

Standard Deviation 93.24519648 2.528508751 

 

Table 4.3: Test results for scenario 1 running EIGRP 

4.1.2.3 OSPF 

To obtain test results for OSPF, a very basic configuration of the protocol is 

performed to notice its default behavior. Table 4.4 shows all the test results taken 

for this protocol. 

  

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 500 40 206 05.5079200 

2 500 40 205 05.5279488 

3 500 40 183 04.8169264 

4 500 40 204 05.5179344 

5 500 40 204 05.5279488 

6 500 40 182 04.8870272 

7 500 40 113 03.0143344 

8 500 40 110 02.9742768 

9 500 40 132 03.5851552 

10 500 40 204 05.5279488 

Average 174.3 4.68874208 

Standard Deviation 40.01402532 1.079511238 

 

Table 4.4: Test results for scenario 1 running OSPF 
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4.1.2.4 IS-IS 

To collect a variety of test results from different protocols, scenario 1 is also 

implemented, using IS-IS. Table 4.5 shows all the results provided by this protocol. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 500 40 414 11.1460272 

2 500 40 413 11.0959552 

3 500 40 208 05.5880352 

4 500 40 414 11.1159840 

5 500 40 210 05.5780208 

6 500 40 413 11.1259984 

7 500 40 214 05.6280928 

8 500 40 424 11.4164160 

9 500 40 210 05.6180784 

10 500 40 213 05.6180784 

Average 313.3 8.39306864 

Standard Deviation 107.8919727 2.939144225 

 

Table 4.5: Test results for scenario 1 running IS-IS 

 

4.2 Scenario 2 

4.2.1 Topology 

The scenario showed in figure 4.2 uses 3 routers to provide alternative path selection 

from a totally different router. The primary path to forward packets between UDP-

Client and UDP-Server would be through R1 and R3, but a link failure at R3 will 

enable R2 to forwarding packets through. 

 

 

 

Figure 4.2: Test scenario 2 with three routers 
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4.2.2 Results 

4.2.2.1 RIPv2 

During this test, the number of UDP packets sent is increased, since RIP requires 

more convergence time as the number of routers is increased. The following table 

(4.6) shows all the results taken from RIPv2. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 1000 40 484 12.6381728 

2 1000 40 327 11.0759264 

3 1000 40 655 19.7884544 

4 1000 40 716 21.7112192 

5 1000 40 449 17.2347824 

6 1000 40 464 13.9901168 

7 1000 40 840 28.9716592 

8 1000 40 771 23.2834800 

9 1000 40 815 24.5653232 

10 1000 40 967 29.1318896 

Average 648.8 20.2391024 

Standard Deviation 208.0874816 6.459338891 

 

Table 4.6: Test results for scenario 2 running RIPv2 

4.2.2.2 EIGRP 

In EIGRP, the number of packets sent is reduced to a default parameter since its 

convergence time is faster than RIP and does not require any extra amount of 

packets to be sent even after the path is recovered. Table 4.7 lists all the test results 

derived from EIGRP. 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 500 40 77 02.0829952 

2 500 40 76 02.1130384 

3 500 40 77 02.0930096 

4 500 40 78 02.1030240 

5 500 40 77 02.1130384 

6 500 40 78 02.1530960 

7 500 40 76 02.1530960 

8 500 40 77 02.1130384 

9 500 40 75 02.0729808 

10 500 40 77 02.0930096 

Average 76.8 2.10903264 

Standard Deviation 0.918936583 0.02678839 

 

Table 4.7: Test results for scenario 2 running EIGRP 
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4.2.2.3 OSPF 

To test the OSPF, similar parameters like in EIGRP are used to fetch test results. 

Table 4.8 lists all the test results taken from this protocol. 

  

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 500 40 203 05.5680064 

2 500 40 225 06.0286688 

3 500 40 206 05.5479776 

4 500 40 206 05.5479776 

5 500 40 204 05.5479776 

6 500 40 205 05.5780208 

7 500 40 204 05.5780208 

8 500 40 206 05.5680064 

9 500 40 207 05.5980496 

10 500 40 204 05.5680064 

Average 207 5.6130712 

Standard Deviation 6.446359869 0.146896832 

 

Table 4.8: Test results for scenario 2 running OSPF 

4.2.2.4 IS-IS 

Table 4.9 lists all the test results taken from IS-IS protocol running over scenario 2. 

Since IS-IS and OSPF, both function similarly, therefore no significant differences in 

their values are found. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 500 40 208 05.6581360 

2 500 40 208 05.6381072 

3 500 40 211 05.6681504 

4 500 40 206 05.6381072 

5 500 40 211 05.6681504 

6 500 40 213 05.6681504 

7 500 40 210 05.6581360 

8 500 40 194 05.2575600 

9 500 40 210 05.6981936 

10 500 40 213 05.7582800 

Average 208.4 5.63109712 

Standard Deviation 5.521674464 0.13576398 

 

Table 4.9: Test results for scenario 2 running IS-IS 
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4.3 Scenario 3 

4.3.1 Topology 

The scenario showed in figure 4.3 implements four routers to observe the routing 

convergence. The path through R1, R2 and R3 is chosen primarily in forwarding 

packets from UDP-Client to UDP-Server. Two links (serial and fastEthernet) at R3 are 

shutdown to route packets through router R4. 

 

 

Figure 4.3: Test scenario 3 with four routers 

4.3.2 Results 

Since RIPv2 requires considerable time for convergence, its result collection is not 

further continued from the onward scenarios. 

4.3.2.1 EIGRP 

Table 4.10 lists all the results taken from EIGRP. The quantity of packets sent is 

increased since one more router is added compared to previous scenarios. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 1000 40 73 02.0829952 

2 1000 40 76 02.0529520 
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3 1000 40 76 02.0930096 

4 1000 40 74 02.0529520 

5 1000 40 76 02.0729808 

6 1000 40 75 02.0729808 

7 1000 40 75 02.0729808 

8 1000 40 78 02.0930096 

9 1000 40 77 02.0829952 

10 1000 40 76 02.0729808 

Average 75.6 2.07498368 

Standard Deviation 1.429840706 0.014004255 

 

Table 4.10: Test results for scenario 3 running EIGRP 

4.3.2.2 OSPF 

The number of packets dropped in OSPF convergence is increased, which is further 

discussed in chapter 5.3. Table 4.11 is the collection of test results taken for this 

protocol. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 1000 40 207 05.5379632 

2 1000 40 204 05.5479776 

3 1000 40 207 05.5379632 

4 1000 40 204 05.5479776 

5 1000 40 206 05.5680064 

6 1000 40 205 05.5379632 

7 1000 40 257 08.7826288 

8 1000 40 286 07.6910592 

9 1000 40 206 05.5279488 

10 1000 40 188 05.5579920 

Average 217 6.083748 

Standard Deviation 30.04810957 1.163637562 

 

Table 4.11: Test results for scenario 3 running OSPF 

4.3.2.3 IS-IS 

IS-IS and OSPF, both at this scenario offers almost the same performance. Table 

4.12 contains all the test results collected from IS-IS protocol. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 1000 40 212 05.6581360 

2 1000 40 207 05.6381072 

3 1000 40 209 05.6481216 

4 1000 40 209 05.7182224 

5 1000 40 206 05.6581360 
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6 1000 40 209 05.6681504 

7 1000 40 209 05.6581360 

8 1000 40 208 05.6581360 

9 1000 40 211 05.6681504 

10 1000 40 213 05.7783088 

Average 209.3 5.67516048 

Standard Deviation 2.162817093 0.041972962 

 

Table 4.12: Test results for scenario 3 running IS-IS 

 

4.4 Scenario 4 

4.4.1 Topology 

The topology showed in figure 4.4, offers 5 routers through which communication 

between two testing nodes takes place. The path through R1, R4, R3 and R5 is the 

primary path for transmission; however a fastEthernet link failure at R4 enables the 

network to traverse communication through R1, R3 and R2 and continue forwarding 

packets towards the destination. 

 

 

Figure 4.4: Test scenario 4 with five routers 

4.4.2 Results 

4.4.2.1 EIGRP 

The following table (4.13) lists all the test results collected from scenario 4 running 

EIGRP.  
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Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 1000 40 416 11.1760704 

2 1000 40 480 12.8584896 

3 1000 40 395 10.5752064 

4 1000 40 411 12.3878128 

5 1000 40 454 12.1775104 

6 1000 40 517 13.8399008 

7 1000 40 483 12.9786624 

8 1000 40 488 13.1188640 

9 1000 40 549 14.7111536 

10 1000 40 424 11.3363008 

Average 461.7 12.51599712 

Standard Deviation 50.27491091 1.262757203 

 

Table 4.13: Test results for scenario 4 running EIGRP 

4.4.2.2 OSPF 

At this stage, LSR protocols have started to show better performance results. Table 

4.14 is the collection of results for the protocol OSPF. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 1000 40 207 05.5680064 

2 1000 40 207 05.5780208 

3 1000 40 207 05.5680064 

4 1000 40 80 02.1731248 

5 1000 40 206 05.5479776 

6 1000 40 207 05.5680064 

7 1000 40 207 05.5479776 

8 1000 40 207 05.5379632 

9 1000 40 208 05.5479776 

10 1000 40 208 05.5780208 

Average 194.4 5.22150816 

Standard Deviation 40.20005528 1.071184049 

 

Table 4.14: Test results for scenario 4 running OSPF 

4.4.2.3 IS-IS 

Table 4.15 collects test results for the protocol IS-IS. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 1000 40 207 05.5780208 

2 1000 40 206 05.5379632 

3 1000 40 202 05.5279488 

4 1000 40 204 05.5479776 

5 1000 40 203 05.5379632 
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6 1000 40 201 05.5079200 

7 1000 40 207 05.5880352 

8 1000 40 202 05.5179344 

9 1000 40 203 05.5279488 

10 1000 40 204 05.5279488 

Average 203.9 5.53996608 

Standard Deviation 2.131770261 0.025334651 

 

Table 4.15: Test results for scenario 4 running IS-IS 

 

4.5 Scenario 5 

4.5.1 Topology 

The topology showed in figure 4.5, offers six routers working together to exchange 

routing information under a single routing process ID. The primary path selection is 

through R1, R3, R4 and R5. However both fastEthernet link failures at R3 totally 

change the network topology by enabling the packets to route through R1, R2, R3, 

R5, R4 and R6. 

 

 

Figure 4.5: Test scenario 5 with six routers 

4.5.2 Results 

4.5.2.1 EIGRP 

Table 4.16 is the collection of ten sample test results taken for EIGRP running in 6 

routers scenario. 
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Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 1000 40 313 08.4521536 

2 1000 40 230 06.1688704 

3 1000 40 193 05.2074880 

4 1000 40 262 07.1002096 

5 1000 40 119 03.3147664 

6 1000 40 281 07.5809008 

7 1000 40 257 06.9399792 

8 1000 40 188 05.0973296 

9 1000 40 292 07.9814768 

10 1000 40 261 06.9900512 

Average 239.6 6.48332256 

Standard Deviation 58.29084167 1.55844143 

 

Table 4.16: Test results for scenario 5 running EIGRP 

4.5.2.2 OSPF 

The following table (4.17) is the collection of test results for protocol OSPF. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 1000 40 204 05.5579920 

2 1000 40 205 05.5479776 

3 1000 40 206 05.5980496 

4 1000 40 346 09.3133920 

5 1000 40 357 09.5937952 

6 1000 40 205 05.5780208 

7 1000 40 204 05.5379632 

8 1000 40 205 05.5680064 

9 1000 40 206 05.5479776 

10 1000 40 206 05.5680064 

Average 234.4 6.34111808 

Standard Deviation 61.77593922 1.641837728 

 

Table 4.17: Test results for scenario 5 running OSPF 

4.5.2.3 IS-IS 

The following table (4.18) is the collection of test results for protocol OSPF. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 1000 40 209 05.6581360 

2 1000 40 208 05.6381072 

3 1000 40 214 05.6581360 

4 1000 40 211 05.6881792 

5 1000 40 210 05.6481216 

6 1000 40 209 05.6481216 
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7 1000 40 212 05.6981936 

8 1000 40 211 05.6781648 

9 1000 40 209 05.6581360 

10 1000 40 211 05.7082080 

Average 210.4 5.6681504 

Standard Deviation 1.776388346 0.023604167 

 

Table 4.18: Test results for scenario 5 running IS-IS 

 

4.6 Scenario 6-A 

4.6.1 Topology 

The topology showed in figure 4.6, offers a very basic set of multi-area networking, 

allowing only two areas to communicate with each other. The primary path selection 

would be through fast Ethernet links via all routers; however failures to those links 

between routers enable serial links to take their place and continue the forwarding 

action. The following topological diagram is subject to OSPF configuration. 

 

 

 

Figure 4.6: Test scenario 6-A with three routers running OSPF over two areas 

4.6.2 Results 

4.6.2.1 OSPF 

Since the design of the scenario is specific to OSPF, no other protocols are therefore 

tested in this topology. Table 4.19 lists the collected results from this scenario. 
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Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 500 40 182 05.5579920 

2 500 40 183 05.5579920 

3 500 40 183 05.5279488 

4 500 40 183 05.5279488 

5 500 40 117 03.5450976 

6 500 40 99 03.0043200 

7 500 40 182 05.5379632 

8 500 40 183 05.5579920 

9 500 40 181 05.5179344 

10 500 40 183 05.5279488 

Average 167.6 5.08631376 

Standard Deviation 31.7041883 0.96337915 

 

Table 4.19: Test results for scenario 6-A running OSPF over multi-areas 

 

4.7 Scenario 6-B 

4.7.1 Topology 

The following topology, as shown in figure 4.7, is nearly identical to the topology in 

scenario 5-A; the only difference is that this topology is referred to as IS-IS 

configuration. 

 

 

 

Figure 4.7: Test scenario 6-B with three routers running IS-IS over two areas 
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4.7.2 Results 

4.7.2.1 IS-IS 

The following table (4.20) lists all the test results taken for protocol IS-IS. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 500 40 189 5.7582800 

2 500 40 186 5.6080640 

3 500 40 186 5.6381072 

4 500 40 219 6.6295328 

5 500 40 185 5.6080640 

6 500 40 184 5.6180784 

7 500 40 186 5.6080640 

8 500 40 184 5.6280928 

9 500 40 186 5.6080640 

10 500 40 184 5.5980496 

Average 188.9 5.73023968 

Standard Deviation 10.68176015 0.319408953 

 

Table 4.20: Test results for scenario 6-B running IS-IS over multi-areas 

 

4.8 Scenario 7-A 

4.8.1 Topology 

The topology showed in figure 4.8, offers multi-area networking between three 

areas. It is an advance shape of topology compared to previous scenario and 

implements six routers. Obviously the primary path is the fast Ethernet link between 

routers, but a link failure at RA3 router enables itself to route the traffic through 

serial links and so on. This topological diagram is only applicable in the OSPF routing 

technique. 
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Figure 4.8: Test scenario 7-A with six routers running OSPF over three areas 

4.8.2 Results 

4.8.2.1 OSPF 

Table 4.21 lists the collection of result samples taken from multi-area topology 

running OSPF. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 1000 40 483 13.2089936 

2 1000 40 319 08.6624560 

3 1000 40 376 10.2347168 

4 1000 40 297 08.0716064 

5 1000 40 319 08.5623120 

6 1000 40 541 14.6210240 

7 1000 40 384 10.3749184 

8 1000 40 259 07.0000656 

9 1000 40 283 07.7411312 

10 1000 40 353 09.6939392 

Average 361.4 9.81711632 

Standard Deviation 89.57454996 2.433176584 

 

Table 4.21: Test results for scenario 7-A running OSPF over multi-areas 
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4.9 Scenario 7-B 

4.9.1 Topology 

The topological diagram shown in figure 4.9 is identical to the previous scenario; 

however it only offers IS-IS for its implementation. 

 

 

 

Figure 4.9: Test scenario 7-B with six routers running IS-IS over three areas 

4.9.2 Results 

4.9.2.1 IS-IS 

The following table (4.22) lists a collection of test results taken from the protocol IS-

IS running over multi-areas. 

 

Test # Pkts Sent Avg. Pkt Rate Dropped Total Downtime 

1 1000 40 276 7.5208144 

2 1000 40 274 7.5308288 

3 1000 40 275 7.5308288 

4 1000 40 281 7.5208144 

5 1000 40 284 7.5308252 

6 1000 40 283 7.5308288 

7 1000 40 281 7.5208144 

8 1000 40 281 7.5308288 
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9 1000 40 281 7.5308288 

10 1000 40 282 7.5108000 

Average 279.8 7.52582124 

Standard Deviation 3.489667288 0.007080967 

 

Table 4.22: Test results for scenario 7-B running IS-IS over multi-areas 
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5 Discussion 

This section summarizes all the outcomes obtained by running several different tests 

and shows some significant results through graphical representations. A detailed 

discussion is also carried out on the facts which cause diversity in the performance of 

routing protocols tested over different scenarios. Further, this discussion is intended 

to help the reader to understand the evaluated performance of routing protocols 

bounded to specific topological structures. 

 

All the results are represented in the form of bar-charts which depict the average 

value of result calculated from ten different tests. The average value would help in 

understanding the expected performance of protocols. Moreover, a standard 

deviation for each averaged result is also calculated to represent the dispersed effect 

of changes. A standard deviation value would help in measuring and understanding 

the variability of test results [9]. 

 

* A vertical line over each bar in a graph is the dispersed variation or standard 

deviation of the average of result. 

 

5.1 Scenario 1 

This scenario implements RIPv2, EIGRP, OSPF and IS-IS protocol to evaluate 

converging performance in a simple two router topological structure. All the protocols 

are configured with their default parameters and without tweaking their features. 

Figure 5.1 clearly depicts the average loss of packets observed during the tests. 

RIPv2 experiences almost a similar loss of packet as compared to EIGRP since it is 

configured to trigger updates on the serial links if a topology change is made. Due to 

this, a link failure of fastEthernet, which is the default path for routing, triggers 

routers to update each other through serial link and start forwarding packets through 

the same link. For RIPv2, routers are required to exchange complete routing tables 

which takes time in generating the update message and also processing the received 

message. A higher variation in the packet loss is experienced for RIPv2 due to its 

obvious slow convergence. 

  

In case of EIGRP, routers are required to process their own routing information table 

by determining the existence of any alternative loop-free path. At this point, the 
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router looks for any feasible successor installed in the topology table to bring it as a 

successor to the destination and continue the packet forwarding. Since the metric 

difference due to fastEthernet and serial links is huge, the EIGRP would not install 

any feasible successor in this scenario and so making routers send queries and 

receiving corresponding updates to process and install new routing paths. The overall 

communication process usually takes some time and results in packets being 

dropped. 
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Figure 5.1: Average packet loss in scenario 1 

 

In the case of link state routing protocols, which process routing entries by 

calculating SPF algorithm, OSPF offers the best performance. It stores a complete 

overview of the network topology and triggers specific updates in case of topological 

changes. OSPF sends different types of small LSAs to keep the network consistent 

and in contrast IS-IS, it uses a single LSP to send all the accumulated updates [10]. 

This behavior proves favorable to OSPF since its frequent updating advertisements 

allow this two router scenario to respond very quickly to a link failure. IS-IS takes 

considerably much time since it requires an LSP to start running the SPF algorithm to 

confirm a new route entry into the routing table. Thus building an LSP might take 

time as compared to independent LSAs sent in OSPF. Even though IS-IS requires 

more time for convergence, the variations in its packet loss are lesser than RIPv2. 

OSPF offers the least variation which proves its stability for the topology. 

 

The average down-time shown in figure 5.1 is also proportional to the packet loss 

shown in figure 5.1.  As significant numbers of packets are lost, the higher the down-

time is experienced by its protocol. 
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Figure 5.2: Average down-time in scenario 1 

 

In terms of configuration and troubleshooting, RIPv2 is considered the easiest 

protocol to be implemented in such a small topological structure. 

 

5.2 Scenario 2 

The results shown in figure 5.3 and figure 5.4 are conceived from scenario 2 which 

implements three routers connected with each other via serial links. In this test, 

EIGRP response as the most successful protocol offering very less packet drops and 

convergence time since it keeps a record for feasible successor in its topology table. 

All the links connected together with routers offer the same bandwidth and delay 

(metric value), thus enabling EIGRP to identify feasible successor for backup route 

purposes. When a link is down, EIGRP actively brings a feasible successor to react as 

a successor and start forwarding packets. The entire process is done internally within 

a router and does not require any delivery for query or update messages to other 

routers acknowledging the topological change. EIGRP also experiences very less 

variations in its packet loss and down-times since its converging process only 

requires the confirmation to bring feasible successor as successor and is bounded to 

the router’s internal affairs. 

 

RIPv2 seems to experience quite high packet loss and down-times since it requires 

all its routers to exchange their complete routing tables with each other and this 

process may take some time depending on the number of routers and links used. It 
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also experiences high variability (standard deviation) due to its resulting effects and 

is not a suitable protocol for such topological structures. 
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Figure 5.3: Average packet loss in scenario 2 

 

OSPF and IS-IS offers almost the same effects due to link failure and its 

convergence. Since both protocols require some kind of communication with the 

neighboring routers for alternative path selection, these link-state protocols therefore 

require higher time to converge as compared to EIGRP. During the converging 

process and adding a new routing entry to the forwarding table, these two protocols 

also need to process SPF calculations on the topology table. 
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Figure 5.4: Average down-time in scenario 2 
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Like EIGRP, the variability of changes in link-state protocols is also remarkably 

unnoticeable, thus allowing these protocols to offer very smooth transition for 

alternative path processing. 

 

5.3 Scenario 3 

Since RIPv2 takes higher convergence time and drops more packets as the number 

of routers is increased, its tests are not further considered important to include as a 

part of this report. In this scenario, figure 5.5 and figure 5.6 depicts the average 

packet loss and down-time comparison for protocols (EIGRP, OSPF and IS-IS) 

respectively. If we observe the figure 4.3 from the previous chapter, we can observe 

that the protocol EIGRP is aware of the feasible successor to R2 at router R1 which 

provide an alternate path to continue transmission if fastEthernet links at R3 is 

down.  Thus, it allows EIGRP to offer rapid convergence with a very short down-time 

and packet loss. 
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Figure 5.5: Average packet loss in scenario 3 

 

In case of link-state routing protocols, OSPF takes a minor amount of extra time and 

packet loss during convergence. This effect could be due to the sending and 

receiving of different update messages over serial links, which offer quite low 

bandwidth compared to fastEthernet connections. However, IS-IS, as discussed 

earlier, uses an LSP to communicate for updates; its convergence is therefore a bit 

faster than OSPF. However such minor differences between LSR protocols running in 
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a single area should not be considered as important, since the EIGRP offers higher 

performance results against LSR protocols. 
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Figure 5.6: Average down-time in scenario 3 

 

A considerable variation in packet loss and down-time can be observed for OSPF 

only. This variation is caused by the response time taken to process and resend 

update messages and queries between different routers. However, the overall 

performance evaluation of this scenario is similar to scenario 2 and does not make 

much difference with the increment of new router. Incase RIPv2 was also included as 

a part of this test; it might take some time to converge since an additional router is 

available in the topology. 

 

5.4 Scenario 4 

This scenario runs EIGRP, OSPF and IS-IS over five routers configured in a 

topological structure shown in figure 4.4. This topology does not offer any favor to 

EIGRP, since it experiences substantial packet loss and it has the longest 

convergence time, as shown in figure 5.7 and 5.8 respectively. The reason behind 

this behavior is the unavailability of feasible successor at R4 due to major differences 

in the metrics of fastEthernet and serial links. While choosing fastEthernet link as 

successor, EIGRP would not consider serial links as feasible successor offering 

alternative backup paths to a network destination since the reported distance (RD) 

through serial links is higher than its current feasible distance (FD). Therefore, in this 

case, EIGRP is required to communicate through query and update messages 
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throughout the network to install a successor path and continue forwarding the 

packets. This entire process requires EIGRP to consume quite much more time to 

converge completely. 
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Figure 5.7: Average packet loss in scenario 4 

 

On the other hand, LSR protocols are performing quite efficiently in this scenario. 

Both protocols offer more or less similar packet drop and down-time values. 

However, a very little extra efficiency in OSPF is noticed which could be due to its 

small sized independent update messages flowing thoroughly with in the intra-area. 
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Figure 5.8: Average down-time in scenario 4 
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In terms of variability in the test results, IS-IS performs relatively better than EIGRP 

and OSPF. It offers less variance result values which show that this protocol is much 

more consistent in performance as compared to other routing protocols. 

 

5.5 Scenario 5 

This scenario uses six routers as shown in figure 4.5. In this topology EIGRP and 

OSPF, offer almost similar packet loss; see figure 5.9. The reason for EIGRP is its 

lack of feasible successor which makes this protocol perform extra workload in order 

to inquire and perceive successors. However, OSPF also needs to exchange some 

extra communication messages, since the link down effect to the topology turns it 

into a point-to-point link structure. The performance for IS-IS is comparatively better 

than the other two routing protocols, since it uses a single message to update 

neighboring routers. This technique allows IS-IS to offer better performance. 
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Figure 5.9: Average packet loss in scenario 5 

 

Figure 5.10 shows the average down-time faced by each protocol during alternative 

path selection. The results could be mirrored to the average packet loss since higher 

packet loss would always give higher down-time values.  
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Figure 5.10: Average down-time in scenario 5 

 

The results for EIGRP and OSPF show some variation since the dispersed effect of the 

result is much higher when compared to IS-IS. In this scenario, IS-IS is considered 

to be the most stable protocol to offer similar down-time and packet loss effects 

every time the test is run. 

 

5.6 Scenario 6-(A & B) 

This scenario offers a basic inter-area routing scenario for link state-routing 

protocols. Figure 5.11 shows that the OSPF offers less packet loss than the IS-IS, 

since it converges very fast due to the use of only three routers. In small inter-area 

routing scenarios where few routers are used, OSPF is always considered to be an 

optimal choice for Ethernet broadcast multi-access networks. It converges much 

faster due to the influence of DR and additionally it offers many salient features like 

defining different area types, dynamic metric value assignment and etc. 
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Figure 5.11: Average packet loss in scenario 6-A-B 

 

The average down-time, shown in figure 5.12, is also less for OSPF because it is 

experiencing minimum packet drop compared with IS-IS. However, the result 

variation in OSPF is higher than IS-IS, which means IS-IS is more stable to produce 

less variant result effects if the topological change is occurred. 
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Figure 5.12: Average down-time in scenario 6-A-B 

 

5.7 Scenario 7-(A & B) 

For large inter-area networking, IS-IS shows quite effective results because it groups 

together all the routing updates as a single LSP and sends to the neighboring routers 

within the topology. Such grouped messages can flow very quickly within the entire 

network and may update other routers in a very short period of time and consume 

less bandwidth. This methodology makes IS-IS to respond much faster than OSPF 
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and drops less packets (see figure 5.13) even though large number of routers are 

taking part in the convergence. 

 

Average Packet Loss

279.8

361.4

0

50

100

150

200

250

300

350

400

450

OSPF IS-IS

N
u

m
b

e
r 

o
f 

P
a
c
k
e
ts

 

Figure 5.13: Average packet loss in scenario 7-A-B 

 

The down-time for IS-IS is also lesser than OSPF, as shown in figure 5.14. IS-IS can 

converge faster than OSPF while routing between several different areas and it 

shows quite stable results throughout the tests since its standard deviation for 

packet loss and down-time is almost negligible. 
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Figure 5.14: Average down-time in scenario 7-A-B 
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5.8 Proposition 

Deploying a network may require a lot consideration for network administrators in 

choosing routing protocols. The selection can be made on the grounds like salient 

features provided by a protocol, scalability, the amount of bandwidth required for 

functioning, convergence performance and etc. Therefore, network administrators 

should be careful in selecting those routing protocols which would fulfill the 

requirements of their network. 

 

A general idea is that link-state protocols would work better to overcome slow 

converging performance issues, but it is not always the correct answer for every 

scenario. It is not always possible for link-state protocols to converge faster than any 

other advanced distance-vector routing protocols, or vice-versa. Such answers can 

be discovered more specifically by observing one’s network topologies. However, an 

experimental and statistical overview obtained through this research can help in 

deciding which protocol to use and further, it may prove to be a reliable protocol in 

routing real-time communication. 

 

Topologies which use few routers may converge efficiently by running over EIGRP. In 

order to optimize the converging performance of EIGRP running over small networks, 

it is important to design topologies which implement backup links with low costs. 

These are the links which can easily qualify as feasible successors and provide a 

backup alternate path against failure to the current successor link. A proper 

topological design with multi-paths of more or less similar bandwidth may also 

influence in the converging performance of EIGRP. Hence, it is suggested for small 

network operators, who do not seek scalability, to use EIGRP with a proper network 

design to achieve the best routing performance with minimum down-times during 

convergence. However, OSPF as an alternate to EIGRP with no feasible successors 

may also be considered a good solution in providing intra-area routing. 

 

In case of large networks where network operators would like to implicate 

sophisticated structural topologies for their networks, IS-IS may prove to be the best 

solution since it offers fast and stable convergence for large inter-area networks. The 

updating technique used in IS-IS allows it to converge more rapidly with minimum 

amount of update messages. Another factor favoring IS-IS is its capabilities to 
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support routing over large number of routers. This protocol can offer greater 

scalability aspects as compared to any other link-state routing protocol. 

 

The use of OSPF could also be efficient in case of small networks offering 

interconnection between few areas. However, this protocol may also be a good 

choice after EIGRP for running in a single area. 
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6 Conclusion 

This thesis analyzed the recoverability performance of routing protocols involved in 

forwarding real-time communication. It explained the reason why fast convergence 

of routing protocols in real-time communication is needed and introduced different 

types of routing protocols along with their significant features. It also elucidated the 

factor which may influence the converging performance of protocols. 

 

To understand and evaluate the performance measurements of protocols, a custom-

designed software was developed to take several tests based on different network 

topologies. These topologies in collaboration with the software tool helped in 

calculating the average packet-drop and down-time required for protocols in reaching 

to a converged state. 

 

After performing a number of tests on each protocols over different topologies, a set 

of required results was obtained which were later elaborately explained in the result 

discussion section. However, a proposition to network administrators was also given 

to help in choosing routing protocols capable of providing the best recoverability due 

to link failures. 

 

In order to optimize the network performance, one could also implement the 

designed tool into their running network to evaluate the recoverability performance 

of different protocols and ultimately choose the best solution. 

 

6.1 Future Work 

The current research activity may also be carried out on layer-3 switched 

architectural networks which also support interior gateway routing protocols to 

forward packets between different virtual LANs. In regard to this, a better 

proposition for switching networks can be made which would excel stability and high 

availability in computer networks. 
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