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Abstract 

 

Communication in a sensor network needs guaranteed reception of data without fail and 

providing security to it. The authenticity and confidentiality of the data has to be ensured as 

sensors have limited hardware resources as well as the bandwidth. This thesis addresses the 

security aspects in wireless sensor networks. The main task of the project is to identify the 

critical security parameters for these distributed embedded systems. The sensors have extremely 

limited resources: small amount of memory, low computation capability and poor bandwidth. 

For example, a sensor platform can have 8KB of flash memory, a 4MHz 8-bit Atmel processor, 

and a 900MHz radio interface. Various security threats posed to these small wireless sensor 

networks has been made and solutions proposed. Secure communication between these 

communicating partners is to be achieved using cryptography. 
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1. Introduction 
 

“The best system is to use a simple, well understood algorithm which relies on the security of a 

key rather than the algorithm itself. This means if anybody steals a key, you could just roll 

another and they have to start all over.” - Andrew Carol 

 

1.1 Problem definition 
 
Our work aims at the small embedded systems almost the size of a coin. This report will be 

focussing on the security aspects in a sensor network. In recent years, the sensor has made a 

great progress. Sensor networks have been gaining popularity as a low cost solution to the 

various applications. Their low cost gives an opportunity to exploit them in the military, 

industrial and home applications. The usage of sensor has broadened to a great extent. Their 

application can be found in traffic, oil industry, automobiles, aeroplanes and other applications. 

Sensors have started replacing the human factor in various industrial processes. These small 

embedded systems have become an integral part of large networks and participate in the 

distributed applications. As our daily life is getting more advanced, a variety of “sensitive” data 

used is stored, altered, manipulated, or communicated by the means of electronic systems.  

 

Hence, arises the need to deal with the security of these systems as an important aspect. Security 

has been the topic of research for cryptography, computing, and networking applications.  

Embedded systems, used to capture, manipulate and access sensitive data exposes some unique 

as well as interesting security threats. As a matter of fact, security is a metric, which has to be, 

implemented at each increasing step in the system design, keeping in mind other factors such as 

development cost, performance, and power consumed. “A system is only as secure as its 

weakest link.”(Common knowledge) Networked embedded systems account for a major fraction 

of the electronics and semi-conductor markets, will be subject to increasing security concerns. 

 

Security is a requirement for an increasing number of growing embedded system applications 

ranging from low-end products such as PDAs, wireless handsets, smart id-cards, to high-end 

products such as routers, firewalls, gateways, storage and web-servers. A survey among internet 

users has rated security as a primary concern in the adoption of new services and applications. 
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Security attacks have been sophisticated in parallel catching up with the technological 

advancements in these electronic systems. The losses involved could be surprisingly high. For 

example, the economic damage caused by the Red worm and its malicious cousin Code Red II 

was more than $2 billion.[1]  

 

A distributed platform capable of measuring real world properties, workout intelligent 

calculations, and formulate solutions requires deep knowledge in artificial intelligence, database, 

fuzzy logic and security applications. Known traditional security measures have been applied to 

these sensor networks. However, sensor networks have a different configuration than the 

traditional computer systems. These sensors have limited resources in terms of memory, power, 

physical size and data storage. Due to these factors, the traditional security techniques cannot be 

applied in these wireless sensor networks. Thus the security for these types of systems has to be 

designed within their constraints. These sensors have unique characteristics that bring into 

account the security considerations.  

 

There are few basic factors essential for the security considerations from a functional viewpoint 

into the architecture design of the system. Highly Sophisticated techniques for breaking the 

security in software as well as side-channel attacks have been devised thus, requiring the 

embedded system to be secure even when logically or physically accessible by malicious entities. 

Resistance against such attacks has to be embedded into the system architecture and the 

implementation of the system. Processing capabilities of some of the embedded systems are 

easily overwhelmed by the computational demands of security processing, leading to some 

undesirable tradeoffs between security and cost, or security and performance.  

 

Smaller devices such as PDAs, mobile phones and networked sensors often operate under 

stringent resource constraints (limited battery, storage and computation capacities). These 

constraints can only worsen the device performance as it is subjected to the security demands. 

Embedded system architectures have to be flexible enough to support the changes made in 

security mechanisms and standards. New security objectives, such as denial of service and digital 

content protection, require a higher degree of co-operation between security experts and 

embedded system architects. These sensors found their application in a number of civilian, 

military, scientific and commercial applications. The advantage of these cost effective sensors 

can be seen where human effort would be inefficient, expensive and harmful. 
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1.2 Goals of the thesis 
 
In this project, we will be focussing on the security aspects in the distributed embedded systems. 

Specifically we would be focusing on the wireless sensor networks. We will be discussing the 

various challenges posed to the security of the sensor networks. The main tasks of the project are 

to identify the critical security parameters for distributed embedded systems, survey the current 

status and propose continued research. The analysis would approach the various aspects of the 

security and the various standards being used in the industry. We are looking forward to identify 

the security issues in sensor networks and have provided the research direction towards 

countermeasures against the threats posed by these issues.   
  

Due to inherent limitations in wireless sensor networks, security is a crucial issue. Until now, the 

research focused on making sensor networks feasible and not much attention has been given to 

the security. While research in Wireless Sensor Networks security is now progressing at an 

amazing pace, still no comprehensive document lists the security issues and other threat models 

posing unique threats to the wireless sensor networks. In this paper, we have made an effort to 

document all the known security issues in wireless sensor networks and have provided the 

research direction towards countermeasures against the threats posed by these issues. 

 

1.3 General Description 
 
Information security was first explored in the context of communication systems. When two 

entities send or receive sensitive data using public networks or communication channels that are 

easily accessible by could-be attackers, they should generally provide the basic security 

functions such as data confidentiality, data integrity, and peer authentication. Confidentiality, 

integrity, and authentication services are critical to preventing an adversary from compromising 

the security of a distributed sensor network. Key management is likewise critical to establishing 

the keys necessary to provide this protection.  
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   Fig. 1.1: Basic security requirements of embedded systems from end-user view [2] 
 

Features such as data confidentiality protect the data from unwanted eavesdroppers. Data 

integrity ensures that the information has not been changed illegitimately. Peer authentication 

verifies that the information is sent and received by the authentic entities rather than the 

attackers. These are the basic security functions required in embedded systems used nowadays.  

 

Quite often access to the sensor network should be restricted to a set of users, while access to the 

network should be only there if the device is also authorized (secure network access). Another 

important security function is the availability of the embedded system. The malicious entities 

could also prevent the embedded system to function as to degrade the network performance. The 

approach investigates these security requirements of the sensor networks. Even not providing the 

services to the legitimate users or denial of service attacks can decrease the effectiveness of the 

network.  

 

Often sensor network security protects sensitive information or data throughout its life period, 

including the data is erased properly at its end life period. However, there is a validity of data as 

after the expiry of that date, the secrecy of the data is no longer valuable. For example, after the 

expiry of credit card date, it is no longer important to store that information. Finally, tamper 

resistance is the state to maintain the security requirements even when the device has been 

physically attacked.  
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2 Background 
 

This chapter brings up a description of the background of the thesis as well as the components. 
 

2.1 Sensor Networks 
 
Self-organizing sensor networks can be built from sensor nodes that may spontaneously create a 

network. These nodes can organize and assemble the network themselves, adapt dynamically to 

device failure, degradation, manage movement of sensor nodes as well as react to changes in task 

and network requirements. Reconfigurable sensor nodes can enable sensor devices to be self-

aware, self-reconfigurable and autonomous in their functioning. The primary mission of the 

sensor network is to detect and report events occurring within range of the sensor network. 

Events happening are detected by nodes and routed from one node to another on the way to the 

final base station. Event detection, computation and message communication are functions 

integrated in a single device. The sensor nodes in the network generally have crude sensing 

functions (e.g., seismic activities, magnetic, temperature, humidity, light).  

 

Through the cooperation of other nodes in the sensor network, a more reliable sensing function is 

possible. The energy consumption of a sensor node has to be kept as low as possible. This is to 

facilitate the fact that these nodes may operate for years without changing or recharging 

batteries. Special operating systems such as Tiny OS are used for controlling sensor nodes. 

Generally, these networks have no centralized control. The nodes use various routing protocols 

to find the shortest way. Generally, these nodes after deployment remain fixed, unless and until it 

is necessary. These nodes are deployed either manually or even through air dropping.  

 

The various possible usages could include weather applications, agriculture, goods surveillance, 

industry applications, medical applications, security and military applications. The sensor nodes 

we have discussed use the radio waves for communication. The typical radio frequencies used 

are 433 MHz, 915 MHz, and  2.4 GHz. [3] 
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2.1.1 Sensor Node 

The sensor nodes are the basic component in a sensor network. These nodes are built with 

mindful of low price, light weight, disposal and energy efficiency. A sensor node consists of a 

radio device, microcontroller, sensors and a power supply, usually a battery. A typical sensor 

network consists of several thousand sensors capable of interacting and sensing the 

environment. The various sensors inside a node allow it to measure pressure, sound, vibration, 

temperature, motion, moisture and other activities. These networks have good communication 

and processing abilities. The size of each node is normally in millimeters or centimeters. The 

cost may also show similar variations ranging from a few cents to hundreds of Euros. The 

resources are severely limited in terms of power, memory, computational power and bandwidth. 

Thus, making sensor nodes an interesting research topic.[4]  

 

2.1.2 Hardware 

Sensor nodes form the basic component in any sensor network. They have to be low cost, small 

wireless devices with constrained resources. The hardware and architectural designs are greatly 

influenced by the battery limitations. The main factor has to be low power microcontrollers and 

power consumption. For example, a Mica2dot has a 4 MHz, 8-bit processor, with 4KB of RAM, 

128KB instruction memory and 512KB flash memory. The radio frequency is 433 MHz and 38.4 

Kbps.[5]  

To facilitate the deployment and support process, we assume that sensor nodes will support a 

flexible hardware and software architecture (see fig. 1.1). Thus, allowing them to participate in 

various positions in the network (e.g., gateway vs. sensing node) and support various sensor 

applications. However, the exact function of each of these sensor nodes may not be determined 

until their deployment in the application field. This may also change over the course of its 

mission. Flexibility is an important requirement in reducing the amount of equipment needed by 

soldiers in the field in order to deploy a sensor network and in supporting remote deployment 

techniques (e.g., airdrop).  
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 Fig. 2.1: A General sensor node Hardware 

2.1.3 Software  

Assuming sensor nodes will engage an embedded operating system to run its applications for 

providing real-time performance. Although the sensor applications running on the node may be 

custom, the underlying operating system may be an embedded operating system. For example, 

the sensor networks has focused on developing extremely optimized protocols at different layers 

of the networking stack, as well as a specialized operating system called TinyOS. Additionally, 

in order to support the implementation of any security requirements, we assume that the 

embedded operating system is not bypassable, and properly implementing the required 

interfaces. Furthermore, the implementation must provide assurance that it does not allow any 

unintended execution paths or access. 

 

We do not assume any specific security functionality from the operating system. In support of a 

flexible design, we assume that sensor nodes support remote reconfiguration and reprogramming 

to incorporate flexibility into their design. We also assume that sensor nodes may support the use 

of mobile software.  

2.1.4 Tiny OS 

Tiny OS is an open-source operating system designed for wireless as well as embedded networks 

usage. It was developed at the University of California, Berkeley and the purpose of designing 

Tiny OS was to develop algorithms with limited memory size, limited resources and application 

specific usage. Tiny OS minimizes the code size as required by the memory constraints present 

in the sensor networks. The component library consists of network protocols, distributed 

services, sensor drivers, and data acquisition tools and all of these components can be used in the 

same state or can be further customized for a certain application. It also allows the scheduling 
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flexibility made necessary by the unpredictable nature of wireless communication and physical 

world interfaces.  

The libraries and other utilities have been written in Nes-C, which is a completely new language 

used for component based applications. The language has been devised for embedded security 

systems like sensor networks. The syntax is quite similar to C. It is primarily intended for 

embedded systems such as sensor networks. Nes-C has a C-like syntax, however supports the 

Tiny OS concurrency model, as well as other mechanisms for structuring, naming, and linking 

together software components into robust networked embedded systems. The principal goal is 

to allow application designers to build programming modules that can be easily composed into 

complete, independent systems, and yet perform extensive checking at compile time. The Tiny 

OS is available via.[6] 

2.2 Energy consumption 
 
The energy consumption is one of the key issues while choosing the appropriate nodes for a 

sensor network. The energy is consumed while transferring the data bits between the sensor 

nodes and base station. In the same sensor network, it is possible for different sensor nodes to 

have different energy requirements and their computation capabilities can differ from one 

another. The energy requirements for nodes differ as their computation tasks, data processing 

and data communication loads are different. The energy requirement for a sensor node is a hard 

constraint since the battery has a fixed lifetime and is expected to last atleast a few months.   

 

Data processing and computation are important factors for power consumption in a sensor node. 

The wireless communication via radio consumes more energy compared to all the other devices 

in the node. It has been estimated that transmitting one bit of information consumes more energy  

than consumed by a thousand processor executions. There are several factors affecting the power 

consumption characteristics of sensor node in context with radio communication. These are data 

rate, modulation scheme used, power transmitted and operational duty cycle.[7] 

 

 The normal radio can operate in four different modes: Transmit, receive, idle and sleep. It has 

been observed that even in idle mode, the radio consumes significant energy. Thus, it is more 

efficient to shut it down rather than in the idle mode. As the operating modes switch between one 

another, the transient activity dissipates a significant amount of power. This energy dissipated is 
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also one of the influencing factors. Also, the sensor nodes should be able to adjust or modify 

their radio transmissions. 

 

Similarly for sensor nodes, the power consumed depends upon the operating mode of the node. 

Results show that the energy consumed in sleep mode is just a fraction of the energy consumed 

under full operational mode. In order to keep the energy requirements minimal, the system 

software and the network protocols are designed in view of the energy constraints.[7]  

2.3 Sensor Network Components  
 
2.3.1 Motes 

The mote is a small, low-cost and low power computer. It monitors one or more sensors. The 

sensor activities could include sensing for light, temperature, sound, moving objects or humans, 

acceleration, vibration, weight, stress, humidity and few other activities. All the mote 

applications need not be sensing, only it is quite common. The computer connects to the outside 

world with a radio link. The most common radio links allow a mote to transmit at a distance 

between 3 to 61 meters (approx.). The other factors such as power consumed, physical size and 

cost are dependent on the length. Motes can be run on batteries, or can be tapped into some sort 

of power grid in some applications.[9] 

 

The motes can communicate by transmitting messages via radio frequency. Thus, all the motes in 

a network can form a multi-hop network. Each sensing device needs to communicate with its 

neighbouring sensing devices to perform some activities assigned to it. This may include data 

transfer between two motes or a mote and computer.  The normal tasks for a mote comprises of 

locating and calculating the distance with other motes. The purpose is to transfer data messages 

with good amount of probability and receive data messages with equivalent accuracy.[9]  
 

In the near future, it might be possible to tap power from some other sources such as solar power 

or any other power source. The applications for motes could include keeping a check on the oil 

level in machinery, or maybe checking the strength of a bridge. Using their sensing capabilities, 

individual sensor nodes can detect events such as movement of dismounted troops, movement of 

armored vehicles, detection of chemical occurrences, etc. The sensors can also be used in 

healthcare monitoring, detecting damages in aero planes, bridges as well as skyscrapers. Some of 

the most commonly used sensor nodes have been described here. 
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2.3.2 Mica2  

The Mica2 Mote is a third generation mote used for enabling low-power, battery operated sensor 

networks. It has been designed specifically for the purpose of using in embedded sensor 

networks. The micro processor inside is based upon the Atmel ATmega 128L. MICA2 uses the 8 

bit Atmel ATmega with 4kB RAM. The specifications are 868/916 MHz, 433 or 315 MHz multi-

channel transceiver with extended range. It has a 128KB of flash memory, a serial measurement 

flash512 KB of memory good enough to store more than 10000 measurements. The processor 

board (MPR400CB) can be configured to run your sensor processing applications and wireless 

communication applications simultaneously. The 51-pin expansion connector supports all major 

I/O, Analog inputs, SPI and UART interfaces. Thus, it makes it compatible with a wide range of 

peripherals (See fig. 2.2).  

The Tiny OS provides secure and authenticated communication between the sensor nodes. The 

sensor network provides support for ad-hoc mesh networking. Mica2 can function as a base 

station using the MPR400CB Processor board (Mote Interface Board). This board contains an 

RS-232 serial interface and can be used for data communication as well programming using a 

compatible language. Mica2 is compatible with Mica2dot and can be used in combination.[9] 

The motes can also be reprogrammed remotely using the wireless communication channel.[5] 

 

2.3.3 Mica2 Sensor Board 

The Mica2 sensor board is used to connect the mica2 with other sensors. Even though mica2 can 

also operate independent of the sensor board also. It can communicate via radio frequency or to 

the in-board UART. The sensor board is physically connected to the mica2 nodes as well as the 

programming board (See fig. 2.3). 

     
Fig. 2.2: Mica 2 mote [5]    Fig. 2.3: Mica 2 Sensor Board [5] 
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Mica2dot 

This mote is similar to Mica2 except the physical size and input/output channels. It has 18 

expansion pins making it compatible for usage with 6 analog, digital inputs and UART interfaces 

(Fig 2.4).  

 
Fig. 2.4: Mica 2 dot [5] 

Imote2 

The Imote2 is an advanced wireless sensor node build on PXA271 micro processors. It uses an 

802.15.4 radio with a 2.4 GHz antenna. The platform can be expanded to customize the system 

to a specific application. Imote2 uses 256 SRAM, 32MB Flash, 32MB SDRAM. The data rate 

can be upto 250 Kb/s. The Imote2 processor operates in a low voltage (0.85V), low frequency 

(13 MHz) mode, resulting in low power consumption (See Fig 2.5). Besides, the processor has a 

number of different low power modes such as sleep and deep sleep. Using the expansion board 

connectors, it provides specific analog or digital sensor interfaces. [5] 

 
ESB 

The Embedded Sensor Boards are built using the TI MSP430 F149 micro controller. Each node  

contains the micro controller, a battery driven power supply, a radio interface and supports 

digital I/O and analog inputs, SPI and UART interfaces. The energy consumption is 250 mA, 

while the transmission distance can range up to 1 km. The maximum data rate is 19.2 kb/s. The 

ESB can be programmed using a JTAG interface or using a gateway. The ESB uses the 868 MHz 

ISM band for communication channel.[8] 

 

Telos 

The Telos motes are based upon the ultra low power TI MSP430 F1611 microcontroller. Telos 

can communicate at data rate of 250 kbps using the 2.4 GHz 802.15.4 wireless transceiver. It 

uses low power wireless mesh technology. The open-source Tiny OS operating system provides 

a good compatibility. USB interface can be used for programming as well as recharging the 

battery.  JTAG interface is an alternative means to program the Telos motes.[13]                
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 Fig 2.5 Imote 2        Fig. 2.6 Telos mote [13] 

 

2.4 Related Work 

This chapter describes some of the projects, which have been carried out in the similar fields in 

brief.  

Smart sensor network (S-Net) 
 
This project involved the usage of sensor networks as architecture and algorithms to be 

implemented on the sensor network at the University of Utah, USA. The domain consisted of 

two set of implementations in the S-Net. The first approach involved using the low powered 

Berkeley motes as the domain. The protocol was developed in Nes-C running the Tiny OS event-

based operating system. Network consists of four motes running the protocol, where the leader 

mote has the red LED glowing. The right and left motes are the leaders and cannot communicate 

directly with each other as can be seen in the figure 2.7.[10] 

 

Fig 2.7 Motes Network with the right and left being the leaders 
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 They can only communicate with the middle ones. Their two phases are: 
 
Phase I: Broadcasting their ID’s 

Phase II: Check for leader and broadcasting cluster 

The second approach involved JStamp embedded processors. Java was used as the programming 

language and JStamp as the hardware block. JStamp is a computationally powerful, energy 

efficient and smaller in size. The JStamp implementation design has been shown in fig. 2.8. The 

results of both of these implementations were quite impressive.  

 
                   Fig. 2.8 JStamp Testing Bed 

Comparing both of these implementations, it was found that Berkeley motes offered a low cost, 
power effective, RF and simulation environment. However, motes were not so effective in terms 
of memory and debugging of the motes. Whereas JStamp was found to be effective in terms of 
low power, size, debugging and inefficient in terms of RF, simulating environment.[10] 

 
2.4.2 Secure Sense 
 
This project deals with providing energy efficient and secure communication in sensor networks. 

The goal of the project was to create equilibrium between the application performance and the 

secure communication between the connecting nodes. The framework for the sensor nodes was 

implemented on Tiny OS as the background. The project introduced a software framework for 

providing the dynamic security at the link layer. Secure Sense was designed to work especially 

for military applications.[11] 

 
The project framework suggested several changes to the runtime adaptive security in the sensor 
networks. The runtime composition was quite adaptable to the different applications and 
environments. It required very less user attention during the network operation. The framework 
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was lightweight and independent from some security components. The programming code 
emphasized on the reusability of the code. One of the main aims of the project was to prolong the 
network’s lifetime without degrading the application’s security requirements. Secure Sense also 
efficiently worked upon the power consumed, CPU cycles and the memory usage.[11] 
  
The components of Secure Sense included a security broker, a security service library and a 

library of crypto primitives.  

 

    

Fig. 2.9 Radio stack changes to Tiny OS 
 

The broker is a circuit board inserted between the Radio packet and Radio byte components to 
intercept the packets arriving at byte level from the radio as well as packets arriving from the 
byte level before passing them to packet level. The broker also intercepts the commands and 
events between these two components. The security service library invokes the crypto primitives. 
The crypto primitives provide a set of efficient cryptography implementations, which can be 
further modified. The cryptographic algorithm used was RC5.[11] 
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3. System Security 
 
This chapter deals with the known security attacks against sensor networks. We also describe the 
various counter measures, which can be taken against these attacks.  

3.1 Sensor Network Attacks 
 
Sensor networks are specifically susceptible to various kinds of attacks. The sensor networks 

vary from traditional computers in terms of physical size, computation power, energy constraints 

and a completely different working environment. Thus, traditional computer security solutions 

cannot be directly applied to these sensor networks. The attacks against sensor networks are 

getting sophisticated and hence pose a significant challenge for designing secure sensor 

networks. Once a node has been compromised, the extent of the damage caused depends upon 

the sensor network architecture. These attacks are not only limited to the most common denial of 

service attack, but also power analysis, packet transmission, physical attacks and Sybil attacks. 

DoS attacks in sensor networks range from the sophisticated 802.11 MAC protocol violation or a 

simple communication channel jamming. The purpose of these attacks is to create a hindrance in 

normal working of the sensor network. This section describes the most common types of attacks 

on the sensor networks.[17]  

 
Sinkhole Attacks 

The main purpose of the sinkhole attack is to deceitfully channel all traffic from nodes in a 

region to a compromised node. The compromised node manipulates and makes it looks like a 

prospective node with minimal routing length. This makes the compromised nodes look like the 

shortest distance path. This can be achieved by altering or modifying the route packet 

information to make a compromised node look very attractive to the routing algorithm, causing 

neighbouring nodes to assume that the compromised node is the best path to their destinations. A 

sinkhole attack provides a platform for launching other type of attacks. It is possible to combine 

it with a selective forwarding attack. After the compromised node has attracted all the traffic, a 

selective forwarding attack becomes easier to carry out with much accuracy. [12] 

In a wireless sensor network, multiple nodes would send sensor readings to a base station for 

further processing. It is well known that such a many-to-one communication is highly vulnerable 

to the sinkhole attack, where an intruder attracts surrounding nodes with unfaithful routing 

information, and then performs selective forwarding or alters the data passing through it. A 
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sinkhole attack forms a serious threat to sensor networks, particularly considering that such 

networks are often deployed in open areas and of weak computation and battery power.[12] 
 

Selective Forwarding 

This sort of attack occurs when a compromised node may refuse to forward some certain packets 

and drops the packets. This traffic is filtered and redirected to a particular destination. The packet 

dropping can happen randomly or dropping all the data packets. The scenario in which the 

compromised node drops all the packets is known as Black hole attack. The scenario when these 

compromised nodes selectively forward the traffic is known as selective forwarding. As shown, 

(See Fig 3.1) the attack could be carried out in two ways, inside attack using the compromised 

nodes & outside attack by jamming the communication nodes using outside jammer. This sort of 

attack can be more effective when the compromised nodes lie in the path of a data flow. This 

attack can also be used in combination with the sinkhole and wormhole attacks. The base station 

may or may not be able to take notice of the data if the data bits from a particular area is 

missing.[16]  
 

    
     Fig. 3.1 Selective Forwarding attack 
 
Wormhole attack 

In a wormhole attack, the attacker establishes links between nodes which are not in each other’s 

range of communication. Besides establishing new links, attackers can permanently or 

temporarily join the communication between pairs of nodes, while simultaneously removing the 

existing links in the network. An attacker can also manipulate the distance between the nodes by 
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joining and replaying the messages. The attacker can be classified in two types: internal and 

external. An internal attacker can prove more damaging than the external attacker. Since, the 

internal attacker knows much about the network topology, distribution, connectivity and 

protocols used compared to the external attacker. An internal attacker can manipulate the 

network topology to his advantage. An attacker can report false links, while at the same time 

ignoring the already existing links.[18] 

 
Sybil Attack 

It is named after the subject of the book Sybil, a case study of a woman with multiple personality 

disorder. It is the process of counterfeiting multiple identities with malicious intent. The degree 

to which the reputation system accepts inputs from entities that do not have a chain of trust 

linking them to a trusted entity, and whether the reputation system treats all entities identically.  

The Sybil attack in computer security is an attack wherein a reputation system is subverted by 

forging identities in peer-to-peer networks. An entity can be defined as a software having access 

to the system resources. In a peer to peer network, more than one identity can correspond to a 

single entity. Entities often use multiple identities to promote redundancy, resource sharing, 

reliability and integrity. [19] 

   An adversary can present multiple identities and pose as a distant node. 

Thus, by masquerading and presenting as multiple identities, the adversary could gain control 

over the network. The Sybil attack can be performed by direct communication and indirect 

communication. In the direct communication, Sybil nodes communicate directly with the sensor 

nodes. When sensor node communicates with the Sybil nodes using radio messages, the device 

connected to these nodes intercepts the message. The device connected sends the message to the 

sensor nodes using the Sybil nodes. In the indirect communication, no Sybil nodes communicate 

directly with the sensor nodes. Messages are routed from the device through other malicious 

nodes and later on passed on the Sybil node. Besides this, the Sybil attack can also be used to 

obtain a major share of the network resources. This could result in providing the Sybil nodes an 

edge over the sensor nodes and help in amplifying the attack.  The Sybil attack can affect 

different protocols such as Routing protocols, Data aggregation protocols, Fair resource 

allocation, Misbehavior detection etc.[19] 

 

Denial of Services Attack 

This is a kind of attack that aims at eliminating or bringing down the network communication, 
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stopping the normal functioning and thus worsening the network performance. A simple attack 

on the sensor network is to jam the communication channel between the nodes.  This jamming 

can further be classified into two types: Constant jamming and intermittent jamming. Constant 

jamming constitutes complete jamming of the network. Not even a single message can be sent. 

In the intermittent jamming, transmission can be jammed periodically. We consider the case, 

where some messages are time sensitive.  

 

Taking the possibility that the attacker purposefully violate the wireless communication protocol 

IEEE 801.11b (Wi-Fi Protocol). The purpose is to flood the communication channel with 

messages. This results in packet collision. As a result, packets are retransmitted. This sort of 

attack takes its toll on the power resources in any sensor nodes leading to depleted batteries.[17] 

 

Traffic analysis attack 

The sensor network is an example of asymmetric networks comprising of small resource 

constrained motes and a powerful base station. The nodes communicate by sending data bits to 

the base station and from base station to the nodes. The major point of target for an adversary is 

the base station. By observing the traffic patterns in the sensor network, it is possible to find out 

about the network topology as well as the location of base station in a sensor network. An 

adversary is able to bring down the whole network by attacking the base station.[17]   

 

The main purpose of the sensor network is to gather data using the nodes and base station as the 

gathering point. The sensor nodes send messages to the base station continuously, while the base 

station sends messages occasionally. The communication pattern can be analysed to locate the 

position of base station. This sort of attack can be classified into two sorts of attack, rate 

monitoring and time correlation attack. In the rate monitoring attack, an adversary makes 

use of the fact that nodes near base station tend to show a higher traffic rate due the proximity to 

the base station. Thus, following the increasing traffic flow an adversary is able to track the base 

station.  

In the time correlation attack, an adversary makes use of the fact that sensor nodes send the 

data packets in the case of some events, e.g. unusual temperature, movement etc. By monitoring 

the packet sending time of the different nodes, it is possible to locate the base station.[20]  

Power Analysis Attacks 

The power consumed in sensor nodes (nodes with cryptographic software) is a function of the 
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switching activity at the wires present in it. As the switching activity (hence, power consumption 

also) is data dependent, it may not be surprising to say that the key used in a cryptographic 

algorithm can be evolved  from the power consumption statistics gathered over a wide range of 

data(input). These are called power analysis attacks and are known to be quite efficient in 

breaking embedded systems such as smartcards. These attacks have been categorized into two 

main classes: Simple Power Analysis (SPA) attacks and Differential Power Analysis (DPA) 

attacks. [14] 

 
SPA attacks depend on the fact that in some systems, the power profile of cryptographic 

computations can be directly used to reveal cryptographic information. For example, in fig. 3.2, 

it can be seen that the power consumed for an ASIC implementing the DES algorithm. The 16 

rounds of encryption can be identified with much convenience as the graph shows the 

considerably rise in the power consumed. 

 

 
  Fig. 3.2: Power consumed in a hardware implementation of DES Algorithm [15] 
 
As SPA attacks have been quite useful in determining higher granularity information such as the 

cryptographic algorithms being used, or the operations being performed, etc., they require 

reasonably high resolution to reveal the cryptographic key directly. The SPA attacks have been 

found to be quite useful in augmenting or simplifying the brute-force attacks. The brute force 

search space for a Software SW DES implementation on an 8-bit processor with 7 Bytes of key 

data can be reduced to 240 keys from 256 keys originally taking the help of SPA.[14]  

 
DPA attacks employ statistical analysis to infer the cryptographic key from power consumption 

data. These attacks are based on the notion of differential traces (difference between traces) to 

overcome the shortcomings of measurement error and noise associated with SPA techniques. 
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DPA has been found to be highly robust and efficient in extracting keys from several embedded 

systems, not limited to smartcards.  

 
Recent approaches such as [14] enhance the efficiency of DPA attacks by devising techniques 

that improve upon the signal-to-noise ratio. While the initial DPA attacks targeted DES 

implementations, DPA has also been used to break public-key cryptosystems.[15] 
 

Passive Information Monitoring 

We take the case when the communication between the nodes to base station and base station to 

node is being watched in the near vicinity of the network. The intruder can use a laptop with a 

powerful receiver and a suitable antenna to pick off the data bits. However, if the data is 

encrypted, then this could be a hindrance for such intruders. Thus choosing the suitable 

cryptographic algorithm could be a cumbersome task to decide. The resource constraints, routing 

algorithm and communication protocol could be the deciding factors.[17]  

 

Attacking the External Flash 

Various applications are capable of extracting information from the EEPROM. The simplest 

attack being the eavesdropping on the conductor wires connecting the external memory to the 

micro controller. Another sophisticated attack is to connect en external micro controller to the 

I/O pins of the flash chip.[2] 

3.2 Countering Attacks 
 
A vital issue for security in sensor networks is to detect attacks in the sensor network in a precise 

and efficient manner. The security in a sensor network can be improvised by preventing these 

attacks before they happen. We will be discussing the various counter measures against these 

attacks.  

Defense against Sinkhole attacks 
The first task includes detecting the sinkhole attack and then successfully identifying the 

intruder. Then, we need to make an estimate of the attacked area. Since, the sensor nodes are 

responsible for collecting information and reporting to the base station. The most common attack 

is selective forwarding. The normal characteristics would be to make notice if data is missing 

consistently from a particular area. The base station could suspect the selective forwarding 

attack.[12]  
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We would be using a statistical method for detecting the data inconsistency. Assuming that 

X1,…Xn is the data being sensed, X is the mean. If the value of f(Xj) is greater than the 

average threshold value. The reason being the inconsistency in this data compared to the other 

data. The value of Xj can be calculated by the formula defined below: [12]  

    XXXXf jj
2

  

After successfully identifying a list of malicious nodes, it is easier for a base station to estimate 

the position of a sinkhole. An option would be to encircle the possible attacked area. An 

important note is to cover all the malicious looking nodes.  

   
Fig. 3.3 Estimating the attacked area   Fig. 3.4 Network flow in attacked area 

The next step would be to identify the position of the intruder nodes. The encircled area may 

have more than a couple of nodes. The aim would be to locate and isolate the intruder. This 

could be done by analysing the routing pattern in the encircled area. The base station sends a 

request message containing IDs of the affected nodes to network. This message includes a 

timestamp TS signed with a private key KBS. The nodes receiving the first request would be 

replying with its own ID and ID of the next node and the costs involved.  The message format is 

<TS, ID1,…., IDn>KBS. The messages sent to the base station are of the format <IDv, IDnext-

hop, cost>, having information on own ID, next-hop ID and costs involved (data rate, distance, 

hop-count).  

 

The attacked nodes could manipulate the costs, so the reply message is to be sent on the reverse 

path in the flooding to the base station. The network information flow is represented using a 

directed edge, ba ct  where a is the affected node, b is the next-hop, ct be the costs involved 

from a to the base station.  
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The base station can observe the routing pattern in the sinkhole area. The information tends to 

follow a pattern where all traffic flows to the same destination. The hop count can also be helpful 

in detecting intruder by checking for inconsistent data flow. The hop count finds more 

applicability in the case when multiple malicious nodes are present. The information tree thus 

constructed can possibly have some broken links. This might be due to some information loss. 

Thereafter, we calculate the depth using the depth-first algorithm. The intruder node can be 

spotted as the one which attracts most network traffic.[12]  

However, this approach has limitations also. For the algorithm to perform efficiently, mn 2 is a 

condition. Here, m is any arbitrary number, and r is the remaining nodes. rmn  . The 

algorithm may not perform well if more than m nodes are corrupted and the equation mn 2 . 

 

Countermeasures against Traffic Analysis 

A base station plays an important role in the wireless sensor network. A whole wireless sensor 

network can be of no use given the fact that its base station has been compromised. Hence, arises 

the need to safeguard the location of the base station. An adversary after gaining information on 

the location of a base station may use the information to bring the base station down.  This sort 

of attack is used mostly in the case where the base station is concealed visually. Also, when the 

application field of the sensor nodes is spread over several square kilometres, it makes a 

cumbersome task to find  the base station. The adversary may have to analyse the network traffic 

to detect the base station location. As can be seen in the fig. 3.5, the lines depicting data flow 

grow thicker and thicker in the data adjoining the sink hole. Thus following these traffic 

contours, an adversary will be able to make out the exact location of the base station. Even in the 

case of multiple base stations, the same traffic analysis techniques would work.[20] 

 
Fig. 3.5 Data traffic contour map 
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An adversary may be able to monitor network traffic using either a time correlation or rate 

monitoring attack. He can even use the normal working nodes, reprogram them and use them as 

malicious nodes. However, to achieve that, an adversary needs some time. The factors helping us 

are that the adversary has no information about the network topology, and is unable to jam the 

network. The majority of the algorithms only line of defense is to use anonymity.[20]   

 

Traffic padding can be used to counter this traffic analysis attack. This involves having all the 

encrypted messages in the communication have the same message lengths. However, the better 

performance is achieved using the TCP/IP protocols with different message sizes. Thus, padding 

could be used to prevent the time correlation attacks. In padding, the traffic load increases due to 

the introduction of dummy traffic to randomize traffic patterns. However, the disadvantages are 

that it requires quite a lot of nodes to be secure and it is resource consuming. Even in the case of 

zero traffic movement, it would need the bandwidth.[30]  

                                                                               The other method that could be used is 

Routing. In this, the data packets travel using different paths to send the data to the base station. 

These anonymizing services are available at some of the sensor nodes in the network. However, 

routing has several drawbacks. The prerequisite is that the concerned network should be 

sufficiently large with distance enough for the scheme to function. The drawbacks are the time 

difference in the message arrivals.[30] 

 

Handling the DoS attacks 

The defense mechanism proposed is to use the spread-spectrum technique for the radio 

communication.  The transmitter communicates by using different encrypted spectrum ranges. 

The mechanism involves using Admission control Mechanisms to keep a control. The requests 

intended to exhaust the battery reserves of a node could be ignored. The network layer could 

reroute the messages in the non jammed routes. The jammed area can be mapped and detected.  

The node could also keep the number of connections under a defined limit.[17] 

Another solution would be to use the client Puzzles method. In this, the server creates puzzles 

and distributes them to the potential nodes planning to communicate. Thus an adversary should 

exhaust more resources than he is prepared to do. The server could also increase the load to put 

the adversary under pressure.  
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Another solution is to use authentication ids for all packets exchanged during communication. 

These authenticated packets include the information on the missing frames as well as the 

sequence numbers. Any possible modified packets could be detected with ease due to the header 

information.[18]  

 
Defense against Sybil attacks 

The major countermeasure which can be used against Sybil attack is to use a unique symmetric 

shared key for each sensor node inside the network. Thus two nodes can verify each other’s 

identity and proceed further to setup an authenticated link for communication. Thus, any 

compromised node can communicate with a limited number of nodes. Thus, we could restrict 

this sort of attack. Besides, the base station could put a limit on the number of neighbors a node 

can communicate with. Thus, authentication is the key solution to most of the known attacks. 

Another is to use a good authentication protocol such as  Tesla, Spins etc.[18] 
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4 Standardized protocols in General 
4.1 Communication Protocols 
 
The networking protocols such as SSL/TLS, IPSec and SSH are commonly used in securing 

internet communications. These protocols are quite heavy to be used in sensor networks. Their 

data packets contain too many bytes of overhead and considerably heavy data packet loads. 

These protocol were designed for normal computer systems and not for computationally 

constrained resources such as sensor nodes. Here, we have discussed some of the suitable sensor 

network protocols. These protocols find their applicability in order to ensure 

synchronization of keys between the communicating partners. An ideal sensor network 

protocol should provide data authentication, secrecy of data and protection from replay. The 

security and efficiency being the basic parameters used to design a new sensor network 

protocol.[34] SPINS is one of the secure and efficient sensor network protocols used in the 

sensor network. MiniSec is a stronger and energy efficient protocol.  

 

4.1.1 SPINS: Security Protocols for Sensor Networks 

SPINS comprises of two building blocks: SNEP and  TESLA. SNEP provides Data 

confidentiality, two-party data authentication, and data freshness. The basic function of SNEP is 

to provide data confidentiality, data authentication and data freshness. The communication 

overhead is quite low at only 8 bytes per message. SNEP uses the semantic property of message 

encryption, where the counter value is increased sequentially. Thus the message is differently 

encrypted every time. This property ensures that an eavesdropper is unable to make out the 

plaintext, even if he is able to make out the encrypted message. The randomization is the basic 

technique used to enforce semantic security. The sender uses a random bit string in the message 

header. Thereafter the message is encrypted using the (DES-CBC)cipher block chaining 

encryption function. The purpose is to hinder the attacker from accessing the  information 

contained in the encrypted message.[47]  

  The two parties, sender and receiver use the shared counter and incrementing it 

after each block with the message. A message authentication code(MAC) is used to achieve the 

two-party authentication and data integrity. The receiving node can verify the MAC in order to 

confirm the message authenticity. The counter value prevents the old messages from replaying. 

These mechanisms combine to form the SNEP.[47] 
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 The  TESLA provides authenticated broadcast communication.  TESLA consists of multiple 

phases: Sender setup, Sending authenticated packets, bootstrapping, and packet authentication. It 

requires the loose time synchronization of the base station and the nodes attached. Each node 

should have knowledge about the upper limit of the maximum synchronization error. While 

sending a data packet, the base station computes a MAC with a secret key. The node receiving 

the packet confirms the safe arrival of the packet. Each node is capable of carrying out time 

synchronization and retrieve the authenticated key.[47] 

The SNEP(Sensor Network Encryption Protocol) is a base station security model. In this, the 

node-to-node keys are setup using the base station. Each sensor node shares a secret key with the 

base station. RC5 is the block cipher used to provide encryption. It also uses synchronized 

counters (IVs).[47] 

Let the nodes A and B be the two communicating nodes and D is the data to be communicated. 

This protocol provides both authentication and replay protection.  

Encryption Keys: KAB, KBA  

Mac Keys: K`AB, K`BA 

Counters: CA CB, Where C is the initialization vector(IV). 

Combining these mechanisms, we get the Sensor Network Encryption Protocol (SNEP). The 

message format that Node A sends data D to the node B is given below: 

A to B: {D}<K`AB, CA>, MAC(K`AB, [CA |{D}<KAB,CA>])              [47] 

 
4.1.2 TINY SEC  
 
Tiny Sec is the first fully implemented link layer security protocol used in wireless sensor 

networks. It was designed as a lightweight and secure protocol easy to integrate into sensor 

applications. It is quite efficient in environments where the packet loss is large. It supports two 

different security options: authentication encryption (Tiny Sec-AE) and authentication only 

(Tiny Sec-Auth). In the Tiny Sec-AE, it encrypts the data and authenticates the packet using 

MAC. The MAC is calculated over the encrypted data and the packet header. Whereas, in the 

Tiny Sec-Auth, the data packet is not encrypted and the entire packet is authenticated using 

MAC’s.  It uses a 2-byte initialization vector (IV) in each of the data packets. It has higher 

computational requirements and sending data bytes consumes quite a lot of energy. Thus, 

reducing the battery life of the sensor nodes.[34]  

Tiny Sec uses the skipjack block cipher. It provides data secrecy as well as data authentication, 

however does not provides replay protection. The nodes are provided with the shared secret-key 
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before deployment. Thus, making the Key distribution a secure process. Tiny Sec has been 

implemented in Berkeley sensor nodes. The nodes used are Mica, Mica2, Mica2Dot with the 

Atmel Processors. The Tiny Sec was implemented in nesC, the programming language used for 

TinyOS. Tiny Sec is officially distributed with the TinyOS releases.[19]   

 
4.1.3 MiniSec: A Secure Sensor Network Communication Architecture 

Secure sensor network link layer protocols such as Tiny Sec and Zigbee have been commonly 

used in the sensor networks.[50] TinySec provides energy efficiency, however at the cost of the 

security level. In comparison, Zigbee provides high security, though the energy consumption 

increases considerably. MiniSec is a secure network layer providing high security without 

compromising on the energy consumption. It has two operating modes, one for single-source 

communication, and the other for multi-source broadcast communication. To provide support for 

the replay protection, the per-sender state is not needed. However, advancement achieved comes 

by a minor increase in memory size and has been implemented in Telos motes.[50]  

It has two operating modes: unicast (MiniSec-U) and broadcast (MiniSec-B). Offset Codebook 

(OCB) is an operational mode for cryptographic block ciphers. It was designed to provide both 

privacy and authentication. It provides data privacy by block cipher encryption and 

authentication by MAC. In both of the modes, OCB encryption is used for providing data 

secrecy and authentication. The only difference between the two modes is the way they manage 

the modules.[50]   

In the unicast, we use the synchronized counters requiring the receiver to keep a local counter for 

each sender node.   

A & B are the communicating nodes, OCB Offset code block. M Plaintext message.  

CAB Monotonically increasing counter in correspondence to KAB. 

KAB Encryption key used in communication channel from A to B.  

KBA Encryption key is used in channel from B to A.  

Tiny Sec and SNEP provide secure communication in the unicast mode. MiniSec has only one 

sender A and one receiver B. MiniSec-U uses a monotonically increasing counter CAB between 

nodes A and B. The last x bits of the counter are included in each packet. These last x bits of the 

counter are called the LB value (Last bit). Thus, by keeping the x value low, the radio energy is 

kept as low as possible.[50] 
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The LB scheme (Last Bits optimization) provides solution to one of the drawback of SNEP 

protocol, which is inefficient resynchronization protocol when packets are dropped. The LB 

optimization allows resynchronization to occur in an implicit manner. After node A has sent the 

last x bits of the counter, node B can compare the last x bits of counter CAB to the LB value. The 

purpose should be to keep the packets dropped lesser than 2x, the receiver node B can increase 

its counter in such a way that final x bits match the LB value. This LB optimization scheme is 

effective even in the case of more than 2x packets dropped. OCB encryption is used with the 

plaintext packet M, H is the counter and  KAB is the encryption key. The counter length 64 bits. 

The skipjack with 64 bits block size is the most suited block cipher applicable here. Thus, using 

the OCB encryption helps in preventing the message replay attack. 

MiniSec-B also uses OCB encryption to secure broadcast communication channel. Encrypting 

each packet using OCB provides secrecy and authenticity, whereas an increasing counter can be 

used as IV for partial ordering of the messages.[50]  

4.2 Routing Protocols 
 
The sensor networks have made quite a bit advancement and now it is possible to develop small 

size sensors with low cost input and low energy requirements. These sensors transfer collected 

data within the network using even application servers. This data communication between sensor 

nodes to the sink node has to take place reliably.  The Physical and MAC layer support data 

communication between sensor nodes. The routing protocols provide support for data 

communication between the source nodes and sink nodes. The design factors are influenced 

by factors such as processor speed, memory size and energy limitations. When the battery is 

exhausted or nodes show malfunctioning, they are just replaced. Thus, it is important to keep a 

check on the messages transmitted. [21] 

 

A routing protocol should be efficient in terms of energy and flexible in terms of network 

scalability. Thus, arises the need for a good and efficient routing protocol. These routing 

protocols can be classified into three types: 

Hierarchical routing: Leach, Teen, etc. 

Location based routing: Gear, Mecn, etc. 

Flat routing: Flooding, Gossiping, Directed Diffusion, Spins, etc. 
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4.2.1 Directed Diffusion 

This sort of routing protocol uses four types of messages: interest, exploratory, reinforcement 

and data messages. When a sink node sends an interest message to the source node, four way 

message transmission begins.  The first two types, interest and exploratory messages are based 

upon flooding scheme as the sender has no information about the destination node. This results 

in the increase in the number of newly generated messages during the message routing. The 

increased message transmission consumes more energy and results in low battery life for sensor 

nodes.  

In the given fig. 4.1, we are using seven sensor nodes to demonstrate various types of messages. 

The hop limit for each interest message used is assumed at four. In the fig. 4.2, SNI is 

continuously receiving and forwarding the interest messages in the steps 2, 3 and 4. Thus 

resulting in an enormous growth in the number of messages in the network.[21]  

                     
Fig.4.1 Two phase diffusion DD         Fig. 4.2 Transmitting interest message in DD 
 

 

There is a separate field called Sequence number (SN) to the interest and exploratory message. 

The counter value in this field increases only in case when source or sink nodes generate new 

interest or exploratory messages. The intermediate nodes can make out if the received interest 

message or exploratory message is a new one or been copied by the flooding scheme adopted 

with the DD scheme. In this scheme, intermediate nodes are forced to route their interest or 

exploratory messages only in case when the messages are newly generated messages. The 

requirement condition is that each intermediate node should store the SN value of the newly 

received interest or exploratory messages.[21] 
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4.2.2 Rumor Routing 

Rumor routing is a wireless sensor network routing algorithm aiming at lower energy levels 

unlike the flooding algorithm that flood the network with queries. The algorithm can be 

configured for the particular event and query distribution in the sensor network. This helps to 

increase the efficiency. This algorithm is also capable of handling nodes failures and tradeoffs 

between setup overhead and delivery reliability. In Rumor routing, routing paths are constructed 

using the hop by hop manner. The main idea is to create paths leading to each event as the event 

occurs, and to route queries along these paths. At first, the queries are sent in a random walk 

mode in the network. In the text, events are assumed to be any localized phenomena detected by 

the network.  

Queries can also be requests for information or orders to collect more data. It is relatively simple 

to implement, however it is suffering from certain drawbacks, such as unable to locate the better 

routing path.[22]  

 

Spiral Problem 

Rumor routing is quite effective and able to do the path searching in the backward direction. 

However, it is unable to find a better direction for the routing path. This sort of protocol 

generates a lot of traversing without right direction and could result in spirals. This winded path 

could contain more nodes than a straight path. Thus, the energy and time consumed could be 

substantially more.[23] 

 
Energy wastage 
The current node examines the traversed path list in order to select an unvisited node as the next 

hop and appends all its neighbor’s ID in packet payload and then transmits the routing packet to 

that chosen node. Thus, the size of the routing packet gets larger and larger. This results in larger 

energy consumption.[22] 
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4.2.3 Straight Line Routing 

SLR is an energy efficient routing protocol aimed to keep the routing path straight and to reduce 

the energy consumption. It is a random walk based routing protocol aimed to make the routing 

path grow as straight as possible. The path is constructed in the hop-by-hop method. In every 

hop, it chooses a node lying on the extended line of the path. Instead of broadcasting, the source 

host creates an event path and the sink host creates a query path. As the query path and event 

path intersect each other, we get the routing path. This protocol lowers the energy cost and 

enhances the routing ratio.[23]  
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5. Background and Encryption Schemes 
 

5.1 Cryptographic Algorithms  
 
In a Cryptographic algorithm, key generation is the process of generating keys. The same key/ 

different key can be used for encrypting and decrypting. The cryptographic algorithms can be 

classified into the following principal types of cryptographic algorithms: Symmetric 

cryptography, Asymmetric cryptography and Cryptographic hash functions. Symmetric-

key cryptography is an algorithm, where the same shared key is used for encryption and 

decryption. Thus, data is kept secret by keeping this key secret. These Symmetric-key algorithms 

can further be divided into block ciphers and stream ciphers. Block ciphers take a number of bits 

at a time and encrypt them into a single block. A few examples of block cipher are Skipjack, 

RC5, DES and AES.[34] Whereas, stream ciphers encrypts each message one at a time. A few 

examples of commonly used Symmetric-key algorithms are Blowfish, RC4, TDES, Twofish, 

Serpent, DES and AES (formerly called Rijndael).[17] 

 

Asymmetric-key cryptography is an algorithm, where the user uses a pair of keys – a public 

and a private key. This public key is widely distributed among the communicating partners, 

while keeping the private key secret. Thus, the encrypted message sent to one of the 

communicating partners can be decrypted by the corresponding private key only. The examples 

include, Diffie-Hellman, Digital Signature Standard (DSS), Elliptic curve cryptography (ECC), 

Secure Socket Layer (SSL) and RSA encryption algorithm. Asymmetric cryptography can be 

further classified into two main branches: Public-key and Digital signatures. Public-key is a sort 

of encryption, where a message is encrypted with the recipient’s public-key and can be decrypted 

only by the recipient having the respective private key thus ensuring confidentiality. Digital 

Signatures is a message signed by sender’s private key and at the recipient’s end it can be 

verified by sender’s public key, thus ensuring authenticity. [17]  

A cryptographic hash function is a transformation that takes input a long string of any length 

and output is a fixed-size string called as hash value. This hash value is a concise form of the 

long message. These hash functions are used in cryptography for a variety of computational 

purposed. These hash functions are used in message integrity checks and digital signatures. The 

two most commonly used hash functions are MD5 and SHA-1. 
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Comparison 

Symmetric-key algorithms are comparatively less computative than asymmetric-key algorithms. 

Besides this, symmetric-key algorithms are typically hundreds to thousands time faster than the 

asymmetric-key algorithm. The disadvantage of a symmetric-key algorithm is the need of a 

shared secret key with both the communicating partners. The number of keys need to ensure 

secure communications between n peers is n(n-1)/2 keys. Besides, these keys need to be 

distributed safely and need to be changed regularly. Thus, safe key-management which includes 

selecting, distribution and safety is a known issue.   

 

Message Authentication Codes  

A Message authentication code (MAC) can be summarized as the cryptographic secure sum of a 

message. It takes as input a secret-key and an arbitrary-length message, authenticates it and gives 

as output an authenticated message. The MAC is included in the packet sent. The recipient node 

must be in the possession of the secret key. It calculates the MAC and compares it with the 

received message. This is done in order to verify the message’s integrity and authenticity. 

MAC’s can be constructed from the cryptographic primitives as hash functions or from block 

cipher algorithms (OMAC, CBC-MAC). [34] 

 

5.2 Application 
 
A wireless sensor network has physically limited size as well as limited memory and bandwidth 

space. A typical sensor node has around 8-120 KB of code memory and 512-4096 bytes of data 

memory. The battery life will hardly last a couple of days if it remains in active mode the whole 

time period. Cryptographic algorithms are a necessary part of the security architecture in the 

sensor network. Thus, using an energy efficient and secure algorithm is an effective way of 

conserving battery resources. Even though packet transmission consumes more energy than the 

energy needed for computing. The possible cryptographic choices are Symmetric-key block 

ciphers, hash functions and message authentication codes (MACs). We will be concerned with 

the block ciphers in general. 

A typical cipher has three components: encryption algorithm, decryption algorithm and a key 

expansion algorithm. The key expansion expands the cipher key to a larger key to allow all 

cipher key bits to influence every round of the encryption algorithm. The important components 
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of a block cipher are (a) key length (b) blocksize (c) number of rounds. Here, we will be 

discussing in detail the block ciphers Skipjack, RC5, MISTY1 and AES.   

 

5.2.1 Skipjack 

Skipjack is a 64 bit block cipher with a 80-bit symmetric key. It was designed by US National 

Security Agency (NSA) to be used in chips and fortezza PC cards. The purpose of development 

was to replace DES. Skipjack finds its applicability in Tiny Sec and SenSec. The Tiny Sec is 

basically an optional part of the Tiny OS (Basic WSN operating system). The 64 bit block is 

further divided into four 16 bit words.  It consists of two shift register algorithms called Rule A 

and Rule B. We execute at first 8 rounds of Rule A followed by 8 rounds of Rule B, then 8 

rounds of Rule A and lastly 8 rounds of Rule B resulting in total 32 rounds. Even though the 

block cipher was declassified by the NSA for different security reasons, still it has resisted years 

of crypto analysis till now. Skipjack with 32 rounds still has a security margin (expected time for 

safe usage) of 2013. The best known attack on skipjack cipher is an exhaustive key search.[25]  

To increase the safety of the algorithm, it is possible to increase the key length of 80 bits. The 

implementation of skipjack has been adapted from the Tiny Sec. It was declassified in 1998 by 

NSA over suspicions on its security. However, it has resisted years of cryptoanalysis. The best 

possible known attack for skipjack with 32 rounds is exhaustive key search. Skipjack with 32 

rounds has a security margin of 2013.[26]  

 

5.2.2 RC5 

RC5 is a symmetric (Same key for encryption and decryption) block cipher developed by Prof. 

Ronald Rivest, MIT Massachusetts. RC stands for “Rivest Cipher”. The algorithm is 

parameterized with a variable block size, variable number of rounds and a variable key. RC5 

uses data-dependent rotations and the variable factors are word size, number of rounds, and key 

length. The word-size can be varied in 16, 32 and 64 bits, whereas the normally used word-size 

is 32 bits. For experimentation purposes, the data block size is 32 bits, otherwise it can be 64 or 

128 bits. The number of encryption and decryption rounds can be varied from 0 to 255 times. 

The key used can be varied from 0 to 2040 bits. It uses data dependent rotations for security. The 

security of the algorithm can be increased or decreased by varying the various components. It is 

suitable for hardware as well as software implementations. [24]  

This type of flexibility in the variables provides an efficient and secure level of data encryption. 
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The algorithm encrypts at the same time two word blocks such that the plain text data and 

ciphered text data are 2w bits each. It is normally denoted as RC5-w/r/b, where w is the word-

size in bits and r is the number of rounds varying from 0 to 255 and b is the key length in bytes. 

The algorithm consists of three routines: Key expansion, encryption part and decryption part.  

 
The security of the algorithm varies with the data-dependent rotations and can be increased or 

decreased by varying the different components. The value r, affects both the encryption speed 

and the security. The recommended number of rounds for providing a nominal secure algorithm 

is 18. The RC5 implementation has been adapted from Open SSL. The algorithm can be 

implemented in  software as well as hardware.[25] 

 
5.2.3 MISTY1 
MISTY1 is a block cipher designed in 1995 by Mitsuru Matsui and Mitsubishi Electric. It stands 

for “Mitsubishi Improved Security Technology”.  It is one of the CRYPTEC (Cryptography 

Research and Evaluation Committee) recommended block ciphers and the basic version of 3GPP 

encryption algorithm (3rd Generation Partnership Project). It was the first block cipher to be 

resistant against differential and linear cryptoanalysis. The most secure version is the MISTY1 

with full 8 rounds. 

It consists of sixteen 16-bit subkeys, further divided into two groups of eight with designation K0 

to K7 and K8 to K15. The best known attack on MISTY1 with 5 rounds is integral cryptanalysis 

attack using 234 plaintexts and 248 time complexity. It can be designed for high speed 

implementations on both software and hardware. The implementation of MISTY1 has been 

adapted from Mitsubishi Electric.[25] 

 
5.2.4 AES 
The Rijndael (AES) is a 128-bit symmetric block cipher having the key size of 128-bits and 

having 10-14 rounds of encryption. The key size can be 128, 192 and 256 bits. It was designed to 

resist the linear and differential cryptanalysis attacks. The AES parameters depend on the key 

length. The input block to the encryption as well as decryption algorithms is a 128-bit data block. 

It provides high resistance against all the known attacks. The speed and code compactness on a 

wide range of platforms is much better when in comparison with the Triple DES. Other 

advantage is the design simplicity.  

The algorithm consumes less CPU power as compared to Triple DES. AES provides faster 
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encryption and is compatible with a wide range of devices. AES also gives a good performance 

in both hardware and software platforms under a wide range of environments. The expected safe 

usage time has been decided up to year 2075. [25]  

 

5.3 Comparison 
 
Almost all block ciphers are different in terms of cipher parameters. These parameters are key 

lengths, working mechanisms, number of rounds and performance and security levels. The 

plaintext length is of greatest interest to Sensor networks. The choices are between 8 to 96 bytes. 

The concerned block ciphers have been compared in the table 5.1 using the parameters such as 

block length, key length and the number of rounds.[25] 

 

Cipher Skipjack RC5 MISTY1 AES 

Block length 8 8 16 8 

Key length 10 16 16 16 

Rounds 32 18 10 8 

Table 5.1 Cipher Parameters[25] 

5.4 Implementation 
 
The skipjack encryption algorithm’s implementation has been adapted from TinySec. It has been 

successfully implemented in Mica motes. It consists of two shift register algorithms Rule A and 

Rule B. The sequence it follows is 8 rounds of Rule A followed by 8 rounds of Rule B. This step 

is once again repeated to make 32 full rounds. In every round, 4 bytes are used till the key is 

exhausted. Then it is wrapped around to be used from the beginning.[26]   

 

The RC5 implementation has been adapted from OpenSSL. It has been implemented with 64-bit 

key and 64-bit data block.  Comparing the results, we get RC5 requires less memory for code 

and code size is also small. However, speed is also slow even after speed optimization. Though 

RC5 has higher computation speed when compared with AES.   

The AES has been successfully implemented on the eye sensor nodes supporting Tiny OS. It has 
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been implemented on a wide range of 8-bit CPU’s, 32-bit CPU’s, 64-bit CPU’s and specific 

hardware also. The speed it offers is the highest among the group; however the code size is the 

largest among the group. The AES has been implemented with 18-bit block size and key size of 

128-bit in 3.75 ms, whereas RC5 needs 1.9 ms with 128-bit key size and block size 32-bit. 

However, it has been found that speed performance of AES is not efficient compared to 

RC5.[27] 

 

5.5 Operational Modes 
 
The process of encrypting a message longer than one block by distributing the message into 

multiples parts and thus, encrypting each part individually is known as Electronic codebook 

mode (ECB). An adversary can create valid cipher texts from the original cipher text by 

repeating, deleting or manipulating the position of the blocks. These different operation mode 

not only influence the security, it affects the energy efficiency of the encryption schemes also. 

As shown in the table 5.2, we can see the different size optimization and speed optimizations for 

various block ciphers.[25]  

Cipher Size Optimization Speed Optimization 

Skipjack High High, ELIM, MOTION 

RC5, AES High, MOTION High, ELIM 

MISTY1 Low Low 

    Table 5.2 Optimizations and transformations [25] 

Analysis 

In the CBC mode (Cipher block chaining), each plaintext block is XORed (function) with the 

previous cipher text block before encryption. An initialization vector is used in the first block to 

make each message unique. In the OFB mode (Output Feedback Mode), a block cipher is made a 

synchronous stream cipher and then XORed (function) with the plain text to get the cipher text 

block. 
According to the observation[25], OFB is the most energy-efficient mode, and CBC is the least 

energy efficient modes. However, OFB is most effective in the case of only two communicating 

nodes. In sensor networks, we usually have more than two sensor nodes almost all of the time. 
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Passive participation is an option. In this type, a node transmits packets forward without any 

information about the preceding nodes. This helps in saving battery power.[25]  

 

Analysing the tables given in [25], we can see: 

Skipjack has the shortest expanded key, and needs least code and data memory. It is less energy 

efficient than AES when size optimized. However, when speed-optimized, it is the most energy 

efficient cipher.  

RC5 has less code memory requirements, but performs badly in terms of the energy efficiency. 

Due to the multiplication and rotation cycles, speed optimization cannot improve the energy 

efficiency requirements. AES has medium code size when compared with the chosen block 

ciphers. It is the second most efficient block cipher when size-optimised and speed-optimised. 

MISTY1 has moderate code size, smaller than AES, but larger than RC5. Memory requirements 

are larger than skipjack. Size-optimised, it is the most energy-efficient cipher, but not when 

speed optimized.  

 

5.6 Tiny ECC 
 
Elliptic Curve cryptography is a potentially public-key cryptographic choice for wireless sensor 

networks. TinyECC is a smaller and more compact version of Elliptic Curve Cryptography. It 

has been designed to be used in Tiny OS. The current Tiny ECC version available can be 

implemented in Imote2, TelosB and Micaz motes. It is capable of supporting 128-bit, 160-bit as 

well as 192-bit elliptic curve domain parameters. It offers enough security when compared to a 

traditional cryptographic algorithm. The key-size is smaller as well as energy consumption is 

lower. The memory as well as bandwidth requirements are also lower.[31]  

A successful implementation of Tiny ECC has been carried out on TelosB sensor nodes. It took 

3.3s and 6.7s to carry out a public key signature and verification. Though, it is possible to reduce 

the time by using hardware multipliers. The experiment demonstrated that public-key 

cryptography is feasible for sensor network security. A 160-bit ECC provides the same security 

Level as the 1024-bit RSA. Thus, making it a better choice among the two ciphers.[28]   
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6. Results and analysis 
 

Sensor network is a promising and upcoming technology with usage in important applications.  

The resource constraint hardware, specialized software, low energy devices and hostile 

environment makes the security in wireless sensor networks a challenging task as and when 

compared to the traditional computer networks. A majority of their solutions using asymmetric 

key protocols does not suitably fit the requirements of a small and compact sensor node. 

Thereby, there exists a need to evolve security techniques particularly suited for Wireless Sensor 

Networks. Through this project, we have tried to summarize the current scenario in the security 

of Wireless Sensor Networks and to give the future directions for extending the work in sensor 

network security.  

                                                                            

The goals of the thesis were to investigate the critical parameters in the security in distributed 

embedded systems. In the given thesis, we have reviewed and collected the sensor networks and 

the challenges faced by them. The study also includes the various energy efficient protocols and 

cryptographic algorithms used in the wireless sensor networks.   

 

6.1 Conclusion  
 
The thesis collected published information and tried to analyse the performance of various 

cryptographic block ciphers, constraints and communication protocols. Security, simplicity, costs 

associated and energy efficiency are the basic parameters used in the design of the sensor 

networks. The various conclusions are listed below: 

Good cryptographic implementations are necessary for the security of the wireless sensor 

networks and ensuring safe communication between the communicating nodes. The 

hardware implementation gives the benefit of speed, though at the expense of the energy 

consumed. The software implementation provides the economic benefits and flexibility though 

the time factor involved increases.  

 

MiniSec is a highly efficient protocol and well suited for wireless sensor networks. Skipjack is a 

well-equipped and highly efficient block cipher to use for encryption in a sensor network. AES 

can be considered as an alternative. However if the hardware resources are increased a bit, AES 

emerges out as the first option. The public-key cryptography has not been used in the wireless 
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sensor networks. Though, several groups have successfully implemented and it seems feasible to 

use the public-key cryptography in wireless Sensor Networks. The possible cryptographic 

algorithms are RSA and Elliptic curve cryptography. Among these two, Tiny ECC is 

considered as a good alternative, though the time factor involved in the communication rises 

somehow. 

6.2 Future research  
 
In the near future, we can expect better solutions for the initial key exchange and key 

management. Hardware support for public-key cryptography might be possible. Even having 

sufficient security for large-scale sensor networks with secure and efficient key distribution is 

also a possibility. User friendly and secure sensor nodes, which are easy to implement even by 

non-experts, also be possible. Sensor nodes with higher energy capacity without trading off the 

size and memory of the nodes could be possible. Sensor nodes could be developed to be self-

aware, adapt dynamically to device failure and reassemble the network. Perhaps a combined 

implementation having hardware and software cryptographic implementations in the system 

could be a great advantage.[36] 

 

Since, the majority of attacks in wireless sensor networks are carried out by inserting false 

information in the network. Thus, a means is required to identify such false information. 

Developing a detection mechanism and making it work efficiently poses a research challenge. A 

majority of the security schemes are designed for specific network models. Since, there is a lack 

of combined effort for a common model, where well defined security mechanisms work 

together.[18] It would be possible to implement security in different layers as available 

nowadays in the traditional Computer networks.  
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The questions for future research: 

 How about the concept of Roaming Nodes Network, where a node is able to join the 

network and can leave the network? Using the Adaptive Key Management? The possible 

use of these Roaming sensor nodes are in the Hospitals where sensors are attached to the 

employees or maybe in war fields tracking the missing soldiers and other such 

applications. Such applications may also require access to internet and database. Thus a 

thorough analysis of the security level in the current scenario and possible developments 

in the field should be done. 

 

 Is it feasible to have a combined Software and Hardware Implementations of ECC on 

sensor nodes? Investigating this combined implementation for the purpose of using it in 

wireless sensor networks? This involves investigating the hardware architecture as well 

as the resources needed. An analysis should be carried out to the feasibility and the 

economic factors of such an implementation. 

 

 How is it possible to decrease the communication time consumed by Elliptic Curve 

Cryptography on sensor nodes without increasing hardware resources? The further 

research could be carried out on improving upon the memory requirements as the 

memory amounts to more than 50% of the Tiny ECC design. However, reducing the 

memory could also result in increased time required for carrying out the encryption. 

Thus, other options applicable should also be investigated. 

 

 Is it possible to improve upon the basic skipjack algorithm in order to increase its security 

margin? Increasing the 80-bit key size of the skipjack is a possible option. Currently, the 

Skipjack has 32 rounds for encrypting the cipher text. So, it could be worthwhile to 

investigate increasing the number of rounds and how this increased number of rounds 

could affect the time used for carrying out the operation. An appropriate number of 

encryption rounds could be decided while keeping the time factor and resources needed 

not so high and thus resulting in increasing the security margin of the Skipjack algorithm.  
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