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ABSTRACT 
 
In a Wireless Mesh Network (WMN) exists mobile nodes which have an 
unpredictable behaviour, i.e. they can join, leave and free move around the 
network. For this reason, a static network configuration is not proper for them. A 
distributed Dynamic Host Configuration Protocol (DHCP) is needed due to the 
unavailability of a centralized server in a network placed over a vast extension. 
 
This report shows a Distributed DHCP for WMNs using IPv6 (Internet Protocol 
version 6). It is fault tolerant, robust and durable. The algorithm was created using 
counters Bloom filters as data structure. After, a complete simulation of the system 
was done. The simulations showed that using 24 servers with 16Mbits of memory 
each one is possible to manage around 9000000 clients without adding an excessive 
network load. Therefore, the DDHCPv6 could be in a near future the host 
configuration protocol in WMN.      
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1. INTRODUCTION 
 
 
1.1. Context 
 
Nowadays, the wired networks are accessible in any city and metropolitan area. 
They provide communication among nodes placed in any part of the world. 
 
Nevertheless, there are isolated places, such as rural and desert areas, where the 
wired networks are not accessible. The use of Mobile Ad Hoc Networks (MANET) 
has sense here. They do not need infrastructure and they work with automatic 
configuration and administration. Therefore, for the final user is easy to use them. 
Moreover, the ad hoc networks can have access to the Internet by connecting some 
node to the Internet, e.g. via a satellite connection. 
 
This report is based on Wireless Mesh Networks. It is an improved kind of 
MANET. 
 
The main idea is to build a metropolitan network using a WMN. It will be 
composed by mesh routers and mesh clients. Thousands of clients are expected to 
join to the network. 
 
In a WMN exists mobile nodes which have an unpredictable behaviour, i.e. they 
can join, leave and free move around the network. For this reason, a static network 
configuration is not proper for them. A distributed DHCP is needed due to the 
unavailability of a centralized server in a network placed over a vast extension. 
 
The goal of this Master’s thesis is the deployment of a proposal to solve the 
problem described above: the Distributed Dynamic Host Configuration Protocol for 
IPv6 (DDHCPv6). It works in a distributed way over mesh routers. DDHCPv6 
gives the network configuration (IP address, gateway IP, network id, subnet mask, 
DNS IP) automatically and the offered IP address is unique in the entire network. 
 
This protocol should provide a decentralized, robust and fault tolerant solution to 
the node auto configuration of the mesh clients. 
 
Since IPv6 addresses are four times bigger than IPv4 addresses and thousands of 
clients must be able to join the network, it is not advisable to use big tables with the 
info of all the IPs generated. DDHCPv6 uses a special data structure called 
Counters Bloom Filters, which has constant values of size and operation time. 
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A WMN using the new protocol was simulated to measure the network overhead, 
the capability, and the performance offered for the protocol. Conclusions about the 
results are presented.  
 
 
1.2. Related Work 
 
Protocols like the described in this Master’s project have been proposed to be used 
in MANET’s. They are not useful for the WMN’s because of the differences in 
some features between them. The main difference is the mobility. In a MANET, all 
the nodes are mobile while in a WMN the servers are fixed and the clients are 
mobile. These protocols can give an idea to develop address allocation protocols in 
wireless networks. 
  
In [2], an automatic IP address assignment protocol for MANETs is described. The 
first node in the ad hoc network has a block with all the available IPs. When a node 
n1 wants to join to the network it needs to communicate with a configured node n2. 
The former asks for an IP address to the configured node. N2 divides its block into 
two identical parts. A part is kept for itself and the other one is sent to the new 
node. N1 keeps the first received IP for itself and the rest of IPs forms its block to 
share with the new nodes. When a node wants to leave the network, it gives the 
block to other node. IPs are never wasted. Besides, the cases when a node leaves 
the network abruptly, partitioning and merging are treated.  
 
A prophet address allocation protocol is explained in [3]. Every node has a seed 
which is created through a random number.  When a new node asks for an IP the 
configured node generates a number using the seed and a function f(n). This 
number is sent to the new node and it will be used as its seed. Then, the new node 
is able to give IPs to the new nodes using its own seed. An important feature is that 
a node can compute locally if a seed will produce IP conflicts a priori, that is, this 
node will assign the same IP to two nodes. In this case, the node can change the 
seed. Besides, the IPs are not wasted since an IP will happen in the sequence of the 
generated IPs. The interval between two occurrences of an IP must be extremely 
large. Partitioning and merging are also supported. 
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2. BACKGROUNG 
 
 
2.1. Mobile Ad Hoc Networks 
 
A Mobile Ad Hoc Network (MANET) is a wireless network composed by mobile 
nodes. They work like both clients and servers because they participate in the 
routing tasks, address allocation, communication, etc. A MANET can be set up 
anywhere and anytime where the communication infrastructure is scarce or is not 
proper due to its expensive cost or not convenient to use. Nodes can move free 
around the network. They communicate via wireless. A node can exchange 
information directly (single-hop) with nodes inside its wireless range and with the 
rest of the nodes through other nodes hop-by-hop (multi-hop). 
 
Mobile nodes carry batteries which are power limited. They need to be charged 
continuously. Therefore, the services and the applications running in the mobile 
nodes must have a low processing cost to save battery.  
 
The scalability is an important issue in communication networks. Adding a new 
node to a MANET is easy. Thus, the scalability depends on the protocols of the OSI 
layers and the power constraints. In a small-to-medium scale MANET the 
scalability is good but in larger MANETs it could be a problem.   
 
The network topology changes continuously in an unpredictable way. It is due to 
the mobility of the nodes. Moreover, this movement of the nodes may produce a 
merging or a partition of the network. In the former, two or more networks convert 
into one. In this case, all the services must be shared in a correct way. For example, 
in the naming service, two nodes belonging to different networks that merged 
should not have the same IP. In the second case, a network is divided in two or 
more networks. Here there are not problems sharing services. The problem could be 
if a determinate service is offered for a node. When the network is partitioned some 
of the new networks will have not this service. For this reason, a centralized service 
has not sense in the MANET’s. All the nodes must work together in a distributed 
way to give good performance to the network. 
 
A MANET has not infrastructure, thus the deployment of this kind of networks is 
cheap and fast. Moreover, the MANETs use automatic configuration and 
management, and thus a network administrator is not required.  
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There are two kinds of MANETs: pure and hybrid. A pure MANET only has the 
services supplied by the nodes of the network, i.e. it is isolated. A hybrid MANET 
has, in addition, services belonging to other networks, e.g. the Internet. It is 
achieved through bridging or satellite connections, for example. 
 
In a MANET, the link broad band is not fixed. It is due to the wireless connections 
which have high bit error rates owing to interferences.  
 
History 
 
The first MANET’s were used in the military domain, as is seen in [1]. An ad hoc 
network does not need an existing infrastructure, thus its deployment in the 
battlefield is fast. Moreover, multi-hop permits communications beyond the line-of-
sight (LOS) being possible to built larger networks with tens of clients. The first ad 
hoc application was DARPA Packet Radio Network (PRNet) project in 1972 which 
supported sharing of the broadcast radio channel. 
 
In 1990s appeared the Internet and the Personal Computer (PC). Then, the MANET 
utilization increased. DARPA Global Mobile (GloMo) Information System 
program (1994) supported multimedia traffic among wireless nodes. In 1999, a 
MANET was deployed with both nodes on land and nodes at sea via aerial 
transmission. 
 
Nowadays, MANETs are becoming more commercial. Research centres and 
universities are developing new protocols to improve the performance of this kind 
of networks. Manufacturers also are creating new devices for MANETs. Now, ad 
hoc networks are not exclusively of the military field. 
 
Applications 
 
The MANETs are used in several scenarios. Historically, they were used in the 
armed forces. They are used in more fields because of the high interest by the 
wireless communications. Besides, the creation of new small devices, such as 
PDAs, mobile phones or even ovens and fridges which can communicate with other 
nodes, favours the spreading of the MANETs.  
 
In isolated areas, like deserts, the wired networks are not available. Nodes, e.g. 
houses and farms, can form a MANET. An infrastructure is not needed and the 
deployment is fast. Moreover, Internet connection can be achieved via satellite 
connection. 
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In an eventual meeting, e.g. a business meeting, a MANET can be used.  Its 
deployment is easy because wires are not used. Every participant is a node in the ad 
hoc network. 
 
In the battlefield or in emergency situations, like earthquakes or fires, a MANET is 
a proper communication network. Normally, in these situations a communication 
infrastructure is not available and the rescue team must be communicated.  
 
A MANET can be deployed as in a metropolitan area as in a personal area network 
(PAN). The former can provide access to Internet to a city via wireless connections. 
A PAN can be installed without wiring the house. The wireless range can cover 
every small space allowing the connection to the network from everywhere in the 
house. 
 
Moreover, other applications, such as a building network, the vehicular networks 
and the peer-to-peer communications, for example, can use a MANET. 
 
 
2.2. Wireless Mesh Networks 
 
Wireless Mesh Networks or WMNs consist in a set of mesh routers and mesh 
clients. The mesh routers have no mobility (or almost nothing) and they can be 
embedded systems, laptops or desktop PCs working like Access Points, Routers, 
etc... They form the backbone of the network and provide access to the network to 
the mesh clients, i.e. they do routing. This infrastructure is not power limited and 
avoids partitioning and merging of the network. Besides, providing bridge/gateway 
functionalities (and several wireless network interfaces), the WMNs can be 
integrated with networks based on other technologies such as cellular, sensor, or 
WI-FI networks. Additionally, it can have access to Internet.  
 
The mesh clients can be either static (desktops, phones, etc) or mobile (laptops, 
PDAs, mobile phones, PocketPCs, etc) nodes connected to the mesh routers 
through wireless or wired network interfaces. Every client node cooperates in the 
routing task (multi-hop communications) if it is necessary. It is due to the fact that 
the wireless antenna of the clients may not be powerful enough to reach a router or 
a distant client in the network. Note that clients can not provide bridge/gateway 
functions since they have only one network interface.  
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The Wireless Mesh Networks can have numerous applications, as broadband 
home/neighbourhood networking, enterprise networking, WMAN, etc… 

 
 

Figure 1. Hybrid Network Architecture 
 

A WMN provides robustness, reliability, self-organisation, and good scalability. 
Another advantage is that it doesn’t need special HW to be deployed , and it has not 
so much cost. 
 
Architecture 
 
In ref. [9] three different architectures for WMNs are shown:  
 
Infrastructure/Backbone WMN: A set of mesh routers form the backbone. Some of 
the mesh routers have also gateway functionalities in order to connect the network 
to the Internet. The clients which use the same radio technology are connected 
directly to the mesh routers. Other mesh routers have bridge functionalities in order 
to allow networks based in other technologies to be integrated within the network. 
These routers can be connected to base stations which belong to other networks. 
The clients which use a different radio technology can be connected to the network 
through its base station.  
 
Client WMN: Since a client can perform routing and self-configuration issues, a set 
of clients can compose a network although there are no mesh routers. The network 
acts as a MANET. These networks are simpler than the infrastructure WMNs but 
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require better devices for the clients because all the traffic is routed through the 
clients. All the clients must belong to the same radio technology. 
 
Hybrid WMN: It is obtained by mixing both the backbone and the client WMN. In 
the Fig. 1, extracted of [9], the dashed lines represent the wireless connections and 
the complete lines represent the wired connections. 
 
A client can be connected to the network by connecting directly to a mesh router, 
connecting through a Client Wireless Mesh Network or through a bridge if it 
belongs to other technology. All the clients connected to the backbone can 
communicate with the other clients or to internet. 
 
The proposed protocol in this Master’s project assumes that a structure of devices 
exists. They are in charge of, among other tasks, the client configuration protocol. 
The dynamic host configuration can be done either in hardware-limited devices 
(like Access Points) or as part of a big routers acting as mesh routers. In any case, 
our protocol will not be able to work in a pure Client WMN. 
 
 
2.3. IPv6 
 
IPv6 is called to be the next generation of the Internet Protocol (at the moment 
IPv4). In [18] is explained that IPv6 will try to simplify the header format, improve 
the support for extensions and options, enable the labelling of traffic flows, achieve 
authentication and privacy capability, and expand the addressing capability. The 
most important feature for our project is the addressing range. 
 
The Addressing Capability 
 
In the future, each car, PDA, mobile phone or electronic device will use a different 
IP address to connect to the Internet. IPv4 does not provide enough different IPs 
and IPv6 will solve this problem using 128-bit addresses (2128 ≈ 3,4x1038).  
 
Notation 
 
An address in IPv6 is composed by eight groups of four hexadecimal digits. For 
example:  

1111:2222:3333:4444:0000:aaaa:bbbb:cccc 
 
The groups of four zeros can be omitted.  
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1111:2222:3333:4444::aaaa:bbbb:cccc 
 
If there are some consecutively groups of zeros,  

1111:2222:0000:0000:0000:aaaa:bbbb:cccc 
 

it can be abbreviated as follows, 
 

1111:2222::aaaa:bbbb:cccc 
 
If there are some groups of zeros in separated positions, then the address cannot be 
abbreviated in order to avoid notation ambiguity. 
 
Network addresses are written using CIDR1 notation. The typical notation is to 
divide the address in two parts of 64 bits: the first bits are the network prefix 
whereas the lasts bits are automatically generated for identifying the host using its 
physical address or MAC. 
 
As far as our project is concerned, it is important because our protocol will work 
with this kind of network addresses. Note that the size of the network configuration 
is four times bigger in IPv6 (128 bits per address) than IPv4 (32 bits). We have seen 
above that a WMN is expected to be a network compounded by a high number of 
nodes. Then, instead of store the network configuration of all the nodes, we will use 
a special data structure (called Counters Bloom Filters) to keep the client 
information in order to save memory space. 
 
 
2.4. Bloom Filters 
 
A Bloom Filter (BF) is a simple space-efficient randomized data structure. It was 
invented in 1970 by Burton H. Bloom. It is composed of k hash functions and a bit 
array of m bits which are set to 0 at the beginning. Two operations are possible: 
insert an element (insert) and check if an element was stored previously (contains).  
 
The insert operation of a given element consists in to calculate a ranged value 
between 0 and m-1 using the element for every hash function. Each value is 
indexed in the array and the position is set to 1. If at least one bit changes from zero 

                                                 
1 Classes Inter Domain Routing (CIDR) says how an IP address should be interpreted. Adding ‘/X’ after a IP address 
means that the firsts X bits of the address correspond to the group address, and the rest are for identifying the host 
inside the group or sub-network. 
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to one, the operation can be done. The operation is considered not valid if all the 
positions pointed out by the hash functions have the value one. 
 
The contains operation of a given element consists in to calculate, for every hash 
function and the given element, a value ranged between 0 and m-1. Then these 
values are indexed in the array. If all the positions are 1, the element was stored in 
the Bloom filter. In other case, the element is not stored. 
 
Both operations have a constant and short execution time. Note the deletion 
operation is not allowed in the simplest version of Bloom filter. A deletion 
operation would set to 0 the bits obtained for an element. In this case, other element 
which shares some of these bits would be partially deleted too. 
 
This data structure is really interesting to store high number of elements in a 
reduced memory space where would be needed much more space to store them 
completely, in our case, to store the client configuration of each node. 
 
There is the possibility to obtain a false positive. A false positive occurs when a 
contains operation gives a true result but the element is not stored in the structure. 
It may occur because other stored elements set to 1 the positions which the contains 
operation checked for this element. The false positives are related with the fill ratio 
of the Bloom filter. The more the fill ratio increases, the more false positives will 
appear. Note a false negative is impossible. If the contains operation returns false, 
then it is sure that the checked element is not stored in the Bloom filter. 
 
Counting Bloom Filters 
 
Standard Bloom Filters are not able to delete inserted items, but the deletion of the 
IPs of the clients which have left the network is basic to obtain a good performance 
in the system through the IP reutilization. Counting Bloom Filters (CBF) were 
introduced in [13] to add the delete operation to the BFs It consists of an array of 
counters instead of an array of bits. Then, you can increase or decrease the counters 
by one when you want to insert or delete items, respectively. It is easy to see that a 
CBF occupies more memory space than the standard BF. Another problem that may 
appear is the counter overflow. The simulations made in 4.1 showed that 4-bit 
counters are enough to avoid the counter overflow.  
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2.5. Distributed Host Configuration Protocol 
 
The proposed address allocation protocol in this report is based on DHCP. 
Specifically, DHCP will be modified in this protocol to perform in a WMN in a 
distributed way. 
 
In this section, we explain briefly DHCP. It permits to give the network 
configuration (IP address, DNS server, network id…) from the servers to the 
clients. It provides auto configuration for the clients and auto management for the 
network.  
 
Normally, the communication between a server and a client in DHCP is multicast. 
All the servers are members of a multicast group. The clients send their messages to 
the servers through the multicast address assigned to this group. 
 
Messages are UDP. The clients listen for DHCP messages on the UDP port 546 and 
the servers on 547. 
 
Four messages are needed when a client asks for an IP address to a DHCP server. 
Firstly, the client sends a Solicit Message to discover the DHCP servers configured 
to assign IP addresses. It message is sent to the multicast address mentioned above. 
The client waits a determined time to receive Advertise Messages from the servers. 
If the client does not receive any message it retransmits the message. The Advertise 
Messages received by the client have a preference field. If the client receives more 
than one, the client can choose the server depending on the message preference. 
The preference is assigned by the network administrator taking into account the 
power of the server, for example. Every received message is stored to a later use. 
 
When the server receives the Solicit Message it checks if the message is correct. If 
the server is allowed to answer (depending on its policy), it sends to the client an 
Advertise Message. This message confirms to the client that the server is disposed 
to assign an IP address. The message contains the IP address which will be 
delivered probably later.    
 
The client chooses one of the received Advertise Messages (if they are more than 
one) depending on the message preference. Then, the client sends a Request 
Message to reserve an IP address of one of the DHCP servers which sent an 
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Advertise Message. If the request fails, the client can resend the message or choose 
other server. The client kept the received Advertise Messages, thus it can select 
other server. 
 
Finally, the server which receives the Request Message sends a Reply Message in 
response to the client message. It includes the IP address and, sometimes, 
configuration information for the client. When the client receives this message the 
event is completed. 
 
Moreover, the client must renew the IP address periodically. It is done sending a 
Renew Message from the client to the server. For that, the server knows the clients 
which are alive still and the IPs are not wasted because they can be reused.  
 
Other functionalities are available in DHCP. They are rebind, release or decline. 
The most important functionalities were presented above. More detailed 
information about this protocol is written in [8]. 
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3.  DISTRIBUTED DHCPv6 
 
 
3.1. General Information 
 
DDHCPv6 is an automatic network configuration algorithm. It works over a WMN 
in a distributed way. DDHCPv6 is a reactive protocol, that is, an agreement among 
all mesh routers of the network is necessary on the network configuration that is to 
be delivered.  
 
DDHCPv6 has been developed to be used over a hybrid or infrastructure WMN. 
This protocol uses a network infrastructure composed by mesh routers. Mesh 
routers act as DDHCPv6 servers.  
 
The objective of DDHCPv6 is that a client, from any point of the network, must be 
able to receive a unique IP address from DDHCPv6 servers.    
 
Servers work in groups and every server has a group number indicating its group. 
That is, when a server generates an IP it is stored in all group members providing 
data replication. Groups are formed by servers located in different geography 
places. Conditions (atmospherics or electricity lack, for example) affecting a server 
should not affect the rest of servers of the same group due to the distance among 
them. This produces robustness.  
 
The communication is always through UDP messages2. DDHCPv6 generates 
messages adding information to the UDP data field. Therefore the UDP header is 
kept. 
 
Every server uses different data structures: 
 
- Counters Bloom Filter Trio (CBFT) is a structure composed by three counters 
Bloom filters: Group CBF (GCBF) that contains all IPs of a servers group, Local 
CBF (LCBF) which stores IPs generated by a server and Delete CBF (DCBF) that 
has the IPs to be deleted of a group. Since they have the same number of counters, 
the used memory by this trio is 12 Mbits (3 CBFs x 4 bits per counter). They are 
used to offer robustness and fault tolerance to DDHCPv6. It is explained in detail in 
the section 3.5 and 3.6. 
 
                                                 
2 Routing is not the scope of this report. We suppose that the routing works correctly. 
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- If a client is asking for an IP while the server is processing other petition, then this 
request is queued in a Waiting Queue. The Waiting Queue is a FIFO (First In First 
Out) list. It stores the MAC address of the client which did the request. 
 

DHCP 
Module

Publisher 
Module

Query
Module

BroadCast Port

UniCast Port
MultiCast Port

CBFT

Waiting
Queue

Servers
List

 
 

Figure 2. Distributed DHCPv6 structure. 
 
- A Servers List contains information about the active servers in the network. It is 
used for the communication among servers.  
 
- In addition, the server uses two variables: the version (V) and the state (St) of the 
server. They are used in the initiation and recovery processes. V indicates the 
version of the information stored in GCBF of a server. St shows the state (the 
working mode) of the server. 
 
- Finally, a structure called cpL is used. Every certain time, a copy of the LCBF 
(cpL) is done in a non volatile memory. It is used in the recovery process. 
 
The CBTF uses 12 Mbits in memory. Besides, in the initiation process (explained 
below) a copy of the GCBF may be needed. Therefore, the total memory used by 
the protocol is 16 Mbits per server.3 
 
Every DDHCPv6 server is composed by three modules: the DHCP Module, the 
Query Module, and the Publisher Module. They are represented in the Fig. 2. The 
DHCP Module communicates with the clients through a broadcast port managing 
                                                 
3 The Waiting Queue and Servers List sizes are ignored because they are insignificant. 
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the creation of the network configuration of the clients. The Query Module is in 
charge of the communication among the servers via a unicast port. The Publisher 
Module updates the Servers List by sending and receiving messages to the rest of 
Publisher Modules using a multicast port.  
 
 
3.2. Publisher Module 
 
Every DDHCPv6 server needs to know the rest of the active servers of the network 
to establish future communications. A Servers List is used in every server. It 
contains information about the active servers in the network. The Publisher Module 
is in charge of updating this list periodically. Each entry of the list contains: 
 
- The IP of the server.  
- The port used for the Query Module.  
- The group of the server.  
- The state (St). 
- The value of V. 
 
All the communications between the Publisher Modules are done through a 
multicast group, which is predefined in the servers perviously. 
 
On one hand, every Publisher Module of a server sends a Publicity Message to the 
multicast address of the multicast group when a timer (tpub)

4 is over. This process is 
repeated continuously. On the other hand, the Publisher Module is listening for 
Publicity Messages sent to the multicast address and port. When a message arrives 
to the module, this module extracts the added data and adds that information to the 
Servers List. Besides, if a Publisher Module has notice that a server does not send 
messages during a determined time interval, the module deletes the entry of this 
server of the Servers List.  
 
 
3.3. Initiation Process 
 
What a server does when it is initiated the first time is explained in this section, i.e. 
it will not be taken into account when a server starts working after it fell down (it is 
explained in 3.6). 
 

                                                 
4 Tpub is a fixed timer used in all the Publisher modules. The value of Tpub is 5 seconds. 
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The information that a server has predefined before it is started is:  
 
- The IP address of the server. 
- DHCP Module port. It uses the standard port for DHCPv6 (547). 
- Query Module port. The port used to communicate with other servers. 
- The multicast IP address and port for the Publisher Module.  
- The group of the server. 
- V = -1. 
- St = -1. 
 
The first step that the server does when it is started is to wait up to the Servers List 
is filled (i.e. the time indicated by tpub). Then, the server checks if there are active 
servers in the network belonging to its group. There are two possible ways 
depending on the answer: 
 
- If there are no active members of its group in the network, the server will start 
serving IPs. Then, the value of V is incremented by one to indicate that a new 
version of the GCBF has been started. Note that V identifies the version of the 
information in GCBF, it means that all servers of a group should have the same 
value of V. The value of St is set to zero, that means that the server can work 
normally. After that, the server starts serving IPs. 
 
- If there are active members of its group in the network, it means that the server 
must achieve a copy of the GCBF because all the members in a group should have 
the same GCBF. Therefore, it sets St = 1, it means that the server is waiting for a 
copy of the GCBF. After that, it sets the value of its V to the same value of V in the 
other servers of the group. At this point, the server starts serving IPs. In 3.4 and 3.5 
we will see that the behaviour of the server changes depending the value of St. 
 
When a server needs to receive a copy of the GCBF, it checks the Servers List and 
selects randomly a server with St = 0. Then the server set all the counters in its 
GCBF to zero and sends to the remote server a Transfer Request Message through 
its Query Module. When the remote server receives the message, it makes a copy of 
its GCBF and transmits it using Transfer Reply Messages. The size of a GCBF will 
be of some megabytes, hence it is sent using fragmentation. When the transfer is 
finished, the local server changes its state to St = 0 (because it can work normally) 
and the initiation process is finished.  
 
There is a special case which must be taken into account. We suppose that a server 
(Ser1) is receiving a copy of the GCBF. Before it finishes, two new servers (Ser2 
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and Ser3) are initiated. Then, Ser2 checks the Servers List and see that Ser1 is 
receiving a copy of the GCBF (in the Servers List appears that Ser1 has St = 1). 
Ser2 cannot start to receive the GCBF because only one simultaneous transmission 
per group is allowed5. In that case, the server sets its St = 2, it means that Ser2 is 
waiting up to the transmission of Ser1 is finished. When Ser3 arrives, it follows the 
same steps as Ser2, but it sets the value of St = 3 because it not only must wait for 
the transmission of Ser1, but also for the transmission of Ser2. Each server that is 
initiated at this point is “queued” using this method, i.e. increasing the value of St 
by one. 
 
The waiting process (St > 1) is shown in the figure 3. The first step that the server 
does is wait up to the Servers List is updated again. Then, it checks if there is some 
member with St = 1. If the answer is affirmative, it means that the transmission has 
not finished yet and it must wait. If the answer is no, it means that the transfer has 
been completed and a new server can request the GCBF. Then all the servers with 
St > 1 will decrease the value of St by 1. After that, the server which has St = 1 can 
start to receive a copy of the GCBF. The other servers continue waiting. 
 

FALSE

Start

wait Tpub

TRUE

End

TRUE FALSE

Is there any
St = 1?

St= St - 1

St == 1?

 
 

Figure 3. The process for waiting to a GCBF transfer. 
 
In order to simplify the explanation of the behaviour of the system, we will 
differentiate two modes of working:  
 

                                                 
5 That is done to avoid an excess of network overhead. The number of simultaneous transmissions can be changed 
depending on the network capacity. 
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- The mode A, the normal one with St = 0. 
- The mode B, a temporary mode with St > 0. 
 
As we have seen, the servers are able to start serving IPs before they have a GCBF. 
It makes more complicated the design of the protocol. The advantage doing that is 
that the servers can attend petitions immediately after they are initiated, i.e. without 
waiting up to the transmission a GCBF is done. In 3.4 and 3.5 we will see how the 
parameter St affects to the generation/deletion of IPs in a server. 
 
 
3.4. Generating IPs 
 
The DHCP Module and the Query Module work together. The DHCP Module is 
the main module. It listens for requests of clients, manages the process of 
generation of a unique IPv6 address in the whole network, offers the IP to the 
client, and controls the stored IPs. The Query Module is in charge of all 
communications among the servers.  
 
The behaviour of the client is based on the standard DHCP protocol. A client sends 
a broadcast Request Message to the DDHCP server. It is sent to a defined port in 
the protocol (UDP port 457). The server processes the message and transmits a 
Reply Message to the client containing the generated IP address. The client resends 
the request if it does not receive any answer. It may be due to the nearest servers 
are down or the client is not in the wireless area of a server. If the client receives an 
IP address (and the rest of the network configuration), the client assigns the 
network configuration to it. If the client receives more than one, then the client 
chooses one of them depending on the client policy. In addition, the client should 
periodically renew the assigned IP sending Renew Messages to the server which 
attended its request. 
 
Fig. 4 represents a WMN. Every big square represents a DDHCPv6 server. The 
number in the upper part indicates the group number of the server. Besides, the rest 
of squares represent the modules which compose DDCHPv6: the Publisher Module 
(PM), the Query Module (QM), and the DHCP Module (DM). The server 
communication is shown with the numbered arrows. The figure shows the 
behaviour of the network, when a server (working in mode A) receives the petition 
of a client.  
 



DISTRIBUTED DHCPv6 

19 

 
 

Figure 4. Distributed DHCP behaviour. 
 
In the step one, a client appears in the network and demands an IP address sending 
a broadcast Request Message. In this case, the request only arrives to a server. This 
server receives the client petition through its DHCP Module. This module generates 
a random IPv6 address. The DHCP Module checks in its GCBF if the address was 
produced in this group (group one in this case) previously. Note that the GCBF 
contains all the IPs created by a group. If the answer is true, then a new IP will be 
created and the checking process will be repeated. When the answer is false, the 
server is sure that neither it nor any server belonging to its group generated that IP. 
This inspection is carried locally in the asked server. 
 
The second task is to verify that the created IP not only is unique in a group but it is 
unique in the whole network. For that, the DHCP Module passes the IP to the 
Query Module because a communication among servers is needed. Then, as the 
arrows with the number two describe, the Query Module sends Contains Messages 
with the generated IP to others Query Modules. The source server sends a message 
to a server of each different group using the Servers List. The remote Query 
Modules get the IP and confirm if it was created in that group using the GCBF. As 
mentioned, GCBF contains all IPs created by a group, thus checking a server by 
each group is enough. The arrows with the number three illustrate the answers of 
the remote Query Modules through Contains Response Messages. If some response 
is true then the generated IP is not unique or a false positive was produced. In both 
cases, a new IP is created and the complete checking process is repeated. This fact 
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generates more messages, and thus more network overhead, until a unique IP is 
founded. 
 
When the IP is unique the source Query Module must update the GCBF of its 
group. All the GCBFs of a group have the same information to provide replication. 
This action is done using Insertion Messages (see arrows with the number 4). For 
that, the Query Module sends these messages to the Query Modules of the rest of 
servers of the group using the Servers List. They insert the received IP in their 
GCBF. Besides, the Query Module passes the valid IP to the DHCP Module to 
finish the process. 
 
Finally, the DHCP Module not only inserts the received IP in GCBF but also in the 
LCBF. The LCBF holds the IPs generated by a server. And after all, the DHCP 
Module sends the IP through a Reply Message to the client (see arrow 5). 
 
The behaviour described above corresponds to a server working in mode A. When 
a server is working in mode B its conduct is different in one step. As we saw 
before, if a server has the mode B means that this server has not a valid copy of the 
GCBF. Then, after receiving a petition of the client, the server generates a random 
IP address, even though the server is not able to check its GCBF in order to know if 
the IP was created in it group. Therefore, the server sends a Contains Message with 
the generated IP to a member of its group. If the response is false, the server 
continues with the process explained above.  
 
The sever takes also into account when a message (m1) is received while other is 
being processed (m2). In this case, the MAC address of m1 will be queued in the 
Waiting Queue. When m2 is processed, the server checks the queue. If it is empty, 
the server will wait for more Request Messages. If the Waiting Queue has some 
address, the first one is extracted and processed by the server. With this method, the 
server achieves to execute requests with order FIFO. Besides, the stored addresses 
can be treated before the client resends the request. This way avoids the resends of 
the clients and thus network overhead. 
 
The waiting queue is space limited, e.g. few tens of requests are stored. Then if the 
Waiting Queue is full the received messages will be lost. Therefore, in this case 
resends will be necessary. 
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3.5. Deleting IPs 
 
We have described how the clients can obtain the net configuration, but we also 
must take into account when a client leaves the network. This issue is not as 
elemental as in other DHCP services since we are not using a simple list with the IP 
address assigned to each MAC address. As we anticipated before, we use two extra 
Counters Bloom Filters (DCBF and LCBF) for this task.  
 
The idea is similar to the standard DHCP where the clients must periodically renew 
its IPs. Two parameters are introduced for this task:  
 
- trens: Time to Renew (server) is the time that the server will wait to receive the 
Renew Messages from the clients. 
- trenc: Time to Renew (client) is the time that the client will wait to send a Renew 
Message to the server. The normal value for trenc = trens/2 because the Renew 
Message is an UDP datagram and could be lost. 
 
We know that the Local Counters Bloom Filter of a certain server has all IPs 
generated on it. Since this process will be carried in the DHCP Module. 
 
The first step of this process is to make a copy of LCBF over DCBF. After that, the 
server starts listening for Renew Messages from the clients. When a Renew 
Message is received, the IP of the client is extracted and deleted from the DCBF. 
This process ends when trens expires. Then, the information in DCBF corresponds 
to the IPs of the clients which did not renew its IP. For that reason, this information 
is deleted from the GCBF and from the LCBF of the local server and also of the 
GCBF in the other members of its group sending Delete Messages through the 
Query Module. The last step is to set all counters in DCBF to zero. This process is 
repeated periodically.   
 
The Delete Messages contains the info of DCBF. Normally, this filter will have a 
small quantity of data, i.e. almost all counters will be zero. A compression method 
is used. It consists in substituting the consecutive zeros by a number surrounded of 
#. For example, the array 230000000051 which has eight consecutive zeros can be 
converted to 23#8#51. Therefore, the size of the Delete Message is reduced. In 
contrast, if the size of the Delete Message is big (many clients leave the network in 
a short time) the message is fragmented in order to avoid large transfers. 
 
Each server must also listen for Delete Messages from the other servers in its 
group. It is done in the Query Module which extracts the compressed DCBF of 
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each Delete Message. When a Delete Message is received, it is decompressed and 
the GCBF is updated. 
 
That processes are not dependent of the working mode (A or B) of the server. Each 
server uses LCBF and DCBF to know which clients must be deleted from the 
LCBF and the GCBF. The servers in mode B can modify the GCBF since they will 
not use it until they receive an updated copy. 
 
 
3.6 Recovering Process 
 
The protocol also takes into account that any server can fall at anytime. In this case, 
it is important that the information of its LCBF is not lost. To do that, every certain 
time the servers make a copy of its LCBF (cpL) in non volatile memory. Note that 
it is not necessary to save a copy of the GCBF because it could be modified for the 
other members of the group while the server is off.  
 
The recovering process is done at the same time than the initiation process. As we 
saw in the point 3.3, the server waits until the Servers List is updated. After that, it 
checks if there are members of its group in the network: 
 
- If a server has not members of its group in the Servers List when is started is due 
to all the servers of the group are down. For that reason, nobody has a valid copy of 
the GCBF. In this case, the information stored in cpL is not useful and it is deleted. 
All the clients who had received the IP address from this server must ask for a new 
IP address. In order to indicate that the information of the server (and the group) 
has changed, the parameter V is increased by one. 
 
- If there are members of its group, it must ask for a copy of the GCBF. Before start 
the process of receiving the GCBF, the server must know whether the info of cpL is 
useful. To do that, the server uses the variable V. If the value of V is the same in 
other member of its group then the info in cpL is useful. Then cpL is copied over 
LCBF. If the value of V is different, the cpL will be deleted. After that, the server 
can ask for a copy of the GCBF as it was done in 3.3.   
 
The initiation/recovery process is shown in the Fig. 5.  
 



DISTRIBUTED DHCPv6 

23 

Start

End

TRUE FALSE

TRUE FALSE

request of GCBF

Wait Tpub

Look for members of its group

V ++;
cpL = null

local V = remote V

Is it the first
member?

local V equal
to remote V?

LCBF = cpL cpL = null

 
Figure 5: The initiation/recovery process. 
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4. SIMULATIONS 
 
Simulations were done to check the capabilities of the described protocol. First, 
counters Bloom filters were simulated. These results provided the proper values to 
the parameters of a CBF, i.e. the number of the counters of the CBF or BF size and 
the hash functions number (HFN). Then, these parameters were set in the CBFs that 
were used in the system simulations. Finally, a Distributed DHCPv6 over a WMN 
was simulated. 
 
All the simulations were processed by a powerful server which is available in the 
Networking Research Group laboratory. It is composed by five modules. Each 
module has an AMD Opteron bi-processor of 64 bits each one. Besides, one of 
these processors has a cache of 2 MB and the frequency is of 2 GHz. Each module 
has also 2 GB of RAM. Every unit is communicated with the rest through Giga-
Ethernet network cards.  
 
 
4.1. Bloom Filters Simulations 
 
Counters Bloom filters are the main data structure used in Distributed DHCPv6. 
For that, the parameters selection of a Bloom filter is a really important issue to the 
protocol performance. The protocol behavior depends on the Bloom filter 
performance. 
 
There is literature about mathematical concepts to determinate the performance of a 
determined Bloom filter, for example in [12]. Normally, in these cases is necessary 
to indicate how many elements are stored inside the structure. We pretend to give 
an idea about how should be our counters Bloom filter independently the stored 
elements and being aware that our resources may be scarce. 
 
The simulations we took into account two parameters: the number of CBF counters, 
i.e. BF size, and the hash functions number. Combining both we obtained some 
conclusions. Our assumptions were: 
 
- The tested Bloom filter sizes were: 2, 5, 8, 11 and 14 x 106 counters. Every 
counter has 4 bits. 
- The tested hash functions numbers were: 4, 6, 8, 10, 12 and 14. 
 
The used metrics are: 
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- Fill Ratio (FR): is the ratio between the number of counters with a value higher 
than 0 and the total number of counters of a CBF. It indicates how much filled is 
the CBF. It is measured as a percentage. 
 
- Utilization (util): is the ratio between the inserted IPs and the created IPs. It 
indicates how many IPs have no produced a false positive. It is measured as a 
percentage. 
 
- Clients number. 
 
The created IPs were never duplicated due to the used algorithm. Therefore, when a 
contains operation gave a true result it was considered like a false positive. 
 
The simulations consisted in filling a CBF and measuring the fill ratio and the 
utilization. It was done with different scenarios always changing the CBF size or 
the hash functions number, never both at the same time. 
 
The simulation was divided into two parts. The former consisted in checking what 
happened with different hash functions number using a CBF with fixed size. In the 
second part, we modified the CBF size keeping their hash functions number fixed. 
 
On one hand, a CBF of 11 x 106 counters was tested. Different hash functions 
numbers were used over this filter. The results showed that the more hash functions 
there were, the less clients were served.  This is because an insert operation 
increases more counters with a high hash functions number than a lower one. 
Therefore, with high hash function numbers the fill ratio increases quickly and 
consequently the served clients is less. Fig. 6 shows this effect. The line 
representing 4 hash functions has more clients in every point of fill ratio than the 
line representing 12 hash functions. The former does not increase as quickly as the 
second one their FR. 
 
Moreover, the utilization suffered differences between two different hash functions 
numbers. Both graphics of the Fig. 7 show two lines. The two lines are representing 
the percentages corresponding to the fill ratio and utilization of a CBF. The 
diagram represents the ratio between FR and utilization, i.e. the utilization which is 
achieved depending on the FR. The fill ratio starts with 0 % and inserting IPs it 
increases. Nevertheless, the utilization begins at 100 % and its progress is going 
down owing to the false positives. 
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Figure 6. The FR of an 11 millions CBF using different HFN. 
 
The left graphic in the Fig. 7 shows the behaviour of a CBF with size of 11 x 106 
counters and 4 hash functions. The right graphic in the Fig. 7 represents a CBF with 
the same size but 12 hash functions. Differences are visible. With 4 hash functions 
the utilization decreases more than using 12 functions. For example, with 80% of 
fill ratio, 4 hash functions produce 87% of utilization while 12 hash functions in the 
same circumstances has 98% of utilization. Therefore, the utilization is better using 
a high number of hash functions. Checking 12 counters is less probable to get a 
false positive (i.e. those 12 counters must be higher than 0) in a CBF with high fill 
ratio than checking 4. Note than the utilization bend decreases slower with 12 hash 
functions. 
 

 
 

Figure 7. FR vs Utilization for CBF with different HFN and 11 millions counters. 
 
On the other hand, CBFs with 4 hash functions and different sizes were compared. 
Regarding the utilization, we conclude that the utilization is independent of the 
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Bloom filter size. Compare the left graphic of Fig. 7 and Fig. 8. Both graphics use 4 
has functions but they have different sizes, 11 and 2 x 106 counters respectively. 
The utilization bends are identical. The same occurs with the fill ratio bends. The 
unique difference is the number of served clients in every point.  

 
Figure 8. FR vs Utilization for a CBF with 4 HF and 2 millions counters. 

 
As was mentioned above, the number of clients is dependent of the Bloom filter 
size. The more size has a Bloom filter, the more clients it can store and the fill ratio 
more slowly increases. It was expected because with more size there are more 
counters. The Fig. 9 illustrates that a CBF of 2 x 106 counters can server 1000000 
IPs while a CBF of 14 x 106 counters can store 7500000 IPs. All the CBFs used 4 
hash functions. The CBF size depends on how much memory the network 
administrator wills to use in the node.    

 
 

Figure 9. FR of CBFs with different sizes and 4 HFN. 
 
Concluding, the number of counters in a CBF determines how many clients can be 
served. The hash functions number indicates the filling velocity and the utilization. 
Both parameters need to be in trade-off to not waste memory and achieve a good 
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performance. The network designer must be aware that resources like memory can 
be scarce. In addition, the more hash functions there are, the more computation is 
needed to insert, contains and delete operations. Next, we choose the CBFs 
parameters which we have used in the system simulation. We have token into 
account the results explained above. 
 
Choosing the parameters 
 
In this section, we chose the most proper values of the CBF parameters for our 
system. The system may have scarce resources. Therefore, the resources like the 
memory and the processor must be used efficiently.  
 
Firstly, we chose the hash functions number. For that, we took into account the 
minimum utilization that we will accept is 95%, i.e. false positives can be at most 
5%. Less utilization means more false positives and thus the network has a worst 
behaviour (see Fig. 8). We chose this value because the utilization decreases very 
quickly with a value lower than 95%. Choosing correctly the CBF parameters, the 
95% of utilization is achieved when the Bloom filter is enough filled.  
 
Then, we measured the fill ratio at 95% of utilization for different hash functions 
numbers. As was mentioned before, the utilization is size independent, thus any 
Bloom filter size is valid to this prove. Table 1 shows these values.  
 

Hash Functions 
Number 

Fill Ratio (%) 

4 64.2 
6 76 
8 83 
10 86.5 
12 89 
14 90.5 

 
Table 1. Maximum FR for CBF with different HFN.  

 
As the table illustrates, at 95% of utilization a high number of hash functions 
produces more use. In contrast, a small number of functions generates scarce use. 
We decided to use 8 hash functions because we considered that 8 hash functions 
have an intermediate FR. Exactly, when the utilization is 95%, the fill ratio is 83%. 
In this way, we achieved to have a good fill ratio without over heading too much 
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the processor. Six hash functions could also be used if a computation reduction is 
needed.  
 
In order to select the CBF size, table 2 is used. This shows the inserted IPs when 
the utilization is 95% (or the fill ratio is 83%) for a CBF with 8 hash functions and 
variable size. This decision depends on the available resources and how many 
clients we expect to receive. 
 
 

Bloom Filter Size 
(million counters) 

Clients Number 

2 490000 
5 1150000 
8 1840000 
11 2470000 
14 3100000 

 
Table 2. The clients number for CBF with 8 HFN and different sizes.  

 
The number of counters should be a trade-off between the number of expected 
clients and the system memory. In our simulation, we chose 1 million counters CBF 
in order to avoid the lack of memory. Note that the chosen number of clients should 
be the maximum for a CBF with these features in order to have a correct behaviour. 
 
The correct value of these parameters is very important to the system performance. 
The processor work and the utilization are controlled with the hash functions. The 
number of clients only is controlled by the CBF size. Therefore, good elections are 
needed before to deploy the protocol.  
 
Counters 
 
Counters in counters Bloom filters are limited. An overflow in a counter produces 
that it is not useful until the filter is reset. Overflowed counters could produce a bad 
performance of the system. For that, the bits of a counter should be studied deeply. 
In [13] is concluded that in many applications 4 bits per counter is enough.  
 
We did several simulations to check this sentence. We filled a counters Bloom filter 
with random IPs several times and checked the highest value of all the counters. 
The maximum value was always 12 or less. Therefore, with 4 bits is enough also 
for our CBFs of the system.   
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4.2. System Simulations 
 
In this section, a set of servers using DDHCPv6 was simulated. A server has a 
counters Bloom filter which represents its GCBF. All the CBFs have 106 4-bit 
counters and eight hash functions. We wanted to measure the capabilities of the 
system with different configurations, i.e. varying the number of groups and the 
number of servers per group. Deletion and Initiation operations were not simulated.  
 
The simulation done per each configuration consisted on adding clients to the 
network until it was saturated. Every server received the same number of clients. 
As we did in the counters Bloom filter simulations, the algorithm of IPs generation 
never generated twice the same IP, and then all the positives were false positives.  
 
The used metrics are: 
 
- Global Fill Ratio (GFR): is the average of FR of all the servers in the network. It 
is measured as a percentage.  
 
- Global Utilization (Gutil.): is the average of utilization of all the servers in the 
network. It is measured as a percentage. 
 
- Messages number: are the messages sent among Query Modules. Messages 
between client and DHCP Module are ignored. 
 
- Clients number of the network. 
 
With this simulation we knew what the most favourable configuration is, i.e. the 
configuration which has better number of messages and clients ratio.  
 
Firstly, we studied how the number of the servers per group affects in the system. 
For that, we simulated several systems of two groups with 2, 4, 8 and 12 servers per 
group.  
 
The simulations showed that the number of clients is the same in all the cases (see 
Fig. 10). That is because each group shares a counters Bloom filter, that is the 
GCBF, and then, each group can be seen as a single DDHCPv6 server. 
 
The Fig. 11 shows the utilization per groups of two and eight servers. It is easy to 
see that the utilization does not change either. The reason is the same that was 
explained previously. 
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Figure 10. Fill ratio for two groups with different number of servers per group. 
 

 
 

Figure 11. Utilization for two groups with 8 (left) and 2 (right) servers per groups. 
 

The replication factor is the only factor which is increased when the number of 
servers of a group is augmented.  
 
In the second scenario we used 24 servers with different configurations: 2x12 (two 
groups of twelve servers), 4x6, 6x4, and 12x2. In this part, the effect of changing 
the number of groups was tested. In the Fig. 12 we can see how the number of 
clients increases proportionally when the number of groups increases. For example, 
four groups have more or less twice as much the number of clients than two groups. 
Since there are more groups, there are more distinct GCBFs which can house more 
clients. 
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Figure 12. GFR for different network distributions. 
 

The utilization also varies with respect to the number of groups. Fig. 13 shows that 
when the number of groups is increased the utilization is worst. This is due to the 
more groups are working, the more Contains Messages are produced and then the 
probability of obtain a false positive is increased. The figure shows that both 
configurations start producing false positives around 50 - 55% but in the 
configuration with twelve groups the utilization falls up to almost zero. 

 

 
 

Figure 13. GFR vs Gutil for 2x12 (left) and 12x2 (right) network configuration.  
 

About the messages among Query servers, the process when a client sends a 
petition to a server is necessary to remember. The server does four things: the 
server generates an IP, checks the local GCBF, then it sends a message to a server 
of each group, that is (NumGroups -1), after the remote servers answer to it,  
 

((NumGroups -1)*2) 
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This is repeated again for each false positive plus one (when the IP is valid), 

 
((NumGroups -1)*2)*(FP+1) 

 
Finally, the server sends a message to each server in the group updating the 
GCBFs. We conclude that the number of messages per petition, i.e. IP generation, 
is: 
 

((NumGroups -1) *2)*(FP+1) + (NumServersPerGroup -1) 
 
We saw that, if the number of groups was increased, also the number of false 
positives was increased, i.e. the punishment (messages number) for increasing the 
number of groups is much bigger than increasing the number of severs per group. 
Fig. 14 shows the messages generated in a network with 24 servers and different 
number of groups. A first conclusion is that a high number of groups produces a 
high number of messages. Look the configuration 12x2. It produces the highest 
network overhead. 
 

 
 

Figure 14. Messages number for different network distributions using 24 servers. 
 
In addition, table 3 shows the number of messages and the number of clients for 
each configuration showed in Fig. 14. Neither the configuration 2x12 nor 12x2 are  
proper. The former, has much replication and reduced network overhead but the 
number of clients is small. In contrast, many groups produce many clients but much 
network overhead. 
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Configuration Number of Clients Number of Messages 

2x12 375000 73031140 
4x6 650000 11124584 
6x4 900000 12118980 
12x2 1525000 36822951 

 
Table 3. Network overhead for a WMn with different configurations. 

 
In addition, the Table 3 shows the number of clients and the network overhead for 
each configuration illustrated in the Fig. 14. As mentioned, many groups produce 
much network overhead and a small number of groups produces a small number of 
clients. Obviously, an intermediate configuration, such as 4x6 or 6x4, would be the 
best option for this network composed by 24 servers. The configuration 4x6 offers 
reduced overhead and 650000 clients. Nevertheless, the configuration 6x4 produces 
more clients (900000) with more overhead. The final decision depends on if the 
network administrator is more interesting in the number of clients or the network 
overhead. Note this number of clients has been produced using 16 Mbits in every 
server.   
 
Summarizing, increasing the number of servers per group the replication is better. If 
we increase the number of groups, the system can serve more IPs, but the 
utilization decreases and it produces network overload. 
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5. CONCLUSIONS 
 
Wireless Mesh Networks are designed to overcome the limitations of Mobile Ad 
Hoc Networks. They are used in many fields, for instance in local networks, 
business networking or emergency situations due to its fast deployment, low cost, 
and robustness. But, this kind of networks is still not mature. Many entities are 
researching about them because many challenges are needed to solve, for example 
reliable wireless communications or scalable networking functions.  
 
Distributed DHCPv6 has been created to solve one of the challenges in WMNs, the 
node auto-configuration. Counters Bloom filters are employed to save memory. 
The memory may be scarce in a server. Besides, standard DHCP clients are used. 
They keep the same behaviour like in the standard DHCP. 
 
DDHCPv6 provides many advantages: robustness, fault tolerance, efficient use of 
resources, and low network and processor overhead. This is able to cover a vast 
network and assigns a unique IP in the whole network to the clients.  
 
In this Master’s thesis, the proposed protocol has been explained on detail and has 
been simulated. CBFs and a virtual WMN have been simulated.  
 
The BF simulations showed that the CBF size allows selecting the number of 
clients which a server can manage. This is the best way to do that since it does not 
affect other parameters like the utilization or the number of messages. Nevertheless, 
the hash function number indicates the utilization and the processor overhead. For 
the system simulations, we chose CBFs with 106 counters (with 4 bits per counter) 
and 8 hash functions. This Bloom filter allows store almost 300000 IPs with a 
utilization of 95%.  
 
The system simulations illustrated that an important issue is how the servers 
belonging to the network are grouped. A few groups provide replication. Many 
groups offer many clients but high network overhead. Twenty four servers had our 
virtual WMN. The best server configurations were 4 and 6 groups of 6 and 4 
servers per group respectively. The former achieves to assign 650000 IPs with the 
utilization of 95%. The second gives configuration to 900000 clients but the 
network overhead is worst. Of course, a trade-off between groups and servers per 
group is an important decision. Additionally, the selection will depend on the 
interests of the network administrator, i.e. the network can offer many clients or can 
offer more utilization with less network overhead. 
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Concluding, a network composed by 24 servers grouped in groups of 4 servers is 
able to manage 900000 clients. That is achieved using 16 Mbits per server. 
Therefore, the memory space is used efficiently and the network overhead is not 
very high (13 messages are generated in the network per client). In addition, 
DDHCPv6 provides robustness and fault tolerance. For all that, we propose this 
protocol to be used over WMNs. 
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6. APPENDIX A: Messages  
 
This appendix shows the format of the messages used in DDHCPv6. All the 
messages are UDP. Here, we explain the information which is set in the data field 
of a UDP message. Note fields of the UDP header are kept.   Firstly, a brief 
description of the message is written. After that, a diagram shows the information 
sent. In this diagram there are two kinds of fields. The first field corresponds to the 
type of message which is composed by three letters. The rest corresponds to the 
information which is sent to others nodes. All the messages are described bellow. 
 
Contains Message 

This message is sent to remote servers to check if the generated IP is unique in 
the whole network. 

 
CON Generated IP 

 
Contains Response Message 

This message is sent by Query Module to other Query Module. The former 
received a Contains Message from the second to check a remote IP. The 
message contains the response. 

 
COR Generated IP Response 

 
Delete Message 

This message is sent for a Query Module to Query Modules of its group. It 
contains the local DCBF or part of this to be deleted in the GCBF of the remote 
Query Modules. Fragmentation flag is a boolean. Fragment number indicates 
where, in the total array, should be copied the info in DCBF. 

 
DEL Fragmentation 

flag 
Fragment 
number 

DCBF 

 
Insertion Message 

This message is sent by a Query Module to Query Modules of its group to insert 
an IP in the GCBF. 

 
INS Generated IP Address 
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Publicity Message 

This message is transmitted by a Publisher Module periodically to other 
Publisher Modules. As a result, a server knows information of the active servers. 

 
PUB Server IP 

Address 
Local Query 
Module Port 

Group State Version 

 
Renew Message 

This message is transmitted for the client to the server to renew the assigned IP. 
 

REN Client IP Address 
Reply Message 

The server sends this message to the client to offer a generated IP address and 
the rest of network configuration. 
 

REP Client MAC Net ID Generated IP Gateway DNS 
 
Request Message 

The client sends this message to the server to ask for an IP address. 
 

REQ  Client MAC Address 
 
Transfer Reply Message 

This message is sent for a server with state 0 which is able to send the updated 
GCBF to new server of its group. It is the answer to the Transfer Request 
Message. Fragmentation is used. Fragmentation flag has a boolean value. 
Fragment number indicates where, in the total array, should be copied the info 
in DCBF. 

 
TRP Fragmentation 

flag 
Fragment 
number 

GCBF 

 
Transfer Request Message 

This message is sent by a server which has just started to other server of its 
group with state 0. The former ask for the updated GCBF. 

 
TRQ 
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7. APPENDIX B: Acronyms 
 
A list of all the acronyms used in the report and its meaning. 
 
- BF: Bloom Filter. 
 
- CBF: Counters Bloom Filters 
 
- CBFT: Counters Bloom Filter Trio. 
 
- CIDR: Classes Inter Domain Routing. 
 
- DCBF: Delete Counters Bloom Filter. 
 
- DDHCPv6: Distributed DHCP for IPv6. 
 
- DHCP: Dynamic Host Configuration Protocol. 
 
- DM: DHCP Module. 
 
- DNS: Domain Name Service. 
 
- FIFO: First In First Out. 
 
- FR: Fill Ratio. 
 
- GCBF: Group Counters Bloom Filter. 
 
- GFR: Global Fill Ratio. 
 
- HF: Hash Function. 
 
- IP / IPv4: The Internet Protocol in its version four. 
 
- IPv6: Internet Protocol in its version six. 
 
- LCBF: Local Counters Bloom Filter. 
 
- MAC address: Media Access Control address. 
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- MANET: Mobile Ad Hoc Networks. 
 
- PAN: Personal Area Network. 
 
- PM: Publisher Module. 
 
- QM: Query Module. 
 
- UDP: User Datagram Protocol. 
 
- WMN: Wireless Mesh Network. 
 
- WQ: Waiting Queue. 
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