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Abstract 
An important trend, in personal area networks, is that 
time critical application becomes more common, e.g., 
voice over IP, video phone calls, network games. This 
segment of applications demands for quality of service 
(QoS) guarantees, to provide the correct functionality. 
The Bluetooth standard provides an optional interface 
to support QoS guarantees, but the standard does not 
suggest any actual implementation. A wireless 
communication channel is stochastic by nature, 
providing QoS guarantees with this precondition 
make traditional deterministic real-time theory 
obsolete.  In this paper a probabilistic fault tolerance 
test enabling quality of service guarantees in a 
Bluetooth piconet is given. 

I. Introduction 
The Bluetooth (IEEE 802.15.1) standard [1, 2] is often 
referred to as ‘the’ wireless standard for personal area 
network (PAN) and body area network (BAN) [3] 
applications. An important trend, in this application 
area, is toward time critical applications, e.g., voice 
over IP, video phone calls, network games. This 
segment of applications demands for quality of service 
(QoS) guarantees, to provide the correct functionality. 
The Bluetooth standard provides an optional interface 
to support QoS guarantees [1], but it does not suggest 
any actual implementation. In this paper a possible 
implementation, for enabling QoS guarantees in a 
Bluetooth radio system, is presented.  
 

A wireless communication channel is 
stochastic by nature [4]. This stochastic behavior is a 
result of the low signal levels in wireless 
communication systems and the fact that the signal is 
distorted by the non deterministic medium that the 
signal is propagated through. These have a profound 
effect on the performance and capacity of a wireless 
communication channel. Providing QoS guarantees 
with these preconditions make traditional 
deterministic real-time theory obsolete. The fact is that 
QoS guarantees can only be probabilistic under these 
circumstances. In [5] a framework for providing such 
guarantees for a hybrid scheme based on ARQ and 
block code where given. The QoS guarantees were 
given as a deadline and probability of successful 
delivery before this deadline. In this paper we adopt 
this framework and provide a fault tolerance test 
enabling for QoS guarantees in a Bluetooth piconet. 

II. Bluetooth radio system 
The basic Bluetooth network architecture is based on 
a master-slave configuration, i.e., a point to point 
connection. More advanced network architectures are 
possible where up to eight Bluetooth equipped units 
can be active members of one network (piconet). 
Furthermore, several piconets can interconnect and 
form a so called scatternet. 
 

The Bluetooth radio system uses frequency 
hopping (FH) to create physical channels (piconets). 
The FH enable concurrent systems to operate in the 
neighborhood, and provides resistance against 
interference. The available 80 MHz of the 2.45 GHz 
industrial scientific medicine (ISM) spectrum is 
divided into, Nch, 79 frequency sub-bands; the 
hopping rate is 1600 hops/second, i.e., one time slot is 
625 !s. Each piconet is assigned a hopping sequence, 
which create a common broadcast channel for all 
member nodes of that specific piconet. The hopping 
sequence is generated by a pseudo random generator, 
which repeats itself over a 227 time slot interval. The 
sequence is generated locally in each piconet; 
determined by the master node identity and the local 
clock of the master node in the piconet.  

 
In order to further differentiate between 

transmissions in adjacent piconets, each piconet 
defines its physical channel by a 72 bit channel access 
code (CAC). This is used for; synchronization, DC 
offset compensation, and identification. The CAC 
identifies all packets exchanged on the channel of the 
piconet, i.e. all packets sent in the same piconet are 
preceded by the same CAC. In the receiver of the 
Bluetooth unit, a sliding correlator correlates against 
the access code and triggers when a threshold is 
exceeded. The CAC consists of a preamble sync word, 
and trailer, where 64 bits are the sync word, four bits 
are the preamble and four bits are the trailer. The sync 
word is derived from the 24 bits lower address part 
(LAP) of the 48 bits Bluetooth address. A (64, 30) 
block code guarantees large hamming distance, dmin = 
14, between sync words based on different LAP. The 
medium access scheme inside a piconet is based on a 
master-slave polling scheme, with time division 
duplexing (TDD), i.e., a slave can only transmit as a 
response on the master’s transmission. Two timeslots 
form a frame, where the entity frame is a consequence 
of the TDD scheme.  
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Two different types of communication links 

are available for a Bluetooth device; asynchronous 
connection less (ACL) and synchronous connection 
oriented (SCO). ACL is used for data and SCO is 
strictly used for pulse code modulated (PCM) voice. 
We concentrate on ACL links in this paper, since; the 
SCO links do not support any kind of retransmission 
which are necessary for our mechanism. The ACL 
channel uses either a cyclic redundancy check (CRC), 
data high rate (DH) packet, or a (15, 10) hamming 
code, data medium rate (DM) packet. These error 
correcting/detecting methods are used in combination 
with automatic repeat request (ARQ) to guarantee 
correct delivery of data packets. The packet length can 
also be changed for an ACL link, one time slot 
(DM1/DH1), three time slots (DM3/DH3) or five time 
slots (DM5/DH5), supporting different capacity and 
different capability to handle different channel 
quality.  

 
All packet types transmitted over an ACL 

link also contains a header which are protected with a 
(3, 1) repetition code [4]. The master-slave 
configuration further require two more packets a 
NULL packet and a POLL packet. The NULL packet 
has no payload and therefore consists of the access 
code and packet header only. The NULL packet is 
used to transport acknowledge (ACK) and negative 
acknowledge (NACK). The POLL packet is similar to 
the NULL packet, but it requires acknowledge in 
return, in our case that is data. In the continuation of 
this paper we will only consider the DM1 packet for 
the QoS mechanism, but the mechanism can easily be 
extended for other ACL packet types. 

III. Fault tolerance test 
A message transmission is defined by the maximum 
available resources for the transmission, i.e., the worst 
case transmission time, WCTT.  

 

Figure 1. Packet exchange, point-to-point 
connection. A. Master to slave B. Slave to master. 
 
In figure 1 the transportation of a single packet from 
master to slave (A.) and from slave to master (B.) is 
visualized. It shows that only one of the time slots in 
one frame is utilized for real information 
transportation, the other timeslot in a frame is 
overhead created by the necessary ACK/NACK in the 
master to slave transmission and the POLL in a slave 
to master transmission. 
 

A. Probability of correct delivery 
To provide guarantees for the correct data delivery, 
the packet error probability for each packet 
transmission must be considered. The probability for 
errors in DATA, ACK/NACK and POLL messages 
are different, even for the same link, since the error 
detecting /correcting codes used for different fields in 
the packets use different errors correcting codes and 
different type of messages have different sizes. The 
packet error rate, PER, for different packet types can 
be calculated from the bit error rate, BER [4]. The 
code word error rate, Pwe, for (3, 1) repetition code is: 
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where N is the number of bit repetitions, in this case 3. 
The PER for NULL and POLL packet are then 
according to: 
 

/ 1 (1 )L
POLL NULL wePER P% # # , (2) 

where L is the number of code words in a 
POLL/NULL packet, i.e., the number of information 
bits that the header contains. The codeword error rate, 
Pwe, for a (15, 10) hamming coded is according to:  
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where N is the number of bits in the codeword and t is 
the error correcting capability, in this case 1. The PER 
for a DM1 packet is then according to: 
 

1 1 (1 )L
DM wePER P% # # , (4) 

where L is the number of code words in a DM1 
packet. As can be seen in the previous equations the 
only input parameters are the packet type {NULL, 
POLL, DATA} and the BER. The BER is the 
parameter that indicates the channel quality. It has 
previously [6] been shown that it is possible to use the 
output from a sliding correlator, for the access code, 
to produce an estimate of the channel quality. In [6] 
they have used the estimated channel quality to 
choose the packet type for an ACL link (i.e. choose 
packet type DH, DM), maximizing the channel 
capacity. However, it is possible to use the same type 
of estimate to choose the appropriate amount of time 
redundancy allocated for a specific link and packet 
type, i.e., estimate the BER. 

 
The error probability for two different links 

and three different packets are involved in the 
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transportation of a single timeslot packet (DM1). For 
the case where the transmission is between the master 
and the slave, DATA is forwarded from master to 
slave, reverse ACK/NACK slave to master. In the 
other direction slave to master transmission, a POLL 
packet is forwarded from the master to the slave and 
DATA is transmitted in reverse from the slave to the 
master. 

 
The calculation of the total probability of 

correct delivery, Psuccess, for all transmissions involved 
in the information transportation of a message, from 
the master to the slave, can be done according to the 
following. The probability of no packet error for the 
DATA packet from the master to the slave is denoted 
PM!S(DATA) and the probability for packet error for 
the DATA packet is denoted PM !S (DATA). In order, 
for the master to know that the DATA is correctly 
delivered at the slave, the slave must respond with an 
ACK/NACK. The probability that the ACK message 
is delivered correctly is denoted PS!M(ACK) and the 
probability of erroneous reception of an ACK is 
denoted PS!M(ACK). If the DATA is erroneous 
received at the slave an NACK is transmitted to the 
master. Important to point out, is that whether the 
NACK is received correctly or not, the master will 
interpret it as a NACK, i.e., PS!M(NACK) =  
PS!M(NACK) = 1.0. The result is a permutation tree; 
figure 2A., where the branches represent individual 
probability for packet error and probability for no 
packet error. The permutation tree in total, figure 2A., 
represents the successful delivery (the black path in 
figure 2A.), Psuccess, or non successful delivery (the 
grey paths in figure 2A.), Pfail, of a message from a 
master to a slave.  

 
The calculation of Psuccess for all transmissions 

involved for the opposite direction, from the slave to 
the master, can be done according to the following. 
The probability of no packet error for the POLL 
packet from the master to the slave is denoted 
PM!S(POLL) and the probability for packet error for 
the POLL packet is denoted PM!S (POLL). The POLL 
packet needs an acknowledgement, the slave must 
respond with NACK or DATA. The probability that 
the DATA message is delivered correctly is denoted 
PS!M(DATA) and the probability of erroneous 
reception of an DATA is denoted PS!M(DATA). If the 
POLL is erroneous received at the slave an NACK is 
transmitted to the master. Important to point out, is 
that whether the NACK is received correctly or not, 
the master will interpret it as a NACK, i.e., 
PS!M(NACK) =  PS!M(NACK) = 1.0. The permutation 
tree; figure 2B., where the branches represent 
individual probability for packet error and probability 
for no packet error. The permutation tree in total, 
figure 2B., represents the successful delivery (the 
black path in figure 2B.), Psuccess, or non successful 

delivery (the grey paths in figure 2B.), Pfail, of a 
message from a master to a slave.  

 

A. 
 

B. 
 
Figure 2. Permutation tree for error probability of 
delivery. A. Master to slave transmission. B. Slave 
to master transmission. 
 
B. Fault tolerance 
In the permutation tree, figure 2A. and 2B., it only 
exists one successful path, i.e., the non erroneous 
transmission time, Tt, is equal to WCTT.   

 

 
 
Figure 3. Permutation tree for a master to slave 
transmission, with one redundant frame added. 
 
However, as can be seen in the permutation tree, 
figure 3, where one redundant frame is added, several 
successful paths exist. The Psuccess, is increased by 
adding an even number of redundant timeslots, Tr, to 
the transmission time, Tt according to: 

 

t rWCTT T T% $ . (5) 

This gives a higher cumulative Psuccess. The probability 
of success, Psi, for each individual successful path, 
figure 4, is calculated and added together according 
to: 
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The probability of failure of message delivery is then 
according to: 
 

1fail successP P% # . (7) 

C. Resource allocation 
The WCTT for a certain Psuccess is represented by the 
depth of the tree, figure 3. If the resulting Psuccess does 
not fulfill the needed QoS guarantee on successful 
delivery, the WCTT is increased, i.e., a new layer in 
the permutation tree is added. New successful paths 
are calculated and Psuccess is once again compared to 
the successful delivery guarantee asked for and so 
forth until the wanted guaranteed QoS level is reached 
or a maximum level of WCTT is reached.  
 

The complexity of the tree traversal 
algorithm is lowered by pruning the binary tree. Sub-
trees below a successful delivery node are cut, since 
they are of no interest. For branches that represent 
NACK, half of the sub trees can be cut as a result of 
P(NACK) =  P(NACK) = 1.0. These sub-trees that can 
be pruned are visualized in figure 4 as dotted grey.   

IV. Result 
The graph in figure 4 displays the Pfail versus BER for 
WCTT equal to two, four, six, eight and, ten timeslots. 
The case with two time slots (dotted curve) is where Tt 
= WCTT. The other curves show Pfail when redundant 
time is added to the WCTT.  

 

 
Figure 4. BER versus Pfail, master to slave 
transmission. 
 

The graph indicate that it is possible to achieve 
very low Pfail if the BER < 10-2. At a BER = 10-3 it is 
possible to reach a Pfail as low as 10-14. On the other 
hand it can also be concluded that if the BER > 10-2 

then the Bluetooth radio perform very badly in 
general. The channel coding scheme used in Bluetooth 
is not able to handle such a bad channel quality. 
 

V. Conclusion 
As conclusion it is important to point out that the 
stochastic behavior of the wireless channel must be 
taken into account, in order to be able to support QoS 
guarantees.  In this paper we have shown a fault 
tolerance test mechanism that enables QoS guarantees 
in Bluetooth. These guarantees are probabilistic and 
based on average estimates. A certain probability of 
message delivery Psuccess is achieved by adding fault 
tolerance to worst case transmission time, WCTT, 
during the resource allocation for an ACL link.  
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