
   

Technical report, IDE0501, January 2005  
 

 
 

Wireless On-Board Diagnostics 
 

Master’s Thesis in Computer Systems Engineering  

Rene Schirninger, Stefan Zeppetzauer 

 

 

 
 
 

 

 
 

School of Information Science, Computer and Electrical Engineering 
Halmstad University 

    



 

 



 

 
Wireless OBD 

 
Master’s Thesis in Computer Systems Engineering 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

School of Information Science, Computer and Electrical Engineering 
Halmstad University 

Box 823, S-301 18 Halmstad, Sweden 
 
 
 
 

January 2005 

 



 

Acknowledgements 
 
This Master Thesis project was initiated by Volvo Technology Gothenburg. We want to thank 
Thomas Söderqvist, Tommy Alsterstad, Anders Karlsson and the OBD reference group at 
Volvo for their helpful guidance and their excellent supervision. Furthermore we want to 
thank Urban Bilstrup, our supervisor at Halmstad University, for his ongoing support and for 
his valuable contribution. We also want to mention and thank Latef Berzenji, who spent a 
huge amount of time proofreading our report. 
 
Rene 
I explicitly want to thank my mother for her remarkable support and for her deep 
understanding during all the difficult times I faced throughout my studies. I also want to 
express gratitude for my grandparents, who always had time for me in the past years. 
 
Stefan 
I want to express my deepest gratitude for the constant support, understanding and love that I 
received from my family, my grandparents and from my life companion Katrin during the 
past years. Furthermore, I also want to thank all my friends who enabled me to experience 
such an exceptional and unforgettable time in Sweden. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Description of cover page picture: Picture of the Innovative Approach 
 

 



  Preface 

Preface 
 
Team Members:  Rene Schirninger 

Stefan Zeppetzauer 
 

Institution:   Högskolan Halmstad 
 
Program of Study:  Master’s Program for Computer Systems Engineering 
 
Title of thesis:  Wireless On-Board Diagnostics 
 
Supervisor:  Urban Bilstrup 
 
 
Reprinted with permission from IEEE Std 802.1x, "Port-Based Network Access Control", 
Copyright 2001, by IEEE. The IEEE disclaims any responsibility or liability resulting from 
the placement and use in the described manner. 
 
 
Keywords 
 
1. Keyword: Wireless LAN Security 
2. Keyword: On-Board Diagnostics 
3. Keyword: Pre-shared Key-Management 
 

  i 



Wireless OBD 

ii 



  Abstract 

Abstract:  
Wireless On-board diagnostics functionality, which is a future outlook to vehicle system 
parameter analysis, enables measurements and controlling without the limitation of a physical 
connector. Today every vehicle must by law provide the possibility to analyze engine and 
emission related parameters (OBD II). The wireless connection requires a high security level 
to prevent unauthorized communication establishment with the truck’s bus system. The aim 
of the project is to make a survey of the available security mechanisms and to find the most 
promising solutions. Furthermore, several usage scenarios and access right levels are 
specified and a risk analysis of the whole system is made. The greatest challenge is the 
specification and implementation of a proper key-exchange mechanism between the analyzing 
device and the truck’s bus system, which is therefore carried out with the highest possible 
level of awareness. Consequently several different concepts have been formulated based on 
the different usage scenarios.  

  iii 



Wireless OBD 

 

iv 



   Contents 

Contents: 
1. Introduction ................................................................................................................................................. 1 

1.1. Project Motivation ............................................................................................................................... 1 
1.2. TCP/IP - CAN/SAE J1939 Gateway.................................................................................................... 2 

1.2.1. Wireless LAN.................................................................................................................................. 2 
1.2.2. CAN/SAE J1939 ............................................................................................................................. 4 

1.3. Usage scenarios.................................................................................................................................... 5 
1.3.1. Production scenario ......................................................................................................................... 5 
1.3.2. 3rd Party Workshop scenario .......................................................................................................... 5 
1.3.3. Volvo Workshop scenario............................................................................................................... 6 
1.3.4. Fleet Owner scenario....................................................................................................................... 6 
1.3.5. Governmental Check scenario......................................................................................................... 6 
1.3.6. Police Inspection scenario............................................................................................................... 6 

1.4. Access Right Levels............................................................................................................................. 6 
1.4.1. Read OBD data ............................................................................................................................... 6 
1.4.2. Read and write in limited memory areas......................................................................................... 6 
1.4.3. Read and write without limitations ................................................................................................. 7 

1.5. Validity Scope of Access Right Levels................................................................................................ 7 
1.6. Thesis outline ....................................................................................................................................... 7 

2. Related Work............................................................................................................................................... 9 
3. WLAN Security ......................................................................................................................................... 11 

3.1. WEP................................................................................................................................................... 12 
3.2. WPA................................................................................................................................................... 13 
3.3. IEEE 802.11i...................................................................................................................................... 14 
3.4. Access Control ................................................................................................................................... 15 

3.4.1. IEEE 802.1x .................................................................................................................................. 15 
3.4.2. RADIUS........................................................................................................................................ 19 
3.4.3. EAP over RADIUS ....................................................................................................................... 20 
3.4.4. Kerberos ........................................................................................................................................ 20 

3.5. Upper-Layer Authentication .............................................................................................................. 20 
3.6. WPA and RSN Key Hierarchy........................................................................................................... 22 

3.6.1. Symmetric Keys ............................................................................................................................ 23 
3.6.2. Asymmetric Keys.......................................................................................................................... 24 
3.6.3. TKIP.............................................................................................................................................. 24 
3.6.4. Message integrity code.................................................................................................................. 26 
3.6.5. AES ............................................................................................................................................... 26 

3.7. ESS – IBSS ........................................................................................................................................ 29 
4. Complementary Solutions......................................................................................................................... 31 

4.1. Supplementary Standards................................................................................................................... 31 
4.1.1. VPN Standard................................................................................................................................ 31 
4.1.2. X.509............................................................................................................................................. 34 

4.2. Infrastructure Network....................................................................................................................... 36 
4.2.1. Access Control .............................................................................................................................. 36 
4.2.2. Authentication ............................................................................................................................... 37 
4.2.3. Encryption..................................................................................................................................... 42 
4.2.4. Firewall and Intrusion Detection................................................................................................... 44 

4.3. Ad-Hoc Network................................................................................................................................ 45 
4.3.1. Key Management .......................................................................................................................... 45 
4.3.2. Authentication ............................................................................................................................... 55 
4.3.3. Encryption..................................................................................................................................... 58 
4.3.4. Firewall and Intrusion Detection................................................................................................... 60 

5. SAE J1939 .................................................................................................................................................. 63 
5.1. SAE J1939 Security ........................................................................................................................... 64 

6. Risk Analysis.............................................................................................................................................. 69 
6.1. Wireless Network Risks..................................................................................................................... 69 

6.1.1. Wi-Fi vulnerability to attacks........................................................................................................ 69 

  v 



Wireless OBD 

6.1.2. Traditional security architecture.................................................................................................... 70 
6.1.3. Types of Attacks ........................................................................................................................... 70 
6.1.4. WEP Security Issues ..................................................................................................................... 71 

6.2. Usage Scenario related....................................................................................................................... 73 
6.3. Access Right Levels........................................................................................................................... 74 
6.4. OBD related ....................................................................................................................................... 74 
6.5. Smartcards related.............................................................................................................................. 75 

7. Innovational Approach ............................................................................................................................. 79 
7.1. Infrastructure network scenario.......................................................................................................... 79 

7.1.1. Additional Technologies ............................................................................................................... 80 
7.2. Ad-Hoc network scenario .................................................................................................................. 81 

7.2.1. Client side ..................................................................................................................................... 81 
7.2.2. Truck side...................................................................................................................................... 81 
7.2.3. Additional Technologies ............................................................................................................... 82 
7.2.4. Proposed Smart Card Solution Scenarios...................................................................................... 82 

7.3. Access Level Implementation Considerations ................................................................................... 85 
7.4. Cost Analysis ..................................................................................................................................... 85 

7.4.1. Smart Cards:.................................................................................................................................. 85 
7.4.2. Wireless LAN interface cards: ...................................................................................................... 86 
7.4.3. USB Tokens: ................................................................................................................................. 87 
7.4.4. DigiPass: ....................................................................................................................................... 87 

8. Conclusion.................................................................................................................................................. 89 
References............................................................................................................................................................ 91 
Appendix A - NGST Test Rig............................................................................................................................. 97 
 

vi 



   Index of Figures 

Index of Figures: 
 
Figure 1: TCP/IP/WLAN - CAN/SAE J1939 Gateway [VTec03].......................................................................... 2 
Figure 2: Communication Architecture [VTec03] .................................................................................................. 2 
Figure 3: Infrastructure mode ESS.......................................................................................................................... 3 
Figure 4: Ad-Hoc mode IBSS................................................................................................................................. 4 
Figure 5: SAE J1939 Protocol Layers [SAEJ96] .................................................................................................... 4 
Figure 6: four-way message authentication .......................................................................................................... 12 
Figure 7: Relationship of Security Layers [EdJo04] ............................................................................................. 15 
Figure 8: Uncontrolled and controlled ports © 2001 IEEE [IEEE01]................................................................... 16 
Figure 9: Authorization states of controlled ports © 2001 IEEE [IEEE01] .......................................................... 17 
Figure 10: MAC enable/disable state © 2001 IEEE [IEEE01]3 ............................................................................ 17 
Figure 11: Authenticator, Supplicant and Authentication Server roles © 2001 IEEE [IEEE01] .......................... 18 
Figure 12: PAP-Operations [EdJo04] ................................................................................................................... 19 
Figure 13: CHAP-Operations [EdJo04] ................................................................................................................ 20 
Figure 14: Authentication and Ticket-Granting Service [EdJo04]........................................................................ 20 
Figure 15: TLS Layers [EdJo04]........................................................................................................................... 21 
Figure 16: Temporal key distribution [EdJo04] .................................................................................................... 22 
Figure 17: TKIP pairwise and group key hierarchy [EdJo04] .............................................................................. 23 
Figure 18: AES pairwise and group key hierarchy [EdJo04]................................................................................ 23 
Figure 19: TKIP role in transmission [EdJo04] .................................................................................................... 26 
Figure 20: AES Encryption Process [ErWo01]..................................................................................................... 28 
Figure 21: MAC and SSMP Header...................................................................................................................... 29 
Figure 22: Supplicant and Authenticator role in Ad-hoc mode [EdJo04] ............................................................. 30 
Figure 23: Structure of a PPTP packet [MiSo99].................................................................................................. 31 
Figure 24: Structure of a L2TP packet [MiSo99].................................................................................................. 32 
Figure 25: Encryption of an L2TP packet with IPSec ESP [MiSo99] .................................................................. 32 
Figure 26: IPSec using AH [StWi03].................................................................................................................... 33 
Figure 27: Encapsulating Security Payload [StWi03]........................................................................................... 33 
Figure 28: X.509 certificate structure [StWi03].................................................................................................... 35 
Figure 29: EAP-TLS authentication exchange mechanism [EdJo04] ................................................................... 39 
Figure 30: Group law on elliptic curve [LaKr04] ................................................................................................. 43 
Figure 31: Command processing [RaWo03]......................................................................................................... 46 
Figure 32: APDU Structure [RaWo03]................................................................................................................. 48 
Figure 33: Smart Card Responsibilities [RaWo03]............................................................................................... 48 
Figure 34: DigiPass handheld device .................................................................................................................... 49 
Figure 35: USB-Token usage scenario [AleT04].................................................................................................. 50 
Figure 36: Block diagram of the secure flash card [KaTa03] ............................................................................... 51 
Figure 37: Threshold signature [SeYi04].............................................................................................................. 56 
Figure 38: Certificate Chain.................................................................................................................................. 57 
Figure 39: Cluster oriented network structure....................................................................................................... 58 
Figure 40: SAE J1939 29-bit Identifier [SAEJ96] ................................................................................................ 63 
Figure 41: Memory Access Request Message [SAEJ04]...................................................................................... 64 
Figure 42: Memory Access Response Message [SAEJ04] ................................................................................... 65 
Figure 43: Memory Access (Read Memory) [SAEJ04]........................................................................................ 67 
Figure 44: Memory Access with long seed/key (Memory Read) [SAEJ04] ......................................................... 68 
Figure 45: Man-in-the-Middle Attack [EdJo04] ................................................................................................... 70 
Figure 46: Infrastructure scenario ......................................................................................................................... 80 
Figure 47: Ad-hoc smart card scenario ................................................................................................................. 81 
Figure 48: Flowchart for Communication establishment during a Police Inspection (Smartcard Pair) ................ 83 
Figure 49: Flowchart for Communication establishment during a Police Inspection (single Smartcard) ............. 84 
Figure 50: Test Rig architecture............................................................................................................................ 97 
Figure 51: Test Rig Communication architecture ................................................................................................. 97 
Figure 52: Error Free Diagnostics Session............................................................................................................ 98 
 

  vii 



Wireless OBD 

Index of Tables: 
 
Table 1: WLAN Technologies ................................................................................................................................ 3 
Table 2: Validity Scope of Access Right Levels..................................................................................................... 7 
Table 3: Difference between WEP and WPA ....................................................................................................... 14 
Table 4: WEP weaknesses .................................................................................................................................... 25 
Table 5: Changes from WEP to TKIP................................................................................................................... 25 
Table 6: key-size for equal security ...................................................................................................................... 42 

viii 



   Abbreviations 

Abbreviations: 
 
A-EKE Augmented Encrypted Key Exchange 
AAA  Authentication, Authorization, Accounting 
AES  Advanced Encryption Standard 
AH  Authentication Header 
AMP  Authentication and key agreement via Memorable Password 
AP  Access Point 
APDU Application Protocol Data Unit 
ARB  Air Resources Board 
AS  Authentication Server 
ASF  Alert Standard Format 
B-SPEKE Bellovin & Merritt's augmented - Simple Password-authenticated Exponential 
  Key Exchange 
CA  Certification Authority 
CAN  Controller Area Network 
CBC  Cipher Block Chaining 
CBRP Cluster Based Routing Protocol 
CCK  Complementary Code Keying 
CCMP Counter Mode and Cipher Block Chaining-Message Authentication Code 
CHAP Challenge Handshake Authentication Protocol 
CPU  Central Processing Unit 
CREP Route Confirmation Reply 
CREQ Route Confirmation Request 
CRC  Cyclic Redundancy Check 
CSMA/CA Carrier Sense Multiple Access / Collision Avoidance 
CTS  Clear To Send 
DES  Data Encryption Standard 
DFS  Dynamic Frequency Selection
DH  Diffie-Hellman 
DMZ  Demilitarized Zone 
DoS  Denial of Service 
DP  Data Page 
DSA  Digital Signature Algorithm 
DSR  Dynamic Source Routing 
DSSS Direct Sequence Spread Spectrum 
DTC  Diagnostic Trouble Codes 
EAP  Extensible Authentication Protocol 
EAPOL Extensible Authentication Protocol over LAN 
EC-EKE Elliptic Curve - Encrypted Key Exchange 
ECC  Elliptic Curve Cryptography 
ECU  Electronic Controller Unit 
ECDH Elliptic Curve Diffie-Hellman  
ECDSA Elliptic Curve Digital Signature Algorithm 
EEPROM Electronically Erasable Programmable ROM 
EPA  Environmental Protection Agency 
ESP  Encapsulated Security Payload 
ESS  Extended Service Set 
FMI  Failure Mode Identifier 
GRE  Generic Routing Encapsulation 
GTK  Group Transient Key 

  ix 



Wireless OBD 

HDR  Header 
HMAC Hash-based Message Authentication Code 
LAN  Local Area Network 
IBSS  Independent Basic Service Set 
ICV  Integrity Check Value 
ID  Identity 
IDE  Identifier Extension Bit 
IDS  Intrusion Detection System 
IE  Information Element 
IEEE  Institute of Electrical and Electronics Engineers 
IETF  Internet Engineering Task Force
IKE  Internet Key Exchange 
IMSI  International Mobile Subscriber Identity 
IP  Internet Protocol 
IPX  Internetwork Packet eXchange 
IPSec IP Security 
ISAKMP Internet Security Association Key Management Protocol 
ISO/IEC International Organization for Standardization/International Electrotechnical  
  Commission 
IV  Initialization Vector 
ISM  Industrial, Scientific, and Medical band 
KCK  Key Confirmation Key 
KDC  Key Distribution Center 
KEK  Key Encryption Key 
L2TP Layer 2 Tunneling Protocol 
LLC  Logical Link Control
MAC Medium Access Control 
MAC Message Authentication Code 
MD5  Message Digest Algorithm 5 
MEL  Multos Executable Language 
MIC  Message Integrity Check/Code 
MMU Memory Management Unit 
MS  Microsoft 
NAS  Network Access Server 
NAT  Network Address Translation 
NGST Next Generation Software Tool 
NIST  National institute of Standards and Technology 
OC  Occurrence Count 
OBD  On Board Diagnostics 
OKE  Open Key Exchange 
OID  One-time ID 
OFDM Orthogonal Frequency Division Multiplexing 
OS  Operating System 
OSI  Open Systems Interconnection 
P  Priority 
P-SIGMA Pre-shared Key Mode - Signature Mode of Authentication 
PAE  Port Access Entity 
PAK-X Password-Based Authentication Key Exchange 
Pana  Protocol for Carrying Authentication for Network Access 
PAP  Password Authentication Protocol 

x 

http://de.wikipedia.org/wiki/Logical_Link_Control


   Abbreviations 

PC  Personal Computer 
PDU  Protocol Data Unit 
PEAP Protected Extensible Authentication Protocol 
PF  Protocol Data Unit Format 
PGP  Pretty Good Privacy 
PHY  Physical 
PIN  Personal Identification Number 
PKG  Private Key Generator 
PKI  Public Key Infrastructure 
PKINIT Public Key Cryptography for Initial Authentication in Kerberos 
PMK  Pair-wise Master Key 
PNG  Parameter Group Number 
PPP  Point to Point Protocol
PPTP Point-to-Point Tunneling Protocol 
PS  PDU Specific 
PSK  Pre-Shared Key 
PTK  Pair-wise Transient Key 
R  Reserved Bit 
RADIUS Remote Authentication Dial-In User Service 
RAM Random Access Memory 
RFC  Requests for Comments 
RREP Route Reply 
RREQ Route Request 
ROM Read-Only Memory 
RSA  Rivest, Shamir, Adleman 
RSN  Robust Security Network 
RTR  Remote Transmission Request 
RTS  Request To Send 
SA  Source Address 
SAE  Society of Automotive Engineers 
SHA-1 Secure Hash Algorithm
SIM  Subscriber Identification Module 
S/MIME Secure/Multi-purpose Internet Mail Extensions 
SNAP Sub-Network Attachment Point
SNAPI-X Secure Network Authentication with Password Information 
SNMP Simple Network Management Protocol 
SOF  Start of frame 
SOHO Small Office and Home Office environment 
SOLA Statistical One-Bit Lightweight Authentication 
SPECKE Simple Password Elliptic Curve Key Exchange 
SPEKE Simple Password-authenticated Exponential Key Exchange 
SPN  Suspect Parameter Number 
SRP  Secure Remote Password 
SRR  Substitute Remote Request 
SSID  Service Set Identifier 
SSL  Secure Socket Layer 
TCA  Threshold Certificate Authority 
TCP  Transmission Control Protocol 
TK  Temporal Key 
TLS  Transport Layer Security 
TKIP  Temporal Key Integrity Protocol 

  xi 

http://www.cisco.com/univercd/cc/td/doc/cisintwk/ito_doc/ppp.htm
http://kb.indiana.edu/data/aasa.html?cust=007521.01529.30


Wireless OBD 

TRM  Tamper Resistant Module 
TTLS Tunneled Transport Layer Security 
UDP  User Datagram Protocol 
URL  Uniform Resource Locator 
USB  Universal Serial Bus 
VPN  Virtual Private Network 
VTEC Volvo Technology 
WEB  World Wide Web 
WEL  WLAN-extended LAN 
WEP  Wired Equivalent Privacy 
Wi-Fi Wireless Fidelity 
WLAN Wireless Local Area Network 
WPA  Wi-Fi Protected Access 
WWH World Wide Harmonization 
 

xii 



  Introduction 

  1 

1. Introduction 
Diagnostics of different system components in car industry becomes more and more 
important. Especially the systems, which are responsible for exhaust gas production, are 
subject of supervision. On-board Diagnostics (OBD) is a set of expanded standards and 
regulations that provide diagnostic abilities to control emission values. It has its origin in 
California, where tremendous smog problems in the surrounding of Los Angeles forced the 
government to introduce regulations, which have become a world-wide standard. Today every 
newly produced car supports On-Board Diagnostics and further research and development has 
been made to enhance the standard, which is now available in its second version. 

1.1. Project Motivation 
Functionality Diagnosis of electronics and software is becoming more and more important 
due to its increasing complexity. The project is inspired by the fact that the on-board 
diagnostics from the truck should be globally accessible over the same standardized 
connection, because today every truck manufacturer is using a special physical connector to 
access the truck’s bus network. Volvo, for example uses SAE J1587 over SAE J1708 for the 
internal bus system, but this will be replaced in the near future by a new communication 
protocol, probably by the CAN based SAE J1939. Therefore, a global organization has been 
formed to achieve the described goal and establish a valid standardization. This organization 
is called WWH OBD (World Wide Harmonization of On-Board Diagnosis), which introduced 
the idea to perform this data exchange via a wireless connection. This approach solves the 
cabling, as well as the specific connector problems. On the other hand, it introduces the 
problem of providing security mechanisms to prevent unauthorized persons gaining access to 
the truck’s bus system.  
 Today’s wireless LAN communication technologies use weak or inadequate security 
mechanisms. The first security algorithm used for IEEE 802.11 is WEP (Wired Equivalent 
Privacy), which can be easily evaded by cracking the key; for example if AirSnort1 in 
combination with enough data frames is used, it is possible to crack the WEP algorithm 
within just a few hours [LiYu03]. 
 Newer security specifications, like Wi-Fi Protected Access (WPA), promise an 
improvement in data protection and access control. However, these are not the final answer to 
encryption and authentication problems, because some weaknesses retain. These are caused 
by the downward compatibility to the previously used WEP standard. The IEEE organization 
formed therefore a working group called 802.11i to develop a more enhanced security 
mechanism for WLAN products that should solve all known problems. Besides a lot of new 
security features, the 802.11i standard makes use of AES encryption, which must be 
supported by the hardware of the WLAN devices.  
 Consequently, the main goal of this thesis is to find the most appropriate wireless 
communication technique and a secure way to protect the access to the vehicle. Since the bus 
protocol, which will be used in future Volvo Trucks, is probably CAN/SAE J1939 and that 
the wireless connection will apply TCP/IP via IEEE 802.11, a protocol conversion at the 
gateway has to be implemented. Furthermore, the embedded gateway also has to handle all 
the necessary security mechanism and should therefore be implemented in a resource saving 
way. As the truck must be protected from any kind of unauthorized access, access control is 
probably the most challenging issue. The choice of the right access control mechanism also 
depends on the user scenario. Consequently, a technique must be found to provide a perfect 
compromise between mobility and security. The main focus will be on a perfectly designed 
and secure key exchange mechanism. 

                                                 
1 AirSnort can be downloaded from http://airsnort.shmoo.com/ to test its capabilities.  

http://airsnort.shmoo.com/


Wireless OBD 

1.2. TCP/IP - CAN/SAE J1939 Gateway 
As mentioned in the previous section, the protocol conversion could for example be 
performed by a small embedded gateway, implemented on the vehicle. It would provide two 
different interfaces for connection establishment: WLAN and Ethernet. The limited resources 
of the embedded device must support encryption and authentication for secure data 
transmission. The functionalities of the Gateway also include access control on the CAN/SAE 
J1939 side, because only the OBD relevant components should be accessible via the Ethernet 
and WLAN interfaces. Figure 1 is part of the project description formulated by Thomas 
Söderqvist et al., at Volvo Technology (VTEC). It shows a connection structure between the 
gateway, its interfaces and the vehicle network. 

 
Figure 1: TCP/IP/WLAN - CAN/SAE J1939 Gateway [VTec03] 

Different ECUs are interconnected over the vehicles CAN/SAE J1939 bus, which exchange 
information with each other. The protocol conversion will be implemented on the gateway. 
The communication architecture is explained in more detail in figure 2.  

 
Figure 2: Communication Architecture [VTec03] 

It is shown that the gateway has to transform TCP/IP packages to CAN/SAE J1939 frames. 
The security mechanisms that have to be implemented for this network could be located on 
several different layers of the OSI model to increase the security level or to overcome 
weaknesses of specific mechanisms located on lower layers of the OSI model. 

1.2.1. Wireless LAN 
As mentioned earlier an important task of the project is to find an appropriate WLAN 
standard to be implemented on the gateway. The right choice depends also on the operation 
areas, as there are different frequencies used for the ISM band in several countries. Table 1 

2 
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shows the four currently available IEEE 802.11 technologies, whereas 802.11h is still a draft. 
Due to the fact that CAN/SAE J1939 has a transmission rate of 250kbit/s, all shown versions 
would provide enough bandwidth to achieve this transmission rate. 
 
 802.11a 802.11b 802.11g 802.11h
Status Standard Standard Standard Draft 
Frequency-band (MHz) 5150-5350, 

5725-5825 
2400,0-
2483,5 

2400,0-
2483,5 

5150-5350, 
5725-5825 

Data rate gross (Mbit/s) 54 11 54 54 
Data rate net (Mbit/s) 32 5 32 28 
Sending power (mW) 30 100 100 200 
Covering area (m) 10 to 15 30 to 50 30 to 50 30 to 50 
Spectrum 300 MHz 83,5 MHz 83,5 MHz 300 MHz
Channels 8 3 3 8 
Access mechanism CSMA/CA CSMA/CA CSMA/CA 

RTS/CTS 
CSMA/CA 
RTS/CTS 

Physical Layer OFDM CCK/DSSS CCK/OFDM 
CCK/DSSS 

OFDM with 
DFS 

Countries USA, Japan, 
Europe 

Europe Europe USA, Japan, 
Europe 

Table 1: WLAN Technologies 

The security techniques and mechanism, which are supposed to be implemented on the 
gateway, will be discussed in a separate section.  

1.2.1.1. Wireless LAN Topology 
There are two types of wireless LAN network architectures existing [EdJo04], first the 
communication via an access point, which is called infrastructure mode (ESS), shown in 
figure 3, and second the peer-to-peer communication, which is called ad-hoc mode (IBSS). 
IBSS is illustrated in figure 4. 
 

 
Figure 3: Infrastructure mode ESS 
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Figure 4: Ad-Hoc mode IBSS 

In the infrastructure network the access point synchronizes with the stations in the 
communication network via “beacon” messages. The process of searching through all 
possible radio frequencies (channels) to find an access point is called scanning. In IEEE 
802.11 there are three different types of messages. First the controlling messages, which are 
short messages with the task to start and stop transmission and to signal that a communication 
failure has occurred. The second type are management messages used between the station and 
the access point to control their relationship. The third type are data messages, which are used 
after the connection establishment to send data between the station and the access point.  
 Beacon messages are used by the access point to symbolize that it is ready and to 
maintain the timing in the network. Such messages are sent about ten times a second and 
contain the network name, SSID (Service Set Identifier) and the capabilities of the access 
point. Another way for a station to connect to the network is by sending a probe request 
message. This is immediately answered by the access point by a probe response, which is 
very similar to a beacon message. With this function it is easy for the station to learn 
everything about the access points in its range.  

1.2.2. CAN/SAE J1939 
SAE J1939 [SAEJ96] is a medium speed communication network, designed to support 
reliable message transport between ECU’s distributed in a vehicle. It is based on the CAN 
(Controller Area Network) protocol using its data frame format to send messages over the idle 
bus. SAE J1939 is the expected replacement for SAE J1708/SAE J1587, which is a low speed 
network, intended to provide simple information exchange between ECU’s including 
diagnostics data. Besides the control system support, SAE J1939 provides also all the 
functionality of its predecessor. The protocol structure is leaned towards the OSI model, but 
some OSI layers are not supported by SAE J1939. Figure 5 illustrates the different layers and 
their counterparts in the OSI model. 

 
Figure 5: SAE J1939 Protocol Layers [SAEJ96] 
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As SAE J1939/21 provides Transport layer services, it is also listed in layer four. SAE 
J1939/01 represents the Truck and Bus Control and Communications Network and SAE 
J1939/81 is the Network Management Protocol. For the diagnostic’s purposes SAE J1939/73 
is an important part of the project. Only some security aspects are mentioned, but the practice 
will be defined in the future version. If one has physical access to the OBD connector or to 
the bus network, different attacks on the network components and manipulations are possible. 
Therefore, also security in the vehicle’s bus system should be considered carefully. Detailed 
information concerning SAE J1939 and its functionalities are provided in Chapter 5. 

1.3. Usage scenarios 
Six different usage scenarios have been specified to access the truck’s internal bus system, 
namely: 

• production 
• repair in a 3rd party workshop 
• repair in a Volvo workshop 
• fleet owner 
• governmental checks 
• police inspections on the road 

 
The production, the repair in the workshops and the governmental check scenarios are based 
on the infrastructure network mode, where an internet connection is available. Therefore, a 
connection to an authentication server can be assumed. The police inspection on the road 
scenario is based on the ad-hoc network mode without an internet connection. These scenarios 
will be explained in detail in the following paragraphs. 

1.3.1. Production scenario 
During the production process, the wireless LAN network could be used to perform 
measurements, tests and configurations on the truck. In this specific scenario, the access to all 
ECUs on the truck’s bus system is required and it must also be allowed to write data to the 
system, because during production the system parameters inside the different ECUs have to 
be set for the first time. Furthermore, it has to be possible to download any kind of software 
from the system to program the devices. This requires a very high security level, due to the 
fact that wireless LAN signals propagate beyond the desired coverage area and could 
consequently be eavesdropped by an attacker. An access point is required, providing the great 
advantage that the traffic has to pass a single point. Thus all devices in range that want to 
communicate must be authenticated by the access point. The access point has a secure 
connection to a central authentication server, which then performs the authentication for every 
device and then forwards the decision to the access point to either allow or deny the access for 
a specific device. The server could be located at Volvo, including a database that addresses all 
the devices, which are allowed in the communication process. Consequently this database 
offers the advantage of a globally managed solution.  

1.3.2. 3rd Party Workshop scenario 
The 3rd party workshop scenario based on the same idea as the production scenario, requires 
also an access point as central authentication control instance. It is important that the 
connection between the access point and the authentication server is highly secured. As 
described in the chapter dealing with Complementary Solutions, VPN could be used to 
provide a secure link. The 3rd party workshop should be capable of reading OBD relevant data 
and of downloading any kind of emission related software. 
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1.3.3. Volvo Workshop scenario 
The Volvo Workshop is basically the same scenario as the previous two. It is also based on 
the infrastructure network mode, but the downloading of any kind of software is required to 
program the ECUs. Moreover, also full access to OBD related parameters has to be granted. 

1.3.4. Fleet Owner scenario 
The Fleet Owner scenario is also based on the infrastructure network mode. The fleet owner 
should be able to personalize parameters inside the truck’s bus system, such as the allowed 
upper speed limit. Therefore, the fleet owner needs a personal certificate and has to have a 
secure connection to the database located at Volvo to retrieve authentication. 

1.3.5. Governmental Check scenario 
The governmental check scenario is also based on the infrastructure network and the 
connection to the authentication server has to be established over a secure connection the 
same way as described in the 3rd party workshop scenario. The governmental organizations 
have the right to access the OBD data and also to reset specific parameters inside ECUs, 
which is the most critical of the previous scenarios. 

1.3.6. Police Inspection scenario 
The sixth scenario is completely different from the last ones, because during a police 
inspection on the road no internet connection and no access points are available. To overcome 
such problems, a different approach called a pre-shared key model has to be used. The keys 
that are used for encryption and authentication must have been prearranged by the stations 
before authentication and encryption could be established. A possible way of solving this 
scenario is by using smart cards, which are discussed in the chapter dealing with 
Complementary Solutions. This scenario should only be used to read OBD relevant data from 
the truck’s bus system, because it provides a much lower level of security. Consequently also 
the access to ECUs that provide OBD relevant information must be restricted in a way that 
only the OBD information is accessible. 

1.4. Access Right Levels 
According to the usage scenarios described above, three different access right levels, which 
should handle the access to the ECUs and restrict unauthorized access, have been specified in 
cooperation with Volvo. 

1.4.1. Read OBD data 
This is the lowest level of access rights, limiting the access to just the possibility to read the 
OBD relevant data out of specific ECUs. Therefore, the access inside the ECUs has also to be 
restricted to just the OBD relevant data. This access level is the one with most limitations, 
which perfectly suites the scenarios in hazardous environments, such as the police inspection 
scenario. 

1.4.2. Read and write in limited memory areas 
The second level, called “read and write in limited memory areas”, provides the possibility to 
write to certain limited areas inside the truck’s bus system. As the previous level, it also 
allows reading OBD related parameters. The access to restricted areas is still prohibited in this 
access right level, because it is, for example, not allowed for a Volvo workshop to reset 
certain parameters. As already mentioned, this scenario provides the possibility to write data; 
therefore it has to be used only in environments with internet connection and the access to an 
authentication server, which is capable of setting up a high level of security. The access right 
level could be used for the work shops, the fleet owner and the production scenarios. 
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1.4.3. Read and write without limitations 
The third level is the highest one, providing access to the truck’s bus system without any 
limitations, i.e., reading and writing any kind of parameters inside the system is granted. 
Therefore, this access level could only be granted in a certain environment, namely inside a 
governmental institution with a high level of supervision of the actions taken inside the 
truck’s configuration. As already stated, this level of access is only provided for the 
governmental check scenario.  

1.5.  Validity Scope of Access Right Levels 
Table 2 illustrates the correlation between the different usage scenarios and their access right 
levels: 
 
 Production 

Scenario 
3rd Party 
Workshop 
Scenario 

Volvo 
Workshop 
Scenario 

Fleet Owner 
Scenario 

Governmental 
Check 
Scenario 

Police 
Inspection 
Scenario 

Read OBD 
Data x x x x x x 
Read and 
write in 
limited 
memory 
areas 

x x x x x  

Read and 
write 
without 
limitations 

    x  

Table 2: Validity Scope of Access Right Levels 

1.6. Thesis outline 
The Thesis is divided into the following chapters: 
Chapter 2 surveys the related work, which is very important to gain an overview of the 
WLAN security approaches, and Chapter 3 describes in detail WPA, IEEE 802.11i, important 
access and encryption mechanism. As a lot of research has been conducted in the area of 
infrastructure and ad-hoc network security, Chapter 4 examines these, connected with the 
problem in question, as well as some useful complementary standards for defining a flexible 
solution. Chapter 5 deals with J1939 and the suggestions for introducing security on the 
vehicle’s bus system defined in the standard. The last two chapters cover a risk analysis in the 
area of wireless networks, OBD, access rights and smartcards and define an innovational 
solution, which is based on the risk analysis. The final part is the conclusion of the studies. 
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2. Related Work 
The wireless technology provides digital communication without the application of cables or 
specific connectors. The air is used as communication media. Therefore, the only limitation is 
the signal propagation range. This great advantage, on the other hand, introduces security as 
one of the biggest problems of wireless networks. There have been various attempts to 
establish security for wireless networks, such as WEP [IEEE97], WPA [WPA03] and several 
supplementary standards like VPN [WrMa00], but none of those algorithms has been able to 
achieve “real” wireless security. Therefore, the Wi-Fi Alliance has formed a task group that 
had the goal to come up with a secure wireless network standard. The outcome of this task 
group is the IEEE 802.11i (WPA2) standard [IEEE04], which was finally released in the end 
of June 2004. The new standard requires a new hardware to be developed, because AES [AES 
01] will be used for encryption and IEEE 802.1x [IEEE01] authentication will be applied as 
new user authentication mechanism.  
 Wireless networks provide two different operating mechanisms, namely infrastructure 
and ad-hoc mode. The infrastructure mode requires an authentication server to provide user 
authentication and the ad-hoc mode needs a pre-shared key to be available on the client’s side 
before the secure connection could be established. A lot of research has been done in those 
two areas. Infrastructure networks allow a central access control, as the access point 
represents a central point, where all wireless traffic comes together. Different authentication 
and encryption algorithms were proposed and analyzed. The main application of ad-hoc 
networks is for military and catastrophic operation. The research on ad-hoc networks is 
mainly in the areas of securing routing protocols and securely authenticating the nodes 
participating in the communication. The big challenge is how to secure components in a loose 
network where nodes are constantly joining and leaving the moving network structure. 
According to these two approaches the scenario of the project does not suitably fit to any of 
those two modes. Since the truck has no internet connection, no authentication server or 
certificate authority could be reached and therefore the client’s credentials could not be 
checked. The project’s scenario does not fit into a regular ad-hoc situation either, where 
several nodes are building up a network. This approach gives the possibility to introduce a 
virtual certificate authority [LiZh99], able to authenticate clients based on their behaviour and 
on their relationship to the already authenticated nodes.  
 The WWH-OBD organization is working on standardization of the OBD data and also 
on a standardized way of accessing this data. They have suggested using wireless networks 
according to the great flexibility, but as mentioned above, the security concerns have also to 
be taken into consideration. As this wireless connection to the gateway connects the WLAN 
network with the truck’s bus system, the interface should also be useable for not OBD 
purposes, therefore even more attention must be taken on security. Different user cases 
require the introduction of several security and access levels. A further barrier of the overall 
system security is the rather unsecured bus network. The SAE J1939 standard series has 
defined the possibility to protect memory areas of ECU’s with a password, but different 
central organized access levels were not yet specified.  
 There is currently no sophisticated approach regarding the security establishment for the 
point-to-point connection between an analyzing device and a truck available. Therefore this 
thesis aims to find an appropriate solution based on the described scenario. We shall examine 
and evaluate the available security mechanism, which could be used for this specific scenario. 
Furthermore, we shall try to come up with our own innovational approach that should 
introduce a very high security level on the point-to-point connection between the client and 
the truck’s bus system. According to the different usage scenarios, specific solutions for those 
and also for the various access right levels, which are used to specifically grant access to the 
trucks bus system, shall be introduced. 
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3. WLAN Security 
The following aspects have to be fulfilled to guarantee a secure and applicable system: 

• Confidentiality: Only authorized parties are allowed to read information transmitted or 
stored in a network. 

• Encryption: Data is altered and processed in a way that only participants with a proper 
decryption key can read the information. 

• Integrity: Information is secured in a way that it can not be changed by unauthorized 
persons. 

• Access Control: Access to information and recourses are controlled by or for the target 
system. 

• Availability: Ensures that network resources are available for nodes belonging to the 
network. 

 
The serious security weaknesses of the wireless LAN technology are based on the fact that the 
described points are not implemented efficiently enough. According to [WiJo02], primary 
reasons of the slow adoption process of wireless LANs by different companies are the 
security issues. IEEE 802.11i, the newly defined security standard promises a much more 
reliable implementation of the aspects discussed above, therefore it could become a very 
promising alternative to wired solutions. Today there are a lot of technologies to compensate 
the lack of security.  
 The first step before choosing an accurate security mechanism is to specify whether the 
wireless LAN will be used as full extension of the wired network or whether it represents a 
gateway to a wired LAN. A full extension would enforce a very secure protection mechanism. 
Nobody should be able to gain unauthorized access or listen and decrypt the transmitted data. 
If the WLAN represents a gateway to a wired LAN, it has to be assured that there are two 
different security policies. The security critical LAN must be protected by a corporate firewall 
and an authentication mechanism.  
 WLAN is often used as open access network in restaurants and cafes. These hot spots 
are hardly protected by any security mechanisms as maximized convenience is more 
important. Due to the fact that it is inexpensive to adapt available encryption or authentication 
mechanisms for a WLAN, this strategy is pure levity. The worst case of a WLAN 
infrastructure is an unprotected WEL (WLAN-extended LAN). In this scenario an access 
point is directly connected to the wired LAN by a hub or a switch. It has its own IP address 
and if no access limitation is configured, unlimited admission to the wired LAN resources is 
given. Every IT department must prevent the implementation of such security flaws. As 
today’s protection possibilities are quite easily broken by different tools, additional 
mechanism like an authentication over a RADIUS server can protect WELs. Wireless LAN 
client adapters communicate with this server via the Extensible Authentication Protocol 
(EAP). RADIUS resides in layer two of the IEEE 802.1x authentication standard. If a client is 
successfully authenticated, which could have been accomplished by password or challenge-
response, a WEP session key is generated and is transmitted to the mobile device. The WEP 
encryption mechanism does not change the session key; therefore the key can be cracked after 
enough traffic has been captured. The RADIUS server instead uses a new key for every 
session. The problems of the encryption mechanism are going to be solved in the new security 
standard 802.11i.  
 As already mentioned, WLAN could be positioned outside the wired LAN in the 
security demilitarized zone (DMZ). Access to the network is provided by browser- or virtual-
private-network-based authentication mechanisms. This infrastructure has also the advantage 
to provide an internet connection for company visitors without compromising the internal 
wired network. Although the network is protected, security mechanism should prevent 
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unauthorized access. If there is no VPN infrastructure already configured in a company 
network, the browser based authentication is a fast and simple alternative. Most companies 
will probably prefer the WLAN DMZ VPN solution, as many already use VPN for external 
workers. A third option besides WEL and WLAN DMZ is to restrict WLANs until the 
security flaws are eliminated, and the best way is to be very careful in using and configuring 
WLANs. Periodically monitoring and updating the systems are a good way to close backdoors 
of the network. Limiting and controlling the coverage area of a WLAN provide an additional 
feature in preventing unwanted sniffing processes. 
 The next section will deal with security mechanisms, which besides WEP could be used 
for the project to provide the required encryption and authentication mechanisms that are 
sufficient for the requirements that have been described in the introduction. 

3.1. WEP 
WEP stands for Wired Equivalent Privacy and was the first security standard introduced for 
IEEE 802.11 networks. This standard had a lot of weaknesses and flaws, and since the end of 
2001, several tools have been created to crack WEP’s security mechanisms. The standard 
provides far more security than using wireless LANs without any security mechanisms.  
Section 8.2.2 of the 1999 IEEE 802.11 standard [IEEE99] states that: 
 

• It is reasonably strong: The security afforded by the algorithm relies on 
the difficulty of discovering the secret key through a brute-force attack. 
This in turn is related to the length of the secret key and the frequency of 
changing keys. WEP allows for the changing of the key (k) and frequent 
changing of the IV. 

• It is self-synchronizing: WEP is self-synchronizing for each message. This 
property is critical for a data-link level encryption algorithm, where “best 
effort” delivery is assumed and packet loss rates may be high. 

• It is efficient: The WEP algorithm is efficient and may be implemented in 
either hardware or software. 

• It may be exportable: Every effort has been made to design the WEP 
system operation so as to maximize the chances of approval, by the U.S. 
Department of Commerce, of export from the U.S. of products containing 
a WEP implementation. However, due to the legal and political climate 
toward cryptography at the time of publication, no guarantee can be made 
that any specific IEEE 802.11 implementations that use WEP will be 
exportable from the USA. 

• It is optional: The implementation and use of WEP is an IEEE 802.11 
option. [IEEE99] 

 
The standard itself was specified with a key-length of just 40 bit, which perfectly fits the 
statement that the algorithm is “reasonably” strong. After the first problems of WEP occurred, 
a lot of manufacturers started to implement 104-bit keys to increase the security.  
The first issue that occurs for a security mechanisms such as WEP is the authentication of all 
stations within the network. Therefore, every station that wants to access the network needs to 
fulfill the authentication process, which is done by sending four different messages. 
 

 
Figure 6: four-way message authentication 

Authenticate (success)
Authenticate (response)
Authenticate (challenge)
Authenticate (request)

Station Access 
Point 
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Figure 6 demonstrates the four different messages used in the authentication process. At the 
beginning, the access point checks whether the station’s MAC address is in the list of allowed 
MAC-addresses. This function is called access control. After sending the authentication 
request, the access point sends a 128-bit random number called challenge text. The station 
then encrypts that number by the secret key and returns it back to the access point for 
verification. The server checks the number, if it has the same value, the station is allowed to 
participate in the communication. This shows one of the security problems of WEB, because 
first a number is sent as plain text and afterwards the station responses with the ciphertext. 
Therefore, the attacker who already has the ciphertext and the plaintext can start performing 
attacks on the secret key. 
 WEP uses the RC4 Algorithm for encrypting network traffic. As described above 
authentication with WEP is useless, because it provides the attacker with a lot of information. 
Therefore, most systems use open authentication, which means that no authentication at all is 
used and that encryption is enabled immediately. RC4 is a stream cipher, whereby one byte 
after the other is encrypted. The same key for decryption is used for the reverse process. The 
main advantage of RC4 is that it is easy to implement without complicated or time-consuming 
operations. RC4 is split up into two separate phases: The first is the initialization phase where 
some data tables are created based on the key and the second is the data encryption phase.  
 WEP uses an Initialization Vector (IV), which is 24 bit long and it should help to 
encrypt the same packet of data into a different ciphertext during every encryption process. 
The IV is transmitted as plain text during transmission so that the other party could perform 
the decryption of the sent data. To provide security, the IV value should never be the same in 
the communication process for the same secret key. The first problem that arises here is that 
the IV is just 24 bit long and has therefore just around 17 million different values. If there is 
heavy traffic going on in the communication network, the IV values could be exhausted 
within just some hours. Another weakness of the IV is that some manufacturers implemented 
it as a counter, which brings the same value every time it is restarted. Another noticeable 
problem of WEP is the IV value collisions, which occur when two stations in the network 
transmit with the same IV value.  
 WEP keys have a fixed length, 40 or 104 bit, and are static, which means that they do 
not change during communication unless a reconfiguration is made. The key is shared 
between all stations in the network and, as already mentioned, the keys are symmetric. They 
are used for encryption and decryption, but a main security issue is left outside, namely the 
key distribution. The IEEE 802.11 standard states that it is assumed that the keys had been 
delivered to the stations, for example via a secure channel. There are two ways by which the 
keys could be used by WEP. In the first case, all stations and the access point use a single set 
of keys, which are so called default keys. The other one specifies that every station has a 
unique key that is just known by the station itself and by the access point, which are called 
key mapping keys.   
 WEP provides a feature for using several keys simultaneously; i.e., the user can enter up 
to four different keys at the same time. One of those keys is then set as the active key which is 
used for encryption. With this approach, it is much easier to change the default key of the 
system during communication.  
The key mapping keys have to provide not only keys for unicast message communication 
between them and the access point. There also has to be a group key, which every station in 
the network knows, to provide the transmission of group and broadcast messages.  

3.2. WPA 
This section deals with the WPA standard [WPA 03], which stands for WI-FI Protected 
Access that has been introduced by the WI-FI Alliance at the beginning of the year 2003. This 
international non-profit association was formed in 1999 to certify wireless LAN products 
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based on the IEEE 802.11 specifications. The security standard was introduced as the 
successor of the insecure WEP standard.  
The standard will be part of the IEEE 802.11i (as WPA2 with AES encryption), which was 
finalized in June 2004 and will be used in all new wireless LAN products.  
 

 WEP WPA 
Encryption Flawed, cracked by scientists 

and hackers 
Fixes all WEP flaws 

 40-bit keys 128-bit keys 
 Static – same key used by 

everyone on the network 
Dynamic session keys. Per user, 
per session, per packet keys 

 Manual distribution of keys – 
hand typed into each device 

Automatic distribution of keys 

Authentication Flawed, used WEP key itself for 
authentication 

Strong user authentication, 
utilizing 802.1x and EAP 

Table 3: Difference between WEP and WPA 

Table 3 illustrates the main differences between the old and very insecure Wired Equivalent 
Privacy (WEP) and the new Wi-Fi Protected Access (WPA) standard. As it could be seen, the 
Wi-Fi Alliance has tried to solve all known problems of the old WEP standard. The key-
length has changed from 40-bit to 128-bit at WPA. Another main change is that the session 
keys are dynamically generated, instead of a static registered value, which is inserted by the 
user himself. Furthermore an automatic key exchange protocol was introduced. The key 
feature of the new standard is that an authentication protocol is used, namely the Extensible 
Authentication Protocol (EAP) which is part of IEEE 802.1x. This standard will also be used 
for the next generation security. The IEEE 802.11i standard will then be used to finally 
provide the requested security for all wireless LAN traffic. 
 The four main parts of WPA will be introduced in the following sections. WPA consists 
of the IEEE 802.1x standard (a port-based network access control mechanism), the EAP 
(Extensible Authentication Protocol), the TKIP (Temporal Key Integrity Protocol) and the 
MIC (Message Integrity Check). 

3.3. IEEE 802.11i 
IEEE 802.11i specifies a new kind of security design called the robust security network 
(RSN) [EdJo04]. Access points in a real RSN network will only allow RSN-capable stations, 
but to achieve this goal a new hardware is required, which is incompatible with the former 
WEP-based systems. Thus WPA was introduced, because it gives the customers the 
opportunity to enhance security by just upgrading the software. The IEEE 802.11i task group 
specified the Temporal Key Integrity Protocol (TKIP) to achieve the required features. This 
mechanism will be described in a separate section. 
 The main difference between RSN and WPA is that WPA has a definitive set of 
mechanisms that have to be implemented to provide security. On the other hand, RSN 
provides more flexibility in implementing security, and supports AES as encryption 
mechanisms. The new standard will also split up user and message authentication to provide a 
higher security level. 
 RSN uses a key hierarchy with several different keys, which are used for authentication. 
These are created during the authentication establishment process and are therefore called 
temporal keys. The primary advantage of these keys is that they are only valid during the 
secure communication. The secret information for authentication can not be created 
temporally. It has to be created by some trusted party and then kept secret. This special 
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information has to be available in advance and is therefore called the master key, from which 
a lot of temporal keys are created.  
 There are three security layers: the wireless LAN layer, the access control layer and the 
authentication layer. The wireless LAN layer has the intention to advertise services, to accept 
a station that wants to join and performing en-, as well as decryption when the security 
context was established. The access control layer treats everybody as an enemy until the 
authentication layer has established the security context with a specific station. The highest 
layer is the one that checks the authentication for a station. After the authentication is 
established, this information is forwarded to the access control. The following graphic shows 
the different layers and the involved parties. 
 

 
Figure 7: Relationship of Security Layers [EdJo04] 

For access control, the IEEE 802.11i task group decided to use the IEEE 802.1x standard. 
Authentication is very complicated and therefore the task group did not decide to specify a 
single authentication mechanism, but to design RSN in such a way that all sophisticated 
algorithm could be used.  

3.4. Access Control 
Access control is provided by using IEEE 802.1x, Extensible Authentication Protocol (EAP) 
and Remote Authentication Dial-In User Service (RADIUS). There are three different roles 
specified for access control. The first is the supplicant, who wants to get access to the 
network. The second is the authenticator, who provides the controlling of the access. The 
third is the authorizer who decides whether the supplicant is allowed to access the network.  

3.4.1. IEEE 802.1x 
IEEE 802.1x [IEEE01] defines port-based network access control for LANs and it is specified 
to provide authentication and authorization for all the devices attached to a LAN port. Then a 
point-to-point connection between the two communication ports is simulated. In wireless 
LANs the associations between the stations belonging to the network and the access point are 
authenticated. The standard describes the architectural framework, which is required for the 
authentication process and that also specifies different levels of access control, as well as the 
behavior of the port itself, concerning the transmission and the reception of frames. This is 
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done for every level of access control. It specifies the requirements of the protocol that has to 
be used to provide the required authentication mechanisms, and the specifications of the 
protocol that is required to provide information exchange between the authenticator and the 
authentication server. The network access control mechanism, as well as the encoding of the 
Protocol Data Units (PDU) is defined, and the management functions, which should be 
included to control the port-based access and to support the Simple Network Management 
Protocol (SNMP), are specified.  
 The port-based access control is established by three different parts. The first part is the 
authenticator role, which is assigned to every port, when providing a specific service that 
should be accessed and therefore authenticated. The second is the supplicant, which is the port 
that wishes to access a service that is provided by the authenticator. The third part is the 
authentication server, responsible to perform the authentication function that checks the 
credential of the supplicant and whether the supplicant gets the authorization to access the 
services, provided by the authenticator.  
 The Port Access Entity (PAE) is responsible for fulfilling the authentication methods 
that are specified by the algorithm and the protocols. The PAE in the supplicant role is 
responsible for responding to the requests from the authenticator. In the authenticator role, the 
PAE is responsible for the communication with the supplicant and the communication 
between authenticator and the authentication server. The so called authenticator PAE is 
responsible for controlling the state of the authorized/unauthorized ports.  

 
Figure 8: Uncontrolled and controlled ports © 2001 IEEE [IEEE01]2

Figure 8 above shows the described system, where the authenticator manages the controlled 
and uncontrolled ports.  

                                                 
2 With permission of IEEE 
IEEE Std 802.1x, "Port-Based Network Access Control", Copyright 2001, by IEEE. All rights 
reserved 
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Figure 9: Authorization states of controlled ports © 2001 IEEE [IEEE01]3

Figure 9 shows the authorization state of the controlled ports within the authentication system. 
It could easily be seen, whether the port is accessible via the LAN and if it is authenticated or 
not. 

 
Figure 10: MAC enable/disable state © 2001 IEEE [IEEE01]3 

Figure 10 shows whether both the controlled and the uncontrolled ports are accessible to the 
LAN or not. This is done by the MAC which provides the point of attachment to the LAN. In 
the first picture both ports are accessible and the controlled port is authenticated. The second 
picture in figure 10 shows that none of the two ports are accessible and that the MAC has 
forced the authenticator PAE to set the controlled port to an unauthorized state. The 
uncontrolled port is just used by the authenticator PAE to exchange protocol information with 
the supplicant. Information exchange between the authenticator and the authentication server 
could either be performed over an uncontrolled or over a controlled port.  

                                                 
3 With permission of IEEE 
IEEE Std 802.1x, "Port-Based Network Access Control", Copyright 2001, by IEEE. All rights 
reserved 
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Figure 11: Authenticator, Supplicant and Authentication Server roles © 2001 IEEE [IEEE01]4

Figure 11 shows the different roles of the PAE and also indicates which protocols are used to 
enable the communication between the different roles. The Authenticator communicates with 
the supplicant over the Extensible Authentication Protocol over LAN (EAPOL), and it 
communicates with the authentication system using EAP.  
 All authentication decisions are made on a per-port basis; therefore, no supplicant can 
access the system without being authenticated by the authenticator for a specific port. The 
EAP protocol supports several different kinds of authentication mechanisms, such as public 
key encryption or one-time passwords. This authentication could either be initialized by the 
authenticator or by the supplicant, which requires access to the service provided by the 
authenticator.  
 The EAPOL protocol also provides the exchange of global key information, which is 
sent from the authenticator to the supplicant. This exchange is performed after a successful 
authentication of the supplicant. This approach is very useful for the encryption process in an 
IEEE 802.11 network between the clients of the system and the access point. 

3.4.1.1. EAP 
EAP [RF2284] is responsible for the digital certification of the different users. There are 
several different certification possibilities, such as unique usernames and passwords, secure 
IDs or any other security mechanism that is currently available. There are also several 
different kinds of implementation of the EAP algorithm, such as the EAP-Transport Layer 
Security (EAP-TLS) [RF2716], the EAP-Tunneled Transport Layer Security (EAP-TTLS) 
[EAPT02], as well as the Protected Extensible Authentication Protocol (PEAP). 
 Four different kinds of messages can be sent by EAP. The request message is used to 
send messages from the authenticator to the supplicant. The response is then used by the 
supplicant to respond to the authenticator’s request. The success message indicates that the 
authenticator has granted the supplicant access and the opposite of this message is the failure 
message. Normally those messages are forwarded from the authenticator to the authentication 
server by using RADIUS. It is possible to run more authentication methods after each other, 
which is then called serial authentication. This technique is used by PEAP and will be 
described in a separate section. 

                                                 
4 With permission of IEEE 
IEEE Std 802.1x, "Port-Based Network Access Control", Copyright 2001, by IEEE. All rights 
reserved 
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3.4.1.2. EAPOL 
EAPOL means EAP over LAN and symbolizes the transport encapsulation which is used to 
transport EAP messages in a LAN. Five types of EAPOL messages exist: 

• start 
• key 
• packet 
• logoff 
• encapsulated ASF Alert message 

 
The EAPOL-start message is used to find an IEEE 802.1x authenticator, which is done by 
sending this message with a reserved group-multicast MAC address. The authenticator then 
answers by an EAP-Request Identity message.  
 The EAPOL-key message sends encrypted keys from the authenticator to the client. The 
standard itself does not specify how the secret key exchange should be done. The EAPOL-
packet message sends the actual EAP message across the LAN. By using the EAPOL-logoff 
message, the supplicant can signal the authenticator that the communication should be 
terminated. 

3.4.2. RADIUS 
The Remote Access Dial-In User Service (RADIUS) is not a part of the IEEE 802.11i 
standard, but it is strongly recommended by the task group to use RADIUS for the message 
exchange between the authenticator and the authentication server. A RADIUS server provides 
two functions; it specifies functionality for an authentication server and a protocol for 
communication. RADIUS specifies four main messages, which are access-request, access-
challenge, access-accept and access-reject. More information concerning these algorithms 
could be found in section 4.1.1.5, where VPN user authentication is described. 
 In the dial-in case there are two possible authentication methods, namely Password 
Authentication Protocol (PAP) and Challenge Handshake Authentication Protocol (CHAP). 
PAP simply provides authentication by requesting the user to enter his username and 
password, which are then sent to the Network Access Server (NAS) that forwards them to the 
RADIUS. This could easily be seen in the subsequent graphic, figure 12. 
 

 
Figure 12: PAP-Operations [EdJo04] 

CHAP on the other hand has a more sophisticated authentication mechanism, because as the 
name shows the client must successfully return the challenge sent from the server. This 
challenge is a random generated number, which in most cases is created by the NAS itself that 
has to be encrypted by the user and returned to the server. The server then checks whether or 
not the decrypted value is the same as the challenge value. This mechanism has the advantage 
that the password is not sent in plaintext and that the challenge changes for every attempt.  
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Figure 13: CHAP-Operations [EdJo04] 

Figure 13 shows the challenge exchange used by CHAP. The main problem of this approach 
lies in the fact that the attacker gets both plain and cipher text. This makes the mechanism 
very vulnerable to dictionary attacks. Microsoft has introduced a modified version, which is 
called MS-CHAP (RFC 2548). 
 The two mechanism described above do not provide enough security to be used in a 
RSN network. Therefore, the RADIUS protocol has to be adapted to provide EAP over 
RADIUS, which could be done with the attribute field of the protocol.  

3.4.3. EAP over RADIUS 
In an earlier RADIUS standard only two messages were available to send authentication 
messages, which are access-request and access-challenge. Today those two messages are used 
to transport EAP messages. Therefore, if the NAS wants to send something to the RADIUS, it 
uses an access-request message and for the other direction an access-challenge message. To 
be able to use this architecture in a real environment session, hijacking has to be prevented. 
Therefore, the authentication mechanism, established with the help of EAP over RADIUS, 
must be used to send a secret master key down to the access point, which could then be used 
to provide message authentication. 

3.4.4. Kerberos 
Kerberos V5 [RF1510] is another alternative, which provides security services within an IP 
network. The main idea behind Kerberos is that it introduces tickets, which provide the user 
access to services for a specific time. After the identification processes the client needs to get 
a master ticket. By using this ticket the client can then get access to other tickets and 
consequently to other services.  

 
Figure 14: Authentication and Ticket-Granting Service [EdJo04] 

Figure 14 shows the authentication and ticket-granting service that is provided by Kerberos. 

3.5. Upper-Layer Authentication 
WPA uses Transport Layer Security (TLS) for the upper-layer authentication. RSN on the 
other hand lets the user decide, which authentication mechanism should be used. TLS uses the 
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security approach Secure Socket Layer (SSL) that was invented by Netscape. SSL uses digital 
certificates for both the client and the server. Normally only the server uses a certificate, while 
the client uses a password.  
 The whole TLS approach provides more functionality than WPA/RSN needs, because 
besides authentication it also provides encryption and message compression. TKIP provides 
encryption for WPA and AES-CCMP provides it for RSN, but message compression is not 
specified at all for the two security algorithms.  

 
Figure 15: TLS Layers [EdJo04] 

TLS, as figure 15 shows is divided into two layers: the record and the handshake protocol. 
The handshake protocol is responsible to specify the parameters for the communication, 
whereas the record protocol is exchanging the data between the stations. The record protocol 
operates according to specific parameters, called connection states. There are four possible 
states: current transmit connection state, pending transmit connection state, current receive 
connection state and pending receive connection state.  
 TLS, which uses certificates for the authentication is flexible enough to support all 
different kinds of certificates. Certificates are based on public keys, but due to the time 
consumption of public key encryption, TLS does not used it for encrypting data. For the data 
encryption, symmetric keys are used, which are exchanged during the public key 
authentication process. Another way to reduce the time consumption is introduced by the fact 
that session keys are exchanged during the public key authentication. These keys are used by 
the record layer to encrypt data during the communication session.  
 The relation between two stations is created by the usage of the handshake mechanism. 
The station that sends the first message adds information about which types of certificates, 
encryption mechanisms and integrity checking methods it supports. It also adds a random 
generated value, called nonce that should not be used twice during the same communication 
session. Subsequently the second station answers, after having checked that ID. After that 
message the two stations have agreed on a session ID, a ciphersuite and they have exchanged 
two random numbers. Then the server sends its certificate to the client. The client has now 
received the server’s public key that can be used to encrypt messages and to verify that the 
received messages have been created by the server. It also includes the certificate from the 
Certificate Authority (CA), which tells the client that it really communicates with the 
requested server. After this stage the client has to send its certificate to the server. The next 
stage is the client key exchange, where both agree on a mutual secret key and then the client 
generates a pre-master secret, which is then encrypted with the server’s public key and sent by 
a client key exchange message. After this the client has to prove that it is not a bogus, which 
is done by hashing together all messages that were received and transmitted, and thus the 
message is signed by the client’s certificate. The server then performs the same check; if both 
values are equal, the client has been successfully authenticated. Both, the server and client 
produce the master key by hashing the pre-master secret and the two random generated 
numbers, which adds up to a 384 bit key. After the authentication process, the communication 
is switched to a new pending connection state. This becomes the recent state after both 
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stations have sent change connection state messages. TLS has to provide the authentication 
functionality and the generation of the master key for WPA and RSN. The RFC 2716 
[RFC2716] specifies the usage of TLS over EAP, which is required to tie it to the IEEE 
802.1x authentication process, described in a separate section.  

3.6. WPA and RSN Key Hierarchy 
There are three possible ways described in [EdJo04], by which data could be sent between 
different stations in the network: The first is that data could be sent from one station to 
another, called unicast. The second is called multicast where one station sends messages to 
multiple other stations. The third is called broadcast where one station sends messages to all 
stations in the network. To support these three kinds of network traffic, two different keys are 
needed. The first, a pairwise key, is used to encrypt the data communication between two 
single stations. The second, the group key, is used for broadcast or multicast network traffic 
encryption. These two key hierarchy approaches are referred to as pairwise and group.  
 There are also two possible ways to distribute the keys from the server to the client: The 
first is called preshared, where the key is handed over to the client before the communication 
has started, such as WEP and the second are server-based keys, which require an upper-layer 
authentication mechanism to distribute them to the client during the communication 
establishment.  
 The pairwise master key (PMK) is not directly used for encryption; four different keys 
have to be created from the PMK to support the EAPOL handshake and the data encryption. 
These keys are the data encryption key, the data integrity key, the EAPOL key encryption key 
and the EAPOL key integrity key that are the temporal keys, which all together are referred to 
as the pairwise transient key (PTK).  

 
Figure 16: Temporal key distribution [EdJo04] 

Figure 16 shows the required values of the key generation. To provide liveliness, nonce 
values are used, which are random numbers that are different for every key-generation. A four 
way handshake is used to successfully establish the PTK. At first the authenticator and the 
supplicant are creating random numbers that are the ANounce and the SNounce. The first 
message, which is not protected at all, is sent from the authenticator to the supplicant. It 
contains the authenticator’s nonce and its MAC address. Therefore, the supplicant has all the 
information needed to compute the four temporal keys. The second message is sent from the 
supplicant to the authenticator. It contains the supplicant’s nonce value. This message is not 
encrypted either, but it is protected from tampering by the message integrity code (MIC). 
After this message the authenticator sends a synchronized message, which is also not 
encrypted, but is secured by the MIC. This message is needed to verify that the authenticator 
and the supplicant have the matching PMK and that the encrypted communication starts at the 
same time with the same sequence number. The last message is sent from the supplicant to the 
authenticator and is used to acknowledge completion of the four-way handshake. After 
receiving this message, both stations install the four temporary keys, but the exchange of the 
group keys must still be performed. The exchange of the group keys is done by the use of the 
EAPOL-key message, which has to be performed also when a station leaves the network, to 
be secure that the station can not decrypt any multicast messages after disconnecting. The 
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authenticator creates a 256-bit group master key, from which the group transient key (GTK) is 
obtained, that is then sent to the clients over the secured connection. From the GTK a group 
encryption key and a group integrity key are derived.  
The key hierarchy of the AES-CCMP approach is slightly different from the previous one 
shown in figure 17. TKIP needs a total amount of 768 bits for its temporal keys to provide 
security, whereas AES-CCMP just needs 512 bits. This is achieved by the fact that AES-
CCMP combines the key for encryption and message integrity to just one.  
 

 
Figure 17: TKIP pairwise and group key hierarchy [EdJo04] 

 

   
Figure 18: AES pairwise and group key hierarchy [EdJo04] 

The first two graphics in figure 17 show the key hierarchy from TKIP, whereas the second 
two graphics in figure 18 show the pairwise and the group key hierarchy from AES. 

3.6.1. Symmetric Keys 
In a symmetric key environment every participating party has some secret information. Every 
party has to proof that it knows the secret key. During the communication session keys are 
used, which are derived from the master secret key. The two big problems with symmetric 
keys are: first this approach does not scale for wide spread usage and second it is impossible 
to provide a secure exchange with another party. 
The symmetric key must be protected from access by other devices. Frequently key changes 
provide more security, as not so much data is sent using the same key. The significant 
problem regarding symmetric encryption is a secure key exchange. As mentioned in [StWi03] 
there are four possibilities to distribute the secrete key securely: 

1.Physical key delivery between two nodes 
2.Physical key delivery by a third party 
3.Using an old key to deliver a new one encrypted 
4.If an encrypted connection to a third party is available, the secrete key can be delivered 

to the communication nodes 
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Physical delivery can either be done by manually entering the key or by attaching the key to 
an USB token or a smartcard. Using option three would cause the problem, that if the old key 
is compromised by an attacker, all new keys are known too. Applying case four means that a 
key hierarchy is used. The secure connection between the third party and the communicating 
nodes is established by encrypting the data with a master key, shared between the key 
distribution centre and the end system. A temporary key (session key) is used to encrypt the 
communication between two nodes. This key is only valid during one logical connection. 
 If for example a node X wants to communicate with node Y, node X will issue a request 
to the key distribution centre Z to receive a session key. This message contains a unique 
transaction identifier, which is the identity of both nodes. The identifier could be a timestamp, 
a counter or a random number. The answer from Z includes the session key and the request 
information that enable node A to match the answer to the request message. The reply from Z 
is encrypted with the master key shared between the keys Z and X. Furthermore the response 
involves information for node Y, namely the session key and an identifier of X, which are 
both encrypted with the master key shared between Z and Y. This information is transferred 
from X to Y, protected by the master key. Then Y sends a new identifier encrypted with the 
session key to X, whereas X responses with a transformed number, using the identifier as 
input. The response is also encrypted with the session key.  
 If it is not possible to have a separate third party to distribute the session key, a 
decentralized solution can be used. In that case X sends a request for a session key including a 
random identifier to Y. After that Y formulates a message including a session key, the 
transformed identifier and a new generated identifier, which are all encrypted by the shared 
master key. X returns the transformed second identifier, which is encrypted by the received 
session key.  

3.6.2. Asymmetric Keys 
The asymmetric key system was invented to overcome the problem of a secure key exchange. 
This system is often referred to as a Public Key Infrastructure (PKI), where every station in 
the communication system has a private and a public key. The private key is known by the 
station itself and should be treated as secure as possible. The public key on the other hand 
could be given to any communication partner. When a station wants to send an encrypted 
message it encrypts the message by the public key of the receiving station. The receiver is 
then the only one that can successfully decrypt the message. Another advantage of this 
approach is that messages could be signed to prove that the message came from a specific 
station. Message signing works in the opposite way as encryption, because the station that 
wants to sign the message uses the private key for this purpose. Anybody that receives the 
message can decrypt it when using the person’s public key and therefore it is proven that the 
message was sent by that person. To protect the sent message against tampering, the whole 
message is normally signed. One problem that occurs with public key systems is that the 
sender can not be authenticated, because it can not be proven that the received public key was 
really the key from the station that the communication was addressed to. To solve this 
problem, certificate authorities have been created which generate certificates for personal 
public and private key-pair and are signing this certificate by their private key to ensure that it 
is valid. 

3.6.3. TKIP 
TKIP, which stands for Temporal Key Integrity Protocol [WPA 03], is the encryption 
standard that is used for encrypting messages in WPA. This mechanism was introduced to 
provide a security upgrade for the old WEP standard, which caused big problems, because the 
hardware of the old wireless LAN cards does not have enough computation power. Therefore, 
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it is not possible to implement AES-CCMP on such devices; consequently, it was necessary to 
provide a high security level with the existing RC4 algorithm.  
 

1 IV value is too short and is reused 
2 Weak keys are created due to the bad IV 
3 No message tampering detection (no MIC) 
4 Uses the master key, and this can not be changed during communication 
5 No message replay protection 

Table 4: WEP weaknesses 

Purpose Changes made Weakness 
addresses 

Message Integrity Message integrity protocol is used to prevent 
message tampering 

3 

IV selection and usage Change the usage of the IV selection and IV 
is used as replay counter 

1, 3 

Per-packet key mixing Encryption key is changed for every frame 1, 2, 4 
IV Size IV size is increased to avoid its reuse 1, 4 
Key management Mechanism for group keys introduced 4 

Table 5: Changes from WEP to TKIP 

TKIP increases the size of the IV to 56 bit, and it uses the IV also as a sequence counter to 
prevent replay attacks. Only 48 bits of the IV are used for key generation to avoid weak keys. 
This new approach is using a key-mix, as well as the MAC-address of the wireless LAN card 
to generate the key. The key-mix is put together from the first 16 bit of the 48 bit IV; these 16 
bits are padded up to a size of 24 bits, which are then used in the same way as with WEP. 
Then the 32 bits remaining from the IV are joined together with the generated key. Thus, one 
of the main problems of the WEP algorithm is solved, namely that every station belonging to 
the network is using the same key for encrypting data. 
 To avoid replay attacks, the sequence counter is simply implemented as that no IV 
value, which once has been received, will be allowed. The only problem of this approach is 
introduced by the fact that IEEE 802.11 allows burst-acks, which indicates that up to 16 
packets could be sent at once and then be acknowledged by just a single packet. Consequently 
the sequence counter has to remember the last 16 IV values to guarantee that all packets have 
been correctly received.  
 TKIP also introduces a concept of session keys that are derived from a single master 
secret key. Hence every packet uses its own key for encryption. The usage of the MAC 
address in the key-mix provides another helpful solution to the fact that two stations in the 
network are using the same IV value.  
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Figure 19: TKIP role in transmission [EdJo04] 

Figure 19 shows the encryption process that is performed by TKIP, where the MIC value is 
first generated for the data, afterwards it is appended and the message is fragmented. Then the 
IV is generated. One part is used for the key mixing and the other part is appended and finally 
after the MAC Header is added, the whole packet will be encrypted and afterwards sent.  

3.6.4.  Message integrity code 
The Message Integrity Code [WPA 03] was designed to make it impossible for attackers to 
alter or resend captured packets. The algorithm used is called Michael, which was invented by 
Neils Ferguson in 2002. It was specifically designed for the TKIP needs. There are several 
different implementations for very secure message integrity checking, but the problem of the 
wireless LAN card, as already mentioned, are the low computation capabilities.  
 The MIC is using countermeasures to overcome the weaker security of the algorithm, 
which means that if a MIC attack was detected, the network will black out for 60 seconds. 
After that a new key exchange has to be started, which limits an attacker to one try per 
minute.  
 The biggest advantage of the MIC algorithm is that it is based on substitutions, rotations 
and XOR operations, which make it perfectly suitable to be implemented on a low-power 
processor.  

3.6.5. AES 
In November 2001, the NIST declared the Rijndael Algorithm that should replace DES as the 
new Advanced Encryption Standard (AES), which was developed by Joan Daemen and 
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Vincent Rijmen. The Data Encryption Standard from 1977 has become insecure due to the 
increasing computation power of specialized computers, like “Deep Crack” that are able to 
test all keys in the key range of 256 in two days. The Rijndael algorithm that AES uses is a 
symmetric block cipher where one key is used to encrypt data blocks, which will form the 
total encrypted message. It supports block and key sizes of 128, 192 and 256 bit. More 
requirements for AES were specified by the NIST in [AES 01]. The new encryption algorithm 
must countervail against attacks of all types, which must be mathematically demonstrable. 
According to Moore’s law the calculation power of PC’s doubles every 18 months. This 
means that with a key size of 128, AES will in 100 years be cracked in the same time as DES 
today. Further important points are the simple design, the flexibility in choosing block and 
key sizes and simplicity in hardware or software implementation. The algorithm is based on 
shift, exclusive OR and table substitution functions and on finite field byte multiplication, 
which could be simplified to the described logical operations or lookups in a 256-byte table. 
As already mentioned, Rijndael is an iterated block cipher with variable block and key 
lengths. The amount of calculation rounds depends on the block and key sizes. The 
intermediate cipher results are called states. Figure 20 gives a rough overview of the 
encryption: 
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Figure 20: AES Encryption Process [ErWo01] 

As figure 20 shows, a key expansion is made for every encryption round. All those keys have 
the same length, besides there is one more key expansion performed. This is then in the last 
step added together with the encrypted block using the XOR function to produce the final 
encrypted cipherblock. Before every round the particular key is XOR-joined to the actual 
state, the result is then the input for the next round. Every round is a compound of the 
following three functions: 

• ByteSub 
• ShiftRow 
• MixColumn 

 
The last row contains no MixColumn function. All three transformations are key-independent.  
The security of Rijndael was theoretically proved by the developers and the resistance against 
differential and linear crypto analysis was tested. Besides encryption, this algorithm can be 
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used as Message-Authentication-Code (MAC), one-way hash function and also pseudo 
random number generator. As mentioned in [ErWo01], the developers have tested the 
performance of Rijndael, which reached with a 200MHz Pentium-Pro and a key size of 192 
bit and a block size of 128 bit between 22 and 59 Mbit/s. The result depended on the used C-
compiler. Furthermore, a 1GHz processor was tested that provided speeds of up to 200 
Mbit/s. The results indicated that AES is much faster than DES and therefore, AES makes an 
ideal candidate for wireless LAN encryption. More information concerning the AES standard 
can be found in [AES 01]. 

3.6.5.1. CCMP 
The RSN security mechanism uses AES in contiguity with Counter Mode and CBC-MAC, 
which is called CCM that was invented by Doug Whiting, Russ Housley und Niels Ferguson. 
Cipher block chaining (CBC) is used to produce message check code, which is referred to as 
message authentication code that leads to the designation CBC-MAC. The aim of this is to 
encrypt the first block of data, after that the result is XOR-joined to the second block and then 
the result is encrypted again. Finally a single 128 bit block of data is retrieved.  
 
 MAC HDR CCMP HDR Ciphertext 
 

Figure 21: MAC and SSMP Header 

Figure 21 shows the frame consisting of the MAC Header and the CCMP Header. The CCMP 
header contains the 48-bit packet number, used to provide replay protection. When broadcast 
or multicast messages are sent, the receiver gets informed, which group key was used.  

3.7. ESS – IBSS 
The primary advantage of ESS is that all the communication is handled by a single device, 
namely the access point. This gives the possibility to block unknown devices and provide a 
high level of security. IBSS does not have this advantage; therefore all devices in the 
communication network must be secured.  
 To access a RSN/WPA protected IEEE 802.11 network, the old association messages 
are still used, as authentication has to be done after the station is connected to the network, 
which denotes that association is handled before authentication. These old association 
messages play no role in the security establishment process, because they are only used to 
agree on a security mechanism. After the station has found an access point, it establishes an 
open authentication. Consequently, the station asks for authentication and the access point 
replies with “OK”. Subsequently, the station sends an association request which specifies the 
security mechanisms that are supported. If the access point supports these mechanisms, the 
IEEE 802.1x authentication process could be started. This is called the Information Element 
(IE) and specifies, whether the access point uses preshared keys or authentication server key 
distribution, which group security mechanism is used and its list of pairwise key security 
mechanisms. 
 IBSS has the main advantage that every station is equal and can therefore communicate 
with every station in the network. This is also the major security weakness of this type of 
communication. A station in an IBSS network searches for beacon messages from other 
stations in IBSS mode and if it does not find any, it will start to send beacon messages itself. 
The concept of using sequence numbers and nonces to set up authentication and encryption 
like in ESS mode does not work in IBSS networks. A station in an ad-hoc network uses both 
functionalities. If it wants to communicate with someone, it will use the role of the supplicant. 
If someone communicates with it, it will use the authenticator role, which is shown in figure 
22.  

http://dict.tu-chemnitz.de/dings.cgi?o=3001;count=50;service=en-de;query=contiguity
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Figure 22: Supplicant and Authenticator role in Ad-hoc mode [EdJo04] 

As no upper layer authentication could be used, because of the missing authentication server, 
a pre-shared key is applied. By using the pre-shared key and IEEE 802.1x, the same approach 
could be applied as in ESS mode: Namely, the proposal of the four-way handshake to 
establish the pairwise key infrastructure including the exchange of the nonce values.  
 The first problem of this approach is that normally two sets of keys are required in both 
directions, one for the supplicant and one for the authenticator. This is solved in such a way 
that the device, which has the lowest MAC address, establishes the temporal keys first. Then 
the authenticator of this device uses the same keys for communication. The second problem 
occurs because there is no group key, to be used for multicast or broadcast communication. 
This is resolved by introducing a group key for every station, which it has to distribute to all 
other stations it has a pairwise key relation. By using this solution the security is established 
in a very similar way to ESS, which works as follows: 

• The first device sends out beacon messages. 
• The second device receives the beacon messages and synchronizes itself to the first. 
• Then it is decided, which device the lowest MAC address has, because this device then 

acts as supplicant and authenticates itself to the other device by using the four-way 
pairwise handshake of IEEE 802.1x to create the temporal keys from the shared 
master secret. 

• At the end both messages send each other their group key 
 
When a third station wants to join the session, it has to synchronize first, before the pairwise 
key handshake can be separately established with the other two stations. At the end it hands 
over its group key to the others and receives their group key in return. It is then, that the 
station can securely communicate with the stations, but it has to remember five sets of keys. 
For larger networks a station has to remember up to 2*N-1 sets of keys, which means that the 
solution does not scale well for many devices.  
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4. Complementary Solutions 
This chapter presents solutions, which are mainly based on scientific papers. The main aim of 
these in the project is to add more security to the previously described standards, and to also 
increase the performance of the approaches described above. 

4.1. Supplementary Standards 
In the following section, supplementary standards are discussed, that could be implemented in 
addition to the Wireless LAN Security Standard, to increase the security level. 

4.1.1. VPN Standard 
The major problem of wireless LAN communication is the data transmission via the air 
interface; the communication is accessible for everybody with a receiver. The encryption 
standard WEP, as already explained in a former chapter, is not able to provide the security 
level needed to protect data and to prohibit the access of unauthorized people. VPN, which 
stands for Virtual Private Network, could be used to overcome those problems. The following 
section gives a short introduction to VPN, and explains the used protocols. More information 
could be found in [WrMa00]. 
 VPN was designed to provide the same service as leased lines over a public network, 
such as the Internet. Therefore, VPN provides several different approaches, such as tunneling, 
encryption, as well as user authentication to achieve this goal.  
 VPN security is based on tunneling the network traffic and encryption, provided by the 
Internet Protocol Security (IPSec). Tunneling is used to transport data packets through the 
public network in a private tunnel. By using this approach, a virtual private point-to-point 
connection is simulated. In other words, a tunnel is created between the two VPN-Gateways, 
and every data packet that is traveling between these two gateways is encrypted. The packets 
are decrypted at the receiving gateway and then these packets are forwarded to the receiving 
host. VPN solutions should provide companies with the function to connect two locations 
with each other at low cost without having a permanent secure leased line.  
 
There are three major tunneling protocols available for building a VPN solution.  

• The Point-to-Point Tunneling Protocol (PPTP) which is described in [RF2637] 
• The Layer 2 Tunneling Protocol (L2TP) that is explained in [RF2661] 
• The Internet Protocol Security (IPSec) 

 

 
Figure 23: Structure of a PPTP packet [MiSo99] 

Figure 23 shows the structure of a PPTP packet. It uses a TCP connection to provide the 
tunneling functionality and Generic Routing Encapsulation (GRE), to encapsulate the PPP 
frames, which as could be seen in the graphic could also be encrypted. 
Figure 24 shows that UDP is used for sending the PPP and PPTP frames over the network, 
additionally it is possible to encrypt the sent packets, by using the L2TP protocol. 
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Figure 24: Structure of a L2TP packet [MiSo99] 

The graphic below shows the Internet Protocol Security (IPSec), using the L2TP protocol and 
ESP-mode, which will be explained in a following section. 
 

 
Figure 25: Encryption of an L2TP packet with IPSec ESP [MiSo99] 

IPSec offers the most complete framework of the three presented solutions. The other two 
protocols are also incorporated parts of the IPSec standard, which will be explained in more 
detail in the next chapter. 

4.1.1.1. IPSec 
The IPSec protocol was specified by the IETF [RF2401], which as the name (Internet 
Protocol Security) shows, it should provide a secure data-communication at the IP-Layer 
(Layer 3 of the OSI model). It was mainly designed for the new IPv6 standard, but due to the 
missing security in IPv4, the IPSec standard was modified to be also used for the old version 
of the Internet protocol.  
 IPSec uses the Diffie-Hellman key exchange mechanism and the public key 
cryptography for signing the Diffie-Hellman key exchanges The Data Encryption Standard 
(DES) for encrypting data packets. The Hash-based Message Authentication Code (HMAC) 
with the Message Digest (MD5) or with the Secure Hash Algorithm (SHA-1) for packet 
authentication and digital certification for validating public keys. 
 As already stated above, the IPSec protocol provides security at Layer 3 and 
consequently at all upper layers. With the features described above, the protocol provides 
mechanisms to check and verify, for example the authentication of the sender, as well as the 
integrity of the data packets and several other security parameters.  
 IPSec has three different goals to fulfill: First, as already explained, it checks the 
integrity of data concerning confidentiality and authenticity. Second, it specifies the 
authentication of the communication-partner. Third, it provides a secure end-to-end key 
exchange, which is accomplished by the IKE (Internet Key Exchange) mechanisms, described 
in a separate section. 

4.1.1.2. AH – Mode 
To carry out the first point, described above, IPSec provides the Authentication Header (AH) 
[RF2402] mechanism that is used to enable data-integrity for the IP-header. To be able to 
secure the transmitted data, the Encapsulation Security Payload-format (ESP) is used 
[RF2406]. This will be explained in detail in the next section. In both mechanisms, the 
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tunneling, as well as the transport mode has to be distinguished. The interesting part of the 
tunnel mode is that every IP-packet that has to be encrypted or authenticated is packed into a 
new IP-packet, which is called tunneling mode. The receiver address is then set to the 
receiving gateway, not to the end-user anymore. The difference could be easily seen in figure 
26. 
 

 
Figure 26: IPSec using AH [StWi03] 

If AH is used in transport mode, the Authentication Header will be added just after the IP-
header. If the tunneling mode is used, the AH will be added directly after the new IP header. 
The Authentication Header secures several unchangeable fields within the IP-header by a 
checksum. This is the main reason why NAT (Network Address Translation) is not working 
properly with VPN, because NAT needs to make changes to the receiving address, but the 
data itself is not secured at all in this approach. 

4.1.1.3. ESP – Mode 

 
Figure 27: Encapsulating Security Payload [StWi03] 

In the case illustrated by the diagram in figure 27, the data is secured and encrypted by an 
ESP-header and an ESP-trailer. Furthermore an ESP-authentication trailer is used to secure 
the sent frame from manipulation, because theoretically encrypted data could be modified. If 
ESP [RF2406] is just used in Transport Mode, it will be possible for an attacker to modify the 
source and the destination fields in the original IP header. To overcome this problem, 
tunneling mode is used. The whole frame is packet into a new IP-packet and is authenticated.  
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4.1.1.4. Combinations of AH and ESP-modes 
Another main function of IPSec is that it also provides combinations of the AH- and the ESP 
mode. Therefore, for example ESP could be used in transport mode without the authentication 
option to encrypt the packet’s data. AH could also be applied in transport mode to 
authenticate the ESP header, the packet’s data and the original IP-header. More combination 
possibilities could be found in [WrMa00].  

4.1.1.5. Authentication and key-management 
The following section will introduce the possibilities of authentication and key-management 
in VPNs [WrMa00]. To provide a communication over VPN, a Certification Authority (CA) 
has to exist, that is entitled to give certificates to participants that want to take part in the VPN 
session. An important point, which has to be mentioned here, is that the CA itself has to be 
certified to provide the services and to be trustable. The certified authentication of a specific 
user is made in two steps: First, the user gets a certificate with a time limit and second this is 
signing by the CA. 
 The IKE protocol is used to provide a secure data exchange, manage the keys and adjust 
several protocol parameters. IKE is a combination of the Internet Security Association Key 
Management Protocol (ISAKMP), used for establishment, negotiation, by modification of the 
Security Association and the Oakley Key Determination protocol, which is based on the 
already mentioned Diffie-Hellman key exchange algorithm.  
 Additionally VPN is able to provide user authentication. This is done by one of the three 
provided protocols, PAP, CHAP or RADIUS. PAP stands for Password Authentication 
Protocol and provides a two-way handshake between the server and the client, but the 
username and the password are sent in plaintext. A more secure way of user authentication is 
provided by CHAP, which stands for Challenge Handshake Authentication Protocol. This 
protocol provides a three-way handshake, where the server first sends an authentication 
request message to the client. After that the client uses a one-way hash function to calculate a 
value and send it back to the server. The server acknowledges the response, if the calculated 
value matches the expected value. RADIUS provides even more security than the other two 
algorithms, due to higher flexibility. RADIUS uses a client/server based model to perform 
user authentication and to determine the user access level. The used protocol, called NAS, is 
responsible to accept user connections, handle user ID and passwords and inform the 
RADIUS server which encryption mechanism is used during the network session. 

4.1.2. X.509 
X.509 [StWi03] is an ITU-T recommendation and part of the X.500 directory service 
definition, which indicates information about users in the form of certificates. These are 
stored in a distributed set of servers that maintain a database. These certificates, which hold 
the public key of a client, are signed by the private key of a trusted certificate authority. 
Furthermore, alternative authentication protocols using public-key certificates are defined by 
X.509. The fact that X.509 certificates are applied in S/MIME, IP-Security, SSL/TLS and 
SET makes the standard very important. The advantage of X.509 is that it does not demand a 
specific cryptographic algorithm, but it recommends the usage of RSA. 
 As already mentioned, the heart of X.509 is the public-key certificate. A certificate 
authority is responsible for signing certificates for users, which are then stored in the directory 
by the authority or the user himself. Figure 28 shows the structure of a X.509 certificate: 
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Figure 28: X.509 certificate structure [StWi03] 

The standard was subsequently revised to attach more information, and figure 28 shows that 
there are three different versions of X.509. The fields in the certificate have different 
meanings: 

• Version: Defines which version of X.509 is used. 
• Serial number: A unique integer value is associated with every certificate. 
• Signature algorithm identifier: Here the algorithm used for signing the certificate is 

defined. 
• Issuer name: X.500 is the name of the certificate authority, which has signed the 

certificate. 
• Period of validity: This field defines two validity dates for the certificate. 
• Subject name: Specifies the holder of the certificate. 
• Subject’s public-key information: The public key and an identifier of the used algorithm 

are defined in this field. 
• Issuer unique identifier: An optional bit string field is used to uniquely identify the 

certificate authority. 
• Extensions: Version 3 of the X.509 certificate introduces a flexible way to add 

additional information. The extension field includes an extension identifier, a 
criticality indicator, whether or not the extension can be ignored by none-supported 
systems, and an extension value. There are three different categories of extensions: 
key and policy information, subject and issuer attributes, and certification path 
constraints. More information about the different extension possibilities can be found 
in [StWi03]. 

• Signature: This part contains the hash code of the other fields, which are encrypted by 
the private key of the certificate authority.  

 
The signed certificates can by verified by everybody in the possession of the CA’s public key 
and only the CA can change the certificate. Consequently, the inviolability of these 
certificates allows their storage in central directories without any additional security 



Wireless OBD 

mechanisms. Besides the directory, certificates can also be distributed by the users 
themselves. For a large community, it is not suitable that all users subscribe to the same CA. 
Therefore the usage of more CAs is supported. To enable the user verification of a CA every 
CA must have a certificate relation to the others. All these certificates between the CAs need 
to be available in the directory and their linkage among each other must by known by every 
user. X.509 suggests that the CAs should be arranged in a hierarchical order to realize a 
straightforward navigation. The directory entries for each CA therefore include two 
certificates: 

• The Forward certificates, which are those of CA X, generated by other CAs. 
• The Reverse certificates, which are those generated by X for other CAs. 

 
Certificates have a specific lifetime defined by the validity field. If the user’s private key is 
assumed to be compromised, the user is no longer certified by a CA or the CA’s certificate is 
assumed to be compromised, consequently the certificates have to be revoked. This is 
accomplished by a revocation list which has to be posted by every CA that has an entry in the 
directory. Every user must assure that a received certificate is not revoked by downloading 
the revocation list. 
 Moreover, X.509 supports three authentication procedures: one-way, two-way and 
three-way authentication. By using a timestamp and nonce values, replay attacks are avoided. 

4.2. Infrastructure Network 
The technologies based on the availability of a Certificate Authority, which checks the users 
credentials will be explained in detail in this section. 

4.2.1. Access Control 
Access Control is the first security issue, which allows or denies stations to participate in the 
network and could for example be based on checking the users MAC address. 

4.2.1.1. SOLA: Lightweight Security for Access Control 
Simple and static access control mechanisms are used to allow just specific MAC addresses, 
which could then be spoofed. Alternatively only users that know the service set identifiers 
could be allowed, but the SSID is sent out in plain text by the access point. The old security 
standard WEP provided two authentication schemas: The open authentication, which was no 
authentication at all and the shared-key authentication, in which the user was authenticated by 
the knowledge of the secure key. Packet authentication was not provided at all. Stronger 
authentication schemas are provided by IEEE 802.11i and the Protocol for Carrying 
Authentication for Network Access (Pana). The main issue of access control is the 
verification of the wireless client’s authorization. The basic authentication process using a 
back-end authorization, for example an AAA server, is realized in three steps. 

• Initial authentication mechanism is used to identify and validate the client 
• Key exchange and distribution used for mutual agreement on secret session keys 
• Data packet authentication protocol, which could be used for data communication 

 
After the authentication is established, the communication must be secured, which could be 
achieved by the Advanced Encryption Standard (AES) and the Counter Cipher Block 
Chaining Message Authentication Code (CCM). Another alternative is to authenticate IP 
packets in layer 3, namely by using the IPSec protocol. The IPSec protocol and its two main 
functions, the authentication header (AH) and the ESP mode are presented in a separate 
section.  
 The described possibilities protect the communication only on the first hop, not during 
an end-to-end communication. To achieve end-to-end security and authentication 
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technologies, such as VPN, have to be used. The drawback of a combination of first-hop and 
end-to-end security is that all the data packet authentication and encryption have to be done 
twice.  
 The approach proposed by Felix Wu et al. [WuFe04] is titled Statistical One-Bit 
Lightweight Authentication (SOLA) provides a one-bit-identity authentication protocol for 
layer 2 of the OSI model. The main advantage of this approach is that not all bits from the 
sent packets have to be taken into consideration for the authentication, it is already possible to 
randomly select one bit to perform a suitable authentication. This schema specifies that the 
user authentication is more important on the first hop than the packet authentication. 
 Even if SOLA sounds very trivial, some technical aspects have to be discussed. The first 
issue is that wireless communication is not stable, because it leads to a lot of corrupted bits, 
packet losses and brings up severe synchronization problems. To overcome such problems 
SOLA uses a one-bit status flag, which is used to synchronize the bitstream and assures that 
the sender’s bitstream pointer is always behind or at the same bit as the receiver’s bitstream. 
If a problem occurs, an error flag will be transmitted and the sender can adjust his position 
and correct it before sending the next round. SOLA gives an attacker very limited bandwidth, 
but the attacker has the possibility to guess right for the first packet with 50 percent 
probability and every sent packet considerably decreases this probability. The access point 
has also the possibility to increase the number of bits used for SOLA authentication or to 
switch to IEEE 802.11i authentication; therefore, SOLA provides an inexpensive way to 
protect illegal network access on the first hop. 

4.2.2. Authentication 
Authentication in an infrastructure network is always made by the help of an Authentication 
Server, which checks the user credentials and is therefore in charge of allowing or denying the 
user access to the network.  

4.2.2.1. Pair-wise Key Exchange Protocol for IEEE 802.11i 
Altunbasak H. et al. [AlHa04] have presented two different pair-wise key exchange 
mechanisms in their paper, which could be used in the Robust Security Network (RSN) that 
was introduced by the IEEE 802.11i standard. The same message structure is used as in IEEE 
802.1x, but the number of handshake messages is reduced to provide less channel contention, 
computational load and authentication establishment time. RSN supports two different models 
for key establishment that are IEEE 802.1x authentication and pre-shared key. Whereas IEEE 
802.1x authentication requires an Authentication Server and an upper-layer authentication 
process, which generate the keys. The pre-shared key model processes authentication by 
verifying the station’s key. RSN uses the Information Element (IE) to negotiate between the 
stations, which security mechanisms should be used.  
 The key hierarchy starts with a pair-wise master key (PMK) from which a pair-wise 
transient key (PTK) is derived that is used for data encryption and integrity. The PTK is 
represented by Temporal Key (TK), EAPOL-Key Encryption Key (KEK) and EAPOL-Key 
Confirmation Key (KCK). The important liveliness is introduced by the nonce values.  
 The authors’ first approach proposes a three-way handshake protocol, which works 
completely in the same ways as the four-way handshake protocol in RSN, despite the last 
message is not sent. Therefore a timer is used to wait a specific period, after that if the access 
point does not receive a repeated EAPOL-Key message from the station during this period it 
installs the PTK. The station installs the keys after receiving the last message from the access 
point. Thus both sides install the PTK, without having to send and compute the forth message. 
The second approach uses a two-way handshake protocol to establish the PTK, which uses a 
nonce and two counters. The access point computes the ANounce value and then the 
f(ANounce), where f() is a publicly known function. Then the access point uses the 
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f(ANounce) value instead of the SNounce to compute the PTK even before sending the first 
message to the station. The first message includes the ANounce value in the clear, but it is 
secured by the MIC, which is added to the message. The two counters that are used are a boot 
counter and a time counter. Each has 64 bits, and they are used to prevent replay attacks. 
After the station has received the first message, it extracts the ANounce and calculates the 
SNounce, which has the same value as f(ANounce). Then the MIC value and the counters are 
checked and the PTK is calculated. The station replays to the server with a message including 
the f(ANounce) a MIC value and the values of the two counters. After that the counter values 
are verified again and following a timeout period, the PTKs are installed. If any of the 
counters or any other value could not be verified during the key establishment process a new 
PMK has to be established between the station and the access point. Even when the SNounce 
is known in advance, an attacker is not able to calculate the PTK without knowing the PMK. 
 The boot counter is increased every time the access point is restarted or the time counter 
wraps around. The time counter on the other hand is increased each time the access point 
sends a message during the two-way handshake. Both counters are initialized to zero. If the 
station loses the values of the counters, a new PMK is required to avoid replay attacks and the 
same happens if the boot counter wraps around. 
 One of the advantages of the new approach is that less handshake messages are required, 
which reduces the channel capacity and the computation requirements and enables the access 
point to pre-compute the PTK. On the other hand, the problem of synchronizing the two 
participants in the key exchange arises and additional memory is needed to store the counter 
values. This approach is not feasible, if the pre-shared key method is used, due to the 
synchronization problem of the counters. Therefore, the authors suggest to use the two-way 
handshake in combination with ESS mode and to use the three-way handshake for IBSS 
mode. Consequently, the station has to be capable of supporting two different key 
management schemas, but the authors’ demand that further work has to be done in the areas 
of testing the performance of the two-way handshake protocol and in investigating the MIC 
attack feasibility. 

4.2.2.2. EAP-TLS Authentication 
The EAP-TLS authentication mechanism that is used for the approach proposed by Yue Ma et 
al. [YuMa03] is based on TLS, EAP, RADIUS and IEEE 802.1x protocols. After link 
establishment the EAP authentication first, sends out authenticate requests to the stations. 
Following the stations response packet, the authenticator ends the authentication either by a 
success or a failure packet. The request and response are containing a type field, which could, 
for example include the identity of the station, the MD5-Challenge, the One-Time Password, 
the generic Token Card or the TLS type. The TLS protocol was introduced to provide privacy 
and data integrity during communication. The protocol is split up into two separate parts, 
which are the TLS Record Protocol and the TLS Handshake Protocol. The TLS Record 
protocol which has a private connection uses symmetric keys for data encryption. Such keys 
are uniquely created for every communication session and the keys are exchanged by the help 
of another protocol, such as the TLS Handshake protocol. This protocol was designed to 
provide authentication and key exchange between the server and the client. The client 
authentication is provided with the help of public key or asymmetric cryptography over a 
secure channel where no attacker is able to modify the negotiated communication. EAP-TLS 
frames are encapsulated in EAPOL frames when packets are sent between the station and the 
access point. For the communication between the access point and the authentication server 
an AAA protocol (authentication, authorization, accounting), such as the RADIUS server has 
to be used. 
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Figure 29: EAP-TLS authentication exchange mechanism [EdJo04] 

Figure 29 shows the authentication exchange mechanism, which starts with an EAPOL-Start 
packet that is sent by the station to the access point (not in the graphic). Then the access point 
sends a request to the station with the type Identity field, which is answered by the station by 
responding its identity. Consequently, the access point sends an EAP-TLS-Start message to 
the station, which will be answered by the station with an EAP-Respond packet containing 
EAP-TLS as type value. Consequently, a request is sent by the access point containing, for 
example the TLS certificates, server key-exchange or even a finished handshake message. 
The station will respond to this kind of messages correspondingly. At the end, both stations 
will turn their pre-master secret into the session master secret, used for ciphering. Finally the 
access server will send an EAP-Success message to the station, if the authentication has been 
successfully established. TLS has already been used in wired networks and has provided a 
very high level of security; consequently, its effectiveness has sufficiently been tested. An 
extension to this algorithm is the EAP-TTLS mechanism, which establishes the authentication 
in a secure tunnel, whereas another alternative is PEAP, which will be described 
subsequently. 

4.2.2.3. EAP-TTLS 
EAP-TTLS [EAPT02], which means “Tunneled” TLS, is an extension to the EAP-TLS 
described in the previous section. EAP-TTLS provides mutual authentication to both parties 
and an agreement on a session key. Therefore, it requires a certificate to authenticate the 
server and just a simple password to authenticate the user. There is one major advantage of 
EAP-TTLS over EAP-TLS that is the secure tunnel, because an eavesdropper cannot even get 
the user ID. The user authentication is made after the secure tunnel is established by the help 
of another authentication protocol. Therefore, very simple tunneled authentication protocols 
could be used, such as clear-text password or challenge-response password or even advanced 
techniques like token-based authentication. The only problem occurs in application 
environments where no digital certificates are available. 

4.2.2.4. PEAP 
Protected EAP Protocol (PEAP) is a sort of combination of EAP and TLS. This approach 
should overcome the problem of the unprotected EAP-Identity message where an attacker can 
snoop to find out the identity of the user who wants to connect to the network. The EAP-
Success/Fail messages are also unprotected. These problems are solved by performing the 
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EAP authentication in a secure tunnel, but keeping the flexibility of the EAP protocol makes 
any upper-layer authentication possible. EAP focuses just on providing an authentication 
mechanism, whereas PEAP, provides the privacy for this authentication.  
 At the beginning of the Authentication process, EAP is used to establish a secure 
connection with the help of TLS. In this first step, only the server is authenticated. Then a 
secure connection is used for another EAP authentication, which is the mutual. In phase one, 
TLS over EAP creates the authentication until the EAP-Success message would be sent. 
Instead of sending this message, a new EAP authentication is started. This is fully encrypted 
and it uses the newly keys, which have been agreed on. In phase one, the client has the right 
to refuse providing the server with its certificate. It has to be sent to the server during phase 
two, where both already have agreed on mutual authentication. Phase two allows any upper-
layer protocol to be used for EAP authentication, since everybody is able to establish a secure 
connection during the first phase using TLS. The client has to be treated completely untrusted 
at the beginning of phase two.  
 The problem of PEAP is that an attacker can build up two separate tunnels with the 
access point and the station. He can establish a simple man-in-the-middle attack by just 
masquerading to the access point that he is the station and to the station that he is the access 
point. This attack destroys the whole approach of PEAP, because it works as if PEAP was not 
even used. 

4.2.2.5. SSL-VPN 
The paper written by Andrew Harding [HaAn03] has its main focus on the replacement of 
IPSec Virtual Private Networks with SSL VPNs. The problem of IPSec VPNs is that such a 
client has to be installed on every computer, used in the VPN session. Furthermore, every 
device requires the installation of extra security software, like Firewall and Anti-Virus. 
Another security problem is that everybody who has a VPN client could get full access to the 
entire network. The author states that by introducing SSL VPNs, a lot of security and 
performance issues could be solved due to the fact that the SSL VPN uses the already 
provided high security level of the Secure Socket Layer (SSL) protocol. An additional feature 
of that new approach is that no extra client software has to be installed, because any web-
browser having that feature could be used to get access to the network. Therefore, it is much 
more cost and time effective to use a SSL VPN solution than an IPSec VPN. By using such 
SSL VPN solutions, it also becomes possible to securely access non-WEB based content on 
the network.  
 When using SSL VPNs, the user has to be authorized to get access to the content, which 
is available on the network. This means that the administrator has the possibility to give the 
user the permission for every specific file or URL. Moreover, it is very easy to set specific 
levels of authorization for different users. Another advantage is that by using the SSL VPN it 
is possible to have log files that make it possible to distinguish, which user has been on the 
network, how long, as well as which services or files have been accessed. 
 
Andrew Harding also describes the four most common SSL VPN solutions:  

• Dynamic Application Transformation 
• Reverse Web Proxy 
• Emulation Technology 
• Application Proxy 

 
The most important requirements of those approaches are that group-based authorization 
down to URL and file-level are supported, and the existing authorization mechanisms could 
be used, such as passwords, dual-factor authentication, tokens or certificates.  
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4.2.2.6. Authenticated key exchange with ECC 
The problem of most wireless devices is that their computation resources are limited. 
Therefore, weaker security strength is used to provide the necessary performance of the 
wireless devices, and in most cases just simple passwords are used for authentication. Those 
could be easily cracked or even just guessed. Thus new approaches have to be found to 
provide a secure authentication.  
 Praveen Koduri et al. [KoPr99] have introduced some new approaches in their paper. 
They have introduced a combination of public and symmetric key cryptographic algorithms to 
provide the required security improvement. Symmetric key exchange requires the sender and 
receiver to agree on the used session key, which needs some pre-defined security to 
communicate with the key-exchange in a secure way. Public key cryptography on the other 
hand is based on an asymmetric algorithm that is based on the fact that the key, used for 
encryption is different from the key that was used for decryption. The establishment of the 
connection between a client and the proxy is discussed in the paper, where two different 
approaches could be used in this situation. First the user could share the secret key with the 
proxy in advance, whereas the other possibility is to first establish a connection between the 
two stations with the use of a public key based protocol. There are two main problems; the 
first is that if the user key is stored on the device, the key can be stolen, ex. when the device is 
lost. On the other hand, if the key is entered by the user, he may forget the key. Therefore, a 
new way of how the key exchange can be authenticating has to be found. One possibility to 
solve the explained problems is by introducing a small password, which is then used for 
authentication and key establishment in an insecure environment. The idea of this type of 
authentication mechanism is that the small password is amplified to a much larger session 
key, which is then used to exchange data. In [JaDP96], two main approaches are explained, 
namely SPECKE, which stands for Simple Password Elliptic Curve Key Exchange and EC-
EKE, which stands for Elliptic Curve - Encrypted Key Exchange. 

4.2.2.7. High-speed ECC based Kerberos Authentication Protocol 
Erdem O.M. [ErOz03] presents in his paper an improved Kerberos Authentication protocol 
that uses elliptic curve cryptography. The elliptic curve algorithm provides a much higher 
security per key bit than other algorithms, such as RSA, by less computational load. The IETF 
draft PKINIT [TuBr01] provides client authentication to the key distribution center (KDC) by 
using public key cryptography and digital signature algorithm. Since most mobile platforms 
have very limited computation power, the elliptic curve algorithm presents two major 
advantages. It provides faster operations with less key sizes and less memory usage, as well as 
less bandwidth requirements. PKI is used in Kerberos to establish non-reputation and mutual 
authentication. The Elliptic Curve Digital Signature Algorithm (ECDSA) uses the arithmetic 
of points, which are part of a set of solutions of an elliptic curve equation that is defined over 
a finite field. The author has designed some goals to specify his approach: 
 

• Preserve the main semantics of Kerberos. 
• Provide mutual authentication between client and KDC. 
• Provide non-repudiation of client to KDC. 
• Minimize the number of operations to be performed on mobile client. 
• Keep ability to use existing or developing public key management 

infrastructures. [ErOz03] 
 
Details about the implementation, the key generation and the key exchange could be found in 
[ErOz03]. Furthermore, the author has carried out performance analyses concerning different 
key lengths for the ECC algorithm with ECDSA.  
 The author’s algorithm specifies just minor changes to the Kerberos protocol and 
provides the mobile device with a pre-authentication possibility for the field of signatures and 
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for certificate delivery. By the assistance of the key, which was previously agreed on between 
the KDC and the station, authentication of the server can be performed and a shared key can 
be created. Mutual authentication is achieved by just one ECDSA signature generation. The 
use of certificates is fully supported by the protocol and the extension field of the Kerberos v5 
can be used to transmit the certificates. The ECC-supported Kerberos protocol could be a very 
interesting option for wireless networks, due to the low bandwidth consumption and the fast 
execution performance. 

4.2.3. Encryption 
Encryption in an infrastructure network is based on the public key infrastructure, where a 
Certificate Authority is available to check if the stations public key really belongs to that 
specific station and the computational load needed for the PKI is also not a problem. 

4.2.3.1. Elliptic Curve Cryptography 
This chapter focuses on providing cryptography by using elliptic curves. Kristin Lauter 
[LaKr04] states that there are three public systems available for securing (signing and 
encrypting) messages.  

• RSA algorithm 
• Diffie-Hellman (DH) or the Digital Signature Algorithm (DSA) 
• Elliptic Curve Diffie-Hellman (ECDH) or Elliptic Curve Digital Signature Algorithm  
 (ECDSA) 

 
“RSA is a system that was published in 1978 by Rivest, Shamir, and Adleman, based on the 
difficulty of factoring large integers. Whitfield Diffie and Martin Hellman proposed the 
public key system now called Diffie-Hellman Key Exchange in 1976. DH is key agreement 
and DSA is signature, and they are not directly interchangeable, although they can be 
combined to do authenticate key agreement. Both the key exchange and digital signature 
algorithm are based on the difficulty of solving the discrete logarithm problem in the 
multiplicative group of integers modulo a prime p. Elliptic curve groups were proposed in 
1985 as a substitute for the multiplicative groups modulo p in either the DH or DSA 
protocols.” [LaKr04] 
 The elliptic curve could be implemented with less key-size to provide the same security 
level as the other algorithms. This performance improvement is an important advantage, if 
that security algorithm has to be implemented on a wireless device, where computation 
capacities and battery power are limited. Table 6 compares the different key lengths of ECC 
and DH/DSA/RSA, which are providing the same security level. 
 

ECC DH/DSA/RSA 
163 1024 
283 3072 
409 7680 
571 15,360 

Table 6: key-size for equal security 

As table 6 shows, 163 bit ECC gives the same security level as 1024 bit keyed RSA, while 
being 5-15 times faster in computation than the RSA algorithm. When using a 571 bit ECC, 
the RSA algorithm needs 15.360 bit keys to provide the same security level, whereas the RSA 
algorithm is over 400 times slower in computation than the ECC implementation. 
 The elliptic curve algorithm was developed in 1985 by Victor Miller from IBM and 
Neal Koblitz at the University of Washington. Until today there are no successful attacks 
known to crack the encryption mechanism of ECC within a reasonable time. The algorithm is 
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based on the discrete log problem, which is hard to solve within the given group of elements. 
The problem is to find the value a, if ga and g are given.  

 
Figure 30: Group law on elliptic curve [LaKr04] 

The elliptic curve is given by the function y2 = x3 +ax + b. Where a and b are elements of a 
finite field. The algorithm is now based on creating a line through the two points a and b. The 
third point is found where the line intersects with the curve R1. The main idea of the approach 
is that the point, which is reflected over the x-axis from the point R1, sums up to zero with the 
two points (Q1 and Q2), which lie on the surface of the curve. (Q1 + Q2 = -R1) 
 More information on how to optimize the needed operations to calculate the group 
operations could be found in [LaKr04]. 

4.2.3.2. Identity-based Encryption 
This form of encryption, where any string could be used as user’s public key, is another 
possibility, which is provided by the ECC algorithm [LaKr04]. The advantage of this 
algorithm is that no certificate needs to be used to bind the user’s ID to the public key. The 
receiver could already receive encrypted packets without having to obtain the public key and 
the certificate of the sender, which itself could use the receiver’s ID as public key. Once the 
encrypted communication is established, the user could contact the CA to get the secret key to 
the obtained public key. As described in [ByLe03], the private key is obtained from the 
Private Key Generator (PKG). The paper mentions six basic algorithms of ID-based 
cryptography. Public system parameters and a secrete master-key are generated in the setup 
process. 
 
The extract algorithm produces a private key for an arbitrary public key by using the master-
key. 

• The public key string ID is used to encrypt the message. 
• The decryption is performed by using the secret private key. 
• By using the private key, the sender can sign a message. 
• The signed message can be verified by using the corresponding public key. 

4.2.3.3. Single chip IPSec Implementation 
Máire McLoone et al. [McMá02] have proposed a single-chip implementation of an IPSec 
cryptographic processor in their paper. The IPSec processor, which is based on the 
Implementation of the Rijndael encryption algorithm (AES) and the HMAC-SHA-1 
authentication algorithm, could both provide authentication, as well as encryption for the AH-
mode, the ESP-mode of VPNs and any combination of those two algorithms. Furthermore, 
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encryption and authentication could be provided for wireless LANs and the Secure Socket 
Layer (SSL), VPNs and firewalls. The idea of the hardware implementation is that it can 
typically provide higher speeds in computation as the same implementation in software.  

4.2.3.4. Hardware Implementation of Triple-Des Encryption 
Panu Hämäläinen et al. [HäPa01] have discussed the improvements of the hardware 
implementation of Triple-DES encryption mechanism over the software implementation.   
 The authors state that the implementation of such an algorithm must be very efficient, 
due to the limited processing capabilities of embedded systems. 3DES provides encryption of 
64-bit blocks of data using three 64-bit keys, where each of those three keys is used as input 
to the DES block calculation. The real key size of DES is just 56-bit for all those three keys, 
because the last 8-bits are used for parity checking. The decryption of the 64-bit block is 
afterwards done by using the same keys and the same mechanism. The only difference of the 
encryption mechanism is that for decryption the mechanism is used in a reverse fashion. More 
information concerning the DES algorithm could be found in [DES 99]. Furthermore, the 
authors explained how to implement the algorithm to provide the most possible optimization 
to save recourses. It is finally stated that the implemented hardware mechanism is over 2.5 
times faster than the same implementation would be in software. 

4.2.3.5. An enhanced authentication key-exchange protocol 
Ren-Junn Hwang et al. [ReHw04] present a new approach for the secret shared key generation 
and exchange, which is supposed to withstand several known attacks and should provide 
perfect forward secrecy. The secret key is the most important data, which is required by most 
cryptography techniques. One possible solution to this stated problem is the Diffie-Hellman 
[DiHe77] key exchange protocol, which uses a public key cryptography mechanism. It is 
based on the discrete logarithm problem. The only disadvantage of this approach is that it is 
prone to man-in-the-middle attacks. Menezes et al. [MeAJ95] have proposed a key agreement 
protocol, solving this problem by introducing a digital signature.  
 The authors’ algorithm generates four shared keys by the help of two short-term private 
keys and two short-term public keys. This method provides equal security as the algorithm 
proposed by Harn and Lin [HaLi01] and also uses three shared keys to provide perfect 
forward secrecy. The authors’ algorithm needs less computation time, due to the usage of 
XOR operations. Further information concerning the algorithm and the different messages 
that are used to establish the authenticated key-exchange can be found in [ReHw04]. The first 
key cannot be used for the secure communication, since it would enable the attacker to 
calculate all other keys. This mechanism provides the key generation with short-term private 
and public keys, which is highly efficient due to the low computational costs. 

4.2.4. Firewall and Intrusion Detection 
Firewalls and Intrusion Detection systems are used to protect the network from unauthorized 
access. The Firewall is used to close down all unused ports and to watch the traffic, whereas 
Intrusion Detection watches for attack signatures and will close down the network or just 
block the attacking user if an attack was detected. 

4.2.4.1. Intrusion Detection and Response 
The scientific paper by Yu-Xi Lim et al. [LiYu03] focuses on wireless intrusion detection and 
response, whereas the response functionality indicates the ability to actively react to identified 
threats. Wireless intrusion detection has to be provided on layer 2 of the OSI model or even 
lower, if very high security is required. Wireless signals propagate omni-directionally and in 
most cases beyond the intended coverage area. There are two monitoring possibilities, which 
are active and passive methods. Active monitoring broadcast signals to get information of the 
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network, whereas passive methods just listen to the transmitted network traffic. The authors 
present some programs, which are capable of tracking open networks or cracking the old 
WEP security standard. Furthermore, DoS and man-in-the-middle attack programs are 
explained and the author provides an overview of existing intrusion detection programs, such 
as AirDefense and AirMagnet.  
 The easiest way to provide intrusion detection is by tracking and filtering of MAC 
addresses. Moreover, by the use of Request to Send (RTS) and Clear to Send (CTS) 
messages, it is possible to detect passive measurement on the network, because the attacker’s 
card may still answer CTS frames. Another possibility to determine attacks is by trying to find 
the unique signature of an attack; this could include sequence numbers, control types, MAC 
addresses, SSID, Logical Link Control (LLC) protocol types, LLC identifiers and even the 
data payloads.  
 Passive response to an intrusion is normally provided by logging, real-time notification 
or disabling parts or the whole network, but the ideal wireless intrusion response would be 
achieved actively. One possible way to confuse an attack is to send randomly generated data 
in weak frames or to broadcast false management information. The attacker would use the 
false information to connect to the network and could therefore easily be identified. 
Furthermore the authors present possibilities to defend or even attack programs such as 
AirSnort or NetStumbler. The problem of the solution provided by the authors is that it is able 
to monitor just a single channel and that there is a significant delay, when the channel is 
switched. Finally, they suggest that it would be more useful to use two wireless LAN 
adapters, one for scanning the channels and one for receiving and transmitting only on the 
valid channel. Furthermore, extra cards could be used to distribute fake network traffic.  

4.3. Ad-Hoc Network 
Ad-Hoc networks introduce a lot of problems according to the fact that there is no Certificate 
Authority or Authentication Server available to check the user credentials. Therefore, the user 
authentication is normally based on the aspect that the user knows the secret key. 

4.3.1. Key Management 
As to the issues described above, key management in an ad-hoc network is the key factor to 
provide security. This section will, therefore, focus on how to check the credential of the 
station and to assure that the key is successfully exchanged. Ad-Hoc networks are normally a 
pre-shared key environment, which means that the station has received the secret key before 
the communication is started in some kind of secure exchange. 

4.3.1.1. Smartcards 
Smartcards, which are very useful for storing small personal data records, are widely used in 
our daily life. There are intelligent processor smartcards available, which could perform 
security functions and therefore represent a sort of mobile pocket PC. Conventional storage 
cards, that have no security features, can only be used to store data in an insecure way. Once 
manufactured, no data can be written on the cards and for every data change, a new card must 
be produced. One commonly used example of this sort of smartcard is the telephone card.  
Intelligent smartcards have implemented a processor that can perform certain security features 
to prohibit unauthorized access to the stored data. This processing unit allows writing user 
data in the integrated memory. This sort of card consists of the following components, as 
mentioned in [ScDi02]: 

• Random Access Memory (RAM) 
• Read-Only Memory (ROM) containing the OS 
• Non volatile memory (Electronically Erasable Programmable ROM) 
• Central Processing Unit (CPU) 
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The EEPROM is a non-volatile memory, which corresponds to the hard disk of a PC. It 
consists of several tiny capacitors which can be charged or discharged. The lifetime of an 
EEPROM memory is limited. It can be read any number of times but the write/erase cycles 
range from 100.000 to 1.000.000 depending on the room temperature and the usage of the 
optimal supply voltage. When the end of the card’s lifecycle is approached, the retention time 
of the EEPROM memory decreases; therefore, all semiconductor manufactures guarantee data 
retention for 10 years. However, refreshing the EEPROM content by reprogramming can 
prolong the lifetime. 
 Although storage capacity and processing power are limited, cryptographic functions 
like en- and deciphering or electronic signatures, user authentication and device 
authentication are supported. Security during program execution and protected access to store 
data are the most important issues of the smart card operating system (OS). The program code 
of the OS lies usually in the range of 3 to 250kB and is stored in the ROM of the card. The 
programming techniques of ROM code are limited compared with the possibilities provided 
by RAM code. Due to the security responsibilities of smartcards they can not be totally 
hardware independent. The primary tasks of the OS mentioned in [RaWo03] are: 

• Transferring data to and from the smartcard 
• Controlling the execution of commands 
• Managing files 
• Managing and executing cryptographic algorithms 
• Managing and executing program code 

 
Figure 31 shows the command processing in a smartcard operating system without support of 
downloadable program code: 
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Figure 31: Command processing [RaWo03] 

Each command is received via the I/O interface and then error corrected by the I/O manager. 
After that, if secure data transmission is used, the secure messaging manager decrypts the 
message or tests its integrity. The command interpreter attempts then to decode the command. 
Unsuccessful attempts are reported by the return code manager back to the terminal via the 
I/O manager. If no problems are detected and the command was decoded successfully the 
logical channel manager will determine which channel has been selected. After that it 

46 



  Complementary Solutions 

  47 

switches to the state of this channel and if no error occurs, invokes the state machine. The 
state machine is responsible to verify whether the command and its parameters are permitted 
in the current state of the smart card. Problems are again reported by the return code manager. 
If the command is accepted, the program code of the application command that processed the 
received command is executed. The file manager is needed if the access to a file is necessary. 
Its responsibilities are converting all logical addresses into physical ones within the chip, 
monitoring all addresses with regard to region boundaries and testing access conditions for 
the file in question. The monitoring functions are performed by using the memory 
management unit (MMU). All management functions of the physically addressed EEPROM 
are performed by a lower level memory manager. As cryptographic functions are usually used 
in smart card operating systems, a dedicated cryptographic functions library serves all 
modules. 
 There are also cards which can execute downloadable program code. This functionality 
could be used to add additionally applications to the smartcard. An application provider could 
thus load a private encryption algorithm into the card to be executed. Another advantage 
would be the possibility to correct programming errors in fully personalized cards. There are 
two possible ways to use downloadable program code in smartcards. The first and simplest 
one is to load a native code into the smartcard. Since no interpreter is needed, the code can 
run at the full execution speed of the processor. This is also memory saving as no interpreter 
is needed, but despite all advantages, the native code approach has a big problem. The 
downloaded program can also access the memory regions of other applications if no memory 
management unit is implemented. The second way to run downloaded code on a smartcard is 
by applying an interpreter. Although an interpreter occupies additional memory space the 
security level can be retained as it can check the memory regions that are being addressed 
while the program is running. As mentioned in [RaWo03], the two best known interpreter 
versions available: 

• Java Card specification 
• C interpreter MEL (Multos Executable Language) from Multos 

 
The disadvantages of the interpreter approach are the slow computation speeds and as specific 
regions of protected memory are used to run the application program, the interpreted code can 
not be used to correct errors in the smart card operating system.  
 To overcome the storage problems, some approaches divide the interpreter into an off-
card part and an on-card part. The traffic between those two components must be 
cryptographic protected to grantee the security of the system.  
 Data objects and the structure of the commands are defined in the ISO/IEC 7816 
standard series. Moreover, the standard includes the definition of the file system, which is 
similar to that of a PC. The master file that is on top of all other files is consequently the root 
file on a PC. Transparent files have no inner structure and each byte is individually 
addressable for reading or writing. Their counterparts are linear fixed and linear variable files. 
They are divided into records where each byte is addressed per record. The exact location 
inside a record is given by an ID and an offset number. Cyclic files represent a special type of 
file format. If the data exceeds the size of the remaining space, the first record is overwritten. 
During the creation of a file structure, size and security features are defined. Reading, writing 
and deleting of files are protected by knowledge-based or biometric users-authentication and 
cryptographic device authentication. This provides an even higher security level than if the 
same would be implemented on PCs, because accidental modification of data is avoided.  
 As defined in the standard, a smartcard command consists of an application protocol 
data unit (APDU), which has two parts: the 4 byte command header and a command body. A 
detailed structure of an APDU is shown in figure 32: 
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Figure 32: APDU Structure [RaWo03] 

General information about the command is given by the class byte (CLA) and the 
fundamental functionality of the command is specified by the instruction byte (INS). P1 and 
P2 define further command parameters. The body part can be missing for some commands, 
but when an input data is included, the Lc field, figure 32, gives the expected length of these 
data. Furthermore, the standard states the structure of the response, which consists of a 
mandatory part, the SW1 and SW2 bytes, which are used to indicate correct or incorrect 
execution, and an optional part, which holds additional response data, requested by the Le 
byte in the command structure. The ISO 7816-4 standard also provides a solution for integrity 
and confidentiality of the messages. This concept is called secure messaging which is 
accomplished by cryptographic functions to protect the data. 
 The most popular usage of the processor cards is in mobile phones. These subscriber 
identification module (SIM) cards, protected by different PIN codes, store the 8 byte 
international mobile subscriber identity (IMSI) number. This sort of user authentication in the 
processor cards is planned to be substituted by biometric verification and identification 
methods, which would bind these mobile security devices more to the individual. There are a 
lot of different mechanisms applicable. First of all the card could only hold the biometric data, 
which are used by an external device to compare them with sensor data. Second, feature 
matching and decision processing could be done by the CPU implemented on the card. An 
increase of terms of reference would be represented by feature extraction and feature 
matching with decision processing on the card, where the sensor remains outside the 
integrated circuit board. In the fourth step even this sensor could be implemented on the card. 
The four scenarios are shown in figure 33: 
 

 
Figure 33: Smart Card Responsibilities [RaWo03] 

For some applications solid-state cards are more suitable than contact cards. As they are not 
mentioned in the ISO/IEC 7816 standard, papers dealing with this type of cards were added. 
Based on [ScDi02], the following three types are covered: 

• close-coupled cards for distances up to one cm (ISO/IEC 10536) 
• proximity cards for distances up to ten cm (ISO/IEC 14443) 
• vicinity cards for distances up to one m (ISO/IEC 15693) 
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As memory capacity of a smartcard is limited and quite expensive, the authors of [KaTa03] 
have presented a secure flash card with a tamper resistant module (TRM) and large memory. 
They have introduced a secure remote access system using the flash card, which is able to 
handle personal identification numbers or pass-phrase verification, en- and decryptions. But 
to secure the communication between two nodes, the memory of a smartcard is sufficiently 
large. 

4.3.1.2. DigiPass 
The DigiPass [Vasc04] system is based on a security box, which contains unique and secret 
encryption keys. Furthermore, it is secured by a personal PIN number, which could be up to 8 
digits long. The user has to enter this number when activating the device, but the number 
could be changed by the user himself. Therefore, the DigiPass device (DigiPass Pro 250) is 
based on a two-factor authentication, according to which a user Personal Identification 
Number (PIN) has to be entered first, and then a handheld DigiPass device is required.  

 
Figure 34: DigiPass handheld device 

The DigiPass is fully programmable; thus, the PIN length, the number of PIN trials, the type 
of cryptographic algorithm and the length of the challenge and response could be varied 
depending on the requirements of the desired system. These facts make the DigiPass System 
easy to use and a cost effective solution. Moreover, it also supports the generation of Digital 
Signatures that could be used to verify the user authentication.  
 The DigiPass supports DES and Triple DES as cryptographic functions. Moreover, three 
different applications could be stored on the device with different keys and parameters. 
Furthermore, up to 16 digits could be applied for the challenge and responds mechanism, 
which could for example be displayed on a web-page and must consequently be entered into 
the device. The response is then shown on the display of the device.  
 
It is possible to assign several different functions to the stored applications, such as: 

• Time-independent response calculation with external challenge (X9.9)5 
• Time-based response calculation with external challenge 
• Event-based response calculation with external challenge 
• Time-based one-time password generation 
• Event-based one-time password generation 
• Time- and event-based one-time password generation 

 
The DigiPass System is, for example, used to gain access to the online banking system of the 
Svenska Enskilda Banken (SEB). Every costumer gets a DigiPass, which is secured by a PIN 
code. During the logon process, the bank’s costumer has to enter his bank account number 
                                                 
5 ANSI standard for PIN management 
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and two randomly generated numbers into the DigiPass handheld device. Then the secure 
number that is used to gain access to the online banking system is generated, [DiSe04]. 
 
DigiPass, which solves the problem of a static password, is also available for Microsoft 
Windows. A strong user authentication is provided by the generation of single-use passwords, 
which are based on either time and/or events. Furthermore, also the usage of Smart Cards, 
storing the secret key, is supported. The user can choose the password by himself, but the 
administrator specifies the usability and the length of the password, and the server locks the 
login mechanism after a specified number of tries. This system supports the same 
cryptographic functions like the handheld DigiPass systems.  

4.3.1.3. USB Tokens 
USB Tokens are mainly used to secure the logon process without the need of external reading 
devices and biometrical systems. They incorporate a combination of a user profile and a secret 
password. Various approaches are used that combine the features of a smart card with the 
USB-Token technology. Another approach is a USB Token that includes a reading device for 
SIM-cards (Subscriber Identification Module), which is perfectly suited to provide user 
authentication. [KoID04] 
 USB Tokens also support the usage of a PKI infrastructure, where the generation and 
storage of the keys and certificates are inside the USB Token. The user does not need to 
remember different passwords for several accounts, because only the password for the USB 
Token is required. Thus, all authentication data can be stored on the device. [AleT04] 

 
Figure 35: USB-Token usage scenario [AleT04] 

(eToken is a trademark of Aladdin Knowledge Systems Ltd.)  

Figure 35 shows the usage of digital certificates and secure keys to perform digital signatures 
and authentication. The USB Token supports 1024bit RSA, 3-DES encryption, SHA-1 
message authentication, on-board cryptographic processing, as well as strong challenge and 
responds authentication and non-reputation. Moreover, a secure storage and a robust file 
system are implemented, because of the secure and encrypted EEPROM memory chip. This 
system combines a high security level with a simple implementation of user authentication, 
access control and data confidentiality, as well as integrity. Furthermore, it is very cost-
effective and easy to use, due to the Plug&Play USB connection.  
 
Another technology introduces a combination of devices, namely secure USB tokens and a 
smart card reader. This device introduces a very high flexibility, due to the tiny shape of the 
USB reader and provides a very high security level, according to the possibility to use smart 
cards. This technology was developed by Eutron SpA of Treviolo, Italy. The German 
company Omnikey [OmCM04] has also introduced such a system called CardMan Dongle. 
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4.3.1.4. Secure Flash-Cards 
The secure flash card approach proposed by Takatoshi Kato et al. [KaTa03] introduces a 
secure flash card with a tamper resistant module that contains the user authentication 
information and the security keys. Moreover, the secure flash card also provides a huge 
amount of cheap memory capacity, which could be used by the user to store additional data. 
During authentication by an authentication server the key stored inside the tamper resistant 
module is used. The secure flash card was designed to prevent the theft of confidential 
information stored on a mobile device and to prevent the illegal access of third parties to 
provided services.  
 The authors approach was inspired by the fact that the memory of smart cards to store 
user data and access keys are too expensive, therefore infeasible to use. Smart cards, on the 
other hand, are a perfect way to store keys, which could be used to decode access keys or 
confidential information. Consequently, the new approach tries to combine the perfect secrecy 
of smart cards with the cheap memory that is offered by flash cards. The secure flash card is 
secured by a personal identification number or a pass-phrase function.  
The authors have specified several design goals: 
 

1. The system provides cipher communication between servers and clients from 
locations distant from their base networks, such as intranets, by using public key 
infrastructure (PKI) base personal authentication. 

2. The system provides users with efficient means of cipher communication from a 
database in their intranet that meets the demands of users’ mobile equipments. 
The client can easily download and store confidential information from the 
database. 

3. The clients do not need an additional exclusive authentication device. 
4. Transaction between the client and secure device is efficiently encrypted. 
5. The system minimizes false acceptance and rejection ratios while preserving its 

usability. [KaTa03] 
 
The secure flash card has a flash memory, which contains the user’s secure information. 
Furthermore, a processor provides the security functions, such as user authentication, 
certificate verification, encryption and decryption, and operates the cards specific commands. 
The following graphic shows the architecture of this system. 
 

 
Figure 36: Block diagram of the secure flash card [KaTa03] 

As could be easily seen in figure 38, the security keys and functions are all inside the TRM 
(Tamper Resistant Module) area, therefore protected from unauthorized access. Further 
information concerning the exact key exchange during the communication between the client 
and the server, as well as the secure flash card could be found in [KaTa03].  
 The flash card is equipped with a mechanism that is counting the PIN entering attempts 
and is then either locking the flash card or erasing all user data that is stored in the flash 
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memory. The biggest advantage of this approach is that no additional hardware is required 
besides a memory slot, which in most cases is already built into the client devices. 

4.3.1.5. Dynamic ID-based Remote User Authentication 
For remote authentication, password-based approaches are most common. The approach 
specified by Das M.L. et al. [DaML04] provides a dynamic ID-based remote user 
authentication mechanism that uses smart cards. The novel approach presented by them is that 
the user can change the password freely, but the mechanism is secure against ID-theft, replay 
attacks, forgery attacks, guessing attacks, insider attacks and stolen verifier attacks.  
 Password-based approaches can be categorized into two different schemes, namely 
weak-passwords on the one hand and strong passwords on the other. The weak password 
approach is based on public-key cryptography, which introduces the advantage that no 
verifier table is needed to store the password, but it brings up the disadvantage of a high 
computational load. The strong password approach has the disadvantages that it is hard to 
memorize and it is susceptible for stolen verifier attacks and guessing attacks. The dynamic 
ID, which is based on a one-way hash function, solves the risk of ID-theft. The mechanism is 
separated into two phases, namely a registration and an authentication phase. In the 
registration phase the user selects a password and registers to the remote system. Then a 
nonce value is generated, the smart card is personalized and the values are sent to the remote 
system. The authentication phase is further divided into the login and the verification phase. 
At first the user sends a login message to the server which contains a dynamic ID that is 
generated from the user’s password and the server’s secret parameter. During the login phase, 
the user inserts his smart card and enters his password. Whereas in the verification phase, 
performed by the remote system, the user authentication is checked. More details about the 
computation and the exchange of messages could be found in [DaML04].  
 The password change phase could be executed at any time, because no help from the 
remote system is required. The new approach is secure against replay attacks, due to the 
introduced verification phase. The attacker is also unable to impersonate a legal login, 
because it is very hard to guess the user password and the secret from the smart card. It is 
secure against off-line guessing due to two required parameters that come from the server and 
the one-way hash function that is computationally infeasible to inverse. The insider and the 
stolen verifier attack are elucidated by the facts that the attacker just receives the hash value 
of the password and that the system does not save a verifier table. If the attacker reveals the 
password, he also needs the secure key from the smart card to finally get access to the system. 
Therefore, the approach presented by the authors provides a very high security level and 
protection against a number of known attacks. 

4.3.1.6. Diffie-Hellman based key-exchange using One-time ID in a Pre-shared 
key model 

Imamoto et al. [ImKe04] describe a solution to the problems, which occur by using wireless 
ad-hoc communication specifically during authentication, key exchange and using the shared 
secret. These attacks are: 

• Eavesdropping on the identity 
• Denial of Service 
• Replay 
• Impersonation 

 
Their solution is based on the Diffie-Hellman key-exchange with a One-time ID. The 
difficulty of the Diffie-Hellman [DiHe77] algorithm is based on the solving of a discrete 
logarithm problem. Existing solutions like IKE do not protect the users ID and cannot prevent 
denial of service (DoS) attacks. Therefore the new approach is introducing a value that exists 
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just once, that is the One-time ID. The authors approach prevents DoS attacks, the leakage of 
the user’s identity and replay attacks by introducing an identity that does not specify who is 
communicating even if the attacker eavesdrops the One-time ID. In the P-SIGMA [KrHu01] 
approach, the One-time ID is the shared secret between the station that started the 
communication and the receiver. An efficient and secure key-exchange mechanism has been 
developed, but if the attacker finds out the secret key, he can predict all upcoming ID values. 
P-SIGMA needs three rounds to grant perfect forward secrecy, whereas the authors approach 
only needs two rounds. They have specified several properties that should be supported by 
their approach. 

• Integrity: a message can not be changed during its transmission 
• Confidentiality: an encrypted message can not be decrypted 
• Authentication: that the other station is really the one it claims to be 
• Key confirmation: That the shared key is really the right key 
• Perfect Forward Secrecy: That the expired sessions are secure even if the secret key has 

been revealed 
• Privacy: The attacker has no chance to guess who just transmitted a message 
• Efficiency: Very few computation cycles are needed 
• Denial of Service: The attacker overloads the capacity of a station in answering 

requests; the station is then unable to handle other requests.  
• Replay attack: The attacker can reuse the previously sent message to access or harm the 

system 
 
The IKE protocol, which is used by IPSec, can establish a secure channel, but it cannot 
provide any protection against the four previously described attacks. In P-SIGMA, the One-
time ID (OID) is calculated with the shared key, a sequence number and a one-way hash 
function, which provides collision resistance. By this approach the DoS attack can be 
prevented, i.e., the station just responds to the requests that have a correct OID value. The 
only problem this approach has is that, as already mentioned, the OID could be calculated if 
the secure key is known. 
 The authors have called their One-time ID SIGNAL, which solves the problem 
introduced by P-SIGMA and provides a mechanism for encrypted communication. Their 
algorithm for generating a One-time ID is: 

 
SIGNAL[i,j]=h(SSi,j) 

SSi = h1(Ki-1) 
 

This formula states that SIGNAL in its jth round and ith session is calculated by hashing the 
secret value from the ith session and the round j. Ki-1 is the secret value generated by the 
Diffie-Hellman key exchange mechanisms from the i-1th session. By this approach the 
attacker, who has revealed the One-time ID of the mth session is not able to calculate the 
value of any following session. Further information about how the One-time ID is calculated 
and how the proposed key-exchange protocol works could be found in [ImKe04]. The 
authentication could be checked by evaluating the users’ ID and SIGNAL. The integrity could 
be checked in a quite similar way, because encryption is established by encrypting the 
message, the users’ ID and SIGNAL, but the attacker does not know the key, therefore, he 
cannot send messages. Confidentiality is achieved by the Diffie-Hellman algorithm and by the 
security provided by the key. Due to the users’ ID and the property of SIGNAL, privacy, key 
confirmation, replay attack security and the prevention of DoS attacks could be achieved as 
well.  
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4.3.1.7. Password-Based Authentication and Key-Exchange Protocol 
Kyoung-sook Jung et al. [KyJu03] propose a password-based authentication mechanism, 
which provides client and server key exchange and authentication without the help of a 
certification authority. To avoid the problems that occur by using a short-term password, the 
algorithm uses ECDSA and SRP protocols that are based on the Diffie-Hellman key exchange 
mechanism. Furthermore, passwords are of insufficient length and are in most cases not based 
on randomly selected symbols. 
 The authors present several approaches concerning password-based certification 
protocols, which use the password to certify clients and create the session key and digital 
signatures that use some specific data as digital prove of the clients.  
 
Password-based approaches 

1) A-EKE 
Encrypted Key Exchange protocol uses the password as secure key and also to generate a 
random number. This random number is then transferred to the server that generates a 
session key and certifies the session with the key. [Katz01] 
 A-EKE uses two differences, first the password is hashed that is used as secret key and 
second the mutual authentication requires five steps. [BeSM93] 
2) SNAPI-X 
SNAPI-X uses RSA, which is the public key encryption algorithm and is quite similar to 
OKE, which will be described later. It uses open keys that are listed in the server to 
encrypt messages. These are then encrypted by the server with its secure key, [GoOd01]. 
It also requires five messages for mutual authentication. 
3) OKE 
OKE also uses RSA, but requires only four messages to be exchanged and the session key 
is generated from a random number provided by the server. OKE will be vulnerable, if the 
user password expires.  
4) B-SPEKE 
B-SPEKE, which is based on SPEKE and creates the session key using the user password 
as verifier, which if the verifier is exposed could lead to an impersonation attack. B-
SPEKE solves this problem by an additional certification value, which slightly increases 
the complexity. [JaDP96] 
5) PAK-X 
PAK-X needs only three messages to generate the session key and establish mutual 
certification. As verifier, the client, server ID and the password are used, this approach 
requires slightly more computational load. [FuEO99] 
6) AMP 
AMP is based on a short-term password, which is used for key exchange and mutual 
certification. The server generates a certifier based on the password, which is then used to 
authenticate the session. The client on the other hand authenticates the session with their 
password and randomly generated numbers.  
7) SRP 
The Secure Remote Password protocol is based on the Diffie-Hellman key exchange 
method and a hash function to establish the mutual certification. The SRP approach 
replaces the public and private key pair with the user password and the verifier. The 
password could be short enough to be memorized, but the verifier, used to authenticate the 
client, has to be safely stored on the server. 

 
Digital signatures 

8) DSA 

54 



  Complementary Solutions 

  55 

Digital Signature Algorithm that is based on the discrete logarithm problem has three 
parts, which are the key generation, the signature generation and third the signature 
verification. The detailed steps, which show how the three parts are realized, could be 
found in [KyJu03]. 
 
 
9) ECDSA 
This algorithm is based on the previously mentioned DSA algorithm, but maps it on an 
elliptic curve domain. [WuTo98] The cryptographical operations are based on randomly 
selecting points of the elliptic curve. Both algorithms have the same key length, but 
ECDSA provides a higher encryption rate per key bit. The three steps of key generation, 
signature generation and signature verification could be found in [KyJu03]. 

 
The approach applies the ECDSA algorithm to the one-way optimized SRP mechanism. To 
provide higher efficiency against dictionary attacks, the user password is hashed together with 
a random number. A pre-knowledge generation is used before the actual session key 
generation to further increase the security level. A modification to the Diffie-Hellman key 
exchange protocol is made to safely exchange the session keys between the server and the 
client. This algorithm is safe against replay attacks, because a new key is generated for every 
session, but due to the irreversible hash function, the old session keys could not be used to 
calculate the new session key. Impersonation attacks could not harm the mechanism, since the 
user password is not saved on the server. Furthermore, perfect forward secrecy is achieved 
according to the fact that it is not possible to get the session key, even if the password was 
revealed. 

4.3.2. Authentication 
The authentication has to be assured without the help of an Authentication Server; therefore 
some other information from the client has to be used for the authentication. This section 
deals with such possibilities, and also the IEEE 802.1x authentication mechanism could be 
used, if the pre-shared key model has been established and the station has proved its 
knowledge of the secret key. 

4.3.2.1. Threshold and Identity-based key management and authentication 
A paper by Hongmei Deng et al. [HoMA04] specifies a distributed key management and 
authentication concept, which are based on identity-based cryptography and threshold secret 
sharing. The key management is made in a self-organizing way, to solve the problem of the 
single point of failure from the PKI approach. End-to-end authentication is provided by the 
help of identity-based cryptography. The main security problem of wireless LAN and 
especially ad-hoc networks is how to distribute the shared key between the stations. The key 
generation of the master key pair, the public/private keys, and the usage are maintained in a 
completely self-organizing way. The master key is shared by all in a threshold fashion and 
every station in the network has a secret share of the master private key, but no station is able 
to reconstruct the master private key. Every station in the network needs to have some 
specific information, which is used to identify it. The personal private key is obtained 
according to the identity of the station. The authentication mechanism is used to ensure that 
the communication partner is the verified identity. More information concerning the master 
secret generation and the distributed private key generation could be found in [HoMA04]. 

4.3.2.2. Threshold cryptographic and virtual Certification Authority 
Ad-hoc networks are a fast, easy and cost-effective way to connect mobile devices, whose 
main range of application lies in military or catastrophic-help operations. But the flexibility of 
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their topology and the lack of infrastructure aggravate trials to secure the network. An ad-hoc 
key management solution must be secure against malicious attacks, work correctly even if 
there are a special amount of compromised nodes, guarantee high availability and must be 
able to react quickly on topology changes. According to [SeYi04], there are two main 
techniques used in wired networks: 

• Public key infrastructure using a distributed certificate authority 
• Self-organized certificate chaining 

 
Threshold cryptography is used to build up a virtual certificate authority by using several 
mobile nodes. In [LiZh99] this cryptographic scheme is described in a certification authority 
example. Where n certificate server they use a (n, t+1) threshold cryptographic scheme that 
allows t compromised nodes. Figure 37 shows a (3, 2) threshold cryptographic example. 
 

 
Figure 37: Threshold signature [SeYi04] 

The private key k of the service is divided into n shares – one share for every server. In a 
certification process, every server generates a partial signature using its own share and 
submits it to the combiner c. By t+1 partial signatures, the combiner is able to create the 
signature for the certificate. So even if some servers are unavailable or compromised, the 
service still performs its task. To be invulnerable against mobile adversaries, where an 
adversary temporally compromises one server and then moves to the next one, where 
proactive threshold cryptography is applied. This algorithm refreshes the server shares, which 
are generated from old ones. Missing sub-shares from compromised severs do not affect the 
algorithm.  
 Many nodes should have key management functionalities implemented to increase the 
availability. On the other hand, if more nodes are involved in the management process the 
probability that one node is compromised is increased. A disadvantage of PKI is the high 
maintenance overhead. Unlike the PKI, certificate chaining suits more to the dynamic nature 
of ad-hoc networks as no central infrastructure is needed. But, the second needs a warm-up 
period to populate the certification graph and nothing guarantees that the density of the 
certification graph is adequate. As approaches using only one of these two techniques are 
rather ineffective, the authors in [SeYi04] have proposed a Composite Key Management 
using both techniques. This approach consists of a virtual Certificate Authority, using a small 
subset of more trustworthy and secure nodes, as well as certificate chaining. Consequently, 
the CA is the needed security anchor for the certificate chaining, which provides high 
availability. To combine these two techniques, the authors have proposed a set of 
authentication metrics, where the thrust value of an authentication request can be easily 
calculated. The confidence value, which is the confidence of one node of the binding between 
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the target’s user identity and key, is between 0.0 and 1.0 and the “raw confidence value” of a 
certificate chain is calculated by multiplying the single values. Figure 38 shows an example of 
a certificate chain: 
 

 
Figure 38: Certificate Chain 

The metric system also considers the fact that the probability that a node in a certificate chain 
is compromised rises with the chain’s length. The threshold value can then be used for 
evaluation, if an authentication process is trustable or not. The Composite Key Management 
System involves three different types of nodes: 

• The CA Node has a share of the virtual CA’s private key which enables it to generate 
partial signatures. 

• Nodes that participate in certificate chaining must be able to authenticate their 
neighbours, create and maintain the certificates. 

• To make the authentication decision every client must be equipped with the 
authentication metric. All authentication information is used to build a certification 
graph which is used together with the metric to calculate a confidence value. 

 
The advantages of composite key management are higher availability by using certificate 
chaining and advanced security provided by the virtual certificate authority. More information 
about characteristics and simulation results can be found in [SeYi04].  

4.3.2.3. Trust and clustering based authentication services 
Edith C.H. Ngai et al. [NgLy04] have specified a secure and distributed authentication service 
for wireless ad-hoc networks. This approach is based on preventing nodes to obtain a false 
public key, by introducing a trust and a network model. The trust model is based on the “web 
of trust” introduced by PGP and the network model is based on clustering. Authentication is 
performed in a distributed fashion, where every new station is introduced by any trustable 
node that participates in the communication. Each station monitors the other stations in the 
network and updates the trust tables according to their behavior. The web of trust is 
established, when a station signs the public key of another station, with this approach a 
certificate chain is established. Every node has a trust value, set according to network 
monitoring and is used to isolate malicious nodes from the network. The authors have 
specified three assumptions: 
 

• Each node keeps exchanging information with other nodes on which group 
it belongs to. 

• Each node is able to monitor the behavior of its group mates and obtain 
their public key. 

• Each node keeps a trust table for storing trust values of other nodes. 
[NgLy04] 

 
These three assumptions specify that an algorithm for clustering a watchdog function for 
monitoring the behavior of other stations and a trust table to store the trust values and the 
public keys of the other stations have to be introduced. The paper further describes the public 
key certification and the updating of the trust tables. The authors have also created a 
simulation with different mechanisms and have analyzed the percentage of malicious nodes in 
the network [NgLy04]. 
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4.3.2.4. Novel Ad-Hoc Authentication Schema 
In a conventional wireless network, the access point or a separate server provides 
functionalities of a certificate authority. This highly trusted entity produces certificates which 
tie an identity of one node to its key. The certificate is a random string encrypted by the CA’s 
private key. It also contains an identifier for the host and a time stamp to limit the period of 
validity. A direct transfer of this system to ad-hoc networks is not possible, due to the lack of 
infrastructure. In [VeLa00], an end-to-end data authentication scheme with minimized 
encryption to save computation power was proposed. The proposal is based on a hierarchical, 
cluster-oriented network architecture, which minimizes flooding of route discovery packets. 
The Cluster Based Routing Protocol (CBRP) serves as routing protocol and the ad-hoc 
network is structured in overlapping clusters with a maximum of 2-hops. The image in figure 
39 shows an example of the described structure: 

 
Figure 39: Cluster oriented network structure 

Every cluster has a cluster head, which maintains the cluster membership information. Every 
node belongs to a cluster if it is within a 2-hop distance. Periodically sent HELLO messages, 
containing information about neighbours and adjacent clusters, are to maintain the network 
structure. The proposed algorithm uses several keys. If a node joins the network, it receives a 
system private and public key. Every node in a cluster shares a separate cluster key. A cluster 
head maintains a private and public head-key. The head’s public key is known by every node 
in the network. As already mentioned, the algorithm focuses more on authentication than on 
encryption. If node A and node B in figure 2 want to communicate with each other, they use a 
session key that is valid only for one TCP session. This key is encrypted by the head’s key 
and then distributed to both nodes. The head generates a special amount of prime numbers 
that are encrypted together with a time-stamp by the head’s private key and the cluster key. 
These tags are then broadcasted to the cluster nodes. If a node wants to send some amount of 
packets, the tags are used to obtain a permutation of the same size as packets have to be sent. 
These authentication tags are appended to the packages. To verify the origin of the tags, a 
check function using the tags as input is applied. The drawback of the algorithm is that the 
head must generate the prime numbers periodically and that for each session a separate 
session key has to be generated. More details about the proposed algorithm and its “Check” 
function can be found in [VeLa00]. 

4.3.3. Encryption 
Encryption is one of the main issues in ad-hoc networks. Due to the lower computational load 
that mobile devices can handle, the public key infrastructure could not be used in most cases. 
Therefore, a symmetric key infrastructure must be used, which makes it much harder to 
distribute between the stations. 
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4.3.3.1. Shared RSA key generation 
B. Lehane et al. [LeDo03] are using a distributed shared RSA key generation mechanism to 
provide a threshold certificate authority for the cryptographic key management in ad-hoc 
networks. In most cases mobile ad-hoc nodes do not have any shared context before building 
up a communication network. Therefore, three features have to be considered, key exchange, 
key agreement and public key infrastructure. The authors state that the key exchange in a 
small personal network should be done physically and for key agreement protocols, the 
Diffie-Hellman [DiHe77] key agreement mechanism could be used. Whereas the public key 
infrastructure is the most scalable approach that could be used for ad-hoc communication. The 
leader of the communication could, for example act as the Certificate Authority, which, on the 
other hand, is not useful for a two-party communication. The authors specify several different 
approaches for key management, such as that where every node keeps a mini-repository, 
which includes all the certificates. Also the Threshold Certificate Authority (TCA) is 
suggested, which increases the security due to the usage of threshold cryptography (shares of 
private keys are distributed among nodes of the network). In this approach the attacker needs 
to compromise several nodes of the network to compromise the Certificate Authority.  
 Every node in the network is part of the TCA service and the use of the shared 
generation of the RSA keying material increases the security due to the described feature that 
the single point of failure could be removed. Furthermore, the authors specify the generation 
of the RSA keying material based on several different approaches. Finally, the authors state 
that further work, on how to isolate malicious nodes, has to be done.  

4.3.3.2. Hash Functions 
One-way hash functions, which represent a variation of message authentication code, receive 
as input a message of variable size and produce an output with fixed size. Unlike MACs, hash 
functions, which do not include a secrete key, are only based on the function itself and the 
input message. The generated code can be used to detect errors in the message. It is attached 
to the generated message and the receiver authenticates it by re-computing the hash value by 
its own. According to [StWi03], there are different ways to apply hash functions as 
authentication tool: 

• Authentication and Confidentiality is provided by encrypting message and hash code 
with a symmetric encryption algorithm 

• The hash code can be secured against altering by symmetric encryption. The message 
remains unencrypted.  

• A digital signature can be applied by encrypting the hash value with public-key 
encryption.  

• In addition to the last point, confidentiality can by provided by encrypting the message 
and the public-key encrypted hash code with symmetric key algorithm. 

• A secrete value is used to concatenate it with the message and use the result as input for 
the hash function. This secrete value is only shared by those two devices that want to 
communicate with each other.  

• To add confidentiality the result of the last variant can be encrypted. 
 
To use hash functions for message authentication, the following requirement must be 
fulfilled: 

• As already mentioned, the hash function is applied to a block of data of any size. 
• The output size is always of a fixed length 
• For any given input message, the hash value must be easily computable. 
• The computation of the message with the hash value as input must be infeasible. (one-

way property) 
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• It should be computationally infeasible to find a block a when a block b is given and 
both produce the same hash value. This is known under weak collision resistance. 

• It should be computationally infeasible to find any pair (a,b) such that their hash results 
are the same. This is known under strong collision resistance.  

 
Important hash functions are MD5, SHA-1 and RIPEMD-160. More information about the 
functionality of these algorithms can be found in [StWi03] pp. 348. 

4.3.4. Firewall and Intrusion Detection 
The main problem of Firewall and Intrusion Detection systems in ad-hoc networks is that the 
network traffic is not transmitted over a single point, as the access point in an infrastructure 
network, but the traffic distributes equally in the network. Therefore every station has to have 
some kind of firewall and intrusion detection system that analyses the traffic. 

4.3.4.1. Intrusion Detection Systems 
The designing of security mechanisms for ad-hoc wireless networks must be considered from 
a different point of view as those developed for wired networks. The absence of central traffic 
flow points, which can be used for data analysis, impedes the installation of intrusion 
detection systems originally designed for infrastructure networks. The quick installation of 
ad-hoc networks makes them very handy for military use, as well as for civilian disaster 
operations, but this has some drawbacks: The wireless link does not provide the same level of 
security as wired networks, and passive attacks as eavesdropping and active attacks as 
deleting and modifying data packages endanger the secure data transmission. Additional 
security vulnerabilities represent the ad-hoc routing mechanism, and external or internal 
attacks form so called malicious nodes can lead to a total break down of the network. Some 
cryptographic mechanism may protect the network from outsiders, but it is defenseless 
against malicious inside nodes. Therefore, intrusion detection systems are necessary to handle 
these additional challenges of wireless ad-hoc networks. IDS can either be host or network 
based. As mentioned in [BrPa03], the host-based systems operate on operating system’s audit 
trails, system and application logs, or they audit data generated by loadable-kernel modules 
that intercept system calls. Different detection techniques analyze the collected data and react 
in different ways. Signature-based systems search for predefined signatures to detect possible 
attacks whereas unknown assaults remain undetected. The opposite technique represents 
anomaly-based detection systems with predefined profiles of normal behavior. Any deviation 
from these profiles is considered as an attack, which leads to a quite high amount of false 
alarms, but good results are reached by specification-based systems. A set of constraints 
describe the correct behavior of programs and protocols. As already mentioned, the lack of 
key traffic concentration points or central analysis servers make it difficult to use IDS 
solutions for wired networks. The biggest weak point constitutes the routing protocol whose 
blackout would make data transmission impossible. The authors of [BrPa03] describe a few 
solutions for wireless ad-hoc networks, some of those are an extension to the dynamic source 
routing (DSR) protocol.  
 

“In the Route Discovery phase of the DSR protocol, nodes broadcast Route 
Request (RREQ) messages to neighbors in order to find a route to a 
destination, and the Route Reply (RREP) message from the destination 
contains the full source route.”[BrPa03] 

 
One way to detect misbehaving nodes is to have a type of guard implemented on the top of 
DSR - a “Watchdog” running on every node. This mechanism uses a buffer in which all 
received packages are stored until the next node has forwarded the data. If one package 
remains in the buffer over a specified time, the next node will be considered as misbehaving 
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and a message will be sent to the source. Another proposed possibility to detect holes in a 
route is to introduce two new control messages to the DSR, namely Route Confirmation 
Request (CREQ) and Route Confirmation Reply (CREP). The mechanism allows that every 
intermediate node sends a CREQ Message to the next node of one path. This node sends a 
CREP message to the source, if it knows a route to the destination. It also sends a CREP 
Message to the next hop in the destination’s path. This algorithm is not always effective, due 
to colluding nodes.  
 In addition to the above explained security mechanism, firewalls and intrusion detection 
system form another protection barrier against external and internal attacks. Depending on the 
resources, every mobile node should have a host-based firewall and IDS implemented. Due to 
the complexity of updating security based IDS in a wireless network, anomaly and 
specification- based IDS are more suitable. There are also different types of IDS used for flat 
or multi-layer wireless networks. In flat networks every node is on an equal footing, therefore 
it has also equal rights to secure the network. Multi-layer networks, which are mainly applied 
for military use, are built up in clusters in which a cluster-head is elected. Those nodes have 
more rights and responsibilities to defend the wireless network. 
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5. SAE J1939 
As mentioned in the introduction, SAE J1939 [SAEJ96] uses the CAN protocol to transmit 
data over the vehicles bus. The network definition envisages using the 29 bit identifier of the 
CAN extended frame format. The 11 bit identifier of the standard frame format is also 
supported. Despite of the CAN controlled parameters SOF (Start of frame), SRR (Substitute 
Remote Request), IDE (Identifier Extension Bit) and RTR (Remote Transmission Request) 
the PDU consists of following bit fields: 

• Priority (P) 
• Reserved Bit (R) 
• Data Page (DP) 
• PDU Format (PF) 
• PDU Specific (PS) 
• Source Address (SA) 

 
Their different lengths and positions in the PDU are shown in figure 40: 

 
Figure 40: SAE J1939 29-bit Identifier [SAEJ96] 

The 3-bit priority field is used to control the access to the bus. This means, if two ECUs try to 
send at the same time, the message with the higher priority will prevail. There are eight 
priority levels available, whereas zero is the highest and seven the lowest priority. The 
reserved bit could be used for any future purpose. The data page bit should provide expansion 
capacity for the future, when the defined parameters are not enough. The PDU Format (PF) 
field defines whether PDU1 or PDU2 is used. PF will manipulate the interpretation of the 
PDU Specific field. If the value of the PDU format field is below 240, the PS will be 
represented by the Destination Address (PDU1) and otherwise by the Group Extension value 
(PDU2). The source address uniquely identifies the senders address. Due to the fact that an 8 
bit long source field is used, 256 addresses are possible. A CAN frame can provide a data 
transmission up to 8 bytes per frame. If data between 8 and 1785 bytes have to be sent, 
multiple CAN packages can be used. The content of a message is defined by a Parameter 
Group Number (PNG). Different PNGs are defined in the application layer standard (SAE 
J1939/71) an additional PNG for the purpose of diagnostics is defined in SAE J1939/73. The 
different PDU formats explained above provide more combination possibilities for Parameter 
Group Numbers. PDU1 allows messages destined for a special component as well as global 
messages. Using PDU2 means that Parameter Groups can only be send as non-destined 
broadcast messages. In addition to these two message types, there is also a third 
communication method that is the proprietary communication, which uses two assigned 
Parameter Group Numbers. One PGN is used for proprietary destined messages and the other 
for proprietary broadcast. Proprietary communication is applied, when non standardized 
message exchange is needed.  
 The SAE J1939/73 Application Diagnostic standard is an important part of this project, 
as it defines security issues, the connector to enable diagnostic functionalities, diagnostic 
status message support and diagnostic test support. It is a standard used to enable a proper 
operation of the test equipment and the vehicle during Diagnostics. To find possible errors 
and to enable a correct localization, the Diagnostic Trouble Codes (DTC) have been defined. 
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These consist of a Suspect Parameter Number (SPN), Failure Mode Identifier (FMI) and 
Occurrence Count (OC). The SPN of a four byte long DTC is used to localize the error, 
whereas the FMI gives more information about the error type. The OC, which is a 7 bit 
number, is important for error analysis, because it stores the correct count of an error 
occurrence. As mentioned in the introduction, special PGN used for diagnostics purpose is 
also specified in this standard. 
 The SAE J1939 protocol also provides the possibility of segmentation. Two segments 
are divided by a bridge, which provides an electronic isolation of the segments. This prevents 
for example the tractor’s bus system from failures that occur on the trailer’s bus system. The 
bridge has also some filter functionalities to protect one segment from a traffic overload. 
Special connectors (Through Conductor) link two segments and also the terminal resistors to 
the end points of the bus, to minimize reflections. The ECUs are connected to the bus via the 
Stub Connector. The complete length of the bus is limited by 40 meters, whereas a tail part 
connecting the ECU to the bus is limited to the length of 1 meter. [SAEJ96] 

5.1. SAE J1939 Security 
The SAE J1939-73-Application Layer – Diagnostics – Standard includes recommendations 
for ECU manufacturers to add security features, which should prevent unauthorized access to 
the system. It is important to scotch improper memory content alteration, which could 
potentially damage the electronics or circumvent security restrictions. The possibility to 
secure certain memory areas by a password or PIN is fundamental for the security of the 
whole network infrastructure.  
The standard defines five messages dealing with the security of the J1939 network: 

• Memory Access Request 
• Memory Access Response 
• Binary Data Transfer 
• Boot Load Data 
• Data Security 

 
The Memory Access Request message is used by the tool to convey its request to alter the 
device’s memory, send security parameters and get information about the operating status of 
the device. Figure 41 shows the functionalities of the 8 bytes building the message. 
 

 
Figure 41: Memory Access Request Message [SAEJ04] 

The Length/Number Requested field gives the length in bytes or objects of the memory which 
are altered by the supported operations specified in the Command field. The Pointer Type 
(PT) indicates whether the Pointer and Pointer Extension are direct memory addresses of 
32bits or if the Pointer Extension is used to identify a particular space by the Pointer 
referencing a specific object. More detailed information about this direct spatial addressing 
can be found under item 5.7.14.1.2 in [SAEJ04]. The 3-bit long Command field specifies the 
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type of operation which should be called on the device. The following commands are 
available: 

• Erase 
• Read 
• Write 
• Status Request 
• Operation Completed 
• Operation Failed 
• Boot Load 
• EDCP Generation 

 
The Boot Load command allows a tool to transfer the Execution of a Device to some address 
and to write new values in the executable memory. The EDCP Generation message requests 
the device to perform an error correction function over a special memory area. As already 
mentioned the Pointer and Pointer Extension fields are used for addressing purposes. The 2-
byte Key/User_Level field allows the tool to send a key, a password or a user level to the 
device. The key is the return value of a defined encryption function which uses a seed 
received from the device as input parameter. The password is simply a number that the device 
and the tool have in common. The user level is used to request a specific level of access, 
whereas the manufacture specific acceptance rules are stored at the device. Figure 42 shows 
the Memory Access Response message. 
 

 
Figure 42: Memory Access Response Message [SAEJ04] 

The main purpose of the Memory Access Response message is to provide a response to the 
request message. This response includes the request for further security parameters, to provide 
information about the actual status of the device or to inform the tool about allowed or not 
allowed operations. The aim of the Length/Number Allowed field is similar to that of the 
Length/Number Requested field in the Memory Access Request message. If the Status field 
defines the status process, this field will specify the memory area in bytes or objects on which 
the device is willing to allow the performance of the requested operation. The 3-bits of the 
Status field are only partly used. They define four different status values.  

• Proceed 
The tool is allowed to proceed with its requested operation sequence. 

• Busy 
The device is not able to proceed with the requested operation sequence. The reason is 
coded in the Error Indicator/EDC Parameter field. 

• Operation Completed 
The operation was successfully completed. 

• Operation Failed 
The operation failed and the error indicator is delivered in the Error Indicator/EDC 
Parameter field. 
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The Error Indicator/EDC Parameter field can, as already mentioned be used as error indicator 
to inform the tool why the device is not able to perform a requested operation or deliver the 
result of a requested error correction function. Values which are not reserved can be used by 
the manufacturers for their purposes, but the tool must be able to interpret the delivered 
values. The EDCP Extension field is used to give more information how the data in the Error 
Indicator/ECD Parameter field has to be handled. More information about the defined values 
and their meanings can be found under 5.7.15.2 and 5.7.15.3 in [SAEJ04]. 
 
The Seed field is primarily used to send a seed to the tool, but there are also special seed 
values used for other purposes: 

• 0 
No further seed is delivered by the device and the received key is correct. 

• 1 
A long seed or key is used by applying the Data Security Message 

• 2-FFFE16 
Possible Seed values 

• FFFF16 
No further key or no key is required. 

 
The Binary Data Transfer message is used to transfer data for the memory access commands. 
The first byte of the message gives the number of occurrences of raw binary data, which are 
used to provide information on the number of raw binary data parameters and indicate if the 
message is a single packet. This field will be 255, if the message is multipacketed. The next 6 
bytes are used to transmit the binary data. The Boot Load Data message consists of 8 bytes 
used to transmit the data to fill the executable memory. 
 The Data Security messages are used to transmit security entities produced by 
cryptographic applications. As already mentioned, these messages can be used to introduce a 
higher security level by using a longer key and seed. The first 12 bits represent the Security 
Entity Length field, which gives the length of the data security parameter in bytes. The next 4 
bits specify the Security Entity Type and indicate whether the Security Entity Parameter 
represent a long seed, a long key, a session key or a certificate. If the parameter represents a 
session key, the data is encrypted by the secret symmetric key or the public key of the 
addressed ECU. A certificate, provided by a certification authority is needed if asymmetric 
encryption is applied. 
 The following time diagrams, figure 43 and 44, show the sequence of events, when the 
described security messages are applied.  
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Figure 43: Memory Access (Read Memory) [SAEJ04] 

The diagram in figure 43 shows an example of a memory access to read data. The data 
exchange is used by applying the transport layer. As already mentioned, the security 
suggestion of the SAE J1939 standard series also provides the possibility of using long seeds 
and keys.  
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Figure 44: Memory Access with long seed/key (Memory Read) [SAEJ04] 

The diagram in figure 44, shows a communication example where the device request a long 
key for a memory read operation, without using the transport layer. 
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6. Risk Analysis 
This section deals with a risk analysis concerning the different aspects of the project, such as 
the wireless network infrastructure, the different usage scenarios, the access right levels, the 
OBD and the smart card related issues.  

6.1. Wireless Network Risks 
Jon Edney and William A. Arbaugh [EdJo04] specify in their book Real 802.11 Security six 
rules that have to be followed to provide a high security level for wireless LAN.  

• Never talk to anyone who you don’t know.  
• Never accept anything without guarantees.  
• Everybody should be treated as enemy until the opposite is proven.  
• Never trust your friends too long.  
• Only use well tried solutions.  
• Watch the ground on which you are standing for cracks. 

 
The first rule specifies that WLAN needs to know, not only who the other parties in the 
communication are, but also who has sent the message. Therefore, authentication is a very 
important issue, which could, for example be achieved by a shared key or a password. The 
second rule states that nothing should be accepted without a guarantee. Therefore, it has to be 
assured, by the security mechanisms that the received message is authentic and has not been 
changed by an enemy. The enemy could either change the message by intercepting or by a 
direct modification of the message. The third rule suggests treating everyone as an enemy, 
because if a wired network is used, it is known who plugged-in the cable. In a wireless 
network it is possible that the user builds up the connection to a second access point in range, 
which is controlled by an enemy. The forth rule is very important, because it specifies that 
nobody should be trusted too long. In wireless communication, you can trust someone who is 
authenticated as long as he is active, but in order to increase security it is common to 
authenticate someone within the communication just for a specific time. The fifth point states 
that only well-tried solutions should be used. When sending a message wirelessly, it has to be 
assured that it looks like randomly generated noise and that the enemy can not retrieve the 
sent information. This could be achieved in two ways; the first is by mathematical analysis 
called crypt analysis, which determines how hard it is to break the encryption. The second is 
by the “test of times”, because there can always be hidden flaws in the algorithm. The last 
rule gives the hint to watch the ground beneath for cracks, which simply means that the 
algorithms have been developed by normal people and are therefore based on the assumptions 
made by the algorithms designers’. Everybody is making assumptions every day, most of 
which are done automatically, therefore the algorithm designer also makes such assumptions, 
which could be true or false in some cases, but as stated above, most of them are completely 
made subconsciously or implicitly. 

6.1.1. Wi-Fi vulnerability to attacks 
Wi-Fi networks use the air as transport media. Therefore, everybody in the transceivers range 
could get access to the network or at least listen to the sent traffic. One of the main security 
issues of wireless communication is the problem of uncontrolled propagation. This fact 
always has to be taken into consideration, because a group of people, called “hackers” uses 
this described weakness to get access into a Wi-Fi communication network. This people have 
highly sophisticated tools to brake into existing security systems, either just for fun or to 
damage the system or even to gather secret information. 
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6.1.2. Traditional security architecture 
The traditional approach is to split up a network into a trusted and an untrusted zone. In the 
trusted zone, there is no security, because there are no enemies, whereas the untrusted zone, 
on the other hand, is full of enemies. Therefore a firewall is normally placed between those 
two zones to prevent enemies from getting access to the trusted zone. VPN (Virtual Private 
Network) is generally used to provide such a service. The wireless LAN network has two 
approaches: The first is that the wireless network could be put into the untrusted zone, and an 
example for such an approach would be an airport waiting hall, where people can get 
broadband internet access. Another approach to ensure security for wireless LAN users could 
be to treat them as remote users by using the described VPN solution. This would move the 
wireless LAN user into an untrusted zone in the trusted network. The second option would be 
to make the Wi-Fi LAN trusted. The goal of all security mechanisms is to assure that Wi-Fi 
LAN could be trusted, but there always remains the problem of deception.  

6.1.3. Types of Attacks 
Attacks on wireless networks can be classified into four categories, which are spoofing, 
modification, masquerading and denial of service [EdJo04]. 
 Spoofing is accessing private information, such as company secrets or stock purchase 
decisions, against which encryption is used as a security mechanism. Modification of sent 
data is another attack on wireless communications, where the IP-header destination field 
could be changed to route the packet to another location. Masquerading states that one device 
impersonates the ID of another device. In this kind of attack the attacker gets full access rights 
by fooling the target network in validating that it is an authorized device during logon 
process. The denial of service (DoS) attack is something completely different from the other 
three attacks, because it is not really an attack to get access to the network, but to damage the 
network by preventing the operability of network communication.  
 The attacker’s ultimate goal is to obtain the keys, but even without the keys it is possible 
to retrieve a lot of information from the system. Snooping simply specifies the attempt to get 
all the information from the access point that could be gathered without knowing the secure 
key. The network name (SSID) could be intercepted and the manufacture of the access point 
could be retrieved from the MAC address. Another possibility is to make a traffic analysis, by 
studying the sent network traffic. Therefore, it is possible to retrieve which protocols are used 
and also the types of sent packets, due to their specific characteristics. Another attack is the 
man-in-the-middle attack, where as the name specifies the attacker tries to intercept sent 
packets between two stations. This attack is visualized in figure 45. 

 
Figure 45: Man-in-the-Middle Attack [EdJo04] 
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There are two ways to modify a packet, which are the store and forward and the on-the-fly 
method. The on-the-fly method is nearly impossible to be fulfilled, due to the sophisticated 
modulation, which is used by wireless LAN. The attacker would have to toggle the right bit 
while the message is sent from one station to another. When using the store and forward 
attack, the attacker listens to a message sent from a station to the access point and then reads 
in the message up to the check word at the end of the message. After that, a burst of noise has 
to be transmitted to corrupt the check word. The access point drops then the message. After 
that the attacker has to create an acknowledgement message and send it to the station, which 
now believes that the access point has received the message correctly. The attacker then has to 
recalculate the correct check word and send the captured message to the access point, which 
assumes that the message came from the station and therefore it will acknowledge the 
message. The attacker has to destroy the message by sending a burst, so that the station does 
not get two acknowledgements for the same message. This shows that it is quite hard to 
intercept a message, but it could be much easier, if the attacker sets up a bogus access point, 
which only forwards everything to the real access point. It only has to change the sender 
MAC address, and even the secret key is not needed for this attack, because the MAC-
addresses are sent in plain text. 
 There are a lot of ways to attack the secure key of the system, such as the stealing of a 
stored key, generating keys and trying them all out and several others. One-time passwords 
are a clever solution to overcome the human weaknesses, where each password as the name 
specifies is just used for one logon process. The user has a card, which displays a number that 
changes every minute, during the logon process the user has to enter that number, and a server 
within the network verifies the entered number according to its precise clock. Those one-time 
passwords implement liveliness, according to the fact that the secret key is just valid for a 
specific time. 
 Burying the key is not a very good idea, because if for example a laptop is stolen, the 
attacker will find the stored key, no matter how deep it is hidden in soft- or hardware. 
If the algorithm is kept secrete, this is called security by obscurity and this technology, for 
example, is used by European cellular phones, where the security algorithm is secret. The 
disadvantage of this approach is that, the algorithm will not stay as secret forever and that if 
the algorithm is secret, it could not be tested by cryptanalysts and the algorithm could be full 
of flaws. 
 The main attack on keys is brute force, which means that all keys are tested one after the 
other to find the secret key. This attack takes a very long time depending on how many 
possible keys exist. Therefore, it takes much longer than for example to break into a system 
that is using a 40 bit key, with 239 possibilities, breaking into a system that is using a 104 bit 
key. 
 The most effective attacks, when not attacking the encryption algorithm, are dictionary 
attacks, where the attacker has a huge dictionary or database with lots of possible keys, which 
are then tried out one after the other. This attack could be weakened, if letters in the key are 
swapped before the key is actually used. 
 Another approach to get the secure key is by algorithm attacks, which as the name 
indicates are attacks on the encryption algorithm itself, but are specific for every algorithm. 

6.1.4. WEP Security Issues 
The main issues for security are authentication, access control, replay prevention, message 
modification detection, message privacy and key protection. Authentication means that one 
party has to prove another party who it really is. The authentication process takes a very long 
time; therefore, this is done just at the beginning of the communication. During 
communication, the authentication is provided for a limited life time. Wireless LAN 
authentication has four main concepts, namely a robust method for proving the identity, a 
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method to keep authentication during the communication, mutual authentication, which 
means that both sides are authenticated and finally that the keys used for authentication are 
different from those used for encryption. 
 The problem of WEP is that it does not provide any of those authentication 
requirements. WEP uses the same key for encryption as for authentication and there is also no 
method to provide authentication during communication. One of the biggest problems is that 
the attacker gets the plaintext from the authentication challenge and the ciphertext from the 
stations response during authentication establishment. The only thing the attacker has to do to 
get full access to the system is to XOR the ciphertext with the plaintext, which results in the 
key stream. Therefore, the attacker only makes another authentication request and uses the 
key stream and the previously captured IV. The access point will append the IV to the secret 
key and will generate the RC4 random key stream. This is then the same as the stream that the 
attacker has captured, thus the station becomes fully authenticated.  
 The Access Control specifies whether a station is allowed to participate in the 
communication, no matter it is authenticated or not. The IEEE 802.11 standard does not 
specify access control; therefore access regulation is done by allowing or denying specific 
MAC addresses. 
 Replay Prevention specifies that a station can use a former captured message during the 
logon establishment with the access point. Therefore, the station replays an old message 
without knowing the encrypted content of the message. The only possibility to make sure that 
something like this could never happen is that a message can only appear once in the 
communication. The WEP algorithm does not prevent replay messages at all. 
Message modification detection simply means that the message can not unobservedly be 
changed during transmission. The WEP algorithm prevents tampering by introducing a 
checkfield, which is called the integrity check value (ICV). This is done by adding a CRC 
(cyclic redundancy check) to the data that should be encrypted. After adding the CRC value, 
the whole data is encrypted. This value is just used to provide protection for the ciphertext, 
which means that if the attacker knows the key, the message could be decrypted, then 
changed and finally the CRC could be adjusted before re-encryption. One problem of the 
CRC mechanism that is used to provide the ICV is that it is a linear method. This fact makes 
it possible to flip a bit of sent data and adjust the value of the ICV at the end of the packet so 
that the ICV stays valid.  
 Message Privacy means to provide highly sophisticated encryption for the sent packets. 
Therefore, attacks against message privacy have to be carried out against the WEP encryption 
algorithm, which is the main focus of security mechanisms, because if there is sufficient 
message privacy, all other attacks will provide minor success, but the message itself stays 
encrypted. There are two ways to attack encryption mechanisms. One possibility is to try to 
decode the message and the other one is to get the keys. There are three known weaknesses in 
the way the RC4 stream cipher is used in the WEP algorithm, which are IV reuse, the weak 
RC4 keys and the direct key attacks. 
 IV reuse, states that the same 24 bit value, used to ensure that the same plaintext never 
gives the same ciphertext, is used twice within the same communication. This value should 
not be a random generated number, because this leads to quickly repeating IV values. This is 
called the birthday paradox, meaning that there is normally a chance of 1 in 365 to meet 
someone with the same birthday, but it happens faster than expected, because there is a 50% 
chance of meeting someone with the same birthday within the first 25 people. The total 
amount of IVs is 17 million, which would be used up within 7 hours in a network where 500 
packets are sent per second. A big problem is that the IV was implemented by some 
companies just as a normal counter, which was set to 0 after restarting. 
 IV collisions are a problem, because by knowing a specific IV value every following 
message with the same IV could be decrypted, since it uses the same key stream. Therefore it 
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would be possible to generate own frames by using the known IV value. The total amount of 
IV values for messages with a size of 1500 Byte would be 23 Gbytes. 
 The attack on the WEP algorithm that was described above was not really threatening, 
because it still is very hard to guess the sent plaintext. The attacks on RC4 weak keys on the 
other hand are much more harmful. RC4 is mainly a pseudo random number generator, which 
produces encrypted text by the help of the XOR function. The RC4 algorithm sets up a 256-
byte array, which contains all values from 0 to 255 in a randomized order, which is changed 
for every byte. Each pseudorandom byte is generated by picking a single value from the array 
based on two indexes, which also change for every selected byte. This gives a total number of 
512 * 256!. Consequently, it is very hard to distinguish that the RC4 generated byte stream is 
not a random number, which means that it is very efficient once it has started working. This 
leads to one of the main problems of WEP, because RC4 starts by creating the described 
tables, which are called S-boxes. After the first S-box, a second S-box is created by the values 
received from the key, then the tables are rearranged based on values in the key table and the 
initialization phase is finished. The first byte is then generated by rearranging the S-box again 
and by picking one single byte. The problem is that too few rearrangements have been made 
between the initial setup and the picking of the first pseudorandom byte. Weak keys are 
created due to the fact that the first few bytes of the generated pseudorandom stream depend 
on just a few bit of the key. The attack is based on the fact that some bits in the key have a 
stronger effect on the production of the pseudorandom stream then others. This leads to the 
fact that the effective number of bits of the key is reduces, which makes it easier to break the 
encryption. Another issue is that the first bits in encrypting a packet are always the same. 
These are the fields from the LLC header that always start with the hex value “AA”, which 
gives the opportunity to attack the key stream. The only solution for this attack would be to 
cut off the first 256 bytes of generated key stream, but this is not possible, because it requires 
changes in the hardware. 
 The attack described above shows that the encryption system of WEP may produce 
weak keys from time to time, but the direct key attack is a much higher threat. This attack is 
built upon the one that was described before and is based on the fact that the system will 
create weak keys. This knowledge helps to attack IEEE 802.11, which starts the 
communication always with a LLC SNAP header. This gives the attacker a correlation 
between the plaintext, the ciphertext and the key stream. The attacker needs to capture just 60 
such messages to guess the first key byte and makes it possible to attack one byte after the 
other. Moreover, the increase of the key size also leads to a linear increase in the time needed 
to determine the whole secret key. Therefore, it takes just 2.5 times longer to crack the 104 bit 
key version of the WEP algorithm. This is the most fatal security problem of the WEP 
algorithm. 
 Another attempt to increase the security for the weak WEP algorithm was to use IEEE 
802.1x as authentication mechanism. The WLAN-card, for instance, starts a key-exchange 
with the access point, the attacker could then kick off another key-exchange by just sending a 
“disconnect message” to the Access Point. After 30 seconds, another key-exchange message 
is sent by the AP. With this method an attacker could get full network access within just a few 
minutes. This attack is even simpler than getting access into a wireless LAN with just WEP 
encryption. More information could be found in [EdJo04]. 

6.2. Usage Scenario related 
Six different usage scenarios have been specified: 

• production 
• repair in a 3rd party workshop 
• repair in a Volvo workshop 
• fleet owner 
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• governmental checks 
• Police inspections on the road.  

 
The production case introduces the highest vulnerability, because in this scenario the 
parameters on the truck’s bus system are set for the first time and all the system tests are also 
performed. According to the propagation problem of wireless LAN signals, an attacker could 
eavesdrop the signals, which spread through the walls of the production facility and try to 
interfere the configuration or the testing process. This risk is also given in the governmental 
check scenario and due to the higher access right level, even more harm could be done to the 
trucks’ bus system.  
 The repair in the workshop scenarios have the risk that the connection between the 
access point in the workshop and the authentication server at Volvo, has to be absolutely 
secure. Otherwise, an attacker could send a bogus security certificate to the access point and 
could, therefore, retrieve access to the secured communication and to the truck’s bus system. 
The infrastructure environment in 3rd party workshops must be carefully checked to prevent 
the misuse of the security system. 
 The fleet owner scenario introduces also the risk of the secure connection between the 
access point and the authentication server. Furthermore, it has to be assured that the fleet 
owner has only the possibility to access the specific parameters inside the truck’s bus system. 
 Due to the lack of an access point and an authentication server, the police inspection 
scenario provides a much lower security level in comparison with the other four scenarios. 
Furthermore, key-exchange and key-management are also major issues in this usage scenario. 
Especially the key-exchange mechanism introduces the main risk, because if an attacker is 
able to interfere during the key-exchange, for example by a man-in-the-middle attack, he will 
be able to gain full network access, and consequently un-limited access to the truck’s bus 
system. According to the fact that a pre-shared key scenario is used, the protection of the 
secret keys from any unauthorized access is the most important issue and consequently 
another high security risk. 

6.3. Access Right Levels 
The different access right levels introduce another critical issue concerning the risks of the 
security system, because any kind of weakness in the implementation of the different levels 
could have fatal effects on the whole security system. Even an authorized person could then 
be able to reset certain parameters, which should be prevented under any circumstances and 
just be allowed for governmental organizations. The grouping of user levels with similar 
rights and the defining of different access mechanisms for every group could eliminate the 
risk of authorized users that belong to another group, gain the access, which was defined for 
the other group. This offers the possibility to choose a suitable access mechanism for the 
mobile user scenarios and a higher security access mechanism for the other ones. Defining no 
access right levels introduces an extremely high risk to the system, because any ECUs on the 
truck’s bus network would be accessible by anybody who is able to gain physical access to 
the bus network. This person would then be able to change the system parameters and could 
introduce malfunctions to the functionality of the truck. This could have a great effect on the 
safety of other participants in a normal day’s road traffic.  
 Thus, the implementation of the access rights level is very critical and should 
consequently be well designed and sufficiently tested. 

6.4. OBD related 
As already mentioned, OBD data are accessed today via a physical connector. The CAN 
based network behind this connector provides communication between many ECUs. The next 
generation of this network will be J1939 which regulates the procedure of message exchange. 

74 



  Risk Analysis 

  75 

The problem of the protocol used today is that nothing was specified to secure the network 
components or the network itself. That means that everybody having a physical connection to 
the network is able to read or write data if the message flow structure is known. The possible 
harm depends on the functionality of the ECU which is under attack. Concerning OBD there 
is the possibility that data could be manipulated. The manipulation would prevent the ability 
to check if an engine works within given limitations. Even more damage could be done, if the 
driving and security functionalities are affected. When the wireless interface to the trucks bus 
system is activated, these attacks could even be performed while the vehicle is in movement. 
A third aim of attacks could be to spy on innovations of specific companies. Technical 
developments protected by copyright could easily be analysed and abused in an advantageous 
way by other unauthorized parties. 
 To prevent these threats different security precautions are urgently required. Besides the 
absolute secure access control of the wireless interface there is the need to standardize 
security features on the CAN based J1939 network. The J1939-73 Application Layer – 
Diagnostic standard has defined some messages to protect data from access and manipulation 
by using for example passwords, but no centralized access levels are defined. These access 
levels defined in a centralized device would be important as the data which has to be 
accessible depends on the user scenario described in a later section. The access restrictions for 
certain users would increase security of the whole system as, for example OBD related 
applications do not need to communicate with all ECUs. There are even some memory areas 
in some OBD important ECUs which are not supposed to be accessible for diagnostic analysis 
scenarios.  
 The advantage of the physical connector is that everybody who wants access to the bus 
network has to have access to the connector. This physical interface is usually located in the 
engine compartment, which is not accessible without a key. Consequently, data manipulation 
while the truck is moving is rather impossible. Although the wireless interface will be 
protected by highly secure access control techniques, a possibility to turn off the interface 
increases the security of the whole system.  

6.5. Smartcards related 
To provide full security by using smartcards, two security anchors are needed: the possession 
of the smartcard and straightforward user identification. Three different user identification 
mechanisms for smartcards are mentioned in [RaWo03]. 

• Knowledge of a secret 
• Possession of an object 
• Bodily feature 

 
The drawback of the first two is that the person must either remember a defined secret or 
carry a particular object which enables clear identification. The third option seems to be the 
best solution to deal with these disadvantages as body features are not separable from a 
person. The main problem is that the measurements of biological features which are difficult 
to fake are technically difficult. Therefore, PIN numbers represent the most commonly used 
user identification mechanism for smartcards. As long numbers are hard to remember, PINs 
have often only four digits. The main security infirmity of PINs is their generation 
mechanism. If numbers used for PINs are uniformly distributed, the probability of correctly 
guessing a four-digit PIN in three tries would only be 0.03%. The following formulas are 
valid: 
 

x = mn 

P = i/x 
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x  - number of possible passwords 
m - number of possible characters per position 
n - number of positions 
i - number of guesses 
P - probability of guessing the password 

 
A non uniform distribution could decrease the number of guesses dramatically and therefore 
represent a serious security risk. As PIN numbers are used for many daily life applications, 
users have problems to remember their identification numbers. They are often kept on paper 
near the smartcards; this is therefore an important reason why biometric methods are finding 
increasing favour in many areas. Biometric user identification can be divided into 
physiological and behavioural methods. Physiological methods include face, iris and retina 
recognition, as well as hand geometry and fingerprint identification. Facial features could be 
interesting for future biometric methods, but presently they do not provide an accurate 
identification. The unique pattern of blood vessels of a human retina enables to identify a 
person with a very high degree of probability. Like the retina of a person, its iris is also 
unique to each individual. The advantage of iris recognition is that scanning can be performed 
from a greater distance compared to retina identification. Hand geometry identification is 
based on features like finger length, finger diameter and fingertip radius. By placing the hand 
in a measuring instrument, those identification features can be scanned and compared with the 
stored reference on the smartcard. The best known biometric identification method is 
fingerprinting. The classification scheme developed by Edward Richard Henry which 
includes arches, loops and whorls are used for the comparison process of the measured 
features with the stored reference. Typing rhythm and voice recognition are behavioural 
methods. The first tries to identify a user by evaluating the typing rhythm of a given character 
string. Pauses between individual letters serve as identification feature. Voice recognition is 
based on the frequencies of a human’s voice analysed by a Fourier analysis.  
 The unique important aspect of biometric identification mechanism validation is the user 
acceptance. Methods which are already used for many years have the highest acceptance. One 
example of this is the digital signature, as handwriting signatures are used for generations in 
almost all cultures for identification. The user acceptance of an identification mechanism 
depends also on medical and hygienic aspects. That is that scanning of the retinas could evoke 
the fear of the people that the laser light could damage their eyes. 
 The security of a smartcard depends on four components: the card body, the chip 
hardware, the operating system and the application itself. The security features used for the 
card body can also be visually checked and are not developed only for smartcards. Attacks 
against smartcards and against the applications they are used for can be performed on 
different levels. Attacks at the social level are mainly directed against people involved in the 
work with smartcards. These attacks can be against chip or software designers to force them 
to redact secrets. Attacks against cardholders to get information about secret keys or PINs are 
known under the name social engineering. These attacks are not especially violent, because 
for example by pretending to be a member of a security organisation one could often trick a 
person to get passwords or PINs of a system. Attacks at the physical level can be divided into 
static analysis, which means that no power is applied to the microcontroller of the smartcard 
and dynamic analysis which includes attacks while the microcontroller is operating. In the 
third category there are attacks at the logical level, which include cryptanalysis Trojan horses 
and attacks that exploit known shortcomings in smartcard operating systems. All these strikes 
can be executed at different moments of the smartcard’s life circle which are the development, 
the production or the usage of the smartcard. The choice of the attacks depends on different 
parameters which define the attractiveness of a certain strike. These parameters can be the 
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level of knowledge and skills which are required to successfully attack the system, the amount 
of time required or the value of the result.  
 Due to high security considerations during production an attack on a smartcard is 
usually much easier after the smartcard has been issued. Many research institutions have 
tested the vulnerability of smartcards against different attacks within several years and their 
efforts contributed to increase the security. [RaWo03] mentions many protection mechanisms 
in hardware and software, which prevent the smartcard to be successfully attacked. First of all 
the small dimension of structures on the chip make it nearly impossible to extract any 
information from the chip using analytic procedures. Furthermore, the internal busses of the 
chip are not brought out. They are implemented in the lower layers that make direct contact 
from the surface difficult. Some microcontrollers also use scrambled bus systems, which are 
continuously modified during a session. This spoofs the functionality of every bus. 
Scrambling can also be used to protect the smartcard memories. It is therefore extremely 
difficult for the attacker to collect any information about how the memory cells are addressed. 
Encryption of some processor registers introduces additional security. To get to the surface of 
the chip to manipulate certain parts one has to remove the passivation layer which impedes 
oxidation and other chemical processes. The existence of this layer can be monitored and if it 
is removed, the chip can be shut off. Other variables which should be monitored to protect the 
chip for specialized attacks are the frequency of the internal clock, the operation temperature 
of the chip and the voltage supply. Some attacks begin by collecting important information 
about the operation of a smartcard. To attack the operating system, first of all the different 
commands and their return values must be known. This can be prevented by the state machine 
of every smartcard. This part limits the validity of special commands to an assigned state of 
the card; therefore, the total set of valid commands can not be recognized in an easy and fast 
way. A formally successful attack was to interrupt the power to the card at a particular time 
while a command is executed. The electronic purse application was vulnerable against this 
attack as if one interrupts the power supply before the log file could be updated, the attacker 
could load the smartcard for free. This could be prevented by using atomic operations, which 
means that a set of operations included in one atomic operation are either performed totally or 
not at all. There are also possibilities that the smartcard is not attacked directly but secrete 
data are tried to be read by manipulating the terminal. Strong authentication mechanism could 
prevent any of these attacks. Viruses and Trojans are also not a serious risk for smartcards 
even if they support downloadable code. The special structure of smartcards prevents any 
downloaded code to access important parts of the smartcard like the encryption keys. Like 
every system used for secure communication transmission, smartcards and all their security 
features must be kept updated. New risks must be analysed and effaced as fast as possible. 
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7. Innovational Approach 
This section will present our approach, concerning the problem of introducing security on the 
point-to-point connection between the truck and the client running the analyzing tool, as well 
as for the infrastructure network scenario. Due to the different use cases we also want to 
present solutions for the various scenarios. First, we want to present the suggested solution for 
the workshops, the fleet owner and the production scenario, where an authentication server is 
used to provide the client authentication. Second, we will explain our solution concerning the 
police control scenario. This scenario is very difficult to solve, because the client side and the 
truck have to establish a secure connection without the help of an authentication server. Both 
solutions will be combined in an access control system implemented on the gateway. 

7.1. Infrastructure network scenario 
By using the newly specified IEEE 802.11i standard (finalized in June 2004), which was 
explained in a former section, a very high security level can be introduced to the 
communication between the access point, the truck’s bus system and the client’s analyzing 
device. This standard specifies a robust security network, which allows the user to utilize it 
with several different highly sophisticated authentication and encryption technologies, such as 
AES. Furthermore, the standard specifies three different security layers and three roles 
included during the authentication process. These layers are: 

• Wireless LAN Layer (access point, mobile device) 
• Access Control Layer (authenticator, supplicant) 
• Authentication Layer (authentication server, client authentication) 

 
The authentication process is established by the help of IEEE 802.1x, which uses the EAPOL 
protocol to communicate between the supplicant and the authenticator and the EAP protocol 
to communicate between the authenticator and the authentication server. There are also 
several different kinds of implementations of the EAP algorithm to increase the security level, 
namely: 

• EAP-Transport Layer Security (EAP-TLS) [RF2716] 
• EAP-Tunneled Transport Layer Security (EAP-TTLS) [EAPT02] 
• Protected Extensible Authentication Protocol (PEAP) 

 
The EAP-TTLS and the PEAP approaches are still drafts and are therefore not available, but 
EAP-TLS, which stands for Transport Layer Security provides security for the authentication 
and key exchange process. The exact message exchange and details about the EAP-TLS 
protocol are described in section 4.2.2.2. For the communication between the authenticator 
and the authentication server, an AAA protocol must be used, such as the RADIUS server 
(EAP over RADIUS) or Kerberos. RADIUS, for example, supports several different 
authentication challenges to provide user authentication, such as PAP, CHAP, MS-CHAP and 
for the RSN network it supports EAP over RADIUS. This enables EAP messages to be sent in 
access-request and access-challenge messages. By the help of EAP and EAPOL, a pairwise 
master key is established. This is then used to generate the pairwise transient keys that are the 
session keys used for encryption during the communication process. These keys are created 
from the PMK, with the help of two randomly generated numbers, called nonces and the 
MAC addresses of the involved parties. After the key is generated, as already mentioned, the 
AES PTK infrastructure is established. The AES algorithm, which is used for encryption, is 
very efficient [EdJo04], therefore, perfectly suited to be used on the embedded gateway of the 
truck. Moreover, Counter Mode and CBC-MAC mechanisms are used to increase the message 
security during the transmission. Counters are used to prohibit the resending of messages and 
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the cipher block chaining message authentication code is used to ban attackers from altering 
the transmitted packets.  
 To establish a secure connection, only the client certificate has to be checked by the 
authentication server and consequently the IEEE 802.11i security mechanism could be set up.  

 
Figure 46: Infrastructure scenario 

Figure 46 describes the infrastructure scenario, which was explained previously, it shows the 
communication between the analyzing devices the access point and the truck. Furthermore, 
the communication between the access point and the central authentication server could be 
seen, which is used to perform the client authentication. It is important that in the 
infrastructure mode, a direct access to the gateway without using the access point must be 
prevented.  
 In addition to the described mechanisms there are also some supplementary approaches, 
which are explained in the following section that could help to increase the security level. 

7.1.1. Additional Technologies 
Due to the lack of the security provided by the WEP standard, VPN was introduced, to 
provide a secure higher layer end-to-end connection, but its use is not feasible because of the 
high computational cost of the mechanism.  
 Altunbasak H. et al. [AlHa04] have presented a two or three way handshake mechanism 
instead of the four-way handshake mechanism used by IEEE 802.1x, which significantly 
decreases the computational and network requirements.  
 However, very interesting approaches are the authenticated key exchange using Elliptic 
Curve Cryptography and the Elliptic Curve encryption mechanism. This has the great 
advantage of providing very high security by key bit, which leads to less computational load 
and faster execution. 
 Furthermore, firewall and intrusion detection systems could be used to limit the access 
ports, to recognize attacks and to produce log files, which offer an overview of all connection 
establishments and errors. This could be of great relevance for OBD36, which is the upcoming 
successor of OBD2. Vehicles equipped with OBD3 will independently contact autonomous 

                                                 
6 Some details about OBD3 can be found on the unofficial German OBD page http://www.obd3.de/ . 
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governmental institutions when deviations from the determined emission related parameters 
occur. Consequently, the owner of the vehicle will be contacted and the occurred damage has 
to be repaired. In addition to the emission related parameter also the log files could be 
transmitted to avoid the possible misusage of the OBD system.  

7.2. Ad-Hoc network scenario 
As already mentioned, due to the lack of the authentication server and the absence of an 
access point, it is much more challenging to establish security in an ad-hoc network than in an 
infrastructure network. The access point is the central point of communication in the 
infrastructure network scenario. Since all the traffic passes through this single point, it is very 
easy to control all the sent network traffic. Therefore, the main focus when trying to secure an 
ad-hoc network lies in the fact of how to distribute the keys to the client system and how to 
perform the client authentication. Consequently, we have put our focus mainly on key 
management and distribution. Our suggested solution is, therefore, based on smart-cards, 
where two smart cards are needed, one for the client side and one for the truck side, to provide 
a highly sophisticated security mechanism. 

 
Figure 47: Ad-hoc smart card scenario 

Figure 47 shows the described smart card scenario for the ad-hoc network mode, between the 
analyzing devices and the truck. 

7.2.1. Client side 
The smart card on the client side is secured by a user password, which could, for example, be 
changed at any time as suggested by Das M.L. et al. [DaML04]. The approach, called weak 
password mechanism, is based on a rememberable password and the public key infrastructure. 
The security of this approach lies in a dynamic ID, which is created by the help of a hash 
function. The user has to enter his password and then this login is checked by the remote 
system (the truck). If the login and authentication are successful, the user will be granted 
access to the network. After the user is authenticated, the same approach as, the one used for 
the infrastructure network could be used to set up IEEE 802.11i security.  
 Furthermore the user smartcard could include a user level, which specifies the level of 
access that allows the user to access the truck’s bus system. With this value, it could be easily 
determined which information should be accessible by the user.  

7.2.2. Truck side 
On the truck side, a smartcard has also to be used to hold the same key hierarchy, which could 
be used for authentication and key generation. This smartcard has to have the same user level 
as the client smart card, but it does not need a password protection. Instead, a unique number 

http://dict.tu-chemnitz.de/dings.cgi?o=3001;count=50;service=en-de;query=deviation
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could be used, which is stored on the smartcard by hashing it with some kind of public hash 
function. The truck’s gateway has to know this unique number. When the smart card is 
inserted into the smartcard reader of the truck, the gateway also hashes the unique number and 
then compares the calculated value with the value saved onto the smart card. If those values 
match, the entered smartcard is assumed to be valid. After validating the card, the 
authentication of the user smartcard could be started. As a pre-shared key model is used, 
authentication is performed by comparing the two secret keys. If the client has successfully 
proven the knowledge of the key, the IEEE 802.11i security mechanism could be performed 
and a secure communication network could be established. 

7.2.3. Additional Technologies 
There are several technologies, which provide key exchange with the help of a short password 
or a One-Time ID. The usage of Digital Signatures provides an even higher security level, 
like that proposed by Kyoung-sook Jung et al. [KyJu03]. They use the Elliptic Curve Digital 
Signature Algorithm, applied to SRP to establish a secure connection and generate the session 
keys. The Diffie-Hellman mechanism is used to exchange the keys and furthermore the 
authors show that their algorithm is secure against most common attacks. As already stated, it 
is also possible to use the same authentication and encryption mechanisms as in the 
infrastructure network. Additional Firewall and Intrusion Detection mechanisms could be 
used to block unwanted access and to monitor the network for attacks.  

7.2.4. Proposed Smart Card Solution Scenarios  
There are three possible solutions to implement the smart card scenario. First two smart cards 
could be used at a police station, which work for every truck, the second is that every truck 
could have its own unique smart card and the third is that every truck could have its own 
unique pair of smart cards. 
 The first solution specifies that every police force that is in charge of controlling the 
engine parameters of a truck during an on the road check, should have its own specific pair of 
smart cards. In this scenario, the police force has to use one password protected smart card for 
the analyzing device. This device could be either a notebook or a pocket PC, with an inbuilt 
smart card reader or a USB smart card reader. Due to the small size of the pocket PC, only the 
micro processor part of the smart card could be used, which has the same size as the SIM card 
of mobile phones. The other smart card, which is protected by a secret number that is just 
known by the truck itself, has to be inserted into the reading device inside the truck. By 
entering the right password or PIN number at the analyzing device, the authentication could 
be checked by comparing the two secret keys that are stored inside the protected memory on 
each of the two smart cards. This specific pair only works if the truck is able to produce the 
same hash value for the secret number, which is stored on the smart card that was inserted 
into the truck’s smart card reader. Consequently, not any pair of smart cards would work to 
gain access to the truck’s internal bus network. After the authentication process is finished, 
the analyzing device and the truck are establishing a secure, encrypted communication by 
agreeing on a unique session key. When this session key has been securely installed on both 
devices, the secure connection will be established and the police control will be performed. 
Thereby, the access to specific areas on the ECU’s has to be guaranteed, according to the fact 
that only the OBD relevant data should be accessible. This topic is discussed in a separate 
section. The first described scenario provides the advantage that every truck is easily 
accessible by the police and the amount of smart cards and the costs could be decreased. 
Moreover only the police forces are able to access the truck’s bus system and no other person 
can read the OBD relevant data.  
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Figure 48: Flowchart for Communication establishment during a Police Inspection (Smartcard Pair) 

Figure 48 shows the communication establishment during a police inspection, where a 
smartcard pair is used for the pre-shared key model. The disadvantage of this approach is that 
when the smart card pair gets lost or stolen, all Volvo trucks are affected, which results in the 
problem that if the secret key has been stolen, it has to be changed in every truck, because the 
truck has to imply the knowledge of the secret number stored on the smart card. The risk that 
a smart card pair gets stolen from the police can not be estimated, but if separate keys are used 
for different countries the risk could at least be decreased. Another disadvantage of this 
approach is introduced by the fact that the police force would need smart card pairs for every 
country, to be able to also inspect vehicles from foreign countries. 
 The second scenario is based on having a smart card for every truck; therefore, this has 
to be placed inside the truck to be accessible at any time. During a police control, the truck 
driver would have to hand over the password protected smart card for the client device to the 
police forces, which then have to put it into their analyzing device to establish the secure 
connection between the truck and the analyzing device. The truck does not need to have its 
own card, because all the necessary information for establishing the secure connection could 
be stored on the truck, because every truck has its own smart card. The authentication of this 
single solution is then again established by comparing the security measures on the smart card 
and the key stored inside the truck, then both devices agree on a session key, which is used to 
provide the required encryption. Finally, the police control could be fulfilled and the access to 
the specific ECUs that provide the OBD essential data could be granted. The advantage of this 
approach is that if the smart card is lost or stolen, it could be renewed just for the single truck 
and the secure key inside the truck has also to be changed just for this single truck. On the 
other hand, it is possible for everybody who has the knowledge of the password and has 
access to the smart card to enter the truck’s bus network and read out the OBD relevant data. 
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Due to the specification of the different user levels, only the OBD data could be read and no 
other data could be read or written from or to the system. Figure 49 describes the 
communication establishment process during a police inspection, where a single smart card is 
used to assure security. 
 

 
Figure 49: Flowchart for Communication establishment during a Police Inspection (single Smartcard) 

The third scenario is quite similar to the second, but two smart cards, as in the first scenario, 
figure 48 are used to provide security. Consequently, every truck has its own smart card, 
which has to be placed into the truck’s smart card reader before the connection could be 
established, and as in the first scenario, the smart card of the truck is protected by a secure 
number that is just known by the truck itself. The smart card for the analyzing device is again 
protected by a password. The consequent setting up of the secure connection is the same as in 
the first scenario. This scenario has the advantage that if a smart card is lost, the other one 
could be destroyed and a new smart card pair can be reordered without the need of driving the 
truck to a workshop. On the other hand, this approach introduces the problem that it is much 
more costly as the second scenario, because every truck must be equipped with a smart card 
reader and its own smartcard pair.  
 Thus, the first solution provides a higher level of security even though the risk of 
loosing the smart card is much higher and provides much more harm to the whole security 
infrastructure, due to the fact that every truck supports the same secure key. The second 
scenario is the one with the lowest costs, but with the disadvantage that everybody who has 
the smart card and knows the password can access the truck’s OBD data. The third approach 
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is the least interesting one, because it introduces the same problems as the second scenario at 
much higher costs. 

7.3. Access Level Implementation Considerations 
This section describes the considerations concerning the implementation of the user access 
right levels. The implementation has to take place on the gateway that performs the 
conversion from the SAE J1939/CAN bus network to the TCP/IP network. Therefore, all the 
requests from the outside world such as the analyzing device have to be forwarded via the 
gateway to the truck’s bus network. Moreover, the usage scenario has also to be checked to 
obtain the proper user access right levels. As already mentioned in chapter 5, the J1939 
Application-Diagnostics standard defines several message formats responsible for securing 
the bus network. Memory areas can be protected by passwords and user levels. These user 
levels and their corresponding access rules are defined in every ECU separately. As the 
gateway represents a central access point to the vehicle’s bus system, it is feasible to define 
all the user levels and access rules for every ECU on the truck’s bus network on the gateway. 
Another advantage of this central access point is that the key or password changes can be 
done in a quick and easy way. The definition of all the access rules in a central device needs, 
of course the support of the SAE J1939 protocol.  
 A further step to strengthen the security of the access control, as already mentioned in 
the risk analysis, would be the usage of different access mechanisms for user levels with 
similar access right levels. This is described in the beginning of chapter 7 as the solution is 
divided into ad-hoc and infrastructure parts. The ad-hoc part applies smartcards to control the 
system access, which limits the access on OBD relevant data only. The access mechanism 
used for the infrastructure part guarantees the highest level of security and is, therefore, used 
for access levels which allow manipulation of the ECUs.  
 Furthermore, to keep a high security level, continuous checks, that retrieve the 
authorized user’s access right level, should be implemented. If a smart card is used, as already 
mentioned previously, only the first access right level should be allow. On the other hand, 
there could be the need to repair a truck on the road after a breakdown. Consequently, the 
Volvo workshops should have smart cards that provide the second and higher access right 
level. This introduces a lot of additional risks, due to the weaker security of smart cards via 
the infrastructure network mode with an authentication server; thus, the usage of those cards 
has to be carefully analyzed.  

7.4. Cost Analysis 
The following section will give an overview of the availability and the costs of the different 
available techniques and systems. 

7.4.1. Smart Cards: 
Company ACS, http://www.acs.com.hk/products_kit.asp
Product name ACR120 Contactless Smart Card Development Kit 
Costs US$ 179 
Reading Devices ACR120 Contactless Reader 
Smart Cards 5 1K Mifare Contactless Cards 
Additional Features ACR38DT DualKey, CD-ROM that includes drivers, source 

codes and SIMmate 
Product name ACR38 Software Development Kit 
Costs US$ 99 
Reading Device ACR38 Smart Card Reader 
Smart Cards 20 different cards, with various memory sizes 

http://www.acs.com.hk/products_kit.asp
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Additional Features CD-ROM that includes drivers, source codes, utility tools and a 
smart card reference 

Product name ASC Smart Card Development Kit 
Costs US$ 99 
Reading Device Two ACR30 smart card readers, 1 USB and 1 RS-232, ABR 

balance reader (value checker) 
Smart Cards 15 different cards, with various memory sizes 
Additional Features CD-ROM that includes drivers and demo source codes 
 
Company Secure Tech, http://www.securetech-corp.com/smart_de.html
Product name AC-Development Kit 
Costs US$ 99 
Reading Devices ACR30 Smart Card Readers, 1 USB and 1 RS-232, ABR balance 

reader (value checker) 
Smart Cards 20 different cards, with various memory sizes 
Additional Features Software drivers, demo programs, Cardtool, training material and 

source code samples 
 
Company Didya, http://www.didya.com/products.asp?id=1
Product name AC-Development Kit 
Costs US$ 99 
Reading Devices ACR30 Smart Card Readers, 1 USB and 1 RS-232, ABR balance 

reader (value checker) 
Smart Cards 15 different cards, with various memory sizes 
Additional Features Software drivers, demo programs, Cardtool, training material and 

source code samples 
 
The Java Smart Card Development Kit, which is required to program Smart Card 
applications, could be found at the Java Homepage. Additionally Smart Cards cost between 
US$ 2-3 per piece, depending on the required amount. 

7.4.2. Wireless LAN interface cards: 
Company Marvel, http://www.marvell.com/products/wireless/
Product name Libertas™ 88W8310 and 88W8000G Chipset 
Costs ? 
Availability ? 
Physical Direct Sequence Spread Spectrum (DSSS) and Orthogonal 

Frequency Division Multiplexing (OFDM) 
Wireless LAN Standard IEEE 802.11g and b 
Standards supported 802.11i AES encryption and CCM message authentication, 

802.11e Quality of Service (QoS) 
Speeds up to 72 Mbps of data rate 
 
Company Conexant, http://www.conexant.com/products/entry.jsp?id=907
Product name PRISM WorldRadio 
Costs ? 
Availability ? 
Interface USB 2.0 Interface 
Wireless LAN Standard IEEE 802.11g and a 
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Standards supported TLS, TTLS, MD5, LEAP and AES with hardware acceleration, 
quality of service enhancements 

Speeds up to 140 Mbps of data rate 
 
Several other companies have also introduced new chipsets, which support the IEEE 802.11i 
standard and AES encryption, but those chips are yet not available in customer wireless LAN 
interface cards. 

7.4.3. USB Tokens: 
Company Aladdin, http://www.aks.com/etoken/
Product name eToken Pro 
Costs ? 
Encryption RSA 1024 / 3-DES / SHA-1, On-Board cryptographic processing, 

PKI Support 
Speeds Speed RSA 1024 Bit signature approx. 1.0 sec, RSA 1024 Bit key 

generation approx.25 sec 
Security level Smart card chip security level, ITSEC LE4 Smart Card security 

certification (Infinion) 
Additional Features Secure Storage of Private Credentials, Standard USB connection 

and on board random number generation 
 
Company WIBU Systems, http://wibu.de/de/securikey.php (Griffin Tech.) 
Product name SecuriKey TM

Costs 2 programmed User-Tokens with Software CD-ROM and 
handbook  149,00 EUR 

Security level SecuriKey TM Token protected by a user password 
Usability Placed onto the brunch of keys, therefore not easy to forget 
Additional Features Secure Storage of Private Credentials and Standard USB 

connection 

7.4.4. DigiPass: 
Company Vasco Data Security, 

http://www.wickhill.de/products/vasco/gmbh_default.asp
Product name DigiPass Pro 250 
Costs 1 device  51.50€ + 25€ for the software + 4.50€ maintenance 

1000 devices  44.73€ + 5.18€ for the software + 0.93€ 
maintenance 

PIN User changeable, max. 8 digits and configurable amount of tries 
Additional Features Internal real-time clock and battery life-time of 5 years 
 

http://www.aks.com/etoken/
http://wibu.de/de/securikey.php
http://www.wickhill.de/products/vasco/gmbh_default.asp
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8. Conclusion 
The proposed solution in this Thesis is based on a detailed research survey carried out in the 
field of wireless security. Different technologies and algorithm were analyzed to find the best 
trade-off between security and user-friendliness. As the defined solution had to support all 
required user scenarios, a bipartite access control system was devised. The ad-hoc part of the 
system applies smartcards to control access to the wireless interface whereas IEEE 802.11i, 
which includes the authentication mechanism IEEE 802.1x, was chosen for the infrastructure 
part. The advantage of this combination is that mobile user scenarios like the police 
inspection are also provided with a high security level of the system, even if no internet 
connection and authentication server is available. Smartcards provide a cheap and secure way 
to control access to wireless network infrastructure. To satisfy also the higher security needs 
of the vehicle production, workshops and statutarisch inspections, the infrastructure part 
makes use of a central authentication server available via the internet. This offers the 
manufacturer the possibility to regulate the access to their products from a central point. As 
the security of the whole system relies also on the vehicle’s bus network, security 
improvement suggestions regarding the J1939 protocol were developed.  
 As many mechanism and technologies in the area of network security have shown to be 
rather complex, a risk analysis including the wireless connection, the different usage 
scenarios, the access right levels, the OBD related issues and the smart card related risks, was 
performed.  This analysis grants an overview about the possible damage and the weak 
elements of some security mechanisms. The fact that the developed solution was based on the 
performed risk analysis increases the strength and reliability of the proposed access system. 
 The main problem we encountered during the project was that no wireless interface 
controller hardware was available for the new IEEE 802.11i standard and that it was 
consequently not possible to build a demonstrator for the innovational ideas. The construction 
of a prototype of the described gateway on which the developed access control system will be 
implemented, could verify the security of the whole system. After successful tests this access 
control system together with a secure bus network could contribute to guarantee the secure 
operation of all vehicles. 
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Appendix A - NGST Test Rig 
As already described in the goals of our master’s thesis, the NGST Test Rig [SöTh03] should 
be reconfigured to provide a wireless LAN connection between the client PC and the 
Gateway. The Test Rig was designed to make its configuration with the desired 
communication interfaces possible, with a minimum of development efforts. It was developed 
to test further communication technologies concerning On-board diagnostics systems. The 
Gateway was also designed to implement management functions to be able to easily select 
different provided protocols and to connect supported vehicle networks including their 
ECU’s. Furthermore the possibility should be provided to run Diagnostics on those ECU’s of 
the vehicle network, and to generate data from the simulation and from the analysis functions 
on the vehicle network. 

 
Figure 50: Test Rig architecture 

Figure 50 shows the Test Rig architecture, which consists of an Application, a Transport 
Layer and a Communication Interface. This architectural hierarchy is the same at the Tool 
side of the system and also at the vehicle side of the system. In the middle is the Gateway, 
which performs a generic protocol conversion between the communication interface from the 
tool side and vehicle side of the Test Rig. 
 The two main development issues for the Test Rig are modularity and expendability, 
which will be used in the project to exchange the now provided USB-network connection 
interface with a wireless LAN connection interface. 

 
Figure 51: Test Rig Communication architecture 

Figure 51 shows the Communication Architecture of the NGST Test Rig. On the Tool side, 
Applications are running to get the requested information from the ECU’s. That information 
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is transmitted over TCP/IP and USB as Network Adapter. The Gateway uses Generic Protocol 
Conversion to translate the incoming network traffic from the USB network interface and 
from TCP/IP to SAE J1939/CAN. The CAN-bus is used on the vehicle side of the network to 
provide data exchange with the ECU’s. The Society of Automotive Engineers (SAE) J2534 
standard was introduced to achieve the requirements of the U.S. Environmental Protection 
Agency (EPA) and of the California Air Resources Board (ARB), namely to make it possible 
to access emission-related ECU’s of the vehicle.  

 
Figure 52: Error Free Diagnostics Session 

Figure 52 shows an error free Diagnostics Session between the Test-tool application running 
on Windows using Winsock and the vehicle side with the ECU’s running on a CAN-bus 
network. The Gateway in the middle performs the protocol conversion between Winsock and 
SAE J1939. 
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