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Abstract
Despite the advances in modern medicine, the use of data-driven technologies 
(DDTs) to prevent surgical site infections (SSIs) remains a major challenge. Schol-
ars recognise that data management is the next frontier in infection prevention, but 
many aspects related to the benefits and advantages of using DDTs to mitigate SSI 
risk factors remain unclear and underexplored in the literature. This study explores 
how DDTs enable value creation in the prevention of SSIs. This study follows a 
systematic literature review approach and the PRISMA statement to analyse peer-
reviewed articles from seven databases. Fifty-nine articles were included in the 
review and were analysed through a descriptive and a thematic analysis. The find-
ings suggest a growing interest in DDTs in SSI prevention in the last 5 years, and 
that machine learning and smartphone applications are widely used in SSI preven-
tion. DDTs are mainly applied to prevent SSIs in clean and clean-contaminated 
surgeries and often used to manage patient-related data in the postoperative stage. 
DDTs enable the creation of nine categories of value that are classified in four 
dimensions: cost/sacrifice, functional/instrumental, experiential/hedonic, and sym-
bolic/expressive. This study offers a unique and systematic overview of the value 
creation aspects enabled by DDT applications in SSI prevention and suggests that 
additional research is needed in four areas: value co-creation and product-service 
systems, DDTs in contaminated and dirty surgeries, data legitimation and explain-
ability, and data-driven interventions.
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1  Background

The collection and use of data have become increasingly powerful because of the 
rapid progress of information and communication technologies, including sen-
sors, computers, software, and mobile gadgets. In the healthcare industry, the 
management of patient-related data contributes to the delivery of more reliable 
healthcare services and allows hospitals to better distribute resources, organise 
healthcare routines, and predict adverse events [1]. However, the use of data is 
often suboptimal, partly due to the complexities associated with the collection 
and use of healthcare data [2] and partly because of the need for organisational 
adaptation to exploit the potential of data-driven technologies to provide high-
quality care [3, 4].

Data-driven technologies—DDTs (so-called digital technologies of Industry 
4.0)—enable digital, networked, automated, and intelligent processes such as dig-
ital platforms, smart sensors, and artificial intelligence systems [5, 6]. DDTs are 
applied in various data management functions, including the generation and cap-
ture of data, data transmission and sharing, data conditioning, storage and pro-
cessing, data application, and data security and protection [7]. With the advent 
of Internet of Things (IoT) and Big Data, DDTs have gained momentum, as they 
allow the management of large heterogeneous datasets, which may contribute to 
the formulation of problems in different contexts [7, 8]. Scholars claim that DDTs 
open a new data-centric paradigm where data is the primary output that can foster 
new innovations and trigger dramatic changes in organisations [5, 9].

Research on the use of DDTs in healthcare have gained prominence in the last 
decades, especially on the area of prevention of surgical site infections (SSIs). 
A recent literature review indicates that DDTs can improve surgical precision, 
reduce manpower, support decision-making, and increase surgical safety [10]. 
Studies show that DDTs can provide insights on large and complex real-time 
dataset on ongoing operations, which would be valuable feedback for patients, 
doctors, nurses, and hospital managers on how to identify and reduce SSI risks 
[11, 12]. Successful real-time data analysis of SSIs provides new potential treat-
ments and procedures and allows for new organisational responses based on 
direct feedback loops [13].

Despite the contributions from recent studies, the literature remains fragmented, 
and research findings are often context specific or ambiguous [14]. Prior literature 
is either patient-centric, focusing on clinical aspects [15], or driven by a techno-
logical-centric approach, focusing on technical aspects such as the implementation 
and operation of technologies [16, 17]. However, studies show that creating value 
from DDTs goes beyond considering individual and technical factors but relies on 
the integration of complementary resources and capabilities [5, 18]. Currently, an 
understanding on how DDTs enhance value creation in transformative knowledge-
intensive service industries (e.g. healthcare) and how data is used to maximise ser-
vice quality remains a challenge, and additional research is needed to investigate 
how multiple actors in value chains coordinate activities and resources to benefit 
from DDTs [3]. From a research perspective, we need to understand the value 
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creation potential of DDTs in hospital settings [3] and specifically how DDTs can 
be a driver for new organisational responses to reduce SSI incidence. Unfortu-
nately, there is scarce information on how to create value from DDT applications 
to prevent SSIs, and systematic studies about DDTs and their potential in hospital 
settings and how to fully grasp the benefits of using data to reduce the burden of 
SSIs are still absent [19, 20].

Against this backdrop, the objective of this study is to explore how DDTs enable 
value creation in the prevention of SSI. We adopted a systematic literature review 
approach [21] to identify the DDTs used in the prevention of SSIs, describe the con-
text where DDTs are applied in SSI prevention, characterise the how data is man-
aged in SSI prevention by DDTs, and analyse the type of value that is created, which 
actors benefit from the value created and how they benefit from it.

2  Theoretical Concepts

2.1  Surgical Site Infections (SSIs)

SSIs, also known as surgical wound infections or postoperative infections, are a 
major cause of prolonged hospitalisation and increased morbidity and mortal-
ity [22]. They occur up to 30 days after a surgical intervention (or within 1 year in 
patients with prosthetic implant) and are the most frequent of all hospital infection 
cases, affecting around 800,000 patients every year in Europe [23]. SSIs are among 
the costliest healthcare events, where one single case can generate additional costs 
of up to 49,000 dollars [24], leading to heavy financial losses.

SSI prevention relies on the mitigation of multiple patient-related (endogenous) 
and procedure-related (exogenous) risk factors. Endogenous risk factors include 
older age, pre-existing colonisation or infection, diabetes, and malnutrition, while 
external risk factors include the duration of the operation, inadequate sterilisation 
of surgical instruments, inappropriate behaviour of the surgical team, and contami-
nated operating room environment [22, 25].

SSI occurrence is difficult to predict, as it depends mostly on the relative prob-
ability of a surgical wound to get infected. Surgeries are classified in four categories 
according to the likelihood and degree of wound contamination at the time of opera-
tion: (i) clean, when no inflammation is encountered and the respiratory, alimentary, 
genital, or urinary tracts are not entered (e.g. eye surgery, neurosurgery, vascular 
surgery); (ii) clean-contaminated, when the respiratory, alimentary, genital, or uri-
nary tracts are entered under controlled conditions and without unusual contami-
nation (e.g. caesarean section, dental surgery); (iii) contaminated, when it includes 
open or fresh accidental wounds, or when it involves repairing or removing an inter-
nal organ, with risk for the blood and other fluids to spill into the wound (rectal 
surgery, appendicectomy); and (iv) dirty, when wounds have infectious pathogens 
already present at the time of the surgery (e.g. preoperative perforation of respira-
tory tract) [26, 27].

Despite the advances in modern medicine, preventing SSIs remains a major chal-
lenge for frontline workers and healthcare managers. Prior studies advocate that the 
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strategies to prevent SSIs should be focused on minimising both endogenous and 
exogenous risks factors over three stages of patient care, i.e. preoperative, intraop-
erative, and postoperative [28]. Preoperative strategies are tailored to improve the 
patient’s defences against infections with the aim to ensure that the operating room 
is not contaminated, and the surgical team is committed to hygiene measures and 
the use of personal protective equipment. Intraoperative strategies are related to the 
maintenance of adequate environmental conditions in the operating room during the 
surgical procedures and the appropriate behaviour of the surgical team and use of 
correct surgical practices. Postoperative strategies embrace the hygiene practices 
and antibiotic treatment aimed to wound healing and patient recovering, including 
the periods right after the surgery, post discharge, and potential readmission [29]. 
Studies claim that surveillance must be classified as the fourth stage in SSI preven-
tion, due to its potential to provide data that can be used to contrast SSI rates and 
compare surgical outcomes among surgeons or facilities, which ultimately contrib-
utes to identify failures and opportunities for improvement in the prevention meas-
ures [22].

2.2  Value Creation in Healthcare

The concept of value has been widely used in healthcare industry to drive the devel-
opment and implementation of new products, technologies, services, and practices 
to improve the quality of patient care [30, 31]. In the literature, value is a multifac-
eted concept with little in common across different research streams. Much of the 
discussion is grounded on the idea that value refers to the health outcomes achieved 
per dollar spent [32], thus representing the measurement of efficiency of healthcare 
delivered. This approach frames value creation around the patients, which in turn 
determines how other stakeholders in the value chain should be rewarded [33]. In 
sum, providers create value by adding features to products and services that increase 
the benefits for patients or by reducing the efforts that patients need to undertake to 
purchase or use a good or a service [34].

In contrast, service marketing and innovation management scholars advocate 
that value is subjectively perceived by the customers or users rather than objectively 
measured in monetary terms [35]. This view is anchored on the idea that value resides 
in individual’s experiences with the consumption of products and services, and that 
is moderated by the individual’s expectations and by the social context [36, 37]. This 
approach emphasises that value is created from social interactions and resource inte-
gration of multiple actors to obtain mutual benefits [38]. In healthcare, the dynamics 
and complexity of the patient care cycle involve the participation of multiple actors 
with often divergent interests, from medical and nursing staff, insurance compa-
nies, patients, and patients’ families [39]. This implies a broad understanding that, 
although value chains in healthcare are designed to meet patients’ needs [40], other 
actors also seek to obtain benefits, so value must be approached from a multi-actor 
perspective.

Along with a multi-actor understanding of value, innovation management litera-
ture focuses on how to create value from technological applications in healthcare 
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and who can benefit from it [3, 41]. In this regard, technologies are viewed as a 
solution to contribute to patient care routines, to improve organisational processes 
and stakeholder relationships, and to create new business opportunities [42]. Here, 
value creation in healthcare entails a stream of activities carried out by individuals 
or organisations motivated by the integration of knowledge, skills, physical struc-
ture, and financial resources to facilitate the generation of tangible and intangible 
benefits [43].

To further contribute to the conceptualisation and characterisation of value and 
value creation, scholars developed multiple approaches to assess how value is per-
ceived by individuals or organisations. A well-accepted approach classifies value 
created in four dimensions: cost/sacrifice, functional/instrumental, experiential/
hedonic, and symbolic/expressive [44]. Cost/sacrifice value is related to when cus-
tomers/end users’ perceived benefits exceed the efforts needed to buy, own, and use 
a product or service [40]. It involves monetary costs (e.g. price, distribution costs, 
costs of operation, use, and maintenance), non-monetary costs (e.g. psychologi-
cal and cognitive costs), and risks (e.g. personal, operational, financial, or strate-
gic risks) [44]. Functional/instrumental value is related to the accuracy of attributes 
and features of a product or service, its appropriate performance, and its satisfactory 
outcomes [44]. This type of value is often associated to the extent which a technol-
ogy can solve a relevant problem (usefulness) and generate potential benefits [45]. 
Experiential/hedonic value refers to the sensory, emotional, epistemic, social, and 
relational values [44]. This type of value can be related to positive feelings, sensa-
tions, and emotions that a customer or end-user experience when buying or using 
a product or service [46]. Symbolic/expressive value embraces the advantage of 
strengthened social contacts, knowledge sharing, and innovation [44]. This value is 
concerned to the social and conditional meaning, the personal meaning, the self-
identity/worth, and the self-expression of groups and individuals [47].

3  Methods

To identify relevant literature on value creation from DDT applications in SSI pre-
vention from a multi-actor approach, we conducted a systematic literature review 
study, which allows to identify, evaluate, and synthesise research results that can 
contribute to determine gaps within the extant research and provide guidance for 
further research activities [21]. Similar to Hernandez et  al. [13], we followed the 
Preferred Reporting Items for Systematic Reviews and Meta-analyses Protocol 
(PRISMA) statement [48] to document the review process through a detailed sys-
tematic review protocol and a flow diagram.

3.1  Search Strategy and Identification

We conducted a comprehensive search on scientific journals indexed in biblio-
graphic databases. Given the multidisciplinary nature of the study objective, jour-
nals indexed in the Scopus, Web of Science, MEDLINE, ProQuest, PubMed, ABI/
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Inform Global, and Cochrane electronic databases were included. The databases 
cover peer-reviewed scientific studies in the fields of innovation management, infor-
mation systems, health, and medical sciences.

We included in the search a list of terms and synonyms related to SSI and 
DDTs based on taxonomies and classifications attributed to surgical site infec-
tions (e.g. surgical wound infection, postoperative infection) [22] and DDTs 
(e.g. information and communication technology, digital technology) [7, 8, 49]. 
Search mechanisms such as truncations, proximity parameters (e.g. Medical Sub-
ject Headings and ProQuest thesaurus) and Boolean operators were combined to 
expand the search scope. The list was refined based on several rounds of pilot 
tests through scoping searches, where the search terms were extensively tested, 
labelled, and re-labelled to ensure a fulsome search for the review. The final list 
of search terms was then defined based on several discussion rounds between the 
authors (see Online Resource 1).

We conditioned the presence of the keywords in the articles’ abstract, title, or 
keywords to refine the search. We searched for peer-reviewed articles written in 
English and published in journals. In line with similar review articles [50], we set 
a preliminary time frame of 10 years (2011–2020) as the baseline for our search to 
gain robust insights into relevant empirical studies on DDTs and SSI prevention. 
Nevertheless, given the recent increased interest in DDT applications in healthcare, 
we selected 2021 as the cut-off year to have an updated and comprehensive picture 
of the recent literature. Therefore, articles published from 1 January to 20 November 
2021 were also included for inclusion.

We developed a search string tailored to Scopus database, which was adapted 
according to the parameters of the other six databases (see Online Resource 2). The 
search was performed between August and November 2021. Altogether, the strings 
resulted in an initial set of 2597 articles. These articles were exported to EndNote 
X9 software, which allowed the identification and exclusion of 1104 duplicated arti-
cles. Later, the 1493 remaining unique articles were exported to Rayyan, which is a 
free online tool used to assist the initial screening of abstracts and titles.

3.2  Screening and Eligibility Criteria

The initial screening took place in October 2021, and it was performed in a blind 
mode by the first and second author of the study. To avoid bias, the authors indepen-
dently screened the titles and abstracts of all 1493 articles and checked their eligibil-
ity for the study based on inclusion and exclusion criteria. Inclusion criteria were as 
follows: (i) empirical studies addressing the use of DDTs tailored primarily to the 
prevention of SSIs. Exclusion criteria were as follows: (i) conference proceedings, 
books, book chapters, and dissertations; (ii) non-empirical studies, guidelines, and 
protocols; (iii) studies focusing on other postoperative complications and infections 
than SSIs; and (iv) studies including other technologies and solutions than DDTs.

The first screening resulted in the exclusion of 1332 articles. The first two 
authors classified 101 articles as potentially eligible for the review, while they 
disagreed in the classification of 60 articles. The third author, a senior researcher, 
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reviewed the titles and abstracts of the 60 articles and classified 52 as potentially 
eligible for the study. Finally, a total of 153 articles were considered potentially 
eligible for the study.

3.3  Study Selection

The full texts of the 153 remaining articles were downloaded and read by the first 
two authors, who independently screened articles and applied the same inclusion 
and exclusion criteria as in the previous stage. The authors agreed on the inclu-
sion of 47 articles and exclusion of 94 articles. The third author assessed the arti-
cles and solved the disagreements (n = 12). After discussion rounds, consensus 
was reached, and 59 articles were considered qualified for the review. Figure  1 
shows the flowchart of the literature selection process according to the PRISMA 
statement.

3.4  Data Extraction

The data were extracted manually by the first two authors and supervised by third 
author. To reduce human error and bias, we used a standardised data extraction 
spreadsheet [21]. We elaborated the data extraction categories by an iterative pro-
cess driven by the study objective and based on related literature [51]. We piloted 
the data extraction spreadsheet on 30 randomly selected articles, refined, and modi-
fied it accordingly. The data extraction process covers general information (i.e. stud-
ies’ features) and specific information (i.e. clinic-related, technology-related, data-
related, and value creation-related aspects) (see Fig. 2). Additional notes were also 
included by the authors on the data extraction form.

3.5  Data Analysis

We analysed the data from a qualitative approach by using descriptive and thematic 
analysis techniques [21]. The descriptive analysis technique contextualises the arti-
cles in terms of general information and studies’ features, providing an overview 
of the characteristics of the included studies, and the clinical-related, technology-
related, and data-related aspects. From a thematic analysis technique [52], we evalu-
ated the dataset through an aggregative approach, and we manually extracted first-
order codes that represent streams of value created through DDT applications in SSI 
prevention. We grouped the first-order codes according to their similarity, and we 
formulated second-order themes/categories to outline the core content of the first-
order codes. Finally, we clustered the second-order themes according to the four 
value dimensions proposed by Smith and Colgate [44]: cost/sacrifice, functional/
instrumental, experiential/hedonic, and symbolic/expressive. All the authors of the 
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study participated in the coding process. Table 1 illustrates a sample of the coding 
process.

3.6  Consult with Experts

To ensure methodological rigour and corroborate the research findings, three mul-
tidisciplinary focus groups and one individual interview with experts were held 
through a digital platform. This allowed us to review the meaning of the categories 
identified in the review and to discuss the implications of the study for practitioners 
and academic researchers [53].

Fig. 1  PRISMA flowchart of the selection process
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The first focus group was conducted in December 2021 and aimed to present the 
preliminary findings of the study and to obtain additional information and perspec-
tives on the categories and themes identified from the thematic analysis technique. 
Ten experts participated in this focus group: three experts in research and devel-
opment of medical devices, three experts in business development for solutions in 
infection prevention and control, one senior researcher and one junior researcher in 
SSI prevention, and two senior researchers in innovation management. This focus 
group lasted 2 h.

The second focus group was conducted in February 2022 and aimed to review the 
findings of the study and analyse and refine themes and categories to attribute them 
a higher level of meaning. Four experts participated in this focus group: one expert 
in research and development of medical devices, one expert in business development 
for solutions in infection prevention and control, and two senior researchers in inno-
vation management. This focus group lasted 1 h.

Fig. 2  Overview of the data extraction matrix
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The third focus group was conducted in March 2022 and aimed to analyse the 
applicability of the findings, to assess the final categories and themes, and to discuss 
the implications of the study and indications of gaps and needs for future research. 
Four experts participated in this focus group: one expert in research and develop-
ment of medical devices, one expert in business development for solutions in infec-
tion prevention and control, and two senior researchers in innovation management. 
This focus group lasted 1 h.

An interview with a senior infectious disease physician was conducted to discuss 
the research findings from a practitioner point-of-view and obtain insights on the 
implications of our study for infection prevention and control practices and routines. 
The interview was conducted in October 2022 and lasted 48 min.

4  Findings

In this section, we review the 59 included articles. We organise the main findings 
through a descriptive analysis and a thematic analysis.

4.1  Descriptive Analysis

Of the 59 articles reviewed, modelling/simulation is the predominant approach 
(28 articles) followed by experiments (12 articles). On the other hand, surveys, 
randomised-control trials, and quasi-experimental studies were the least adopted 
approaches (2 articles of each approach) (see Table 2). The data analysis matrix is 
shown in Online Resource 3.

The distribution of the reviewed articles per year of publication illustrates that 
from 2011 to 2015, only 9 articles were published (see Fig. 3). In contrast, there was 
an exponential growth in the number of articles published between 2016 and 2020. 
In this period, 44 articles were published, which suggests the growing interest in 
the subject. 2020 was the year with the highest number of articles published in the 
period (12 articles), which is equivalent to twice the number of publications in 2016 
(6 articles).

Drawing on the distribution of articles by country (see Table 3), most of the stud-
ies were conducted in the USA (35 articles), which can be explained by two factors: 
first, the high level of public and private investment in medical technology research 
and development in the USA, which accelerates the emergence of healthcare innova-
tions [113], and second, the US healthcare industry is highly competitive and com-
panies in this industry seek for the development of new and more profitable solu-
tions that enable the delivery of high-quality and more cost-effective services [114].

Although SSI prevention is recognised as a multidisciplinary field [115], most of 
the articles included in this review were published in health sciences journals and 
few other publications in health informatics journals (see Fig. 4). No published arti-
cles were found in innovation management, organisational studies, and information 
systems journals.
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4.1.1  Clinical‑Related Aspects

The clinical-related aspects include the type of surgery and the patient care stages 
where DDTs are applied (see Table 4).

Studies describe technologies applied to manage data originated from clean, 
clean-contaminated, contaminated, and dirty surgeries [26]. Of the 59 reviewed 
articles, 23 outline the use of DDTs in the prevention of SSIs in clean surger-
ies, such as orthopaedic surgeries [63] and neurosurgeries [92]. Sixteen articles 

Fig. 3  Distribution of articles by year of publication

Table 3  Distribution of articles 
by country where the studies 
were conducted

Elaborated by the authors of the study

Country Number of publica-
tions

%

USA 35 59
China 4 7
UK 3 5
France 3 5
The Netherlands 3 5
Canada 2 3
South Korea 2 3
Others (only with 1 study) 7 12
Total 59 100
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described prevention of clean-contaminated surgeries such as gastrointestinal sur-
geries [111] and colorectal procedures [104]. No studies were found that men-
tioned the application of DDTs to prevent contaminated or dirty surgeries. This 

Fig. 4  Top journals with at least two publications included in the review

Table 4  Clinical-related aspects

Elaborated by the authors of the study

Type of surgery Patient care stage

Clean: [56] [57] [60] [63] [64] [65] [68] [72] [75] 
[77] [80–82] [84] [87] [88] [90] [92] [94] [97] 
[100] [101] [106]

Total: 23 articles

Preoperative: [61] [70] [73] [77] [80] [83] [84] [88] 
[92] [98] [104] [105] [106] [107]

Total: 14 articles

Clean-contaminated: [54] [66] [69] [70] [71] [73] 
[79] [85] [89] [91] [95] [103] [104] [107] [108] 
[111]

Total: 16 articles

Intraoperative: [54] [58] [60] [63] [70] [72] [76] 
[77] [82] [87] [92] [94] [110] [111]

Total: 14 articles

Contaminated: - Postoperative: [55] [64–70] [73–75] [77] [79] [80] 
[81] [83–86] [88] [90–92] [98] [104–109]

Total: 30 articles

Dirty: - Surveillance: [56] [57] [62] [71] [78] [79] [89] [93] 
[95–97] [99–103] [112]

Total: 17 articles
Non specified: [55] [58] [59] [61] [62] [67] [74] 

[76] [78] [83] [86] [93] [96] [98] [99] [102] 
[105] [109] [110] [112]

Total: 20 articles



1 3

Journal of Healthcare Informatics Research 

is not surprising given the fact that patients undergoing contaminated and dirty 
surgeries are more likely to develop an SSI, mostly due to endogenous risk fac-
tors that are difficult to control [116, 117].

The patient care stages are associated with the risk factors of acquiring SSIs in 
different stages of the surgical process. In this review, we classified DDTs tailored to 
manage data in SSI prevention in the preoperative, intraoperative, postoperative, and 
surveillance stages [28]. In total, 30 articles focus on the postoperative stage. DDT 
applications at this stage are designed mainly to facilitate the monitoring of surgical 
wounds healing by assessing wounds pictures shared via smartphone applications 
[64, 75] and to allow clinicians to inform patients of postoperative procedures and 
antibiotic consumption via electronic reminders [55].

Fourteen articles addressed the use of DDTs in the preoperative stage. Most of 
DDT applications in this stage are aimed to predict SSI occurrence based on patient 
clinical data (e.g. age and eating habits) and on the complexity of surgical proce-
dures to be performed. For example, van Esbroeck et al. [61] described the use of 
machine learning to successfully predict the outcomes of mortality, morbidity, SSI 
rates, and other complications within 30 days of surgery.

Fourteen articles addressed the use of DDTs in the intraoperative stage, mainly 
focusing on the identification and mitigation of SSI risks related to behavioural and 
environment aspects. For example, Birgand et  al. [87] described how a motion-
capture system based on cameras and smart sensors was used to monitor operating 
room traffic and predict SSI occurrence. The system analysed how the number of 
door openings during surgical procedures increase the number of particles in the air, 
increasing the risks of wound contamination. Similarly, Zhao et al. [58] assessed the 
quality of the surgical procedures by monitoring the usage of personal protective 
equipment and hand disinfection practices by surgical teams in operating rooms by 
using radiofrequency sensors.

Seventeen articles described the use of DDTs such as machine learning systems 
in SSI surveillance. In this stage, the use of machine learning algorithms helps cli-
nicians and infection preventionists to analyse large amount of data from hospital 
databases, allowing rapid and accurate identification SSI trends and detect potential 
ongoing outbreaks [59]. In some cases, artificial intelligence-based surveillance sys-
tems can achieve up to 100% accuracy in identifying SSIs [57, 99].

4.1.2  Technology‑Related Aspects

The technology-related aspects comprise the type of technology used and the matu-
rity of the proposed technology (see Table 5).

The most common DDTs were machine learning-based systems (20 articles), 
followed by smartphone applications (10 articles) and smart sensors (10 articles), 
while the least mentioned DDTs were virtual reality (1 article) and Big Data analyt-
ics (1 article).

We categorised the DDTs according to the maturity of the technology proposed. 
The level of the maturity is defined by the technology readiness assessment and 
can vary on a scale from technology readiness level (TRL) 1 to 9, where 1 means 
that the research findings are started to being translated into more applied research, 
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while 9 means that the technology has succeed in being applied [118]. Out of the 
59 reviewed articles, 31 described methods or techniques based on DDTs to prevent 
SSIs, without developing or launching any new technology. For example, Armellino 
et al. [76] developed an auditing method based on remote monitoring to assess com-
pliance with good cleaning practices in operating rooms, while Campillo-Gimenez 
et al. [56] proposed a model to compare the advantages of data mining techniques 
with manual surveillance methods. Therefore, these solutions can be classified in 
the TRL1 level, where basic principles are observed and reported through primary 
research.

Table 5  Technology-related aspects

* Although Big Data analytics and data mining are not technologies but techniques and methods, they are 
essential to understanding the technological aspects of value creation by DDTs
Elaborated by the authors of the study

Main type of DDT evidenced Inferred maturity of the technology

Big Data analytics*: [103]

Total: 1 article

TRL1: [54] [56] [57] [60] [63] [68] [71] [76] 
[79] [82] [83] [86] [87] [89] [90] [92] [93] 
[95] [98] [100–103] [105–107] [109–112]

Total: 31 articles
Data mining*: [56] [57] [59] [95] [99]

Total: 5 articles

TRL2: [78]

Total: 1 article
Deep learning: [97] [102] [107]

Total: 3 articles

TRL3: [55] [72] [73] [81] [84] [99]
Total: 6 articles

Digital cameras: [71] [76]

Total: 2 articles

TRL4: [70] [77] [80] [91] [97]

Total: 5 articles
Internet and software applications: [55] [74] [77–81]

Total: 7 articles

TRL5: [62]

Total: 1 article
Machine learning: [61] [62] [66] [69] [70] [73] [83] 

[86] [89] [90] [92] [93] [96] [98] [100] [101] [105] 
[106] [109] [112]

Total: 20 articles

TRL6: [61] [66] [69] [74] [75] [96] [108]

Total: 7 articles

Smartphone applications: [64] [65] [67] [68] [75] [84] 
[88] [91] [104] [108]

Total: 10 articles

TRL7: -

Smart sensors: [54] [58] [60] [63] [72] [82] [85] [87] 
[94] [110]

Total: 10 articles

TRL8: [58] [94]

Total: 2 articles

Virtual reality: [111]
Total: 1 article

TRL9: [59] [64] [65] [67] [88] [104]
Total: 6 articles
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Six articles described DDTs in the TRL9 level. For example, Gunter et al. [65] 
reported the development and testing of an image-based smartphone application 
for post discharge surgical wound monitoring. The smartphone application was 
launched in the market and made available for patients and healthcare practitioners. 
Similarly, Du et  al. [59] described the development of an automated surveillance 
system to monitor infections and outbreaks. The system has proven its efficiency 
after 4  years of development and testing and has already been adopted in several 
hospitals in China.

4.1.3  Data‑Related Aspects

Data-related aspects refer to the characteristics of data used and how the data is 
managed for SSI prevention purposes. We classified the articles according to the 
type of data, nature of data, and data management function (see Table 6). Similar to 
Khazaei et al. [119], we classified the articles according to the type of data used, i.e. 
real-time or retrospective data.

Retrospective data is the most common type of data present in the reviewed arti-
cles (30 articles). Although 29 articles reported the use of real-time data in SSI 
prevention, most of them described the collection of real-time data, but with a ret-
rospective data analysis. For example, studies described the monitoring of surgical 
team behaviour in operating rooms in real time [94, 110]. In these studies, the data 
is converted and stored, and the analyses are performed offline, i.e. several days after 
the surgery. One of the exceptions is the study by Falen et al. [74] that describes the 
collection and analysis of data in real time. The article proposed the collection and 
interpretation of electronic medical record data in real time to prospectively identify 
patients’ needs of early interventions during hospital stay.

We classified the articles according to the nature of the SSI risk factors repre-
sented by the data, i.e. patient-related data (endogenous risk factors) and procedure-
related data (external risk factors) [22]. Out of 59 articles reviewed, 32 articles 
described the use of patient-related data, 11 articles described the use of procedure-
related data, and 16 articles reported the use of patient-related and procedure-related 
data combined. Patient-related data is mainly obtained from secondary sources such 
as medical records [62] or national electronic databases [91] but can also be gener-
ated and shared by the patients or patients’ family members after patient discharge 
[67, 99].

Procedure-related data refers to the data that is directly or indirectly related 
to the healthcare staff behaviour and can influence in the SSI incidence. Direct 
behavioural data is obtained by the monitoring of routines, such as cleaning pro-
cedures [76], duration of surgical procedures [58], and staff movements in the 
operating room [94]. Indirect behavioural data is obtained by the monitoring of 
environmental conditions that are affected by human actions, such as the air qual-
ity in the operating room [82] and the level of noise during surgical procedures 
[54].
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We classified the articles according to the purpose of the DDTs in terms of data man-
agement function, i.e. data generation and capture, data transmission, data conditioning, 
storage and processing, data application, and data security and protection [7, 8].

Thirty-nine articles mentioned the use of DDTs to generate or capture data. For 
example, Childs et al. [85] described the use of sensors to generate data related to sur-
gical wounds’ temperature, while Hsu et al. [86] and Sanger et al. [71] described the 
use of digital cameras integrated in smartphones to obtain pictures of surgical wounds. 
Fifty-one articles mentioned the use of DDTs used in storage, conditioning, or pro-
cessing data. They mainly described the use of integrated information systems that 
enable the storage of electronic medical reports data and the use of artificial intelli-
gence-based algorithms that standardise, prepare, and analyse the data [90, 95, 100].

Nineteen articles reported the use of DDTs for data application. For example, the 
study of Eskildsen et al. [72] described a system that reduces the number and fre-
quency of door openings in operating rooms through the application of data col-
lected by sensors. The system monitors door openings and time left ajar during sur-
gical procedures by using an electronic sensor. Integrated to the sensor, an audible 
alarm was placed to sound continuously when the door was ajar, which promoted a 
significant decrease in the number of door openings per surgery.

Nine articles described data security or protection issues, but few of them provide 
details on how DDTs are used to achieve it. For example, the study of Gunter et al. 
[65] reported the use of a smartphone application by patients with the function of 
capturing pictures of surgical wounds and sharing them with surgeons and nurses. 
To ensure data protection, patients are encouraged not to send pictures that included 
identifying marks or their face. The application does not allow the storage of pic-
tures on the mobile phone itself and only can be used to submit information, not 
retrieve it. Additionally, a passcode is used to secure and encrypt the device.

4.2  Thematic Analysis

In this section, we present the categories of value identified from the reviewed arti-
cles and the classification according to the four value dimensions proposed by Smith 
and Colgate [44]: cost/sacrifice, functional/instrumental, experiential/hedonic, and 
symbolic/expressive.

4.2.1  Cost/Sacrifice Value

Cost/sacrifice value is described by the perceived benefits from the use of a DDT in 
SSI prevention, in relation to the efforts to use, buy, or own the DDT. Most of the 
reviewed studies indicated improvements in the quality of healthcare and cost reduc-
tion as outcomes [58, 97, 104], but few studies presented evidence on how different 
actors perceive the cost-benefits relationship. For example, Nair et al. [55] reported 
the implementation of an electronic reminder system to support anaesthesia teams 
in performing timely administration of antibiotic re-doses, which helps to minimise 
the risk of SSIs. The software has proven its cost-effectiveness by ensuring a re-dose 
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success rate of about 95%, despite the costs for the development and maintenance of 
the system, estimated in $40,000 and 6 months and $10,000 per year, respectively 
[55].

Gunter et al. [65] evaluated the average usability of an image-based mobile appli-
cation for postoperative wound monitoring among patients. Although almost 45% 
of the patients faced problems in completing the training sessions and faced chal-
lenges while using the application, 83.3% of them were satisfied with the solution. 
Yet, 81.8% of the images taken by the patients were good enough for physicians to 
monitor surgical wounds and come up with precise diagnosis [65]. Similarly, Zhang 
et al. [88] estimated a decrease in 14% of unnecessary clinic visits with the use of an 
online application for physician–patient messaging, despite the non-specified finan-
cial costs inherent to the implementation of the solution.

4.2.2  Functional/Instrumental Value

Functional/instrumental value is concerned with the technical features of the DDTs 
and the reliability and accuracy of the data collected and analysed. We identified 
four types of value created: (i) speed-up patient recovery, (ii) timely and accurate 
diagnosis, (iii) improved quality and efficiency of operating room, and (iv) risk 
prediction.

A range of studies reported the use of smartphone applications to provide guid-
ance to patients on basic care and hygiene practices for the treatment of operative 
wounds [64, 67, 68, 75, 84]. Physicians and nurses can monitor the wound heal-
ing process, send follow-up messages and reminders about antibiotic administra-
tion, and answer patients’ questions about treatments, ultimately helping to speed-up 
patient recovery. The findings of Hwang [64] indicate that 95% of the patients who 
used smartphone applications for postoperative monitoring said that their recovery 
process was faster and safer. The study revealed that only 3% of patients who used 
smartphone applications for postoperative monitoring needed unscheduled visit to 
emergency departments, while 22% of patients in conventional follow-up groups 
needed unscheduled care [64].

The timely identification of ongoing SSIs is crucial so that patients can receive 
early treatment to avoid the worsening of the clinical condition and perhaps causing 
cross-transmission of infections. Studies described the application of DDTs to obtain 
timely and accurate diagnosis on SSIs [56, 96]. For example, studies described the 
development of surveillance systems based on machine learning to collect and ana-
lyse patient-related data to identify potential SSI occurrences with high level of 
accuracy and in real time [69]. To increase the sensitivity of the algorithms, the sys-
tems combined multiple sources of data, such as microbiological reports, antibiotic 
usage reports, and imaging reports. As a result, the algorithms can rapidly detect 
wound colonisation, SSI clusters, and outbreaks during the early stages, thus allow-
ing nurses and clinicians to implement prevention and control strategies with more 
efficacy [59, 108].

Studies described DDT applications to improve the quality and efficiency of oper-
ating rooms as an important aspect for SSI prevention. In this regard, smart sensors 
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allow surgical teams to monitor and control environmental conditions that are asso-
ciated with SSI. For example, studies reported the use of sensors and other DDTs 
to monitor and reduce the number of door openings and people traffic in operat-
ing rooms, thus helping with maintaining appropriate levels of pressure, airflow, and 
noise [54, 60, 63, 72]. Smart sensors are also used to limit people’s access to operat-
ing rooms [58] and reduce the number of movements by staff during surgeries [94], 
thus helping to maintain the sterile environment and to make the flow of personnel 
and materials more effective.

Preventing SSI occurrence relies on the identification and mitigation of endog-
enous and exogenous risks associated with the likelihood of a patient developing 
an SSI. In this regard, studies reported the use of machine learning algorithms to 
predict risk factors by analysing data related to patients’ health conditions (e.g. age, 
alcohol consumption, comorbidities) and complexity of surgical procedures [57, 61, 
105]. As hospital databases often contain large amount of incomplete and unstruc-
tured data, machine learning models can be designed to decipher complex relation-
ships between variables and perform statistical analyses beyond the scope of human 
capability [83]. The study of Falen et al. [74] described the assessment of multiple 
risk factors in the real time, where machine learning algorithms estimate the prob-
ability of SSI occurrence by integrating data from hospital databases with patients’ 
follow-up reports in the postoperative stage. Similarly, Ke et  al. [69] proposed an 
algorithm that predicts SSI risks by analysing evolving clinical variables, also sug-
gesting that machine learning models that integrates dynamic data present better 
prediction accuracy, thus being more reliable.

4.2.3  Experiential/Hedonic Value

Experiential/hedonic value is concerned to positive feelings, sensations, and emo-
tions that patients, healthcare practitioners, and managers experience when using 
DDTs. It is also associated to the benefits of social interactions and knowledge crea-
tion. Regarding this dimension, we identified three types of value created: (i) conven-
ience and comfort, (ii) improved communication, and (iii) shared decision-making.

DDTs in general leverage the automation of processes and allow the execution 
and delivery of health services with reliability and comfort. In this sense, we assume 
that all reviewed articles directly or indirectly address the use of DDTs to enhance 
convenience and comfort. Here, however, we only include the articles that explicitly 
evidence the creation of this type of value. For example, studies portray the use of 
smartphone applications as an important tool to allow remote postoperative care. 
Broman et al. [79] reported that surgeons prefer using smartphone applications for 
sending and receiving photos of patient wounds rather than in-person clinical assess-
ments. Surgeons also claim that remote care allows more flexibility with time man-
agement and therefore enhances efficiency, as the duration of remote consultations is 
slightly shorter than the duration of in-person consultations [79].

Studies suggest that patients and their family members are enthusiastic about 
using smartphone applications for remote care, as it reduces or eventually eliminates 
the need for patients to return to the hospital settings [75, 79], thus avoiding being 
expose to innumerable infectious bacteria and viruses. In addition, it alleviates the 
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burden and costs of unnecessary travels for clinical visits, which is highly benefi-
cial, as patients are usually more vulnerable during the post discharge. In this sense, 
remote care, in addition to being more convenient and cheaper, is also safer [75] and 
helps to increase patient satisfaction with the healthcare received [64].

By nature, DDTs are meant to make communication easier, faster, and more 
efficient [7]. In the context of SSI prevention, DDTs directly or indirectly fos-
ter improved communication between healthcare practitioners and patients. In our 
analysis, however, we consider the studies that explicitly indicate better communica-
tion flow between actors. For example, Lu et al. [80] described the development and 
implementation of two software applications that generate automated text messages 
and phone calls with the aim of regularly reminding patients about the preopera-
tory procedures and monitoring signs and symptoms of SSIs postoperatively. As a 
result, patients felt more confident by receiving medical advice on a regular basis, 
while nurses and surgeons are efficient with monitoring patients’ outcomes based on 
auto-generated reports, without an increased workload [80]. Similarly, other studies 
reported that patients appreciate the direct connection with nurses and physicians 
via smartphone applications, demonstrating more interest in interacting with these 
professionals and asking questions about wound treatments, medications, and medi-
cal appointments [75, 84].

Over the surgical stages, healthcare practitioners from multiple specialities are 
challenged to work collaboratively and combine their competences to alleviate bias 
and reduce SSI risk factors [120]. In this context, DDTs serve as digital platforms 
where practitioners can access and share patient-related data and discuss about diag-
noses and patients’ conditions, thus leading to shared decision-making. For example, 
Falen et al. [74] described a software application that can automatically pull patient-
related data from various sources and perform simultaneous analysis on SSI risk 
factors. Through this software, nurses and physicians receive real-time notifications 
about laboratory results, patient vital signs, current medications, past procedures, 
and coexisting and comorbid conditions. The software predicts and ranks SSI risk 
factors and denotes the likelihood that an SSI will occur, ultimately helping nurses 
and physicians to share decision treatments and other early interventions [74].

4.2.4  Symbolic/Expressive Value

Symbolic/expressive value refers to when the actors involved in SSI prevention asso-
ciate DDTs with more abstract or symbolic meanings, here represented by patient 
empowerment.

Although some reviewed studies address the efforts of patients in reducing SSI 
risks [67, 81], few studies provide details on how DDTs effectively contribute to 
make them feel protagonists in SSI prevention routines. For example, Haskins et al. 
[91] reported the development and validation of a digital platform based on software 
and smartphone applications that allow patients to do virtual simulations to estimate 
SSI risks based on their own conditions at the preoperative and postoperative stages. 
Similarly, McLean et al. [108] reported that the use of a smartphone application for 
remote wound assessment helped patients to be more engaged in communicating 
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with physicians and nurses and encouraged them to lead their own postoperative 
recovery.

In Table 7, we present an overview on the created value categories and dimen-
sions. By following the value space logic proposed by Lindman et al. [47], we also 
indicate the actors who mainly benefit from the created value and identify the pre-
dominant DDTs and the key activities that enable them as a source of value creation 
in SSI prevention.

5  Conclusions

In this systematic review, we explored how DDTs enable value creation in the pre-
vention of SSIs. DDTs include, among others, cloud computing, Big Data analyt-
ics, and artificial intelligence that enable digital, networked, automated, and intel-
ligent processes [5, 6]. We follow the PRISMA protocol to review empirical studies 
retrieved from the databases Scopus, Web of Science, MEDLINE, ProQuest, Pub-
Med, ABI/Inform Global, and Cochrane. In total, 59 articles published between 
2011 and November 2021 were reviewed and analysed from descriptive and the-
matic analysis techniques. There was a substantial growth in the number of articles 
published between 2016 and 2020, which suggests an increasing interest in applica-
tions of DDTs for the prevention of SSIs. Most of the articles are published in health 
sciences and health informatics journals, predominantly with a modelling/simula-
tion approach. Out of 59 articles analysed, 35 (59%) were conducted in the USA.

Our study provides an overview on the clinical, technological, and data-related 
aspects associated to value creation enabled by DDTs in SSI prevention. Regarding 
the clinical aspects, most of the reviewed articles mention DDT applications aimed 
to prevent infections in the postoperative and surveillance stages. This is in line with 
the fact that 32 out of 59 articles address the use of patient-related data, which sug-
gests that DDTs are primarily designed to monitor patient recovery, to support SSI 
diagnosis, and to provide data on postoperative treatments and routines. Further-
more, 23 articles show the use of DDTs in the prevention of SSIs in clean surgeries, 
while no studies were found about dirty or infected surgeries. In fact, almost half of 
SSIs in clean surgery are preventable [121], which justifies the focus on technologi-
cal solutions for this type of surgery. However, it is noteworthy that SSIs in clean 
surgeries represent less than 2% of all SSIs, while SSIs in dirty surgeries represent 
more than 40% of occurrences [27].

Regarding technology-related aspects, our findings show that machine learning 
is reported in 21 articles, which is in line with previous reviews that have evidenced 
that machine learning has become one of the most popular DDTs, as it allows to 
identify risk factors and trends that would be difficult for human operators to per-
ceive [8, 14]. Our findings indicate that in 31 out of 59 articles, the technologies 
are in the first stage of the technology readiness scale (TRL1), which means that 
the research findings are started to being translated into more applied research, thus 
denoting a growing interest in the development of innovative solutions for the pre-
vention of SSI and the potential emergence of new DDTs.
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Regarding the data-related aspects, our findings indicate that 29 articles are focused 
on the use of real-time data, while 30 articles are focused on the use of retrospective 
data. This is problematic, as prior literature suggests that the combination of retrospec-
tive and real-time data produces more reliable results and allows the identification of 
SSI risk factors with more accuracy and speed [122]. In relation to the nature of the 
data, 32 articles report DDTs that rely mainly on patient-related data, while 11 articles 
include procedure-related data. The reviewed articles indicate that DDTs are mainly 
used to store, condition, and process data (51 articles), while few studies provide infor-
mation on how to ensure data security or protection while using DDTs (9 articles). 
Privacy and data security issues are often mentioned as key barriers for the implemen-
tation of new technologies in healthcare, and scholars claim that these issues should be 
among the top priorities for academics, companies, and practitioners [4, 7].

Following the value space logic [47], we linked the value categories and value 
dimensions with the predominant DDTs and the key actors and activities that enable 
value creation in SSI prevention. We classified the value created by DDTs in 9 cat-
egories, organised according to 4 value dimensions: cost/sacrifice value, functional/
instrumental value, experiential/hedonic value, and symbolic/expressive value.

Our findings suggest that studies address the creation of instrumental value, as many 
of them deals with functional aspects of technologies, focusing on the technical features 
and on the accuracy and reliability of collected and analysed data. Physicians and nurses 
are the actors who directly benefit. While most studies report improvements in patient 
care by reducing SSI risk factors, few provide data on cost-effectiveness of DDTs, espe-
cially in terms of financial and non-financial impacts for patients and healthcare prac-
titioners. The few studies that explicitly address cost–benefit relationships focus on the 
perspective of hospitals, paying scant attention to how other actors perceive the benefits 
and efforts involved in buying and using DDTs. On the other hand, studies that outline 
the creation of symbolic value are mostly focused on patient empowerment, thus over-
looking personal and social aspects of other individuals and groups.

5.1  Implications

Our study aggregates and classified relevant knowledge about DDT applications in 
the prevention of SSIs from a multi-actor perspective and provides an overview of 
the clinical, technological, and data-related aspects associated to the use of various 
DDTs in SSI prevention.

Our study analyses the categories of value that are enabled by DDT applications, 
relate them to the actors who mainly benefit from DDTs, and outline the activities 
by how the value created is perceived. Empirical evidence suggests that technolog-
ical innovations in healthcare are often rejected or abandoned by individuals and 
groups because they are unable to perceive how they can benefit from them [123]. 
We believe that our study offers insights to hospitals and healthcare practitioners and 
managers on how DDTs can enable value creation and to whom the benefits must be 
communicated, which can help to reduce resistance to technology acceptance [124, 
125]. Our findings can help medical technology companies to identify and structure 
new opportunities to generate benefits for users through the development of new 
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technologies or the integration of new features in current products and services that 
can maximise the perception of value created.

5.2  Limitations of the Study

Our study is subject to limitations. First, the publication period only covers 10 years. 
However, given the rapid advance of DDTs, we do not consider this to be a serious 
issue. A potentially greater limitation is that the study does not include unpublished 
data and grey literature. However, we expect that overlooked studies will soon be 
published to the extent they are essential.

Second, our study focuses on technology and how they can create value but does not 
deal with new services or product-service systems. A product-service system approach 
is grounded on the idea that value results from the experiences that customers and end-
users have with combined sets of products, services, and software [126]. In this context, 
value is co-created inside-hospital or outside-hospital, and in offline or online settings, 
driven by dynamic interactions between patients, healthcare practitioners and products, 
services, and software [127]. Although we identified elements that illustrate the inter-
action between multiple actors through digital platforms (e.g. the use of smartphone 
applications for remote care), the source material is limited to the traditional view of 
value creation of the relation of the technology vs single type of user.

Third, our study provides a broad overview on multiple aspects associated to 
value creation enabled by DDTs in SSI prevention, but our findings are limited by 
the study design and scope. We reviewed a small sample of 59 articles with hetero-
geneous approaches and great diversity of contexts of DDT applications, which lim-
its the generalizability of our findings. Furthermore, as we did not perform a quality 
assessment of the reviewed articles, it is not possible to estimate the extent to which 
our findings may be transferable to other situations and settings.

5.3  Future Research

Based on the analysis of the 59 studies reviewed and on the limitations of our study, 
we identified four opportunities for future research:

Value co-creation and product-service systems: Given the advances on the lit-
erature towards value-based care and grounded on the participation of multiple 
actors in the joint creation of value, future studies should investigate how patients, 
healthcare practitioners and managers, companies, and regulatory bodies interact 
to create mutual benefits from the combination of product-service systems. By 
following this approach, researchers could conduct interviews and observations 
or apply surveys to get an overview on how different actors collaborate for the co-
creation of value, how they perceive and experience the cost-benefits, and what 
are the drawbacks in collaborations aimed to the prevention of SSIs.
DDTs in contaminated and dirty surgeries: Although empirical evidence suggest 
that contaminated and dirty surgeries are more likely to result in SSIs, future stud-
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ies could focus on new technological solutions tailored to mitigate SSI risk factors 
in these categories. We suggest that research can focus on exploring how DDTs can 
better help patients to achieve better health conditions in the preoperative stage.
Data legitimation and explainability: Future studies can explore new tech-
niques and methods to promote the acceptance of data generated through DDTs 
by healthcare practitioners and managers. For example, although the literature on 
technology acceptance is vast [124], there is still a lack of studies investigating 
how users accept data generated from DDTs and how to make the data useful for 
all actors involved in SSI prevention.
Data-driven interventions: Future studies can explore how to design and implement 
data-driven interventions based on data collected and analysed in the real time. Our 
review demonstrates that DDTs can be tailored to provide real-time feedback and to 
promote prompt behavioural change [72]. However, although real-time feedback in 
healthcare has gained popularity [128], little is known about how to use real-time data 
to speed up the decision-making process, allowing healthcare practitioners to obtain 
timely and effective responses and formulate interventions that can be monitored.
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