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Abstract 

Vehicular ad hoc networks (VANETs) have remained complacent for a period which has caused the 

strength of security of these networks to decrease. In the context of truck platooning, a topic in high 

regards to companies which maintain a fleet of trucks or even a single truck for which business is 

essential, should consider security of the VANET a necessity and trust must also be considered for 

implementation. The main contribution of this work is to propose a model of securing VANET 

communication regarding truck platooning via a hybrid method of blockchain technologies, smart 

contracts, and a modelling of trust.  
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1. Introduction 

Ensuring confidentiality, integrity, and availability of vehicular communications remains an ongoing 

process in an everchanging industry which features products being used by billions worldwide every day. 

The Model T Ford first debuted October 1 of 1908 in Detroit and since its inception the automotive 

industry has been nothing short of innovative, even aiming to create cars which are fully autonomous so 

that human interaction is little to none. What began as an automotive wonder has now essentially 

become a computer on wheels, but what happens when one starts questioning the matters of security 

within this computer on wheels? As the complexity of vehicular communication grows so too do the 

problems and attack vectors associated. “What messages are most prone to an attack, which should be 

secured, and how can they be secured?”, are but a few questions that may come to mind when 

beginning to contemplate the security measures that go into vehicular communication which ensure 

safety. When addressing these questions, a topic which has stuck around for the past decade seems to 

be blockchain technology, but not the blockchain known for the cryptographic currency Bitcoin. 

Vehicular communication involves intricacies often unknown to most vehicle operators, yet the need to 

secure messages being transmitted or received by a vehicle to ensure safety is essential within the 

context of vehicular communication, in the context of this thesis revolving around truck platooning. One 

must compose an understanding of the current weaknesses in security, how vehicular communication 

occurs, and which communication(s) would be feasible to secure. Traditional methods of security in 

automotive standards are incapable of securing the trust, reliability, and accuracy of data – going back 

to the confidentiality, integrity, and availability of data of vehicular communication. Therefore, when 

speaking about security of vehicular communication within truck platooning one means of application 

which has been proposed is using Blockchain and smart contracts. 

Platooning involves two or more trucks which will make a formation in order to save the group on cost 

of fuel and efficiency of driving. This method of trucking in turn can prevent traffic incidents involved in 

driving on highways. Being able to secure this formation with blockchain technologies and proposing a 

modelling of trust in order to determine the “leader” of the platoon would ensure a level of safety 

through means of security not found in current VANET standards of communication. Going further and 

proposing such an implementation on the Intelligent Vehicle (IV), fully autonomous vehicles, would 

mean ensuring that the security of a platooning formation could not be broken as the blockchain would 

have to be altered from a certain point in its chain which equates to an attacker needing a high level of 

computing resources to break the chain. 
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The need for securing vehicular communication comes as the manufacturing of a vehicle is becoming 

complex as the goal is to move towards fully autonomous, self-driving without the need for human 

intervention. As the vehicle makes a shift towards autonomy the amount of electronics and 

communication which is involved requires scrutiny in terms of how to keep the passengers safe whom 

are within the radius of said vehicles. Hence the need for researchers to explore options beyond 

conventional security means to ensure safety of vehicular communications. 

Blockchain is often associated with the financial industry, but since Bitcoin’s inception various industries 

have sought to explore the ability of blockchain’s applications, most notably in medical, notary, supply-

chain, smart contracts, digital identity, and the automotive industry. Within the automotive industry 

alone, blockchain has been implemented to secure supply-chain communications and smart contracts.  

Although much research has been done in the area of blockchain applications for vehicular 

communication, no one has talked about implementing a hybrid solution of blockchain, smart contracts, 

and a modelling of trust in order to secure truck platooning and keep the discussion current as for 

feasibility of all these proposed application scenarios. 
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2. Research Objective 

Using previous research on vehicular communication and blockchain to secure vehicular 

communication, the following question will be posed: 

Question 1: Based off the current scope of vehicular communication in both human operated vehicles 

and autonomous vehicles, can blockchain be a hybrid model using the cloud-car communication 

architecture in VANET be used as a means of securing vehicular communication with smart contracts 

and modelling of trust in truck platooning? 

Sub-Question: Can a simulation be implemented using programming in order to show the proposed 

means in order to ensure confidentiality, integrity, and availability of truck platooning communications? 

2.1 Research Limitations 

The scope of limitation: platooning and blockchain applications for vehicular communication. There will 

be no focusing on governmental, in this case the European Union’s, regulations which may impact the 

implementation of blockchain using smart contracts and a modelling of trust to secure Vehicular Ad-Hoc 

Network communications. The usage of VMWare and Python programming will be referenced, but not 

spoken in detail as to assume any interested party can look further into provided documentation and/ or 

scripts provided within the scope of work. 
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3. Thesis Outline 

To structure this thesis, we would like to present the topic of vehicular communication in a mind 

mapping manner: why do we need vehicular communication, how does vehicular communication work, 

several examples of vehicular communication which can be secured, and examples of blockchain via 

means of securing these messages. 

The remainder of the research paper will be divided into the following sections: 4. Literary Analysis, 5. 

Methods, 6. Results, 7. Discussion, 8. Conclusion, and References. 
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4. Literature Review 

In order to maintain a sense of clarity before delving into the literary analysis of previous research one 

should review research chosen based on three terms commonly used: Vehicular communication, 

Platooning, and blockchain. Subtopics of research involved included general security concerns and the 

novelty portion: modelling of trust within IoT applications.  

4.1 Vehicular Communication  

Vehicular communication can be defined as communication which occurs between computer networks 

within vehicles and other nodes, i.e. roadside infrastructure. Current research is focusing on the idea of 

the car communication model being cloud based in that updates and other messages can originate from 

VANET (Vehicle Ad Hoc Networks) provides the means of encapsulation of Vehicle-to-Vehicle and 

Vehicle-to-Infrastructure which allows vehicles to provide critical information to other vehicles nearby 

[19].  

4.2 Security Concerns 

The automotive industry was introduced to several security concerns concerning safety when the 

discovery was made that a 2014 Jeep Cherokee could be accessed remotely and compromise the 

integrity of vehicular operation, i.e. manipulate the car’s functionality [12]. 

Different malicious attacks such as the blackhole, greyhole, bad-mouthing attack, and good-mouthing 

attacks have been proposed as internal attacks which to conduct against V2X (vehicle-to-everything) 

networks, included in that category is vehicle-to-vehicle communications [2]. 

One attack for example can involve a hacker trapping or posing as the sender in order to manipulate the 

original message which is then passed on to the receiver with malicious intent as mentioned [5]. 

4.3 Platooning 

Studies of heavy truck automation only began around the mid-1990s, in one study – truck platooning 

which is a string of vehicles driving along the same path within a close proximity of one another allows 

for energy savings of the other trucks and cost being simply the adaptive cruise control (ACC) plus 

Vehicle-to-Vehicle communication system [21]. 
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4.4 Blockchain 

Since blockchain disrupted the financial sector as a peer-to-peer cash system [15], industries and 

researchers have been searching for alternative applications- many of which have been suggested within 

the automotive industries. One example being a means of securing vehicular messages, truck 

platooning, and even preventative maintenance. Car companies such as Porsche have introduced 

blockchain to cars – including testing to unlock and lock the vehicle via an app, temporary access 

authorizations and new business models based on encrypted data logging [14]. 

Such applications within the automotive industry have included: Traffic information gathering and 

sharing incentivized by Blockchain [8], [7] propose a blockchain based car communication model, [10] 

propose a secure communication blockchain structure - even proposing a platooning method, [4], [11] 

proposed a blockchain-based Firmware Update Scheme Tailored for Autonomous Vehicles, and a 

Blockchain based architecture to prevent attacks in VANET [13]. 

Other applications worth mentioning in the scope of this work include: a revised means of vehicle 

history reporting (CarChain) proposed by Masoud et al, securing the passing of message between 

vehicles using blockchain as a means to increase availability of communications [9], and a proposal from 

[4] to secure vehicular firmware updates for autonomous vehicles using blockchain network and a 

smart-contract created by the car manufacturer.  

A thesis worth mentioning by Jose Antonio Soto Villacampa [20] proposed the application of blockchain 

in order to ensure privacy of traffic management implementation, though citing working best in smart 

cities and may facing limitations outside of said smart city infrastructure. 

The previously mentioned works are but a few of many within the scope of blockchain applications in 

the automotive industry. The issue arises as the ideas are mostly beneficial to an end user if properly 

implemented, but difficult to know which should be implemented and which should be tabled for later 

analysis. 

4.5 Modelling of Trust 

Essentially, modelling of trust in this context assumes x number of vehicles create successful 

communication connection and transmission while calculating the likeliest vehicle to maintain a speed 

to ensure highest level of efficiency when forming a platoon. [1] proposed trust management models 

and security which can play an important role in protecting devices within IoT from attacks throughout 

the OSI model layers. 
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The research question proposed took inspiration from the consensus-based algorithm developed so that 

truck platooning would occur in an iterative manner based off speed [16].  A model of trust within IoT 

devices was proposed to use probabilistic neural networks to classify a node as trustworthy and with the 

ability to differ the level of security based off the information being sent [3]. 
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5. Methods 

Before discussing the methodology obtained to conduct the results of our research, we should reflect on 

the question posed for this research which includes examining the ability of using smart contracts, i.e. 

Blockchain technology and modelling of trust to secure truck platooning while also looking into other 

methods to compare against this proposed method. 

5.1 Workflow 

The time of the research spanned from late December 2019 to early May 2020 and was able to follow a 

structured approach in order to evaluate the research papers that were used for this exploratory 

research and form a research question. The approach was to use the time efficiently to read the papers 

and followed a workflow as such: read abstract, introduction, and the conclusion – from this point there 

was evaluation if the paper was of use for the research by asking what the paper achieves in regards to 

platooning, modelling of trust, and blockchain technology – the papers were read to form a general 

overview of the work so that we could then use within the research to build an argument for our 

research question to be advised. 

5.2 Literature Source 

Methodology primarily used for hypotheses formulation of this thesis is a literary analysis on past 

research done on both vehicular communication and blockchain technology in order to assess the 

feasibility of securing messages using blockchain technology. We focused on using research papers, 

journal articles, theses, and white papers from security researchers in order to answer the proposed 

research question(s) outlined in Section 2. Research Objective. Our literary analysis was aimed at papers 

and works which had been published at a certain level of academic or professional associations, for 

instance the Institute of Electrical and Electronics Engineers (IEEE). As previously mentioned, when 

selecting various papers consideration that certain publications would not hold merit for an exploratory 

route needed to be taken in order to allow for understanding what was applicable to the proposed 

research question. Using Google scholars and Halmstad University’s library access to research 

publications provided the ability to better determine what research was published and applicable. The 

reason for going through this method of analysis was to ensure any research used for the defense of 

research question(s) would have gone through scrutiny from the professional and/ or academic 

community. 
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Once the previous research was obtained, an in-depth analysis was performed again to determine what 

would be used and what previous research provided additional links useful to the research question(s). 

This would allow us to be better equipped to use the works toward my research through a clear 

understanding of when the source could be cited to strengthen an argument or observation towards our 

contribution to the research question’s support. 

5.2 Experimental Method 

Our experimental method consisted of using a Dell Latitude 5490 laptop with 8GB of RAM, Python 

programming, and VMware Ubuntu virtual machines to simulate truck platooning with hybrid block 

chain and a modelling of trust. Note: screenshots of these scripts are in the Appendix A: Python Scripts 

section. 

First, mind mapping was done to create an idea of what was wanted out of potential Python scripts so 

that the following simulation could occur: a server, five vehicles, simplified block chain, and modelling of 

trust. Five vehicles were chosen, albeit arbitrary, to show what would happen if one of the five was not 

able to complete the calculations required for the blockchain which would simulate an untrustworthy 

vehicle. We arrived at the idea of the following explanations: 

The *blockchain.py script is made to incorporate the basic theory of block chains in the form of a secure 

communication channel between autonomous vehicles that do not trust each other. 

The server.py script requires a database to exist before the script is run (found in setup.py), which can 

be created by running the setup script. The database has two tables, the first table is to keep track of all 

the vehicle IDs and their respective IP address, whereas the second table keeps track of the platoon 

leaders. The server script is using a broadcast library which is created to make the broadcast receiver in 

the server so that all the vehicles can send their ID at the same time. One thing should be kept in mind 

that the data here is being transferred to a UDP port. 

The server broadcast receiver is fetching the ID and putting them in the database in a separate sub-

process using the multi-processing library and that process is not joined into the main program as it will 

end as soon as the server script ends. The other function is to create a platoon as soon as five rows can 

be fetched in the table. 

The vehicle script was designed to emulate a vehicle with a specific vehicle ID that is kept in the ID tuple, 

apart from that it is using a block chain library which has two classes; the first is a block which is 
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responsible for creating the blocks and making their hashes using generate and Hash functions, the 

second class, chain, has the responsibility of making the chain itself. It makes a block and adds it in the 

chain using the add block function and the other block can be added to the chain using the validate 

block function which can be used when the block is created in another vehicle. The object of class chain 

keeps track of the hash list of all the blocks and the chain. As soon as a new block is added or made it 

makes a new proof of work which will be used to build the trust model in the peers(vehicles) which have 

0 trust in each other. Note that the Vehicle ID for each of the five scripts used to simulate vehicles was 

changed to correspond with each different vehicle.  

The block chain can be fetched using the ret_chain function and the proof of work is made using the 

function of the same name. This script has used the bcast library which is also being used by the server 

to create the broadcast receiver. The vehicle script first sends the server their ID then waits for the 

server to send the platoon. 

As soon as the platoon is fetched it starts to build the first block, which is made by the list of all the 

vehicle ID and the IP address. This way all the blocks made or added will have to add the hash of the 

previous block and the block can be verified by all the other peers. The vehicle scripts first check if it is 

their turn to send the speed value which is chosen at random within a certain limit which can be 

changed. If it is not their turn to send, then it will wait for the broadcast receiver to get the blocks from 

the other peers. This block will be verified and then added to the chain. Once all the blocks have been 

added to the chain then the script starts to look for the fastest vehicle. Then the vehicle with the 

greatest speed will send the server their ID and will be the platoon leader. 

Lastly, we used VMWare Ubuntu virtual machines in order to simulate each vehicle and the 

corresponding servers. Implementing Docker was an original idea as to avoid overuse of RAM on the 

laptop used, but due to limitations (see below) our work and time allotted for using VMWare, 

technology we’re accustomed to using. Minimal installations were used in order to avoid useless 

applications and packages being installed into the virtual machines. The corresponding ports were 

opened, and local IP Addresses configured to allow proper communications between the virtual 

machines. 
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5.3 Limitations 

As our research took both an exploratory and experimental route, we could not conduct interviews with 

individuals working in the trucking industry due to the limitations as follows: not being applicable to our 

research scenario and limited on time with which to conduct reasonable interviews. 

The inability to conduct actual experiments on industrial machinery due to time constraints, monetary 

restraints, and sponsorship via an industry partner can be perceived as a limitation to the proposed 

research question. 

 

5.4 Comparison to Qualitative Method 

Another route that had been proposed as a means of method to achieve desired results in which to 

answer the research question(s) was to summarize our questions into pointed questions which could be 

aimed at individuals and researchers working within the automotive, see trucking, industry. By doing so 

such questions could have guided results towards proper avenues of research, arguments, and/ or 

counterarguments to defend our work. 

The problem with this method of research when related to our question(s) is that we had a time 

restriction and would have needed a larger number of participants willing to divulge information 

pertaining to this research, some of which may be currently underway with various companies. The 

decision was made to avoid this form of method in order to remain productive with the proposed 

timeline of our work, which didn’t facilitate leeway towards awaiting voluntary participation. 
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6. Results 

Referring to the scripts summarized in the Methods section using Python programming and VMWare 

Ubuntu virtual machines to simulate using block chain technology in order to secure truck platooning 

and then implementing a modelling of trust we obtained the following results. 

Running the simulation allowed for observation of a chain forming, trucks communicating, forming a 

platoon, and then storing the chosen platoon leader's information via an SQLite3 database created by 

setup.py and storing within vehicle_record.db. 

We included a sample of the output in an Excel document to see what the numbers can look like and 

how to determine the vehicle with the highest level of trust and a vehicle that has no level of trust 

because it is an untrustworthy node due to not being able to complete the computing needed to form a 

trustworthy block within the blockchain. 

Vehicle ID Score 

Truck D 364 

Truck E 123 

Truck C 202 

Truck B 311 

Truck A 0 

Figure 1 – Modelling of Trust Output 

6.1 Evaluation 

The scripts provided significant results as they were run about 1000 times in order to generate real raw 

data. Admittedly the responses between virtual machines did not occur immediately but would 

eventually be successful.  

Overall, the evaluation was determined by viewing the script running and checking output as the 

machines ran. Although our model is in its nascent stage with code evaluation and better configuration 

of the virtual machines the efficiency of the scripts and proposal can rise in terms of time needed to 

compute, as the virtual machine configuration did prove to be a limitation within the scope of the 

evaluation. 
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7. Discussion 

We used multiple virtual machines, which at a couple of gigabytes of RAM per virtual machine would 

have restricted us computationally speaking, but our knowledge of Docker was limited, and 

documentation did not serve our purposes for research within a timely manner. 

The Python script server.py acted as a manager and vehicle.py acted as a worker. This allowed a 

simulation of Vehicular Ad-Hoc Network (VANET) communications and the ability to gain the results 

from our Results section through interaction of the Python scripts. 

7.1  Oppositions 

This section was split into two subsections in order to account for proposed oppositions regarding both 

the literary analysis and experimental phases of our research. 

With research being sparse in some areas of our proposal - i.e. blockchain technology as an        

application within truck platooning, piece together information which wasn’t seen as a possible 

opposition though it could be stated more concrete work needs to be added as reference. Although 

previous work did show the ability to use Blockchain as a means of securing interactions, see 

communication, between peers in a verifiable manner in order to maintain integrity of data [6]. 

Conventional methods have shown to be incapable of securing intelligent vehicle (IV) communication as 

they fail to provide reliability to the data [19]. [18] implements a trust environment using Blockchain 

technology as the core in order to secure intelligent vehicle (IV) data-sharing.  

Oppositions regarding our experimental research would initially pertain to our limitations, which was 

the issue of not having industrial equipment to simulate our proposed research. By having used a 

simulation via VMWare virtual machines and Python programming we allowed for a streamlined 

approach against our schedule limitation but did decrease our chances of industry ready data for which 

to further a discussion of using block chain technology to secure Vehicular Ad-Hoc Network 

communications. 

One could argue the Python scripts used in the simulation had a simplicity to them but should note that 

they were used as a means of furthering the discussion as to how this proposal may be feasible instead 

of relying solely on critiquing previous research. We also ran into issues several times when 

implementing out setup that caused system crashes and even through troubleshooting could not 
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determine the root cause of the problem. Such an issue can be used against our experimental approach 

if demanding a 100% level of success. 
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8 Conclusion 

Through our research and means of simulation we found that furthering discussion as to how to secure 

Vehicular Ad-Hoc Network (VANET) communications within the trucking industry is of importance to 

ensure safety of both logistics and surrounding vehicles. 

8.1 Future Work 

We would like to propose future works suggestions within two subsections: Experimental Research and 

Analytical Research. 

8.1.1 Experimental Research 

Between time limitations and resource limitations proposed future works include working alongside an 

industry partner to further this research. Working with an industry partner may allow one to work with 

industrial equipment, i.e. on-board computing systems used by Vehicular Ad-Hoc Network (VANET) 

communications, in order to have a better hand on implementation of using block chain technology to 

secure these communications. 

One may propose simulations of attacks, both physical and technological, against the truck platooning 

model and how to best improve security posture - using block chain technologies and comparing to 

other methods as mentioned in our Discussion section. 

Conducting further simulations in different programming languages or implementing other types of 

block chains would be beneficial to furthering the discussion. Ethereum comes to mind as it has been an 

open source platform for block chain and suitable for many applications of various industries. 

8.1.2 Analytical Research 

Analytical Research may include, but not limited to: qualitative methods such as interviews conducted 

with those within similar research fields to gain a perspective of using block chain technology for truck 

platooning applications, statistical approaches to research such as measuring the time which our 

proposed application would take and comparing against what the confidentiality, integrity, and 

availability (CIA triad) allows in terms of time. 
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Appendix A 

Python Scripts 

1. bcast.py 
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2. blockchain.py 
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3. server.py 

 

 



26 
 

 

4. setup.py 
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5. vehicle.py 
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