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Abbreviations 

VANET – Vehicular Ad hoc Network 

MANET – Mobile Ad hoc Network 

CAM – Cooperative Awareness Message 

DENM – Decentralized Environmental Notification Message 

WAVE – Wireless Access Vehicular Environment 

RSU – Road Side Unit 

SINR – Signal-to-Interference-plus-Noise Ratio 

DOS – Denial of Service 

D-DOS – Distributed Denial of Service 

WLAN – Wireless Local Area Network 

CCH – Control Channel 

SCH – Service Channel  

CACC – Cooperative Adaptive Cruise Control 

GPS – Global Position System 

JSON – Java-Script Object Notation 

OBU – On-Board Unit 

bRR – Beacon Receive Rate 

EDR – Event Data Recorder 

EEPROM – Electrically Erasable Programmable Read-Only Memory 

NHTSA – National Highway Traffic Safety Administration 

CRC – Cyclic Redundancy Check 

RPM – Rotations per minute 

RAM – Random Access Memory 

FRAM – Ferroelectric RAM 

nvSRAM – Non-Volatile Static RAM 

MRAM – Magneto-resistive RAM 

CSMA/CA – Carrier Sense Multiple Access with Collision Avoidance 

ECU – Electronic Control Unit 
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1. Introduction 
 

1.1 Basic Principles 

These days, Vehicular ad hoc networks (VANET) attracted the interest of the 

industries to improve safe driving.  In this situation, vehicles should create an ad hoc 

network with each other to be able to exchange vital information (Vehicle-to-Vehicle). 

Basically, the VANET uses a principal in Mobile ad hoc network (MANET) with some 

customization.  

VANET covers lots of applications like cooperative awareness messages 

(CAM), Platooning and multi-hop dissemination of messages over vast distances.  

Beside the moving, communication with roadside equipment’s, the main concern in 

VANET is vehicles tend to move in an organized fashion. Also, when it comes to 

communication over a wireless, security is a vital task to achieve or maximize it. Radio 

jamming which is a blocking or interference in wireless communication can be 

considered as a security threat. VANET uses the standard IEEE 802.11p which is 

similar to 802.11a with some modifications.  

Platooning is a new technology which uses VANET. It is grouping 2 or more 

vehicles in a convoy maintaining them at a very close distance one to another using 

network communication technology's and self-driving systems. 

 

1.2 Motivation 
Roads bring important contribution to economic and as well social 

development. That’s why safety is the main concern, it meant to protect and secure all 

those who travel on roads. This was one of the reasons of bringing state of the art 

technology in automotive industry. It is clear that technology is the key to the future, 

but it must be a safe future. Threat actors always find ways to bring harm and that’s 

why it’s hard to claim that one system is 100 % safe, and still this wouldn’t be true.  

Since tech have such a big impact, relative new branch of Forensic Science, "Digital 

Forensics" will help us. It consists of recovering and analysing all data related to a 

computer crime, from a digital device. The purpose is basically to support or oppose 

a hypothesis using evidence and nowadays having an evidence that could prove 

malicious activity could be a way to decide who is guilty. 

As was already mentioned, platooning is a new concept that is planned to be 

lunched on 2021 but still there is a lot of work that must be done to achieve realisation, 

most of it concerns security. The thing is that everybody focuses now on building a 

fully secured system that nobody would be able to manipulate. On the other hand, we 

propose something new that we think is missing now, something that has not been 

done before, a way to collect evidence, because in our opinion malicious activity is 

inevitable and we hope that our humble research will contribute to a correct decision 

in court when deciding, was it a mistake of developers or intended harm.  

Information collected using our method will serve as evidence in case of radio 

jamming. It will be able to tell if the unusual behaviour during platooning was caused 
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by radio jamming or other reasons. Analyzer will be able to distinguish static vs 

dynamic jamming and predict with high precision geo-location of the static jamming 

device and time duration for both types. In order to help analyser at examination 

phase, this paper proposes a well-defined data structure to save logs. 

 

1.2 Research questions 
Since the radio jamming is one of the main issues in Platooning, our paper aims 

to propose an open framework standard for storing important information for further 

forensics analysis. Because this information is critical, this method must maximize the 

reliability, flexibility and scalability. Following questions will be answered during our 

research to achieve main scope. What information must be stored to be able to 

forensic analyze it after? How and where to store critical information? When should 

we start writing logs and for how long? Is the information that will be found is enough 

to analyze and make a conclusion about fact of jamming? 

 

1.3 Structure 

The paper is organized as follow. First, briefly describe Vehicular Ad-hoc 

Network technology and topology. Next section will be focused on types of radio 

jamming detection.  Describing the structure and the related events of the proposed 

Open Framework Standard of logging system will be concluding this paper.  
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2. Research Methodology 
2.1 Prerequisites 

In this paper, method is dekvided into 3 sections which lead us to a forensic 

analysis on jamming traces in inter vehicular communication. In order to proceed in 

developing the mentioned scope of the project, a deep understanding of the related 

topics is required. 

A) Figure out the structure of communication messages in order to extract 

valuable information and use it in our method. B) Vulnerabilities that can disrupt 

communication. C) Exploring the media each vehicle uses to store data in order to 

propose a forensic method to describe the events related to the vehicle 

communications. 

2.2 Method 

Two scenarios will be proposed in order to demonstrate how data can be 
collected, analyzed and interpreted in different situations. In first scenario we’ll have a 
platoon which moves on the highway and there is a static radio jammer hidden in the 
bush, while in second scenario radio jammer will be installed in the moving nearby 
vehicle. Digital Forensics steps will be used to achieve forensic soundness of the 
method. 

 

2.3 Framework structure 

To begin with, a framework is a conceptual, standard structure format used to 

build and deploy applications. The general idea of open framework standard is 

maximizing the readiness of logs and building a data structure which should be 

compatible with majority of automotive brands. It consists of writing all messages 

during radio jamming phase. To improve readiness of the logs, is also proposed a 

structure to organize information in 3 tables which will further could be used as 

evidence. First table holds information of that vehicle only. Next table is filled with 

platooning data collected from any messages received while radio jamming flag is on. 

Last table holds information received from Road Side Units. With mentioned tables, 

the analyzer can map all information's and events in order to have more accurate 

hypothesis about events. 
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3. Background 

3.1 Platooning 
Platooning is a new technology which is a variation of CACC and consists of 

number of vehicles that can travel very closely together, safely at high speed. The 

leader vehicle in each platoon take most of the decisions. As described in “EU 

Roadmap for Truck Platooning” [2], the distances between the trucks is optimized to 

reduce the air drag. It is also adjusted when a car drive in between. If the lead truck 

makes an evasive maneuver, the trucks behind reacts at the same time. In this 

technology, a reliable communication is vital to maximize the road safety. 

 

 

Additionally, trucks have forward looking radar sensor that can see around 200 

meters in front sensing obstacles ahead, if it detects one, it automatically applies the 

brakes in both trucks. Human reaction in this case is usually around 1-2 seconds, but 

with this technology, breaks are applied in 0.01 seconds. 

Concluding, platooning has following advantages: 

1. Environment friendly - Due the fact that they drive close one to another, 
they use air gap left behind. That reduces fuel consumption and CO2 
emission  

2. Safety comes first - Due to communication between vehicles and fact that 
they share information, breaking is automatic and instant 

3. Use less road space - Being close to each other, they use less road 
space, reduce traffic jam, deliver faster. 

 

 

3.2 VANET 
 Communication properties of platooning use specific variation of ad-hoc 

networks called Vehicular networks, known as VANET which is a spontaneous, 

Figure 1: Truck Platooning 



6 
 

unstructured network based on direct vehicle to vehicle communication with constantly 

changing topology due to high mobility of vehicle node on highway road, sometimes 

also called as VAN (Vehicle Area Networks) allows many applications such as safety, 

driver assistance, entertainment and many other Intelligent Transport System 

applications [1]. To implement such applications in vehicular environment some 

protocols should be induced to take full advantage of the communication between the 

Vehicles to Vehicle and Vehicle to Infrastructure (V2V or V2I). 

 

 

The VANET Architecture [15] is as follows: 

• Vehicle to Vehicle Communication: Each vehicle exchange data together to 

assist the driver by informing them about warning and some critical information. 

• In Vehicle communication: it determines factors like driver exhaustion or 

drowsiness and act based on the criteria defined 

• Vehicle to road infrastructure: connection between vehicles and roadside 

fixed infrastructure for gathering important data like real time traffic update, 

weather update etc.  

• Vehicle to broadband cloud: The vehicles can communicate with cloud 

services over broadband connections like 3G/4G networks. 

The VANET network modifies the physical layer of IEEE 802.11a standard 

specifications in order to support ad-hoc communication between vehicles and 

infrastructure [11]. Some important changes are as follows: 

• reduce the channel bandwidth from 20MHz to 10 MHz to enhance the 

reliability. 

• It supports half of the bit rates as compare to 802.11a i.e. 
3/4.5/6/9/12/18/24/27 Mbps. 

 

Figure 2: Vehicular Network overview [1] 
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Beacon frames play an important role in VANET. Beacon frames are a 

management frames in IEEE 802.11 based WLANs [16]. It contains all the 

information about the network. Beacon frames are transmitted periodically, they 

serve to announce the presence of a wireless LAN and to synchronize the 

members of the service set. 

 

 

 

 

 

Figure 3: Comparison table 802.11p and 802.11a [16] 

Figure 4: Channel division in 802.11p [9] 
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3.3 CAM and DENM 
In Platoon, two types of message structure are used for communication over 

VNAET. Summarizing “The quantitive study on CAM” made by Jakob Breu, Achim 

Brakemeier and Michael Menth [4], when talking about self-driving cars, we focus our 

attention on bunch of sensors, radars and cameras which are sensors of perception 

that are used to detect traffic light signs for example, ultrasonic sensors to detect 

objects, GPS with accurate map to precisely know vehicle location, object visualization 

and much more. All of those will make possible analyzing environment and taking 

decisions based on those. In case of C-ACC (Cooperative Adoptive Cruise Control) or 

Platooning, this information must be shared between vehicles. Back in 2013, ETSI [5] 

presented a prototype of CAM messages that can be used for this purpose: 

It should be noted that second type known as Decentralized Environmental 

Notification Message (DENM or Asynchronous notifications) is used in some situation 

when a specific event occurs, usually it is related to safety for example collision 

warning/detection. Due to their importance the main requirement of this type is to be 

reliable delivered in time without any delay.  

Second type is Cooperative Awareness Message (CAM or Periodic status 

exchange) which is like heartbeat messages that are periodically broadcasted to all 

nearby vehicles to provide information about current state, speed, position, location, 

info about sender etc. In case of platooning, receiving this information from the leading 

vehicle is vital, skipping some messages can ruin the platooning and can lead to safety 

problems. On the other hand, too many unnecessary status updates can lead to 

channel congestion that’s why CAM’s are send only if set of rules (checked every 

100ms) is respected: 

 

Figure 5: VANET architecture  
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CAM Header is much of our interest because it contains crucial information for 

our later forensic analysis: 

CAM protocolVersion - n is used to select the appropriate protocol decoder at the 

receiving ITS-S 

MessageID - should be harmonized with other V2X message identifier definitions 

StationID – unique identifier of originating CAM 

Following picture is a current structure of CAM that is used. Some attributes that are 

valuable for our proposed method are StationID, Speed and Header section. These 

attributes will help us to fill the tables for further analysis. 

Figure 6: Rules to trigger CAM 

Figure 7: General structure of CAM [5] 
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Figure 8: Example of CAM structure in JSON format 
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3.4 Radio Jamming Detection 

3.4.1 Introduction 

As discussed earlier, to improve the road safety and autonomous driving, 

vehicles should access their information via VANET. This protocol uses IEEE802.11p 

and it already has been used for several years and as all other protocols, it has some 

security vulnerabilities.  One of the biggest challenges in VANET is radio jamming 

which is a transmission of radio signals for disrupting the communications within the 

network. 

One part of the radio jamming is DoS attack [12]. In this type of attack, the 

malicious node sends a control packets to legitimate nodes which will send the rough 

data packets to the victim and as a result, the channel of the victim became busy. Also, 

according to [23], DoS attacks via jamming the CAM’s have a huge impact on 

platooning performance. jammer can substantially increase the packet loss ratio up to 

the level of a complete blackout. 

In our research paper, we explore methods and use detection mechanism’s [23] 

in our propose model by finding out the source of jamming.  

 

3.4.2 Jamming categories 
Based on research made by Sharaf Malebary [9], radio jamming has the 

following categories: 

Stationary: In this category [9], jammer is not moving when he launches the attack. 

Example of this jamming is a person who stands on the roadside, attack from a parked 

car or from the building. 

Targeting mobility: jammer is moving while he launches the attach. In this method, 

target is a specific node in a network (road side unit or vehicle). 

Random mobility: Like targeting mobility except jammer does not have a specific 

target and this category is the hardest group to detect. 

 

3.4.3 Jamming types 
General jammer (Constant): Jammer sends random radio signals all the time. All data 

jammer sends contain the payload which takes time for receiver to read it [9]. 

Reactive jammer: The jammer senses the medium and if it detects the power of the 

medium increases (means that someone tries to send message through media), it 

starts sending a signal to create collision on network. 

Random jammer:  Type of reactive jammer when jammers sends a signal to make 

the channel busy for a moment. Then, jammer stands by for a second and then starts 

to send signals again [9]. 



12 
 

 

 

 

3.4.4 Method for detection of radio jamming 
 

For detecting the radio jamming, the [23] proposed two method to detect the 

jamming; Model-based detector and Hybrid detector. They also consider the following 

reference jamming DoS attack scenario: the platoon moves along a highway while the 

malicious vehicle, that implements jamming DoS attack drivers in the proximity. 

  

 

 

 

3.4.4.1 Model-based Detector 

This method [23] contains training and detection phases. In training phase, this 

method collects statistics of N+1 subsequent successfully received CAM 

transmissions. After, detector classifies the CAM messages which could potentially 

collide from a CSMA/CA standpoint into one group. This type of detection works on 

the independent detection periods (the duration of which is fixed and is equals to CAM 

generation period T). The alarm is raised when there is a group formed in the training 

phase where exactly one CAM is not received. 

  

Figure 9: periodic and constant jammer in 802.11p Frame [16] 

 [16] 

Figure 10: Road Scenario [23] 
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3.4.4.2 Hybrid detector 

This method can cover two types of events, natural Collisions which is 

legitimate CSMA/CA collisions and Jammed CAMs. It follows a data mining approach 

which uses historical data of platoon communications and as a result, a prior 

knowledge about platoon is employed in the method. 

Once the training phase is completed, the detector monitors the transmissions of 

CAMs from different vehicles as well as collisions and use the training model provided 

in previous steps to detect jamming. For brevity, we omit the technical details of the 

model-based  and Hybrid detector operations. These can be found in the original 

publication [23]. 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

Figure 11: Detection sets [23] 
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4. Related work 
There are several projects that have described platooning and IEEE 802.11p 

used in this system. Daniel Jiang, Luca Delgrossi in [11] provided an overview of this 

standard in vehicular environments. The combination of IEEE Standard for Wireless 

Access in Vehicular Environments IEEE 1609.4 (Wave) [14] and wireless standard 

802.11a [13] is used to improve the reliability and performance of the Inter-Vehicular 

communication. 

 Also, Susumu Ishihara, Reuben Vincent Rabsatt and Mario Gerla in [7] 

improved the platooning by each member of the platoon, using the speed and 

acceleration of leader. In their model, each car in the platoon group is aware of its own 

position. For radio jamming detection, only periodic jamming is considered. It being 

assumed that attacker do not use constant jamming due to the limitation of SINR 

(signal-to-interference-plus-noise ratio) size of the receiver. To increase the reliability 

of communication, in order to prevent jamming, they pose a method called Visible Light 

Hybrid Communication which is a hybrid of IEEE standard 802.11p and Visible Light 

Communication in case if one fails, another can still send data. As a result, this method 

was showing better performance during radio jamming. 

One of the challenges in wireless communication is Radio Jamming detection. 

According to the proposed method in [19], the normal behaviour of MAC protocol in 

wireless network, including Packet Delivery Ratio (PDR) and network throughput have 

been measured in the beginning. The PDR value can be used as an effective 

measurement to detect jammers by monitoring the drop in PDR if a jammer is present. 

The reason behind this idea is the ultimate purpose of all types of jamming is to 

significantly decrease the PDR of the nodes in the network. Then, a method has been 

developed to avoid the jammed region in the network or jammed radio channel by 

relocation the legitimate nodes to the available channels. As a result, the network will 

not only be able to detect the jammers, but also adapt to a new optimal operation 

which is called self-healing approach. 

Due to importance of Radio Jamming detection in VANET, enormous amount 

of studies has been made in this field. For example, Sharaf Malebary in [9] used the 

built-in system on each device on the VANET network to individually count the beacon 

frames received and react based on the value. With this methodology, both road side 

units and on-board devices can detect jamming. Also, a new road side unit placement 

technique was proposed to increase the reliability of VANET Network. In this 

technique, each road side units should not have more than 900 meters between 

neighbors on the left and right side. This method allows each RSU’s to communicate 

constantly and consistent with two neighbors. 

Security concerns comes first when it comes to communication through 

Wireless medium. In order to improve the VANET reliability, all security considerations 

should be known and minimized. Mani Amoozadeh, Arun Raghuramu, Chen-Nee 

Chuah, Dipak Ghosal, H. Michael Zhang, Jeff Rowe and Karl Levitt in [12] described 

some security vulnerabilities and attacks in Cooperative driving. 3 types of attacks 

have been defined: Application Layer, Network layer and Privacy leakage attacks. 

Application layer attacks affect the functionality of application such as Cooperative 
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Adaptive Cruise Control or message exchange in the platoon management protocol. 

Spoofing attacks and reply attack are techniques in application layer attacks. Also, 

Network layer attacks have an impact on multiple user applications. DoS or Distributed 

DoS attack is an example of network layer attack which affect the multiple users in 

VANET network. Since the vehicles periodically broadcast beacon frames which 

contain various types of information like identity, position, velocity and acceleration, 

availability of this information for attacker can comprise the privacy. It increases the 

change of eavesdropping attack and gives valuable information about current situation 

to attacker. 

 

 

5. Storing of critical information 
 

In automotive, Event Data Recorder or EDR is already used for a while. Based 

on [10], EDR is also called a car’s black box, name originating from device used in 

airplanes, which works almost the same, it records and stores critical information 

related to pre-crash and crash. For instance, NHTSA (National Highway Traffic Safety 

Administration of United States) decree that starting with 2013 models, EDRs must 

keep a record of 15 distinct variables in the seconds before a crash. Some of them are 

speed, how far the accelerator was pressed, engine’s RPM, if the driver hit the brakes, 

steering wheel position, if seat belt was buckled or unbuckled, and how long it took for 

the airbags to deploy.  

There are 2 ways of how EDR work. It constantly rewrites critical information 

(not so common) or start writing only if several conditions, which are common during 

a crash, were met. It can be electronically sensed problems in engine or sudden 

change of velocity, wheel direction. All data is collected after the crash and analyzed 

to determine what might cause an accident. 

For example, all current EDR’s save data in EEPROM (Electrically Erasable 

Programmable Read-Only Memory) which is a non-volatile memory, that means that 

even after loss of power, data remains in the memory. It has 2 basic functions:  

 

1. Stores data (at shutdown) needed after a reset, like velocity, distance, 

temperature, oil consumption etc.  

- Can handle 100.000 – 1 000 000 rewrites 

 

2. Restores saved data (at startup) which is processed for statistics or further 

strategies. 

-  It has CRC checksum function to evaluate integrity of data.  
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Non-volatile memory is used to store executable code or other important data 

like constants, calibration data, safety and security related information for future 

retrieval [21]. There is a vast number of different types of non-volatile memory used in 

automotive. Some of them are: NOR and NAND Flash, EEPROM, FRAM, NVSRAM, 

MRAM. Each of them has its own advantages and disadvantages over other types in 

terms of memory density, performance, Read/Write bandwidth etc., and this why they 

are used for different purposes 

First, we thought of using EPROM as the memory type to save our logs but 

after reviewing all the memory types which are present in automotive industry, we 

came to conclusion that at this point, it is challenging for us to find non-volatile memory 

type that will perfectly suit for the framework. But it’s clear that following requirements 

[22] must be respected: 

• Data must be stored instantly and reliable 

• Rewrite endurance for at least 20 years and be able to work properly in 

different tough environments of the vehicle 

• Can be compatible with majority of ECU’s used nowadays in Trucks 

• Accessibility / ease of access 
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6. Open Standard logging method  
To describe the model, this paper will follow the Digital Forensics Process 

described in “Digital Forensics” book Edited by Andre Arnes [24], which consist of 

following steps: “Identification, Collection, Examination, Analysis and Presentation”. In 

proposed method, we will mainly focus on gathering evidence that will prove radio 

jamming presence. 

6.1 Identification: Scenarios & System Model 

A) Static Radio Jammer 

Considering following Static Radio Jammer scenario with no road side units 

involved: The platoon of N vehicles moves along the highway, while the jammer stays 

somewhere” hidden in the bush“. (See figure 1). 

Assuming that the jammer cannot join as a member of platoon, so it will monitor the 

medium and if the power of the medium increases it starts sending a signal to create 

collision on network and make inter-vehicular communication impossible. We also 

assume that for a moment only A, B and C are in radio jamming radius, so D is not 

affected. 

 

       Fig12-A: Reference scenario static radio jammer 

The 2D graph “Power of signal” demonstrate the difference of signal power between 

jamming message and CAM messages for each vehicle, depending on the distance 

from the jammer node. When receiver detects two signals at the approximate same 

time, it will only receive the one with the highest power.  

 

 

B) Dynamic Radio Jammer 

Another proposed scenario is following: The platoon of N vehicles moves along 

the highway, while radio jamming device is inside the car which drives nearby. (See 

figure 2) 
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As with the first scenario, there is no road side units involved, we also assume 

that jammer cannot join as a member of platoon, so it will monitor the medium and if 

the power of the medium increases it starts sending a signal to create collision on 

network and make inter-vehicular communication impossible. In this case, jammer 

node changes its location regarding position of platoon, as a result power of signal will 

be changing continuously for each vehicle. This case was proposed to demonstrate 

the different analysis result you might have in Analysis phase. 

 

 

6.2 Collection: 

Scenario A & B 
To initiate writing of logs, radio jamming detection method described in [23] is 

proposed to be used. Detection mechanism will raise the radio jamming flag (=true), 

this will trigger function which will save all obtained messages during a certain amount 

of time. ECU will handle the writing of logs in proper location and data structure 

described in examination phase. In order to preserve chain of custody, a hash function 

should be performed on all saved logs.  

The proposed time for recording logs is: 

 Time while Jamming_FLAG =TRUE + Constant_extra_time (~10 seconds but 

this variable can be any amount of time) 

In proposed scenario A), A is in immediate range of the jammer. Due the fact 

that jamming signals are very high for him, A can receive jamming packets. For B & C 

power of CAM and jamming signals are the same, so this might lead to Collision, and 

as a result all packets will be dropped. Because D is not affected, he will still receive 

CAM’s from other vehicles. (See figure 1-A)   

This situation will change in time due to the fact that influence of radio jammer 

on each vehicle will change depending on distance to the jammer node. It means that 

for each time slot T, another vehicle is in immediate range of the jammer so they will 

consecutively might save jamming messages which might be potential evidence of the 

fact of radio jamming and estimated position of it. 
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It should be noted that in scenario B, situation will be roughly same instead we 

cannot specifically say that which vehicle will be closest to the malicious node and the 

time that the vehicle will be affected.  

 

6.3: Examination 

In this phase, evidences are prepared to be later analysed. It mainly consists 

of improving readability of the evidence. As mentioned before, this logging system 

consists 3 tables filled with latest information from various CAM and malicious 

messages received through the network. At the initial point, these tables are empty. 

The jamming detection method will trigger the system to start writing down the values 

in messages to the related table. So, the system must temporary store latest received 

messages regardless of wireless media is jammed or not.  

The proposed tables name are as follows 

• Vehicle Table 

• Platoon Table 

• RSU Table 

6.3.1 Vehicle Table 

This table only contains information about the vehicle. Thus, it does not rely on CAM 

messages and it can be directly filled by ECU after jamming alert was triggered by 

detection mechanism.  

 

 

 

 

 

 

 

 

 

Attributes Data Type Description 

Velocity Int Latest vehicle speed 

Coordinates Int Latest GPS Location reported by ECU 

Time Int The time reported by ECU. Number of 
milliseconds since 2004-01-

01T00:00:00.000Z, as specified in ISO 
8601 [i.10] 

IsWirelessMediaFaulty Boolean Wireless hardware issue inside the 
vehicle 

 

Table 1 

Vehicle table structure 
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6.3.2 Platoon Table 

This table contains platooning data collected while radio jamming flag is on. 

 

 

Attributes Data Type Description 

StationID Int Unique Identifier of the sender 

StationType Char It represents the type of sender vehicles; 
the value shall be set from 3 to 10. The 

values definition are as follows: Moped (3), 
motorcycle (4), passengerCar(5), bus(6), 
lightTruck(7), heavyTruck(8), trailer(9), 

specialVehicles(10) 

DeltaLatitude Int Absolute geographical latitude in a WGS84 
co-ordinate system 

DeltaLongitude Int Absolute geographical longitude in a 
WGS84 co-ordinate system 

DeltaAltitude Int Altitude in a WGS84 co-ordinate system 
(Standard for GPS) 

Heading Int Orientation of a heading with regards to the 
WGS84 north (Standard for GPS) 

Speed Int Speed of the vehicle 

VehicleLength Int Length of the vehicle 

VehicleWidth Int Width of the vehicle 

IsJoinable Boolean Does this platoon can accept more 
vehicles 

IsPlatoonable Boolean Does this vehicle support platooning 

GenerationDeltaTime Int Time of the CAM generation. Number of 
milliseconds since 2004-01-

01T00:00:00.000Z, as specified in ISO 
8601 [i.10] 

ReceivedTime Int Time of the received CAM. Number of 
milliseconds since 2004-01-

01T00:00:00.000Z, as specified in ISO 
8601 [i.10] 

OtherPayload 
Information 

String Any extra information provided 

 

 

 

 

 

 

Table 2 

Platoon table structure 
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6.3.3 RSU Table 

The following table contains information collected from CAM messages received from 

Road Side Units. This can be considered an optional table but, in our opinion, 

information in RSU table might be helpful to double check the coordinates and gather 

extra information about road condition (Accidents, Weather condition, Traffic lights 

status etc.) 

 

Attributes Data Type Description 

StationID Int Unique Identifier of the RSU 
 

DeltaLatitude Int Absolute geographical latitude in a 
WGS84 co-ordinate system 

DeltaLongitude Int Absolute geographical longitude in a 
WGS84 co-ordinate system 

DeltaAltitude Int Absolute geographical altitude in a 
WGS84 co-ordinate system 

 

GenerationDeltatime Int Time of the CAM generation. Number 
of milliseconds since 2004-01-

01T00:00:00.000Z, as specified in ISO 
8601 [i.10] 

RSUCAMReceivedTime Int Time of the received CAM. Number of 
milliseconds since 2004-01-

01T00:00:00.000Z, as specified in ISO 
8601 [i.10] 

Otherpayload 
information 

String Any extra information provided by RSU 

 

6.4: Analysis 
In this phase of forensics process, analyser draws conclusions based on the evidence 

collected and then processed in examination phase. 

Before proceeding to analysis phase, the data must be collected first from the vehicle. 

In can be done via physically connecting to the vehicle storage device or using some 

V2I capabilities to save logs in cloud.  

6.4.1 Analysis Scenario A 

In order to find approximate coordinates of the static jammer node, the following 

method is proposed. Considering that there are three important positions each vehicle 

will have that will be used. First is when vehicle enters to the jamming area position P1 

in time slot T1, second, P2, when the vehicle is in immediate range to the jammer node 

(time slot T2) and last, P3, is when vehicle exit the jammed area and receive first CAM 

after jamming alerts is set to off (time slot T3). (See picture below)  

Table 3 

Road side unit table structure 
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Considering that each vehicle has radio jamming detection mechanism on-

board, at position P1, vehicle enters jamming area and jamming trigger is set to TRUE. 

Based on our proposed method, system will start writing down logs. In this moment, 

we will have the coordinates (from Vehicle Table) of the beginning of jamming zone 

(Coord1). Platoon table is empty because of the collision of CAM and jam messages. 

At position P2, vehicle is in immediate range of the jammer node, So the most Platoon 

table entries are NULL except “ReceivedTime” and “other” which is a payload of 

jamming message. Also, vehicle table has new entries containing new coordinates 

(Coord2). Finally, at position P3, the jamming flag is set to FALSE, that means that 

vehicle just left the jamming zone and he can send and receive CAM’s.  As a result, it 

will write first CAM received in Platoon table and update the coordinates (Coord3) in 

Vehicle table.  

 

The following simple function can be used to determine the approximate 

jammer node position (Coordjam) from each vehicle’s perspective. 

 

Coordjam =
Coord1 + Coord2 +  Coord3

3
 

 

Since all “Coordjam” values collected from each vehicle are almost the same, that can 

prove that this is a Static Radio Jammer and we have evidence to support this 

hypothesis. 

In order to find more precise position, an average between each Vehicles 

Coordjam value will be calculated. 

Fig13-A: Reference scenario analysis of static radio jammer 

Formula 1: Approximate jammer coordinates from each vehicle perspective 
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Coordjamavg =
∑ Coordjam(i) 𝑛

𝑖=1

𝑛
 

 

In case if there is only one radio jamming detection mechanism working for whole 

platoon, the formula 1 will be used to determine the approximate jammer node position 

from platoon perspective. 

6.4.2 Analysis Scenario B 

  In this scenario, since the jammer node does not have a fixed position, it is 

hard to determine the jammer coordinates. In contrast with scenario A, we might not 

have roughly same coordinate values (Coordjam) on each vehicle and, assuming that 

the time will also be longer comparing to the Scenario A. Using steps described in 

previous section, we can exclude that this was Static jammer and conclude that it was 

dynamic jammer. 

 

6.4.3 Scenario A vs B 

The following facts can be deducted from gathered information: 

• Start and end time of the jamming 

• Jamming duration for platoon 

• In what part of the road jamming happened 

• Type of jamming (Static or Dynamic) 

• Jammer attributes 

The only difference between facts from mentioned scenario’s is determining the 

jamming type. 

Beside this, other assumptions can be deducted in this phase. For instance, if the logs 

do not contain any jamming messages, we can suppose it was a false alarm triggered. 

Interference with other platoon or any services which use wireless communication can 

lead us to the idea that this was not intentional radio jamming. 

 

 

 

 

 

 

 

n = Number of vehicles 

Coordjamavg= Average location of 

jammer node based on all Coordjam 

values Formula 2: Approximate jammer coordinates from platoon’s perspective 
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7. Conclusion 
Since radio jamming is one of the issues in automotive, jamming detection and 

forensics analysis can be a vital task to improve the reliability and road safety.  A 

standard and well-organized log can help analyser to improve the accuracy of 

hypothesis. So, in this paper is proposed the framework which contains standard data 

structure for logs in order to use it as an evidence in case of radio jamming.  

The data structure describes important attributes that will aid us to provide a 

hypothesis about type of radio jamming platoon was facing. The logging mechanism 

is activated when the radio jamming flag is set to on and stops when radio jamming 

disappears.  

The mentioned method was used it in two different scenarios (static and 

dynamic jammer node). In Static scenario, based on the logs saved in the related 

tables, the jammer type, jamming time period and jammer coordinates can be proven. 

Furthermore, in dynamic scenario, same facts in static case, except the jammer node 

coordinates, can be demonstrated. To conclude, the saved logs would be enough to 

prove the type of jamming and approximate coordinates in case of static jammer. 

 

8. Further work 
 In our future work, we will provide an experiment setup in order to evaluate the 
performance and accuracy of the proposed model. So, we will simulate scenario A 
and B in Plexe simulator with implementation of radio jamming detection method in 
[23] and writing down the logs in proper tables. Also, the organization of tables will be 
evaluated to measure the potential of use it as a digital evidence while minimizing the 
cost of an investigation in radio jamming scenarios. 
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