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ABSTRACT 

Based on the fact that many electronic devices are digitalized in our world in order to 

facilitate our lives, there is a large potential for development in the home. 

Smart Home solutions are giving us the opportunity to control and manage for example, 

alarms, electricity and surveillance but the technology's rapid improvement paves the way for 

issues related to security. The objectives for this work will bring up common communication 

technologies, security and vulnerabilities in the context of a Smart Home and what could be 

done for future work. In order to investigate the objectives, a literature study has been 

conducted together with an experiment. The experiment result exploits a weakness in a 

common Smart Home technology used in the network enable devices in the form of threats 

and vulnerabilities. In order to mitigate and minimize threats and vulnerabilities one 

conclusion is that a security policy could be produced. This security policy should provide the 

user with good practice of how to manage security in order to mitigate vulnerabilities and 

threats within the Smart Home.  

 

Keywords: Smart Home, Security; Vulnerability; Threats; ZigBee; Z-Wave; Wi-Fi; KNX RF; 

Bluetooth Low Energy; Thread   
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1 INTRODUCTION 

How secure is a smart home? As digitalization in society increase and that there is a request 

from the people that their everyday electronic devices are connected, it is important to meet 

the security in the world of Internet of Things. The most common devices used daily are 

smartphones or other smart devices for different purposes. The development of smart devices 

has increased at high pace. The side effect of the development of smart devices and the 

request from the people is that the safety and security are not catching up with the same pace 

as the development of the devices and the implemented communication technologies. This 

can cause a breach, a safety and security breach, in the smart devices and therefore in the 

communication technologies as well. These breaches are opportunities for an attacker, and it 

is easier to perform an intrusion or exploit vulnerabilities for an attacker. The following 

consequences are that the society and individuals are more vulnerable in the context of a 

Smart Home environment. The vulnerabilities automatically step on the integrity, safety and 

security [1]. 

 

As early as year 1992, R. Lutolf defined a smart home [2] as a concept providing the residents 

the opportunities to manage economics, security, safety, and comfort. The smart home at that 

time was considered a concept where different devices and services within a home integrated 

by using a common system for communication. 

 

Attackers in the modern society have many options to perform an attack towards a Smart 

Home or network enabled devices. An attack could be passive and as easy as eavesdropping 

on a wireless transmission of sensors and in that way gain information of personal routines 

and activities. With malicious software an attacker can take control of the smart devices in a 

household and hack the house. The intentions to perform an attack to the Smart Home could 

be that the attacker wants to launch further attacks. This can, eventually, exhaust the energy 

grid and cause problems for the Smart Home and therefore the resident as well. Year 2014 an 

attacker performed an attack [3] and gained access to over 73000 surveillance cameras. When 

the attacker had gain access surveillance cameras footages was streamed online.  
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There was an incident in New Hampshire [4] in the internet domain system. The system was 

overloaded with millions of requests from security cameras, digital video recorders and other 

smart devices. The attacks were performed by an attacker on the outside and resulted in 

temporary Denial of Service for social media sites and online retailers in the Northeastern 

United States.  

 

As mentioned in the journal [1] the challenges with mitigating threats, such as exploitation 

and attacks in the systems are common. The challenges are to address the vulnerabilities in 

the context of Smart Home. There are vulnerabilities and breaches which appear in the 

devices, but it is common to find the vulnerabilities even in the communication technologies. 

Therefore, this work will focus on the security breaches and vulnerabilities regarding security 

in the context of Smart Home and the communication technologies implementation in the 

network enabled devices.  

 

1.1 PURPOSE 

The purpose of this work was to identify common communication technologies used in the 

context of a Smart Home. The focus was on security and vulnerabilities found in the 

communication technologies. The work is supposed to inspire and enlighten the reader about 

the security and vulnerabilities in the context of a Smart Home and the common 

communication technologies used for the purpose.  

 

1.2 CONTRIBUTION  

Previous published journals and articles present communication technologies and a security 

angle for network enable devices in the context of a Smart Home. When the pre-study was 

performed the writers of this work were missing vulnerabilities presented in the earlier work. 

The contribution to science is that the vulnerabilities are presented together with the 

communication technologies and with the security perspective. Regarding future work in the 

field this work will present a Smart Home Security Policy that will help to mitigate security 

breaches and vulnerabilities to be exploited.  
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2 OBJECTIVES  

A gap was found during the literature study where others work missed out on the security and 

the vulnerabilities presented together with the communication technologies. Knowledge 

regarding the Smart Home from a security perspective must increase. To fill the gap that we 

thought was missing during the study for this work following objectives were addressed.  

 

1. What are the common used communication technologies in the context of a Smart 

Home?  

2. What are the security threats found in the communication technologies in the context 

of Smart Homes and what are their consequences? 

3. How can the security be improved in the future regarding communication technologies 

for the Smart Home device?  

 

2.1 LIMITATIONS 

The focus for this work was the security and vulnerabilities in the context of a Smart Home. 

The security and vulnerabilities that are found in the communication technologies 

implemented in the network enable devices used in the context of a Smart Home. Regarding 

the Smart Home the limitation is that the communication technologies and the network enable 

devices are used in a modern home. The perspective for this work touches the network 

enabled devices in a Smart Home such as surveillance, fire detectors, coffeemakers and 

devices for healthcare. The communication technologies are limited to six specific 

technologies; ZigBee, Z-Wave, and Wi-Fi, Bluetooth LE, KNX RF and Thread. These 

communication technologies are considered common in the previous published journals and 

articles.  

There is a lot of documentation of these communication technologies and the documentation 

is considered reliable. Regarding the experiment this work present one attack of one 

vulnerability found within a communication technology.  
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3 METHOD  

In this chapter the methods of choice will be presented and discussed. In order to meet the 

objectives and the purpose of this work a literature study followed by an experiment will be 

performed.  

3.1 LITERATURE STUDY 

A literature study review was the main method for this work. The literature study was 

performed as a review of previous published journals and scientific articles. This method was 

used to address the objectives;  

What are the common used communication technologies in the context of a Smart Home?  

What are the security threats found in the communication technologies in the context of smart 

homes and what are their consequences?  

How can the security be improved in the future regarding communication technologies for the 

smart home device?  

The literature study was performed by searching for published articles and scientific articles 

in well-known databases; IEEE Explore and Google Scholar. Keyword used when searching 

for relevant journals and articles for this work was; Smart Home, Security, Vulnerability, 

Threats, ZigBee, Z-Wave, Wi-Fi, KNX RF, Bluetooth Low Energy, Thread.    

 

3.2 EXPERIMENT 

The experiment was performed on a Sleep Tracker-device and it took place in a virtual 

environment with given variables. The environment was a virtual machine provided by 

VirtualBox with Kali Linux installed. The communication technology implemented in the 

Sleep Tracker-device was Wi-Fi and the vulnerability found was exploited with a planned 

Denial of Service-attack.  The Denial of Service-attack was performed with the tool 

Metasploit provided by Kali Linux.  

 

3.2.1 Ethical aspects 

Ethical aspects are always important to keep in mind when working within the field of IT and 

security, the field is broad and there are many options to gain information and access. Further 
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there is a lot of information that must be protected, and ethical aspects must always be 

mentioned and brought up. In addition to the literature, ethical and moral has been studied, to 

reflect the work our work to the related literature [5]. Regarding the experiment there has 

been ethical aspects that are mentioned in this section. The experiment was performed in a 

virtual environment with given variables, because not to damage equipment and the real 

environment. This could inspire and teach people with evil intentions to perform an attack, 

but it is important to enlighten this kind of issues and the benefits of performing an 

experimental attack are bigger than the disadvantages. From an ethical aspect the 

manufacturer of the device used in the experiment are hidden, or in this work not mentioned, 

for it to be harder for a person with evil intentions to reconstruct the experimental attack.  

 

3.3 DISCUSSION 

The methods of choice for this work were a literature study and an experiment.  To reach the 

purpose, goal and objectives of this work there was more options of methods e.g. interview 

and an inquiry. The reason that these methods were discarded in the start was that the issues 

were considered. Issues with interview and inquiry were to find experts within the field and to 

get enough responses from the inquiry.   

 

A considered issue using a literature study as a main method for this paper is that the research 

has already been done and that this paper depends on other students or scientist’s earlier work. 

The information from the literature study can be considered limited to what other students or 

scientists has accomplished, therefore it is important to be critical to the information and 

references. Another issue considering using literature study is that there is a lot of information 

to go through and that the time for this work is limited. The reason for using literature study 

as the main method is that the literature study can be compared as a systematic overview work 

at the beginning and provide a solid survey from the field. All data will be critically reviewed. 

 

The experiment will be staged as real scenario, with given variables and known environment, 

which automatically will present a simpler reality than how it is. An issue and benefit with 

performing an experiment was that it is possible to have control over all the parameters and 

variables. The experiment that was planned for this work could end up being more time 
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consuming than expected in the start and as a second plan this work could be informative 

even without the experiment.   

From the perspective of cost and opportunities the Sleep Tracker-device was used for the 

experimental attack. This device was provided from the University and was the most 

interesting device in a small selection of Smart Home-devices.  

If it would not have been possible to accomplish this work as planned, the back-up plan was 

to provide information and keep the work informative for the reader regarding the issues with 

security and vulnerabilities within communication technologies implemented in network 

enable devices in the context of a Smart Home. 

On the account of given time for this work there was a risk that not all threats and 

vulnerabilities that a Smart Home could be exposed to are covered.  
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4 THEORY  

This chapter presents the theoretical knowledge that needs to be explained to understand the 

context of this work. In order to understand the security and vulnerabilities the definition of a 

Smart Home must be presented, followed by the security, threats and vulnerabilities in the 

context of a Smart Home. 

4.1 DEFINITION OF SMART HOME 

The definition of what classifies as a Smart Home is a home or household that is built up with 

automated systems where the devices constantly communicate with one and another. These 

automated systems provide the resident with monitoring and control of all the units in the 

household [6]. Further the general Smart Home is divided into three subcategories: Smart 

Home, Connected Home and The Smart Connected Home.  

4.1.1 A Smart Home   

A Smart Home is based on a system that allows a resident to use the home appliance local 

within the residence. This system relies on a wired-based standard which is not connected to 

the internet and it focuses on automation for example lights and windows.  

4.1.2 A Connected Home  

A Connected Home is different and allows remote control and this typical over internet. This 

type of home usually provides services as security or health management. The system for this 

is usually controlled from a gateway that can be operated from a smartphone.  

4.1.3 A Smart Connected Home  

A Smart Connected Home is based on a system that is combined from the two types of smart 

home mentioned above and further it has the capability to learn. The system for this type of 

house can learn different things e.g. forecast and lifestyle of a resident within a home 

environment. When implementing this type of Smart Home cloud services are often used and 

the programs that are used for analyzing collected data is cloud-based. These services can take 

actions if needed for the system and that can happen autonomously. One example is that if 

there is a water leak, and a smart leak detection system is implemented, the system will notify 

the resident that there is a leak somewhere and probably where the leak has occurred. [7] 
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Today a Smart Home is considered the same though it is more developed but is still used for 

many different purposes. As mentioned in [8] the Smart Home is used for comfort, safety and 

security but also to be more cost efficient and make it possible for the resident to manage the 

energy consumption, which is from both economic and comfort perspective. 

4.2 SECURITY OF A SMART HOME 

Cybersecurity or information technology security can be defined as how a computer system 

can be protected from theft or damage. The importance and awareness of security are 

increasing with the development of devices and requests. Network enable devices in the 

context of a smart home require reliability, stability and resilience [9]. 

 

The most security systems provide features as monitoring, detecting and the ability in order to 

control security threats. Motives to implement security in the systems are to prevent data loss 

and therefore ensure privacy and integrity, protect equipment and have a system running that 

is reliable and constantly available. Security for Smart Homes and safety systems normally 

involves remote control system that can recognize physical threats such as fire or someone 

breaking in and entering the house. When a threat occurs, the system must be able to 

automatically make decisions. An example of decisions might be when a fire breaks out and 

the water sprinkler system is automatically turned on due to the level of smoke sensed by a 

smoke detection. Another example is when Smart Home are installed with an alarm and a 

breaking in occurs, the movement or the impact triggers the device to automatically turn on 

the alarm [7]. 

 

Security are the main reason [7] that consumers are buying Smart Home systems and the main 

part of all those consumers live in cities where crime rate is higher. ENISA (European Union 

Agency for Network and Information Security) [10] specifies that the need for security in a 

smart home area is increasing and has been for past years, but there is still a difference 

between the security regarding the Smart Home and the traditional security. The downside of 

the increasing need of security is, as mentioned by ENISA the devices used in a Smart Home 

are not designed or built to handle strong protection, most devices and sensors for smart home 

systems are too weak to handle heavy implemented protection. Regarding the hardware and 

connectivity, the security standards are not identified for the equipment or hardware that are 
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used in the implementation of the Smart Home, i.e. the devices have weak CPUs, limited 

memory, bandwidth and small or weak batteries.  

ENISA offer “good practice” to improve the security in the context of Smart Home Security 

and Resilience for Smart home environments.   

4.3 THREATS TO A SMART HOME 

Threats towards a Smart Home are divided into categories and have different characteristics 

[10].  Such characteristics are general and will provide an overview, which will show that 

there is not only one way to perform an attack. More specific threats towards a Smart Home 

[11] are presented align with following categorized threats. 

4.3.1 Physical Attacks  

Physical attacks are an identified attack that has used the vendor to gain as much information 

as possible about the devices.  More specific in the context of a Smart Home this kind of 

threats might be that an attacker damages the equipment and disconnect cables. Another 

example of an attack on this category might be that an attacker is using jamming and therefore 

disrupt the traffic and transmission of the data.  

 

4.3.2 Unintentional or Accidental Damage  

Unintentional or accidental damage might occur when personal is untrained or when residents 

has a lack of knowledge.  More specific in the context of a Smart Home this kind of threats 

might appear as follows.  

 

Accidental data change is a type of threat that might occur in the context of a Smart Home, it 

can cause errors. The result of errors might appear as a malfunctioning of the network enabled 

device.  

Information leakage is when the user of the network enabled devices in the context of a Smart 

Home accidently reveals information about sensors because of the lack of security policies. 

Network enable devices in the context of a Smart Home have limited capacity to have 

software implemented that can handle security software to reduce the risk of data leakage. 
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Information from unsafe sources could be an issue if the network enabled devices in the 

context of a Smart Home communicate with sensors or data stored in the cloud. A 

misunderstanding in the communication between devices can lead to undesirable behavior. 

An example of such a behavior is that the transmitter running malicious scripts which might 

result in an attack. 

 

Lack of planning might cause serious security and privacy flaws. Poor planning of the set up 

might occur on different levels; component level, design level, policy level or installation 

level. If the protocols and the application are designed in an inappropriate way this might lead 

to a derogation of the service. This might result serious consequences in the aspects of 

security and privacy. 

4.3.3 Failures or Malfunctions  

Failures or Malfunctions are threats most effective for an attacker to perform. These are the 

first step in other methods for an attacker. Following are examples of how an attack like that 

might appear. 

 

Internet malfunction can affect the devices that are dependent on cloud or internet service. 

Television which is streaming data from internet will not work until the services related to 

internet connection are restored. Remote access to the Smart Home devices will also be 

affected until the internet connection is restored. 

 

Failures in the communication technology can be hardware failures, software errors or 

intentional attacks. It might appear as both intentional and unintentional power failure as well. 

This type of threat might result in lack of connectivity between the devices and as a result of 

that end up in total functionality loss. 

 

Failure of devices/sensors/actuators in the Smart Home network might cause consequences, 

small or extensive depending on what network enabled device which have a failure.   

 

Power malfunction is an issue since many smaller devices, components and sensors are 

running on battery supply, while heating systems and audio-visual devices demands 

electricity. An interruption might lead to damage such as no hot water supply. 
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Damage due to third part devices and sensors can cause problems since it can be time 

consuming restore or replace the damaged part. Second- and third-part devices can be 

unreliable and compromising the security and privacy of the Smart Home.  

 

4.3.4 Intentional Threats or Abuse  

Intentional threats or abuse such as Eavesdropping, Interception or Hijacking, might be 

performed by an attacker. The purpose of this type of threats might be to gain access or find 

or implement weaknesses. After a performed attack the user or resident might have lost 

control over the network enabled device or privacy data and therefore the confidentiality and 

integrity are tampered with.  

 

Identity fraud could be an issue since Smart Home stores and processes user information for 

different types of services. An attacker can forge this information and appear being a 

legitimate user. An attacker with this type of forged identity might get unauthorized access to 

administrator privileges and tamper with the Smart Home set up.  

 

(Distributed)Denial of Service, DDoS or DoS, can easy compromise the communication and 

traffic between connected devices. The DoS attack can be data specific, like spoofing or 

flooding, where the attacker specifies what data should be sent from one host. If the attack is 

distributed the data will be sent from several hosts. The result of this type of threat or attack is 

to prevent the use and service of the device.  

 

Manipulation of information found in sensors and network enabled devices can result in 

consequences. The sensors or the device can be fed false and inaccurate information. This 

might result in bypassing of security features and disclosure of credentials. It can also result in 

blackmail, fraud and rising of privilege. 

 

Hijacking/traffic interception might be the cause of action to gain unauthorized information. 

Many of the sensors and devices produce large amount of data which are related to the users 

of the Smart Home, such as absence, presence and activities.  
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4.4 COMMUNICATION TECHNOLOGIES  

This section presents the communication technologies used in the context of a Smart Home. 

Each communication technology is presented with characteristics, security and vulnerabilities.  

At the end of this section a summary of all the communication technologies and their 

characteristics are presented in a table (Table 2). 

OSI model have an important role in the network enabled devices. The OSI-model is 

presented for each communication technology and is further explained in a table (Table 1).  

The table presents different type of attacks [12] [13] [14].  

 

Table 1. This table show the OSI-model layer by layer with examples of what attacks might 

occur towards each layer of the OSI-model. 

 

4.1.1 ZigBee 

ZigBee is a low power wireless technology, built as mesh topology based on IEEE 802.15.4 

standard for Personal Area Network (PAN) with a focus on applications for monitoring, 

controlling and sensing. It mainly operates in 2.4 GHz ISM band and has a nominal range of 

100m. The ZigBee Alliance is working to be the standard for Smart Home devices, from 

temperature and lighting systems to security monitors and smoke detectors [15] the highest 

data range is up to 20kbps on 913 MHz and 868 MHz bands and 250 kbps for the 2.4 GHz 

band. ZigBee uses the IEEE 802.15.4 standard as a physical and data link layer while the 

protocol is based on the OSI-model (Table 2.) and working on the upper layers, from network 

to application layer [16].   
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The ZigBee technology was released in year 2001 and updated to ZigBee Pro Specification in 

2007, the last one is fully backward compatible and the main difference that the feature 

provides better security [4]. The pro version is often used when the ZigBee network is very 

large and better security features are important for the network [17].   

 

ZigBee have established itself as one of the leading communication protocols for wireless 

sensor networks (WSN: s) and the technology advantages are low-cost and low complexity. 

Known limitations are restrictions of nodes, limited amount of memory, constrained energy 

consumption and communication capabilities as the data-rate [18].  

 

Security and vulnerabilities  

In the ZigBee technology there are four concepts [19] that are considered important for the 

security. Following bullets explain each one of them.  

• ZigBee is supporting two different security levels, one called “Commercial Security” 

which has high security and on with standard security called Residential Security. The 

differences between those are mainly distribution and management of keys. 

• In a ZigBee- enabled network one of the units the “TC” is responsible for the security. 

TC or the Trust Center provides a security mechanism with three different types of 

security keys, the network key, the master key and the link key. The Trust Center is 

also responsible for selection of the security level and key management. The ZigBee 

unit then share corporate network key and the link key can be divided between two 

ZigBee devices the link key is from the master key and is important for long-term 

security between two ZigBee-units. 

• Authentication and Data Encryption Data is encrypted with 128-bit Advanced 

Encryption Standard (AES) with CCM mode which is allowing authentication and 

data encryption called AES-CCM [20]. CCM only useful for 128-bit cryptographic 

block ciphers. ZigBee uses a modified version of CCM called CCM*, CCM* enables 

the use either authentication or encryption. In the regular version of CCM the both are 

required. 

• To make sure that integrity and freshness of data is properly a Message Integrity Code 

(MIC) can be used. MIC verify that data not has been changed during the transporting 
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and generated through the CCM* protocol. 

 

In order to enhance security within the ZigBee technology some counter measurements [21] 

are highlighted. One enhancement is named “WZ-lcp”, which is a protocol/scheme to enhance 

the security and protect against both active and passive attacks in smart home environment. 

“WZ-lcp” uses a new method of authentication, the encryption used are the XOR and the 

calculation is performed twice. 

 

The limitations within the technology mentioned earlier, restrictions of nodes, limited amount 

of memory, constrained energy consumption and communication capabilities, makes it harder 

to implement a security mechanism as public key cryptography to improve the security. Later 

versions of ZigBee offer improvement of for example power consumption, still the 

technology have many weaknesses which can lead to security failures [18]. 

 

Highlighted attacks [22] could be physical attacks (e.g. vandalism and sabotage), key attacks 

(i.e. an attempt to recover the cryptographic key of an encryption scheme) and replay and 

injection attacks (i.e. a network attack in which a data is fraudulently repeated or delayed) as 

possible threats and vulnerabilities to the security in the ZigBee technology 

 

Another study on ZigBee [17] mentions that sensors and actuators often run on batteries and 

has a very low duty cycle. Low duty cycle means the relationship between an active radio 

time and the silent period, which the network has predefined to wake-up intervals for saving 

battery. However, this can open doors to a Denial of Service attack, where an attacker can 

repeatedly attack the media. In this way, an infinite loop of the DoS-attack can cause the 

battery to run out or greatly reduced. 

 

ZigBee security is focus on interfering, sabotaging or manipulating the data [19]. A physical 

attack can also be done against the ZigBee technology and this must be included when 

forming the network. Since ZigBee is often used to controlling monitoring and sensing, which 

can contain of control critical systems for example an industrial plant or a home security 

system, it is very important to have in mind that the design of the ZigBee network is done in 

such way that the devices are protected from a physical attack. This can be done by placing 

the units in places that they are hard to reach but also protect with surveillance. If an attacker 
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is stealing a ZigBee unit it is possible to extract the data from it, also the stored security keys. 

However, this attack is only working on ZigBee chips from some vendors, for this reason 

automatic system is important to detect and report missing units. If a unit is missing the 

security keys must be update directly to stop a possible unauthorized use of the whole ZigBee 

network.  

4.1.2 Wi-Fi 

According to the Wi-Fi Alliance the worldwide network of company, Wi-Fi is the most 

common wireless communication technology. It is the primary technology for internet traffic 

and with 13 billion devices in use. This makes it also one of the most popular technologies for 

smart homes  

[23]. The Wi-Fi signal can be used for various things in a Smart Home, but sensing 

operations, i.e. motion recognition and fall detection due to its sensitivity to environmental 

dynamics are preferred. A Smart Home that is based on Wi-Fi is considered cost-effective and 

offers comfortable deployment [24]. 

 

The Wi-Fi standard IEEE 802.11ah is the most relevant developed standard according to this 

study. IEEE 802.11ah provides an improvement of the limited range and can with the latest 

development provide larger range and therefore make it easier to connect with applications 

and devices [15]. 

 

The Wi-Fi standard IEEE 802.11ah operates on frequency 2.4GHz and 5GHz and is reducing 

the complexity of implementation. The earlier established Wi-Fi standards in the 802.11 

family are more effective at the nearest access point and couldn’t provide service to the users 

with large homes. 802.11ah standard is operating on Layer 1 and Layer 2 according to the 

OSI model (Table .2) 

 

IEEE 802.11ax is an upcoming standard [25], which is marketed as Wi-Fi 6 is likely to be the 

one that is prominent in the market. The standard is adding for instance efficiency, flexibility, 

and scalability this means that new and existing networks can increase both in speed and 

capacity. The expansion of systems within Smart Home and IoT has forced the development 

to improve and the new standard is a result of that. The IEEE 802.11ax is expected [26] to be 

in full distribution later in 2019. 
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Security and vulnerabilities 

The known issues with the Wi-Fi technology are WEP (Wireless Equivalent Privacy) and 

WPA (Wi-Fi Protected Area), since both can the cracked.  The Wi-Fi Protected Access 2 

(WPA2) is an enhancement and if it is properly configured it takes longer for an attacker to 

crack [22]. 

 

In January 2018 the Wi-Fi-alliance announced [27] that it should be new improvements to the 

WPA2 specification. The improvement called WPA3 has authentication, encryption and 

configuration requirements included. In fact, an enhanced protection for the networks that use 

password-based authentication, with improved privacy in open networks, palliative against 

Denial of Service and stronger cryptographic algorithm.  WPA3 will establish a mechanism 

for Internet of Things (IoT) devices without or a with a limited user interface for trusted 

networks. 

 

Known vulnerabilities regarding Wi-Fi can be that an attacker duplicates an access point and 

get unauthorized access to the system of the Smart Home. When an attacker proceeds with the 

access point-duplication it is possible to implement the system with malware. Furthermore, 

there are reports that the WPA2 has been trespassed, where an attacker has been using 

wireless networking tools to detect networks and information about networks, with the 

intention to get unauthorized access or to exploit the system [28]. 

 

Another threat which Wi-Fi is vulnerable to is a Denial of Service attack (DoS), a DoS attack 

is meant to shut down or compromise the availability of a network. This can be done through 

consume resources with a Flooding DoS-attack or protocol abuse attack called 

“DeAuthentication DoS” which targets communication between a user and a Wi-Fi wireless 

access point.  In Layer 2 of the OSI model, the management frames of 802.11 are sent in plain 

text and broadcast, this makes it possible for units within reach to discover networks and 

demand connection. 

This is the reason many security issues emerges if an attacker catches a plaintext management 

frame, they can fake the packets. The two potential frame types that can be used for a DoS 

state in the 802.11 protocol are DeAuth (DeAuthentication) and DisAssoc (DisAssociation) 

frames. 
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Reception of either the DeAuth or DisAssoc frames will move the victim off authenticated 

state in the Access Point and into not allow for exchange of data Packets [29].  

 

With the information above it is easy for an insider or an attacker from the outside to use a 

tool like Wireshark [30] in order to perform eavesdropping of the network traffic and get 

valuable information about the network which in the later stage can be used for an attack [22].  

 

4.1.3 Z-wave 

Z-wave was developed in 2001. The newest update of the communication technology is Z-

Wave Plus and was released in 2013 with improvements as better battery lifetime and larger 

wireless range [16].  Z-Wave is a low-power wireless communication protocol for home 

automation specifically for remote control application in residential and light commercial 

environments. Z-Wave is implemented in a huge number of products all over the world e.g. 

home theater, automate window treatments, pool and spa control and automated meter 

readings [15].  

 

Z-Wave is implemented on the four lower layers of the OSI model (Table 2.), the physical, 

data link, network and transport layer [16].  ZigBee is also built on a mesh network topology, 

which means that the devices works as signal repeaters and the network will be stronger when 

you install more devices. The signal easily travels through most walls, floors and ceilings 

which result in a large range of 100 meters or 328 feet in open air due to building materials 

reducing the range indoors even though it travels well. The recommendation is to implement 

one Z-Wave device roughly every 30 feet or closer for best effect [31]. 

 

Z-wave is not compatible with IP and cannot connect directly to internet or to a user device 

without a controller to manage the devices. The controller acts like a gateway which manages 

the interaction between Z-wave devices and a smartphone through internet or from a local 

network. Good knowledge is that Z-Wave is a proprietary protocol which is owned by Sigma 

Designs and promoted by Z-wave Alliance which has sold nearly 100 million devices [32].  
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Security and vulnerabilities 

Sigma Design tried to improve the security on Z-wave and they have recently announced a 

new security framework for the technology. The new firmware implementation within the 

latest framework will affect the gateways and the devices that have received the firmware 

update, the devices that doesn’t have the update may have potential security issues [32].  

 

Known vulnerabilities and threats to Z-Wave is e.g. “Impersonation attack”, which is an 

attack when an opponent assumes the identity of one of the legitimate parties or 

communication technologies. Normally this type of attack is made by sending an email to the 

target where the sender masks itself as a trusted source, to gain access to sensitive 

information. Another attack is e.g. “A black hole attack” which is an attack similar to “Denial 

of Service attacks.” The router is supposed to relay packets, but instead discard them when 

this attack occurs [22]. 

 

4.1.4 KNX RF 

KNX is a both wired and wireless communication technology, KNX and KNX RF (Radio 

Frequency). KNX is a short for “connexio”, which is Latin for connection. KNX was 

developed in 1991 and were back then the most common used technology within the area of 

Ventilation, Heating and Air-Condition, summoned as HVAC. Many devices were KNX-

compatible and in 2006 KNX became a standard by the ISO/IEC. KNX RF is based on the 

OSI-model (Table 2.) and is working on the data link, transport and network layer. Other 

mediums used in the discipline of KNX are twisted pair, powerline and Ethernet. The KNX 

RF is used with same bands as industrial, scientific and medical. The frequency is between 

868 MHz and 2.4GHz [16]. 

 

Security and vulnerabilities  

KNX defines no security measurements within the technology apart from plain text 

transmitted passwords. This is a considered vulnerability, because if an attacker is 

eavesdropping on the transmission of the messages, the attacker could retrieve the passwords 

and therefore get unauthorized access to a system. The KNX has been developed further with 

KNX Data Security which provide the technology with encryption, integrity check and 

authentication using AES 128-bit [16].  
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4.1.5 Bluetooth Low Energy (LE) 

Bluetooth LE is a wireless communication technology. The communication technology is a 

widely used communication technology and almost everyone has experience from Bluetooth. 

This method is a cheap way to transfer data and requires that the devices used are supported 

by the communication technology Bluetooth LE. Bluetooth LE is working on the IEEE 

standard 802.15.1 and the frequency between 2.4GHz and 2.485GHz, and the nominal range 

is 10 m, which is considered small range [33]. The power consumption of the devices used in 

this technology is reduced and the lifetime is long due to the use of cell batteries. The use of 

Bluetooth LE offers a direct connection between the devices used, and there is no different 

between using a mobile phone, tablet or smart home devices. The network topology is built as 

a Star-Bus topology and works as one-to-many nodes [16].  

 

Security and vulnerabilities  

Bluetooth LE offers security features to protect information when it is exchanged between 

devices that are connected [33]. The security features are divided into two modes, mode 1 and 

mode 2. Each mode has different levels.    

 

Mode 1 has multiple levels that provide encryption.  Level 1 provides no security features, 

which means there is no encryption or authentication.  Level 2 provide no authentication but 

pairing with encryption.  Level 3 provide the full security with both authentication and 

encryption for pairing. The encryption is not as strong as desired.  Level 4 provides stronger 

encryption and authentication. The encryption is using the AES-CCM (Advanced Encryption 

Standard - Chiper-based Message Authentication Code) algorithm in addition with P-256 

elliptic curve [34]. AES-CCM is a keyed hash function that is based on the symmetric cipher 

as AES.  The encryption takes the encryption key, the encryption nonce and the payload as 

input [35]. 

 

Mode 2 has multiple levels that provide data signing. Data signing provides integrity but not 

confidentiality for the data. Level 1 requires no authentication with data signing when pairing 

devices. Level 2 requires authentication with data signing when pairing devices [34]. 
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There is no protection against passive eavesdropping even though the encryption and 

authentication are implemented in the technology. This makes it possible for an attacker or the 

passive eavesdropper to determine either of LTK (Long-Term Key), CSRK (Connection 

Signature Resolving Key) or IRK (Identify Resolving Key) [33].  

The feature “Just works”, which is a pairing method, do not provide MITM protection when 

devices are paired, which means when Just Works-feature are used the technology is weak for 

MITM-attacks (Man-In-The-Middle-attacks). If this occurs the attacker can manipulate the 

data that are transmitted between devices. Bluetooth LE devices should never be implemented 

with the feature “Just works”, to mitigate MITM and eavesdropping attacks.  

 

ECDH pair of keys, if weak, they might minimize eavesdropping protection for SSP. This 

weakness might make it possible for an attacker to determine the secret link keys. All devices 

should therefore have strong key pairs. When pairing devices, the passkey provides the device 

with protection when using SSP. Weakness is found when these passkeys are static, and that 

might make a MITM-attack happen. Therefore, the passkeys should be unique, and unique for 

each pairing. If a device are set to a specific security mode and that the device can fall back to 

a another security mode when connecting with a device that do not support the same mode or 

level, it could happen that the device falls back to security mode 1, which do not provide any 

security at all.  

 

When attempts for authentication are repeated, there must be an implementation in the device 

with the Bluetooth LE technology, for the device to be able to handle the threat without faults. 

This implementation should be that there are unlimited authentication requests, but if the 

requests are set to a waiting response an attacker could sneak in between the attempts and 

retrieve information about the secret link key via the response challenges.    

 

A considered vulnerability within Bluetooth LE could be that if the keys that are used to 

manage and maintain connectivity are stored improperly, they could be retrieved by an 

attacker.  The data between end-to-end devices are only encrypted and authenticated on 

specific points. At the intermediate point the data is decrypted, which makes it important to 

have additional security to mitigate this issue. The security features overall are not a part of 

the standard. I corporation with the developer the security can be improved [34].  

 



   
 

29 
 

The Bluetooth LE technology is in risk-zone for planned attacks and threats such as 

following.  

Bluesnarfing - which goal is to gain access to a Bluetooth enabled device via exploitation of 

the firmware.  

Bluejacking - this attack can be conducted on any mobile device with Bluetooth enabled. The 

attacker sends messages to the user of the device, and changes can be made on the device. 

There can come to harm for the user or the device if that’s intended.  

Bluebugging - this attack exploits the security flaws in the firmware to gain access to the 

device. The attack performs actions without informing the user and the purpose of the attack 

except from gain access can be to place or eavesdrop on phone calls, send messages or exploit 

other services.   

Car Whisperer - exploit the standard passkey (if the users have not chosen a random passkey) 

and aims for Bluetooth devices installed in cars.  

Denial of Service - like most wireless technologies, Bluetooth LE are sensitive for this kind of 

attack. The goal with this attack can vary but the main goal is to disturb the traffic.  

Fuzzing attacks - This attack sends malicious data to a device and wait for the reaction. If 

there is a reaction the attacker can assume that there is a weakness in the protocol stack that 

the he or she can take advantage off.  

Pairing eavesdropping - the attacker collects the frames that are sent when a paring between 

devices occur and further determine the secret keys and from that retrieve decrypted data.  

Secure Simple Pairing Attacks - there is many tools to force a device use a feature like “Just 

Works”, and after that exploit the device with a MITM-attack due to the lack of protection 

[34].  

 

4.1.6 Thread 

Thread came into the market 2016 [15] by Tread Group and is at the moment of writing 

growing as a communication technology and is backed by few of the biggest companies in the 

field; Apple, Siemens and Samsung. Tread is developed and categorized for home 

automation. This communication technology is addressed to be unique in terms of 

interoperability, security, power and architecture of smart home devices. Thread address to be 

a low-power mesh networking protocol, able to connect both device-to-device and device-to-

cloud, have zero point of failure and is based on the IEEE standard 802.15 [36]. Thread is 
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designed to be used in both small and big networks with low-power devices and the nominal 

range is 30 m, which is considered medium range [16].  

 

Thread is working on the radio standard IEEE 802.15.4. The IEEE 802.15.4 standard is 

designed to run on low-power consumption and low latency. Further Thread is using the 

protocol IPv6 for communication, which is a wireless mesh networking protocol, where 

6LoWPAN is the foundation [36], which is an acronym for “IPv6 over Low-Power Wireless 

Personal Area Networks” [37]. The OSI-model is a central part in how the communication 

works within the technology. Thread protocol implementation takes part in layer 3 and 4, 

while the IEEE 802.15.4 standard takes part in layer 1 and 2 (Table 2) [16].  

 

The Internet Protocol is the key to reach the Internet and since Thread is based on IPv6, the 

technology is provided with the possibility for devices to talk in a seamless way with home 

devices, cloud and mobiles. IPv6 make it possible for Thread technology to be connected with 

both users and devices [36].  

Security and vulnerabilities  

Thread has zero point of failure because it, as a technology, can heal itself. The network with 

Thread implemented is therefore resilient and can reconfigure itself when a new device is 

added or removed from the network. The resilience is important from a security perspective, 

but further there is security added to the self-reconfigure feature e.g. only authenticated 

devices can join a network [36]. The communication is secured with encryption [38]. The 

encryption is the fundamental security of the Thread communication technology. The 

encryption method is an AES-CCM (Advanced Encryption Standard-CCM) encryption and 

the key-exchange takes place via a method based on P-256 elliptic curve Diffie-Hellman, 

which is a NIST-standardized elliptic curve [16]. The key exchange-method via elliptic curves 

is named “Juggling Password-Authenticated Key Exchange, J-PAKE” and operates as a key 

agreement and further the Schnorr NIZK (Non-Interactive Zero-Knowledge) signature 

operates with the authentication between peers. Here a shared secret established based on the 

passphrase [39].   

 

A network-wide key is used as network protection for the Thread communication technology. 

The network-wide key purpose is to prevent eavesdropping and disruption towards the 
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communication technology. The key operates on the MAC-layer (Media Access Control) to 

protect the data frames of 802.15.4. Since the key is a network-wide key it is not optimal to 

use only this key-exchange as the only security in the communication technology, due to the 

risk of becoming compromised or revealed [39]. Further this network-wide key is known by 

all devices in the network and the Thread technology requires additional protection e.g. 

Transport Layer Security (TLS) and Datagram Transport Layer SecurityRFC6347. These 

combinations provide extended security service.  

 

The counter measurement with the full security combination is that it might have an impact on 

performance and the use of small embedded devices might not have the capacity to handle the 

combination. Therefore, if the TLS or DTLS are not used consequently, might result in a 

severe security issue for the communication technology [16].  

 

At the moment of writing the authors were not able to find any vulnerability for this 

communication technology. The Thread technology is according to Thread Groups white 

papers secure and there is to the writers any known vulnerabilities that can be exploited.  

 

Table 2. This table includes information and characteristics of Smart Home Communication 

Technologies. Each technology is presented with same categories with data.  
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5 EXPERIMENT 

The purpose of the experiment was to exploit a vulnerability found in the Wi-Fi technology 

implemented in one network enable device. The experiment is contributing as a practical 

method to the literature study, which contribute with knowledge about security and 

vulnerabilities. Given the knowledge about the security and vulnerabilities for the Wi-Fi 

technology the experiment is performed to exploit a known vulnerability.  The experiment 

was performed in a secure and controlled environment with known variables and equipment. 

The equipment used was Kali Linux operating system  [40] on a virtual machine and a 

smartphone providing the Sleep Tracker-device with internet connection. The system used 

was a virtual environment with Kali Linux installed and the attack that was performed was a 

Denial of Service-attack with the tool Metasploit.  

 

To perform the experiment the following guide was used:  

• Gather information about the unit. On this bullet gather as much information as 

possible will be collected about the technology and the smart home device that it is 

implemented on.  

• Modeling threats. Here the method or threat for the technology and the smart home 

device must be shaped. Decisions about what attack that will be made to the 

technology and the smart home device.  

• Identify known vulnerabilities, e.g. the result from the literature study. 

• Immerse ourselves in the vulnerability - how much can the vulnerability damage the 

Smart Home System? 

• Report findings from the experiment and present in the result. 

 

5.1 EXPERIMENT PREPARATIONS  

The network enable device used in this experiment was a Sleep Tracker-device, which 

developer is not mentioned due to ethical aspects. The Sleep Tracker-device is used to is used 

to measure sleep, recording heart rate and breathing rate. After use of the device the user can 

use and analyze the information from the sleep habits. This device is most common within 

elderly care, therefore it is critical that this device always works and there will be 
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consequences if it stopped working and that the data somehow got compromised. 

 

The device was running on the Wi-Fi technology and this is what is going to be exploited in 

this experiment. The choice of experimental attack was Denial of Service-attack. The 

expectations from the attack were to see if it was possible to tamper with the connection and 

the data transmission.  Further the expectations were to see if the device shut down or not, or 

how it behaved when stressed.  

5.2 EXPERIMENTAL ATTACK 

First step – The Sleep Tracker-device was set to factory reset with a pin and then connected to 

a power outlet.  Due to the factory reset the device needed to be provided with an IP-address 

and connected to a network. This was performed using the graphic user interface for the 

device.  

 

Second step – The network setup for this experiment was a network named “Smart Home”, 

which was a mobile hotspot shared from a smartphone. This was the network the Sleep 

Tracker was connected to. The network was provided with no password protection.  

 

Third step – When the Sleep Tracker device was set up, it was connected to a computer and a 

dialog appeared on the screen via the browser asking to pair the device with one of the Wi-Fi 

networks available. From here the device was connected to Smart Home-network and that 

was confirmed with ping-command to verify the connection.  

 

Fourth step - Further another computer was connected to the Smart Home-network. The 

computer was a desktop computer with Kali Linux installed with malicious intentions.   

 

Fifth step – At this step all connection was verified between the devices before the 

experimental attack was performed. Status: OK.  

 

Sixth step – At this step the initial step for the attack took place. The first command used was 

ifconfig to establish which MAC- and IP-addresses the system had (Figure 1). 
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Figure 1 - Ifconfig command in Kali. Provides information about the IP address for the 

interface which in this case was needed for the experiment.  

 

Seventh step – The result from the ifconfig provide the information needed to sort the rest out. 

The running system with Kali Linux was assigned with IP-address 192.168.43.202 and 

netmask 255.255.255.0.  

 

Eight step – At this point we needed to identify and figure out how to find the Sleep Tracker-

device. In order to do so the tool Nmap was used. Since this is a utility to discover network 

and security auditing [41]. The command “sudo nmap -sn 192.168.43.0 / 24” was used and 

provided a list of connected devices in the network (Figure 2).  
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Figure 2. Implementation of the Nmap-command and output. This output helped figure out 

which device was the Sleep Tracker since all of the devices used was in the same network. 

 

Ninth step – The result from the search with Nmap it was possible to figure out what devices 

that was on the network since all of them were named. The Sleep Tracker device was named 

“Microchip Technology”, which indicated to be a sensor of some sort. To establish if this was 

the Sleep Tracker-device or not, the MAC-address identified that the “Microchip 

Technology” was the Sleep Tracker-device. A confirmation towards the “Microchip 

Technology” was made with a web search [42]. 

 

Tenth step – At this point all the information needed to perform the attack was gathered.  By 

using Metasploit the experimental attack was performed.  The Initial step to start the 

experimental attack was to start up Metasploit [43] (msf5 >) and use the command “use 

auxiliary/dos/tcp/synflood”, from that the “RHOST 192.168.43.179” and “RPORT 80” was 

configured. In order to execute the experimental attack, the command “exploit” was executed 

(Figure 3).  

 

 

Figure 3. Implementation of the Distributed Denial of Service-attack. This attack is divided 

into three steps where specific information must be inputted to perform the attack. The last 

line indicate that the attack is executed and running. 

 

Eleventh step - The choice of attack was a Denial of Service-attack, more specific a SYN 

flood attack [44]. “[*] SYN flooding 192.168.43.179:8” indicated that the experimental attack 

is running (Figure 3). 
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5.3 RESULT OF THE EXPERIMENT 

When the attack was performed the network enabled device, the Sleep Tracker, started to 

behave strange. According to the results viewed in the graphic user interface of the Sleep 

Tracker, there was a lack of heart rate and breathing rate during the attack and the inadequate 

collection of data was showed with some delay. The breathing rate was presented as a blue 

graph and heart rate was presented as a green graph (Figure 4). Further the device did not shut 

down.  

 

 

Figure 4. Result from Distributed Denial of Service-attack. The result presented in the graphic 

user interface for the Sleep Tracker. The blue and green graph are the interesting ones and 

shows the rhythm of breathing and heartrate. 
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6 SECURITY POLICY 

All organizations have both assets and resources and they should be protected and kept 

secure. A security policy is a document that provides security for assets and resources and 

contains rules and procedures for all employees that they have access to organizations 

infrastructure and the organization’s values. Therefore, the security policy is unique for all 

organizations [45]. There are three main objectives for a security policy. Together they 

compose CIA which stands for Confidentiality, Integrity and Availability. 

 

Confidentiality means that the data and information must be preserved and that all that’s 

considered an asset for the organization must be secured from unauthorized access. Integrity 

means that all that’s considered as an asset is handled in a certain manner so that the integrity 

and confidentiality is kept secure. Availability means that it’s possible for all authorized 

employees to get access to an asset. Even though the system and policy are strict to secure 

assets, it must be possible to gain authorized access.        

 

It is necessary to keep the security policy updated continually since the surroundings in the 

field evolve all the time. When the security policy document is created it is built upon the 

three main objectives that was mentioned, but there are a few more to it that should be 

addressed. Except the objectives the policy should contain a described purpose, scope and 

goal. The purpose describes what is minimal required for the organization to work and that 

will be different from one organization to another. The scope contains all the employees and 

external personnel that must take part of the policy. The goal for the policy could be any 

specific goals with compose a security policy and specify what those goals are. The security 

policy must contain what authorized employees can do within the organization regarding the 

assets, and it should specify what they are not allowed to. If an employee violate given rules 

there must be specified within the policy what the consequences are and how the problem 

should be handled.  

 

6.1 SECURITY POLICY: SMART HOME  

As a future tool to mitigate attacks and threats for the smart home a security policy could be a 

good choice. Security policies has a crucial role in organizations and workplaces, since it is a 
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guide how to manage and maintain, how use the tools, network and whom should have access 

to assets. As a suggestion a security policy in a Smart Home [4] could be formed as follow. 

 

• Integrate safety in the construction phase 

Security should be evaluated as an essential part of any network-connected device. It is still 

very common for safety to be overlooked when products are to be launched from the 

companies.  

 

• Advance security updates and management of vulnerability 

Through patching, security updates and vulnerability handling strategies, the security can be 

strong already in the design phase. This means e.g. that the default password is replaced and 

that the updates are scheduled. 

 

• Built on proven security practice 

Many of already used practices which are used in the common IT and network security is a 

good starting point when implementing security in the Smart Home area. This can identify 

possible vulnerabilities and help to recover from damages and disruptions to the network 

enable devices. 

 

• Prioritize security measures in relation to its consequences 

It is important to know where specific security measures should be targeted in the system, by 

focusing on consequences of disruptions or malicious activities it can tell where the focus of 

the security should be directed. 

 

• Support the transparency over the Smart Home system 

If possible, developers and manufacturers need to know the supply chain.  This means relative 

to Smart Home security that they need to know if there is any vulnerability with software or 

hardware provided by the vendor outside their organization. Increased collaboration and 

awareness can help manufacturers and consumers to discover where and how security 

measures should be implemented 
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• Connect carefully and thoughtfully 

Smart Home consumers should consider if a permanent connection is necessary, considering 

the risks of a disturbance. By this is meant that perhaps some units do not have to be used 

continually, when battery or similar is used. 
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7 RESULTS  

What are the common communication technologies used in the context of a smart home?  

As a result of this works literature study, the common used communication technologies are 

technologies that appear often in journals. ZigBee, Z-Wave and Wi-Fi, KNX RF, Bluetooth 

LE and Thread. All these communication technologies are wireless and can provide the user 

with a working smart home environment. All network enabled devices with any of this 

communication technology implemented are fully connected and provides the user efficiency, 

comfort and safety.  

 

What are the security threats found in the communication technologies in the context of smart 

homes and what are their consequences? 

The results of this are presented in the Theory chapter for each communication technology in 

the context of a Smart home. They are all vulnerable for attacks of different sort. Based on the 

reported literature, several problems were identified to the Smart Homes regarding the 

security aspect. The devices used in Smart Homes are often categorized as low-constrained, 

which makes it difficult to implement the combination to provide full security and 

proliferation due to low energy consumption, computation power and memory. That is the 

main reason that security mechanisms such as TLS or DTLS are not used consequently and 

resulting in security problem for the communication protocol. 

 

The problems in the Smart Home environment are presented in the literature, shows that the 

cryptographic algorithms are rarely used in those systems. Even though there is a hot area for 

establishing lightweight encryption for network enabled devices. 

 

The result of the experiment the attack that was performed towards the network enabled 

device, the Sleep Tracker, with Wi-Fi communication technology implemented made the 

device behave strange. The result viewed on the user interface of the device, showed there 

was lack of heart rate and breathing rate during the attack and the inadequate collection of 

data was showed with some delay. The breathing rate is presented as a blue graph and heart 

rate is presented as a green graph (Figure 4).  
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Figure 4. Result from Distributed Denial of Service-attack. The result presented in the graphic 

user interface for the Sleep tracker. The blue and green graph are the interesting ones and 

shows the rhythm of breathing and heartrate. 

 

How can the security be improved in the future regarding communication technologies for the 

smart home device?  

As a result of this work there is a lot of future work on this section. There are guidelines for 

users to follow in order to provide safety in the Smart Home environment.  

Network enabled devices should be configured and not using the default settings for username 

and password.  Security policies for the Smart Home in the future will work as a guideline for 

the user. The security policy for the Smart Home provide the guide of what measures that are 

important to implement or configure in the smart home environment.  

The Wi-Fi alliance is developing the Wi-Fi technology with a new feature to improve the 

security in the technology and it’s named WPA3. WPA3 is an enhancement of the previous 

WPA2. The new feature provides authentication, encryption and requirements for 

configuration.  
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8 DISCUSSION 

The purpose of the work was to investigate the common used communication technologies in 

the context of a Smart Home with focus on security and vulnerabilities. With focus on 

security and vulnerabilities we wanted to identify the threats found in each communication 

technology and how the vulnerabilities can be exploited for an attacker to perform an attack.  

 

At the time of writing this work that one technology that did not seem to have any 

vulnerability was Thread. We thought that this technology didn’t have any known 

vulnerability since its considerable new on the market. Thread is not brand new, but among 

the newest upcoming technologies for Smart Homes, and that could be a reason why there is 

no known vulnerabilities found. Thread is running on the IEEE standard 802.15.4, same as 

ZigBee, and that standard don’t have any protection for replay-attacks. We have not found 

any vulnerability from that, but it is discussable weather Thread is protected or not against 

this kind of attack.  

 

Mentioned in the journal [17], ZigBee devices usually run on battery. This makes it possible 

for an attacker to perform a Denial of service attack in order to put the device out of service or 

to reduce the capability of the device. This is something that can affect the other 

communication technologies mentioned is this work. 

 

Another journal [16] highlights that KNX technology implemented in devices are sending 

passwords in plain text, this gives us an indication that KNX can be one of the weakest 

technologies in this work if not configured properly.  There are security features but to 

configure KNX properly the user needs knowledge of how to perform the configuration 

properly.  

 

Z-Wave and Thread are considered equivalent from a security perspective. Thread has at the 

moment of writing this work no confirmed known vulnerabilities, but Z-Wave does. 

Comparing Z-Wave to the other communication technologies Z-Wave has considerably less 

vulnerabilities that can be exploited to threats. In the journal [22] the vulnerabilities and 

threats to Z-Wave are exemplified as a Black hole attack, a type of Denial of Service Attack. 
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Bluetooth LE has been on the market for many years and everyone have experience from this 

communication technology. The list of threats is long, but most of the threats are against the 

same type of vulnerability. Among the threats [34] are Denial of Service attacks, Bluejacking 

and Car Whisperer found. What the threats have in common are that an attacker, as with most 

attacks, wish to gain unauthorized access to the device. In order to do so, there are a few 

different techniques used. In a Bluejacking attack, the attacker target for any mobile device 

and it can result in software being installed on the device, either so that the device or the user 

comes to harm. In the Car whisperer attack, the attacker crushes the passkey and targets the 

Bluetooth device in the car. This could result in car-hacking. In a Fuzzing attack, the attacker 

sends malicious data to a device in order to exploit vulnerability.  

 

We choose to use Wi-Fi as the technology in our experiment. This choice was motivated by 

the reason that Wi-Fi is still one of the most frequently used [29] technologies. Wi-Fi is 

according to the literature study sensitive to Denial of Service attacks and the WPA2 is weak 

and is possible to crack. It would have been optimal and a good idea to practice this as a part 

of the experiment. The result of the experiment could be clearer if we would have been using 

measurement tools for the experimental attack. Measurement tools such as measuring time 

from when the experiment was executed and when the Sleep Tracker started to behave strange 

and analyzing the traffic.  

 

With this knowledge we did an experimental attack as an experiment. The device that we used 

was a Sleep Tracker and we have decided from ethical aspects not to name the developer in 

this work. Weather the developer is mentioned or not does not affect the result or any 

discussion subjects. The experiment was conducted in an open network because WPA2 was 

already proven to be crack able and a password attack against that network would be easy to 

perform and succeed with. Subsequently the unit was subjected to a SYN-flood attack in order 

to consume resources and influence the unit, then the unit began to behave strangely and the 

stability we had supervised in the user interface before the attack was tampered with. The 

heart and breathing rate stopped appear on the graph in the user interface the attack was 

succeeded. The result we got from the experiment is interesting because it shows how 

sensitive the devices are and that it doesn’t take much for devices to behave strange.  

 

If we compare the results of literature studies and experiment it shows that deficiencies in 
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security exist. However, we see an improvement potential regarding security of the Smart 

home, when WPA3 is fully used, the security in the Wi-Fi technology will be improved with 

better privacy in open networks, more resistant against Denial of Service and stronger 

cryptographic algorithm [27].  

This is only one improvement that can make a difference to the security in a smart home, and 

at the time of writing we do not know which future threats WPA3 will have. 

 

We believe if a policy is implemented to a Smart Home and followed by the users will solve 

many of the concerns. The policy should be a guide for the users for mitigate the threats and 

minimize the vulnerabilities in a Smart Home. 

We believe that threats and vulnerabilities which endanger the security of a Smart Home will 

always exist, the devices and technologies will be constantly exposed to new threats and 

detected vulnerabilities. 

 

The experiment justifies what is addressed in the literature study, the smart home is 

vulnerable from a security perspective. A Denial of Service attack is feasible in a simple 

manner against a device on a network, it could cause so much problems that the device is not 

contactable or that it becomes overloaded to the extent that incorrect data or no data is 

generated at all. 
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9 CONCLUSION 

Our conclusion made from the following addressed objectives.  

What are the common used communication technologies in the context of a Smart Home?  

What are the security threats found in the communication technologies in the context of smart 

homes and what are their consequences? 

How can the security be improved in the future regarding communication technologies for the 

smart home device?  

 

It is crucial for network enabled devices used in the context of a Smart Home to be configured 

manually and not be running on default settings in order to initial prevent threats and attacks.  

 

A Smart Home is vulnerable, but there are options to mitigate threats and attacks. What is 

required from the user is knowledge about how the communication technologies operate 

within the network enabled devices and how to ensure a safe Smart Home environment. It is 

crucial to implement and configure the correct security features for each communication 

technology.  

 

When choosing a communication technology implemented in network enabled devices it is 

crucial to have knowledge of what is needed and for what reason. The characteristics of the 

communications technologies are different and therefore good options for different 

environments.  

 

An option for the future work is trying to ensure that the environment will be more secure. 

The idea that this work provide for the future is a Security Policy for the Smart Home. If the 

users are following the policy, the risk is less that the security is compromised by threats and 

vulnerabilities.  
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10  FUTURE WORK 

The authors propose for future work and research analysis how a policy will impact the 

security in a Smart Home in the future, which is something that the work does not explore.  

WPA3 is an interesting development of Wi-Fi technology and something that could 

significantly improve the security of the technology in the future 

The technology Thread has not yet become one of the leading technologies in Smart Home 

solutions at the time of writing. But regarding Thread's exciting properties and the big 

companies that are behind the development of the technology, the technology is likely to 

continue to expand in the future. 
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