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Abstract 

This project aims at giving a brief overview of the area of research called Authorship 

Analysis with main focus on Authorship Attribution and the existing methods. The 

second objective of this project is to test whether one of the main approaches in the 

field can still be applied with success to today's new ways of communicating. In order 

to do so, a model will be designed and constructed to provide automation. The study 

uses multiple stylometric features to establish the authorship of a text as well as a 

model based on the TF-IDF.  
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1 Introduction 

1.1 Introduction to problem 

New technologies have given new ways of communicating to society, 

individuals are now looking for a faster and more efficient way to deliver 

messages to one another. Internet, social media, SMS, emails and other 

applications have achieved so. More importantly, they have also given us the 

gift of anonymity, hence we are no longer bonded to our identity. Such power 

has and still is being taken advantage of by both regular citizen and 

cybercriminals. Anonymity can give the freedom to do and say whatever a 

person would like to, without being held accountable for it, which is the perfect 

tool for individuals with malicious intentions. Authorship analysis is not a new 

issue in forensics, indeed it has found application in many different fields, like 

plagiarism detection, cyberbullying, ransom note, email forensics. The topic 

has been subject of study since before the "Tech Era". In the early years, it was 

more of a similarity problem with stylometry and handwriting analysis as main 

resources. Today we rely on documents in digital form, hence it is not possible 

to use handwriting as evidence in the matter. Moreover, we are used to write 

short texts, so the pattern recognition process became more challenging. 

Nevertheless, new techniques have been developed along with new tools and 

resources to try to keep up. 

1.1.1 Problem Formulation 

1.1.1.1 Problematization 

Authorship attribution1 is still one of the major and most influential issues 

in digital forensics. Today we hear on the news about cases of cyberbullying, 

cyberstalking, fraud where individuals take advantage of the anonymity 

provided by the modern means of communication without being held 

accountable. In order to determine the identity of an individual online, the 

analyst would often resort to geo-location, IP addresses and such, 

nonetheless, hackers have become more skilled in concealing such elements. 

In these cases, the analyst provided with only textual evidence is in charge 

of detecting the connection between an author and a piece of text.   

The purpose of this project is to facilitate such task by providing a thorough 

technique which adapts to today’s texts. The current day’s communication is 

                                                      
1 Authorship attribution is one of the three subcategories of Authorship Analysis (Authorship 
Attribution/Authorship Identification, Authorship Verification, Profiling) 
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rarely made of long documents; indeed, texts are often limited to 250 

characters as many social media platforms dictate. The challenge of 

Authorship Attribution in modern days stands in the fact that a long text can 

provide a much higher quantity of insightful information compared to a 

short text.  

Moreover, the language has changed, nowadays we have a new language 

different than English, made of new elements such as slang words, shortcuts 

and emojis or related symbols which tends to change over time according to 

trends. For all these reasons the task has evolved to a new level of complexity 

which is the gap this project will try to fill out to the benefit of the digital 

analyst. 

 

1.1.1.2 Research Questions 

Q1. Is the similarity- approach still effective when it comes to 

today’s interactions (e.g. Twitter posts)? 

Q2.  Is it possible to develop a framework which allows the analyst 

to automatically detect the author of an anonymous text given a 

set of known authors? 

Q3. Could said framework achieve an accuracy score so to be 

considered valid evidence? 

1.2 Limitations/Issues 

The evolution of the task faces the following challenges: 

• Accuracy level: for evidence of authorship to be considered 

valid/sound, the level of accuracy of the means used to pursue it has to 

reach high percentages. As further sections will develop, previous 

researches on short texts managed to achieve an accuracy level of no more 

than 50%, which in court would not be considered a reliable source of 

evidence. 

 

• Formal vs Informal: the writing style of an individual changes based 

on the context. For instance, a text to a friend is completely different from 

an email to a professor. A comparison between a formal text and an 

informal text from the same individual might result in a false negative 

result, hence the result of the classification might be compromised. 

 

• Slang: every language tends to evolve and change according to the 

trends. For instance, abbreviations such as "tbh", "jk" or "thx" are 

frequently used in social networks along with other special characters and 

symbols like emojis. To add further complications, special symbols as 

such tend to shorten the texts by replacing a whole sentence with a 

representation of it. Moreover, emoticons and symbols might complicate 
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the processing of data as they do not belong to any existing category of 

stylometry. 

 

• Impersonation: more and more often, individuals use social networks 

to impersonate another user. Regardless of the reason behind such 

behaviour, the actor would try to mimic every aspect of the targeted 

account via shared pictures, connections, interests and posts. In this case, 

authorship detection becomes extremely difficult as the two authors 

would share the same set of stylometric features, despite being two 

different individuals. 

1.3 Thesis Structure 

This thesis follows the following structure: 

➢ Chapter 2: It further analyses the problem introduced and it provides 

the reader with a background of the area of research. In this section, the 

methods and approaches used in previous studies are also reviewed. 

➢ Chapter 3: It includes a description of the methods chosen to tackle the 

problem and the motivation behind the choice. 

➢ Chapter 4: It describes the structure of the experiments, how they have 

been carried out, what results came out of the experiments and what they 

mean in correlation to the purpose of the research. 

➢ Chapter 5: it discusses the results obtained in correlation to the area of 

research and whether the research questions have been answered 

➢ Chapter 6: it summarizes the whole project and the final outcomes. 

➢ Chapter 7: it describes the improvements that could be made to the 

final project and suggests possible future developments. 
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2 Related work 

This chapter outlines the main components of the area of research called Authorship 
Analysis. The components analysed are the milestones in the study, the subcategories 
found during research and the main approaches adopted.  
The chapter summaries the process of establishing the validity of evidence in court 
as well as the features part of the stylometry categories.  

2.1 Authorship Analysis 

Authorship analysis aims at establishing a connection between a piece of text and 

its author. Such a connection is created by analyzing the text, extrapolating a set 

of unique characteristics so that an author could be identified. The whole process 

relies on the fact that every person has a specific set of features in their writing 

style that distinguishes them from any other individual. 

This area of research is not new; indeed, many studies have been carried out even 

before the technology revolution. In the early days, the exploration was purely an 

application of stylometric techniques with the main objective being to identify the 

author of a long literate work, for instance: 

 

• Shakespeare’s work analysis by Mendenhall: 

The study examined differences between the work of the famous author and 

Bacon in terms of the frequency distribution of words of different length 

throughout the collection of documents from both authors. A clear difference 

between the two-author’s distribution of words has been found [38].   

 

• The Federalist papers: 

The problem revolves around 12 papers, which were part of a bigger set of 

documents. The papers in the matter had been written in order to grow 

support for a ratification of a proposed new constitution in the USA. Those 

twelve papers in particular, have been published and claimed by two different 

authors [13]. 
 

To this day, both the analysis of Shakespeare's work by Mendenhall and the 

Federalist problem are considered milestones in the field of authorship analysis. 

Mendenhall's work is considered one of the first steps towards the field because of 

his use of stylometric features as unassailable evidence. Whereas the Federalist 

problem represents a playground for the scientists of the field, indeed it has been 

extensively used to test out authorship techniques. Moreover, the study by Holmes 

[13] more in the specifics, has been referred to as a breakthrough not only because 

of the application of stylometry ‘s concepts once again, but it also integrated the 

use of machine-learning algorithms as a first step towards modern day research. 
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As the years went by, the subject of authorship analysis has evolved, becoming not 

only restricted to identifying the authorship of some literal work, but also an open 

question in many other fields including cybercrime, law enforcement, education, 

fraud detection and so on. In order to deal with the subject in a more efficient way, 

the area has been divided into three subcategories [39] [25]: 

• Authorship identification; 

• Authorship verification; 

• Profiling. 

 

2.1.1 Authorship attribution 

Authorship Identification (or attribution), as the name suggests concerns with 

finding the author of an anonymous piece of text by analyzing the key 

characteristics of the text. The features will then be compared to the key features 

of a second corpus whose author is known; key features extraction stands for the 

second corpus as well. Basically, the question authorship identification is trying to 

answer is “Who wrote text A?” given a set of known authors. 

2.1.2 Authorship Identification 

Authorship verification, also referred to as similarity detection, relates to the 

situation where we have two pieces of text and we have an author A, the main 

objective is to identify whether the two texts have been written by the same author 

or not. Such problem has been described as more difficult than Authorship 

Identification (or Attribution) as it is not a binary problem, but far more complex 

due to the limitation of the resources to examine [18]. This area of study found 

application in plagiarism detection systems. Furthermore, it could be considered 

as the representation of the Federalist problem. 

2.1.3 Profiling 

As stated above, a piece of text can reveal many characteristics of the person who 

is writing it, not only in terms of grammar and literal style but give a more 

insightful view on the individual [18]. Indeed, it is believed that the choice of 

words, the way a sentence is structured can provide information about for example 

the level of education, the age or/and country of provenience. Basically, Profiling 

aims at constructing a psychological/sociological profile of the author of a text. An 

example of this type of analysis is the Unabomber case where a profile for the 

suspect has been built based on his manifesto. 
 

Authorship identification and authorship verification are often used interchangeably 

as if they belong to the same category. Such an assumption is wrong as they are 

different types of problem to the core.  

Authorship identification (or attribution) is often referred to one-class problem, 

whereas authorship verification could also be argued to be a two-class problem [40]. 

One-class categorization 
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One-class problem means that the text subject belongs to a known category 

or it does not, hence there is only one possible representation which is the 

target class. In this case, authorship identification better fits this parameter 

as a known target is given. If we have a corpus from a subject A and another 

one from subject B, our only task is to identify whether the corpus under 

examination belongs to one of the two subjects; the question revolves around 

a Yes or No answer: "Is this text part of the set of documents belonging to 

suspect A? Yes or No?". [40] 

 

 

As figure 1 shows, the process tests whether the anonymous text belongs to 

one class only. This is achieved by testing for certain features which could 

belong only to the target class (a profile). If said features are not found then 

the text does not belong to the class. This study will use the described 

method as we have samplings of the known category and the goal is to 

correlate one text to the known author. 

 

Two-class categorization 

A two-class problem includes the chance that our subject might not belong 

to the target class but to a second one, hence the necessity of building 

multiple profiles to serve as a comparison. When the question at the basis of 

the study is "Did Author A write text A?", the analyst not only needs a sample 

of Author A's texts but also negative samples, as in not-Author-A. In the case 

of multiple authors in the class not-Author-A, the comparison becomes 

harder as the probability of different authors sharing similar characteristics 

is higher. As shown in figure 2, the not-Author-A set includes text samples 

from different authors, amongst those authors there might be some pieces 

of text similar to each other or conversely very different from each other, 

thus building a comprehensive not-author-A profile becomes more complex. 

Texts of 

known 

author A 

Anonymous  

text Target Class 

Yes Is “Anonymous 

text” part of the target 

Class? 

Not in known 

set 

No 

Figure 1. One-class categorization 
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Authorship verification belongs to this category as the analyst is trying to 

compute the similarity between different subjects and targets to select the 

author based on the highest probability of belonging to the target class A or 

B. 

 

An example of a two-class problem in authorship verification would be a case 

of plagiarism. If a paper is suspected of being written from a different author 

than the one that claimed it, the test to determine the authorship not only 

has to estimate whether the allegedly plagiarized paper belongs to the class 

of the author who allegedly wrote it, but also to a second author B. 

 

 

 

 

 

Besides what is stated above, whether the problem is one-class or two-class truly 

depends on the data available and the nature of the examination. As already said, 

one-class problem seems to be more efficient when we are certain that our text 

belongs to only one representation. In the case we are only testing for an author, 

but we are not sure who else could be the author testing for not-author-A becomes 

harder as we don't have specific negative data to use [40]. 

Texts of 

known 

author A 

Text A 

Target Class 

 

Text 

author B 

Yes No 

Text 

author C 

Not-Author-A 
Did Author 

A write text 

A? 

Figure 2. Two-class categorization 

Essay A 

Essay B 

Essay author 

unknown ? 

Figure 3. Example of Plagiarism Detection as a Two-class Problem 
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2.2 Authorship Identification 

Authorship Identification, also known as Authorship Attribution: the process of 

recognising anonymous authors by identifying and analysing characteristics and 

patterns in a given text/set of text. 

Amongst the three subcategories, most of the modern-day research has focused on 

authorship attribution. Such events have been caused by the chance that today’s 

technology has offered us to freely communicate without revealing our identity.  

 

Because of the large amount of research already done on the topic, there are 

countless different approaches that have been tested with as many different 

techniques already tried out as shown in table 1. Throughout this research, some 

key elements of the topic have been identified such as the division between the main 

approaches and the techniques in use.  
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YEAR RESEARCH 

FOCUS 

TECHNIQUES TITLE OF 

STUDY  

AUTHORS 

2010 Web Forum 

Posts 

SVM, Neural 

Networks 

Authorship 

attribution of 

Web Forum 

Posts” 

S.R. Pillay, 

Solorio 

2012 Literature DISTANCE 

FUNCTIONS, K-

Means 

“Text clustering 

on authorship 

attribution 

based on 

the features of 

punctuations 

usage” 

M. Jin and M. 

Jiang 

2012 Chat Logs, 

Forensics 

SVM, Naïve Bayes 

Classifier 

“Identifying 

Cyber 

Predators 

through 

Forensic 

Authorship 

Analysis of Chat 

Logs” 

F. Amuchi, A. Al-

Nemrat, M. 

Alazab and R. 

Layton, 

2012 Novels MLP, k-NN “Authorship 

attribution 

using 

committee 

machines with 

k-nearest 

neighbours 

rated voting” 

A. O. Kusakci 

2013 SMS Naïve Byes 

Classifier 

“Summary: A 

System for the 

Automated 

Author 

Attribution of 

Text and Instant 

Messages” 

J. A. Donais, R. 

A. Frost, S. M. 

Peelar and R. A. 

Roddy 

2013 SMS Messages Cosine Similarity 

measure, 

DISTANCE 

FUNCTIONS 

“"Authorship 

detection of 

SMS 

messages using 

unigrams,"” 

R. Ragel, P. 

Herath and U. 

Senanayake 

2013 Chat Logs Statistical 

approach vs Novel 

Approach (KLD, 

MLE) 

"Finding 

Participants in a 

Chat: 

Authorship 

Attribution for 

Conversational 

Documents," 

G. Inches, M. 

Harvey and F. 

Crestani, 
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2.2.1 Approaches 

There are two main approaches when it comes to defining how the set of 

documents per author available should be treated: instance-based approach and 

profile-based approach [41]. Once the tactic has been identified, the 

specifications of the methods must be decided; in case of automation, there are 

two possible procedures to learn and compute authorship: machine-learning 

approach and similarity-based. 

 

2.2.1.1 Profile-based 

A profile-based approach aims at constructing an author-profile based on a 

set of extracted features. As shown in Figure 4, the instances of a text are not 

examined singularly, but they are considered as a whole and consequentially 

unified into one corpus per author. In such a way, the total corpus per author 

could include text instances of different nature like formal texts and informal 

texts creating a more comprehensive profile per author. Furthermore, given 

2014 Online messages 

through web-

system 

SVM, DECISION 

TREE 

“Authorship 

Attribution 

Analysis of Thai 

Online 

Messages” 

R. Marukatat, R. 

Somkiadcharoen, 

R. Nalintasnai 

and T. 

Aramboonpong, 

2014 Tweets  Weighted 

technique for 

Common n-

Grams 

"A challenge of 

authorship 

identification 

for ten-

thousand-scale 

microblog 

users," 

S. Okuno, H. Asai 

and H. Yamana 

2015 Emails One Class SVM, 

probability 

model, Graph 

based 

“A graph model 

based author 

attribution 

technique for 

single-class e-

mail 

classification” 

Novino Nirmal. 

A, Kyung-Ah 

Sohn and T. S. 

Chung 

2016 Economy, 

Politics 

Artificial Neural 

Networks 

“Intelligent 

authorship 

identification 

with using 

Turkish 

newspapers 

metadata" 

O. Yavanoglu 

Table 1. Survey of previous studies 
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that every text instance will be joint into a larger corpus, this approach can 

handle the problem of data imbalance and/or lack of enough samples. 

When a profile per author is created, the attribution model will examine the 

features of the other authors and will determine, which one is the most likely 

one to match the profile of the unknown author. Despite the efficiency shown 

when it comes to short text authorship attribution [30], in cases of author 

impersonation, the approach might not achieve accurate  

 

results as the set of characteristics of the impersonator could be compromised 

given the fact that they reflect another author’s characteristics. 

 

2.2.1.2 Instance-based 

Conversely to the profile-based approach, the instance-based method does 

not bind all the text instances to an author per se, but rather to a set of 

characteristics. Indeed, every text is analysed and a group of features for that 

particular text instance is extracted. The sets of features of every text 

instance are then used to train the model and so to determine the authorship 

of the anonymous text as shown in figure 5. 

Figure 4. Profile-based approach (Stamatatos, n.d.) 
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This technique could successfully deal with the problem of impersonation as 

the model’s training is based on the instances, rather than a profile and could 

potentially reflect today’s text availability given the short length of posts and 

lack of long corpus per authors. Nonetheless, said approach requires a large 

number of text instances, which are not often available to the forensic 

analyst in a real-life scenario.  

 

2.2.2 Method automation 

The recent studies in authorship identification have focused on different 

logistic aspects such as the set of features which best captures the style of an 

author, whether the size of the test set affects the accuracy of methods, whether 

the test conditions reflect real-world scenarios. However, they have also 

focused on the automation of the task. Throughout the literature review,  two 

main schools of thought have been analysed: Similarity-based approach vs. 

Machine-learning approach. 

2.2.2.1 Similarity 

Similarity-based techniques have been used since the early days of this area 

of research. However, as technology developed, the focus of research has 

shifted to machine-learning with significant studies in correlation to 

modern-day writing.  

Similarity-based methods compute the distance between two texts according 

to a defined metric measure. The key element of this approach is the feature 

selection as they should best represent the author’s profile. The author 

Figure 5. Instance-based approach(Stamatatos, s.d.) 
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whose similarity score is closer to the anonymous author is considered to be 

the most likely author. Another important aspect to ponder on is the choice 

of metric measure.  

Koppel [19] suggests that similarity-based methods are more suited for a 

large set of authors. He also proposes a naïve approach with 4-ngrams used 

to represent the author's profiles as vectors and cosine measures for the 

distance; the method achieved 92 % of precision[17]. 

2.2.2.1.1 Methods used 

The similarity-based approach revolves around the concept that if two 

documents (or stack of documents belonging to the same author) are 

similar, then the two documents will be closer in space. Depending on the 

distance between the two authors, we can establish whether the authors 

are indeed the same person. Several researches apply the approach by 

representing the authors via vectors. The vector is constructed based on 

the stylometric features extracted from the documents. Further studies 

have highlighted that n-grams are often the chosen feature to study; as it 

will be explained in later sections, such choice has been shown to be 

successful or at least to achieve admissible results.  

For instance, Koppel [17] adopted this approach when analysing blogs of 

2000 words with a large set of users. The experiment aimed at studying 

the accuracy of the methods on a larger set of users, through  Cosine 

similarity. Even though the chosen feature was n-grams, which is very 

powerful on its own, the accuracy score did not manage to achieve not 

even 50 %. Such score per se is not to be considered a fail as the test was 

based on a large set of uses, but like previously stated it is not high enough 

to be accepted in court.  

Another study on Jaccard’s coefficient as distance measure [37] achieved 

a high level of accuracy (90%) as the number of text data increased given 

a small set of authors. Jaccard’s coefficient computes the intersection 

between two sets. 

Other alternatives to Cosine Similarity are Manhattan Distance and 

Euclidean Distance, which will be better explained in section 3.2.3. 

2.2.2.2 Machine learning 

With the enhancement of computational power and related resources, 

machine learning approaches have been receiving a lot of attention; 

authorship attribution research does not abstain from such a trend. 

In machine learning, the texts of a known author are considered as training 

sets. A learning algorithm allows the classifier to learn a formal rule so to 

assign the anonymous author to the right known author. The key element of 

the approach stands in the choice of the right features. Nevertheless, further 

developments in the field have shown that other machine learning 

techniques could help to achieve good results through feature selection even 

in the preliminary phase. Despite the numerous advantages, Machine 
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learning methods have been questioned whether they are the best to manage 

a large set of authors like the set of users on the Internet.  

Additionally, machine learning techniques tend to be sensitive to noise, 

which can be found anywhere on the internet, either because of misspelling, 

change in style according to the person we’re writing to, punctuation and so 

on.    

2.2.2.2.1 Methods used 

Several approaches have been tested throughout the years, both 

supervised and unsupervised methods have been adopted. Recently, 

unsupervised methods have seen an increase of interest due to a better 

resemblance with a real-life scenario. In online settings, the analyst would 

not always have author labels at disposal, and most of the times the 

author could not be part of the set of the unknown authors. Researchers 

have focused on methods such as clustering and PCA. 

Remarkable has been the study by Abbassi and Chen [2], which based 

their methodology on machine-learning techniques such as SVM, PCA 

and Karhunen-Loeve to develop a new method featuring a sliding window 

to capture the style of an author at a finer granularity. [2] the approach 

itself despite showing high levels of accuracy, it does not outperform SVM 

and could not possibly replace it in a context such as online messages as 

stated by the researches themselves.  

In particular SVM in conjunction with ngrams have been considered 

amongst the most accurate methods in authorship attribution, even 

though it is relative to the test conditions.[18] 

2.2.3 Discussion of existing methods 

A set of variables has to be taken into consideration when selecting the 

methods to use such as the number of candidates, the length of a single text 

instance and/or the total corpus, the number of text instances available for 

analysis, the topic of the written documents, their nature and last but not least 

the final objective of the research. 
 

Like previously stated, the early stages of research in the field focused on 

literal work of a small set of candidates. In such cases, the analyst would have 

at disposal a large and extensive corpus from which significant characteristic 

features could be extracted. Moreover, a small set of candidates decreases the 

chances of a set of features being connected to more than a single candidate. 

In cases as such, the single use of stylometric features resulted in being 

satisfactorily effective [40].  
 

However, several studies demonstrate that when the number of candidates 

increases, the accuracy of such methods decreases. Specifically, Koppel [17] 

tested this hypothesis using SVM and stylometric features combined on a set 

of 10000 authors and a corpus made of blog posts made of 200 words. 
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Further studies have been carried out on new types of texts such as SMSs and 

tweets [42] [28] along with different techniques; both machine learning 

techniques (with particular focus on SVM) and similarity approaches have 

been tested achieving accuracy percentages around 50%. Once again, the size 

of the set of authors has shown significant influence in the final results. 

 

 

2.3 Stylometry 

Stylometry is the area of study which focuses on the detection of a specific pattern 

in an individual's writing style by investigating different features such as the 

distribution of n-length words, the use of punctuation, the grammar, the 

structure of the sentence or paragraph and so on. Typically, the set of features to 

be analysed in a text are divided into five categories [34]: 

➢ Lexical features; 

➢ Structural features; 

➢ Content-specific features; 

➢ Syntactic features; 

➢ Idiosyncratic features. 

 

2.3.1 Lexical Features 

Lexical features describe the set of characters and words an individual 

chooses to use. Such features include the distribution of uppercase 

characters, special characters, the average length of words used, the average 

of words used per sentence as well as other characteristics shown in Table 2. 

These set of features describe the vocabulary richness of an author, which is 

a distinctive characteristic of a writing style. The vocabulary of an author is 

build based on the education endured and the experiences lived by the 

author themselves, hence its uniqueness. 

 

 

Lexical features 
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• Characters count (C) 
• Total number of alphabetic characters/C 

• Total number of upper-case characters/C 

• Total number of digit characters/C 

• Total number of white-space characters/C 

• Frequency of letters (26 features) A–Z 

• Frequency of special characters 
• Total number of words (M) 
• Total number of short words (less than four characters)/M e.g., 

and, or 
• Total number of characters in words/C 

• Average word length 

• Average sentence length in terms of characters 
• Average sentence length in terms of words 

 

Table 2. Lexical features 

 

2.3.2 Structural Features 

Structural features can tell us about the way the writer organizes the 

elements in a text, such as paragraphs and sentences. In this category, we 

can find as an indicator whether the author includes greetings and farewell 

in an email corpus for example, or we can analyse the structure of a 

document per se, such as the number of paragraphs in a text, as well as the 

average length of the paragraph. 

 

Structural features 

• Total number of lines 

• Total number of sentences 

• Total number of paragraphs 

• Number of sentences per paragraph  

• Number of characters per paragraph  

• Number of words per paragraph  

• Has a greeting  

• Has a separator between paragraphs  

• Use e-mail as signature  

• Use the telephone as signature 

• Use URL as signature 

 

Table 3. Structural features 
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2.3.3 Syntactic Features 

As suggested by the name of the category itself, it includes the features relative 

to the syntax of the text such as punctuations and function words. Function 

words are all the words which help defining the relationships between the 

elements of a sentence; for this reason, they are also the most common words 

found in any text. Despite their popularity in use, together with their 

frequency, they could result in a valid indicator of authorship.  

 

Syntactic features 

• Frequency of punctuations 

• Frequency of function words 

Table 4. Syntactic features 

 

2.3.4 Content-specific features 

The category is particularly handy when it comes to a corpus extracted from 

forums or topic-specific sources as it analyses the keywords in a text.  

Despite being extremely insightful when it comes to content-monitoring (in 

correlation to terrorism in chats and cyber-paedophilia), in a more general 

context such as Twitter posts, the features have been proved useless as they 

depend on a topic and environment [34].  

 

Content-Specific 

Frequency of content specific keywords  

Table 5. Content-Specific features 

 

2.3.5 Idiosyncratic Features 

Idiosyncratic features aim at capturing the essence of an author's writing style as 

they represent the set of features which are unique to the author. Such features 

include for instance the set of misspelt words (frequently or not), abbreviations, 

use of emojis or other special characters. 

 

Idiosyncratic features 

• Misspelt words 

• Abbreviations used 

• Emojis used 
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2.4 Evidence accuracy score 

The admissibility of evidence in court, depends on a number of factors. When it 

comes to evidence produced through scientific methods such a machine-learning, 

it must be ensured that the methods used, and principles adopted are reliable and 

sound. Because of different jurisdictions, it is not possible to identify a "universal 

rule of thumb", nevertheless existing regulations such as the Dauber Criteria[7] 

have already defined a number of requirements to meet which could represent a 

general guideline to consider.  

According to the Daubert Criteria, for evidence product of scientific methods 

relying on automation, the technique has to be tested thoroughly and peer-

reviewed as well as evaluated according to the error rates produced through 

experiments and acceptance by the scientific community. 

The conditions of the experiments which led to the method-definition are to be 

taken into consideration as well as to show that the techniques are suited to be 

applied to a real-world scenario.  If the conditions do not acknowledge a wide 

enough spectrum of data, the error rates produced on a closed set could cause the 

evidence to be discarded before court. 

In authorship analysis, a large number of methods have been defined, all in 

different conditions and all of them with different results, such lack of certified 

methods to ensure authorship attribution reduces the credibility of potential 

evidence. A need for a reliable method applicable to the real world and new ways 

of communicating is felt.  

• Slang 

• Unique words 

Table 6. Idiosyncratic features 
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3 Theory 

The purpose of this research is to test whether the similarity-based approach, 

could still achieve significant results and sound evidence in modern day settings. 

As previously stated, rarely the analyst would have at disposal long texts per 

suspect, especially when the source of information is any of the popular social 

media platforms such as Twitter or Facebook. Consequentially the amount of 

retrievable information could be limited and/or not restrictively identify one 

particular author. In addition, the set of known authors could not be restricted to 

a few authors alone but could be as large as the set of social network users, which 

would lead to a decrease in the accuracy of the methods as stated in section 2.2.3. 

Despite the negative impact, the alterations to the formal writing rules could hold 

some positive connotations for the area of research. Indeed, the same 

abbreviations, slang word and special symbols that complicated the task, could 

give more insightful evidence on idiolectic. As social media have given out the 

ability to freely express our opinions, more people are writing, all with different 

levels of education and so with different styles, some more formal than others and 

some with a higher percentage of grammatical and syntactic errors.  

Several studies have been conducted on short texts such as emails and forums 

posts [8][24][28], with different techniques such as PCA, Naïve Bayes or SVM 

with n-grams, writeprints. Even though they achieved a high/average level of 

accuracy, as already stated machine learning techniques are not suited to deal with 

a large set of users and so might not be able to reflect the real world. For this very 

reason, this project focuses on the study of similarity-based approaches. 

In order to prove the accuracy of a similarity-based approach, a number of factors 

have been taken into consideration, such as the size of the texts available, the size 

of the set of users and the length of the texts. After evaluating the conditions of the 

experiment and the advantages and disadvantages of the different approaches 

discussed in section 2.2.1, the profile-based approach has been chosen. The single 

tweet instances will be combined and treated as a whole corpus where a set of 

features will be extracted from. 

Because this project attempts at gaining as much information as possible from a 

short text, all the different stylometric categories (Lexical, Structural, Syntactical 

and Idiosyncratic) with the exception of Content-based features will be extracted. 

Content-based features have not been taken into consideration as the set of tweets 

are random, thus they do not follow a specific topic.  

In addition to the set of stylometric features, n-grams will be analysed as well, as 

the literature review shows their efficiency regardless of the length of the texts and 

context. 
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The set of features to be analysed determines the representation of the text and 

processing technique. A subset of features will be represented as vectors and the 

distance between an anonymous author A and a known author B will be computed; 

the other subset will be represented as a set of tokens and the larger intersection 

between two sets represents the similarity between two authors.  

The described approach has been chosen as the vector representation could not 

fully represent the other subset of features. For instance, the idiosyncratic features 

aim at finding elements which are unique to the individual profile. By definition 

an idiosyncratic feature would not be found in another individual’s profile, thus 

the test should look for elements in common. Additionally, the use of two different 

methods allows a comparison in performance. 

  

 

3.1 Justification 

The choice behind the adoption of the profile-based approach stands because 

of the shortness of texts and its impact on the final results. Even though, as 

many features as possible will be extracted during the experiment, the length 

of the texts could be limiting in this sense. A study on SMSs [28] has 

demonstrated that a higher accuracy percentage is achieved if the messages 

are joint into one longer corpus.  

Regarding the choice of similarity-based techniques, the project's goal is to 

attempt at fulfilling a gap found in the literature review. As table 1 shows, the 

majority of today's studies focuses on machine-learning methods; in the table, 

we can observe that just two researches adopted distance measures as a mean 

of detection. 

This project also aims at studying the conjunction of different sets of features. 

Throughout the literature review, several methods involving distance 

measures and n-grams have been already studied, but there is a gap for what 

concerns a large set of features of different categories. Moreover, as shown by 

[22], this approach can handle larger sets better than machine learning 

methods, and so can handle a real-life scenario. 

3.2 Concepts 

This section outlines relevant concepts to the methods used to answer the 

research questions and the motivation behind such choices. 

3.2.1 Feature selection 

The choice of the features to be selected to represent a set of texts is strictly 

related to the nature of the research and the type of documents to be analysed. 

For instance, a study which focuses on documents and emails would focus on 

structural characteristics such as the greetings at the end and/or at the 

beginning of the text. The early study focused on literal work, hence the 
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chosen features often tried to capture the vocabulary richness of an author, 

the structure of the paragraphs, the division of the document as well as the 

elements composing a sentence (prepositions, pronouns, adverbs for 

instance)[21].  

As the writing style has evolved, the set of features has changed as well, 

nowadays the focus has to be on features that are independent of the length 

of the text or on the degree of formality. For such reasons, features such as 

Part-Of-Speech Tags are not to be considered reliable on their own, as well as 

features analysing paragraphs. The purpose of a tweet is to deliver a message 

quickly, the author would not often concern themselves with details such as 

syntax rules; also they would not spend more than a couple of sentences to 

express a concept, hence the study of paragraphs would be pointless as there 

is often just one paragraph.  Punctuation has previously been used as a 

relevant factor, but nowadays could not provide a large amount of 

information due to the informality of communications. 

Another important thing to notice is that a large percentage of previous 

studies [14] [6] discards features such as stop words, punctuation and word 

variation. Even though such features can saturate the final results, for 

instance when studying the word frequency in text, they should not be 

discarded as they highlight other characteristics of the writing style of an 

author. 

3.2.1.1 N-Grams 

An n-gram represents a sequence of n elements next to each other in a 

text. The elements in the sequence could be of any nature, for instance a 

sequence of characters, words, symbols, syllables etc.  

In authorship attribution, n-grams have been adopted in several studies 

in conjunction with machine-learning algorithms. Particularly, in the 

studies of [27] [28] [18],  n-grams have been used to build a profile per 

user with the most frequent n-grams, then the distance between an author 

and the unknown is computed via an evaluation algorithm; the method 

achieved an accuracy level around 50 %. The popular choice of feature is 

explained by the scalability and language independence of it; indeed, the 

feature has been chosen for studies in different languages such as Arabic, 

Chinese, Danish and others. Besides from not being sensitive to errors, 

misspellings and word variations, they have the power to capture other 

aspects of a text such as punctuation distributions, given the fact that 

bigrams are not restricted to just words alone. 

Several studies have been carried out in an attempt to establish what 

value should be assigned to n to successfully capture the style of an 

author;  the study by   tested a sequence between 1 a higher than 5, the 

results recorded an increment in accuracy as n is augmented, but after 5 

the accuracy tends not to improve by much. 

In this study, both character n-grams and word n-grams will be tested. 
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They have been chosen as they can cope with the length of a tweet, 

misspellings, differences in language, as well as the presence of other 

symbols such as emojis. 

3.2.1.2 Other Stylometric features 

The stylometric features chosen for this project are represented in the 

table below. 

Syntactic 

Features 
Lexical Features 

Structural 

Features 
Idiosyncratic Features 

Frequency of 

function words 

Avg. words per 

sentence 

Avg. TREND per 

tweet 
Misspelt words 

Occurrence of 

punctuation 

Avg. sentence 

length in 

characters 

Avg. URL per 

Tweet 
Abbreviations/Slang 

 
Avg. word 

length 

Avg. 

TAGGED_USER 

per Tweet 

 

 
Avg. words per 

tweet 

Number of 

sentences 

starting with 

lower case 

 

 
Avg. characters 

per tweet 

Number of 

sentences 

starting with 

upper case 

 

 
% of long words 

in corpus 

Avg. of uppercase 

sentences 
 

 
% of short 

words in corpus 

Avg. of lowercase 

sentences 
 

 Unique words 
Avg. sentences 

per tweet 
 

2 features 8 features 8 features 2 features 

Table 7. Stylometric Features Selected 

 

A number of features have been added to the list provided in section 2.3, 

to better represents a tweet text instance such as the average presence of 

a hashtag or an URL in the corpus. Moreover, as previously explained 

features regarding paragraphs and POS tags have been discarded because 

they do not contribute significantly to the representation of the text given 

the shortness of the tweet instances. 
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3.2.2 TF-IDF 

Term Frequency-Inverse Document Frequency, or simply TF-IDF, is used in 

Textual Processing to determine the relevance of a term in a document. The 

method makes the text-to-number conversion so that the document is 

represented by a vector. It is calculated by multiplying the term frequency by 

the Inverse Document Frequency. 

Term Frequency is the number of times a term t occurs in a document d: 

  
Equation 1.TF formula 

 

Inverse Document Frequency computes the rarity of a term throughout the 

whole collection of documents and it assigns a weight accordingly. The terms 

with a high IDF score are the rare once and hence the most distinctive.  

 
Equation 2. IDF formula 

The technique stands on the idea that if a word occurs frequently in the 

documents, it must be a common word and hence does not capture the 

essence of one document alone. Conversely, a document that does not 

mention as many times a term t, has more chances to be about the rare 

term[36]. Basically, the TF-IDF computes how much information a word 

provides to the document as well as the collection of documents. 

 

 
Equation 3. TF-IDF formula 

 
Because of this, it reveals to be a valid technique in Authorship attribution 
as it gives more importance to the terms more relevant to the author in the 
set of documents while words which are common to every author, like 
function words. 
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In [] , said technique has been used in conjunction with n-grams, achieving 
high accuracy scores. Because of the different document sizes, normalization 
is needed and is achieved by dividing TF by the total number of terms. 
 
For instance, given two texts: 
  A - I think I will buy the red car, or I will lease the blue one. 

B -  I think having a car is not good for the environment. 
The document matrix and the frequency will be the following (Table 8): 

 
Table 8. Example of a TF table matrix 

 

 I think will Buy the red car or lease blue one having a is good not Env. for not 
A 3 1 2 1 2 1 1 1 1 1 1 0 0 0 0 0 0 0 0 
B 1 1 0 0 1 0 1 0 0 0 0 1 1 1 1 1 1 1 1 
tot 4 2 2 1 3 1 2 1 1 1 1 1 1 1 1 1 1 1 1 

 
 
In the table, it is possible to notice that the terms which should be 
insignificant to the documents, such as “I” and “the”, for example, hold more 
relevance compared to the words, which identify the topic of the document. 
The TF-IDF approach ensures that the relevant words such as "car" have a 
higher weight and so more relevance. 
 

3.2.3 Distance measure  

As the name suggests, a distance measure computes the closeness of two 

elements in a defined space. In this project, three distance measures are 

used: Cosine, Euclidean and Manhattan. Such a choice is justified by the 

literature review. The distance measures will indicate how close two author-

vectors are to each other. The closeness implies resemblance in the writing 

style and hence a possibility the close authors are instead the same person. 

 

 
Figure 6. Distance measures representation 
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As Figure 6 shows, the three distance measures compute the closeness 

between two objects according different factors, for instance the Cosine 

distance indicates whether two objects are similar in terms of orientation, 

the Euclidean distance calculates the length of the path between two points 

and the Manhattan distance takes as arguments the coordinates of the two 

points. 

 

 

3.2.3.1 Cosine Distance 

Cosine distance is one method of measuring the similarity between two 

vectors. It makes the use of the standard dot product of two vectors to find 

out the difference between the two elements. The final distance ranges 

between 0 and 1 as it indicates the cosine of the angle between the two 

vectors. 

From the literature review, we can see that several studies achieved good 

results by using such distance measure to establish the authorship [Koppel 

et al 46 % with 4-ngram][18]. The measure allows an accurate comparison 

when two objects have the same orientation, even though they occupy 

distant spaces to each other. Because the magnitude is not considered, the 

measure is often used when analysing word frequencies or when the set of 

text data is uneven in length, which is the case of this project.  

 

 

 

3.2.3.2 Euclidean Distance 

The Euclidean distance is one of the most common measurements; it 

calculates the root of square dissimilarity between the given two coordinates. 

The distance is also known as "simple distance" because it computes the 

length of the path from one object to the other. 

  

 

 

Equation 4. Cosine Formula 

Equation 5. Euclidean formula 
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3.2.3.3 Manhattan Distance 

 The Manhattan Distance calculates the path from point to point between 

two vectors as the sum of the absolute differences of their coordinates in 

space. It is also known as the city-block distance. 

 

 

The last two distances have been chosen as a comparison to the Cosine Distance 

for a better evaluation of the results. 

3.3 Methods 

3.3.1 Process 

 

 

The diagram above shows the process as a series of steps.  

1) The raw tweets of every author (known and unknown) are pre-processed in 

order to remove, or better to neutralize elements such as user tags, hashtags 

and URL. This step creates a new set of processed tweets which will be used 

in the following steps. 

2) The processed tweets are analysed according to the different features as 

shown in figure 8. Each feature has its own representation: 

• N-grams ➔ Vectors made of values computed through the TF-IDF 

technique; 

Equation 6.Manhattan formula 

Preprocessing

• Tags removal

Feutures 
Extraction

• Features into vectors
• Features into sets

Authorship 
Calculation

• Distance Computation
• Set Intersection

Authorship 
Prediction

• List of likely authors
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• Lexical features and Structural ➔ Vectors made of the values 

extracted (for instance the average length of words in characters or 

the number of sentences in a tweet); 

• Idiosyncratic features ➔ Set of words unique to the author under 

examination; 

• Syntactic features ➔  Both vector representation for numerical values 

such as the average of punctuation per tweet and set representation 

for the frequent punctuation and frequent function words. 

 

 

Figure 7. Features Extraction 
3) According to the representation of the text, different methods are used to 

determine the authorship of the text. 

In case of a vector representation, the similarity between two author profiles 

(unknown author and an author in the set of known authors) is computed 

through the distance measures described in section 3.2.3 (Cosine, Euclidean 

and Manhattan). 

Whereas, when the text features are represented as sets, the common 

elements between the two sets of the authors (unknown author and an author 

in the set of known authors) are retrieved. 

4) Since the problem has been approached as a One-Class problem, each 

unknown author is compared to one profile from the set of known authors at 

the time. The shortest distance calculated throughout the test iteration 

identifies the unknown author. The same rule applies to the set intersection 

approach: the largest set intersection determines the authorship. The 

Features

Extraction

N-grams
TF-IDF + Vector 
Representation

Character n-
grams

Word n-grams

Stylometric 
Features

Vector 
Representation

Lexical 

Structural

Set Intersection

Idiosyncratic

Syntactic

Distance 

Measures 



28 
 

underlying assumption is that we are certain the author is in the set of 

known authors. 

3.3.2 Design  

This project aims  at approaching the problem of Authorship Attribution by running 

multiple tests for five different categories: 

- N-gram tests; 

- Lexical tests; 

- Structural tests; 

- Syntactical tests; 

- Idiosyncratic tests. 

The reason behind such choice is due to the objective of gathering as much 

information as possible from the data set. Due to the different levels of accuracy of 

the tests, they are not to be considered in correlation with each other but 

independent. Each test will produce a list of most likely authors, along with the 

accuracy levels of the tests; it is up to the analyst to evaluate the list. 

 

3.3.3 Automation Model Structure 

In order to answer the second research question, a model has been built. 

The automation model is composed of different units: The Data Retrieval Unit, 

the Pre-Processing Unit, the Features Extraction Unit and the Testing Unit. 

Despite the automation process. 

 

 

Anonymous 

Text 

 

Set of known 

authors 

Pre- 

Proces-

sing 

Unit 

 

Testing 

Units 

Syntax Test 

 

Lexical Test 

Structural 

Test 

Idiosyncratic Test 

 

n-Gram 

Test 

A1 

A1 

A2 

A3 

A1 

List of likely 

authors 

Figure 8. Automation Model 

Features 

Extraction 
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The Data Retrieval Unit is not included in figure 9 as it is related only to the 

examination of Tweets; the model has been built to provide help to the analyst 

who might apply it to different resources other than tweets. The unit has been 

included in the description to inform the reader of the methods used to retrieve 

the data. 

The model still needs supervision and a closed set of authors. 

3.3.3.1 Data retrieval 

It retrieves the data from the source, which is the platform Twitter in this 

case. As previously explained, the unit retrieves the publicly available tweets 

along with other metadata, which are to be ignored for the scope of the 

research. The unit uses the Twitter API along with “Tweepy” to collect the 

tweets which are publicly available. Appendix A explains more in-depth the 

characteristics of Tweepy and Twitter API.  

At the moment of collection, the set of unknown authors has not been 

generated yet. 

3.3.3.2 Pre-processing Unit 

The pre-processing unit will take as input the raw tweets of an author and 

strip them of any tags such as tags towards other users and trends. These 

elements will be removed as they could compromise the accuracy of the 

chosen methods for different reasons, such as: 

1) A user tagging frequently another user, or a small set of other users 

is most likely to be identified regardless of the set of features 

represented by the text alone. Moreover, "tagging" habits are more 

likely to be identified and mimed by other users. 

2) A trend tag is likely to be used by many users, hence it does not 

contribute to the set of features that successfully identify a user X. 

Indeed, were such tags to be included they could result in 

mistakenly identifying the user as the word alone could result in 

many matches. 

Once the tags have been removed the array of tweets will be passed onto the 

feature extraction unit. 

 

Furthermore, the unit splits the collected data into 2 sets: the set of the 

known authors and the set of the unknown authors. The splitting 

mechanism takes 30% of the text data out of the known author’s corpus and 

it labels it as unknown, in such way the class of unknown authors is 

generated.   

3.3.3.3 Feature Extraction Unit 

The unit uses NLTK to process the texts; the toolkit is provided with a 

tokenizer, a stop word list,  a stemmer and other functionalities which 

facilitate the task. Once the text per author has been tokenized, 5 different 

sub-units run the tests: n-grams, lexical test, syntactic test, structural, test 

and idiosyncratic tests. The stylometric features extracted are listed in 
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section 3.2.1.2. The features extraction creates 5 objects, per author; the 

nature of the object depends on the test, as explained in the following 

sections and in section 3.3.1. 

The Feature Extraction Unit runs within the testing unit as every test is run 

separately from each other. 

3.3.3.3.1 Lexical and structural tests 

The lexical and structural test unit work following the same process. The 

units extract the features listed in table 7 from the unknown author's 

texts as well as from the other authors in the known set. Once the features 

are extracted, a vector is constructed from said features for every author. 

The distance between the unknown author and each author in set is 

computed according to the Cosine Distance, Euclidean Distance and 

Manhattan Distance. 

3.3.3.3.2 Idiosyncratic test 

The Idiosyncratic test unit aims at capturing unique flaws/ 

characteristics in the writing style of an authors, for instance the 

frequently misspelt words or slang words. In this test, slang words are 

identified as misspelt words with high frequency and hence constitute 

elements of the author's vocabulary. The test builds a vocabulary of 

misspelt words and slang words for the unknown author and each author 

in the set of known authors and compares the respective vocabularies. 

The author with the highest similarity in terms of words in vocabulary is 

the most likely author. 

3.3.3.3.3 Syntactic test 

The Syntactical test unit tries to capture a pattern in the structure of the 

sentence itself, for instance, an unusual use of adverbs, or intensive use 

of adjectives, the frequency of function words and/or the patterns in the 

use of punctuation. The test will use both the vector approach (for a small 

set of features such as the average use of punctuation in a tweet, the 

average use of function words in a sentence, etc) and the set intersection 

adopted in the Idiosyncratic test for other features such as the most 

common sequences of punctuations, the most common sentence 

structures in the corpus. 

3.3.3.3.4 n-gram test 

The n-gram test runs 2 categories of tests: word-n-grams and character-

n-grams, where n = 2,3 for the first category and n = 3,4 for the latter. 

The tests follow the TF-IDF approach:  each corpus is processed in terms 

of n-grams, for instance, the sentence "The pen is blue" becomes [(the, 

pen), (pen, is), (is, blue)]. The frequency of a single n-gram is calculated 

according to the weight in the document (as in the corpus of the author) 

as well as the set of documents (the corpuses of all other authors in set). 

The values are then used to represent the document as a vector.  
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3.3.3.4 Testing Unit 

Once every author is represented by a vector representing the features 

implemented or by a dictionary, the similarity between each representation 

(vector and vocabulary) is computed. The tests automatically select the 

unknown author for each test from the list created by the pre-processing 

unit. The most likely author overall categories is not selected automatically. 

3.3.3.4.1 Evaluation 

In order to assess the reliability of the methods, the accuracy of each 

testing unit has been assessed according to the accuracy score. 

The accuracy score evaluates the number of correct predictions over the 

total number of predictions. The test with the lowest accuracy score 

should not be relied upon when estimating the identity of the unknown 

author. 

3.3.3.4.2 Results presentation 

As previously stated, the final outcome is a list of likely authors per 

category along with the accuracy scores per test.  

In Figure 9 the list of likely authors is represented as the output of each 

test (A1, A2, A3)2. 

 

 

  

  

                                                      
2 An stands for Author n 
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4 Experiment 

4.1 Experiment setup 

4.1.1 Building the dataset  

Given the unavailability of a ready-to-use dataset of large quantity generic 

tweets from many users, the dataset has been built from scratch. Twitter 

allows to download public tweets through their API to users with a developer 

account, who requests access through an online application. The elements of 

the Twitter API have been accessed through Tweepy, an open source python 

library. The library provides the interface of a StreamListener, which allows 

to download real-time tweets along with their metadata such as date of 

creation and data about the users as well, as long as they are public.  Because 

the StreamListener captures tweets as they are being posted, the use alone of 

the interface does not provide enough tweets per user to be analyzed. 

Nevertheless, it has been useful in building an initial list of public Twitter 

accounts. A second element of Tweepy, namely “Cursor”, has been used to 

retrieve a set of tweets given the “screen_name”. A python script has been 

written in order to recursively analyze the list of users and retrieve the tweets 

which met the conditions “language == (English or Spanish)” and 

“tweet.isRetweet == false”.  

The program ran for 5 days producing a list of 1600 users and 120 (circa) 

tweets per user. Each set of tweets per user has been stored in a single file per 

user. The choice of the language stands because of the knowledge and 

popularity of both languages, whereas non-Latin languages have been 

disregarded for lack of familiarity. 

4.1.2 Test automation 

As previously stated, one of the purposes of this project is to attempt at 

achieving automation. The automation factor stands in the analyst not 

selecting which features to be tested, the task should run automatically every 

test for every feature category with no intervention from the user and report 

the results in the form of a list of authors along with the accuracy score. 
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Furthermore, the model should prepare the corpus for testing without the 

user’s intervention.  

4.1.3 Test repetition 

In order to assess the accuracy of the methods, the tests have been 

repeated for all the authors in set. For instance, the first iteration would 

create an unknown author_1 from the profile of author 1 in the set of 

known authors and it will execute the iteration of the test. The second 

iteration would create an unknown author 2 from the profile of author 2 

and so on. The procedure represented also in figure 10 has been repeated 

for the whole set of authors which has a size of 40 authors.  

  

4.1.4 Issues faced 

4.1.4.1 In the performance 

Despite the initial intent of the project, major setbacks have been 

encountered due to the computational resources. The system in use was not 

able to run tests on the complete set of users, hence they have been limited 

to a small set of 10-40 users with 120-200 tweets each. Such conditions 

contradict the very reason why a similarity-based approach has been chosen 

in the first place. 

Moreover, despite achieving high accuracy scores,  the similarity-based 

techniques have shown a lower performance compared to other methods 

Test 

List of 
authors

Author n

Author 
n_known

List of known 
authors

Author 
n_unknown

Figure 9. Test repetition process 
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such as set intersection; hence they do not meet the requirements set at the 

beginning of the project. 

4.1.4.2 In the feature selection 

Throughout the study, it has been possible to notice that a subset of 

features is not able to capture the writing style of an author. Such 

inefficiency could have also been caused by the imbalance in set size  

between the unknown author and the known author  and the subjectivity 

to the text length ( the unknown author’s corpus is usually shorter 

compared to the known author’s corpus, thus the features such as 

average number of sentences in corpus or average of words per sentences 

might not be accurate). 

 

4.2 Evaluation  

The results are evaluated with the assumption that the distances will never be 

equal to 0 as there is a difference/lack of certain ngrams/features.  

Nevertheless, the author who’s the unknown author should always hold the 

highest score/shortest distance.  

As explained above, the tests did not achieve a high accuracy score. The tests 

have been run for a series of iterations, where the number of authors has been 

incremented gradually from 2 authors to 40. In the first part of the 

experiment, the set of texts has been reduced as well and it has been 

incremented just on the final round. 

 

• Experiment 1 

o Part1 
▪ bigrams 

The experiment has been carried out in phases: 

- Phase 1:  

o two known authors: “eng_author_1” and “eng_author_3”, 

the last one being the writer of the unlabeled text; 

o Cosine distance: eng_author_1 -> 1.0, eng_author_3 -> 

0.201431 

o Euclidean distance: eng_author_1 -> 1.4142, 

eng_author_3 -> 0.6153 

o Manhattan distance: eng_author_1 -> 3.8153, 

eng_author_3 -> 0.6153 

- Phase 2:  

o 4 known authors: “eng_author_1”, “eng_author_2”, 

“eng_author_3” (author of the anonymous text), 

“eng_author_4”; 

o Cosine distance: 
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eng_autho

r_1 

eng_autho

r_2 

eng_autho

r_3 

eng_autho

r_4 

1.0 1.0 0.1893 1.0 

 

o Euclidean Distance: 

eng_autho

r_1 

eng_autho

r_2 

eng_autho

r_3 

eng_autho

r_4 

1.414 1.414 0.6153 1.412 

 

o Manhattan Distance: 

eng_autho

r_1 

eng_autho

r_2 

eng_autho

r_3 

eng_autho

r_4 

3.8153 2.414 0.9599 2.9158 

- Phase 3: 

o 10 known authors: “eng_author_1”, “eng_author_2”, 

“eng_author_3” (author of the anonymous text), 

“eng_author_4”, “eng_author_5, “eng_author_6”, 

“eng_author_7”, “eng_author_8”, “eng_author_9”, 

“eng_author_10”; 

o Results: 

 Cosin

e 

Euclidea

n 

Manhatta

n 

eng_author_1 0.9594 1.3787 4.2902 

eng_author_2 0.6511 1.1411 2.4716 

eng_author_3 0.4354 0.9332 1.9128 

eng_author_4 0.9505 1.3788 3.2746 

eng_author_5 1.0 1.4142 4.5145 

eng_author_6 0.9619 1.3870 4.2960 

eng_author_7 0.6701 1.1577 2.2366 

eng_author_8 0.8291 1.2877 2.9497 

eng_author_9 1.0 1.413 4.256 

eng_author_1

0 

0.6784 1.1648 3.237 

 

- Phase 4: 

o 4 known authors: spa_author_1, spa_author_2, 

spa_author_3 (being the author of the anonymous text), 

spa_author_4; 

o Results: 

 Cosin

e 

Euclidea

n 

Manhatta

n 
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spa_author_

1 

1.0 1.415 3.1163 

spa_author_

2 

0.811 1.2734 2.2510 

spa_author_

3 

0.3427 0.938 1.0742 

spa_author_

4 

1.0 1.314 3.006 

 

 

It is possible to notice that the author holding the shortest distance to the 

unknown author throughout the experiment has always been the real author 

of the anonymous texts (eng_author_3 and spa_author_4). Phase 4 of the 

experiment aims to show the efficiency of word bigrams in a language other 

than English. In further experiments, the language under examination will 

always be English because of the lack of Spanish data. 

o Part 2 

A1 
 A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 

cosine 0.44 0.92 0.99 0.89 0.98 1.0 0.93 0.95 0.98 1 

euclidean 0.94 1.36 1.41 1.34 1.4 1.41 1.36 1.38 1.4 1.41 
manhattan 4.55 5.83 6.6 5.64 6.54 6.99 5.55 6.33 7.11 7.02 

 

A2 
 A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 

cosine 0.99 0.86 0.98 0.98 1.0 1.0 0.88 1.0 1.0 1.0 
euclidean 1.41 1.31 1.41 1.4 1.41 1.41 1.33 1.41 1.41 1.41 

manhattan 6.23 4.72 5.66 4.89 5.88 6.09 4.5 5.71 6.45 6.12 

 

A3  
 A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 

cosine 0.99 1.0 0.83 1 1 1 1 1.0 1.0 0.6 
euclidean 1.41 1.41 1.29 1.41 1.41 1.41 1.41 1.41 1.41 1.09 

manhattan 4.83 3.6 3.51 3.6 4.28 4.54 3.22 4.19 4.84 3.11 

 

A4 
 A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 

cosine 0.99 0.9 0.94 0.94 1 0.97 0.88 1.0 0.94 0.98 
euclidean 1.41 1.35 1.37 1.37 1.41 1.39 1.33 1.41 1.37 1.4 

manhattan 4.45 2.97 3.51 2.66 4.0 3.93 2.6 3.82 4.11 4.08 

 

A5 
 A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 

cosine 0.98 1.0 1 0.82 0.68 1 1 1 0.98 0.99 
euclidean 1.4 1.41 1.41 1.28 1.17 1.41 1.41 1.41 1.4 1.41 

manhattan 8.13 7.16 7.74 6.59 6.23 8.08 6.78 7.75 8.13 7.94 
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A6 
 A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 

cosine 0.99 0.9 0.97 0.98 1 0.92 0.84 0.99 0.81 1.0 
euclidean 1.41 1.35 1.39 1.4 1.41 1.36 1.3 1.41 1.28 1.41 

manhattan 4.98 3.42 4.08 3.6 4.46 4.17 3.04 4.28 4.57 4.69 

 

A7 
 A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 

cosine 0.92 0.24 1.32 1.32 1 0.98 0.02 0.96 1.0 1.0 
euclidean 1.36 0.69 3.44 2.76 1.41 1.4 0.22 1.39 1.41 1.41 

manhattan 4.27 0.96 0.87 1.0 3.81 4.02 0.3 3.63 4.38 4.05 

 

A8 
 A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 

cosine 0.97 0.66 0.95 0.94 1 0.84 0.58 0.99 1 1 
euclidean 1.39 1.15 1.38 1.37 1.41 1.3 1.08 1.4 1.41 1.41 

manhattan 4.73 2.35 3.9 3.23 4.28 3.91 1.98 4.1 4.84 4.51 
A9 

 A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 
cosine 0.97 1 0.99 0.99 0.97 0.99 1 1 0.32 0.94 

euclidean 1.39 1.41 1.41 1.41 1.39 1.4 1.41 1.41 0.8 1.37 
manhattan 5.58 4.69 5.2 4.56 4.86 5.44 4.32 5.29 2.05 5.01 

 

 

 

The correct author has been correctly identified 6 times out of 10 with 

Cosine and Euclidean Distance, and 5 times with the Manhattan 

Distance. It is noticeable that a good number of scores are close to 

each other indicating a high level of similarity between one another, 

which is an important factor to take into consideration as it could 

indicate either a similarity in style between two authors or inefficiency 

in the methods. 

• Experiment 2  

In this experiment, the full-length texts have been used and different tests 

such as character n-grams with n = 3, 4 and word n grams where n = 2, 3 

have been conducted 

o Word bigrams: 

 Cosine Euclidean Manhattan 

A1 0.0 0.08 1.69 – Author 8 

A2 0.01 0.15 1.92 

A10 

 A1 A2 A3 A4 A5 A6 A7 A8 A9 A10 

cosine 1 1 0.91 1 1 1 1 1 1 0.53 

euclidean 1.41 1.41 1.35 1.41 1.41 1.41 1.41 1.41 1.41 1.03 

manhattan 5.2 3.85 3.99 3.85 4.53 4.79 3.48 4.45 5.1 2.86 
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A3 0.14 – Author 

9 

0.53 – Author 9 5.93 – Author 9 

A4 0.03 – Author 

2 

0.23 – Author 7 3.02 – Author 8 

A5 0.06 0.33 3.88 

A6 0.08 0.4 2.83 

A7 0.3 – (author 2 

) 

0.25 – (author 

2) 

3.1 

A8 0.02 0.21 1.92 

A9 0.14 0.53 5.86 

A10 0.03 0.25 3.01 

 

o Word trigrams: 

 Cosine Euclidean Manhattan 

A1 0.0 0.8 4.12 

A2 0.0 0.1 0.69 

A3 0.24 – Author 

6 

0.7 – Author 6 2.88 – Author 6 

A4 0.04- Author 

7 

0.30 – Author 

7 

1.12 – Author 7 

A5 0.02 0.21 1.31 

A6 0.06 0.36 1.35 

A7 0.04 0.27 1.45 

A8 0.02 0.18 0.61 

A9 0.21 – Author 

6 

0.65 – Author 

6 

2.88 – Author 6 

A10 0.13 0.51 1.96 

 

o Char trigrams: 

 Cosine Euclidean Manhattan 

A1 0.0 0.07 1.98 

A2 0.01 0.14 4.05 

A3 0.03(Author 9) 0.25(Author 9) 7.12(Author 9) 

A4 0.07 0.27 (Author 7) 7.13 – Author 2 

A5 0.02 0.22 5.16 

A6 0.12 0.49 10.88 

A7 0.02 0.19 5.49 

A8 0.05 0.32 6.54 

A9 0.03 0.24 6.58 
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A10 0.02 0.2 5.65 

 

o Char 4-grams: 

 Cosine Euclidean Manhattan 

A1 0.0 0.06 2.94 

A2 0.01 0.12 5.12 

A3 0.4 (Author 9) 0.29(Author 9) 11.75-Author 9 

A4 0.03 – Author 

2 

0.26 – Author 2 8.57 – Author 

2 

A5 0.03 0.24 7.12 

A6 0.14 0.53 13.83 

A7 0.02 0.18 7.66 

A8 0.03 0.23 6.24 

A9 0.04 (Author 

3) 

0.27 -Author 3 11.14 – Author 

3 

A10 0.02 0.2 7.94 

 

In the tables above, the results from experiment 2 are shown. The 

tables report the shortest distances recorded with Author “A n” 

where n is the n element of the set of unknown authors. The 

numbers highlighted in red represent the shortest distances for an 

author that does not coincide with the true identity of the unknown 

author (the author mistakenly identified as the unknown author is 

specified in the brackets). The numbers highlighted in blue indicate 

that the unknown author has correctly been identified, but another 

author holds the same value. 

As it is possible to notice; a certain subset of authors seems to be 

mistakenly identified more often and another subset seems to be 

correctly assessed at every test; an underlying pattern could be 

identified. 

• Experiment 3 – Lexical features 

Throughout the experiment, the test set has been increased gradually 

from 5 authors to a maximum of 40 authors according to the 

methodology previously described. 
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Like the previous experiments, the test has been run on all the authors 

which in turns posed as the anonymous author. The graph above 

shows the accuracy score for all the different measures; below the 

individual graphs, along with the total accuracy graph. 

  

 

 

 

Figure 10. Overview Idiosyncratic test accuracy 

Figure 12. Accuracy variation for lexical tests - 
Manhattan Distance 

Figure 13. Accuracy variation for lexical tests - Cosine 
Distance 

Figure 14. Accuracy variation for lexical tests - 
Euclidean Distance 

Figure 11. Accuracy variation for lexical tests - Total 
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From figures 8 - 12 it is possible to notice that the four measures have 

similar behaviour as they all hold an accuracy level of around 92% with 

the smallest set, but they all drop the accuracy percentage when 

reaching 15 as test size, to then increase once more. Such consistency 

factor could suggest a problem with the set of authors of the 3rd group 

of the iterations.  Overall, the test seems to have a high accuracy score, 

nonetheless, the anomaly in the results should be further investigated.  

 

• Experiment 4 – Syntactic features 

In order to run the test, a set of function words had to be defined first, 

Wikipedia and the nltk.pos_tags() method have been used to do so. 

The test, which included a punctuation_sequence test and 

function_words_in_text test, could not be carried out due to the lack 

of enough information to establish an author’s profile, despite being 

run on a scale of 40 users.  

• Experiment 5 – Structural features 

The test follows the same structure of the lexical test and n-gram test, 

that being the features are extracted and represented as a vector per 

author, after the distance between two documents is computed.  

 

In the graph, we can see that the Manhattan Distance, the Euclidean 

distance and the total performance across the different distances follow 

the same directions with a few changes in value, conversely to the 

Cosine Distance which seems to hold a higher level of accuracy 

throughout the experiment. 

Figure 15. Accuracy variation for Structural tests - Overview 
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As it is possible to notice, the general trend is an increase of the 

accuracy score as the size of the suspects set increases, until the set 

reaches a number of 30 users. 

  

 

  

 

• Experiment 6 - Idiosyncratic features 

The test has been repeated for an n number of authors in the sequence 

[5, 10, 15, 20, 30, 40]. For each author in the set, the equivalent 

“anonymous_text” has been tested on the complete set of authors. 

Despite the successful outcome of the test “misspelling_test”, the 

“slang_test” did not contribute to the final outcome as it was not 

possible to detect the slang words for the majority of the authors both  

Figure 17. .Accuracy variation for Structural 
tests - Euclidean Distance 

Figure 19. .Accuracy variation for Structural tests - 
Total Figure 18. Accuracy variation for Structural tests - 

Cosine Distance 

Figure 16. .Accuracy variation for Structural tests - 
Manhattan Distance 
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in the known_authors set and the unknown_authors set. 

The graph shows the variations in the accuracy score as the size of the 

known_authors increase. It is possible to notice a drop in the 

performance when the set reaches 15 authors, but then it slowly 

increases again reaching a final accuracy of 98%. The decrease in 

performance is due to the fact that the majority of the authors holding 

a slang vocabulary are located in the second half of the set and the 

author selection is not random, but in increasing order, from 

author_1 to author_40.  

In order to run the tests an external dictionary has been downloaded 

to identify the misspelt words. 

 

  

Figure 20. Accuracy score per author set size 
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5 Discussion 

As Section 4.2 shows the final objective of the research appears to have been fulfilled 

but given the high accuracy scores from the experiments it might seem a case of 

overfitting, perhaps a further way of evaluating the performance could be taken into 

consideration. Such uncertainty of the methods would make the model developed in 

this project admissible in court. The automation and development of a framework 

have been successful, nevertheless, the methodology could be improved by adding 

an algorithm or mechanism to systematically evaluate which features best represent 

an author’s writing style and eliminate all the redundant features.  

Despite the individual evaluation of the different texts, the correlation between the 

failed results and the length of the texts is visible in all categories. The tests 

performing poorly are the tests where the anonymous author’s corpus is relatively 

short or composed of one-sentence posts. Moreover, the size of the set of authors is 

an influencing factor as expected as Experiment 1, 2 and 6 demonstrated. 

Furthermore, the imbalance in the length of texts appears to have a heavy influence 

on methods that compare such factor between the two texts, for instance, the 

average number of sentences or words per text. It is possible to believe that this 

reason stands behind the failure of the lexical and structural texts. Further prove 

has been demonstrated by the similarity scores for such tests, which tends to 

identify authors with short corpus as the unknown authors. 

Conversely,  the idiosyncratic test which does not rely on the length of a text has 

demonstrated a better performance. Nonetheless, the test itself shown some flaws 

in the design. As previously stated, the test consists of the subcategories: misspelling 

and slang; on a set of 40 authors, a slang dictionary has been detected only for 10 

authors, hence the sub-test holds little value to the final prediction. Given the 

informality of tweets, the test should have been more effective, perhaps a larger 

quantity of data is needed to successfully identify the set of slang words used by the 

author. 

Evaluating the results of the tests, it is possible to deduct that similarity-based 

methods are not fully able to identify authorship of the anonymous text, given the 

little information that could be extracted. Specifically, when it comes to common 

features such as punctuation the probability of many authors adopting the same 

style increases as the number of authors in the set. Furthermore, it is to be taken 

into consideration that the style of such texts is informal and so tends to not obey 

the rules of grammar and syntax. Such consideration is also to be taken into 

consideration when analysing the syntactical features such as the structure of the 

sentence. As the syntactic test validates, it is difficult to determine a unique pattern 

for example in the distribution of functional words given their common use. 
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In conclusion, despite the results of the different testing units, the use of multiple 

features appears to be a step forward towards achieving an admissible accuracy 

score in court. 
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6 Conclusion 

Authorship attribution has roots in the 19th century and it has been a subject of 

research since then. Throughout the years, the issue has become more complex and 

new techniques and approaches to try to keep up with it have been invented and 

tested. 

Due to the increase of text availability in forms of short messages, blogs, posts to the 

expenses of literature work, the focus of research has shifted to the interactions on 

the Internet. For such reason and because of the rapid development of cybercrimes 

and means of performing such crimes, it is expected a further exploration of the field. 

Improvements in the methods of authorship identification have already been made, 

for instance, new approaches such as SVMs and Neural Networks have shown to be 

efficient to a medium level. Nonetheless, the shortness of modern texts still signifies 

a huge obstacle in Authorship Attribution. 

This project has studied the efficiency of similarity-based methods on a small set of 

users by feature extraction. Despite the number of characteristics extracted and the 

variety of tests, the accuracy scores produced are still not high enough and reliable 

to be admitted as evidence in court; perhaps new studies and further improvements 

could achieve so. Given the increasing use of social networking platforms as means 

of communication, it is predictable that Authorship Attribution in short text will 

become even more relevant as an issue in Document Forensics.   
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7 Future Developments 

Given the fact that the project did not fully answer the research questions, there is 

wide room for improvement. As a starting point, the model should be evaluated on a 

larger set of authors as initially planned to so to further test the correlation between 

the efficiency of the methods and the authors set size. Despite success in developing 

an automation model, some enhancements could be added: 

➢ Distance visualization: the possibility to visualize the results in terms of 

distance, so that the final user could quickly understand whether two 

profiles are too close or too far from each other. Additionally, this 

functionality could also help in identifying an author's uniqueness in style. 

➢ Feature selection: as the tests executed have shown, certain features are not 

able to capture the style of an author, hence a mechanism which evaluates 

how much a  feature contributes to the final profile of the author and discard 

it when necessary is needed. Said functionality could drastically improve the 

final outcomes. 

➢ Feature fusion: this functionality could enhance the automation process. 

Instead of running all the tests, separately, a mechanism to join all the 

features could be implemented. The mechanism would evaluate which is the 

best result given the 5 different predictions from the testing units according 

to the reliability of the test. 

➢ Further accuracy methods: even though the accuracy score has been used to 

evaluate how reliable a method and its results are, further measures could be 

added. 

➢ Definition of uniqueness in style: throughout the experiments, it has been 

noted that a set of authors does not possess a distinctive enough writing 

style, hence the inaccuracy in predicting the real identity of the anonymous 

text. A feature/functionality which enables the user to detect the uniqueness 

in the style of an author could enhance the results evaluation. 

➢ More features: given the functionalities: "Feature selection" and "Feature 

Fusion" more features could be tested, for instance, the distribution of the 

most frequent words and punctuation. 

➢ Data extraction: at the moment, the model is only able to extract data 

directly from Twitter; in order to ensure scalability and flexibility the model 

should be decoupled so to allow data extraction from other resources other 

than Twitter. 

Other than enhancements to the model itself, the methods could be improved by 

adding measures to handle the different lengths in the texts as they have shown to 

have a drastic influence on the final predictions and accuracy of the test.  
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Appendix A 

Tweepy 

Tweepy is an open-source Python library which has been built to 

facilitate the interaction with the Twitter API. Twitter is accessed 

through Basic Authentication or OAuth, which has been implemented 

recently; in order to do so, the developer must provide the access 

tokens and keys. Tokens and keys are provided when a new developer 

project is created on the Twitter Developer platform. 

The library allows developers to call any method and objects within 

the Twitter API. 

The most important elements of Tweepy are the Tweepy 

StreamingAPI and the Cursor Object. 

▪ Tweepy StreamingAPI allows you to collect a small portion 

of all public tweets available which are been posted in the 

moment of capture. The method will return the tweets as 

objects in JSON format.  

 

▪ Cursor Object facilitates the task of capturing a set of tweets 

of a specified user or of your own timeline iterating through 

every item (tweet, comment, message). The result is a JSON 

object which contains all the information about each tweet 

captured. In figure 5 a set of tweets for a user X is shown, 

the tweets have been retrieved through the Cursor Object. 



II 
 

 

➢ Twitter API 

The Twitter API declares four main classes which are: Users, Tweets, 

Places, Entities; each of them holds a series of attributes such as 

user.name, tweet.language, tweet.isRetweet, etc. 

The developer interacts with the API through requests as shown in figure 6. 

 
Figure 22. Twitter API request 

 

 

The response will contain every info of the streamed tweets, unless 

otherwise specified. In figure 7 a typical response is shown. 

Figure 21. Series of tweets for a specified user 
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Figure 23. Twitter Status Object 
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