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Abstract
RFID technology is everywhere in the world today. Even though
most people might not realize this, carrying multiple RFID devices
is very common. The security of these devices is very important, as
these are commonly used for identification and contactless payments
among other things. To protect these devices, the consumer would
use physical shielding. Shielding products block radio signals which
stops unwanted communication. To determine exactly how these
products should be used, an experiment was performed to test the
limitations and weaknesses of two shielding mediums. The results
showed that the products offer strong protection if used properly. A
minor deviation from the optimal way to use these products would
lower the grade of protection. The future of RFID appears bright
but is not void of challenges.
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Chapter 1

Introduction
ExxonMobil provided thousands of service stations with SpeedPass in 1997[1].
Customers could then use a small RFID device to pay for gas at one of these
stations. This was abused about 7 years later by three grad students. A laptop
and a RFID broadcasting device were used to fool the system into providing free
gas. This is just one example of previous exploits, one where if the weakness was
commonly known, the potential financial losses could have been astronomical.
RFID1 technology was invented in the 1940s, and has since been used as a
medium for a large variety of operations, such as tracking livestock, controlling
building access, locating children, and many more[2]. The technology is an
integral part of mankind’s daily life, even though a large amount of people
might not be aware of this. The technology is convenient to use, which increases
productivity, and is due to this already implemented in a wide arrangement of
fields.
Despite all the benefits, as with any technology this advantageous, there
are obvious security concerns. The information can be obtained via a wireless
reader, which reveals both the nature and location of the device carrying the
information. The reader does also not discriminate, and communicates with any
transponder within range. Therefore, an attacker might not need to be in close
contact to the intended target, depending on the technology used. The wide
deployment of RFID technology has led to an increase in available targets for
an attacker, especially since credit cards, passports, and other personal items
now often include a chip for contactless communication. The theft of such
information is classified as identity theft, and could lead to significant economical
losses for the individual in question.
1 RFID

- Radio-Frequency Identification
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1.1

Purpose

The economical world is nowadays dominated by credit cards as opposed to
cash. The latest variant of credit cards always include a RFID or NFC2 chip.
Without some form of protection, an attacker could copy the information by
simply moving up to the target with a reader aimed at the card’s location.
The process is fast because it has to be convenient for every day use. Newly
issued passports also contain a similar chip, which is an enticing target for any
criminal that often moves across borders. If entry into a specific country is
necessary, the attacker could target someone from that country[2]. As different
technologies have become more readily available to the general public, the users
lack of knowledge has become more and more apparent. Because the RFID
technology is very easy to use, this fact only really affects how the obtainable
protections are used. If protections are utilized improperly, the beneficial effects
could be partially or even completely negated. This study researched the area of
RFID technology to inform the users of the potential risks, and how to protect
the RFID devices.

1.2

Problem Statement

As with any technology, there are always security concerns. The unwritten
requirement of convenient usage also slightly influences the choices of the manufacturers. If security is compromised the losses could be significant. To understand the implications of RFID technology, knowledge of its origin is necessary[2]. Therefore, this essay depicts the development of RFID technology.
From the early ideas of the 1900s, to the technology in use today. The main
focus of the literature study was to answer these questions:
• What are the security weaknesses of RFID?
• How could the weaknesses be mitigated?

2 NFC

- Near Field Communication
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This was done to establish the importance of physical shielding, but also
to explore the potential of alternative methods of protection. The future of
RFID technology within the smart home was also explored in the study. An
experiment was then performed to answer the question:
• Does a RFID blocking card provide stronger protection than wrapping the
transponder in aluminum foil?
Using aluminum foil was a more crude method mentioned repeatedly in the
literature[1],[2],[3],[4],[5].

1.3

Problematization

For the physical shielding experiment, only one type of transponder was used.
Transponders operating on different frequencies respond a little differently to
physical shielding, which is further explained in the literature study. A highfrequency transponder was chosen, but low- or ultra high-frequency all usually
require a minimum thickness of foil to be blocked[1]. The aluminum foil used
was the cheapest possible bought from a local grocery store. A different brand
of aluminum foil might have a different thickness or composition, which could
also affect the results.
Using a transponder of a different shape would also have affected the results.
The most common transponders kept in a wallet are shaped like cards, but
some transponders that are kept on the person are shaped differently. Another
common variant is the circular tag. A transponder of this size would not be
protected appropriately by the shielding card used in this experiment. As these
are of different shapes, the risk of misalignment is too great. Aluminum foil
would however be very applicable for such a transponder, as the structure of
the foil could easily be changed to any shape.

9
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Chapter 2

Method
2.1

Research Methods

The research regarding the history of RFID technology was performed by examining existing literature, as this was an effective method in this case. The
literature study was performed by examining existing research literature on the
designated subject matter. The material analyzed was found by using the search
engine Google Scholar. This service searches for research publications and shows
where they can be acquired. The materials connected to Google Scholar come
from various reputable sources, where the material has been audited.
An experiment was performed to test the efficacy of the more recently developed RFID shielding technology compared to the proposed method in the
literature. This was achieved by shielding the transponder in aluminum foil
and using a RFID blocking card. Potential damage to the shielding products
was also tested, as damage to the aluminum foil would most likely affect the
RFID shielding. The shielding card was of more solid construction, so damage
to the product is not very likely compared to the aluminum foil. However, the
card might not always be positioned properly. This could also affect the RFID
shielding, which is why this was tested. The results depicted whether the more
expensive technology actually provides more effective protection than using a
much cheaper option. There are other possible shielding methods, but these
are not as readily available to the average consumer and carry the risk of being
used illegally by mistake.
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2.2

Method Discussion

Similar results to the literature study could have been found by performing
interviews with well informed people working with RFID technology. Such
an interview would likely be problematic. Identifying subjects to interview,
requesting an appointment, and coming up with the right questions would all
take a lot of time. Especially if something was missed and required follow-up
questions. The results of the interview would also have to be verified, either by
receiving similar results from multiple respondents or by examining the kind of
literature that was used in this study. The RFID technology was invented in the
1940s and has roots in technology from over 100 years ago[6]. Because of this,
the area is well researched and the information in the literature has been proven
to be reliable. A literature study was therefor better suited for this study.
The literature analyzed for this study was mainly chosen to highlight security
threats, but also to include as much of the history behind the RFID technology
we use today as possible. The works detailing the history of RFID are relatively
old. However, as the only information acquired from these was regarding previous history, they were considered to be accurate. The works were both found
in different publications of IEEE1 , which is a reputable source of publications.
Even though some threats are very similar to the ones found in the early days of
radio and radar development, other material had to be included for the current
threats to be accurately depicted. The threats to RFID technology have also
been extensively researched in past works. Because of this the material is not
that recent, as the most recently conducted research has not been focused on
this subject.
The results of the performed experiment could potentially be found in previous research documents. A search was performed on the search engine Google
Scholar, but no studies with such information were found. As such, finding
previously performed research on this subject would have been time consuming. The information found may also only have been partially applicable to the
research questions. Performing the experiment ensured that the results were
specifically applicable to the research problem.

1 IEEE

- Institute of Electrical and Electronics Engineers
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2.3

Ethical Standpoints

This essay called attention to security weaknesses in the RFID technology, which
is often used to store sensitive information. This could potentially lead to the
abuse of said weaknesses, but simultaneously inform the owners of the information how they could be at risk. The information about security threats
highlighted in this essay is already widely available, and commonly known to
the people involved in the development of this technology. As the general public’s knowledge of technology is varied, and often lacking, the positive effects far
outweigh the negative.
The experiment will show how some weaknesses could be practically exploited. This is however only an implementation of the results of the literature
study. As such, the information regarding how to perform said experiments is
already publicly available. The experiment will highlight weaknesses in common
physical RFID shielding methods. This is not considered as a risk since these
weaknesses are easy to negate or fix, which was demonstrated in the experiment.
This also provides more information for the owner of the RFID transponder,
regarding how to correctly shield the device.

13
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Chapter 3

Literature Study
3.1

Analysis

The literature study was divided into three parts. The first part researched the
history behind the RFID technology. Where the roots of the technology first
appeared and the development process from that point forward. The second
part covers the technical aspects of RFID and how it has been applied to assist
in different areas. The third part mentions the security risks that potentially
could be exploited.

3.1.1

History of RFID

The origin of RFID technology can be traced back to the first instances of radio transmissions[6]. An Italian man called Guglielmo Marconi was the first to
transmit radio signals across the Atlantic in 1896, which forever changed how
messages were sent. The early implementations used Morse code to transmit
messages, as a method to broadcast voice messages had not yet been discovered[2]. This was done for the first time due to the inventions of Ernst F.W
Alexandersson[6]. In 1906 Ernst created a continuous wave transmitter. This
discovery was the first milestone towards modern radio transmissions. The next
step in furthering the use of radio waves was not implemented until 1935[2].
Alexander Watson-Watt was the man who invented radar, which used radio
waves to locate physical objects.
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The technology was not implemented on a large scale until World War II.
Enemy aircraft were found by observing the returning energy that the radar
transmitted. Besides the obvious benefits, the radar operators had no method
to distinguish enemy forces from their own. In Germany, identifying a friendly
aircraft was also a big concern. The Germans endeavored to concurrently roll
the friendly aircraft as a response to the signal. The result was a change in the
polarization of the reflection, which created what would be known as a blip on
the radar. This unpolished method marks the first evidence of active RFID by
using electromagnetic backscatter.
In response the British created IFF1 . With this technology, long range receivers more commonly known as transponders would continuously modify the
signal coming from the ground radar. One version of RFID is essentially the
combined use of radio broadcasts and radar technology, and the development of
the radar sparked the first ideas of RFID. In 1948, Harry Stockman published
“Communications by Means of Reflected Power”. This was the first ever public report of RFID technology. Stockman realized that there were still a few
complicated problems with the technology, and that it would take time before
it could be implemented in a useful way[6]. He was right, as it took roughly 30
years before results would be seen. During this time, other necessary discoveries
enabled the development of RFID technology:
• Transistor
– Semiconductor that can regulate the voltage passing in the circuit.
• Integrated Circuit
– Components connected to each other in a tiny chip.
• Microprocessor
– Smaller version of a processor.
• Development of communication networks
During the 1950s, the technical developments of 30s and 40s were analyzed
and explored[6]. However, significant discoveries would not be made until the
1960s and 1970s. Several companies were founded in this time period, such as
Sensormatic and Checkpoint, which led to the development of EAS2 equipment.
The primary use of this technology was to stop the theft of merchandise. These
systems most often used so called 1-b tags. This meant that only the transponders existence, or lack there of, could be detected. The transponders were not
very expensive and were quite effective. The technology used in these systems
were always either:
1 IFF
2 EAS

- Identification Friend or Foe
- Electronic Article Surveillance
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• Microwave
– Generation of harmonics using a semiconductor.
• Inductive
– Resonant circuits
This is considered the first, and extensive, commercial use of RFID. The
transponders used were small, especially the single-bit tags. The multibit tags
could be as big as a loaf of bread[6]. The size was determined based on the
size of the circuitry. The future of RFID was considered bright, which led
to the interest for development to increase globally. Many laboratories were
working on RFID technology, and one very important discovery was made at
the Los Alamos Scientific Laboratory. Alfred Koelle, Steven Depp, and Robert
Freyman presented “Short-Range Radio Telemetry for Electronic Identification
using Modulated Backscatter” in 1975. This led to the creation of passive
transponders with a range of tens of meter, a much farther range than previously
observed.
The development work of the 1970s mainly focused on animal tracking, vehicle tracking and factory automation. A conference in 1973 surmised that
a standard for electronic vehicle identification had a lack of national interest,
which was an important decision. RFID technology was still early in the development process, and this decision made it possible to develop other systems.
By the end of the 1970s, transponder size and functionality had improved. This
was mostly due to the use of low-voltage, low-power CMOS logic circuits.
RFID technology was fully implemented during the 1980s, to various extents
in different parts of the world. This was due to interests being focused on
different areas[6]. The United States mostly wanted to focus on transportation
and personnel access, where as the majority of Europe were interested in shortrange solutions for animals and industrial systems. The rapid expansion of RFID
systems was mostly a result of the development of the personal computer. This
made it possible to gather and manage data from the RFID systems.
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One application that quickly became widely established was electronic toll
collection. Testing had been active for quite some time, and the first commercial
implementation began in Norway 1987. This technology was then widely distributed in the United States during the 1990s. This enabled travelers to pass
toll collection points without slowing down, due to being blocked by barriers.
Instead, video cameras were used to compel drivers to abide by the rules. The
E-Z Pass Interagency Group (IAG) was formed in 1990 to develop an electronic
toll collection system that was compatible all over the region. This is a model
for a single transponder, single account per vehicle system that is universal
across toll authorities. The success of the United States systems sparked global
interest in the electronic toll collection systems, which led to implementations
in Australia, China, Hong Kong, Argentina, and many more.
Due to the success, the toll collection system evolved even further. The
same transponder could later also be used for parking lot access and fare collection, gated community access, and more. The development did not stop
there. Microwave RFID transponders could now be created with a single integrated circuit, which was previously only possible with inductively coupled
RFID transponders. The nonvolatile memory used was EEPROM3 , which enabled the production of uniform transponders that could be changed individually
through programming. This reduced the size of the transponders even further
and also increased its functionality.
In the 21st century, the possibility of creating transponders as sticky labels
had been discovered[3]. These were easily attachable to windshields and objects
that were to be managed. By 2001, the United States had electronic toll collection set up in 3500 lanes of traffic. EEPROM was still the nonvolatile memory
in use. Researchers were still searching for a fast, more suitable nonvolatile
memory for RFID. Transponder size now mostly depends on the restrictions of
the antenna, which nowadays can be as small as a grain of rice. RFID has during
this century become more and more ubiquitous, and further development would
at this stage require advancements in other areas. Development of application
software, privacy policies, and supporting infrastructure are a notable few of
those areas. The development of RFID technology is not very straightforward,
as it spans multiple different fields of engineering. Systems engineering, software development, circuit theory, antenna theory, radio propagation, microwave
techniques, receiver design, integrated circuit design, encryption, materials technology, mechanical design, and network engineering are a significant few of those
areas.
3 EEPROM

- Electrically Erasable Programmable Read-Only Memory
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3.1.2

Current RFID Technology

The basis of RFID is short-range communication with radio technology between
a static location and a movable object[6]. The standard is to use a simple device
on one end and a more complex device on the other. The simple devices are
often called tags or transponders. These devices are very cheap and are normally
attached to whatever object that is to be handled. The complex devices are
called readers, interrogators, or beacons. These are typically connected to a
host computer or network. The readers often communicate with some form
of back end system, typically a database system. Normal frequencies used are
100 kHz to 10 GHz. Power for the transponders is derived from a battery or
by rectification of the radio signal sent by the reader. Information from the
transponder is sent to the reader by changing the loading of the antenna in a
coded manner or by generating, modulating, and transmitting a radio signal.
RFID systems could also have different settings. It could be read only,
where data is only sent from the transponder to the reader and not the other
way around, or read-write which enables communication between both devices.
RFID systems can use the principal of modulated backscatter. In this type of
communication, the reader sends an unmodulated signal to the transponder.
The transponder reads its stored data and changes the loading on the antenna
in a coded manner relative to the stored data. The signal is then reflected
after being modulated with the coded information. The reader demodulates
the signal using a homodyne receiver, which is then decoded and output as the
digital information stored in the transponder. When sending information from
the reader to the transponder, the reader amplitude modulates the transmitted
radio signal. The transponder receives the signal with a diode. The data sent
could be used to control how the transponder operates, or just to store the data
in the transponders memory.
There are passive, semi-active and active transponders[2]. The tags operate
on different frequencies:
• Low-frequency transponder
– 125 to 135 kHz and can be read from up to 30 centimeter away.
• High-frequency transponder
– 13.6 MHz and can be read from up to 1 meter away.
• Ultra high-frequency transponder
– 2.45 GHz and can be read from up to 7 meters away.
• Active transponder
– Over 100 meters away.
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RFID technology has been used widely across different areas, almost ever
since it was created:
Supply chain management is one form of RFID technology that has been
around since the 1960s[2]. This is a 1-bit form of RFID, where EAS transponders
on the merchandise stipulates if the item has been checked out properly or if the
customer is trying to steal. Essentially, RFID transponders are EAS transponders with data storage and processing capabilities. These RFID transponders
can also aid in completing supply-chain processes, such as moving goods through
loading docks or managing the high amount of data collected from the merchandise.
Automatic payment is an increasingly popular RFID application. Nowadays,
RFID chips can be found on most credit cards. Another variant of RFID technology called NFC is also used for these products. This is a similar technology
that operates at an even shorter range. The electronic automatic toll collection
system is another example that has been active since the 1980s.
Access control via RFID is very popular for building security in office buildings and university campuses. This technology was invented in 1973. The
available key cards were a circuit board as big as 36 square inches, covered with
chips and analog components. The RFID cards used today are the same size
as a credit card, and are useful for controlling border access. Governments are
very interested in creating digital passports that store encrypted information
on a RFID chip, which do exist today. However, not all passports have a RFID
chip. As there is no global mandate to only allow such passports, and issued
passports are valid for several years, this might take some time.
Animal tracking with RFID has also been around for quite some time. The
use of technology varies, from distinguishing runaway pets to tracking cattle
from birth to the seller’s freezer. RFID animal tracking has been active since
the 1970s. It has since been used by many to monitor different animals to
control disease outbreaks. Similar technology has also been used to monitor
people. There are wristbands, backpacks, and clothing that can be used to
track prisoners, schoolchildren, and elderly. There are also injectable RFID
transponders that store personal data to be read at different places, such as
hospitals.
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Recent developments in RFID technology have focused on combining RFID
and other IoT4 devices for different monitoring purposes included in smart home
solutions[7]. These devices would communicate autonomously with each other,
and react to information received from the other devices. Manual action control and monitoring could also be performed by incorporating these devices on
communication networks. The general idea was to create sophisticated networks
that could improve remote health monitoring, which would mostly be applicable
to the elderly who live alone. The devices continuous monitoring would detect
any changes to the vital signs of the occupant, and would contact emergency
personnel if a drastic change is discovered. All the benefits are great in theory, but much harder to produce accurately. Several challenges exist for this
technology. The accuracy of the monitoring is greatly affected by the size of
the deployment area, the distance between transponders and readers, physical
obstructions, and the position of the devices. Adding too many components
would result in a complex system, which could increase the time needed for
the localization process. Keeping the solution low-cost is the third challenge.
Creating the optimal solution demands many components which require further
testing, calibrations, and maintenance.

3.1.3

Security Threats

Even though RFID has a lot of beneficial uses, there are several security concerns. And with the wide variety of RFID technology in use in the world today,
the potential for abuse also increases. Components located in an end-user environment are usually often targeted by attackers. The main concerns in RFID
technology are the reader, the transponder and the communication between the
two[3]. The transponders are normally at a higher risk of being attacked, as
all the end-users of the system have one and the reader is usually in a more
protected location. Many RFID systems also lack any kind of device authentication, which exposes the data to tampering and could be read by anyone[8].
The objectives of an attack depends on the RFID application. There are several
different attack methods:

3.1.3.1

Eavesdropping of Messages

Communication between the reader and the transponder can be intercepted by
an attacker, as this is sent via the radio interface[3]. This does require the
attacker to be at least relatively close to the target. This interception attack is
called eavesdropping, and it is a passive attack. RFID communication uses two
different physical channels:
4 IoT

- Internet of Things
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• RFID reader to RFID transponder (forward channel)
– This channel provides the transponder with energy and transfers data
from the reader to the transponder.
• RFID transponder to RFID reader (backward channel)
– This channel transfers data from the transponder to the reader.
The signal from the reader is roughly 80 dB stronger at 13.56 MHz than the
load modulation signal, which is used when communicating on the backward
channel. Because of this, data sent from the transponder to the reader is more
difficult to intercept at a distance. In the frequency range of 868 MHz to 2.45
MHz, the range of eavesdropping can be improved by using directional antennas. The main method to stop eavesdropping attacks is to apply cryptographic
encryption to the messages.

3.1.3.2

Inventorying Attacks

Some transponders contain information regarding the product that it is attached
to[9]. This information, such as manufacturer code and a product code, tends
to be of value to an attacker. A reader could therefor learn what products the
targeted individual possesses. This form of attack could reveal sensitive information about private citizens. Medical devices are of high concern as the attack
would reveal illnesses the patient suffers from, and possibly security weaknesses
in the device model that could be used for an attack.

3.1.3.3

Spoofing Attacks

The RFID signal could be read and recorded during transmission from a RFID
tag[8]. Malicious data could then be sent using the original transponder’s ID,
which would make it appear to be credible. By falsely impersonating the original
source the attacker could establish communication and gain full access to the
system. Both the transponder and the reader could potentially be spoofed[10].
To perform such an attack successfully, certain equipment is required to emulate
the RFID devices.
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3.1.3.4

Data Insertion

Instead of modifying the transmission, data insertion attacks add new data[10].
A challenging way to execute this kind of attack is called racing. If the receiving
RFID device answers slowly, the attacker could have time to send malicious data
in place of the legitimate data[11]. As long as the malicious data arrives first
it would be accepted instead of the original data. If both are received at the
same time, the data will be flawed. To prevent this form of attack, the answer
could be sent immediately which removes the time window necessary. Another
protection method is to make the devices listen to the channel while it is open.
If data is inserted by an attacker, the devices would notice.

3.1.3.5

Manipulation of Messages

The RFID messages are sent on a radio channel close to a reader and a transponder[3]. Active altering on this channel is possible, as long as a transmitter is
under the attacker’s control. This carries a high risk of causing a denial-ofservice attack. Manipulating messages in transit is not a common attack method
on RFID systems. To discover message manipulation, the sender and receiver
would be forced to use cryptographic checksums.

3.1.3.6

Generation of Messages

This a very common attack on RFID systems[3]. The goal of the attacker is to
trick the system into believing that contact is established by a genuine RFID
transponder. As the RFID system is based on machine-to-machine authentication, an attacker in possession of a genuine transponder can easily impersonate
the owner of said transponder. One distinguished form of this attack is the
replay attack. A recorded original message is retransmitted at a different time,
also often in a differing context. To detect this kind of attack, the sender and
receiver have to use cryptographic message authentication codes and message
integrity. The receiver of said message has to confirm that the message authentication code is correct.

3.1.3.7

Relay of Messages

A common assumption of RFID authentication is that the transponders owner
is physically close to a reader, if the reader is communicating with the transponder.[3] The objective of a relay attack is to fool the RFID system that is acting
on this misconception. A relay attack does not manipulate data. Instead, it
establishes a second radio link, so that data can be sent to a distant reader and
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a transponder. The connection created by the attacker is between a genuine
reader and genuine transponder that are not positioned within the assumed
communication distance. For this attack to work properly it is crucial to locate
an imitating reader near the genuine transponder, and that the attacker has
access to an imitating transponder close to the genuine reader. Relay of messages can be prevented by shielding the transponder with aluminum foil or with
the use of a jamming transmitter. Detecting relay attacks can not be achieved
by only using cryptographic schemes. Electromagnetic waves spread with the
speed of light, which is approximately c = 3 · 108 m/s. The spatial extension
∆r of an electromagnetic field after a given time ∆t is stated as ∆r = c · ∆t.
A location at a distance of 3 meters, from the point of origin, is reached after
10 nanoseconds. The implementation of restrictive time-outs on the reader are
a low-cost solution for preventing relay attacks.

3.1.3.8

Denial-of-Service

The communication channel between the transponder and the reader is key in
RFID systems. The aim of DoS5 attacks is to interrupt the communication
channel between the transponder and the reader[3]. Both devices are possible
targets for such an attack. This kind of attack could include the destruction of
transponders, to make sure these don’t respond to reader requests. A jamming
transmitter is another approach. A blocker tag can give the impression that
many transponders are active in the vicinity of the reader. In order to function,
an anti-collision mechanism is implemented in the reader. This mechanism
shrinks the referenced number space to find one tag that responds. This tag is
then used to establish the communication session. However, a blocker tag emits
several serial numbers in each referenced number space. The process to identify
the genuine serial number among the false numbers is therefor very difficult.
Detecting, and preventing, DoS attacks are both complicated problems. This
cannot be solved with cryptography.

5 DoS

- Denial of Service
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3.1.3.9

Tracking and Hotlisting

Because of the fact that any reader can activate any transponder at any time,
without notifying the owner, have the transponders been given a Unique ID to
use when replying[3]. This ID is unique to each item of the specific product.
This ID can therefor in theory be linked to a specific individual. Tracking of
transactions and individual movements in an environment with RFID readers
is guaranteed. An attacker can even use a reader to get notified if a certain
transponder in a targeted group is communicating. This attack is called hotlisting, and the implications cause privacy and anonymity concerns. One solution
is to block communication between the transponder and unauthorized readers.
The owner of the transponder can shield it or use a jamming transmitter. Another possible solution is to use a randomized unique ID that is generated solely
by the transponder. In this case, the ID can no longer be used as a identifier.

3.1.3.10

Cloning of Transponders

The risk of cloning is high to a large amount of RFID service providers[3]. The
concept of cloning means that an attacker creates an imitation of a genuine
transponder, that behaves identically, and can therefor not be differentiated
from the original transponder. If there is no cryptographic protection present,
cloning is an easy process. The attacker can eavesdrop on static messages sent,
and then emulate the transponder by responding with the same static response.
Even if the system is secured by a cryptographic mechanism, the secret key of
the mechanism can potentially be compromised through a cryptanalytic attack.
In an online RFID system, blacklisting a transponder suspected of fraud is
common practice.

3.1.3.11

Cryptanalytic Attacks

A weakness in a cryptographic algorithm or protocol is exploited. These are
exclusively mathematical attacks, that use the exchanged messages to attempt
to find the secret key. These attacks are possible for one of two reasons. Weaknesses in the cipher design, or insufficient key space. Weaknesses in the cipher
are common if the design has not been previously analyzed. A good practice
is to test a new cipher design, and the test should be conducted by many independent cryptologists. A brute force attack searches the key space until the
correct key is found. Intelligence agencies are estimated to have sophisticated
key engines that can crack 80 key bits. Therefor, a key size below 80 bits is
considered open to brute force attacks. Because of constant reverse-engineering
efforts by potential attackers and curious researchers, it is not a good idea to
base security on the secrecy of the proprietary algorithms.
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3.1.3.12

Physical Implementation Attacks

When security designs are actualized into hardware or software, the resulting
object is very susceptible to physical attacks. These attacks target the RFID
components of the internal structure. In a RFID system, all the components
are potential targets. In end-user environments, the targets are the reader and
the transponder. It is common practice for the reader to store master keys in
its memory, which makes it a valuable target. If the attack is successful, it
would compromise the security of the entire system. Attacks on the physical
implementation can not be considered general. A cryptoanalytical attack for
example, can compromise the security of any product secured by the broken
protocol. The results of a physical attack are specific to the target. However,
there are some physical attacks that are harmful to most implementations.
There a few classes of implementation attacks. An attack is considered active
if the assailant actively tampers with the cryptographic implementation. If no
active operations are performed and the cryptographic module is controlled in
the planned environment, the attack is considered passive. An invasive attack
violates the internals of the implementation, attacking an integrated circuit
physically for example. A semi-invasive attack does not breach the internals
of the implementation, but some outer layers. Removing the package of a chip
for example. If none of those cases apply, the attack is non-invasive. A passive
attack targets the physical leakage of the cryptographic module. One example of
this is side channel analysis. This attack evaluates the timing, electromagnetic
emanation, or the power consumption of a cryptographic operation. This could
reveal important data regarding the input and the internal states of the RFID
devices[10]. Causing alterations to the backscatter signal could disclose data
about the internal resistance. Examples of active implementation attacks:
• Non-invasive tampering attacks due to anomalous environmental conditions.
• Semi-invasive and invasive tampering attacks due to light and electromagnetic radiation.
• Invasive reverse-engineering attacks in order to disclose the internal construction of a cryptographic module for further vulnerability analysis.
• Invasive penetration attacks in order to probe internal communication
lines or test pads of the security component, for example, microprobing
on bus line of a chip.
• Invasive penetration attacks in order to destroy internal units, for example,
a random number generator.
• Invasive modification attacks in order to modify internal units of the security components, for example, security relevant internal memories.
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3.1.3.13

Back End Attacks

The RFID back end system could be targeted remotely in various ways. Making
the reader communicate with several transponders simultaneously would flood
the back end system with data[4]. If performed as a malicious attack, the
transponders would possibly contain false data or a virus. The back end system
would need to be robust to handle that much information all at once. One
solution would be a staging area where the requests would be momentarily
contained before being processed in smaller amounts.
A virus attack on the back end system would carry a malicious executable
payload, and also attempt a method to replicate itself. Replication would be
performed based on the database being attacked. The first method would make
references to itself, and the second would use quins. Executing the malicious
payload could cause a variety of problems. Some examples of potential problems:
• The destination airport is contained in a tag on luggage. When the data
is to the back end system, the system queries the database searching for
the destination. An attacker could change the data to include the shutdown command, or whatever is needed for the attack. An attack with the
shutdown command could shut down the entire baggage system.
• A RFID system often accepts data of a specific size. An intruder could
use a transponder containing a large amount of data, which could cause a
buffer overflow and subsequently crash the system. This could be avoided
by verifying the data size before processing, and using checksums to validate the data.
• Taking advantage of a trusted third-party, or impersonating both sides, is
called a man-in-the-middle attack. As RFID readers communicate with
any transponder in range, and does not demand user interaction, the system would be very susceptible to this type of attack. Limiting the reading
range to require physical contact would be a strong defensive measure,
which simultaneously would make the equipment less convenient to use. A
combination of physical shielding, and requiring user action to validate the
transponder would also be viable option. If a cryptographic hash function
is used, a longer transmission time would be normal. If the transmission
time is extraordinarily long, an examination could reveal a potential third
party intercepting and relaying the messages.
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3.1.3.14

Common Protection Methods

The studied literature repeatedly mentioned cryptography and physical shielding as dependable protection methods against most of the possible attack forms.
The problem with RFID cryptography is that the devices are very limited in
size, and available computational power[1]. Because of this, only lightweight
protocols are suitable to secure RFID devices. According to previously performed research, most of these protocols have at least some minor problems.
Therefor, a clear industry standard for RFID cryptography is yet to be found
and recently conducted research has been focused on developing and evaluating
new encryption methods[12]. Developing new methods for evaluating encryption protocols has also been explored in previous research[13]. RFID encryption
is however not very common on transponders available to consumers. Only the
developers or the corporate owners of the transponder, a credit card for example, could influence how cryptography is applied to ensure that information
security is maintained.
A consumer can however provide protection via physical shielding. Shielding
the transponder could be done in a few different ways. Covering the transponder
in metal foil could also be called creating a Faraday cage[5]. Some thieves have
used this method to cover merchandise to avoid detection systems. Such a cage
would however not fit around certain bigger items. The efficacy of this method
has been debated before, where some claim that this method only makes the
transponder more difficult to read[1]. This was tested for this essay.
An active jamming device could also be used to protect a RFID transponder[5]. RFID readers are blocked by using a device that transmits its own
signals. This could however be illegal, if the signaling power of the device is too
great. This could cause the signal to interfere with surrounding readers, and
possibly disrupt legitimate business. Another protection form that is similar to
jamming is a blocker tag. The effect is not as strong, which avoids the previously mentioned disruption issues. This technology lead to the development of
the RFID blocking cards and wallets that are commonly available today. The
efficacy of these products compared to creating a Faraday cage with aluminum
foil was tested for this essay.
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Chapter 4

Experimental Setup
The equipment used for the experiment is shown in Figure 1. Starting from
the left, the equipment used was: ACR1252U USB NFC Reader, leather wallet,
aluminum foil folded in the shape of a card, a 13.56 MHz transponder card
bought from Luxorparts, and a RFID blocking card bought from Rubicson.
The wallet was not absolutely necessary, but helped to simulate different card
positions. A computer was also used, since the reader needs a USB connection
to function. The reader has an available API1 that can divulge information
picked up from the transponder. This was not explored, as the information
contained in the transponder was not really relevant for this experiment.
The transponder was tested with both shielding technologies and in various
positions, both in the wallet and outside. The shielding card was tested both
while in physical contact with the transponder and while not. This tested the
distance limits of the shielding. Misalignment of the cards was also tested with
and without physical contact. The aluminum foil wrapped around the transponder did not have to be tested in this way. The reader was placed on both sides
of the transponder, to verify if the shielding blocked communication from both
directions or not. The position of the transponder and the physical shielding
should highly affect the results. The aluminum foil was more prone to damage
than the shielding card. To test if the damage could enable communication, a
hole was created in the middle of the foil wrapped around the transponder. A
very small hole at first that was increased in stages.

1 API

- Application Programming Interface
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Figure 4.1: The equipment used in the experiment
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Chapter 5

Results
5.1

Attacks and Mitigation

There are many ways to attack RFID devices, as indicated by the literature
study. Attacking RFID devices requires no interaction with the user or owner
of the devices, as these communicate indiscriminately. The devices are also
easy to use, which means that the attacker would not require any extensive
knowledge of the devices. As general proximity is the only real requirement, if
the device is not properly protected an attack is easy to perform. Because of
these factors, an attack could be carried out in a public place. This makes the
attack very hard to detect as the user.
The user has no influence over the protections used against some of these
attacks. Whether or not cryptography protocols are used is up to the developers
and corporate owners of the transponder. Physical shielding is a strong shielding
method against several forms of attacks, one that the user has direct control
over. The efficacy and limitations of common shielding mediums are not publicly
known, which was tested in the experiment.
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(a) Shielding card

(b) Transponder

Figure 5.1: Shielding and transponder aligned on opposite sides of the wallet

5.2

Shielding Card

Reading the card without any shielding was done to verify that all the equipment
was functional, and also to determine the distance where the transponder was
within range of the reader. Everything worked properly and the transponder
was read at a range of approximately 6 centimeters.
Covering the transponder completely with the shielding card completely
stopped the reader from communicating with the transponder. However, placing the transponder and the shielding in different positions in the wallet yielded
interesting results. If the transponder was not completely covered by the shielding card, communication can be established with the reader. A displacement
distance of about 1 centimeter is enough for communication to be allowed. The
reading range is greatly reduced however, as the transponder has to be very
close to the reader to communicate. The range is also reduced to about 1 centimeter. Reading from the other side where the shielding was not covering the
transponder at all showed the exact same results, as long as the shielding card
was in close proximity to the transponder. The reading range was again greatly
reduced but communication could be established. An example of this can be
seen in Figure 2.
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Very similar results were seen even when the shielding card was physically
touching the transponder. If the cards are not aligned properly, the reading
range was greatly reduced but communication could still be established. However, when the shielding card was physically touching the transponder, and
aligned perfectly, the transponder could not be read what so ever. Even in the
opposite direction where the shielding was not covering the transponder at all.
As soon as the shielding card loses physical contact, communication can be established on the side that was not covered. This was easily recreated by placing
the transponder on the reader and the shielding card on top of the transponder.
When the shielding was lifted, the reader and transponder communicated.

5.3

Aluminum Foil

Covering the transponder with aluminum foil completely stopped all communication with the reader. However, this shielding method is more prone to
damage. Revealing a part of the transponder established communication between the reader and the transponder. The displacement distance required was
about the same as previously seen with the shielding card. About 1 centimeter
of the transponder had to be visible for the reader to be able to communicate.
A unique test for this method was also tested. With the shielding card,
only the edges of the transponder could be misaligned and visible to the reader.
When aluminum foil was used, the center of the transponder could be made
visible by damaging the foil. A circular gap with a radius of about 3 millimeters
was first created and then increased to further the test. The reader was not able
to communicate with the transponder at all with a gap that small. Increasing
the gap size yielded no change until the transponder was almost completely
visible. The edges had to be visible for the reader to be able to communicate.
Changing which edge was visible did not seem to have any effect what so ever.

33

34

Chapter 6

Discussion
6.1

Limitations of Physical Shielding

The shielding tests yielded some very interesting results. The shielding card
works best if physically touching the transponder it is supposed to protect.
It is very sensitive to movement and being displaced from the transponder.
Inspecting the shielding card container, it clearly states that the card needs to
be aligned properly to offer full protection. This was however only a statement,
which was confirmed by performing the tests. And even if the transponder was
slightly displaced from the shielding card in the wallet, the reading range was
reduced so greatly that establishing communication almost required physical
touch. The most effective course of action would be to keep the shielding card
and the transponder in physical contact, which should not be a problem as
most wallets have slots big enough to host 2 cards. There are shielding cards
available that proclaim to be able to shield several cards simultaneously. In this
case, physical contact with several cards would be impossible. If this statement
is true or not is unknown, which could be interesting to test in future research.
The aluminum foil did not seem to have weaknesses when it comes to protecting the transponder. Communication was completely stopped and the transponder could not be displaced by accident. The biggest drawback of aluminum foil
would be the tedious action of removing the foil whenever the transponder was
needed to communicate. This varies based on the owner of the transponder of
course, as usage of the transponder varies.
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Another negative is the increase in total transponder size. The aluminum
foil makes the transponder too thick to fit in a standard wallet slot, and the foil
is not rigid or durable enough to last if moved in and out of a standard sized
slot very often. Damage to the foil would be inevitable in this scenario and the
foil would have to be replaced often. If the wrapped transponder was kept in a
bigger slot however, substantial damage to the foil could be almost completely
avoided. The damage needed to compromise the protection provided by the foil
was quite extensive, which means the foil would rarely have to be replaced in
this scenario.

6.2

Optimal Shielding Solutions

The best solution for the physical shielding card was to keep the shielding card
in physical contact with the transponder in a tight space so that the cards will
not be misaligned. Depending on the wallet used, moving the cards in and
out of the slot could be tedious. Most wallets should have slots big enough for
this not be a problem. Another even stronger option would be wallets made of
metal or that contain technology similar to the shielding card. These wallets
are readily available on today’s market, but are usually quite limited in size.
Especially the metal wallets, as the material is so rigid. For an aluminum foil
solution, wrap the transponder in the foil and place in a different slot than the
standard card slot. Unwrapping the transponder every time it is needed might
be too bothersome for most consumers, but the protection the foil provides is
outstanding.

6.3

Future Shielding Problems

The mentioned protection methods are mostly applicable to small transponders.
As RFID technology has found a place within the smart home, the possibilities
for RFID enabled appliances are endless. These would be of various shapes
and sizes, meaning that the protection methods tested in this essay would be
ineligible. Wrapping for example a television in aluminum foil would be very
tedious and diminish the purpose of the device. Different protection methods would have to be implemented. One obvious solution to prevent outside
communication would be to make the entire home a Faraday cage, by placing
RFID protections inside the walls and completely block all communication coming from the outside. Blocking such communication would be good standard
practice, as it would most often be unnecessary for the residents.
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Another possibility of larger transponders is that different cryptography
methods could be used. The larger transponders would mean access to more
powerful hardware, which would mean more computational power and available
memory than the smaller transponders in use today. This would also increase
the amount of suitable cryptography protocols.
The introduction of RFID technology in communication networks to enable
remote monitoring, would also mean that these devices could be manipulated
by a malicious third-party individual through access over the internet. The
security weaknesses of a poorly configured network, and network devices, would
now also apply to devices not originally intended to communicate in this manner.
Disruption or manipulation of the network could lead to emergency personnel
being deployed when nothing is wrong or not receiving a distress signal when
something is, which would be worse. To ensure only legitimate remote access
would be just as important as shielding the devices from outside influence of
radio signals.
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Chapter 7

Conclusions
The history of RFID technology is long, and the technology has only become
more and more integrated over the 21st century. The introduction of RFID devices into the smart home had a big influence on the future of RFID. The impacts
were mostly positive, but also posed some issues in several areas. Physical RFID
shielding was one of them. The results of the experiment indicate that the shielding mediums in use today provide sufficient protection for smaller transponders
of similar shape, but are not applicable to protect a larger transponder of a
different shape. Because of this, either different methods or a suitable application of today’s shielding materials will have to be explored. However, this
problem will not diminish the future of RFID technology. Autonomous location
monitoring through RFID devices would be a very convenient low-energy and
low-cost solution. As long as accurately accomplishing this remains an open
challenge, the future of RFID development research is secured.
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Chapter 8
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