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Abstract
This study aims to examine the function and vulnerabilities of biometric systems
integrated in smartphones, as well as techniques for circumventing the security
of these systems. These techniques are then used against a selection of smartphones in order to gauge the resilience of their biometric security. The function,
vulnerabilities, and techniques associated with these systems are compiled using
a literature study of published papers and books on the subject. The performed
experiments apply these techniques in the form of presentation attacks directed at
the fingerprint-, face- and iris recognition systems of the examined smartphones.
The result of the experiments showed significant differences between the different
smartphones, where some exhibited flawless security and others showed significant
security flaws. Both fingerprint and face recognition systems were successfully
circumvented, while none of the iris recognition systems were breached. No clear
link could be observed between the cost of the device and success rate of attacks,
while only devices using the Android operating system were breached. The results
undeniably showed that some smartphones are vulnerable to the employed techniques. It also showed that some of the tested devices had managed to implement
measures to counteract the applied presentation attacks. The root cause of the
vulnerabilities showcased in the experiment is due to the fact that biometric traits
can be copied and reproduced, highlighting a basic flaw of such systems.
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Glossary
– Authentication: The process of showing that someone or something is genuine.
– Authenticator: An object, trait or secret that carries data used for authentication.
– Characteristic (biometric): Specific characteristics for a given biometric trait,
e.g. measurability, uniqueness, permanence.
– Circumvention (biometric): To bypass or defeat a biometric system.
– FAR: False Acceptance Rate, the rate at which illegitimate biometric authentication attempts are accepted.
– Feature (biometric): Identifiable features extracted from a biometric trait.
– FRR: False Rejection Rate, the rate at which legitimate biometric authentication
attempts are rejected.
– Genuine (biometric): A user accessing a biometric system that he or she is
authorized to use, in the form of a recorded biometric template.
– Identification (biometric): Comparing a recorded biometric trait’s features
against a database of users, one-to-many matching.
– Impostor (biometric): A user accessing a biometric system that he or she is
not authorized to use.
– Integrity (security): The state of whether data has been accessed or modified
in an unauthorized manner.
– NIR: Near-Infrared (Light)
– Presentation attack (biometric): An attack that aims to trick a biometric
system by presenting a fake biometric trait to the sensor.
– Sensor (biometric): A digital device made for detecting and recording physical
information and converting it to digital information.
– Template (biometric): Extracted biometric features of a user stored in a database
for matching.
– Threshold (biometric): The configured level at which a biometric matching
system determines if the extracted biometric features of a user is successfully
matched with the features of the saved template.

iii

– Trait (biometric): A biological or behavioral attribute that carries identifiable
information, e.g. fingerprints.
– Verification (biometric): Comparing a recorded biometric trait’s features against
a specific user of a database, one-to-one matching.
– Vulnerability: The quality or state of being exposed to the possibility of an
attack.
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1

Introduction

The use of smartphones have steadily increased over the last decade, today reaching
levels where over three-quarters of the population own one [1]. This technological
prevalence not only means that we have near-constant access to tools for communication and information, but also that we consolidate more of our personal
information into these devices. Many actions such as online purchasing, banking,
and private communication are all carried out on smartphones, which means that
the device’s security is of great importance to the user. A device with inferior
security could put the user at risk of theft, identity theft, fraud or possibly as a
tool used for social engineering, and so on.
The security on smartphones was initially limited to a PIN code, pattern or password, similar to the pin code of sim cards, but studies have shown that these
authentication types have weaknesses [2]. A study [3] of attitude and practices of
mobile users showed that users often employ simple passwords and PINs that are
easy to brute force or guess using a list of commonly used words and number combinations. Patterns, where the user draws a shape or combination on the screen,
is also vulnerable to attack since the oily residue of our fingers leaves smudges
on the screen that can be captured using specialized lighting and high-resolution
photographic sensors [4].
A relatively new type of security implementation comes in the form of biometric scanners. A biometric scanner is a device that records the user’s biological
characteristics (“something the user is”), rather than a passcode(“something the
user knows”) or key (“something the user possesses”) [13]. When configuring a
biometric security system the user’s data, such as fingerprints, face or iris, is saved
as a template for which future login attempts can be measured against. This is
done using a mathematical formula that translates specific characteristics, like the
ridges and patterns of a fingerprint, into a set of numerical values. [2]
A biometric system has a few advantages compared to a pin, namely the fact that
the user always carries the “key” with him, thus removing the need to memorize it.
Another advantage of biometric systems is that the security of the system is not
1

dependent on a code that can fall into the wrong hands, and the act of bypassing
a biometric lock requires additional tools and materials compared to just entering
a pin. [5]
There are, however, also some disadvantages associated with biometric systems.
One such disadvantage is that if the biometric characteristics of a user are collected or acquired by a malicious party, it would be possible to fabricate objects
or images to bypass the systems biometric locks. An example of this is shown in
[5], where the researchers investigate different techniques for bypassing fingerprint
locks on five different smartphones. Their results show that they managed to bypass the biometric locks on all five devices, although the rate of success for each
device varied.
Additionally, some users experience issues with all traditional types of authentication, as reported by [2]. Several studies [6,7,8,9] showed that as much as 1/3
of users chose not to use any form of authentication at all. These users reported
that the reason for not using authentication mechanisms was mainly due to them
considering it a waste of time and unnecessary from a security point of view. [8,9]
All security systems essentially have a trade-off between security and convenience,
where a balance needs to be maintained in order for the system to be usable. The
focus of users, however, tend to favor convenience over security [7] which might
have an impact on how these biometric systems are balanced.

1.1

Purpose

The aim of this thesis is to investigate the function of the three biometric system
types, fingerprint-, face- and iris-scanning. Some techniques for penetration of
biometric security systems will be studied, and finally, an experiment is conducted
where the biometric systems of 6 modern smartphones are tested.
The purpose of this is to inform users, developers, security professionals and manufacturers of potential risks attached to the use of these biometric systems. This
2

is achieved by presenting the function and vulnerabilities of biometric systems in
a concise, yet detailed manner, and describing applied techniques and their results.

3
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2

Problem Statement

As with all technological devices and systems, smartphones and biometric security
are in constant development and advances are steadily being introduced to the
market. This affects the basic function of biometric security to a certain extent
but is even more prevalent when it comes to new security features and thresholds
being observed in newer systems and devices. It should, therefore, be reasonable
to assume that newer smartphones running more recent software is more resistant
to attempts to circumvent their biometric security systems.
Since the use of smartphones is so widespread [1], and the tasks they are being
used for are so varied and often sensitive, the need for reliable security is of great
importance. The constant development of these systems and devices mean that
published studies become less and less useful for assessing the reliability of newer
smartphones. This creates a need for regular evaluations, where established techniques can be used against newer systems.
Biometrics as a form of authentication, like any system, face several potential
threats. This study will focus on what is called covert acquisition [14] or spoofing
[10] and is more commonly referred to as presentation attacks today. Presentation
attacks are the use of biometric traits captured from legitimate users, presented to
a biometric sensor with the goal of circumventing the system’s security. This can
be done by recording the user’s voice, fingerprints or any other biometric variable.
Other vulnerabilities include bypassing technical systems, coercing users or Denial
of Service attacks et cetera. Further complications associated with using biometric
authentication are the fact that many of our biometric traits are not secret. The
shape and look of our faces, for example, can be readily analyzed and saved from
public photographs, despite this facial authentication is a feature in many smartphones. There is also the problem that biometrics cannot be revoked since they
are a part of us. Which means that if one of our biometric traits are acquired by
a malicious individual, we cannot simply reset it like a password. [10,12,14,18,19]
The focus of this thesis is, therefore, to test the security of the biometric systems
of a selection of modern smartphones, by applying already existing techniques for
5

circumvention on newer devices, to see if they are still effective. It is important to
note that not just the hardware is being examined, but also the software used to
run it. Some biometric systems, like iris scanning, was only recently introduced
to the market, which means that for some devices no notable hardware changes
would have occurred. The potential for software-based improvements is still quite
feasible, however.
Possible techniques for circumvention range from the most basic to highly sophisticated. Therefore, when choosing techniques for the experiments, simplicity is
prioritized. Simple techniques are accessible both in terms of tools used, and in
skill requirements. Such techniques should pose a greater risk, since it’s more
feasible for users to be able to perform them. Furthermore, if a simple technique
successfully manages to circumvent the biometric authentication, it is reasonable
to believe that a more sophisticated technique will also be successful.
The paper “Vulnerabilities of Biometric Systems Integrated in Mobile Devices:
an Evaluation” [5] provide a robust yet simple methodology for how such tests
can be performed. For experiments to be competently designed and carried out
an understanding of the biometric systems used is necessary. Furthermore, the
vulnerabilities and security threats themselves need to be analyzed. When this
groundwork is finished, experiments can be designed and carried out.
While some detailed and highly useful papers have been published on the subject
of biometric smartphone security [5,10,11,12], they are generally focused on one
type of biometric system. This efficiently showcases the performance and tradeoffs of different implementations of the same types of systems, but it fails to give
a broader sense of the device’s security. After all, the impeccable performance
of a devices fingerprint reader might be of little value if the same device has a
face scanner of sub-par performance. This thesis instead looks at all three types
of commonly used biometric systems, in order to produce a broader picture of
biometric security. Almost all smartphone devices with biometric authentication
only use one type of biometric system each. Therefore, a majority of the devices
used in these experiments only have a single type of biometric system tested.

6

In summary, the questions of this thesis are:
• Survey the function and vulnerabilities of biometric systems found in
smartphones.
• Does simple techniques to circumvent these biometric systems exist?
• Can these techniques for circumvention be successfully used on modern
smartphone devices?

2.1

Problematization

The specific statement and questions found in the problem statement can be answered using commonly employed scientific methods, and the results presented in
a coherent format. The results of this study should be useful in providing a fundamental understanding of the security of biometric systems on smartphones.
Since only select techniques will be evaluated the results of the experiments should
not be used as a perfect measure of reliability, but rather as an evaluation of the
specific techniques being used. There is also a possibility that some devices will not
be susceptible to the techniques used, this does not invalidate the results; instead,
it only showcases the chosen techniques usefulness when used against the specific
device.

7
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3

Method

In order to answer the thesis statements, the methods used are divided into two
parts: a literature study and an experiment. The literature study aims to help
explain how biometric systems operate and what their weaknesses are, while the
experiment applies that knowledge to design and conduct tests to see how effectively those weaknesses can be exploited.

3.1

Literature study

In order to properly understand the biometric systems, their weaknesses and the
techniques for circumventing them a thorough literature study was required. The
literature chosen for this thesis was collected from the IEEE Xplore and other
academic databases by searching for keywords like “smartphone” “biometric” “fingerprint” “authentication” etc.
The results were then studied and categorized as Primary and Secondary sources.
The Primary sources contain papers that conduct studies with goals and methods
similar to this one. These sources are specialized into a particular form of biometric
security function, e.g., fingerprint scanning. Examples of Primary sources include
[5,11,12,21], these studies each look at a single form of biometric authorization,
and perform experiments to attempt to circumvent the system.
The Secondary sources are used to explain how a specific system functions, or
how such a system fits into the overall field of user authorization. Examples
of Secondary sources include [2,10,14], these publications look at the specific or
general workings of biometrics or provide a framework for classification of security
threats.
3.1.1

Problematization

The material used in the literature study aimed to provide a solid foundation
for explaining the biometric systems and potential threats against them. Since
the material is of varied recency, some security vulnerabilities might very well be
patched or otherwise negated. Therefore, there is no guarantee that the observed
9

vulnerabilities still pose a security risk. Specific details of how some biometric
systems function might also not be publicly available, which limits the depth of
such analysis.
A study focusing on interviews or an experiment could have been alternative methods for answering the first two parts of the problem statement. However, as the
field of biometrics is clearly defined and a rigorous amount of research has been
published on the subject, in addition to the available resources and scope of this
thesis, it is concluded that a literature study is the only viable method of answering
the first two parts of the problem statement.

3.2

Experiment

In order to investigate whether techniques for circumvention can be successfully
applied to modern smartphones, a series of experiments will be performed. The
experiments are designed using the knowledge and understanding gained by performing the literature study and answering the first part of the problem statement.
The type of attacks that are used all fall under the category of presentation attacks, as detailed in [12,18,19], with the specification that capture of the biometric
traits are performed on willing participants. The purpose of the experiments is
to investigate whether or not modern smartphones are vulnerable to what can
be considered “traditional” attacks. Some of the techniques used have only been
publicly known for a few years or less, but with the rapid evolution of technology
and security, such techniques should still not be considered cutting edge.
The experiments are not specialized for each device they are performed on, but
rather they are designed in such a way that should enable them to be performed
on several different devices, while still being successful. While designing the experiments, a focus was to make them as simple and easy to perform as possible, in
order to accurately represent real security threats. It is the opinion of the author
that cheap and easily performed attacks pose a much greater risk of being carried out compared to expensive techniques that require specialized equipment and
advanced knowledge. The study performed in [5] provide an excellent framework
for how such experiments could be performed, and for how the results could be
10

displayed and analyzed.
The tests directed at fingerprint scanners were performed by creating a fingerprint
mold with hot glue, and then pressing a piece of modeling compound into the
mold to create a replica of the fingerprint. The tests used against face- and iris
scanners were carried out by photographing and recording the face and iris of the
user and presenting them to the sensors both in the form of a printed image and
as a moving image on a computer screen.
Since biometric traits and their suitability for use could differ from person to
person, each experiment was performed on two different individuals. The devices
used for the experiments were chosen based on availability and with the aim of
accurately representing actual device usage.
3.2.1

Problematization

As is mentioned in the problematization for the literature study, its results are
what shapes the experiments. If these results are lacking in some way, this will
likely be reflected in the experiments. The tests are performed in a controlled
environment with willing participants, where a real-world attack would be subjected to additional obstacles and difficulties. The experiments conducted could,
therefore, be seen as a best-case scenario, given similar materials and techniques
used.
Furthermore, the accuracy of the results would improve with more individuals,
biometric traits and devices, however, the scope of the experiments is limited by
both time and resources. That being said, the sample size used in this study should
be more than sufficient for initial analysis.
A literature study could also have been a viable method to answer the third part of
the problem statement, however, when using already published results to answer
a problem, the results are limited by the purpose and scope of said literature. In
order to adequately answer the problem statement, given the fact that these types
of results have a certain degree of time-sensitivity, a set of specialized experiments
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were determined to be the only method capable of producing acceptable results.

3.3

Ethical considerations

The goal of this thesis is to highlight biometric security threats and techniques,
and to apply these to modern devices in an effort to gauge their resilience to them.
However, the author recognizes that these techniques can be used for malicious
purposes, and this thesis is not intended to be an instruction manual for how
to use them. The techniques used and explained in this thesis are all publicly
available and well known in the field of biometrics; therefore, no information will
be presented in this thesis that is not already available. Although there is a
slight risk of malicious individuals learning of these techniques as a result of this
thesis, there is also a positive effect where users and manufacturers can learn of
these vulnerabilities to best secure their devices. The models of the smartphones
used in the experiments will also not be explicitly stated, however, their operating
systems, year of release, and price points will be.

12

4
4.1

Theory
Authentication

Authentication is the process in which the identity of a user is verified. This can
be done using a number of techniques and systems, both physical and digital. The
primary use of authentication systems is specifically for verifying that the user
interacting with the system is authorized for access. This can be achieved through
the use of traditional schemes like ID cards, passwords, pin codes, and keys. These
techniques require the user to either possess or remember the authentication token
or code. This is a simple and cheap method for authenticating users and is widely
used for all types of security applications. [14,15,16]
An alternative to traditional authentication schemes is biometric authentication.
Biometric user authentication(or biometrics) uses the biological or behavioral traits
of an individual in order to identify or verify the user’s identity. Some traits used
in biometrics include fingerprints, face, iris, voice, gait and user habits. [14,15,16]
4.1.1

Advantages/Drawbacks

Biometrics as a form of user authentication has some advantages over the traditional schemes, but there are also some notable drawbacks that limit their potential for widespread use. The different types of authentication schemes can be
categorized into three main categories: Knowledge-Based Authenticators (what
you know), Object-Based Authenticators (what you have) and ID-Based Authenticators (who you are). [15]
Knowledge-Based Authenticators: This form of authentication relies on the
user having access to a certain piece of information or knowledge in order for authentication to succeed. The security of this form of authentication requires that
this information be kept secret. The most common forms of this include passwords
and PIN-codes for devices and online services and combination locks for analog
devices. There are also other forms of knowledge-based authentication, like the
secret questions (e.g.,“Mother’s maiden name”) that are sometimes used for secondary authentication on web services or when interacting with banks or insurance
13

companies remotely. [15]
Advantages: Authentication based on secret or obscure information is incredibly
cheap to use since no physical objects or interaction is needed when establishing it.
This is further enhanced by the fact that such secrets can be changed or created
quickly with hardly any work, should the need arise.
Disadvantages: Since the security of the system relies on the critical information
remaining secret; the integrity of the system is completely bypassed if this secret is
made known. Some passwords and PIN-codes that are used as authenticators are
based on commonly used patterns and can be guessed or otherwise brute-forced by
knowledgeable individuals [3]. If the same secret is used for multiple applications
or devices its integrity can be jeopardized, and if it were to be broken, the security
of all applications would be at risk. Passwords and PIN-codes can be difficult for
some people to remember, which might lead to them writing it down or otherwise
storing it in an unsecure form.
Object-Based Authenticators: This category represents physical objects that
are used for authentication. This form of authentication requires said objects to
be in the possession of the user during authentication. The most commonly used
and well-known form of authenticating object is probably the regular metal keys
used to unlock doors, containers, and vehicles. Modern alternatives to traditional
keys include magnetic key-cards and RFID-tags. Another form of authenticating
objects are passports and ID-cards that are more commonly used when authenticating or identifying oneself to other people rather than machines or systems.
[14,15]
Advantages: The simplicity of use and traditionally broad adoption means that
most people are comfortable using objects for authentication. Users are unlikely
to forget what the object is since it is not secret. Objects could potentially be
borrowed by individuals that only require authentication privileges for a limited
time, although some objects can be copied which introduces a security risk. One
unique advantage of object-based systems is that the user is naturally alerted if
the object is lost or stolen.
14

Disadvantages: The main disadvantage of physical objects as authenticators is
that objects can be stolen, dropped or otherwise lost. Since the object does not
require any specific knowledge for use (except for knowing what authentication
the object is used for) it can be used by unauthorized individuals, should the user
lose possession of it.
ID-Based Authenticators: This category consists of authenticators that are
unique to a particular individual. This category could be further divided into
two categories: objects or records that identify a person based on physical criteria, and biological or behavioral characteristics that are unique to said individual.
Common forms of objects that use individual physical criteria are passports and
ID-cards that are more commonly used when authenticating or identifying oneself
to other people rather than machines or systems. Systems that use biological or behavioral characteristics for authentication are what’s known as biometric systems.
Common uses for biometric authentication are digital devices and high-security
facilities. Important to note here is that biometric authentication is often used
as either an alternative (personal devices) or as a supplementary authentication
when using multi-factor authentication (high-security). [14,15]
Advantages: The main advantages to using ID-based authenticators is the difficulty of forging such documents or biometric traits. Additionally, authenticators
like passports and ID-cards often serve multiple purposes and can often be used
as authentication and identification in a wide variety of situations. An advantage
of biometric systems is that the authenticator cannot be misplaced, and it is unlikely to be lost or stolen. Biometric authentication can also have the advantage
of convenience compared to other forms of authentication.
Disadvantages: ID-based authentication requires specialized systems or processes
in order to be used or created. This can mean that these systems are more expensive to implement and time-consuming to maintain. Biometric authentication
systems can struggle with user acceptance, since users may be uncomfortable sharing their fingerprints or other features
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In addition to these general disadvantages, biometric user authentication suffers
from three vulnerabilities that when combined could threaten the fundamental
purpose of authentication: Biometrics are not secret, Biometrics cannot be
revoked, and Biometrics have secondary uses. [14]
Biometrics are not secret: While a person’s fingerprints may not be publicly
available, some characteristics like face and iris could very well be captured from
either purposefully taken photographs or possibly just from photographs posted
on web pages and social media. Even though biometric data is considered private
from a security perspective, in practice, this might be an incorrect assumption.
This means that biometric systems that use these features have a fundamental
flaw.
Biometrics cannot be revoked: A password is easy to revoke or change, but a
biometric measurement is permanently associated with the individual. Therefore,
if a person’s biometric features are revealed, it could permanently lock out the
person from using that specific biometric trait in other biometric systems.
Biometrics have secondary uses: Biometric authentication is a convenient
method of verification, this could mean that it will be adopted for a multitude of
applications. This not only puts the confidentiality of the biometric measurement
at risk, but it also means that organizations could track users by their “passwords”
rather than by their user information. This could have a significant impact on user
privacy if the data were handled unethically.

4.1.2

Verification vs. identification

Biometric systems operate as either verification or identification. For user authentication, verification is the preferred method and can be described as operating
through positive recognition. This means that the user first registers as a particular individual (through a username, PIN-code or similar), followed by the recording of the user’s biometric trait. The features of the recorded biometric trait are
then compared to the stored features, or template, of that particular user. If the
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recorded and stored features match, authentication is successful. This prevents
unauthorized individuals from posing as an authorized user. [14,16]
Identification instead works by comparing recorded features with the features of
multiple users stored in a database. The stored features are compared to the ones
recorded, and matches can be ranked based on similarity. This type of functionality
can be used for identifying unwilling or unknowing individuals. It can also be used
to prevent individuals from using multiple identities, in what’s known as negative
recognition. [14,16]
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5
5.1
5.1.1

Results - Literature study
Biometric systems - Function
Technical function

The essential function of a biometric system is to record the biometric feature of a
user, transform this feature into a data set, compare this data set to the ones that
are stored in the database, and finally determining if the features match. These
steps are sorted into four modules in [14], which efficiently explain the basic functionality:
Sensor module: The purpose of the sensor is to capture the raw biometric data
of an individual. This can be done in a number of ways, where different biometric
traits require different types of sensors. Many sensors use optical scanners to capture data, like an optical fingerprint scanner or the camera used to capture face
and iris. Other types of sensors include microphones to record voice or gyroscopes
to record movement habits. The sensor is usually integrated into the device or
machine interface, and its design and performance are therefore crucial for the
user experience. A sensor with low performance or accuracy severely impacts the
performance of the system, and the design implementation directly influences user
experience. [14]
Quality assessment and feature extraction module: When raw biometric
data has been captured, it needs to be converted into a set of identifiable and comparable features. These features are extracted from the raw data and are stored as
a template for that particular user. Identifiable features include minutiae points
in a fingerprint image or the measurements of facial features in a captured face.
These identifiable features can sometimes be difficult for the system to make out,
thus prompting a need for a quality assessment function. Filters are often applied
to make features stand out more, and sometimes multiple recordings are carried
out in order to create a reliable template. [14]
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Matching and decision-making module: When features have been extracted
from the biometric data it is ready for matching against the stored template. Since
the identifiable features have been converted into a data set, it can be successfully
compared to the template, and a similarity score can be established. For systems
operating through verification, the acquired data set is compared to the template
of the specific user, while systems using identification performs a comparison with
all templates in the database. The decision-making module then decides if verification is successful based on the threshold of the system, while identification
results are usually ranked in order of similarity. [14]
System database module: The database is where user templates are stored.
In a small system, the template might be the only information stored, while a
large-scale system might have additional user information stored, like name and
other identification. Likewise, enrollment in a small system might be done directly
between user and machine, while enrollment in a large-scale system might require
the presence of personnel for authentication purposes. In specific systems, user
templates might be stored on a physical token (keycard, RFID tag) in addition or
instead of in the database. [14]
5.1.2

Threshold

While a knowledge-based authentication system using a password requires a perfectly matching entry in order to succeed, a biometric system instead operates
by judging the similarity between input and template. This process of matching
input data with template data very rarely result in an absolute match, mainly
due to variations in how the user interacts with the sensor module, changes to the
user’s biometric traits, changes in lighting or the presence of dirt or smudges on
the sensor. In order for a biometric system to be usable despite these variations,
a threshold is programmed into the decision-making module. This threshold determines how large the variation between input data and template data is allowed
to be, while still accepting the match. [14,15,16]
An ideal biometric system displays a large feature set variety between different
users (inter-class variation), while also exhibiting a small variation between dif-
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ferent input data of the same individual (intra-class variation). This variation,
or lack thereof, is indicated by a similarity score. If the similarity score exceeds
the threshold set for the system, the matching is successful. A perfect system
would always accept genuine users and always reject unauthorized users, however,
in practice, this is rarely the case. A similarity match score for input and template data of the same user is known as genuine or authentic. Likewise, input and
template data originating from different users is referred to as an impostor score.
[14,15]
When a genuine similarity score falls below the system’s threshold, the resulting
action is known as a false rejection, where the genuine user is not successfully
authenticated. Similarly, an impostor score that exceeds the threshold is referred
to as a false acceptance, where an unauthorized user is incorrectly granted access.
These incidents are measured with a False Rejection Rate (FRR) and False Acceptance Rate (FAR).
As the system’s threshold is increased, the result is that FAR is reduced while FRR
is increased. Since both FAR and FRR are undesirable in a biometric system, there
is no “perfect” threshold, since increasing or lowering it has both a negative and
a positive effect on false readings. Instead, when determining the threshold of a
system, the value is influenced by the desire for either security or convenience since
a high threshold means a secure system with few false accepts but with low user
convenience because of an increase in false rejections. It is therefore usually the
use-case of the system that determines the threshold, high for a secure application,
and low for a convenient one. [14,15,16]
5.1.3

Characteristics

The only way to affect both FAR and FRR positively is to increase the accuracy
of the system itself. This happens naturally as new systems are developed with
sharper sensors and more sophisticated quality assessment and feature extraction
modules, but it can also be achieved by using different types of biometric traits
(fingerprint, face, iris, etc.). When determining the suitability of a particular biometric trait, several factors impact the decision. Jain, Flynn, and Ross [14] list
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seven characteristics that are important when determining whether a biometric
trait is fitting for use:

1. Universality: The trait must be possessed by every individual accessing
the system.
2. Uniqueness: The trait should be sufficiently different across the individuals
accessing the system.
3. Permanence: The trait should be stable enough so that no notable changes
occur between template and input. A trait that changes significantly over
time is not a useful biometric.
4. Measurability: It should be possible to capture the biometric trait in a
manner that does not cause undue inconvenience to the user. The acquired
raw data should also be amenable to processing in order to extract a usable
feature set.
5. Performance: Accuracy and resource requirements should be suitable for
the intended application.
6. Acceptability: Users should be willing to enroll their features into the
system, and use it for its intended purpose.
7. Circumvention: The trait should not be easily imitated or circumvented
using tools or materials or behavior.
While some biometric traits are more suitable than others, no single trait is considered ideal for all applications. Instead, when choosing which trait to use care
should be taken in order to choose one that is fitting for the specific application,
in regards to security, convenience, cost and the seven listed characteristics.
5.1.4

Fingerprint recognition

Fingerprints are probably the most well known biometric trait and have been used
as a method of identifying criminal suspects both through the process of verification and identification. The identifying features of a fingerprint are the pattern of
ridges and valleys on the epidermis. This pattern is unique for all individuals and
is determined by a combination of DNA and random growth circumstances during
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the fetal stage. This means that even ı́dentical twins have different fingerprints.
The unique pattern is considered to be fully formed at about seven months of fetus
development and remains stable throughout the individual’s life. [14,16]
5.1.4.1 Acquisition
Fingerprints can be manually acquired through the use of ink or fine-grain dust.
When using ink, the finger is coated and pressed against a paper card that can then
be scanned into a digital image. Dust is used when dusting for prints by applying
a fine-grain powder to the natural finger imprints consisting of oils and grease.
A dusted fingerprint can be transferred to an adhesive film for later scanning.
Modern techniques for acquiring fingerprints involve the use of digital scanners
that directly interface with the finger and creates a digital image. These scanners mainly consist of optical sensors, solid-state sensors, and ultrasound sensors.
[14,16]

• Optical sensors: These sensors usually operate by shining a diffused light
on the finger while it is pressed onto a clear surface. A camera can then make
out the difference between the ridges and valleys and consequently create a
defined image.
• Solid-state sensor: Solid-state sensors are a collection of different methods
that all rely on the sensor having multiple tiny sensors (or pixels) that each
record if it is in contact with a ridge or not. Different types of solid-state
sensors include capacitive, thermal, pressure, etc.
• Ultrasound sensors: An ultrasound sensor operate by sending a sound
or radio wave that is reflected by the surface of the finger which enables a
receiver to record the results.
5.1.4.2 Feature extraction
When an image has been captured of the fingerprint, feature extraction can be
performed. Since the features need to be converted into a usable format, only
certain points of identifying information are used. Different systems use different
identifying markers, but the most commonly used ones are singularities and minu-
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tiae points. [14,16]
Singularities, or singular regions, are specific regions of the fingerprint that create
distinctive shapes: loops, whorls, and deltas. The loop and whorl are the round
or oval shape of ridges at the center of a fingerprint. This shape contains identifying features but is also used as a centering point for the print. The delta is the
triangular shape that is often present to the side of the center point. Three ridge
lines intersect at the delta, which creates the distinctive triangle shape. [14,16]
Minutiae points are the more frequently encountered points where ridges end or
merge. A ridge that abruptly ends is known as a termination, while a ridge that
splits into two is referred to as a bifurcation. There are several more classifications of minutiae points, but the challenge of automatically discerning the different
types makes such classifications impractical. [14,16]
In order for the singularities and minutiae points to be clearly determined, filters
are often applied to the raw image. These filters can function in several different
ways, but the basic idea is for them to make usable points easier to discern while
removing unreliable regions and points. [14,16]
5.1.5

Face recognition

Faces are generally distinctive enough for humans to be able to use them as a form
of identification. This is also true for computer systems; however, the process in
which this is performed is a lot more complex compared to the naturally occurring recognition that we humans perform. Despite the challenges of developing
an accurate face recognition system, the potential usefulness of such systems is
immense, which has spurred its development. Compared to other biometric traits,
face recognition has several advantages, including the fact that it can be captured
at a distance and in a covert manner, while it can still be used in a natural and
nonintrusive way. As electronic devices develop more accurate cameras, and the
number of face images available increase, both feasibility, and usefulness of face
recognition systems increases. For electronic devices like smartphones, face recognition can be used as a form of authentication, while surveillance systems could
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use it for identification purposes. [14,17]
5.1.5.1 Acquisition and feature extraction
In order for the facial features to be captured, the face first needs to be identified
as a face. This is performed with a face detection function that separates the
face of an individual from the background. A process called face landmarking
is also performed that localizes facial landmarks (eyes, mouth, nose, etc.). The
next stage is called face normalization and is performed in order to counteract
things like unusual lighting conditions and facial expressions since a modern face
recognition system is expected to function even in adverse conditions. When the
face has been normalized, feature extraction can be performed. Size and position
of facial landmarks and other distinguishable features are extracted and converted
into a data format that can be used for comparison. [17]
5.1.6

Iris recognition

The surface of a human eye consists of a pupil (black hole in the middle of the
eye that the light shines through), an iris (an often colored donut-shaped ring that
surrounds the pupil) and the sclera (the white tissue that covers the rest of the eye).
The iris, in turn, consists of two layers; the outer being a pigmented fibrovascular
tissue known as stroma, and the inner a collection of pigmented epithelial cells.
The shape, size, and position of these layers create a distinct appearance that
can be used for identification or verification with a high degree of accuracy. The
appearance of the iris is also highly stable, which lends itself well for use as a
biometric trait. Iris recognition, or iris texture analysis as it is sometimes called,
is becoming increasingly prevalent for identification purposes, with some examples
being the United Arab Emirates’ iris border control database and India’s Unique
ID program. [14,18]
5.1.6.1
Acquisition and feature extraction
Iris image acquisition can be performed in a number of ways, with new methods
regularly being proposed and investigated. The basic acquisition, however, simply
involves capturing the appearance of the iris using an optic sensor, like a standard
camera. Most current systems use a near-infrared (NIR) camera combined with
NIR illumination to capture the image, resulting in a more uniform image that
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makes it easier to differentiate the patterns used for identification. [18]
The first step in the acquisition process is identifying any eyes present in the image,
which is performed using a software algorithm. When an eye has been identified,
another algorithm determines the position of the iris, pupil, and sclera. The iris
is then isolated, and further analysis is done to figure out if it is obscured by eyelashes or if reflections are present on the cornea or any worn eyeglasses. These
steps are often referred to as segmentation. [14,18]
When a clear image of the iris has been acquired, feature extraction can be performed. Several methods exist for converting an iris image into a data set, but
the basics all involve analyzing the shape of the fibrovascular tissue. Important to
note is that since acquisition is usually performed with NIR sensors, pigmentation
is not taken into consideration when performing feature extraction. [18]

5.2

Biometric systems - Vulnerabilities

Biometric systems face a multitude of security threats that can be categorized into
several different types of attacks. Indirect attacks can include things like injecting
malware into the system, performing phishing attacks, coercing a user into giving
up biometric data, denial of service, and brute forcing a system. Direct attacks
involve fabricating a fake biometric trait and presenting it to the sensor, as well
as altering a user’s biometric trait to pose as a different user. [10]
The attacks and subsequent vulnerabilities that will be examined in this thesis are
direct attacks where a fake biometric trait is created and used for authentication.
These attacks are commonly referred to as spoofing or presentation attacks.
5.2.1

Fingerprint

Since biometric fingerprint sensors are designed to interact with a physical finger,
an artificial substitute could be created and used to trick the sensor. The most
common method according to Maltoni et al. [16] of launching such an attack is
by building an accurate three-dimensional model of a finger or fingerprint using a
latent fingerprint. The latent fingerprint would have to be collected from a legitimate user in such a way that its quality is adequate for matching. This is difficult
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to achieve since most latent fingerprints are smeared, incomplete or situated on
surfaces that make collection impractical. When a fingerprint is successfully collected, a substitute can be created using a three-dimensional printing device. Fake
fingerprints can also be created using a mold of the fingerprint, although such a
technique would most likely require willing participation from the owner of said
fingerprint. [5,16]
Several techniques exist for detecting whether or not the finger that is interacting
with the biometric sensor is real or not, and are commonly referred to as vitality detection. Using additional sensors that measure thermal, electric and optical
properties can reveal additional information about the material of the fingerprint.
Thermal sensors are probably the simplest form of vitality detection since the temperature of the epidermis normally runs 8 to 10 degrees higher than normal room
temperature (∼ 20◦ C). Unfortunately, this is not a very accurate reading since the
material used can simply be heated up before use in order to pass such a sensor.
A slightly better measurement is the materials electrical conductivity since human
tissue has a noticeably different conductivity compared to synthetic materials like
gelatin and silicone, which might otherwise be suitable for use as fake fingerprints.
The downside to using electrical conductivity is that if the fake finger is covered
by something like water, saliva or alcohol its conductivity can reach that of a real
finger. [16]
Optical fingerprint sensors can often differentiate between two-dimensional and
three-dimensional fingerprints, and since the tissue of a finger has specific optical
properties that differ greatly from certain other materials, vitality detection can
be performed solely through an optical sensor. Absorption, reflection, scattering,
and refraction are some optical properties that can be measured in order to differentiate between a real finger or a fake one. However, there are materials whose
optical properties are very similar to real fingers, like gelatin for example. [16]
There are more advanced sensors that are capable of detecting the pattern of ridges
and valleys underneath the epidermis, like ultrasound sensors, but even that could
potentially be circumvented with clever techniques and fake fingers created in different layers. Pulse rate has also been suggested as a form of vitality detection,
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but even that should be reasonably straightforward to mimic with the use of some
sort of pulse generator. [16]
What all of these scenarios have in common is that the systems for vitality detection are all fairly easy to trick if the attacker is aware of their existence and has an
opportunity to experiment with different techniques for doing so. A system whose
integrity relies on its security measures remaining secret (“security by obscurity”)
is considered weak since secrets like these are very likely to eventually leak out
thus compromising the security of the entire system. A biometric system can be
designed in such a way that it utilizes several different sensors in order to make
circumvention considerably harder, but that is likely to increase cost and physical
size of the unit, which might make that alternative less attractive. [16]
5.2.1.1 Techniques
Many techniques have been proposed for creating and using fake fingerprints in
order to bypass biometric systems, Goicoechea-Telleria et al. [5] performed an
experiment where three different materials were tested on five different mobile
devices. In this experiment, a mold was first created by having the users press
their fingers into silicone for around 5 minutes, after which Play-doh, gelatin, and
latex with graphite powder were pressed into it in order to create fake fingerprints.
These fingerprints were then held against the fingerprint sensors of the mobile
devices, and the results were recorded.
The results varied by material, device, and individual, but the biometric sensors
of all devices were ultimately tricked, and the researchers were able to gain access
to the devices. The tests using Play-doh were overall the most successful, as were
the fingerprints using the right index finger.
5.2.2

Face

Biometric face scanners rely on optical sensors to capture and match the face
of a user, which means no physical contact is established between man and machine. Therefore, the information that the sensor can gather is limited compared
to fingerprint sensors, which can operate using a number of different sensors. This
necessitates a sophisticated sensor working in conjunction with robust software in
order to achieve reliable results. Biometric face recognition systems using cheap
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hardware or unrefined software could, therefore, be highly vulnerable to presentation attacks.
Presentation attacks against face recognition systems are generally referred to as
face spoofing and can be categorized into 2D and 3D attacks. 2D attacks encompass photo- and video attacks, while 3D attacks usually refer to mask attacks. 2D
attacks can be successfully used against 2D face recognition systems, which use
less advanced hardware and software, while 3D attacks can be used against both
2D and 3D systems. [19,20]
Photo attacks are carried out by presenting a photograph of a genuine user to
the biometric sensor. This can be done by printing an image to a paper or by
displaying it on an electronic screen using a tablet, smartphone or laptop. The
image that is being used can either be taken covertly by the attacker, or acquired
from a website or social profile of the user. A photographic mask can also be used
that simply prints an image of a user on a 2D face mask. While photo attacks
can trick simple 2D systems that only records the facial features without using
any spoof detection, measures for detecting these types of attacks are quite simple
to develop and implement. A simple algorithm that checks for facial movement
should be sufficient for detecting most photo attacks. [11,19,20]
Video attacks are similar to photo attacks in that they also display a 2D image
using an electronic screen. The difference in video attacks is that a video is captured that displays the facial movements of the user, resulting in a more lifelike
appearance. This can bypass security measures that check for facial movements,
making these types of attacks challenging to detect. One unique side effect when
using an electronic screen is the possible introduction of moiré patterns. These
patterns can occur when an electronic screen is filmed up close by the optical sensor, and can possibly be used to detect video attacks. [11,9,20]
Mask attacks are carried out by wearing a 3D mask of a legitimate user. This
differs from the 2D masks mentioned earlier since the 3D mask attempts to accurately imitate the shape of the face, including nose, cheekbones, mouth, brow,
etc. This makes the attack viable even against 3D face recognition systems that
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perform a depth scan to map the face. The limitation to these types of attacks has
traditionally been a steep cost and high skill requirements, although this seems
to have changed with the recent advancements of 3D manufacturing technologies.
[19,20]
5.2.2.1 Techniques
Several databases exist that offer real and spoofed photographs and videos for the
purpose of testing the FAR of facial recognition systems. Patel et al. [11] performed tests using different face spoof databases as well as a test where the cameras
of a Nexus 5 smartphone was used for both acquisition and authentication. In this
test, the face detector software of Android v5.1 was used in combination with
both the rear facing and front-facing camera. The researchers created a database
of real and spoofed images using both video attacks displayed on a laptop, tablet,
and smartphone as well as photo attacks using printed images. The images were
printed using a Laserjet 1200x600 dpi printer on matte 8,5x11 inch white paper.
The spoofed images were captured approximately 20-30 cm from the camera according to their demonstration.
The researchers then used a commercial off-the-shelf face recognition system to
enroll the real images and attempted to use the spoofed images for authentication. This experiment used a 0,01% preprogrammed FAR threshold, which successfully matched 97,7% of the spoofed images with the real ones that had been
enrolled. This showed that the system was unable to distinguish between the real
and spoofed images.
5.2.3

Iris

Biometric iris scanners, much like face scanners, capture an image of the iris at a
certain distance. This distance can vary between different devices, depending on
the resolution and quality of the sensor. This imposes similar problems as those
encountered with face recognition. However, not as much research has been conducted on iris scanners.
Research conducted on circumventing iris scanners mainly focus on presentation
attacks using printed images of an iris. This is carried out in a manner similar
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to those directed against face recognition systems, with the difference being that
iris scanners use NIR instead of visible light. An iris can be captured by a camera
capable of taking images in the NIR spectrum and printed on paper using a regular
printer. The image can also be displayed on an electronic screen, much like the
techniques used against face recognition systems. [12,21]
To combat these types of presentation attacks, vitality detection is used in order
to examine whether the captured biometric is an actual measurement from a live
person. This detection could be categorized into two different types: techniques
that require specialized hardware, and algorithms designed to work on static images using only the biometric sensor.
Relying on specialized hardware for vitality detection introduces additional costs
and hardware complexity to the system, which can limit its usefulness in smaller
devices. Algorithms used with existing sensors is a much cheaper and simpler
solution but is limited by the quality and functionality of the sensor. [12]
5.2.3.1 Techniques
A. Czajka [21] documents his preparation of capturing and printing spoofed iris
images used in liveness detection (vitality detection) testing. The images were
captured on a commercial iris camera and printed using both a standard black
and white laser printer at 600 dpi resolution, as well as a semi-professional color
laser printer at 1200 dpi. The printed images were then matched against the real
iris database using a different iris camera in order to gauge the effectiveness of the
spoofed images. The results showed that 57% of the distinct eyes were successfully
matched using spoofed images.
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6

Experiment setup

When performing the literature study of the vulnerabilities of biometric scanners,
it became apparent that the sensors all have weaknesses that can be exploited.
There are additional security measures that can be implemented to protect against
attacks, but these measures can also theoretically be circumvented if the attacker
is aware of their existence. Since the biometric sensors of smartphones are subjected to limitations such as cost and size, it could be considered unreasonable to
expect that these sensors operate at a high level of security. As is shown in [5],
[11] and [21], biometric sensors can be tricked using simple techniques that do not
require any advanced materials or skill.
In order to answer the question of whether such techniques can be successfully
used against modern smartphones, this experiment will adapt and direct these
techniques at six different smartphones. The devices used in the experiment are
listed by operating system, year of release and current cost. All devices run the
latest software updates available to them and are using default security configurations. The experiments are all directed at the authentication function of the lock
screen. The appropriate biometric system is activated, and the user is enrolled
before testing begins. First, the device is tested with the real biometric, and the
success rate of each individual attempt is recorded. Secondly, the device is tested
using the fabricated or spoofed biometric and similarly the success rate of each
individual attempt is recorded.

6.1

Fingerprint

The experiment directed at the fingerprint systems include the creation of a fingerprint mold, casting of a fake finger using modeling compound, and finally presenting the fake finger to the sensor. The right index finger is used for the experiments
since it showed the most promising results in [5]. The molds were created by placing a ∼3 cm dab of hot glue on a plastic surface and left to cool for 1 minute
and 45 seconds. A clean finger was then pressed firmly onto the glue and held
there for approximately 1 minute, and then gently removed. The imprint was
then inspected, and if it displayed clearly defined ridges and minutiae points, it
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was kept for testing. A chunk of modeling compound, similar to Play-Doh, were
firmly pressed into the mold and inspected to ensure that the ridges and minutiae
points were showing. The shaped modeling compound was then pressed against
the fingerprint sensors of the devices, and the results were recorded. The devices
were manually unlocked every five attempts in order to make sure that no security
measure had activated and that biometric unlocking was still possible.

6.2

Face

The experiments directed at the face recognition systems included capturing the
face of the user with both a still photograph and a recorded moving image. These
images were then transferred to the chosen display form and presented to the sensor. A Samsung Galaxy S8 smartphone was used to photograph the test subjects
in good lighting conditions at a distance of approximately 2 meters. Both a still
image and a video showing casual face movement was captured. The images and
videos had the test subject captured with the face taking up ∼50% of the screen.
The still images were printed using a 1200 dpi color laserjet on a sheet of A4 matte
paper.
The first face experiment had the printed image positioned ∼40 cm in front of
the device being tested. The device was then activated in order to initiate face
recognition. The devices were manually unlocked every five attempts in order
to make sure that no security measure had activated and that biometric unlocking was still possible. This experiment was conducted both in bright, and low light.
The second face experiment displayed the captured video on a laptop screen ∼25
cm in front of the device being tested. The device was then activated in order to
initiate face recognition. The devices were manually unlocked every five attempts
in order to make sure that no security measure had activated and that biometric
unlocking was still possible. This experiment was conducted both in bright, and
low light.
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6.3

Iris

The experiments directed at the iris recognition systems included capturing the
face of the user with both a still photograph and a recorded moving image. These
images were then transferred to the chosen display form and presented to the sensor. A Logitech QuickCam Sphere webcam modified for capturing NIR images
was used to capture the test subjects at a distance of ∼20 cm. The NIR filter
present in the lens was removed and replaced by a filter made to block out visible
light. This filter was created by aligning two polarized plastic films in such a way
that practically no visible light was transmitted through it. Both a still image and
a video showing casual face movement was captured. The images and videos had
the test subject captured with the face taking up ∼90% of the screen. The still
images were printed using a 1200 dpi color laserjet on a sheet of A4 matte paper.
The first iris experiment had the printed image positioned ∼30 cm in front of the
device being tested. The device was then activated in order to initiate iris recognition. The devices were manually unlocked every five attempts in order to make
sure that no security measure had activated and that biometric unlocking was still
possible.
The second iris experiment displayed the captured video on a laptop screen ∼25
cm in front of the device being tested. The device was then activated in order to
initiate iris recognition. The devices were manually unlocked every five attempts
in order to make sure that no security measure had activated and that biometric
unlocking was still possible.
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Results - Experiment

The experiments were carried out on six different smartphones, using the biometric
data of 5 users in total. The devices each support one type of biometric sensor, with
the exception of device A that supports all sensors that were tested (fingerprint,
face, and iris). In addition to the supported biometric sensor, figure 1 shows the
year of release, operating system and the current price of the devices. The model
and manufacturer are not published for ethical reasons since the purpose of this
experiment is not to expose weaknesses of specific devices.
Device
Release
OS
Price (SEK)
Fingerprint Recognition
Face Recognition
Iris Recognition

A
2017
Android 8.0
5500
✓
✓
✓

B
2016
iOS 11.3
3000
✓
-

C
2016
Android 7.0
2500
✓
-

D
2017
iOS 11.3
9800
✓
-

E
2015
Windows 10 Mobile
4000
✓

F
2017
Android 8.0
2000
✓
-

Table 1: Specifications of the devices used in the experiments.
All individual tests were repeated 50 times on two different users, resulting in a
total of 100 attempts for each device and test. All tests were carried out in a
brightly lit room outside of direct sunlight unless otherwise stated.
Brief explanation of metrics and performed tests:
• False Rejection Rate: The rate at which legitimate biometric authentication attempts are rejected.
• False Acceptance Rate: The rate at which illegitimate biometric authentication attempts are accepted.
• Printed Image: Presentation attack carried out using an image printed on
paper.
• Moving Image: Presentation attack carried out using a brief video displayed on a laptop screen.
• Low Light: Indicates that the test was performed in low light conditions.
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Figure 1: Graph showing the FRR of the biometric sensors.
Tests were performed after user enrollment in order to establish a FRR. This result
shows the rate at which a legitimate biometric authentication attempt is rejected
by the system, and can be used as a point of reference for sensor accuracy. A
low FRR is desirable in order for the system to have a high level of convenience.
The authentication attempts were performed in such a way as to match real usage
as closely as possible, a majority of the failed attempts seemed to be caused by
the fingerprint not being properly centered on the scanner surface. The different
biometric systems display a fairly consistent FRR of between 5% and 10%. The
fingerprint scanner of device A stood out, with a noticeably lower FRR of 2%.
No notable difference could be observed in the results of the two different users.
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Figure 2: Graph showing the FAR of devices A, B, C and E during fingerprint and
iris tests.
Presentation attacks using hot glue and modeling compound were performed against
devices A, B and C, while presentation attacks using printed images and recorded
video were performed against devices A and E. These results show the rate at
which these presentation attacks managed to successfully circumvent the sensors.
A low FAR is desirable when designing a system focused on security, rather than
convenience. The FAR results of the fingerprint and iris tests show a noticeable
difference between the fingerprint sensor of device A, compared to those of devices
B and C. Device A displayed a FAR of 15%, while both device B and C managed
to completely block the attacks.
The results of the iris tests showed that the presentation attacks were unsuccessful
when used on both device A and E. No difference could be observed between
printed and moving attacks, while a slight difference could be observed in the
results of the two different users, where user A showed a marginally increased
FAR.
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Figure 3: Graph showing the FAR of devices A, D and F during face tests.
Presentation attacks using printed images and recorded video were used against
the face recognition systems. These tests were also performed in low light conditions, in order to examine how this affected the sensors. The FAR tests of the
face recognition systems showed significantly different results between the different
devices and tests. Device A was able to distinguish printed and moving images
from a real face at a highly accurate rate during good lighting conditions, while
seemingly losing this ability entirely when used with printed images in low light
conditions. Device F showed a very similar lack of accuracy regardless of lighting
conditions or image type. Device D, on the other hand, maintained a perfect FAR
of 0% in all tested conditions.
Again, a slight difference could be observed in the results of the two different users,
where user A showed a marginally increased FAR.
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Figure 4: Graph showing FAR for different users in the tests that to some degree
successfully circumvented the biometric sensors.
Out of six devices, two had their biometric authentication systems successfully
circumvented in these experiments. One device (A) had support for all three
biometric systems, fingerprint-, face- and iris recognition, and while the iris recognition system was not successfully circumvented, both the fingerprint- and face
recognition systems of the device were. The results were reasonably consistent
between the two users, and the face recognition tests in low light condition. A
significant discrepancy can be observed between the most successful fingerprint
test and the most successful face recognition test.
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8

Discussion

The results produced by the literature study summarizes and merges the available
knowledge and understanding of the relevant areas of the field of biometric recognition. These results leave little room for discussion and analysis, since the field is
well researched, documented, and understood, furthermore, no obvious contention
can be observed in the information presented by the various sources used. This
discussion chapter will instead focus solely on the performed experiments and their
results.

8.1

Experiment preparation

The literature study shows that biometric systems operate in a reasonably uniform sequence that includes extracting identifying markers, converting them into
a usable format and matching them to a template in the system. This sequence is
roughly the same for fingerprint-, face- and iris recognition, with the main difference being what type of sensor is used and which biometric trait is collected. This
conformity means that these technologies are likely to be prone to the same types
of vulnerabilities and susceptible to similar types of attacks. The vulnerabilities
and attacks that were examined more closely are what’s known as presentation
attacks, which involves presenting a fabricated object or image to the biometric
sensor in order to trick the system into believing that a legit biometric trait is
present. The techniques that the experiment was based on were all extracted from
academic papers that included instructions and results.
One significant observation is that while a simple biometric system might be susceptible to a wide variety of presentation attacks, many can be mitigated with the
use of additional or more advanced sensors, or by using advanced analysis algorithms. The problem with this type of countermeasure is that if the attacker knows
what systems are used, they could potentially be easily circumvented with more
specialized attacks. A good example of this is using a heat sensor in a biometric
fingerprint system. Such a sensor could easily be tricked by simply heating up the
fake fingerprint to body temperature before use. Therefore, in order to accurately
perform an advanced penetration test of a biometric system, extensive testing and
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examination would have to be carried out in order to determine its security.
This was not a viable strategy in this experiment since not only several devices
were tested, but also several different types of biometric sensors. Instead, the
experiment was designed to be as simplistic and easily performed as possible.
This not only showcases the performance of techniques that attackers are likely
to be able to perform, but it also shows if any additional security measures are
implemented at all. The reasoning behind this was that if even the most basic
attack is successful against a system, it is reasonable to believe that more advanced
attacks might also be successful and that such a system is more or less devoid of
any advanced security measures.

8.2

Fingerprint

The fingerprint experiment included three devices (A, B and C) equipped with
fingerprint sensors, and the results showed different rates of success. Device A
appears to be the only one susceptible to the technique used in the experiment,
with a 15% rate of success. Devices B and C did not accept a single authorization attempt. These results are quite interesting since device A is both newer and
considerably more expensive compared to B and C. One possible explanation for
this might be that devices B and C incorporated a more advanced sensor capable
of some type of vitality detection, such as measuring heat, electrical conductivity,
optical characteristics or a pulse sensor as is described in [16].
Another possible explanation for this would be that device A might have a biometric system more tuned towards usability rather than security. This explanation is
further strengthened by the fact that the FRR of device A was measured at 2%,
while B and C measured 9% and 7%, respectively. If the threshold for successful
matching were lower on device A, that would explain both the reduced FRR and
the increased FAR. A lower threshold makes the system easier to use, which is
a desirable trait for users, the downside being that the security of said system is
negatively impacted. Having a low threshold is not necessarily a bad thing, however, in a system as opaque as a mobile device, there is simply no way for users
to know how secure the system is. This could create a situation where the user
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places an inappropriate amount of trust in the security of the system.
The study on which this experiment was based [5] performed a similar experiment
on five mobile devices. The results of that study showed a FAR of 22%, 12%, 9%,
2% and 49%, with 300-400 individual attempts on each device. These results seem
to indicate an increase in security over time, since that study [5] was published in
2016, likely using older devices. The 15% FAR of device A also seems to be similar
to the 22%, 12% and 9% FAR of three of the devices tested in [5].
The technique used in this experiment included the use of hot glue as a means of
creating a fingerprint mold, while the experiment in [5] used silicone. The decision
to use hot glue was based on the fact that [5] did not specify what kind of silicone
was used combined with promising results produced by hot glue in initial testing.
It is possible that a silicone mold would have produced different results, but since
the ultimate goal of the experiments was to examine whether the biometric systems
could be breached at all, the material of the mold is unlikely to make any significant
difference.

8.3

Face

The face experiments were performed on three devices (A, D and F) and in four
different configurations, using printed/moving images as well as bright/low light.
The results of these experiments show a very significant difference in FAR between
the devices. Device F is the apparent “loser” in these tests, displaying a horrendous FAR of between 83% and 94%. There does not seem to be any significant
difference between printed and moving image, and just a minor difference between
bright and low light conditions for the results of device F. Device A, on the other
hand, show a remarkable difference between the printed low light FAR of 89% and
remaining three conditions, that all had a FAR of 0%. Finally, device D showed
a 0% FAR in all tested conditions. Judging by the FRR at 7% for A, 6% for D
and 5% for F, this leaves only a small percentile difference in the performance of
the real versus fake attempts of device A and F. It can, therefore, be determined
that device F lack the capability of discerning a fake face from a real one with any
notable accuracy. Device A, on the other hand, clearly exhibits the capability of
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detecting a fake face, but only does so in certain conditions.
It is unknown why device A is unable to identify a fake in low light conditions, but
it could be because it uses an algorithm that relies on good lighting conditions. If
this functionality is unusable, the manufacturer of device A might have configured
it to perform the feature extraction or matching with a lower threshold, thus enabling the successful use of a printed image. This configuration choice might have
been done in order to promote usability rather than security since a face recognition system that cannot be used in low light conditions might be frowned upon by
users. This explanation would be consistent with the results of the moving image
in low light since the laptop screen used in that experiment illuminates the image
regardless of ambient lighting.
The test conducted in [11] with the aim of evaluating the viability of printed images in face recognition showed a 97.7% FAR. Although, these numbers are not
a perfect comparison to the experiments conducted in this thesis since it was not
performed in a real-world scenario on mobile devices, but rather on a commercial
face recognition system with a custom threshold set. That being said, the results
of the experiment in this thesis do show that a printed image can be a perfectly
viable substitute for a real face, even in a real-world scenario.
The images were captured for the experiment in good lighting conditions, similar
to how it was performed in [11]. The experiments performed in this thesis did,
however, differ in that they were presented in different lighting conditions. This
was decided after some initial testing showed a difference in result between bright
and low light conditions.

8.4

Iris

The results from the iris recognition experiments showed that neither device A nor
E were successfully tricked by printed or moving images. This could show that
such techniques are not sufficient for circumventing these biometric systems, but
the quality of the captured irises is also likely a contributing factor. The modified
webcam that was used to capture both still and moving images of the user’s iris
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produced images that did not clearly show the distinct shape of the iris’s fibrovascular tissue. Since the unique shape of this tissue is used for feature extraction
and matching, it is unlikely that a low fidelity image would be usable. This theory
is further strengthened by the fact that device A gave some limited feedback when
matching failed. If a real face that did not correspond to the user that was enrolled in the system were used, the device would warn that the user could not be
matched. If, however, the printed or moving image was used for authentication,
the device simply notified the user that no irises’ were detected. The device used
for capturing the images were chosen since no other device was available, which
meant that the experiments could not be repeated using a different capture device.
It might be reasonable to suggest that poorly prepared or funded attackers would
also be limited to a capture device of this level of quality, which in turn could show
that an attack directed at an iris system would mean a higher barrier to entry,
compared to a fingerprint or face system.
The FRR of the systems tested showed a result largely equivalent to that of other
sensors tested, with the exception of the older device E that showed a slightly
increased FRR of 10%.
Further testing would be required in order to accurately determine the effectiveness
of the techniques used in this experiment.

8.5

Experiment results

The performed experiments definitively showed that two out of three types of
biometric authentication systems could be tricked using simple presentation attacks. This answers the question posed in the problem statement of whether such
attacks could be successful. However, it is clear from the results that different devices showed different susceptibility to these attacks, where some devices were not
successfully breached at all. It is therefore incorrect to state that these techniques
are invariably successful. Instead, the results should be interpreted to show that
while these biometric systems can potentially be circumvented, measures can be
taken to limit or potentially remove these vulnerabilities.
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No clear correlation is observed between the year of release, price, and FAR of
the devices. This result is surprising since a higher price and more recent release
date tends to be associated with a more capable and refined device. This could
mean that cost does not directly impact system performance. Instead, the system
performance might be more influenced by other factors, such as size limitations
and software implementation.
When reviewing the performance based on operating system, the iOS devices seem
to have a clear advantage over the Android devices. One out of two android devices
had their fingerprint systems breached, and both face recognition attacks were successful on the Android devices. The iOS devices meanwhile proved resilient against
both fingerprint- and face recognition attacks. The Windows 10 Mobile device did
successfully repel the iris recognition attack, but as stated earlier, these results
might be unreliable.
It should be noted, however, that regardless of any correlations observed in this
experiment, the tested devices and techniques are much too limited in scope for
any generalized statements to be made, other than what is answered in regards to
the problem statement.
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9

Conclusions

The biometric system types found in smartphones include fingerprint-, face- and
iris recognition. These different types of systems were examined in regards to general function and potential vulnerabilities. Techniques for circumvention based on
said vulnerabilities were also examined. The results showed that the basic functionality of these three types of biometric systems was quite similar, all operating
according to the same principles of acquisition, feature extraction, and matching.
The sensors used affects how the user interacts with the system in the acquisition
phase, but the underlying structure remains similar regardless of sensor or system.
Feature extraction can be performed in a straightforward manner, or by utilizing
additional algorithms for added complexity. The system performance, measured
in False Acceptance Rate and False Rejection Rate, is determined by the threshold
for matching, set by the system configuration.
The examined biometric system types revealed several vulnerabilities, rooted in
the fact that biometric traits ultimately can be captured and reproduced. The
security of the system is therefore dependent on measures taken to detect fake
biometric traits, as well as the general accuracy of the acquisition and feature extraction.
Several simple techniques that took advantage of system vulnerabilities were found
and examined, including fabrication of fake fingerprints as well as the use of printed
images for face- and iris recognition.
These techniques were adapted for use in an experiment with the aim of examining their rate of success when used against smartphones. The results showed
that one of the three fingerprint sensors and both of the face recognition sensors
were successfully circumvented using the adapted techniques. The results of the
face recognition experiments notably showed that the lighting conditions in the
room can have tremendous effect on success rate, where introducing poor lighting
can change the FAR from 0% to 89%. The images acquired for the iris recognition experiment were determined to likely be of insufficient quality for feature
extraction, and both iris recognition experiments failed in trying to circumvent the
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sensor. The unique approach of testing several different types of biometric systems
demonstrated that while a device can have one type of secure biometric system,
using additional unsecure systems still mean that the security of the device is
breachable. These results determine that simple techniques for circumvention can
be successfully used against modern smartphones, although they are not successful
against all devices.
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