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Abstract

The Internet of Things market grows at an extreme rate each passing year. Devices

will gather more data, which puts a lot of pressure on the communication between the

devices and the cloud. The protocols used needs to be fast, secure, reliable and send

any type of content. This thesis work conducts a research of the three most popular

application level protocols ; MQTT, HTTP and AMQP, to examine which is best

suited in an Internet of Things environment. The project is made with Axians AB to

provide insight regarding the protocols, so that the company can decide which protocol

will be best suited for their projects. A theoretical study of the performance was made,

followed by case studies on different aspects of the protocol. The case studies were

made using a Dell gateway and a 4G connection to mimic a real world project. Scripts

were developed to measure different performance attributes of the protocols. The

analysis and discussion of the results proved that MQTT or AMQP is the best

protocols, depending on the project.
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Chapter 1

Introduction

Internet of Things (IoT) is defined according to International Data Corporation (IDC) as

a network of networks with unique endpoints that communicate through IP-connectivity

without human interaction. The market for IoT today is growing at a high rate and

companies put more effort and money to be able to deploy their current IT-solutions in

the cloud. According to studies, the number of IoT-devices will increase from 9,1 billion

devices in 2013 to approximately 29 billion devices around 2020 [1]. This increase of

devices creates challenges for businesses looking to deploy and operate their solutions

within IoT. The challenges that the IoT-industry is facing today includes but are not

limited to:

• Scalability

• Security concerns

• Patching and version handling

An IoT-solution cannot be put into production and deployed without a solution for how

these problems should be a handled. The IoT-devices can be located anywhere, without

any type of surveillance. The risk for a breach into the device or hacking while in contact

with the device is therefore significantly high. Devices are constantly connected to the

cloud which creates bigger windows of opportunity for hackers to listen to data that is

sent or to corrupt the data[2].

Developing an IoT-solution can quickly create a demand to handle thousands of devices.

This puts great pressure on businesses to use a communication solution that can address

the needs of version handling and patching of all these devices. The communication

protocol needs to be fast, secure and reliable while also having the structure to scale to

allow the IoT-solution to grow.
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1.1 Motivation

The purpose of this project is to gain insight into the different application layer protocols

most commonly used today in projects surrounding IoT. The project is done with Axians

AB to examine which protocol is best suited for the requirements of the company.

This study will revolve around the limits and performance of different communication

protocols. Case studies will be created to compare the protocols regarding different

aspects that affect the way IoT devices communicate. The goal is to find the best

suited protocol for Axians AB to use in their IoT projects that creates functionality and

reliability for a stable and fast operational service of IoT devices. Hence the need to

compare the protocols in different aspects including speed, security, reliability, scalability

and content limitations.

1.2 Problem statement

Questions has been formulated to define what the thesis project is trying to accomplish

and what questions the case studies are set up to answer.

• What is the most efficient way of communicating with IoT devices with respect to

the demands of the company?

• What are the differences between the different communication protocols?

• What limitations regarding the content do the protocols have?

• How secure are the different protocols?

• Can patching and management of IoT-devices be done on the different protocols?

1.3 Proposed solution

A study will be conducted to evaluate the performance of three different application

layer communication protocols. Hyper Text Transfer Protocol [3] (HTTP), Advanced

Messaging Queuing Protocol [4] (AMQP) and Message Queuing Telemetry Transport [5]

(MQTT) will be studied regarding their theoretical performance and case studies will be

formulated to match the problem statement. The case studies will be constructed using

a IoT-gateway and simulated devices which communicate with an IoT-hub to compare

the different protocols performance in aspects such as speed, reliability and scalability.
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A mathematical analysis of the results will then be the base of the discussion where the

protocol’s suitability in IoT-solutions will be determined.

The project has limitations to establish a workload that can be accomplished by the

student within the time frame. Limitations have also been set to reduce the number of

resources that need to be provided by the company to limit the economic aspect of the

project.

• Only one type of gateway will be used in the case studies

• Devices will be simulated when creating scalability cases

• Testing will only occur on two different IoT-hubs to decrease costs

• The study will not compare the communication performance of the different IoT-

hubs

There is some extra requirements to ensure the quality of the thesis work. These include

the need of a quantitative study, a correlation analysis of the case studies, the case

studies presents data suitable to draw conclusions and the timeplan should be followed.





Chapter 2

Background Theory

2.1 Internet of Things

The Internet of Things revolves around connecting sensors and equipment to the internet

to create a network of uniquely identified sensors that collect data in our environment[6].

This data can be used by businesses, civilians and governments. The data can be stored

in the public cloud, and used for welfare, product development, security and monitoring.

IoT strives to implementing things in cloud services to digitize our environment [7]. This

whole process needs to be implemented using a flow from sensor up to the cloud. This

flow involves sensors, gateways, communication protocols up to the cloud and an IoT

hub, as shown in figure 2.1. The choice of sensors depends on the aspects to be measured

and the environment where the sensor is located. These settings vary from customer to

customer.

The gateway has different components installed to handle the services security settings

and communication. The services that run on the gateway is used to interpret the sensor

data and send the information to the cloud. The gateway can communicate with the

cloud using different protocols [8].

Data collected will increasingly grow and be valuable for businesses, which is why the

optimal communication need to be established. Data that is lost, or sent too slow, can

decrease the value that the IoT flow is meant to provide.

5
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Figure 2.1: Internet of things Flow

The figure shows how a typical IoT-flow is set up. Multiple sensors gathers data to a
embedded system or a gateway. This device consists of an operating system, an agent
who can read the code and services which run on the device. Some type of security
and SDK are also included. The data is later sent to an IoT-hub where the data can

be analysed and used in business cases

2.2 IP transport-layer protocols

2.2.1 UDP

User Datagram Protocol (UDP) is a IP transport-layer protocol that provides fast mes-

saging between hosts. The protocol uses a best effort approach, and sends data without

any concern if the message is delivered successfully[9]. In comparison to TCP, it does

not use any type of handshaking to determine if the message is corrupt or if the network

is congested. The exclusion of these features creates a smaller overhead for the message,

and provides a faster protocol.

2.2.2 TCP

The Transmission Control Protocol (TCP) is an IP transport-layer protocol that provides

reliable data transmission between parties[9]. The connection is duplex so both hosts

can send and recieve data. TCP uses a handshaking method to ensure that messages

that are sent gets recieved by the other host. Corrupted data can also be noticed by the

protocol and fragments of the message can be sent again to ensure that the message is

sent correctly [10].
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The reliability of the TCP protocol is also why it is slower than the counterpart, the

User Datagram Protocol (UDP). Handshaking with acknowledgements creates delays in

the traffic, rather than using the ”fire and forget” method that UDP utilizes[11].

2.3 Communication protocols

Devices that are being used within the IoT needs to be able to communicate with

different sensors and meters through wireless protocols such as Bluetooth and Zigbee. In

addition to the communication with the sensors, a connection to the internet also needs

to be achieved. The devices use other protocols known as application layer protocols

to achieve this functionality. These protocols provide means for the device to send and

receive messages using technologies such as request/respond and subscribe/publish [12].

Different application layer protocols provide different features regarding the quality of

service (QoS), security and speed. QoS refers to the different type of handshaking

procedures used by the protocol [13]. Messages can be sent and then be forgotten by the

sender. This means the sender has no information regarding the delivery of the message.

They can also be sent multiple times while the sender waits for an acknowledgment

from the server. This technique guarantees that the message will reach the receiver,

but multiple copies of the message may be delivered. The final handshaking procedure

provides a guarantee that only one message was sent and received.

Protocols use encryption to provide security for the messages that are sent. Secure

Socket Layer (SSL) is the most widely used in browser and client interaction. SSL

uses certificates to ensure that the sender and receiver are the correct endpoints in the

transaction of the data. An encrypted link is then set up between the endpoints to keep

the data private and integral.

The speed of a communication protocol is largely dependent on what type of transport

the protocol uses, as the different transportation protocols require different handshake

techniques and header information sent with the message. Delays often occur during

higher QoS. The overhead data in a message is the data that needs to be sent on top

of the message to provide endpoint and communication information. This data can

create slower communication if the overhead data needs to be extensive, even for small

messages.
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2.3.1 HTTP

The Representational State Transfer (REST) is an architecture which is commonly used

when communicating through the Hyper Text Transfer Protocol (HTTP). The archi-

tecture is built around using request/respond communication. The client requests a

response from the server to get the permission to execute different commands [14]. The

REST architecture uses HTTP verbs such as PUT, POST, GET and DELETE. HTTP

is well suited to use within IoT thanks to its interoperability to be used in many different

applications. The protocol is used on the web and is well known for its security and

reliability.

The downside of HTTP in IoT is that the protocol requires additional overhead for the

continuous polling when using a request/respond method. This drains battery life for

devices and the overhead can become useless, increasing the message sizes and affecting

performance [15].

2.3.2 AMQP

The Advanced Message Queuing Protocol (AMQP) is a protocol that uses a reliable

transport protocol such as TCP [12]. The protocol uses the publish/subscribe method

where the server can subscribe to messages from devices which send messages using the

publish method. The two components in the publish/subscribe method are an exchange

queue and a message queue. The exchange queue manages the routing of the messages

in the suitable order in the queue. The message queue stores all the messages until

they all delivered to all recipients. This creates a functionality where the messages can

be stored when a device loses the connection, which is common within IoT, and sent

when the connection is restored. AMQP can ensure reliability using the 3 different

QoS-guarantees:

• Send only once, disregard if the message is received or not.

• Send at least once, at least one message will be delivered

• Send exactly once, guarantees that only one message will be delivered

AMQP performs better with higher bandwidth, and is highly scalable due to the publish/subscribe

method [12].
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2.3.3 MQTT

The Message queue telemetry transport (MQTT) is a publish/subscribe protocol just as

AMQP. MQTT uses TCP as the transport-layer protocol and can be run in lightweight

machine to machine communication. MQTT uses a broker (a server) which contains

topics. Topics can be seen as a file system, where a hierarchy handles different types

of themes of information. The themes could be a certain location or a certain type of

information. Other devices can then subscribe to this topic and be notified when new

messages can be published, or listened to. All devices can be either a broker and/or a

subscriber [14]. This works well in an IoT environment as devices can talk to each other

and the cloud at the same time. The protocol is designed to have low header information

which benefits the different devices in the IoT environment as the message size will be

smaller. As AMQP, MQTT can also ensure reliability using different QoS-guarantees:

• Send only once, no acknowledgement is required.

• Send at least once, at least one message will be delivered, acknowledgement is

required.

• Send exactly once, using a four-way handshake to ensure exactly one message is

delivered.

Packet loss and delays using the protocol is depending on the QoS, where the lower QoS

causes more packet loss but decreases the delay. This protocol uses SSL which is used

by HTTP as well for ensuring a private and integral connection.

2.4 Theoretical comparison of the communication proto-

cols

The three protocols that will be compared in this thesis use different means to send ap-

plication messages from a device to a IoT-hub. The performance analysis is conducted

to provide insight into the theoretical performance regarding the different case stud-

ies. The performance analysis will be based on the official documentation of the three

protocols; MQTT [5], AMQP [4], HTTP [3].

The speed of the protocol is largely dependant on how a connection is established by

the protocol, and how many handshakes that is needed before a message can be sent.

As AMQP and MQTT uses a similar connection pattern which sets up a subscription
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to different topics on the server side, the time taken to send a message should be rather

comparable.

Figure 2.2: Control Packets in MQTT

Control Packets are different operations the protocol uses to for example set up a
connection or send a message.

As seen in figure 2.2 a connection from the client can be established which will then be

persisted until the client calls for a disconnect. This functionality is something HTTP

lacks, and a connection needs to be established for every sent message. In addition to

this, multiple handshakes needs to be exchanged before the message can be sent, as seen

in figure 2.4. This slows down HTTP in comparison to MQTT and AMQP.

All three protocols use handshaking techniques to provide reliable transportation of data.

These techniques can be utilized by all of the protocols as they all run on top of the TCP

protocol. If a connection goes down, logic can be implemented to persist the messages

locally until the connection is established again. IoT-data needs to be acknowledged

that it has reach the server, as monitoring and big data analysis are dependent on the

data that is sent to the IoT-hub. The techniques can impact the speed of the protocol in

different ways. If reliability is looked at in a vacuum, the protocols can be regarded as
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similiar. As this is the case, case studies will not be conducted on reliability, as messages

will be saved and can be sent as the connection is online.

The header size of the packages refers to the additional data that needs to be sent with

the payload to reach the desired server, as seen in figure 2.3 . Devices sending telemetry

data often sends small payloads, with just one or few sensor values. As storing and

sending data to a hub often is measured in bytes, it is important to limit the message

size as much as possible. According to Google’s SPDY research [16], a HTTP header

can vary in size from 200 bytes to 2000 bytes. This can be compared to MQTT header

size which is 13 bytes if a connection is to be set up and 4 bytes if a message later is to

be sent, this is depending on what control packets that are used which is seen in figure

2.2. An AMQP header varies depending on the operation, but can be as small as 8 bytes

but is often around 50 bytes.

Figure 2.3: Header structure in a typical application layer protocol

A message consists of a fixed header that includes the adress and type of the message.
A variable header can tell the reciever additional connection or message information if
needed. The payload contain the message content and is similar across all protocols.

Content limitation is similar across the different protocols. Any type of file that can

be read with a buffer is able to be sent with the packages as all packages support the

data types string and buffer. As Node.js has trouble dealing with binary data (what

files consists of) buffers is used which is raw memory allocation to store binary data.[17]

This buffer can then be sent with the package to provide support for almost all type

of content. The IoT-hub can only handle messages that are smaller than 256 kb [18].

This means that some messages need to be divided, which in the case of HTTP where

a connection needs to be established each message, slows down the transmission of the

file substantially.

The scalability of the the protocols depends on the architecture used. As MQTT and

AMQP uses a subscribe/publish method, devices can be added without affecting the

performance of the protocol. Both of these protocols were made to handle a substantial
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number of clients, and should see little to no drawback. The server that handles these

clients can also be duplicated to ease the workload and provide better performance.

HTTP is used on the web and is also perfectly capable of scaling. Problems can occur if

the client needs to make handshakes with a great number of devices at the same time,

which could hinder the protocols performance if multiple servers is not set up.

Figure 2.4: Connection flow for HTTP

How a HTTP connection is established and how messages are sent using the HTTP
protocol

The security aspects of the protocols will not be tested as the background analysis has

confirmed that all protocols uses the same type of encryption. SSL is the security layer

used and a case study will not provide any additional insight as the protocol will behave

exactly the same regarding encryption and decryption of data.
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2.5 Mathematical analysis

2.5.1 Statistical hypothesis testing

Hypothesis testing consists of comparing two data sets, or by comparing measured values

to an ideal scenario. A null hypothesis is compared to an alternative hypothesis. The

null hypothesis is what is believed to be true, where the alternative hypothesis suggests

another truth. The P value is the probability of obtaining an effect equal to or more

extreme than the one observed considering the null hypothesis is true [19]. Different test

can then be created to compare the null hypothesis to the alternative hypothesis. The

P value determines if the null hypothesis can either be disproven, or if the alternative

hypothesis should be rejected.

In the case of this study, an analysis of the different protocols can be made to create

a null hypothesis regarding how the protocols will perform. Case studies measuring

different aspects of the protocols can then be set up to create an alternative hypothesis.

Test can then be conducted to compare the theoretical performance to the measured

performance [20].

The analysis can provide insight to determine if the protocols header size affects the

speed, or which protocol scales worst related to it’s initial performance. Conclusions

can then be made on how the different protocols sacrifice performance in different areas.

A faster protocol might not be able to send all type of content or be as reliable as

the others. The correlation and regressional analysis will provide data to draw these

conclusions and create a discussion regarding the different performance attributes.

2.5.2 Correlation and regression analysis

Regression analysis is a statistical measure to analyse the strength of a relationship

between a dependent variable and multiple independent variables. A regression model

includes the following:

• The unknown parameters, denoted as β

• The independent variables, X

• The dependent variable, Y

The model then relates Y to a function of X and β. Regression analysis can be made

on different variables of the communication protocol. The speed can be dependent on
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the reliability, scalablity and security. The strength of these relationships can then be

established to provide insight in how different aspects of the protocol affect one another

[20].

Correlation analysis is related to regression analysis. Correlation analysis measure if two

variables are related in a linear sense. A correlation value of +1 indicates that the two

variables linearly follows each others value.

2.6 Access point name

Access point name (APN) can be configured in Ubuntu’s network Manager [21] and is

needed to create a way of communicating over 4G from a device. By calling a private

APN, a connection can be established to the network and the device can reach the

internet. The network manager specifies the endpoint of where the sim card’s ICCID is

registered and can later start communicating with the access point.

2.7 Atomic clock

Atomic clocks are designed to measure the exact length of a second. Atoms are used

as pendulums to measure the time, this method is much more precise due to the atoms

stability and frequency. UTC-time, which is often the standard to measure time in

computers, is determined by using atomic clock [22]. Synchronizing devices to the

atomic clock is therefore important to provide an accurate synchronization of timers

across multiple devices.



Chapter 3

Related work

Al Zoubi et al. [12]

The study compares different application layers that can be used in the IoT environment.

It focuses on explaining the basics of each protocol, but without any real-world testing.

The protocols security, weaknesses and strengths, architecture and communication model

are thoroughly explained. As this thesis will include real-world testing and case studies,

the basis of the studies is the same but a more result oriented study will be conducted.

Vazquez-Gallego et al. [14]

The study is similar to the other study in the related works section, as it compares

the different protocols in almost all the same aspects. The difference is that the study

focuses more on the functionality of the protocol, and what they offer. Some result based

research was provided to conduct a more scientific solution but no test were conducted

by the authors.

Duquennoy et al. [23]

The study creates a REST-API to program embedded devices with Node.js. By cre-

ating the REST-API which runs over HTTP, functionality is created to manage the

devices with a classic web service. There is today a lot more expertise in programming

web-scripts and by adding a similar architecture to embedded devices, a familiarity is

created for developers who has been programming on the web side. This project creates

functionality to interpret web coding over an application layer protocol. Node.js is used

15
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in both projects. This thesis will compare the protocols instead of adding functionality

as a service to an already established protocol.



Chapter 4

Methodology

4.1 Approach description

4.1.1 Theroretical base for the case studies

A comprehensive study of the three different communication protocols will be the basis

for the multiple null hypothesizes that will be compared measurements from different

case studies. The study will include how the protocol is built and how the data is sent.

The protocols utilize different logic to create packages to send messages, this logic will

provide insight as to what type of data can be sent. Patching and version handling in

the IoT ecosystem is a big part of managing devices. The protocols all use methods

to provide means to send files as packages, these methods will be studied to gather an

understanding of what type of data the different protocols can send.

As the comprehensive study of the packages is performed, null hypothesizes will be set up

to reflect the expected behavior of the packages. These hypothesizes will be produced

with the goal to answer the different questions and specifications the thesis aims to

answer.

4.1.2 Case Studies

Case studies will be designed to correspond to different theoretical null hypothesizes.

These cases will be developed using Node.js due to the platforms performance and ease of

use in IoT development [24]. Node.js community provides packages to design applications

that can utilize and measure the different aspects of the communication protocols. The

application will then make calls to an IoT-hub that receives the messages sent by the

protocols as seen in figure 4.1.

17
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Figure 4.1: Case study flow from device to hub

An agent is created with node.js, which runs on a gateway. This gateway uses the
different protocols to communicate to the IoT-hub. The agent is also in charge of
fetching the data from the hub so an analysis can be conducted in regards to the

different case studies.

This will copy how a typical IoT-flow would work when using the different communica-

tion methods. In the cases where a real device will be used, a Dell 3001 IoT-gateway

[25] will act as the device. The device provides a core version of Ubuntu which has the

ability to run applications [8].

The gateway has to be set up to sync to the atomic clock, so that the the comparison

of the times on the gateway and in the IoT-hub are the same. Furthermore, the device

needs to be configured to communicate through the 4G-network. This functionality will

be created by using a Sim-card which calls a private APN to establish a connection. The

applications that can be run on the Ubuntu Core are called Snaps. Snaps are custom

Linux libraries that are designed to be very secure by handling the permissions in a
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certain way [26]. A snap is built from a snapcraft.yaml file and which needs to provide

the environment and agent to run the Node.js code. The snap is then containerized on

the device, and can be run using a SSH-session. Alternatively it can be configured to

run every time the device starts.

The node.js application will function as both a sender and a receiver. A client will be

setup in all the different protocols. These clients will send a message including the time

the message was sent to the hub. A receiver-script will then fetch this messages as soon

as they reach the hub. The moment the receiver can process the message the difference

in time will be calculated by the receiver.

The difference will be saved to a file, by using a buffer to write the values. As all the

protocols data has been gathered, a graph will be created using Google’s graph API.

This API will be used as it is free of charge and provides a clear documentation to

create charts [27]. PowerBI [28] was considered to visualize the data but after some cost

analysis, Google provided similar functionality without any cost.

The communication will be established over 4G to mimic the typical IoT-flow in real

world scenarios. The primary IoT-hub that will be used in the cases is Microsoft Azure

IoT-hub using the companies subscription. Endpoints will be created in the hub to

gather all the messages sent from the device. This endpoint can later be exposed so that

the script running on the device can fetch the messages from the hub. AWS-IoT hub

will be used as a complimentary hub when the cases require multiple hubs.

The case studies will be formulated as specified in table 4.1.
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Table 4.1: Case Study table

The case studies that will be conducted. Criteras of the study, how the critera will be
measured and how the case will be set up are presented.

Criteria Measurement Case

Speed of protocol

Time taken for the data to be

posted to the IOT-hub

using the protocol

A device sends a request

to the IOT-hub to post

data to the server.

Size of packages

How much overhead data

that needs to be

sent with the messages

Reading the byte-size of

a message sent from the

device to the IOT-hub

Scalability, Azure

How the protocols speed

and reliability behaves

when more devices are added

Simulating multiple

devices sending messages

to and from the IOT-Hub.

Scalability, Azure

and AWS

How the protocols speed

and reliability behaves

when more devices are added to

multiple IoT-hubs

Simulating multiple

devices sending messages

to and from two IOT-Hubs.

Content limitations
Which type of content

can be sent with the protocol

A device sends different formats

of data up to the IoT-hub

All the data collected from the studies will be set up as alternative hypothesizes to

the corresponding null hypothesis. The theoretical results will therefore be compared

against the results from the case studies.

4.1.3 Data analysis

The comparison between the theoretical results and the case studies will be a base for

the data that is analyzed. As there will be multiple variables with multiple attributes,

regression analysis and correlation analysis will be used [29].

These methods will be used to determine the strength of the relationships of the differ-

ent cases. The relationships will then be evaluated to create a conclusion of how the

characteristics of the protocols affect different criterias. The Pearson coefficient formula,
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as shown below (4.1.3), will be used to determine the correlation:

r =

∑n
i=1(xi − x̄)(yi − ȳ)√∑n

i=1(xi − x̄)2
√∑n

i=1(yi − ȳ)2

(4.1)

The linear regression formula will be used to determine if values with a strong rela-

tionship has a linear regressional relationship. This formula evaluates if two variables

correlates with each other. For instance, to evaluate if reliability of the protocol linearly

affects the protocols speed. The linear regression formula (4.1.3), which is shown below,

will be used:

yi = β0 + β1xi + εi, i = 1, . . . , n.

(4.2)

Where yi represents the dependent variable, β the slope, xi the independent variable

and εi the error term.

The data analysis will provide information to conduct a discussion of how well the

protocol is suited for the IoT environment. The analysis and the results from the case

studies, as well as the theoretical results, will all be taken into consideration in the

discussion. The discussion is meant to elaborate on the suitability of the protocols for

an IoT flow, with the results of experiments as a base.

4.2 Definition of specification

The specification has been made through discussing the companies demands and needs.

The company needs to evaluate their IoT solution flow. Optimization of the flow is

important to enhance their product offering in the IoT market.

A study of the communication protocols that can be used within the flow creates op-

portunity for the company to provide arguments and back up claims as to why certain

technologies are used. The specification was seen as good enough to solve the task when

case studies could be defined to match the specification.

4.3 Analysis of the results

The results will be considered good if a thorough analysis of the protocols has been made.

This analysis will need to reflect the specification for each of the three protocols. Data
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from all the case studies has to be compared to the theoretical performance. Problems

might occur if the case studies do not produce data that can be comparable, or if the

protocol produces the same results.

The discussion will aim to provide an insight to as why different protocols are suitable

for the IoT flow. Optimally the data provides enough variance between protocols so one

protocol can be chosen as the primary IoT communication protocol for the company.

The study will then need to support this claim with results.



Chapter 5

Implementation details

The case studies needed an environment to run in so a gateway was set up and in-

stalled.The Dell 3001 gateway as seen in figure 5.1 was set up using a Sim-card from

tele2 and a custom installed snap.

Figure 5.1: Dell 3001 gateway after installation complete with sim card and 4G
antenna
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The gateway was synced with the atomic clock to provide accurate representation of

time on both gateway and in the cloud. An environment to run Node.js scripts was

installed with the addition of a package manager to handle the different modules that

the script was meant to use.

An IoT-hub was created in Azure and later in AWS. Authentication keys were gener-

erated by the IoT-hubs, this was to allow the device to send data to the hub. By exposing

custom endpoints in the IoT-hub the data could be exposed to a script who could pull

them down from the hub.

All case studies were done multiple times, to provide an accurate representation of the

performance of the protocols. Latency and throttling on the network can severly impact

the outcome of the results, so the average of multiple studies was added to the Google

Chart API. This was done to limit the risks of a misrepresentation in the result data.

As data was gathered it was saved to a file by using the buffer functionality. The Chart

API was then called by using this file as an input to create the graphs that are shown

in the results chapter.

The case study regarding speed was conducted by creating two scripts in Node.js, one to

send messages to the Azure IoT-hub and one to fetch those messages when they reached

the hub. The scripts were run on the device using the custom installed snap. Packages

was sent with a interval of one second to make sure that there was no interference with

multiple messages being sent in rapid succession. The script was alternated to use the

three different protocols that this study covers. As soon as the message reached the

IoT-hub, the other script fetched the data and compared the timestamps from when it

was sent and when it was fetched. This represents one device who sends the data, and

another device who consumes that data.

The case study regarding size and content limitation was conducted with the same

scripts that were used in the first study. These were also run on the gateway. Content

limitations can be tested using the same buffer principle mentioned in the approach

description. Scripts was saved as a buffer and sent to the device. Different file types and

sizes of the files was tested to examine where the protocols differ. Node.js has support

for different type of the most frequent encoding techniques. As both a buffer and files

are binary data, the limitations of the protocol should depend on how much data the

protocol can handle.

By implementing a recursive algorithm, as seen in figure 5.2, which sends big files who

get smaller and smaller, the exact byte limitation of the protocol could be found. A

thorough error handler was implemented, to provide functionality to extract the correct
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data and to limit the data sent to the hub by stopping the recursive algorithm as a

message is successfully sent to the hub.

Figure 5.2: Recursive algortihm flowchart

An initial call is made to try to send the file. If it fails, the error handler reduces the
file in size and calls the function again. As soon as the file is successfully sent, the base

case is fulfilled and the function returns with a success flag

The case study regarding scalability was conducted by running an agent on a computer

instead of a IoT-gateway. A script was made to create devices in the IoT-hub, and

provide credentials for these simulated devices. The same script was used to fetch the

data sent from the IoT-hub that previous cases used. Endpoints was configured in both

Azure and AWS to provide functionality to fetch data from different hubs.

Devices was added through the script and then sent 10 kB to the different hubs with a

second delay. 25 messages was sent from 10 different devices at the same time to test

how the protocol’s stack and queue would handle larger messages more frequently, as

seen in figure 5.3. There was no noticeable difference between the performance of the to

IoT-hubs, the average value of the two hubs was still sent to the graph API to provide

a more exact result.
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Figure 5.3: Metrics analysis in Azure IoT-hub

The metrics show the messages recieved during a scalabilty test. Total devices correlates
with the number of connections established by the different protocols

The pricing of the IoT-hubs created some impediments to test the scalability at a extreme

scale. The IoT-hub provided by the company has a limit on the number of messages

sent per day. This limited the type of scalabilty testing that can be made. Messages

was therefore sent in rapid succession from multiple devices during a short time-span to

push the protocols limit.



Chapter 6

Results and discussion

6.1 Case Study results

In this chapter we present the results of the case studies and then compare them with

the theoretical performance of the packages in the discussion to provide insight to the

different results.

6.1.1 Speed of the protocol

The speed of the protocol was measured by evaluating the time difference when the

message was sent and when it was received. These differences in time was sent to a text

file who acted as a data source for the Google chart API to draw the graph.

MQTT and AMQP performed very similar as seen in figure 6.1. AMQP seems to be

the best performer as the first packages is sent, with very stable results. MQTT does

fluctuate in the beginning of the connection, however in the long run it stabilizes and

performs better than AMQP.

HTTP has large spikes when the connection first is established with the hub, and is a lot

slower than the other two protocols. The protocol produce similar results as the other

protocols as the connection closes, and reduces the gap in performance to primarily

AMQP.
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Figure 6.1: The time difference between a message sent to the IoT-hub and back
down to the device. The X-axis consists of messages sent to the hub

6.1.2 Content limitations and size

The case study was conducted using the recursive function described in the implementa-

tion details chapter to find the size limitations of the protocols. The size of the message

was noted when it was successfully delivered.

AMQP and HTTP was able to send exactly the same size of file as the maximum content

size, 87360 bytes. MQTT was able to send 9 more bytes, resulting in a file size of 87369

bytes.

This results in MQTT having 9 bytes of less overhead than HTTP and MQTT. This

conclusion was reached by sending identical payloads with all protocols. As the overhead

will stay the same, regardless of the payload sent, MQTT can always send the same

information without 9 bytes of additional data.

5 different files, all with the size of 10 kB was sent in succession to the IoT hub. The

different files that was sent included:

• Text file (.txt)

• C file (.c)

• Javascript file (.js)
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• Compressed folder (.tar)

• Image (.png)

All file types will be handled the same, as they are converted to a buffer. The speed

of the protocols with the different files was measured in the same way as the first case

study. Figure 6.2 shows that the same tendencies appear when files are sent as when

some small amount of data is sent.

Figure 6.2: The time difference between a 10 kB file sent to the IoT-hub and back
down to the device. The X-axis consists of the file types that was sent by the protocol

in sucession.

6.1.3 Scalability

The case study was conducted by sending big amounts of data rapidly to the IoT-hub

using 10 kB payloads to test how the protocols scale. The time difference was then

measured using the same technique as in the first case study.
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Figure 6.3: The time difference while rapidly sending large messages to the hub from
different devices. The X-axis represent the time of when the test went on.

MQTT gradually became slower as the tests went on and performed much worse than

the two different protocols. HTTP and AMQP stayed within the same speed over the

whole test, AMQP even began to send the messages faster once half the test had been

conducted as seen in figure 6.3.

6.2 Correlation and regression analysis

An anylysis was conducted to see if any of the different case studies had a strong rela-

tionship with each other. Using the Pearson correlation formula, an R value could be

calculated to see if a case study was dependent on another.

First, the case study regarding speed was compared with the scalability test to determine

if a faster protocol would perform better in a scaled up environment. As Equation set

6.1 shows, the relationship was very weak.
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XV alues

Σ = 44521

Mean = 371.008

Σ(X −Mx)2 = SSx = 2014672.992

Y V alues

Σ = 7702

Mean = 64.183

Σ(X −My)2 = SSy = 7961.967

XandY Combined

N = 120

Σ(X −Mx)(Y −My) = −2584.183

RCalculation

r = Σ(X −My)(Y −Mx)/
√

(SSx)(SSy)

r = −2584.183/
√

(2014672.992)(7961.967) = −0.0204 (6.1)

Equation set 6.1 : Calculation of the correlation between speed and scalability, the small

negative R value proves that the relationship is very weak

The other correlation test conducted was between the size of the header on the protocol

and the speed. The size of each protocol was mapped to a corresponding time measured

for the message to arrive to the hub. The analysis provided a weak relationship, as seen

in Equation set 6.2 due to the fact that AMQP is almost as fast as MQTT even though

AMQP needs to provide a 9 byte larger overhead.
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XV alues

Σ = 609

Mean = 19.645

Σ(X −Mx)2 = SSx = 627.097

Y V alues

Σ = 4579

Mean = 147.71

Σ(X −My)2 = SSy = 68350.387

XandY Combined

N = 31

Σ(X −Mx)(Y −My) = 2352.806

RCalculation

r = Σ(X −My)(Y −Mx)/
√

(SSx)(SSy)

r = 2354.806/
√

(627.097)(68350.387) = 0.3597 (6.2)

Equation set 6.2 : Calculation of the correlation between speed and size, the small R

value proves that the relationship is weak

A regression analysis could then be made on the relationship between the size and speed

of the protocol. The same data was used to create a linear equation which could represent

how the speed of the protocol correlates with the header size of the protocol. Figure 6.4

shows how the protocol gets slower as the header size increases.
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Figure 6.4: Y-axis represent time in milliseconds to send to the IoT-hub. The X-
axis represent the header size of the protocol in bytes. The green line shows the the
regressional relationship between the size of the header and the time to send to the

IoT-hub based on the data points, the black dots.

6.3 Discussion

The discussion will focus on the results from the case studies and the mathematical

analysis. The theoretical analysis will be included in the discussion to provide insights

for understanding the results produced by the case studies. By discussing the results

with respect to the problem statements of the thesis, a clear view of what the results aim

to answer will be provided. Lastly the execution of the thesis work will be discussed.

6.3.1 The protocols performance

The case studies aimed to provide real world performance data of the protocols. By

using an industrial IoT-gateway with 4G, and an IoT-hub, analysis could be made on a

device that can be put in to production in certain solutions.

There was some aspects of the protocols that was not included in the case studies as

they used similar technologies. Encryption and decryption works in the same way across

all protocols, which means that there will be no differences in the security aspect. SSL

provides the encryption and decryption of all the data that is sent with the protocol.

This is an industry standard that would prove no point if tested.
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Reliability is another aspect that went untested. Under the different case studies not a

single message was lost in the delivery to the IoT-hub. This can be explained by the

transport protocol that all application layer protocols that were tested runs on. TCP

provide all the protocols with handshaking techniques, there will therefor not be any

type of package loss when the messages are sent by the different protocols.

Regarding content limitation, all the different protocols can send files down to the device

and up to the cloud. Therefor different scripts can be updated on the device, to remove

bugs or add new functionality. Binary files can be made in to executables to provide

means to update the operating system or SDK on the device. As there are size limitations

regarding the protocols, big files may need to be fragmented before they are sent to the

device. This logic can be implemented in different scripts on the device, which creates

equality in the content limitations of the protocols.

As one of the most important things within IoT is to patch and manage perhaps thou-

sands of devices, the functionality is vital to provide an IoT solution that can be managed

correctly. All protocols can achieve this functionality and does not need to be weighted

in the decision of protocols in a deployed solution.

The speed of the protocol is meant to examine how fast the different protocols are in time-

critical applications. MQTT and AMQP were much faster and had more stable results

than HTTP, which possibly can be explained by the publish/subscribe architecture these

protocols uses. HTTP needs to set up a connection before each message is sent, this

creates more data that needs to be sent to and from the device before each message can

be delivered. In applications that need to send data fast to react to different settings,

MQTT or AMQP is the best choice.

Problems arise with MQTT when messages needs to be sent fast and very often. As the

frequency and size of the messages goes up, MQTT struggles to keep up with AMQP and

HTTP. The reason for this has not been clear, as the same type of architecture is used in

AMQP. A possible factor can be how MQTT processes messages on the queue. Messages

that can not be interpreted fast enough chokes the queue and creates a throttling effect.

This would be explained by the results, where the queue grows longer and longer which

slows down the message delivery.

The other protocols did not see any type of slowdown when more messages was sent.

Scalability within these protocols seems to be good, as the performance stayed the same

across the tests. The cases regarded scalability could not be tested in the large scale that

would be needed to see more differences. This is due to the fact that substantial funding

would be needed to test thousands of devices. The case studies that were conducted
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proved that MQTT could not handle the load, but without more testing and funding, a

definite winner in the aspect of scalable solutions can not be established.

The size of the overhead can be tied to the speed of the protocol, but only through a

weak relationship. More protocols would need to be tested to find a stronger relationship

and strenghten this claim. The size of the protocol is important for other reasons as

well. A device that needs to send very small messages of data once every ten seconds, for

example reporting a temperature, will want to utilize as little overhead data as possible.

This will greatly reduce the cost of the device, as the overhead will be the majority of

the data that is sent. IoT-hubs measures costs by keeping count on the data that is

transmitted. 4G-providers have a similar cost model. MQTT would therefor be the best

choice in these scenarios.

As an end to the discussion of the performance of the different protocols, no real winner

can be picked. Certain types of projects demands different types of performance metrics.

HTTP is the protocol that is the least suitable for an IoT-project. It does not perform

best in any of the metrics, and there is always one other alternative that can be used

to receive better results. AMQP works very well across most tests, and can be seen as

the best all rounder if there is need for a scalable protocol with good performance. If

focus needs to be on using minimal amounts of data, MQTT can provide the correct

type of protocol with great performance as long as there is not too much pressure on

the protocols message queue.

The importance of choosing the correct protocol can make or break a IoT-project. By

using the one most suitable for the project needs will impact costs and maintenance of

the project. Benefits could also be made in the society. As IoT grows, and more data

will be collected and sent, the correct application layer protocol can put less strain on

the different networks. Unnecessary data can be limited, and less resources needs to be

put in to the different projects. IoT is, and will be more so, used by the public sector.

Cutting costs without impacting performance can create benefits in different areas of

society.

As IoT will be used for a number of different reasons in the public and private sector,

an efficient and reliable protocol will provide benefits across a number of different areas.

Storage of all the data gathered from IoT-devices will consume a lot of resources. As the

communication gets more efficient, the storage can be optimized. Critical applications

can be fully utilized without any concerns regarding the quality of the communication.

Traffic surveillance and security can be some of these applications that will benefit

greatly from a reliable and fast communication solution. Storage costs can be reduced by

minimizing the overhead data sent with the messages, and in turn provide environmental

benefits. Cooling and the guarantee of the function of the service the cloud providers
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have in their data halls requires a substantial amount of power. By using the optimal

communication protocol for IoT-projects, power can be saved and in turn reduce the

footprint on the environment.

6.3.2 Project execution

The thesis work has delivered real world results using different protocols. All the tests

were conducted successfully and created results that could be tied with the problem

statements. More extensive testing regarding scalability would be preferred to get more

data to analyze. This thesis work could serve as a basis for a bigger test conducted if

funds was put in to a project of that size. The correlation analysis did not show any

strong relationships, which could be helped by conducting more studies and including

more protocols to get more data to find similarities.

The timeplan was held for the most part. The analysis started later than planned as

there was issues with formatting the data in a way that it could be analyzed. The

data needed to be created so that it could easily be gathered and read by the different

formulas. THe budget given by Axians AB was held, and no extra funding were needed

to conduct the thesis work.

As a conclusion, the problem statements that the thesis aimed to answer, were answered.

The results provided means to draw conclusions regarding the protocols. Axians AB can

use the thesis to decide which type of protocol the company should use depending on

the project.



Chapter 7

Conclusion

The thesis has provided insight regarding which application communication protocol

that is suitable for different IoT projects. The thesis was formed to create a study which

could serve as a basis for decision making when Axians AB launches different types of

IoT solutions. By studying three different protocols that are common in the IoT flow, a

base of knowledge was created to explain how the protocols would perform.

The thesis consisted of four parts: The theoretical performance analysis, the set up

of the gateway, the case studies and the analysis. The theoretical performance anal-

ysis studied the official documentation of the protocols. Header size, communication

patterns, content limitation and security was all examined.

The setup of the gateway included configuring connectivity via 4G, syncing the atomic

clock, installing and manipulating snaps and folders permissions. As IoT devices are new

on the market, limited documentation was available which created the need for more

knowledge of how to configure the device using Shell commands. The cloud environment

was set up by creating an IoT-hub in both Azure and AWS. This environment served as

the base of the case studies that measured different metrics of the protocols.

The analysis of the results was made by using correlation and regression analysis. This

provided some insight to relationships between parameters, but limited data and pa-

rameters could not prove any strong relationships.

The results of the case studies and the discussion was taken in to account to form a

conclusion. If Axians AB need a protocol who can scale well, is secure, reliable and has

reasonable speed, AMQP should be the optimal protocol for many of the projects. If

the requirements is a small and fast package, MQTT can be used. Precautions needs

to be taken if MQTT is to be used in a project that is going to grow. The protocols
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scalability issues would slow down the delivery of the messages in a project where data

is exchanged often.

As mentioned in the discussion, the thesis can serve as a source for decision making

when Axians AB is creating an IoT solution. The thesis work could be continued by

providing more thorough tests regarding the scalability of the protocols, which would

need funding to test at an extreme scale.
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Appendix A : Timeplan of the

thesis

2017

Sep Oct Nov Dec

Report writing

Specification and research

100% completeSpecification

100% completeBackground

Communication protocol theory
Research completed

Case studies

100% completeImplementation of cases

100% completeData gathering

Data ready for analysis

Data analysis and discussion

100% completeComparison of data

1000% completeCorrelation and discussion

Project completed

Figure 1: Gantt diagram for thesis Project
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Glossary

AMQP Advanced Message Queuing Protocol.

API Application Programming Interface.

APN Access Point Name.

HTTP Hyper Text Transfer Protocol.

IDC International Data Corporation.

IoT Internet of Things.

MQTT Message Queue Telemetry Transport.

QoS Quality of Service.

REST Representational State Transfer.

SSH Secure Shell.

SSL Security Socket Layer.

TCP Transmission Control Protocol.

UDP User Datagram Protocol.

UTC Coordinated Universal Time.
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