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ABSTRACT This study aims to examine the subject of Data as a Service (DaaS) and to 
provide a link to the school of thought. DaaS is a rising topic and, is due to its advantages  
considered the next step in business intelligence. However, since DaaS is a fairly new 
service, multiple concerns are expressed by users as well as researchers. After studying the 
advantages as well as the concerns of DaaS, the conclusion was drawn that DaaS fits best 
into the neoclassical school of thought. 
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1. INTRODUCTION 
In recent years, the interest in Data as a 
Service has gained considerable 
momentum. Enterprises across all sectors 
are moving towards service-orientated 
architectures as "Data as a Service 
(DaaS)" services (Tbahariti, Ghedira and 
Mrissa 2013).   
 
Data as a Service (DaaS) can be 
categorised in the cloud computing 
environment. It arose from the general 
shift of computer processing, storage and 
software delivery away from the desktop 
and local servers (Abadi, 2009). The trend 
goes towards big infrastructure companies 
like Amazon, Google and Microsoft 
which host big data centres.  
The footprints that are left behind due to 
activities on the internet, enables 
companies like Oracle, IBM, Qlik, 
Information Builders and others to 
provide meaningful output for customer 
intelligence, market intelligence, business 

intelligence etc. DaaS can be seen as a 
development within the “as-a-Service 
family” (IaaS, KaaS, PaaS, SaaS) 
(Solberg Soilen, 2016). As it is highly 
related to the field of  cloud computing, 
this is also going to be a relevant topic in 
this paper to examine the field of DaaS 
and its technical background. Even 
though the technical approaches of DaaS 
might be persuasive, there are still some 
concerns regarding security and data 
privacy which were in the focus of many 
researches (Truong & Dustdar, 2016). 
Therefore, a comprehensive review of 
literature related to the field of DaaS in 
published academic journals between 
2008 and 2017 was conducted.  
 
This literature review will present the 
main aspects concerning DaaS. As well as 
what DaaS is, the technical architecture 
and the main concerns regarding the use 
of DaaS. We will conclude this paper 
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answering where DaaS can be placed into 
an economic theory. 
 
Research question 
The research question knows two parts 
which were described in the introduction 
of this paper; Data as a Service (DaaS) 
and economic theory (School of thought). 
With this literature review we are aiming 
to place DaaS into an Economic theory, 
which results the following research 
question of this paper: 
 
How does Data as a Service finds place 
into the economic theory? 
 
2. METHODOLOGY 
DaaS is relatively unexplored within 
business studies, the nature of research 
within the topic is difficult to confine to a 
specific discipline, resulting in relevant 
material being scattered across various 
journals. To find relevant sources there 
was made use of the recommended 
approach to determine the source material 
of Webster and Watson (2002). They state 
that to obtain relevant material the 
following structure should be followed: 

1. Start with the leading journals, the 
major contributions are likely to 
be found here 

2. Go "backward" by reviewing the 
citations for the articles identified 
in step 1 

3. Go "forward" by using the Web of 
Science to identify articles citing 
the key articles identified in the 
previous steps  

 
According to Webster and Watson (2002) 
this systematic approach should ensure to 
accumulate a relatively complete census 
of relevant literature. Whereas Webster 
and Watson (2002) limit the first step to 

leading journals, we elaborated on this 
approach by using online databases, such 
as IEEE, World of Science and Scopus. 
The key search words that were used to 
find relevant sources are visualised in the 
table below: 
 
Range of 
Publication 

2000-2017 

Keywords “Data as a Service”, “Cloud 
computing”, “DaaS privacy”, “DaaS 
Security”, “DaaS encryption”, 
“business intelligence” 

Journals  - Intelligence Studies in 
Business 

- International Journal Of 
Engineering Research 

- Map & geography 
libraries: Advances in 
geospatial information, 
collections & archives 

- IEEE Systems Journal 
- Future Generation 

Computer Systems 
- Corporate Accounting & 

Finance 
- Pervasive and Mobile 

Computing 
- the American Statistical 

Association 
- Advanced Computer 

Science and Applications 
- Computing in Science & 

Engineering 
- Innovation in Digital 

Ecosystems 
- Computer Standards & 

Interfaces 
- Decision Support Systems 

Search engines 
and databases 

Web of science, scopus and IEEE 

table 1. research process DaaS 
 
 
3. DEFINITION OF DATA AS A 
SERVICE 
Data as a Service (DaaS) is the latest kind 
of service which is developed within the 
cloud computing environment. It can be 
defined as an information provision and 
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distribution model which provides access 
to any type of data to customers. It is 
usually made available due to networks 
like the internet. DaaS provides useful 
solutions for customer-and customer-
oriented enterprises to evaluate customer 
data. They provide easy and cost-efficient 
access since they provide the data in the 
pay-only-for-what-you-use pricing model 
(Abadi, 2009). The service aspect of DaaS 
is therefore the provision of data on 
demand for its customers (Solberg Søilen, 
2016). It plays a significant role for any 
size of businesses to assess opportunities 
and enhance their performance. 
An efficient usage of data is also gaining 
importance due to the growing amount 
and the variety of data which is generated 
on different channels nowadays. DaaS is 
closely related to Storage as a Service 
(SaaS) and Software as a Service (SaaS) 
as it could be integrated with those 
provision models (Truong & Dustdar, 
2009). According to Truong and Dustdar 
(2009) DaaS services can be devided into 
two groups; read-only DaaS, and CRUD 
DaaS. The read-only DaaS provides data 
based on existing data sources, while the 
CRUD DaaS allows the consumer to 
Create, Retrieve, Update and Delete data. 
Truong and Dustdar (2009) claim that the 
CRUD DaaS typically just provide a 
storage capability, and therefore is rather 
close to Storage as a Service (SaaS). 
 
 
3.1 The DaaS Architecture  
To understand what DaaS is, it is 
important to know how it works. To 
explain how Data as a Service is 
generated by various vendors the DaaS 
Architecture can be utilized. The 
Architecture is build on three different 
stages; Gather, Process and Publish 

(“Building Data as a Service,” 2010). It 
can be characterized as a cycle of the 
three mentioned stages to process certain 
data sets for the use of many end-
consumers. The gathering stage includes 
the retrieving and organizing process of 
various data files which exist in many 
different formats, for example, 
Concurrent Versions Systems (CVS) 
(Grune, 1989) or Extensible Markup 
Language (XML) (Bray et. al, 2008). 
Afterwards, the Process stage is utilized to 
bring the different formats of the data into 
reasonable views. That means in 
particular that relational database 
management systems (RDBMS) (Jiang, 
2002) are casted into RDBMS Maps or 
stored procedure calls (Fig. 1). Finally, 
those maps are used to extract the 
RDBMS into the types of data which are 
more descriptive for the end-consumer. 
The Publish stage provides the data to 
users who work with common web server. 
In the End, DaaS can be described as a 
off-the-shelf or ready-made intelligence 
package for a broad range of customers 
(Solberg Søilen, 2016). 
 

 
Figure. 1 - DaaS architecture (bekwam 2010) 
 
3.2 Advantages of DaaS 
Now that it is clear what DaaS is, the 
advantages of DaaS will be discussed. 
DaaS is being adopted by modern 
enterprises across all spectra (Tbahriti et 
al. 2013). As said before, DaaS makes it 
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easier to analyse and synthesise large 
amounts of information, and so giving 
valuable insights in, for instance, 
customer behaviour. Therefore, by using 
this Data, companies are able to answer 
questions about their prime target group, 
trends in product and service, satisfaction 
of their customers and how all these can 
have an impact of the sales. This 
information leads to a better, deliberate 
decision making.  
It also reduces the cost of investment, 
since enterprises are not longer forced to 
buy significant datasets but rather rent 
certain data assets for competitive 
advantages in terms of a better interaction 
with their customers (Truong & Dustdar, 
2009). According to Rehman and Hussain 
(2011), the advantage of cloud computing 
in general, is that it saves costs, offers 
reliable storage and efficient processing of 
query.  
 
Aljafer, Malik and Alodib (2015) suggest 
that flexibility and availability are two of 
the most important features that promote 
the widespread adoption of this 
technology. According to Rehman and 
Hussain (2011), DaaS is appealing to 
enterprises because it saves IT investment 
costs such as software licenses and IT 
skilled manpower. Next to saving costs, 
Rehman and Hussain claim that DaaS 
companies offer more reliable and 
efficient processing. 
 
3.3 CONCERNS OF DAAS 
In 2013 the cloud computing alliance did 
a research on the security threats of cloud 
computing. During this research the 
alliance identified ten threats. The 
identified threats are related to either 
confidentially, availability or integrity. 

According to Sharma and Trivedi (2014) 
the key challenges in this area are related 
to security and privacy.  Rehman and 
Hussain (2011) acknowledge the same 
key challenges as Sharma and Trivedi 
(2014) to be the reason why enterprises 
are reluctant to adopt DaaS.  In their 
research they found enterprises are less 
willing to embrace DaaS because of two 
main threats. In the first place the threat of 
hackers, and secondly the privacy of data 
can be compromised.  Truong and 
Dustdar (2010), outline six main concerns 
specified when using DaaS: Quality of 
Data (DQ), Data Source, Usage, Data 
governance, Quality of services, and 
Service context. Truong and Dustdar 
(2010) acknowledge the concerns 
regarding privacy and security as well. 
However, they divide their identified 
concerns in technical specific, and 
business specific concerns.  
 
3.3.1 Security 
When enterprises make use of DaaS, their 
data often contains sensitive data (Sharma 
& Trivedi, 2014; Prakash et al. 2014). If 
this data gets in possession of competitors 
this could result in a competitive 
disadvantage (Hamlen & Thuraisingham, 
2012). Therefore enterprises are rather 
cautious to adopt DaaS (Rehman and 
Hussain, 2011).  
This threat is empowered by the level of 
control over the data. Aljafer, Malik and 
Alodib (2015) state that  in cloud-based 
storage scenarios, where the data is 
controlled by a third party, the data owner 
usually does not have full control of its 
data at all stages. As a result, this poses a 
security threat to the data owner. The 
challenge for these third party companies 
is to develop a secure protocol for data 
storage, sharing, and retrieval.  Rehman 
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and Hussain (2011) agree with the 
statement, saying that none of the delivery 
models provide complete control to the 
data owner, this leads toward the lack of 
trust on the cloud paradigm. 
In addition to that, Rehman and Hussain 
(2011) identify the four main security 
threats why enterprises are reluctant to 
embrace DaaS: 
 
● Privacy of data can be 

compromised as privileged user 
has control over the data 

● Integrity of data can be 
compromised because of parallel 
cloud provider's control to the data 

● Segregation of data because of 
multi tenancy characteristic of 
DaaS model 

● Location of data because every 
country has different types of 
privacy related laws 

 
In order to secure the data confidentially, 
DaaSs use encryption. The basic concept 
is that the data gets encrypted, thus 
unreadable, unless you have the key 
which makes it readable again. When 
looking at DaaS the most troubled aspect 
of encryption is to confidentially share 
data with selected others (Prakash et al. 
2014). 
 
One solution to this problem is based on 
symmetric key encryption. However, 
according to Samantha, Madrid and 
Elmehdwi (2012), this is not secure and 
therefore new secure data sharing 
frameworks should be suggested. 
Within the field of encryption there are 
several schemes to choose from. 
Nonetheless, Aljafer et al. (2015) suggest 
that "Fully Homomorphic Encryption" 
(FHE) and "Hierarchical Attribute Based 

Encryption" (HABE) are the best security 
schemes regarding DaaS. 
A second solution to secure data is called 
"obfuscation" (disguise) this technique is 
not as safe as encryption but is, according 
to Rehman and Hussain (2011) a faster 
method than encryption. 
 
3.3.2 Privacy 
While business enterprises adopt cloud 
integration services to improve 
collaboration with their trading partners 
and to deliver quality data mining 
services, the issue of privacy is still 
considered as an important topic in the 
field of service computing (Tbahriti et al. 
2013). Businesses face challenges such as 
protect private data and legally adhere to 
privacy compliance rules when trading 
person-specific data (Khokhar et al. 
2016).   
 
According to Khokhar et al. (2016),  
business enterprises face four major 
challenges for trading person-specific 
information first, removing explicit 
identifying information is not sufficient 
for privacy protection. 
Second, the data providers collaborate in 
order to fulfil the demands of a data 
consumer and to generate more profit by 
offering better classification utility. In 
addition, they would avoid sharing 
information other than the final integrated 
data because the collaborating data 
providers could be competitors.  
Third, a cloud service provider may not be 
a trusted party. The cloud service provider 
can be a third-party who offers data 
integration services over the cloud or one 
of the data providers.  
Fourth, the data providers want to ensure 
that the mashup data can facilitate the 
queries of data consumers. So, there is a 
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trade-off between data utility and privacy 
protection in terms of monetary reward.   
 
Dagher et al (2014) acknowledge that 
answering a customer's request of data 
might reveal sensitive information and 
thereby compromise the privacy of the 
individuals. 
Although privacy is utterly important, the 
data quality is one of the concerns for 
customers (Truong and Dustdar, 2010). 
Therefore the goal is to provide the 
requested data whilst preserving both data 
privacy and the data mining quality of the 
underlying data. DaaS providers are often 
reluctant to share the person-specific data 
of their survey respondents because of 
data privacy. To prevent privacy leakage, 
several privacy models are suggested. One 
of the suggested models is "D-mash" or 
data mashup.  This model states that 
mashup enables data providers to 
integrate their data on demand while 
preserving the privacy (Dagher et al. 
2014).  Dagher et al. suggest that their 
framework "enables secure collaboration 
between the DaaS providers for the 
purpose of generating an anonymous 
dataset to support data mining" (Dagher 
et al. 2014, 498). To make sure such a 
framework actually works, Kokhar et a. 
(2016), describe three challenges. The 
first challenge is that the final mashup 
data has to be anonymised in order to 
disable any potential linkage attacks. In 
addition, during the mashup process, no 
DaaS provider should learn more 
information from the other DaaS 
providers other than what is revealed in 
the final mashup data.  
The second challenge is the data quality 
of the anonymised data. It is important to 
ensure that the final mashup data 
contributed by multiple DaaS providers is 

useful for a given consumer’s data 
request. The third challenge is how to 
satisfy a given data request.  
 
Fung et al. (2010) state that data in its 
original form, however, typically contains 
sensitive information about individuals, 
and publishing such data will violate 
individual privacy. According to Fung et 
al (2010) The current practice in data 
publishing relies mainly on policies and 
guidelines as to what types of data can be 
published and on agreements on the use of 
published data. This approach alone may 
lead to excessive data distortion or 
insufficient protection. To preserve the 
privacy Fung et al (2010) speak about the 
"Privacy-preserving data publishing 
(PPDP)”. The PPDP provides methods 
and tools for publishing useful 
information while preserving data 
privacy. To preserve the (person-specific) 
privacy, businesses need a business 
model, such as the ones stated before, to 
deal with challenges in emerging markets 
(Kokhar et al. 2016). 
 
4. ECONOMIC SCHOOLS 
To fully understand the connection 
between Data as a Service and a particular 
economy theory, it is important to first 
have a clear vision on the background of 
the schools of thoughts. For starters, the 
schools of thoughts are divided in four 
schools; Schools of political economy, 
neoclassical schools, alternative schools, 
and thematic schools. 
In modern-day we speak mainly about 
two streams;  Orthodox economics, and 
Heterodox economics.  
 
The orthodox economics is a combination 
of Neoclassical and Keynesian schools of 
thoughts. Which is characterised by 
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Weintraub in 2007.  Weintraub (2007) 
highlighted three central assumptions of 
the neoclassical school: (1) “people have 
rational preferences between outcomes 
that can be identified and associated with 
values”. This assumption is also known as 
the “rational choice theory”. (2) 
“Individuals maximise utility and firms 
maximise profits” and (3) thirdly “people 
act independently on the basis of full and 
relevant information”, which is based on 
the “game theory”. The game theory 
shows the conflict and cooperation 
between intelligent rational decision-
makers. It states that truly rational 
decision making only occurs in the rare 
situation of complete information 
(Marschak, 1950).  
 
Heterodox economics is the counterpart of 
orthodox economics. Heterodox 
economics are characterised by having no 
just one theory, but rather many different 
theories. However, the theories have in 
common that they are rejecting the 
orthodox economics.  
 
In addition to the mainstream schools and 
the heterodox schools, there are thematic 
schools of thought. These themes are 
mostly unrelated to the two major streams 
of economics. One of the thematic schools 
is the "Uncertainty and information" 
theme. This theme elaborates on the game 
theory as earlier discussed. Two leading 
researchers within this topic are Stigler 
and Shannon.  
 
Stigler is a pioneer on Uncertainty and 
information economics. Stigler (1961) 
states that knowledge is power. Stigler 
states that there is a vast role of the search 
for information in economic life. Which 
could be related to detection of sellers as 

well as identification of profitable fields 
for investment.  
 
Claude E. Shannon is mainly known as 
the father of the information theory. In 
1948 Shannon wrote "A mathematical 
theory of communication", a 
mathematical study of the coding of 
information in the form of sequences of 
symbols. In 1949 Shannon elaborated on 
his earlier theory with "Communication 
theory of secrecy systems". In this study 
Shannon (1949) develops a theory of 
secrecy systems. He defines a secrecy 
system as a set of transformations of one 
space (set of possible messages) into a 
second space (set of possible 
cryptograms). Each transformation of the 
set corresponds to enciphering with a 
particular key. Unique deciphering is 
possible when the key is know.  
 
To use the system a key is first selected 
and sent to the receiving point. Then a 
message is selected and the particular 
transformation corresponding to the 
selected key applied to this message to 
produce a cryptogram. The cryptogram is 
transmitted to the receiving point, where it 
is vulnerable for interception by an 
enemy. At the receiving end the inverse of 
the particular transformation is applied to 
the cryptogram to recover original 
message. 
 
If the enemy intercepts the cryptogram he 
can calculate the probabilities of the 
various possible messages and keys which 
might have produced this cryptogram.  
 
5. DISCUSSION AND CONCLUSION  
At this point it is clear that there is a 
direct relation between DaaS and the 
Neoclassical school of thought. 
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Weintraub's third assumption  regarding 
the Neoclassical school of thought states: 
"people act independently on the basis of 
full and relevant information", according 
to Stigler (1949) and Marschak (1950) 
knowledge is power, in order to make 
rational decisions complete information is 
needed. The key role of DaaS for 
businesses is to store information and 
create a more complete spectrum of 
information in order to make rational 
decisions. In that sense DaaS strikes 
almost perfectly with the Neoclassical 
assumptions of Weintraub (2007) and 
with the findings of Stigler (1949) and 
Marschak (1950). 
 
Next to the Neoclassical school of 
thoughts and its suggested importance of 
information is the information theory 
fairly relevant for DaaS.  One of the main 
concerns and fears regarding DaaS is the 
security of stored information, because, 
sensitive data of a firm in the wrong 
hands (e.g. competitor) could lead in a 
competitive disadvantage (Hamlen & 
Thuraisingham 2012). Shannon's (1949) 
ideas regarding cryptograms and secure 
sending of information is still relevant. 
The information theory as described by 
Shannon (1949) is the basis of the security 
of information in DaaS.  
 
6. FUTURE RESEARCH 
As stated earlier in this study, the topic of 
DaaS is relatively undiscovered in 
business studies. It is likely that multiple 
studies regarding DaaS will be conducted, 
which will give new insights into the 
topic. Therefore it is desirable and 
recommended to conduct a study of this 
type again in 3 to 5 years.  
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