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Abstract 
PayPal is the leader in the field of online payment platform. Their ability to prevent 
fraudulent activities and PayPal´s high safety is the main reason for its success. 
PayPal is mostly used in costumer to costumer market but their business market 
users are also rising. Users are secured with a buy and sell insurance when they use 
PayPal services. If someone has purchased something online that then are not 
delivered, or that deviates markedly from the seller's description, PayPal can 
reimburse the full amount of the goods. Other services such as transferring money 
between friends are also possible. PayPal´s buy and sell insurance is what online 
purchasers’ value the most when they are shopping online and PayPal is at the 
forefront of this. If this type of insurances that PayPal provides would not exist 
people would purchase online less than they do today. PayPal has revolutionized 
and ameliorate the entire online purchase market for everyone with their safe 
payment platform.   

Introduction 
Online purchases have a history of fraudulent activity. Since new payment 
platforms, especially PayPal, have been created this illegal actions have been 
reduced a lot (Jackson, 2008). The conditions for online purchases has changed and 
more people than ever are using this type of payment platform. PayPal is used for 
both private and business users. In the field of customer to customer PayPal is the 
leader payment platform and their business users are also rising (Gonzalez, 2004). 
According to PayPal over 70% of all online purchasers in USA have a PayPal 
account and 2015 PayPal managed over 280 billion US-dollars (PayPal, 2016a).  

What is it that make PayPal leader in the field of online purchases and how 
important is the PayPal options for online purchases are two questions among 
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others that will be clarified in this paper. These questions must be answered 
because they are central in the understanding of the things that is important in the 
field of online purchases. Hopefully the following reading will give the reader more 
knowledge about PayPal’s involvement in online purchases and how it has evolved 
over time.  

Method 
This study is both based on primary and secondary sources. The secondary sources 
are scientific literature and are gathered to compliment what the primary sources 
could not answer. A survey was made to create more information about individual’s 
online purchases habits and what impact PayPal has in this. The data in the survey 
was gathered in a mall in Kungsbacka 2016. This was done in three occasions and 
the questions were posed to 250 individuals evenly in between ages of 18-55+. The 
age options for the respondents were divided as follows: 18-24, 25-34, 35-44, 45-54 
and 55+. The survey includes only respondents who have made at least one online 
purchase in their life. The respondents completed the survey without participation 
of the author more than when the survey was handed over to them.    

When data was gathered it was analyzed through charts. The primary data was 
compared to the secondary data to find some patterns and create conclusions. Using 
both secondary and primary data strengthens the information and creates a full 
coverage of the reality of online purchases and PayPal´s part in this.  

Theoretical framework and literature review 
Through PayPal users can shop safely in online stores in the whole world. They are 
also able to purchase safely costumer to customer in services such as EBay. With 
this service PayPal provides users to purchase online and a guarantee that the goods 
and the money are transferred correctly (PayPal, 2016a). The users of PayPal´s 
services are customers and merchants. The merchants must have a business 
relationship with PayPal in order to use the payment tools offered by PayPal. The 
users have the option to maintain the funds in the PayPal account or transfer it to 
their personal bank account (Peláez & Novella, 2006). 
 
Users do not have to buy or sell things for the use of PayPal. They can also transfer 
money between friends. This service is useful when you for example need to split a 
cab or a dinner. Then one person only has to pay and the rest can transfer money 
quickly through this service to that person (PayPal, 2016c).  

PayPal does not have any upfront costs but deducts a percentage from each 
payment their users are making. The basic package does not include any type of 
fees (Nosrati, Karimi, Makekian & Hariri, 2013).  
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PayPal has developed a service called One Touch to facilitate purchases for their 
users. This service requires no login on your tablet or phone. It only requires a 
simple press on a button. The users can decide for themselves if they want to use 
the service or not and it is covered by the buying insurance. The insurance will 
cover if a purchase is done incorrectly or not by the real user. This service speeds 
up the purchasing process for the users (PayPal, 2016b). 

PayPal has a great insurance for its users. On their website it says:  

“If someone has purchased something online that then are not delivered, or that 
deviates markedly from the seller's description, PayPal can reimburse the full 

amount of the goods, including shipping costs. Their buyer protection may cover 
purchases, wherever you pay with PayPal online.” (PayPal, 2016a). 

Also on the sell side there is protection if there is problem with the purchase. 

“If someone receive an unauthorized payment (such as from an account hacked), or 
if a buyer claims that the goods was not delivered, the seller can take advantage of 

our seller protection and be covered for the full amount.” (PayPal, 2016a). 

Before PayPal, companies and government had big problems preventing fraudulent 
activity. The people at PayPal solved this problem by recognize patterns and other 
repeated things frauds tended to do. By doing this PayPal created value to 
consumers through trust. This was the main factor of PayPal´s success (Jackson, 
2008). 

PayPal puts much effort and resources to prevent fraud. By boosting their security 
and develop an anti-fraud team PayPal has reduced its fraud rates down below 
0.5%. According to market research firm Gartner is the average E-business fraud 
rate 1.3-2.6%. PayPal´s anti-fraud team is so competent that they even helped the 
FBI catch two famous Russian hackers who were accused of hundreds of Internet 
crimes against the computer system of US banks and E-commerce sites (Gengler, 
2016). 

Many of PayPal’s competitors have not solved this problem good enough and 
therefore does not exist in the market anymore says Peter Thiel, chief executive of 
PayPal (Gengler, 2016). 

With some phones it is possible to log in to PayPal with only your fingerprint and 
no need of any password, like the paper mentioned before (Biometric Technology 
Today, 2016). This has created a new way for hackers to try fraud. PayPal has 
responded to this new type of attack by ensure that their anti-fraud team 
continuously prevent fraud before it happens. If it sadly does happen the affected 
person will be covered by PayPal´s buyer protection policy (Biometric Technology 
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Today, 2014). This is a free insurance provided by the company against 
unauthorized transactions (Gengler, 2016). 

PayPal has a separate analytic group whose work is to analyze diverse data such as 
product use, costumer behavior etc. This helps the company to grow and develop 
with what the users are demanding. Stepping into their customers’ shoes helps 
PayPal create value and to retain more customers. The analytic group also has to 
look at trends and not only develop new services to understand how the market is 
changing and how PayPal has to evolve with the market (MIT Sloan Management 
Review, 2012). 

As a payment provider, PayPal gets much personal information of its users. There 
are several things connecting to a transaction such as names, what is bought etc. All 
this information PayPal possesses and their privacy policy gives them the right to 
share this information with third-party service providers. These providers are 
limited to use this personal information in connection with the services they 
perform for (Preibusch, Peetz, Acar, & Berendt, 2015). 

PayPal is mostly known as an online payment service but the company is working 
to develop their service in the physical world as well (MIT Sloan Management 
Review, 2012). The partnership with MasterCard opens opportunities for PayPal 
users to use their account also in the physical world. PayPal users are now able to 
withdraw money out of MasterCard supported ATMs. They are also able to spend 
money at MasterCard accepted merchants from their PayPal account (Card 
Technology Today, 2001). 

 

2017 by David Herfors  
No part of this publication may be reproduced, stored in a retrieval system, or 
transmitted in any form or by any means without the permission of the author. Page 4 
 



 

Diagram 1. According to the study made in Kungsbacka 2016 the most important 
thing when people purchase online is the insurance to get their money back if the 
product is defective or not even delivered to them. It was 67% of the 250 people 
who were asked that thought this way and it was similar statement in all ages. The 
two things that were different between younger people and older were that more of 
the younger preferred not to share their purchase information with a third part and 
the older ages preferred that the payment platform has a well-functioning safety 
division. Overall, the differences were small only a few percentages and the total 
view is representative for the population.       

 

67%3%

14%

14%

2%

What is the most important thing 
when you purchase online?

to get your money back if
the product is defective or
doesn´t arrive.

that everything goes
quickly.

that no information about
my purchase is shared
with a third part.

that the payment platform
has a well functioning
safety division.

other stuff which are more
important then the things
above.
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Diagram 2. PayPal is used in many ways. According to the study in Kungsbacka 
2016 it is more used in costumer to costumer. It was 78 % that mostly uses PayPal 
costumer to costumer and 12% costumer to business. A small group 8% did not use 
PayPal at all. Those who did not use PayPal tended to be in the group of 55 years 
old and older.   

 

Diagram 3. The biggest reason individuals use PayPal is because of their payback 
insurance. It was 67% that preferred PayPal for this reason the most and 16% 
preferred it for its security. The few percentages that preferred “it is simple” and 
“everybody else is doing it” were under 35 years old.   

 

2%

78%

12%

8%

In which way do you mostly use 
PayPal?

Business to business

Customer to customer

Custumer to business

I do not use PayPal

8%

16%

5%

3%67%

1%

What is the biggest reason you use 
PayPal when you purchase online?

I do not use PayPal

Its security

It is simple

Everybody else is doing it

Their payback insurance

Other reason
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Diagram 4. 9% thinks PayPal options affect their online purchases very much and 
this was mostly common by ages in between 35-54. 36% was neutral and this was 
mostly represented by the younger people under 35 years old. 33% thinks they are 
affected much of PayPal options and they were spread through all ages. Little affect 
was 18% and very little 4%.  

Analysis 
PayPal is the leader in the field of online payment platform (Gonzalez, 2004). To 
keep developing and increase market shares PayPal has a separate analytic group 
whose work is to analyze diverse data such as product use, costumer behavior etc. 
This helps the company to grow and develop with what the users are demanding 
(MIT Sloan Management Review, 2012). 

PayPal´s success started with solving the big problem that companies and 
governments had with fraudulent activities. The people at PayPal solved this 
problem by recognize patterns and other repeated things frauds tended to do. By 
doing this PayPal created value to consumers through trust (Jackson, 2008). 
According to Peter Thiel, chief executive of PayPal, many of the competitors to 
PayPal have not processed this problem with the same success as them and 
therefore no longer exist in the market (Gengler, 2016). Their hard work preventing 
fraudulent activities has boosted PayPal´s security significant and reduced their 
fraud rates down below 0.5%. This is comparable to an average level of E-business 
fraud rate at 1.3-2.6% (Gengler, 2016). According to the survey made in 
Kungsbacka 2016 14% thinks that the most important thing when they purchase 

9%

33%

36%

18%

4%

Does the PayPal options affect your 
online purchases?

Very much

Much

Neutral

Little

Very little
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online is that the payment platform has a well-functioning safety division (Diagram 
1).   

PayPal provides security to its users through the pay and sell insurance. If the goods 
are not delivered when a user has purchased something or if the goods deviate 
markedly from seller´s description, PayPal can reimburse the full amount. The 
insurance covers also if the seller receives an unauthorized payment, or if a buyer 
claims that the goods were not delivered (PayPal, 2016a). According to the survey 
made in Kungsbacka 2016 this payback insurance was the biggest reason 67% of 
the respondents uses PayPal and 16% for its security (Diagram 3). The result of the 
survey also shows that 67% thinks that some kind of reimburse guarantee if the 
goods does not arrive or is defected is the most important thing when they purchase 
online (Diagram 1). 

PayPal provides their users a safe way to shop in online stores and also in costumer 
to costumer services such as Ebay. They guarantee that the trade is done correctly 
and that the money only is transferred if everything is acceptable (PayPal, 2016a). 
PayPal is used for both private and business users but is more common in the field 
of costumer to costumer. In this field PayPal is the leader payment platform in the 
world and their business users are rising as well (Gonzalez, 2004). More than 70% 
of all online purchasers in USA have a PayPal account (PayPal, 2016a).According 
to the survey made in Kungsbacka 2016 78% is using PayPal mostly for its 
costumer to costumer use and 12% for its costumer to business use (Diagram 2).   
 
Users are able to do more than buy and sell stuff through PayPal. They can also 
transfer money quickly between friends (PayPal, 2016c). PayPal is consistently 
developing and a new service is One Touch. This is a service that makes the 
purchase easier and faster. The users have the opportunity to purchase online 
smoothly and all that requires is to press a button. This service option is covered by 
the buy and sell insurance (PayPal, 2016b).  

PayPal receives much personal information of its users. Their privacy policy gives 
PayPal the right to sell and share this information with third-party service 
providers. These providers have limitations in how they are allowed to use this 
information (Preibusch, Peetz, Acar, & Berendt, 2015). According to the survey 
made in Kungsbacka 2016 14% thinks that it is the most important thing when they 
purchase online that no information of the purchase is shared to a third part 
(Diagram 1).   

The result of the survey made in Kungsbacka 2016 shows that 36% is neutral to the 
question “if the PayPal options do affect their online purchases”. 33% thinks they 
are affected much and 9% very much. 18% thinks they are affected little and 4% 
very little (Diagram 4).  
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Conclusions 

PayPal is the leader in the field of online payment platform. Their ability to prevent 
fraudulent activities and PayPal´s high safety is the main reason for its success. By 
this, PayPal has changed and improved the opportunities of secure online 
purchases. Other companies and governments could not solve this issue with 
fraudulent activities before PayPal succeeded. PayPal is constantly evolving new 
services to meet their users’ demand. Their advanced safety system and their buy 
and sell insurance provide security to its users who can make risk-free online 
purchases. These qualities are what online purchasers value the most when they are 
shopping online and PayPal is at the forefront of this.        

PayPal is more successful in the costumer to costumer market. This market requires 
trust between buyers and sellers. By using PayPal services both the buyer and the 
seller replaces the trust with PayPal´s buy and sell insurance. If this type of 
insurances that PayPal provides would not exist people would purchase online less 
than they do today.    

During the last years it has become more noticed that PayPal share users’ personal 
information with other companies and this is already an issue for some users. 
Maybe this can make some users change payment platform in the future and PayPal 
should be aware of this potential outcome.  

With two closing sentence, PayPal is most important for online purchases in the 
costumer to costumer market and it is also where their services are mostly used. 
Their security and buy and sell insurance have revolutionized and ameliorate the 
entire online purchase market for everyone.   

Further studies 

PayPal´s big breakthrough was founded by their ability to prevent fraudulent 
activities. This opened up a safer market which grew quickly. It created big 
opportunities for the online purchase market. Still, there are people who do not 
purchase online. Maybe PayPal can develop something new which will attract these 
people to join the online purchase world. A study about what options or things that 
online payment platforms can develop to get the individuals that do not purchase 
online to start doing so would be interesting to study.   

Information has always been a value to companies. During the revolution of 
internet the opportunities to gather information has become easier. Google and 
Facebook is proof of this and now also PayPal. By profiling shopping habits and 
building profiles of its users PayPal gathering valuable information for many 
companies. This is a grey area and brought to more users attention. If this continues 
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to increase and more users would have the knowledge of this happening, what 
effects would it have on online purchases?  

References 

Biometric Technology Today. (2014). PayPal for Samsung Galaxy S5 faces fraud 
fears. 2014(5), 1-2. 

Biometric Technology Today. (2016). Intel, Synaptics and PayPal collaborate to 
enable Lenovo customers to use fingerprint payments. 2016(10), 12. 

Card Technology Today. (2001). PayPal success in Web payments market could 
threaten e-purse. 13(6), 3-4. 

Gengler, B. (2016). PayPal´s anti-fraud team. 

Gonzalez, A. (2004). PayPal: the legal status of C2C payment systems. 

Jackson, M, E. (2008). The PayPal Wars. 

MIT Sloan Management Review. (2012). Mining Data at PayPal to Guide Business 
Strategy 

Nosrati, M., Karimi, R., Makekian, K., & Hariri, M. (2013). PayPal as the Most 
Loved Payment System among Merchants and Buyers in Online Transactions. 
World Applied Programming, 3(9). 

PayPal. (2016a). Trygga betalningar med PayPals köpar- och säljarskydd. Retrieved 
2016-12-23 from https://www.paypal.com/se/webapps/mpp/paypal-safety-and-
security 

PayPal. (2016b). Betala snabbare med One Touch. Retrieved 2016-12-23 from 
https://www.paypal.com/se/webapps/mpp/one-touch-checkout 

PayPal. (2016c). Överför pengar på nätet - i Sverige och utomlands. Retrieved  

2016-12-23 from https://www.paypal.com/se/webapps/mpp/send-money-online 

Peláez R.M., Novella F.J.R. (2006). Application of Electronic Currency on the 
Online Payment System like PayPal. Project E-Society: Building Bricks. IFIP 
International Federation for Information Processing, vol 226. Springer, Boston, 
MA 

2017 by David Herfors  
No part of this publication may be reproduced, stored in a retrieval system, or 
transmitted in any form or by any means without the permission of the author. Page 
10 
 

https://www.paypal.com/se/webapps/mpp/paypal-safety-and-security
https://www.paypal.com/se/webapps/mpp/paypal-safety-and-security
https://www.paypal.com/se/webapps/mpp/one-touch-checkout
https://www.paypal.com/se/webapps/mpp/send-money-online


Preibusch, S., Peetz, T., Acar, G., & Berendt, B. (2016). Shopping for privacy: 
Purchase details leaked to PayPal. Electronic Commerce Research and 
Applications, 15, 52-64. 

 

 

 

 

 

2017 by David Herfors  
No part of this publication may be reproduced, stored in a retrieval system, or 
transmitted in any form or by any means without the permission of the author. Page 
11 
 


